
Intelligence Functions: Human 
Intelligence (HUMINT) 

Intelligence on behalf of counterterrorism is what intelligence officers refer to as a "multi-
disciplinary project." In other words, it doesn't rely on just any one method of collecting 
information. It relies on all the different methods that intelligence services use.  
 
Now, there are some methods that are relatively secondary when it comes to counterterrorism-- 
for example, overhead imagery, the pictures that are taken by satellites or aircraft. Sometimes 
those come into play in trying to track someone in a remote part of Yemen or someplace else. 
But for the most part, there are two particular methods of collection that dominate 
counterterrorist intelligence.  
 
And the first of those is human intelligence, or HUMINT, to use the abbreviation of the trade. 
And that means, basically, anything that comes from a human being. Now that includes, first 
and foremost, classic espionage-- a human agent inserted into someone else's organization, 
either a state, or in this case, a terrorist group, through the clandestine methods that are used 
by the likes of the CIA and its foreign counterparts elsewhere. And when you can get that kind 
of human source inserted in just the right place in a terrorist group, there probably is no better 
source of information on terrorist threats.  
 
But it is also probably the hardest type of source to develop. And part of what I mentioned 
before about the small, secretive nature of terrorist groups is much of the reason for that.  
 
But in addition to that, there are other challenges that a service like the CIA faces in trying to 
penetrate a terrorist group. One is that because of that distrust that the members of the group 
will have toward any outsiders, quite typically, anyone who is trying to penetrate the group will 
have to prove his bona fides. He will have to do something, probably something illegal, and 
maybe even participate in a terrorist attack to get the trust of the other members of the group. 
Well, you can see the obvious problem here if an intelligence service is trying to do something 
like that. It probably would have to back off.  
 
Another problem is you have to know what it is you're trying to penetrate. Now, for the most 
part, we have known terrorist groups, al-Qaeda, Hezbollah, and so on, and so a clandestine 
service like the CIA knows what it's going after. But especially increasingly in recent years, the 
terrorist problem has been one of groups or cells or even just individuals, lone wolves, that we 
didn't know about before until they actually commit their terrorist attack. So you don't know what 
it is you're trying to penetrate.  
 
Think of a recent example here in the United States, the Boston Marathon bombing in the 
Spring of 2013. Two individuals, two brothers who came together and executed their plot 



involving laying a couple of bombs near the race site. They weren't part of any known group, 
and so there wasn't anything that intelligence, either the CIA or anyone else, could have 
penetrated beforehand to get that kind of information.  
 
Well fortunately, even though that sort of penetrating agent is a very difficult kind of asset to 
obtain, it's not the only kind of human intelligence that could be quite useful. A human source 
that's even not in the innermost circles of plotting a terrorist attack can still provide useful 
information. Someone who's on the periphery of an organization may have useful information to 
provide in terms of who the other members are, including the higher-ranking people or the ones 
who are a part of that inner circle, or what they've been up to or where they've been traveling or 
whom they've been contacting.  
 
And many human sources fall into that category. They aren't people who know the details of 
that next terrorist plot, but they do have very useful information that can be employed to try to 
figure out what sort of group we're talking about, what its organization is, who the key figures 
are, and what it may be up to.  
 
There are also other ways in which humans have useful information to provide to an intelligence 
service where they aren't a recruited source. They aren't something we would consider a spy or 
an agent. Some valuable human sources may be just mere informants that are motivated by 
reward money. And in fact, the United States has frequently used the offer of reward money to 
try to elicit information, especially to capture known terrorists who have already participated in 
attacks against U.S. interests.  
 
One example of this was Ramzi Yousef, the nephew of Khalid Sheikh Mohammed, who was the 
mastermind of the 9/11 operation. And Yousef himself was the leader of the first attack on the 
World Trade Center in 1993, as well as planning a plot that, fortunately, was foiled to blow up 
multiple airliners over the Pacific another year later. And it was informants who were motivated 
by reward money who provided the key information that led to Yousef's capture in Pakistan.  
 
Now, when a suspect is arrested, especially by a foreign service, he becomes, himself, a source 
of human intelligence. Obviously he's not an agent, or at least not a willing one, but interrogation 
takes place. And that is, in turn, one of the more valuable sources of information that comes 
under the heading of human intelligence.  
 
And also when someone's arrested, there are other things that we typically obtain beyond the 
direct interrogation results. Documents are seized. Computers are seized that have more 
information in them. We'll be talking a little bit more about this in a moment when I talk about 
foreign intelligence liaison, but the point right now is human intelligence takes many forms. And 
when you get to something like exploiting documents when you've arrested someone, you get 
not only the direct human intelligence from the interrogation, you get a lot of collateral 
information often turns out to be valuable as well. 
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