
Counterterrorism Instruments: Economic 
and Financial Pressure 

Another instrument is economic and financial pressures. And this takes a number of specific 
forms. Some of them used just by one country-- especially the United States-- and sometimes, 
it's a matter of several countries acting in concert.  
 
One of the forms it's taken is pressure against state sponsors of terrorism. And in the United 
States this involves one of those lists that you may have heard about. In this case, the state 
sponsor list which is one of the oldest such forms of counterterrorist legislation that's been on 
the books. It goes back to the 1970s. And it basically says that if you, as a foreign government, 
are designated as a state sponsor of terrorism, certain sanctions are implemented against you 
having to do with banking, not being able to buy arms, and so on.  
 
The main criticism that's been levied against the use of the state sponsorship list is that politics 
have a way of intruding in the list-making. So you see-- on the current state sponsors for 
example-- Cuba still on the list even though it would be very hard to make a case that the 
Cubans are still doing international terrorism. Where there's other countries that many consider 
to be problem countries as far as terrorism is concerned, such as Pakistan, have never been on 
the list.  
 
However, the state sponsorship pressure has had some real effects. One place where it might 
have been successful-- and here it wasn't just the United States applying sanctions, but it was 
international sanctions-- was against Libya. And in particular after Libyan responsibility was 
determined for the bombing of Pan Am Flight 103 over Lockerbie, Scotland in 1988, the United 
Nations Security Council enacted a set of sanctions which were in effect against Libya for 
several years. And they probably were a significant factor in finally inducing the Libyan leader, 
Muammar Gaddafi, to surrender the two particular suspects-- Libyan nationals-- who were most 
directly involved in the bombing and whose surrender was the object of the sanctions.  
 
Well that's state sponsorship. Another one of those U.S. lists has to do, not with state sponsors, 
but with foreign terrorist organizations, non-state groups. And this involves some legislation that 
dates back to 1996 which criminalized material support to any foreign terrorist organization. And 
the particular departure that was taken then was to make it clear that it's not only bad, but a 
crime, not just to participate in terrorism yourself, but to give material support-- which could 
mean money, it could mean something else-- to one of the listed terrorist groups. One of the 
criticisms that's been lodged against the use of this list is, some have complained that it makes 
it more difficult for people with entirely good intentions that want to make charitable contributions 
to overseas organizations to be more fearful in doing so because they can't be assured that any 
of their funds might indirectly get in the hands of some group that is listed on the foreign terrorist 
organization list.  



 
Well beyond those measures there is the more direct use of economic pressure against groups 
themselves, not just those who may support them. As an intelligence matter, following the 
money has often been a key phrase you've often heard. Well, here we're not talking just about 
following the money. We're talking about using money as a source of leverage to pressure and 
to degrade the capabilities of a terrorist group.  
 
And here in the United States, in the years especially since 9/11, there has been more of an 
effort to do that. After 9/11, President George W. Bush signed Executive Order 13224 which, 
based on some previous legislation, directed and gave presidential authority to the Treasury 
Department and other U.S. agencies to take more measures to freeze, seize, or block the 
financial assets associated with particular foreign terrorist groups or individuals. This has had 
some success, especially in the immediate aftermath of 9/11. In the first year or so after 9/11, 
there was something like $100 million of such assets that were seized or frozen. This was partly 
because of the new authorities. But also partly because many other countries realized in the 
wake of 9/11 that the United States was more determined to get their cooperation on this 
matter, whereas in the past they might have demurred and declined to cooperate in doing 
something like freezing a bank account.  
 
There is-- with this instrument-- limitations, of course, as there are with any others. One of the 
limitations is, it still depends a lot on foreign government cooperation. Most of the assets to be 
seized or frozen are not ones that U.S. officials and agencies can directly reach. We are still 
dependent on what a foreign government might do.  
 
Another limitation is that terrorists will avoid use of the formal banking system because they 
realize it is more reachable by the United States and other counterterrorist authorities. It's an 
analog to what we learned about in our lesson on intelligence. That many times terrorist groups 
will avoid the use of electronic communications because they know those could be intercepted. 
Well, similarly they tend to avoid the use of the formal banking system because they know their 
money can be intercepted.  
 
In particular, there's the use of the system known as Hawala. Which is an informal way of 
transferring money from one party to another-- even from one country to another-- that's very 
effective and very efficient, but it's totally outside the formal banking system. And pretty much 
unreachable as far as the counterterrorist efforts of Western countries are concerned.  
 
A final limitation to the economic instrument is, simply that terrorism is rather cheap. And even 
though terrorist groups may need funds for other activities such as paramilitary training and 
maintaining a cadre in some safe haven some place, when it comes to the actual operations 
that concern ourselves most-- terrorist operations-- they aren't necessarily as expensive as you 
might think. And even a terrorist spectacular, like a 9/11, is within the reach of what a single 
wealthy donor could subsidize. 
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