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Reference Materials: Acronyms, Organizations, Figures, Terms, Timeline 

 

Acronyms: 

1984 CFAA: Counterfeit Access Device and Computer Fraud and Abuse Act of 1984; this law 

outlawed accessing computers without authorization  

1986 CFAA: Computer Fraud and Abuse Act of 1986  

ACM: Association for Computing Machinery, an early computing organization  

ARPA: Advanced Research Projects Agency, located within the DOD 

ARPANET: early network developed by ARPA; precursor to the modern Internet 

CIA: Central Intelligence Agency  

DoD: US Department of Defense 

ESD: Electronic Systems Division of the Air Force, where Roger Schell worked during the time 

of the Anderson Committee  

EFT: electronic funds transfer 

FBI: Federal Bureau of Investigation 

IBM: International Business Machines Corporation; creator of many early computers  

IEEE: Institute of Electrical and Electronics Engineers; hosted key early conferences for the 

cybersecurity community, such as the Oakland Conference  

MIT: Massachusetts Institute of Technology 

NCSC: National Computer Security Conference; hosted by the NSA’s Computer Security Center  

NSA: National Security Administration 

NRL: Naval Research Laboratory  
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R&D: research and development  

SDC: Systems Development Corporation; government contractor that contributed to the 1970 

Ware Report 

SOSP: Symposium on System Operating Principles; an early computing conference hosted by 

the ACM  

  

Important Organizations (if not included in acronyms section):  

Computer Security Center: NSA’s center for computer security standards, created in 1981; 

released the Orange Book in 1983  1

MITRE Corporation: government R&D contractor; wrote a preliminary pamphlet that Sheila 

Brand used to write the Orange Book; victim of the German hackers from the Cuckoo’s Egg; had 

representatives to the Ware Committee and Anderson Committee  

RAND Corporation: Air Force contractor whose Department of Computer Sciences was led by 

Willis Ware; responsible for innovation and early professional infrastructure; known as “RAND” 

 
Important Figures (alphabetically by last name): 

Anderson, James: consultant for the NSA and member of the Ware Committee; led the 1970s 

Anderson Committee, which released the 1972 Anderson Report  

Bell, David: co-author of the Bell-LaPadula model; consulted for industry on the Orange Book  

Brand, Sheila: primary author of the 1983 Computer Security Center’s Orange Book  

Denning, Dorothy: database security researcher who worked at Purdue University during much 

of the community’s development; received the first Ph.D. in computer security in 1975 

1 Also referred to as the National Computer Security Center or the DoD Computer Security Center; I will primarily 
refer to it as the Computer Security Center throughout. 
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Edwards, Daniel: NSA cybersecurity expert who was on the Ware Committee and helped write 

the Orange Book  

Landwehr, Carl: IEEE fellow who published early cybersecurity papers in computer science 

journals; NRL employee who introduced John McLean to cybersecurity  

Lipner, Steven: MITRE employee on the Anderson Committee who introduced Sheila Brand to 

James Anderson; goes by Steve  

McLean, John: logician at NRL who pointed out flaws in Bell-LaPadula, sparking debate  

Nelson, Bill: Florida state representative and then House Representative who championed the 

first cybersecurity law in the US in Florida in 1978 and introduced many bills on cybersecurity in 

the House in the 1980s  

Nycum, Susan: a lawyer specializing in computer crime who testified to Congress on the 1984 

CFAA  

Schaefer, Marvin: had early conversations with Willis Ware on cybersecurity in the mid-1960s; 

originally worked at the SDC, then moved to the NSA, where he helped write the Orange Book  

Schell, Roger: Air Force Colonel who drove funding for the Anderson Committee and helped 

write the Orange Book; proponent of formal verification and high assurance  

Stoll, Clifford: author of the book Cuckoo’s Egg, which popularized Stoll’s quest to bring to 

justice German hackers trespassing on US military computers 

Waal, Peter: in 1983, Vice President of Marketing at GTE Telenet, which operated early 

networks; testified to Congress in 1983 on the importance and history of cybersecurity  
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Ware, Willis: head of Computer Sciences Department at RAND Corporation beginning in 1964; 

presented the 1967 “Security and Privacy in Computer Systems” paper that publicized computer 

security; chaired the Ware Committee, which produced the 1970 Ware Report  

  

Glossary: 

Bell-LaPadula model: mathematical model of security that was hotly debated by the community 

from the 1970s onward; see also: formal verification  

Epistemic community: a network of professionals, often with different backgrounds, with 

recognized policy expertise on a topic; the cybersecurity community is an example 

Formal verification: an effort to use mathematical proofs to prove complete security in a given 

system, popularized by the Anderson Report and used extensively by the Bell-LaPadula model 

High assurance: a type of completely secure system; the “gold standard” for computer security 

Information Warfare: 1990s concept that information was power and the battle for information 

was a new facet of war 

Malicious user: a user who deliberately attempted to break a system’s security measures, usually 

in order to retrieve critical information; a term popularized by the Anderson Report  

Multi-level security: Willis Ware’s conception of security as encompassing the entire computer 

system: personnel, software, hardware, etc.  

Patching: fixing an errors or vulnerabilities in a piece of software as they are found  

Penetration testing: an authorized attack on a system with the intent of testing its security  

Professionalization: the process of the cybersecurity community creating professional 

infrastructure, such as conferences and journals, so that academic discussions could be held  



Duflock 8 
 

Remote terminal: monitor that could communicate with and display information from a “main” 

computer; almost always physically connected to the main computer by electronic cables  

Revolution in Military Affairs: 1990s idea that war could be won quickly and decisively – and 

with fewer casualties – if one’s state had complete technological superiority  

Secure kernel: a basic type of operating system that could be built upon; the goal of the secure 

kernel was to make a fundamentally secure operating system instead of forcing software 

engineers to constantly patch insecure systems; focused on at the expense of multi-level security 

Tiger team: also known as red teams, tiger teams were employed by an organization to test its 

security by attempting to break into it; tiger teams from the 1960s to 1980s were almost always 

effective at breaking into military and intelligence systems; more extensive than penetration 

testing  

Trapdoors: programmer-created vulnerabilities in operating systems that could be taken 

advantage of by malicious users  

User authentication: a system in which a user provides some form of credentials, such as a 

username and password, to a computer so it can identify them; usually the proven identity is used 

to restrict or permit access to certain files on the computer  

 

Timeline of Key Events: 

Date Name/Title  Event Description 
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 April 1967 “Security and 

Privacy in Computer 

Systems” 

Willis Ware gave the first public speech on 

cybersecurity at a large computing conference in 

Atlantic City (his hometown). This speech laid out 

Ware’s vision for multi-level security.  

 1970  Ware Report  The ARPA-funded Ware Committee released a report, 

reaching out to many key players in the community and 

legitimizing the problems Ware had spoken of in 1967. 

This was the first DoD policy on cybersecurity.  

 1972 First Anderson 

Report  

The Air Force-funded Anderson Committee operated 

until 1977 and released two reports. This first report 

recognized that constantly patching insecure systems 

was less efficient than building a fundamentally secure 

operating system (a “secure kernel”).  

 1981  Computer Security 

Center Created  

 The Pentagon created the Computer Security Center 

within the NSA and took cybersecurity funds from other 

government organizations, including the Air Force and 

ARPA, for the Center. The Center quickly established 

the National Computer Security Conference in the DC 

area, a conference that skewed toward the practical side 

of the cybersecurity community.  
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 1983  Orange Book  The Computer Security Center’s Sheila Brand worked 

with Roger Schell and others to create a set of operating 

system security standards for computer manufacturers.  

 1984  1984 Counterfeit 

Access Device and 

Computer Fraud and 

Abuse Act  

This act outlawed acts of credit card fraud. It also 

outlawed accessing computers without authorization.  

1986 1986 Computer 

Fraud and Abuse 

Act  

 Updated language in the 1984 law to outlaw 

“intentionally” doing damage with a computer rather 

than “knowingly.”  

1986 Cuckoo’s Egg German hackers invaded US military computers to sell 

state secrets to the Soviet Union. 

November 

2, 1988 

Morris Worm Robert Morris, Jr. shut down a tenth of the DoD’s 

ARPANET with a self-replicating computer virus 

(worm).  
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Introduction 

 

In August of 1986, astronomer Clifford Stoll noticed a 75 cent billing disparity in the 

accounting software of Lawrence Berkeley Laboratory. After months of hard work, he 

discovered that the discrepancy was due to one or more hackers traipsing their way through the 

Lab’s computers to access other machines they were networked to, including, but not limited to, 

military computers with personnel data.  The hacker(s) had also been accessing the computers of 2

MITRE Corporation, a defense contractor on the same computer network as the Laboratory, for 

more than six months by the time Stoll informed them of the hacks.  Stoll later recalled that all 3

one needed was a “home computer and a telephone to prowl through their databases.”   4

Though Stoll notified many different government agencies of the hacks into US military 

computers, the government failed to act. The Department of Energy was interested, but could not 

convince the Federal Bureau of Investigation (FBI) to cooperate, so recommended calling the 

National Computer Security Center, the National Security Administration’s (NSA’s) 

consolidated cybersecurity center. The Center, however, did nothing.  Despite knowing that 5

hackers, likely from outside the US, were gaining access to US military computers and data by 

taking advantage of default login credentials and stealing passwords with malicious programs, 

the US government did nothing.  Some government employees felt that since nothing had been 6

2 The words “machine” and “computer” are used interchangeably throughout this paper, as is common in the 
computer science field.  
3 Clifford Stoll, The Cuckoo's Egg: Tracking A Spy Through the Maze of Computer Espionage (NYC: Pocket Books, 
1989), 124.  
4 Stoll, 124.  
5 Stoll, 107.  
6 An example of default login credentials being used is the username being guest and the password being password. 
These are very insecure and easy to guess, and they often come pre-installed with pieces of hardware or computer 
programs.  
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done with the illicit access, action was not required. Some simply did not understand the scope of 

what could be done with computer access and data. Without government funding or support, it 

took Clifford over a year to track the hackers – which turned out to be a group of five – to 

Germany. When the government was finally convinced to investigate, it uncovered that the 

German hacking group was selling US military information to the Soviet Union. Without 

Clifford Stoll’s personal investment, sleepless nights, and hard work, this information would 

never have been discovered.   7

Clifford Stoll’s story, called the Cuckoo’s Egg incident after his 1989 book, speaks to the 

state of cybersecurity in 1986. Though government agencies were responsible for cybersecurity, 

such as protecting their own intelligence data, they failed to see the threat that networks between 

computers posed to their privacy and security. Additionally, only extremely determined private 

individuals who made clear to organizations (in this case, government agencies) the threat posed 

by cyber attacks (or hacks) were able to achieve some measure of cybersecurity.  These 8

individuals assumed personal responsibility for technologies, papers, and military projects.   9

Soon after Clifford Stoll’s experience, the number of cyber attacks increased rapidly. In 

November of 1988, before the trial of the hackers in the Cuckoo’s Egg incident had even 

concluded, Robert Morris, Jr. unleashed the first self-replicating computer program, or worm, 

7 A particularly notable anecdote: Stoll once jumped out of the shower, leaving his fiancée behind, and ran across the 
living room naked to get information about an attack from his pager.  
8 “Hacker” originally referred to early computer experts in the 1950s, who disregarded bureaucracy and company 
interests on their journeys to learning more about computers. See: Steven Levy, Hackers: Heroes of the Computer 
Revolution (Garden City, New York: Anchor Press/Doubleday, 1984). However, the term has since come to mean 
an individual who accesses a computer without authorization, typically via a network. This transition occurred in the 
1970s with the rise of networks and the hacking community, which is discussed in Chapter 4. 
9 In other words, this is an agent-driven history of cybersecurity policy in the United States.  
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onto the ARPANET, a significant network that preceded the modern Internet.  Morris 10

underestimated how quickly the worm would move and, in his attempt to prevent the worm from 

being deleted, made it reinfect machines so quickly that they were essentially unusable, with all 

their computing power taken up by the worm. The Morris Worm shut down up to 6,000 of the 

current machines on the ARPANET, about a tenth of the total computers online at the time, and 

caused between $100,000 and $10 million worth of damage.  While the Cuckoo’s Egg attacks 11

were limited in their scope, the Morris Worm was a more wide-reaching attack than had ever 

been seen before.  A few years later, between 1990 and 1991, several teenage hackers from 12

Holland illicitly intruded into the networks of 34 US military installations, looking for 

information on missiles, nuclear weapons, and DESERT SHIELD. The hacked agencies never 

noticed the intrusions and had to be informed by third parties.  Consistently, the government was 13

unaware of and vulnerable to cyber attacks.  

At stake in these cyber attacks was national security information. The vast majority of 

military information, including top secret files, was stored on computers. Military members’ 

names and occasionally locations, espionage plans, intelligence gathering on enemy states, and 

all sorts of other secrets were available if only one could figure out how to access government 

computers. For example, Mike Muss of Army research and development (R&D) told Clifford 

Stoll, “‘If you want to see the Army in the year 2010, look in my computers today [1986].”  14

Live communications between military members could also be accessed. Additionally, because 

10 Jason Healey, ed., A Fierce Domain: Conflict in Cyberspace, 1986 to 2012 (USA: Cyber Conflict Studies 
Association, 2013), 30. Morris was the son of Robert Morris, Sr., an important NSA cryptographer and computer 
scientist.  
11 Clifford Stoll made this estimate. The large range is because it is still hard to assess the impacts of cyber attacks.  
12 Healey, 31.  
13 Healey, 36. Third parties included angry customers, concerned individuals like Clifford Stoll, and more.  
14 Stoll, 163.  
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computers held all of this information in a single centralized, static location, they were tempting 

espionage targets.  Enemy states, curious teenagers, and more wanted access to the information 15

military computers stored.  

Cybersecurity experts had been warning of and trying to solve these vulnerabilities since 

1967. They attempted to develop secure computer operating systems and craft cybersecurity 

policies, and they formed a robust cybersecurity community split between academia, the 

military, and industry. The United States was the first country to widely develop digital 

computers and thus, the first country to realize they were insecure. The US cybersecurity 

community was the first cybersecurity community.  Before them, the world had no conception 16

of digital security.  

The topic of this paper is cybersecurity policy in the United States, from its beginnings in 

1967 to the events of the Cuckoo’s Egg in 1986. Specifically, this thesis examines the influence 

of the cybersecurity community on government funding, projects, standards, and laws, and how 

the government in turn influenced the community. I have tried to keep distracting technical 

details to a minimum; further explanation can be found in footnotes. 

This paper argues that the United States was underprepared for and unresponsive to the 

Cuckoo’s Egg and the explosion of hacks by foreign agents that occurred in the late 1980s and 

1990s because of how the cybersecurity community was formed and developed in the 1960s and 

1970s. Each chapter in this thesis represents a different phase in the community’s development. 

In each phase, the community had an opportunity to be more prepared for the influx of network 

15 Gordon Corera, Intercept: The Secret History of Computers and Spies (London: The Orion Publishing Group Ltd, 
2015), 73.  
16 Before this time, the only security was cryptography used to obscure messages in World War Two. International 
cybersecurity is an area ripe for further study.  
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attacks, but chose a different direction. However, the purpose of this paper is not to assign blame. 

During the community’s development, the threats they faced were largely theoretical. Had they 

been able to predict and perfectly counter the new network vulnerabilities, one might have 

accused them of time travel. Computers and their capabilities were a constant unknown, an 

ever-expanding and changing universe of potential, and they were a small community still 

struggling to define themselves and their basic principles. In their haste, they may have made 

some mistakes, but they built a foundation that made the work of the next generation 

significantly easier.  

The titular “Insecure Age” is the Information Age, or the Digital Age, in which 

information is increasingly digitized and democratized. Arguably, this digitization makes 

individuals more vulnerable to companies, hackers, and the government than they ever had been 

before. This thesis examines one consequence of the aggressive expansion of the Information 

Age – computer vulnerabilities – and early attempts to resolve it.   17

Cybersecurity consists of two individual types of security. First, computer security: the 

integrity of the hardware and software, which includes physical protections. This is much easier 

to achieve and, thus, was the early focus of the community. Second, network security: the safety 

of the connections computers had with other computers. Networks came along several decades 

after digital computers emerged in the early 1950s and, as they became more ubiquitous, they 

increased computers’ vulnerabilities. Of these two, it was network security that the community 

neglected.  

17 For additional information on the Information Age, see: Susan Hornby and Zoë Clarke, eds., Challenge and 
Change in the Information Society (London: Facet Publishing, 2003); Frank Webster, ed., Culture and Politics in the 
Information Age: A New Politics? (London: Routledge, 2001); and Chapter 4, page 84-85.  
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The term “cybersecurity community” is vague.  This paper relies on the implicit 18

definition of a University of Michigan database funded by the National Science Foundation. This 

database contains 37 oral histories by cybersecurity experts.  Each of the people in this database, 19

as well as people and organizations they worked with extensively, are considered part of the 

community.  

The cybersecurity community was an epistemic community, defined as “a network of 

professionals with recognized expertise and authoritative claims to policy-relevant knowledge in 

a particular issue area.”  The community was made up of mathematicians, logicians, engineers, 20

and the occasional philosopher. They worked for contractors like RAND and MITRE, 

educational institutions like the Stanford Research Institute, and many military groups, such as 

the Air Force and the Naval Research Laboratory.  Most of them had come to the field through 21

personal experiences with computer vulnerabilities. Thus, they had deep personal incentives to 

focus on cybersecurity and to advance its work in society. Their sole commonality was a 

passionate concern for the insecurities of computers, and they brought this passion to bear on 

various aspects of their fledgling community: journals, conferences, papers, fiery debates, 

philosophical discussions, and more.  

18 I use the terms “cybersecurity community,” “computer security community,” and “community” interchangeably 
throughout the thesis, except in situations where it may be confusing to do so.  
19 No Author, “Browsing by Subject ‘computer security,’” University of Michigan Libraries: Digital Conservancy; 
available from 
https://conservancy.umn.edu/browse?rpp=20&offset=0&etal=-1&sort_by=-1&type=subject&value=Computer+secu
rity&order=ASC; Internet; accessed 5/3/19.  
20 Anne L. Clunan, “Epistemic Community,” Encyclopedia Britannica; available from 
https://www.britannica.com/topic/epistemic-community; Internet; accessed 5/3/19.  
21 Roger R. Schell (2012), oral history interview with Roger R. Schell. Charles Babbage Institute. Retrieved from the 
University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/133439; John D. McLean (2014), oral 
history interview with John D. McLean. Charles Babbage Institute. Retrieved from the University of Minnesota 
Digital Conservancy, https://hdl.handle.net/11299/164989.  



Duflock 17 
 

The cybersecurity community emerged out of the computing community. In the 1960s 

and 1970s, computer security experts mostly attended computer science conferences and wrote 

in computing journals. Computer science, as a field of study with dedicated professionals, 

developed about ten years before cybersecurity. For example, in June of 1965, Sister Mary 

Kenneth Keller and Irving C. Tang received, respectively, a Ph.D. in Computer Sciences at the 

University of Wisconsin-Madison, and a D.Sc. in Applied Mathematics and Computer Science at 

Washington University in St. Louis.  In 1975, Dorothy Denning received the first computer 22

security Ph.D. In general, the computer science community created technology and the computer 

security community attempted to make that technology secure, which was much more difficult.  

Like the computing community, the early cybersecurity community was heavily reliant 

on the US military.  This interdependence began with government codebreakers critical to 23

intelligence in World War Two.  Digital computers were then funded by the military, which 24

sought to increase its computing edge over geopolitical rivals.  The Air Force, Navy, and 25

Department of Defense’s (DoD’s) Advanced Research Projects Agency (ARPA) gave funds to 

MIT, other academic institutions, and consultants to develop better technology.  

The goal of advancing computing power was the extent of the Cold War’s influence on 

computing technology and cybersecurity. As Willis Ware’s 1967 speech will exemplify, most 

computer security issues were viewed as physical, because networks did not exist to make 

22 Ralph L. London, “Who Earned the First Computer Science Ph.D.?” Communications of the ACM; available from 
https://cacm.acm.org/blogs/blog-cacm/159591-who-earned-first-computer-science-ph-d/fulltext; Internet; accessed 
3/20/19. They received their doctoral degrees at commencements on the same day: June 7, 2015. Though some 
believe Richard Wexelblat earned the first computer science Ph.D. at the University of Pennsylvania, his was 
awarded in December of 1965, six months after Keller and Tang.  
23 Arthur L. Norberg and Judy E. O’Neill, Transforming Computer Technology: Information Processing for the 
Pentagon, 1962-1986 (Baltimore and London: The Johns Hopkins University Press, 1996); Gordon Corera, 
Intercept: The Secret History of Computers and Spies (London: The Orion Publishing Group Ltd, 2015).  
24 Corera. 
25 Corera. 
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computers accessible from around the globe. Most remote terminals had to be physically 

connected to the main computer. Even if these physical connections had been able to stretch 

under the sea and to the Soviet Union, they would not have been able to physically connect their 

terminals to US computers. In fact, though the government employed Seymour Goodman to 

study Soviet computing, the government viewed computing power as a resource, similar to an oil 

well, rather than a vulnerability.  They did not yet realize that the strength computers provided 26

in efficiency and ease of communication could be undermined by their ability to be hacked into 

from anywhere at any time. Computers that were connected wirelessly were usually on tiny 

networks, such as the ARPANET, which was created and controlled by the military. By the 

mid-1970s, the threats faced by the government and industry were largely theoretical concerns.  

Theoretical treats became real quickly with the advent of personal computers and the 

spread of networks in 1980s, both of which provided an impetus for the birth and rapid growth of 

the hacking community. Even with the advent of hackers, concerns about threats were still 

largely domestic. Fred Kaplan speaks to the arrogance of the United States in his book Dark 

Territory, in which he points out that the United States assumed other countries, including China 

and the Soviet Union, were so far behind it technologically that they could never pose a threat.  27

The irony is that the more woven into society computing strength became, the more vulnerable 

that society was to both foreign and domestic threats – anyone with a computer was a risk.  

The role of gender in the community bears further investigation. When computers were 

humans who did computation, society viewed the job as low-skill and women’s work, two 

26 Seymour E. Goodman (2013), oral history interview with Seymour E. Goodman. Charles Babbage Institute. 
Retrieved from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/163591. 
27 Fred Kaplan, Dark Territory (USA: Simon & Schuster, 2016).  
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characterizations that went together.  In the 1880s, for example, Harvard astronomer Edward 28

Pickering hired only women to analyze and classify data.  Hiring women computers was more 29

practical, as they were paid only half as much as men.  In World War Two, women made up a 30

majority of the first programmers.  Hired as a computer in 1953, a year after the first digital 31

computer was created, Elsie Shutt said, “It really amazed me that these men were programmers, 

because I thought it was women’s work!”  When digital computers came along, the field 32

became more lucrative and exciting, and men pushed women out.   33

Though women were 16% of the 37 experts included in the University of Michigan 

database, they faced significant barriers in accessing computers.  These barriers were cultural 34

and financial, and occasionally were explicit policies. In 1982, when the cybersecurity 

community was around 300 people, 96% of computer purchasers were men.  This was largely 35

because of cultural expectations for different gender roles, which were enforced by lack of 

support for women in computing. In high school, a firm denied female cybersecurity pioneer 

Sheila Brand an actuary job because they had an explicit policy of not hiring women. After 

graduating, she took jobs at Harvard, the Smithsonian, and other institutions where, despite 

wanting to, she was not allowed to work with computers.  Because there were few educational 36

28 Frances Grundy, Women and Computers (Great Britain: Cromwell Press, 1996).  
29 Claire L. Evans, Broad Band (New York: Penguin Random House, 2018), 23.  
30 Evans, 23.  
31 Janet Abbate, Recoding Gender: Women’s Changing Participation in Computing (Cambridge, Massachusetts and 
London: The MIT Press, 2012), 1.  
32 Abbate, 1.  
33 Grundy. Evans. Abbate. Women were at a disadvantage in most, if not all, STEM fields.  
34 “Browsing by Subject ‘computer security.’”  
35 McLean; Grundy, 19.  
36 Sheila Brand (2016), oral history interview with Sheila Brand by Rebecca Slayton. Charles  
Babbage Institute. Retrieved from the University of Minnesota Digital Conservancy,  
https://hdl.handle.net/11299/184724, 5. This was not because of a dearth of computing departments. For example, 
the Smithsonian had a computing department but women were not permitted to work in it.  
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institutions for computer science in the 1950s and 1960s, personal experience with computers 

was necessary to break into the field. Though Brand eventually managed to overcome these 

barriers, the women in the community struggled more than the men to gain access.   37

Despite these gendered barriers to computing, the computing community itself was more 

egalitarian than the rest of society.  For example, in the 1960s, Sheila Brand worked as an 38

engineer in Martin Marietta’s wind tunnel section, a group that had “three women… and 300 

men.”  Her job included travelling to wind tunnel tests in Virginia, but women were not allowed 39

to travel. The head of her section was unable to show her an explicit policy, however, so she 

went to the head of the engineering department. “[H]e smiled, and he said, ‘There is no policy. 

You go right ahead.’”  As a result, she was likely the first woman to attend the tests. The facility 40

had no women and no women’s restroom. The men at the facility told her she could not use their 

restroom, but the men from her workplace said that she could, and that they would stand guard.  41

This was a theme for the women in computer security: because the community, and often their 

computer security or computer science teams, were so small, the men they worked with really 

got to know them, and were often quite supportive.   42

The sources I use, as indicated by the unfortunate lack of historiography, are almost 

entirely primary in nature. Most of the information used in this work is taken directly from 

relevant speeches, reports, and laws from the 1960s to 1980s. Like the community, the field of 

37 As the history of this community has never before been written, I hope to avoid the “add women and stir” 
approach to history rightfully criticized by Janet Abbate. Instead, I will demonstrate how their work shaped the 
community and policy from the start. Abbate, 5.  
38 The terms computing community and computer science community will be used interchangeably.  
39 Brand, 10.  
40 Brand, 11.  
41 Brand, 11.  
42 There is some evidence to suggest that the women and men were primarily white, which may have contributed to 
this phenomenon.  
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study of cybersecurity is epistemic in nature, and thus requires that facts be drawn from many 

diverse sources. Most books about computers do not mention security.  Additionally, every 43

book I found on cybersecurity began in or after 1986, when Clifford Stoll caught the German 

hackers in the events of the Cuckoo’s Egg.  The best book on cybersecurity policy is Jason 44

Healey’s A Fierce Domain: Conflict in Cyberspace, 1986 to 2012.  This thesis is intended to 45

serve as a pre-history to Healey’s excellent work on the history of cybersecurity.  

The primary narrative of this thesis traces the development of the cybersecurity 

community and its impact on policy as it grew. Each chapter, in addition to capturing a period of 

time, also represents a mistake made by the community. The mistakes in Chapters 1 and 2 are 

technical in nature and relate to intellectual disagreements. The mistakes of Chapters 3 and 4 

were the failures of policies to address the cybersecurity issue.  

In the 1950s, there was no community. Digital computers had barely emerged, and people 

were still building and figuring out how to use them. Chapter 1, the beginnings of the 

community, starts in the mid-1960s, when individuals who personally experienced computer 

insecurities began to discuss them. In 1967, Willis Ware of the RAND Corporation gave the first 

public speech on the need for multi-level security: the hardware, software, personnel, and data of 

computers, both inside and outside the military, all needed to be kept safe.  ARPA quickly asked 46

43 See: Norberg and O’Neill; George Ifrah, The Universal History of Computing: From the Abacus to the Quantum 
Computer (USA: John Wiley & Sons, Inc., 2001); Joel Shurkin, Engines of the Mind: A History of the Computer 
(USA: W. W. Norton & Company, 1984).  
44 See: Thomas Rid, Cyber War Will Not Take Place (UK: Oxford University Press, 2013).  
45 Healey.  
46 Hardware is the physical infrastructure of a computer. The “ports” for USB cords or computer chargers, the screen 
(which displays the information being accessed in the computer), and the hard drive (typically beneath the keyboard 
on a portable personal computer, which actually holds all the information in the computer). Software is the programs 
that run on the hardware and are displayed on the screen. Google Chrome is a piece of software, but so is the larger 
operating system, such as MacOS. Personnel security means checking those hired to protect the computer are not 
actually sabotaging it by attaching listening devices to it, for example.  
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Ware to lead a committee to further investigate the problems of cybersecurity and come up with 

solutions. The work of the resulting Ware Committee highlighted many issues with computer 

security, including a lack of secure operating operating systems (the foundational software of a 

computer, such as MacOS or Windows OS). This specific aspect of multi-level security was 

seized upon by the Air Force’s Anderson Committee, which narrowed in on operating systems, 

disregarding the emphasis on multi-level security so critical in Ware’s 1967 paper. The mistake 

was disregarding multi-level security, which would have included network security, for 

operating system security.  

Chapter 2, the professionalization of the community, begins in the mid-1970s. Members 

of the community organized conferences and journals, which allowed for more robust and 

focused discussion of cybersecurity issues. These discussions continued the error of Chapter 1, a 

focus on operating systems at the expense of other types of security. The community also began 

to implement formal methods, or mathematical proofs, in an attempt to define objective 

standards for security. This focus came from being an epistemic community with many 

mathematicians. Experts spent an inordinate amount of time discussing the Bell-LaPadula model, 

a general outline for security relied upon by the government. However, the focus on math and 

models was not practical for many government and industry officials, who wanted concrete 

techniques and tools they could implement. This was part of a larger split in the community 

between more theoretical academics, represented in the 1980s by the IEEE’s Oakland 

Conference, and those oriented practically, such as businesspersons and the military, represented 

at the same time by the NSA’s National Computer Security Conference. This split meant less 

knowledge of the overall field for all those involved, and less time spent on implementing 
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practical security measures. Though understandable in a nascent field struggling to define its 

goals, the mistake was allowing division within the community and being distracted from 

practical security.  

The second half of the thesis centers on two key government policies influenced by the 

community after its professionalization. Chapter 3 covers the Orange Book. In 1981, the DoD 

consolidated cybersecurity funds from many different agencies, such as the Air Force, NSA, and 

ARPA, in the NSA’s new Computer Security Center. The Air Force had funded Willis Ware’s 

original 1967 paper and the 1972 Anderson Report, while ARPA had funded the Ware Report of 

1970. They were now stripped of their funding, harming much of the research they had 

supported. The Center was tasked with creating a uniform set of standards, the Trusted Computer 

System Evaluation Criteria, more commonly known as the Orange Book. The Orange Book was 

a manual for computer manufacturers to follow. It was not a requirement, but a monetary 

incentive, as the DoD, with its tremendous purchasing power, would only buy Orange 

Book-approved computers. Though the Orange Book continued the misguided, narrow focus on 

operating systems, secure operating systems would have been better than nothing. Had the 

standards succeeded, all computer manufacturers who wanted to sell to the DoD (in other words, 

all computer manufacturers) would have created computers with secure operating systems, 

perhaps secure enough to resist the attacks of groups like the German hackers.  

However, the Orange Book failed miserably. Its standards were difficult to understand 

and prohibitively expensive to implement. Computer manufacturers received waivers to opt out 

of the standards and continued on just as they had done before. Despite the existence of a robust 

community, which included many industry members and some who had criticized the standards 
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before their publication, the government had insisted on publishing standards that simply did not 

meet the economic or comprehension needs of industry.  

In the early 1980s, the theoretical threat of computer vulnerabilities rapidly became real. 

With the advent of personal computers and the expansion of networks, hackers became 

widespread and rose in media prominence, prompting government action in the form of the 1984 

Counterfeit Access Device and Computer Fraud and Abuse Act (1984 CFAA). As with most 

laws, experts testified in hearings before Congress. Many community members, including Susan 

Nycum, a lawyer who studied computer crime with Stanford Research Institute’s Donn Parker, 

agreed to testify. Though this law did not touch on many of the issues that the community 

members who testified before Congress had warned about, it effectively outlawed hacking and 

was stringent enough to convict Robert Morris for releasing the Morris Worm, the piece of 

software that had shut down a tenth of the ARPANET.  

The extent to which the 1984 CFAA succeeded where the Orange Book failed can be 

attributed to the fact that, rather than force economically infeasible standards on industry, it 

approached computer security by outlawing threats to computers, thus gaining the support of 

industry. However, this approach was limited to domestic attacks unless countries agreed to 

extradite their hackers, which states would clearly not do if they were sponsoring the hacks, as 

they often did in the 1990s. It also failed to actually make computers or networks more secure, 

relying on punishment as a deterrent (which was ineffective).  

By 1986, there was a well-established community with professional infrastructure that 

had succeeded in making the government recognize cybersecurity as an issue and make policy to 

address it. However, neither the Orange Book nor the 1984 CFAA actually made computers 
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more secure, and neither protected them and the data they carried from the onslaught of network 

attacks that proliferated in the 1980s and 1990s.   
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Chapter 1: Birth of the Cybersecurity Community, Mid-1960s to 1973  

 

While the first digital computer was born in Great Britain during World War Two, 

American digital computers emerged in the 1950s.  These first computers were so huge they had 47

to have their own rooms and air-conditioning systems. They were built independently by 

academic institutions such as the Massachusetts Institute of Technology and New York 

University, as well as by companies like International Business Machines Corporation (IBM).  48

The first vestiges of the computer science field, which studied computers and computer 

programming, followed soon after these digital behemoths. With new technology came 

enthusiasm and excitement: these new creators were driven by a sense of eager exploration and a 

desire to test how far and fast they could push the boundaries of technology. In this rush toward 

technological advancement, a quieter voice emerged: a request for a focus on security, and a 

warning of insecurities that might come with such rapid development.  

This chapter narrates the early threads of cybersecurity. Cybersecurity was first 

introduced to the public in a 1967 speech by Willis Ware, a key figure at the RAND Corporation 

who spoke of the theoretical dangers of unauthorized access to computers, the unsecured 

connections between computers, and failures to vet one’s personnel. Soon after Ware’s speech, 

ARPA organized a task force with Ware as chairman to find the best ways to “protect classified 

information in multi-access, resource-sharing computer systems,” just as Ware had suggested.  49

47 Corera; Donn B. Parker (2003), oral history interview with Donn B. Parker. Charles Babbage Institute. Retrieved 
from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/107592, 4.  
48 Jeremy Bernstein, The Analytical Engine (New York: Random House, 1963), 10.  
49 Willis H. Ware, ed., “Security Controls for Computer Systems: Report of Defense Science Board Task Force on 
Computer Security - RAND Report R-609-1,” RAND Corporation; available from 
https://www.rand.org/pubs/reports/R609-1/index2.html; Internet; accessed 5/3/19.  



Duflock 27 
 

The resulting Ware Report, released in 1970, provided specific steps that could be taken, and led 

to Air Force funding for the Anderson Committee, which further elaborated upon Ware’s work. 

However, the Anderson Committee disregarded Ware’s focus on multi-level security and shifted 

its focus to a “secure operating system,” which was only one piece of multi-level security. 

Meanwhile, work on networks increasingly moved computers toward the insecure future Ware 

had envisioned in 1967.  

 

Part 1: Early Conversations and “Security and Privacy in Computer Systems” (1967) 

Because computer science as a field did not emerge until the late 1950s, any experience 

with computers occurred through other academic disciplines or careers. The early cybersecurity 

pioneers first realized their interest in computer security because they worked with computers 

and discovered vulnerabilities that affected them personally. This process is the first step to 

forming an epistemic community: recognizing a problem.  These pioneers were mathematicians, 50

engineers, and occasionally logicians who just happened to work with computers and were 

drawn together by common concerns despite their disparate backgrounds.  

Sheila Brand first encountered cybersecurity as workplace sabotage. Brand is a computer 

security pioneer who did extensive security work with the Social Security Administration, 

Department of Health, Education, and Welfare (now the Department of Health and Human 

Services), and NSA, where she was the primary author of the 1983 Orange Book, a critical set of 

security standards for computer manufacturers. She recalls how she “discovered” computer 

security:  

 

50 Clunan.  
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Everything [programmed] was cards in those days, and I had my deck of cards [computer 
program] all ready…. [T]his was my big chance… and it didn’t work… and I was 
panicked because I knew I had to do this before morning. So, I ran upstairs to my 
office… and I opened the filing cabinet of the guy who worked next to me, and I found 
my deck of cards. He had sabotaged my deck.…   51

 
Stealing a program was easy because there was no security – it was like stealing a pack of 

index cards. Brand notes that she didn’t know if he sabotaged her because of her gender or 

because she was new, and potentially taking work from others on the team.  However, the result 52

was the same. This discovery of vulnerability led her to a long, well-regarded career in computer 

security.  

Marvin Schaefer had a very similar experience. In 1965, he began working at the System 

Development Corporation (SDC), which had spun off from the RAND Corporation. His younger 

colleagues “had started playing around with what they thought was the online payroll 

database…. The normal trick was to change the salary of the president of the company to a dollar 

a year….”  Though “normal checks and balances” caught the obvious new accounting errors, it 53

“turned out [that] internal inconsistencies always showed up…. The salary database was always 

a prime target.”  Even databases as important as the payroll had essentially no protections. 54

People who knew how to use computers could access the system and change it at their whim. 

There was no prevention – companies, and government agencies, relied entirely on weak 

defenses, such as flags on the numbers themselves.  

Schaefer’s specific situation led to conversations between himself, Willis Ware of the 

RAND Corporation, and R. Stockton Gains, in which they discussed “some aspects of 

51 Brand, 16-17.  
52 Brand, 16-17.  
53 Marvin Schaefer (2013), oral history interview with Marvin Schaefer. Charles Babbage Institute. Retrieved from 
the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/163870, 8-9.  
54 Schaefer, 8-9.  



Duflock 29 
 

protection.”  Conversations between such major players were possible because the field was 55

small and dispersed. There were very few professional networks or organizations to facilitate the 

sharing of cybersecurity knowledge: instead, people relied on their personal connections to have 

conversations about security. They knew one another because of common interests or past work 

together. They rarely worked together, and when they did, the security group was usually only 

two or three people.  

His conversations with Schaefer partially motivated Willis Ware’s groundbreaking 1967 

paper, “Security and Privacy in Computer Systems,” the first significant public work on 

computer security.  Ware’s experiences leading up to the paper were typical of the early 56

cybersecurity community. Ware grew up in Atlantic City, New Jersey, where he graduated as 

valedictorian of his high school.  He received a bachelor’s degree from the University of 57

Pennsylvania in electrical engineering in 1941, and a master’s from MIT in 1942, making him an 

academically successful engineer. He went to work at Hazeltine Electronics Corporation on 

Long Island, New York, where he worked extensively on military technology to distinguish 

between enemies and allies.  Working for the military was another common thread. Ware then 58

worked as an engineer at Princeton University’s Institute for Advanced Study while doing his 

Ph.D.  In 1952, the RAND Corporation, a non-profit public policy research institute, was 59

working on the Johnniac, a descendant of the computer built at Princeton.  They hired Ware to 60

55 Schaefer, 8-9.  
56 Willis Ware, “Security and Privacy in Computer Systems.” Conference Presentation, Spring Joint Computer 
Conference, Santa Monica, CA, April 1967.  
57 Ware, Willis H. Ware (2003), oral history interview with Willis Ware. Charles Babbage Institute. Retrieved from 
the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/107703, 3.  
58 Ware, interview, 3.  
59 Ware, interview, 3. Ware worked for John von Neumann, an early computer philosopher.  
60 Ware,, interview, 5.  
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work in the department in May of 1952, and he stayed there, either as a full-time employee or as 

a consultant, until his death in 2013.  Ware’s background as an engineer gave him a deep 61

interest in hardware and systems, and his early work with computers put him in a position to 

notice issues with computer security early on.  

RAND was funded largely by the Air Force, which at the time was focused on long-term 

projects that benefited the country. As a result, Ware and many of his colleagues were able to 

“develop the professional society structures that supported the computer field.”  Many served as 62

officers in the Association for Computing Machinery (ACM), which later became one of the 

biggest groups in the computer science field. Beginning in the mid-1950s, RAND employees 

held important positions and helped to run conferences. The development of such professional 

organizations was “going full blown throughout the 1960s….”  By then, Ware and several 63

others had begun organizing the Joint Computer Conferences.  Thus, the community was able to 64

develop because of economic and philosophical support from the military.  

By 1964, Ware was Department Head of RAND’s newly formed Computer Sciences 

Department.  His priorities spoke to the newly developing field and the relationship of RAND to 65

the Air Force: “[M]y obligation as a Department Head was to spend a third of my time running 

the department, a third of my time being a computer professional, and about a third of my time 

with the Air Force.”  His own department was equal in priority to the development of the 66

61 He “retired” in the 1990s, but still did some consulting work for them after that. See: David Colker, “Willis Ware 
dies at 93; pioneer predicted the rise of the computer,” LA Times, available from: 
https://www.latimes.com/local/obituaries/la-xpm-2013-nov-29-la-me-willis-ware-20131130-story.html; Internet; 
accessed 5/5/19.  
62 Ware, interview, 9.  
63 Ware, interview,  9.  
64 Ware, interview, 13. A biannual set of computing conferences originally called Eastern and Western and later 
renamed Spring and Fall.  
65 Ware, interview, 10.  
66 Ware, interview, 10.  
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professional field and to work with the Air Force, such as teaching computer courses, working 

on committees, and consulting via telephone.  The relationship was so close it could be 67

characterized thusly: “[T]he Air Force gave us a pocket of money and said spend it in our 

interests.”  Though Ware acknowledged this division of priorities was not the norm throughout 68

the department, his work uniquely helped to shape the new community, tying it tightly to the 

military.  

The new computer science community, at this point, was not focused on security. Ware’s 

work with the Air Force and the community he helped build were focused on computers. The 

cybersecurity community that emerged from within the newly computer science community 

relied on computer science relationships, professionals, and infrastructure to thrive. Because 

computer science came first, the cybersecurity field was able to take advantage of its 

professional infrastructure.  

Ware’s work with the Air Force sparked his interest in computer security. He said:  

 
“[I]n the early 60s, some of us began to realize how heavily the military, the Air Force, 
and the DoD… were beginning to depend on computers, and correspondingly, to realize 
how heavily the country was beginning to depend on computers. We would talk amongst 
ourselves in the hallways at conferences and gradually there emerged a concern that we 
really ought to do something about finding out how to protect computer systems and all 
that information in them, because the country has become too dependent on them.”   69

 
In other words, the military depended on computers before companies did, so individuals 

working for the military noticed cybersecurity issues first. From the 1940s to at least the late 

1990s, “the U.S. military has been the world’s single most important customer for, and 

67 Ware, interview, 11.  
68 Ware, interview, 12.  
69 Ware, interview, 13.  



Duflock 32 
 

commissioner of, computer systems.”  Thus, most of those working with computers were 70

employed by or consulting for the military. Additionally, conferences facilitated conversations 

about computer security, which were key to developing early principles of the field. The 

professional computer science organizations that Ware and his colleagues had spent time to 

develop were paying major dividends. Furthermore, because the military cared about national 

security, cybersecurity began as a focus on anything that could impair the computer or access its 

information.  

Ware and several colleagues, including the NSA’s Bernard Peters, presented papers at the 

Spring Joint Computer Conference in Atlantic City in April of 1967.  These papers, presented to 71

computer organizations such as the ACM, sparked the first public discussion on cybersecurity. 

The most important was Ware’s “Security and Privacy in Computer Systems,” widely 

characterized as the “first public paper on multi-level security.”  Multi-level security considered 72

the role of personnel, hardware, software, and more, rather than just narrowing in on one aspect 

of the larger system.  The paper opened a dialogue between the government, the business 73

community and the academic world on how to protect data and computer systems.  This was a 74

key impetus for making the community what it would become: not an all-government, 

all-corporate, or all-academic environment, but a mix of the three, with funding, professional 

connections, and ideas shared readily and openly between them.  

Ware’s paper laid out the foundational principles of the field. This is impressive because, 

since the 1980s, most computer insecurities have been caused by networks, which were few and 

70 Mackenzie and Pottinger, 41.  
71 Schaefer, 8-9. 
72 Schaefer, 8-9. 
73 The term “system” generally refers to “computer system,” not to “operating system.” 
74 Parker, 12.  
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far between at the time. Ware was not responding to existing threats, but predicting theoretical 

ones, displaying uncanny foresight. Instead of the computer networks ubiquitous today, such as 

the Internet, Ware focused on “remote-access, multi-user resource-sharing computer systems.”  75

These were computers with remote terminals, monitors which were physically connected to the 

“main” computer and had mechanisms (such as a keyboard and screen) for entering and 

receiving data from the main computer. These remote-access terminals could be connected to a 

computer several miles away. They were “multi-user” because many different people could use 

the same computer’s resources. They were “resource-sharing” because allowing many people to 

use the same terminals ensured that the resources of the main computer were being spread to 

many different people. This type of system could be conceptualized as an octopus, with the brain 

being the main computer and the many different legs (terminals) able to communicate equally 

with the brain.  

First, Ware argued that complete security is impossible. Computers are not like humans: 

computer code, like any language, can be difficult to write precisely, and the larger the size of 

the software program, the more room for error. In addition, striving for complete security is 

generally a losing battle: while adversaries only need to find one hole in the security system, a 

defender would need to predict every new attack the adversary could come up with. This 

approach is not only difficult, but a significant waste of time and resources. Ware proposed 

instead what I call a cost-benefit approach to security.  Instead of aiming for complete security, 76

he suggested making it more difficult to break in than the information or program being 

protected is worth.  

75 Ware, “Security and Privacy in Computer Systems,” iii.  
76 I do not know of anyone else who has used this name, but a similar concept was described in Professor Micah 
Sherr’s “Introduction to Network Security” class at Georgetown University (Spring 2017).  
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Second, Ware pointed out that the military’s mechanisms for security were insufficient. 

As he noted, “Computer systems are now [in 1967] widely used in military and defense 

installations…”  This made cybersecurity an issue of military security, particularly as the 77

military was a high-profile target to unfriendly states.  The prevalence of computers within the 78

US military meant that “deliberate attempts to penetrate such computer systems must be 

anticipated.”  He specifically highlighted the holding of classified and unclassified information 79

on the same computer. There were many mechanisms by which someone with only access to 

unclassified information could trick the computer into giving them access to classified 

information, and he wanted the military to be aware of those issues. He suggested safeguards 

against the “[e]spionage attempts to obtain military or defense information [that] regularly 

appear in the news,” but did not elaborate further. His primary purpose appears to be pointing out 

problems and raising awareness rather than suggesting solutions.  80

Third, Ware argued that companies might attack one another. He pointed out that the 

competition inherent to capitalism might make it advantageous for companies to attack other 

companies, either to disadvantage their adversary or to steal critical information.  Thus, attacks 81

against non-military systems, even ones holding non-military information, must be anticipated.  82

Common principles and techniques could be used to defend both military and non-military 

systems, as they would face many of the same types of attacks. Thus, government investments in 

77 Ware, “Security and Privacy in Computer Systems,” 1. I have not been able to find statistics on this.  
78 It seems likely that early computer security experts, at least to some extent, feared Soviet espionage. Ware 
emphasized physical vulnerabilities, such as listening or wiretapping devices being placed on computers, which 
could be done by Soviet spies.  
79 Ware, “Security and Privacy in Computer Systems,” 1.  
80 Ware, “Security and Privacy in Computer Systems,” 1. 
81 Ware, “Security and Privacy in Computer Systems,” 2. Companies attacking other companies’ computers was not 
made illegal until the 1984 Computer Fraud and Abuse Act. Susan Nycum’s testimony to Congress, discussed in 
Chapter 4, provides evidence that an employee firebombed a rival company’s computer.  
82 Ware, “Security and Privacy in Computer Systems,” 2.  
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technologies and techniques could – and should – benefit the private sector, which was less 

advanced and had fewer resources.  Though companies attacking one another was outlawed in 83

1984, Ware did not suggest legislation as a solution, but rather that the government share 

defensive technologies. Legislation was not a primary goal of the early community – 

government-sponsored innovation was. 

Ware’s fourth main contribution, and arguably the technologically most significant, was 

user authentication. Ware argued that a user must be identified to the computer, and that access 

rights to certain files or programs on the computer must be restricted based on that identity.  In 84

other words, limitations on user activity had to depend on the user’s identity (for example, level 

of clearance). Otherwise, anyone using a terminal could potentially access any of the resources 

on the main computer, even if they were classified documents and the terminal user did not have 

clearance. The method of authentication must hold up to “bugging, recorders, pirating, 

unauthorized usage, etc.”  In other words, it must be secure, because malicious users might 85

attack the resource-sharing system to gain access to information or resources.   86

Ware’s final argument was that laws that might apply to cybersecurity were unclear. In 

1967, he argued, there were federal and state statutes to protect the “secrecy of communication,” 

but it was unclear if this law made it illegal to take information without user authorization.  This 87

issue that would not be addressed until the 1984 CFAA, when unrelated circumstances motivated 

Congress to pass relatively weak laws clarifying what computer activities were legal. Ware’s 

voice was such a strong call for improvements to existing privacy laws and ethical codes of 

83 This is still considered true by most in the security sector.  
84 Ware, “Security and Privacy in Computer Systems,” 10.  
85 Ware, “Security and Privacy in Computer Systems,” 10.  
86 A common mechanism for user authentication today is the username and password. 
87 Ware, “Security and Privacy in Computer Systems,” 14.  
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conduct for private organizations that he was recruited to chair another committee in 1972 for the 

Department of Health, Education, and Welfare (now Health and Human Services) specifically on 

the issue of privacy.   88

When Ware made his speech, networks essentially did not exist. ARPA would not create 

the ARPANET, an important precursor to the Internet, until 1969. Even then, the ARPANET 

was never designed to be secure. In fact, many network engineers purposefully disregarded 

security, as they thought it would slow down their work. Butler Lampson, who helped create a 

local version of ARPANET for Xerox in 1971, said that he “quite deliberately” did not consider 

security, because his team had “bigger fish to fry.”  Peter Waal, then the Vice President of 89

Marketing at GTE Telenet, a large network provider, testified to Congress in 1983 about the state 

of networks in the 1960s. In the 1950s, computers had their own rooms, and physical security 

“was the only form of protection needed.”  Resource-sharing systems, like the one Ware 90

describes, were rudimentary forms of networks, consisting of the main computer and its many 

remote terminals.  Terminals were physically connected to the main computer via electrical 91

control cables, and were “usually attended by operators.”  Thus, the threat posed by 92

unauthorized access was very low.  

Ware summarized the five types of security issues in resource-sharing systems: malicious 

attacks, hardware failures, software failures, personnel failures, and user (un)authentication. 

Each level was critical to security. However, Ware said little about software, likely a result of the 

88 Ware, “Security and Privacy in Computer Systems,” 14-15. Privacy, while relevant to cybersecurity, is not 
directly related to the field, and thus will be excluded from the duration of the thesis.  
89 Lampson, 32.  
90 US Congress, Subcommittee on Crime of the Committee on the Judiciary. Hearings. 98th Congress, 1st and 2nd 
sess., September 29, November 10, 1983, March 28, 1984, 184. 
91 Subcommittee on Crime, 98th Cong., Hearings, 184. 
92 Subcommittee on Crime, 98th Cong., Hearings, 184. 
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lack of networks during this time period. Many of Ware’s concerns focused on physical acts – 

such as “wiretapping” – rather than anything to do with the computer program itself. Hardware 

and physical security were crucial aspects of multi-level security, and would be neglected by the 

cybersecurity community after the Anderson Report.  

Ware’s focus on multi-level security would have pre-empted the network attacks of the 

late 1980s and 1990s had it not been abandoned. For example, Ware’s emphasis on security at 

every level of a system would have included the networks that were left so devastatingly 

vulnerable in the Cuckoo’s Egg. Instead, the Anderson Report of 1972 would fixate on one 

aspect of a system – the software that made up the operating system – at the expense of all 

others, to the detriment of cybersecurity across the United States.  

 

Part 2: The Ware Report (1970) 

Ware’s 1967 paper prompted ARPA to quickly create the Ware Committee, which 

released the Ware Report in 1970. When “Security and Privacy in Computer Systems” was 

presented in April of 1967, Ware’s colleagues saw it as just another technical issue, and were 

uninterested.  One attendee, Karl Levitt, said he heard the paper and it did not resonate “at all…. 93

I wasn’t thinking security then….”  Levitt’s thinking reflected that of many members of the 94

early cybersecurity community. However, in October of 1967, ARPA, a federal government 

agency with the goal of developing technology for national security, organized a task force to 

“study and recommend appropriate computer security safeguards that would protect classified 

93 Ware, “Security and Privacy in Computer Systems”; Ware, interview, 14.  
94 Karl Levitt (2013), oral history interview with Karl Levitt. Charles Babbage Institute. Retrieved from the 
University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/170091, 20.  
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information in multi-access, resource-sharing computer systems.”  Ware had recommended 95

addressing these issues in April and, likely because of his expertise, became chairman of the task 

force, which became known as the Ware Committee. However, the report released by the Ware 

Committee, nicknamed the Ware Report, was not simply informational. It was viewed as 

“suggestive of the policies and guidelines that would eventually be established,” in part because 

representatives from many different government agencies participated in it.   96

Ware contextualized ARPA’s task force with an anecdote.  Sometime in the 1960s, 97

 
“A defense contractor in St. Louis, McDonnell Aircraft asked permission of the Air Force 
to run classified and un-classified work on the same computer. The genesis of that 
request was the fact that machines were horribly expensive in those days so anybody who 
had one would always hunt around trying to find ways to make extra money. So what 
McDonnell wanted to do was to offer remote job entry capability to local St. Louis 
industry as a way of generating revenue to pay for computer expenses. The DoD 
suddenly realized that it had no policy on this issue; it hadn’t even thought about this 
issue as one that would need attention. ARPA existed at that time, and ARPA decided to 
put an appropriate committee together and address the question of computer security and 
hopefully come out with some guidance and recommendations for the DoD.”   98

 
This lack of policy contributed to ARPA’s decision to invest significantly in computer 

security. Additionally, the report notes that in the spring and summer of 1967, “[resource-sharing 

systems] were being procured in increasing numbers for government installations….”  As a 99

result, “the problems of security... were becoming of pressing concern both to defense 

contractors and to military operations,” and “the Research Security Administrators had 

forwarded a position paper through the Defense Supply Agency to the Director for Security 

95 Ware, “Security Controls for Computer Systems: Report of Defense Science Board Task Force on Computer 
Security – RAND Report R-609-1.”  
96 Ware, “Security Controls for Computer Systems….” The report was classified on its release and declassified in 
1975.  
97 ARPA is contained within the DoD.  
98 Ware, interview, 14-15.  
99 Ware, “Security Controls for Computer Systems….” 
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Policy in the Office of Assistant Secretary of Defense (Administration) soliciting action.”  The 100

specific goal of the task force was “to study and recommend hardware and software safeguards 

that would satisfactorily protect classified information in multi-access, resource-sharing 

computer systems.”  As such, it is highly technical. However, the specific techniques and 101

protocols changed rapidly, so it is more useful to examine the principles behind the techniques 

and what they say about the cybersecurity community.  

Just like “Security and Privacy in Computer Systems,” the Ware Committee was 

preceded by a series of conversations with people from both academia and industry.  It 102

included individuals from: the SDC, where Schaefer worked; Lockheed Missiles and Space Co., 

an early iteration of military company Lockheed Martin; MITRE Corporation, a defense 

contractor and R&D center for the government; IBM, one of the largest computer manufacturers 

of the time; the DoD (and ARPA); the Central Intelligence Agency (CIA); the NSA; the 

Executive Office of the President; and academic institutions such as Case Western Reserve 

University and the Massachusetts Institute of Technology (MIT). All of these organizations were 

major players in computers, and SDC and MITRE had extensive relationships with the 

government. ARPA, which organized the task force, legitimized concerns that, before “Security 

and Privacy in Computer Systems,” had only been aired in private conversations.  ARPA 103

brought all these major players together to get a complete picture of the DoD’s computer 

insecurities, professionalizing their communications and establishing the relationships between 

industry, academia, and the military that would form the foundation of the community.  

100 Ware, “Security Controls for Computer Systems….” 
101 Ware, “Security Controls for Computer Systems….” 
102 Ware, “Security Controls for Computer Systems….” 
103 Framing an issue so policymakers recognize it as a problem is another key step in developing an epistemic 
community. See: Clunan.  
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The Ware Report carried forward work done by Bernard Peters on designing a secure 

operating system, which was presented at the same 1967 Spring Joint Computer Conference as 

Ware’s 1967 paper.  Their attention to operating system security disregarded Ware’s emphasis 104

on multi-level security and provided a very particular, very technical focus that many in the field 

followed. The Report proposed a system of “flags,” much like the existing flags to sort 

documents into top secret, secret, confidential, and unclassified, but extended to users, terminals, 

and the more meta files within the computer system, such as files holding the names of all other 

files used by the computer’s operating system.  There was a particular focus on a no-read-up 105

rule, which said that a user with certain clearance could read at or below their level, but could not 

read above it. For example, a user with top secret clearance can read every document, but a user 

with only confidential clearance could only read confidential and unclassified documents.  

Peter Waal’s 1983 testimony provides context on the state of computer networks at this 

time: “By 1970 it had become quite common for computers to be accessed remotely from many 

interactive, user-operated (i.e. keyboard/display) terminals.”  This means someone in 106

downtown Washington, DC could access a computer on Georgetown using a terminal, and that 

many who were familiar with computers used these terminals regularly. However, though more 

people used the terminals, they were still physically connected to the main computer. Thus, the 

issues of privacy and security were still largely controlled by controlling physical access to the 

computer and its terminals.  

The ARPANET, which was established in 1969, was the first major network. However, 

though ARPA had organized the Ware Report and the ARPANET, the Ware Report did not refer 

104 Mackenzie and Pottinger, 44.  
105 Mackenzie and Pottinger, 44.  
106 Subcommittee on Crime, 98th Cong., Hearings, 185.  
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to networks, an omen for what was to come. In the 1970s, remote terminals, as well as wireless 

networks like ARPANET, expanded across the US. Networked machines, as opposed to 

physically linked remote terminals, sent wireless signals (using electromagnetic fields with 

specific oscillations that can be detected by the main computer), and thus did not need to be 

physically connected to the main computer. Wireless networks allowed people across the United 

States to communicate with one another. However, instead of one organization retaining control 

of the central computer and the remote terminals, hackers could now interfere with, intercept, or 

replace wireless signals. Networks proliferated because of a desire within the larger 

computer-using community – including academics, government officials, and industry 

professionals – for more and easier access to expensive computer facilities.  As a result, people 107

were more easily able to access computing resources and information, to significant economic, 

societal, and personal benefits. However, the downside of building networks to be about 

information- and resource-sharing first and security second was that the networks, and the 

computers they provided access to, were insecure.  

In 1971, soon after the Ware Report was released, the first computer virus, a piece of 

software that “infected” others with its own code, was written and released by Bob Thomas, a 

programmer at BBN Technologies. However, instead of the threat malware is today, it was 

merely a friendly joke. The virus, a non-malicious piece of software, would enter a user’s 

computer using the newly created ARPANET and display the message, “I’M THE CREEPER: 

CATCH ME IF YOU CAN.”  Finding this amusing, Ray Tomlinson, an early Internet 108

innovator and the creator of email, modified the Creeper virus to be self-replicating, so it could 

107 Subcommittee on Crime, 98th Cong., Hearings, 185.  
108 No Author, “History of computer viruses: Creeper and Reaper,” PandoraAFMS; available from 
https://blog.pandorafms.org/creeper-and-reaper/; Internet; accessed 5/3/19.  
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move from computer to computer on its own rather than simply infecting one computer at a time.

 He then created the Reaper, the first anti-virus program, to chase the Creeper through the 109

ARPANET and delete it from the machines it had infected.  However, the cybersecurity 110

community took little notice of the virus, and there was no ripple effect of malware (malicious 

software) spread throughout the community.   111

 

Part 3: The First Anderson Report (1972)  

Because of the Ware Report, the federal government denied McDonnell Douglas’s 

request to have both classified and un-classified information run on the same computer.  The 112

report also “persuade[d] the Air Force to put together other committees to continue addressing 

the issue.”  The most significant of these committees was the Anderson Committee, which 113

produced not one but two reports on computer security in the 1970s. The purpose of the 

Anderson Committee was to explain how to technically implement the goals laid out in the Ware 

Report.  

The Anderson Committee was named for James Anderson, who consulted with the NSA 

on computer security in the late 1960s and who was a member of the Ware Committee.  114

Anderson had been involved in computer work at the University of Pennsylvania, and had been 

an engineer at Burroughs, where he helped design and build the D825 computer. This gave him a 

109 No Author, “Official Biography: Raymond Tomlinson,” Internet Hall of Fame; available from 
https://www.internethalloffame.org/official-biography-raymond-tomlinson; Internet; accessed 9/30/18. 
110 “History of computer viruses: Creeper and Reaper.”  
111 The community likely did not know about this incident, because Ray Tomlinson did not have personal 
connections to those in the community and the story was not publicized much later.  
112 Ware, interview, 16.  
113 Ware, interview, 16.  
114 Daniel J. Edwards (2013), oral history interview with Daniel J. Edwards. Charles Babbage Institute. Retrieved 
from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/162379, 21.  
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personal connection to Roger Schell, who had worked with the same type of computer. They 

were able to “have a beer and discuss the [computer’s] architecture....”  Roger Schell was an 115

electrical engineer, recently graduated from MIT, who worked on computers and computer 

security for the Electronic Systems Division (ESD, now Electronic Systems Center) of the Air 

Force.  He was deeply embedded in the military, but like many in the community, he also had 116

many personal connections to computer security experts in industry and academia.  

After the Ware Report came out, the Air Force assigned Roger Schell to provide 

solutions to the problems it posed – but only for the Air Force.  After all, “[i]t was the Air 117

Force Data Services Center that provide[d] the IT [Information Technology] support for the 

Pentagon, including the Office of the Secretary of Defense.”  There was not yet any centralized 118

institution responsible for computers, let alone for cybersecurity.  Instead, all the different 119

agencies and groups “took care of themselves.”  This patchwork approach to security was 120

faulty at best. However, the Anderson Report did not attempt to alleviate it. Anderson was 

Schell’s only active contract at the time the Anderson Committee began, and his job was to 

assess the security of the General Electric 635 computers, which were used by the Office of the 

Secretary of Defense, running secret and top secret programs and information on the same 

machines.  This work transitioned into leading the Anderson Committee. Other significant 121

members of the committee included Steven Lipner, who worked at MITRE and was their 

115 Schell, 50.  
116 Schell, 47-48. Roger Schell has passed away.  
117 Schell, 49. Mackenzie and Pottinger, 45.  
118 Schell, 49.  
119 There would be in the 1980s, when the DoD consolidated cybersecurity funds in the NSA’s Computer Security 
Center. However, the Center’s existence – and newly acquired funds – came at the expense of innovation by the Air 
Force, Navy, and others.  
120 Schell, 49.  
121 Schell, 49.  
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representative to the committee, and Melvin Conway, who had been part of the ESD with Roger 

Schell.   122

The first Anderson Report was published in 1972. It introduced a new idea to the field: 

formal verification. This was an effort to define security objectively, using “mathematical... 

proofs… [to demonstrate] that a piece of code was performing as intended and had no 

unintended consequences….”  This was another effect of being an epistemic community, as 123

many of those in favor of formal verification had backgrounds in mathematics. Though 

mathematical proofs were not practical for industry, they were useful for those in the community 

who needed guiding goals and principles. The Anderson Report’s specific implementation of 

formal verification was called a reference monitor.  

The Anderson Report was the beginning of the field’s over-emphasis on an almost 

philosophical approach to security, focusing on what could be mathematically proven rather than 

developing practical tools and technologies to deal with real world problems. This made sense at 

the time, as there were not yet known real world problems to address. The Cuckoo’s Egg and 

Morris Worm had not yet revealed how vulnerable computers and their national security secrets, 

including military personnel information, top-secret projects, espionage plans, and more, were.  

First, the Anderson Report focused on the multi-user problem Ware addressed. Because 

of the high costs of computers, sharing their processing power was required to justify the cost.  124

Unfortunately, allowing everyone to use the same computer regardless of clearance level 

(unclassified, confidential, secret, or top secret) posed security and economic challenges. At that 

122 Steven B. Lipner (2012), oral history interview with Steven B. Lipner. Charles Babbage  
Institute. Retrieved from the University of Minnesota Digital Conservancy,  
https://hdl.handle.net/11299/144014, 16.  
123 Edwards, 25. 
124 Corera, 72.  
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time, the Air Force was significantly under-utilizing computers because of fears that individuals 

would see things they did not have clearance for.  The resulting inefficiencies – not insecurities, 125

but inefficiencies – were costing the Air Force $100 million per year.  Additionally, “tiger 126

teams,” which worked for the government and assessed security quality by attempting to subvert 

security measures, had succeeded in breaking into Air Force multi-access systems every time 

they had tried. Clearly, there were economic and security detriments to allowing everyone to use 

the same computer, even with multi-access systems in place.  

The Anderson Report also emphasized “trapdoors,” or vulnerabilities in the operating 

system created by programmers that allowed them to bypass controls and security checks in case 

they wanted to access something.  A malicious user could easily take advantage of these 127

trapdoors.  The Air Force relied on commercial systems, so if a computer manufacturer had put 128

these trapdoors in place during creation or in a software update, they might not know about it 

until too late.  The “security kernel,” a kind of very basic secure operating system, was the 129

solution to trapdoors. The security kernel was a design shift. Instead of adding security to an 

existing operating system, Anderson wanted to prioritize security and develop primarily secure 

operating systems. Fundamentally secure operating systems would reduce the amount of work 

(and number of employees) needed to secure the operating system after manufacture.  The 130

kernel formed the basis of a secure operating system, and other aspects of the system could be 

125 Corera, 72.  
126 Mackenzie and Pottinger, 45.  
127 Corera, 73.  
128 Electronic Systems Division, Computer Security Technology Planning Study. [Anderson Report.] Bedford, 
Massachusetts: Deputy for Command and Management Systems, October 1972, 10. “Malicious user” was a term 
coined by the Anderson Report.  
129 Corera, 73.  
130 Mackenzie and Pottinger, 45.  
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built on top of it without fear of vulnerabilities. All security-relevant requests by programs would 

go to the kernel, and it would only approve those that did not compromise the system.  In other 131

words, rather than being a secondary concern, “defensive mechanisms” would be “built in[to]” 

the hardware and software.   132

To the Anderson Committee, tiger teams’ successes meant that “patching” security, or 

addressing concerns after they were revealed, was a fundamentally “futile” strategy.  If a tiger 133

team had failed to penetrate a computer, they simply were not creative enough or resourced 

enough to do so. In this context, a mathematical model for guaranteeing security made sense: it 

provided goals for operating system creators to meet in order to make a computer secure, and it 

gave people peace of mind once the mathematical proofs were verified. Unfortunately, the 

Report estimated that the hardware prototypes it suggested would cost $13.7 million over five 

years to develop, and that interim solutions would cost an additional $10.95 million.  These 134

investments, the Report argued, were necessary because the computer science community and 

computer industry were not producing solutions, and the Air Force had to take immediate action. 

 

Conclusion 

Willis Ware’s 1967 call for multi-level security came, at least partially, out of 

conversations with cybersecurity colleagues at computer science community conferences, which 

he and his colleagues helped organize. “Security and Privacy in Computer Systems” marked the 

official beginning of the community by a critical leader. ARPA heeded Ware’s call for 

131 Mackenzie and Pottinger, 45.  
132 Electronic Systems Division, 11. 
133 Corera, 74; Mackenzie and Pottinger, 46.  
134 Electronic Systems Division, 55-56.  
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awareness of personnel, hardware, software, and data security and recruited him for a Defense 

Science Board Committee, which released the Ware Report in 1970. The Ware Report elaborated 

on a no-read-up rule that could be used to ensure user authentication, but mostly provided 

additional analysis of problems mentioned in “Security and Privacy in Computer Systems.” The 

Air Force put together the Anderson Committee to solve these problems. The Committee’s 

Anderson Report concluded that patching security issues was fundamentally insecure, and could 

not resolve manufacturers’ trapdoors. Instead, secure kernels with defense mechanisms “built in” 

were more efficient and the only operating system that could guarantee security.  

Cybersecurity, by 1972, could not be separated from the military. The principles of the 

community were established by military committees with fears of espionage attacks. Despite the 

growing role of networks such as ARPANET, the Anderson Report, and to a lesser extent the 

Ware Report, disregarded the multi-level security of Ware’s 1967 “Security and Privacy in 

Computer Systems” for the idea of a secure kernel, attempting to shift the burden of security 

from the entire system – personnel, software, hardware, etc., as Ware described – to the root 

kernel of the operating system. While a good idea in theory, this shift ignored the reality of 

wireless networks, and was the first mistake the cybersecurity community made.  

At this time, networks and computers were proliferating rapidly, democratizing 

computers and bringing more people into the community. However, the creation of 

remote-access terminals and wireless communications introduced security threats that Ware only 

vaguely anticipated in 1967. The next chapter discusses how, instead of adapting rapidly to these 

new threats, most of the community focused on determining a model for security, arguing over 

highly mathematical problems such as the Bell-LaPadula model, an intricate model for 
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determining computer security that followed the Anderson Report’s emphasis on formal 

verification. However, despite the possible inefficacy of this focus, the quality of their 

conversations themselves drastically increased, as the computer security community established 

its own professional infrastructure, including conferences, workshops, and journals. 

However, this was all yet to come. At this point, the computer security community was 

just that: a community concerned with the security of computers themselves. They did not deal 

with network security. Instead, they focused on making a kernel as secure as possible, 

disregarding Ware’s focus on multi-level security to focus solely on software.  
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Chapter 2: The Community Develops, Mid-1970s to Early 1980s  

 

Cybersecurity experts professionalized their community in the late 1970s, establishing 

the professional infrastructure and reputation which allowed for improved communication and a 

more defined community. However, with more conferences and journals, the community 

self-segregated into an academic side, oriented toward the formal verification approach espoused 

by the Anderson Report, and a more practical side, oriented toward immediately useful tools and 

technologies and comprised mostly of industry and government officials.  The academic side 135

focused on models such as Bell-LaPadula, a mathematical model that attempted to objectively 

define a secure system. While this made sense for a young community struggling to define 

security, this approach also prevented the academic side of the community from recognizing the 

threats posed by networks. The practical side, focused more on implementing existing 

technologies than on creating or conceptualizing new solutions, also failed to recognize the threat 

of networks.  

 

Part 1: Conferences & Journals  

In the 1960s, the cybersecurity community was tiny, and had little professional 

infrastructure. Karl Levitt, a computer security pioneer who joined the Stanford Research 

Institute in the 1960s, described the field this way: “There weren’t many conferences in those 

days…. There were the… Spring Joint and Fall Joint Computer Conferences…. maybe half a 

135 There were some people in the government, such as Roger Schell, who fell firmly on the academic side of the 
debate, and vice versa. However, for the most part, this division is accurate.  
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dozen annual conferences… and a couple journals.”  It “wasn’t hard” to “know everything in 136

computer science” in those days, simply because there wasn’t very much information.  137

Additionally, because there were so few conferences, theory and practice often mixed together 

without distinction.  In other words, academics interested in mathematical proofs of security 138

and military personnel interested in protecting state secrets attended the same conferences and 

read the same journals.  

The number of conferences grew quickly, largely to the benefit of the community. A 

conference in Atlantic City, possibly the Spring Joint Computer Conference at which Ware 

presented his 1967 paper, was estimated to have an attendance of 10,000 people.  The ACM 139

held the first Symposium on Operating System Principles (SOSP) on October 1-4, 1967.  SOSP 140

was described by Anita K. Jones, an innovator from IBM, as “[r]eally important in the early 

days, a conference that brought computer security researchers together.”  In addition to uniting 141

the community, conferences were critical for networking. Butler Lampson, a Turing 

Award-winning computer scientist, attended the 1964 Fall Joint Computer Conference in San 

Francisco.  There, Peter Deutsch connected him to the Genie Project, “an attempt to build a 142

medium scale timesharing system on hardware that was more than an order of magnitude 

cheaper than the hardware on which CTSS [Compatible Time-Sharing System] had been done at 

136 Levitt, Karl. Interview with Jeffrey R. Yost. Charles Babbage Institute: Center for the History of Information 
Technology. Davis, CA, 6 June 2013. 20.  
137 Levitt, 20.  
138 Levitt.  
139 Levitt, 20.  
140 Jason Nieh, no title, SOSP.ORG. Available from https://sosp.org/; Internet; accessed 5/3/19.  
141 Anita K. Jones (2015), oral history interview with Anita K. Jones. Charles Babbage Institute. Retrieved from the 
University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/178984, 33.  
142 Butler Lampson (2014), oral history interview with Butler Lampson. Charles Babbage Institute. Retrieved from 
the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/169983, 8-9.  
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M.I.T….”  In addition to introductions, which often led to help or joint work on projects, it was 143

common to come up with ideas for projects at conferences. On a project called Euclid, Lampson 

says, “I’m not quite sure what got us started, actually. Probably it was people getting together at 

some conference….”  This attitude, that conferences were a main mechanism for collaboration, 144

was prevalent throughout the community.  

Two conferences epitomized the division between academia and practicality.  In 1980, 145

the IEEE established the Symposium on Security and Privacy, also known as the Oakland 

Conference, or Oakland.  Oakland was oriented toward academics and mathematicians, 146

including military personnel like Roger Schell, who wanted to understand the theory behind 

security technology. Attendees reported that Oakland was “far superior” in terms of academic 

quality.  However, Oakland was “weak on papers that dealt with systems and people that deal 147

with policy….”  In 1981, the NSA’s Computer Security Center established the National 148

Computer Security Conference (NCSC). The NCSC was based in the Baltimore/Washington 

Area, and received significant amounts of manpower and funding from the NSA.  According to 149

Matt Bishop, an academic who worked with Dorothy Denning at Purdue University, it was 

“much larger and much more oriented towards government and industry. In other words, there 

was some academic work there but there was also an awful lot of operational 

143 Lampson, 8-9.  
144 Lampson, 40.  
145 Perhaps “industry” would be a better term than “practicality,” but “industry” would leave out the government and 
consumers who are more easily included in “practicality.”  
146 It was likely known as Oakland to avoid having two conferences with the acronym SOSP.  
147 Levitt, 52.  
148 Levitt, 52.  
149 Carl E. Landwehr (2014), oral history interview with Carl E. Landwehr. Charles Babbage Institute. Retrieved 
from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/164523, 30; Eugene H. 
Spafford (2013), oral history interview with Eugene H. Spafford. Charles Babbage Institute. Retrieved from the 
University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/162558, 29.  
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here’s-how-you-do-something.”  These two conferences stood in stark opposition to one 150

another, and created new divisions between theory and practice. People could now choose to 

attend Oakland, which focused on mathematical models and formal verification, or the NCSC, 

which focused on practical technologies. Though some attended both, the defense and 

intelligence communities in particular almost entirely attended NCSC. Daniel Edwards, an NSA 

cybersecurity expert, stated that he “simply [didn’t] recall a lot of interaction with the IEEE 

[Oakland] security and privacy folks.”   151

Though the United States computer science community was by far the most advanced, 

simply by virtue of its advanced technology, there were international conferences as well, and a 

small but growing international computer science community. For example, there was a 

conference in Garmisch, Germany, in 1968.  However, the vast majority of computer security 152

research was being done in the United States, simply because of its advanced computer 

technology.  

Cybersecurity journals demonstrate how focused cybersecurity experts were on 

developing the community. As with their conferences, cybersecurity experts initially relied on 

the journals of the computer science community. Early in his time at the Naval Research 

Laboratory (NRL), in the later half of the 1970s, Carl Landwehr wrote “broader articles” in 

“more general computer science publications, [such as] Computing Surveys… and… Computer.”

 His work helped open the door for computer security publications in journals like IEEE’s 153

150 Matt Bishop (2013), oral history interview with Matt Bishop. Charles Babbage Institute. Retrieved from the 
University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/162557, 27.  
151 Edwards, 45.  
152 Levitt, 23. Garmisch has a long history in security research. For example, the George C. Marshall European 
Center for Security Studies has been located there since its founding in 1993.  
153 McLean, 45-46; Landwehr, 2.  
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Transactions on Software Engineering, ACM’s Communications of the ACM (CACM), and 

further publications in IEEE’s Computer.  Landwehr was an IEEE fellow, and was very 154

well-respected in the computer science community. His articles were broad survey articles meant 

as introductions to the field, and this helped the computer science community realize there was 

academic work to be done with computer security.  155

Landwehr had no choice but to publish in computer science journals because there were 

essentially no cybersecurity journals in the early and mid-1970s. As John McLean recalled, 

“Computer security did not have a dedicated journal.”  Until the end of the 1970s, 156

cybersecurity research was considered a “kiss of death” in academic settings, likely because it 

was not considered professional or prestigious.  Cybersecurity experts were forced to publish in 157

generic computer science journals such as Information Processing Letters, the IEEE Journal of 

Software Engineering and the IEEE Transactions on Computer Systems, some of the only 

computer science journals that would accept cybersecurity publications.  IEEE’s Computer 158

occasionally did as well. Computer security experts on the theoretical side of the field could 

occasionally publish their work with the Society for Industry and Applied Math’s Journal on 

Computing, a “premier theory journal… in the mid-1970s.”  However, without a dedicated 159

journal, it was difficult for computer security experts to get published, and the conversation was 

diluted significantly.  It was harder to read everything that was relevant because the articles 160

were scattered throughout random computer science journals.  

154 McLean, 45-46.  
155 McLean, 45-46.  
156 McLean, 44. 
157 McLean, 44-45. 
158 McLean, 44. 
159 Goodman, 17.  
160 McLean, 44. 
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Journals founded in the late 1970s and early 1980s went to great lengths to establish 

themselves as legitimate and high-quality. In 1981, the Computer Security Institute founded the 

Computer Security Journal, including on its editorial board major figures in the field like 

Dorothy Denning.  The editors read each piece “very careful[ly]” to make sure they were both 161

accurate and well-written. They paid attention to wording as well as topic and style, and its 

“accuracy and reliability” were what “made the journal such a success….”  By 1984, the 162

Computer Security Journal had grown from one publication a year to two: one in the spring and 

one in the fall. That was due, in large part, to the “availability of good articles to publish,” a 

result of the field’s growth and professionalization.   163

Conference attendance numbers provide some context for how much growth the 

community experienced. Dorothy Denning reported, “There was probably only 25 or 30 people 

at the first one [in 1980], then it grew into a few hundred. But it was never huge. It wasn’t like 

going to the RSA Conference [a computer science conference] where there’s tens of 

thousands….”  John McLean agreed with these numbers, and described the small size as a 164

strength of the conference that “however many attendees — 250-350 people [by the mid-1980s], 

at that time it was limited to the size of the Claremont Hotel room they had it in — you saw 

everything.”  Oakland was by far the smaller of the two conferences, but its exponential growth 165

161 Robert E. Johnston (2013), oral history interview with Robert E. Johnston. Charles Babbage  
Institute. Retrieved from the University of Minnesota Digital Conservancy,  
https://hdl.handle.net/11299/162870, 34-35.  
162 Johnston, 34-35.  
163 Johnston, 36-37.  
164 Dorothy E. Denning (2013), oral history interview with Dorothy E. Denning. Charles Babbage Institute. 
Retrieved from the University of Minnesota Digital Conservancy, http://hdl.handle.net/11299/156519, 43. 
165 McLean, 49.  
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speaks to new interest in the field. Once the NCSC was established, Karl Levitt estimated that 

approximately 5,000 people attended the conference every year.   166

Conferences, journals, growing numbers of cybersecurity specialists and the increasing 

acceptance of cybersecurity by academia convinced ACM and IEEE that cybersecurity was “a 

legitimate field.”  The support of these two major professional computer science organizations 167

eased the continued development of the community. John McLean summarized the early 1980s 

for cybersecurity this way:  

 
“[T]he combination of the community growing, of academics becoming interested in it, 
which had to do probably with realizing the problem space was much broader than they 
thought – that’s why [National Science Foundation] started putting funding in it.  All of 
these factors created a bigger community and the journals helped, and they all reinforced 
each other.”  168

 
All of these factors worked together to create a vibrant, coherent community of several 

thousand.  The professionalization of the community, particularly through journals, 169

conferences, and academic work, convinced the government to invest more heavily in 

cybersecurity. These investments will be the focus of Chapter 3.  

 

Part 2: Bell-LaPadula  

Developed professional infrastructure offered opportunities for more focused 

conversation. In the mid-1970s, David Bell and Leonard LaPadula introduced the Bell-LaPadula 

model as a method for enforcing access control in the military, a direct application of the Ware 

Report’s focus on access control and user authentication and the Anderson Report’s application 

166 Levitt, 52; McLean.  
167 McLean, 44-45. 
168 McLean, 44-45. 
169 Like every community, some were more involved than others.  
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of formal verification to the same problem. Experts debated the Bell-LaPadula model 

extensively, and their conversations exemplified the increased quality of academic debate.  

John McLean was a prominent critic of the Bell-LaPadula model in the 1980s. Like many 

in the community, John McLean did not start in security. Though he was younger than many 

others, giving him the opportunity to interact with computers during his undergraduate years, he 

was quite bad at creating programs that worked.  Thus, instead of studying computer science 170

after he graduated in 1974 (a full nine years after the first computer science Ph.D., though 

admittedly in a time when computer science departments were still few and far between), he 

went to the University of North Carolina (UNC) for a Ph.D. in logic.  While he was at UNC, he 171

gave little thought to cybersecurity, thinking of it as more of a “DoD thing.”  As a result, he did 172

not get into cybersecurity until he graduated with dual degrees in 1980 and went to work for the 

Naval Research Laboratory (NRL), where his logic background was intended to help him with 

formal analysis, or “formal specifications of software, proving properties of software [to be 

certain traits]....”  This was a more generic version of formal verification, and was applied to 173

conceptualizing computer software rather than cybersecurity goals or mechanisms. However, the 

beginnings of McLean’s career did not involve cybersecurity.  

Others at the NRL asked McLean to use his formal specifications skills for cybersecurity 

purposes. Carl Landwehr, head of the NRL’s Computer Security Section,  and Connie 

Heitmeyer, a software engineer, reached out to McLean about their Military Message Systems, 

asking for a Basic Security Theorem assessment of their system. This theorem had been proven 

170 McLean, 5.  
171 McLean, 8.  
172 McLean, 12.  
173 McLean, 15.  
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under the Bell-LaPadula model. However, John McLean saw fundamental flaws with this 

extrapolation of Bell-LaPadula, and published a paper on it in Information Processing Letters.  174

When he showed up to the academically-oriented Oakland Conference in the mid-1980s to 

present a completely different formal model he had developed with Landwehr and Heitmeyer, 

“everybody wanted to talk about... the paper I’d written on the [B]asic [S]ecurity [T]heorem.”  175

McLean also published in journals an idea called System Z, a separate model that helped 

disprove the importance of Bell-LaPadula. The discussions he had with those who disagreed with 

him, he says, helped some people realize that they needed “firm[er] foundations” for computer 

security. Bell-LaPadula had been relied upon so extensively by the government that its 

employees had difficulty understanding security concepts based on other models, which 

restricted their security capabilities.   176

In general, government employees had difficulty understanding and implementing the 

abstract models of academics like McLean. Academics’ focus on models occasionally obscured 

the usefulness of security technologies, and time spent on perfecting mathematical models could 

have been otherwise spent developing technology that government agencies, consumers, and 

companies would actually use. Bell-LaPadula was a limited security mechanism for defining 

access control between users with different levels of clearance. It was a small part of the secure 

kernel called for by the Anderson Report, and neglected not only the rest of the kernel, but other 

details of security, such as secure hardware, secure networks, and effective personnel training. 

Vulnerabilities in any of these areas could compromise any technology built on the 

Bell-LaPadula model. It does not matter if a user does not have an account with access to top 

174 McLean, 16-17.  
175 McLean, 16-17.  
176 McLean, 20.  
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secret files if they can easily access an account that does. While the model had been a useful 

mechanism for defining basic security goals in the early community as called for by the 

Anderson Report, extensive focus on it distracted from multi-level security. Academics spent 

years devoted to the Bell-LaPadula model instead of researching secure technologies.  

Even after McLean’s critiques of the model and insertion of System Z into the 

conversation, there was no significant shift away from Bell-LaPadula. McLean said, “if you look 

at the entire 30 years of Oakland [until 2010 or 2011], the composability and the Bell-LaPadula 

issues constitute 25 percent of the top 20 cited papers….”  For an academic community, this 177

was a large number of papers devoted to a single topic, and the number of citations demonstrates 

that people were so focused on the model that they neglected other aspects of cybersecurity, such 

as network security.  

However, network security had not been completely ignored. Daniel Edwards had briefly 

worked on network encryption for the Ware Committee, developing an early version of the 

“end-to-end” security concept.  End-to-end encryption secures data on the network from one 178

machine to the next, without gaps in the security. Additionally, the Pentagon ran penetration tests 

against itself in the 1970s. Penetration tests attack an organization’s systems from the outside to 

see how vulnerable they are.  These tests ascertained that “not only could [malicious users] 179

access what was on that computer, but [they] could access things that were on that network….”

 However, these efforts to research network security were small, under-funded, under-manned, 180

177 McLean, 30.  
178 Edwards, 15. 
179 Penetration tests are part of the arsenal of “red teams,” or “tiger teams,” which are mentioned on page 45. 
180 Schell, 77. 
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and ineffective. They were not so much organized attempts to address network security as they 

were individuals stumbling over it while doing other tasks.  

 

Conclusion  

The 1970s and early 1980s were a time of significant growth for conferences, journals, 

working groups, workshops, and the personal and professional connections that came out of 

them. The Computer Security Journal demonstrates how much pride cybersecurity experts took 

in developing their community and its institutions, spending many hours ensuring they had 

quality articles to publish. This growth sparked a self-reinforcing cycle of community 

development and made clear to the military that cybersecurity was a critical area of national 

security, encouraging the National Science Foundation to put funding into cybersecurity.  The 181

funding, and increased focus on cybersecurity, culminated in Chapter 3: the NSA’s Orange 

Book, published in 1983, in which select ideas of the community became government policy.  

The different conferences and journals allowed academics, businesses, and government 

agencies to focus on what was particularly relevant for their group, but the downside of this was 

less collaboration and communication between the different groups, and less overall awareness 

of the field. It was no longer possible, as it had been in the 1960s, to “know everything” about 

cybersecurity.  The NCSC and Oakland Conference demonstrated a divide in the community 182

between the academics, who preferred theory and formal methods for proving the security of 

systems, and the government, defense, and intelligence communities, which wanted practical 

technical applications.  

181 McLean, 44-45. 
182 Levitt, 20.  
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Following this divide between theory (academia) and practice, the second half of this 

thesis is also split in half. Chapters 3 and 4 cover two diametrically opposed policy solutions to 

the cybersecurity problem. Chapter 3 focuses on the 1983 Orange Book, which directly followed 

from the formal verification methods of the Anderson Report. The Orange Book provided 

computer manufacturers an economic incentive to implement its cybersecurity standards for 

secure operating systems. However, its standards were confusing and economically infeasible, so 

it failed.  

Chapter 4 focuses on the practical side of the community, where cybersecurity experts 

took advantage of the 1984 CFAA, a law against credit card fraud with a small part that outlawed 

unauthorized access to computers, i.e. hacking, to testify to Congress about the dangers of 

computer and network vulnerabilities. As the cybersecurity community was coming into its own, 

so too was a hacking community, whose exploits were published in a New York Times profile in 

1981 and punished under the law in 1983. It was very difficult to prosecute hackers, who were 

growing rapidly because of the proliferation of networks and advent of personal computers, and 

this legal vacuum led to the watered-down 1984 CFAA, which, though it did not impose 

penalties on nearly as many areas as was suggested by the community, was certainly better than 

nothing. However, because the 1984 CFAA did nothing to make computers more secure and 

could only punish domestic hackers, it left computers and networks vulnerable.  
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Chapter 3: Ideas Become Policy, 1982-1986 

 

By 1982, cybersecurity had successfully professionalized, gaining recognition with 

academics, the computer science community, and the government, which increased funding into 

cybersecurity. However, the professionalization of the community and proliferation of 

conferences to choose from created self-imposed segregation between the academic, theoretical 

side of the community and the practical side. Industry and government were also drifting further 

apart, with each part of the community focusing on what was beneficial for their particular 

group, rather than the community overall. With growth came an unwise division in ideas, 

techniques, and principles.  

The subject of Chapter 3 is the Orange Book, a set of cybersecurity standards for 

computer manufacturers that followed the Anderson Report’s focus on secure operating systems 

(the only part of security addressed by the Orange Book) and the formal verification model used 

by Bell-LaPadula and both sides of the debate on it.  However, the Orange Book failed to 183

address practical concerns and was so confusing that even its writers often did not understand it. 

David Bell, co-author of the Bell-LaPadula model, often asked three writers of the Orange Book 

what a section meant, and typically received three different answers.  Implementing security 184

was expensive, and though the DoD said it would only buy computers that were Orange 

Book-approved, companies easily acquired waivers, and the DoD then bought their non-Orange 

Book-approved operating systems. Thus, the Orange Book failed because it imposed expensive, 

183 The Orange Book is also called the Trusted Computer System Evaluation Criteria (TCSEC). It was drafted in 
1982, released in 1983, and re-released in 1985. It was the first and most important of a series of security standards 
called the Rainbow Books.  
184 David Elliott Bell (2012), oral history interview with David Elliott Bell. Charles Babbage Institute. Retrieved 
from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/144024, 58. 
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confusing security requirements on companies, who opted not to follow them. In addition to 

failing to provide a useable set of cybersecurity standards, the Orange Book resulted from the 

DoD stripping cybersecurity funds from the Air Force and Navy, which had proven able to use 

the funds effectively, and giving them to the NSA. This misguided consolidation significantly 

damaged the community’s ability to do useful security work.  

 

Part 1: The Orange Book (1983) 

The Orange Book was created by the NSA’s new Computer Security Center. While the 

1960s and 1970s had been ripe with research funding from the Air Force and Navy, the DoD’s 

new concerns about cybersecurity motivated it to consolidate cybersecurity research and 

development (R&D) funds into the newly-created Center. This led to backlash from the Air 

Force, Army, Navy, and many other agencies, all of which wanted money for their own security 

research.  They were also skeptical of the NSA, which had never executed small-scale 185

computer security R&D programs, let alone one for the entire government. The Pentagon also 

did not give money to the agencies who would need to implement the NSA’s requirements or 

ideas. As a result, “there was a good deal of computer security research and network security 

research that just didn’t happen… because of problems with the Pentagon comptroller’s office.”

 The consolidation both failed and actively set the community back.  186

The NSA itself revolted against the backlash. Though it received funding, many in the 

NSA were averse to the idea of being open about their systems. As Marvin Schaefer reports, 

“The idea of things being [open] and unclassified [did not sit well] with veteran NSA 

185 Schaefer, 32.  
186 Schaefer, 32.  
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[employees]... there was a serious effort to kill the [Center] before it got off the ground.”  The 187

NSA was used to secrecy and espionage, not R&D for the public good. As a result, there were 

many internal fights to defund the newly formed Center. The deputy directors for Research, 

Communication Security, and Operations led the charge against the new Center and its openness. 

Though they were unsuccessful in defunding the Center, they certainly created difficulties for it.  

Against this difficult background, Sheila Brand joined the NSA in 1982. Her job was to 

be in charge of the security standards. She had no one working on projects with her, only a 

division chief for standards and a division chief for evaluation that she supervised.  However, 188

they could not do anything until she wrote the standards. Due to her lack of institutional support, 

she reached out to the community for help. She was already familiar with James Anderson, 

whom she was introduced to by Steve Lipner, a fellow member of a group called TG-15,  back 

when she was working in the Social Security Administration.  The smallness of the community, 189

as well as the proclivity toward networking and forming groups, worked to her benefit, as she 

and Anderson became good friends.  

Brand used her community’s network extensively. She reached out to “200 of my best 

friends[,] both in the military and in the non-military side of security.”  This was very unusual 190

within the closed-off NSA.  Many of the people she reached out to were in the part of the 191

industry that built computers. None of the people in the Center – a number somewhere between 

40 and 50 – had an issue with her sending information to industry, because they wanted the 

187 Schaefer, 32.  
188 Brand, 34.  
189 Brand, 35.  
190 Brand, 36.  
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industry to use the standards to build computers.  Brand estimated she got around 100 192

responses, which she used to develop the first draft of the Orange Book that was released in 

1982.  Most of the comments she got back were about wording, so she focused her revisions on 193

those. Her main goal was “to make it legible, understandable, and usable by a large group of 

different types of users.”  Though others contributed, such as Roger Schell, who pushed Brand 194

to include formal verification concepts, she was the primary writer.  

Before Brand arrived at the Center, MITRE employee Grace Nibaldi had written a 

“trusted evaluation criteria.” MITRE, and Nibaldi, were trusted contractors who had “the most 

expertise, and… worked closely with the people who had all these ideas – Ted Lee, Steve 

Walker, Steve Lipner, Roger Schell [all major cybersecurity experts].”  Just like the Air Force 195

and ARPA, the Center had outsourced critical cybersecurity work to contractors with expertise.  

On May 24-26, 1982, the National Bureau of Standards held a conference to solicit 

feedback on the first draft of the Orange Book. The conference, called the Fifth Seminar on the 

DOD Computer Security Initiative, was held in Gaithersburg, Maryland. Lincoln D. Faurer, the 

NSA Director, spoke on the goal of the project: “evaluation criteria… to provide an objective 

basis for judging the inherent integrity and trustworthiness of hardware and software security 

controls within a computer system.”  Instead of instituting “managerial and technical solutions 196

to… root problems,” the Center recognized that “as long as people use[d], manufacture[d], 

maintain[ed] and operate[d] computer systems… [there would] always be residual 

192 Brand, 37.  
193 Brand, 37.  
194 Brand, 37.  
195 Brand, 36.  
196 Faurer, Lincoln D. “Keynote Address.” Paper presented at the Fifth Seminar on the DOD Computer Security 
Initiative, Gaithersburg, MD, May 1982. 4.  
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vulnerabilities.”  This language could have been lifted verbatim from the Anderson Report, 197

which maintained that true security required completely secure operating systems.  

The Orange Book shifted the burden of R&D from the government to computer 

manufacturers without manufacturer enthusiasm. Melville Klein, the Director of the Computer 

Security Center, noted at the conference that a computer manufacturing industry “hard pressed to 

meet current demands” had “found little time or much enthusiasm for providing ‘secure’ or 

‘securable’ products.”  The Orange Book was an attempt to force markets to adjust to a demand 198

that private customers did not make. Instead of meeting with companies to discuss how best they 

could adapt to the standards, Klein simply stated that, for the good of the nation’s “defense 

posture,” secure operating systems must be able to protect classified information from 

“electronic sabotage.”   199

In fact, it seems that very few manufacturers spoke at or attended the conference, despite 

Klein’s assurance that working with private manufacturers would be one of the Center’s primary 

concerns. Lester Fraim, an employee of manufacturer Honeywell, spoke on a panel at the 

conference, but only said that the criteria were “no real surprise” because they “had been dealing 

with the [Center] and [MITRE] for some time.”  Leslie DeLashmutt of Data General, another 200

manufacturer, noted that without tools and additional employees, evaluating security using the 

Orange Book would be very difficult. She emphasized the importance of Center support for 

197 Stephen F. Barnett. “Computer Application Evaluation–Science out of Art.” Paper presented at the Fifth Seminar 
on the DoD Computer Security Initiative, Gaithersburg, MD, May 1982.  
198 Melville H. Klein “Information Protection in an Information-Intensive Society.” Paper presented at the Fifth 
Seminar on the DOD Computer Security Initiative, Gaithersburg, MD, May 1982.  
199 Klein.  
200 “Panel Session–Industry Reaction to the Trusted Computer System Evaluation Criteria,” Fifth Seminar on the 
DoD Computer Security Initiative, National Bureau of Standards, May 1982. Despite its name, only two 
manufacturers spoke on the panel. 
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industry.  In other words, though the government attempted to push the onus for security onto 201

manufacturers, they would need significant amounts of support and software from the Center in 

order to adhere to the Orange Book.  

Several conference speakers acknowledged additional shortcomings of the Orange Book. 

Stephen Barnett, Chief of Applications Evaluation at the Center, stated that “we can do a better 

job” of “assessing environmental and procedural controls.”  In other words, the criteria did not 202

include Ware’s conceptions of multi-level security, which relied on securing the environment. 

For all its complexity, the Orange Book excluded many key concepts prevalent in the 

community. For example, the Orange Book dealt only with secrecy, “not false data entry or 

deception… [or] intellectual property ownership….”  Additionally, Hilda Faust Mathieu, the 203

Center’s Chief of R&D, noted that security evaluations like the Orange Book required many 

tools and techniques.  One could not simply look at a piece of software to determine which 204

Orange Book requirements it met. Assessment required running programs skillfully. While 

Mathieu’s department was in charge of creating these tools, it is unclear if they were 

disseminated to companies for use along with the Orange Book.  

A brief assessment of the system’s specific requirements makes clear many of the 

problems in the text. The Orange Book graded computer systems on three dimensions: security 

policy, accountability, and assurance. The security policy had two requirements. First, an 

“explicit and well-defined security policy enforced by the system.”  This meant the system 205

201 “Panel Session–Industry Reaction to the Trusted Computer System Evaluation Criteria.”  
202 Barnett.  
203 Parker, 32.  
204 Hilda Faust Mathieu, “Research and Development in Support of Trusted Systems Evaluations.” Paper presented 
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must have a list of rules to determine which users can access certain “objects,” or files. Second, 

markings on all objects to reliably identify their security levels. If the system could not tell an 

object’s clearance level, the security model would not work.  

These requirements were straightforward and acceptable. However, the accountability 

dimension also had two requirements: identification of users, also known as user authentication, 

which would determine which objects they could access; and record-keeping logs of 

security-relevant events and allow for efficient analysis. This second caused issues with industry, 

as many did not want all their data to be stored for easy evaluation by the government. Brand 

admitted later that she considered the work “intellectually challenging,” but did not primarily 

think of it in terms of how it would be received by people who didn’t want to leave this sort of 

trail – in short, not well.  The assurance dimension had two requirements as well: software and 206

hardware must be evaluable; and trusted mechanisms must work continually.  How they scored 207

on these requirements determined the computer’s score on a scale of D, for failing to meet all six 

requirements, to A2, the most secure system. The fact that all six of these were required for a 

system to even be graded meant there was no ability to implement small parts and then iterate – 

the security overhaul had to all be done at once, which was a significant economic cost.  

The Orange Book failed for a plethora of reasons. An obvious one was that its authors 

lacked industry experience. Brand was hired to write standards for operating system security for 

industry without experience in industry or operating system security. She had worked at the 

Social Security Administration, Department of Health, Education, and Welfare, and more, but 

had no direct experience with the Orange Book’s topic: operating system security. Donn Parker 

206 Brand, 50. This is called an audit trail. I have left audit concepts out of this thesis to emphasize the critical 
failures of the Orange Book.  
207 US Department of Defense, 9-10.  
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made this point simply: “Air Force [C]aptains” like Roger Schell making regulations for banks 

and insurance companies would never work.  “[T]he characteristics of these controls and their 208

[e]ffects on the people involved were entirely different… the objective of the military 

organization is security, and the objective of a business organization is profitability, productivity, 

and growth.”  Businesses do not care about security unless it affects their bottom line. 209

Companies found the Orange Book too cumbersome and costly to implement, at least in part, 

because it had been designed by people like Brand and Schell, who had primarily worked for the 

government and had given little thought to the economics of industry.  

The Orange Book also failed to apply adequate economic pressure on computer 

manufacturers. Most security programmers targeted the private sector, but it was only the DoD 

that required computers it purchased to be Orange Book certified.  Though the DoD did have 210

significant purchasing power, the monetary payoff was just too small, because consumers did not 

care about security. Even other government agencies would pay for non-Orange Book-certified 

computers if they were significantly cheaper. Additionally, the requirements were difficult to 

implement. Instead of being open-ended in how companies could implement certain 

requirements, the Orange Book was viewed as “prescriptive,” and as requiring certain difficult 

standards to be met.  Furthermore, even though the DoD said that after 1984 it would no longer 211

buy non-Orange Book computers, it allowed companies to get waivers to sell it computers 

208 Parker, 32.  
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anyway, and there were many additional benefits to the waivers.  All of these economic factors 212

combined to all but ensure the Orange Book standards would never be adopted.  

Brand also faced institutional issues. The work was rushed, as she was hired and expected 

to immediately develop the Orange Book from a 30-page pamphlet written by MITRE 

Corporation.  She started with no assistants, and hired only Jeff Makey – a computer science 213

major who had just graduated college – to help write the Orange Book.  Brand says, “It took 214

me less than a year to get it published. That’s very fast…. But the center was very, very in need 

of a standard to put their name behind. So, our work was expedited.”  In other words, her work 215

was sped up so that something could be released, and quality likely suffered as a result. The 

Department of Defense was especially eager to release a set of standards.   216

However, this rush came at a price. The Orange Book was hard to understand and at 

times incoherent. Several of its principal authors even disagreed with one another on the 

meaning of basic standards within it. David Bell recalled telling people that the Orange Book 

was “really hard” to understand, because it “was written in a rush… by the newer people… 

[who] concluded late in the game [that] they needed a glossary.”  When he didn’t understand 217

something, he would ask Roger Schell, Marvin Schaefer, and Daniel Edwards, three figures key 

in its development, what the section meant.  Typically, each one gave a different answer, and 218

he was left to figure out what they actually meant.  This sort of internal confusion is obvious 219

212 Lampson, 37. Lampson does not explain what these additional benefits were, and I have found no other reference 
to them.  
213 Brand, 41.  
214 Brand, 43.  
215 Brand, 43.  
216 Brand, 44. Brand says she attended workshops held by the NBS and TG-15 in 1977 and 1978, and the DoD types 
“wanted the standard” that became the Orange Book.  
217 Bell, 57-58.  
218 It is unclear why he didn’t ask Brand herself.  
219 Bell, 57-58.  
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within the text of the Orange Book, and was likely a factor in industry refusing to adopt it. For 

example, many cybersecurity experts took issue with this description for a B3 level computer: 

“A formal model of the security policy… shall be maintained over the life cycle of the... system 

that is proven consistent with its axioms.”  There is no explanation of what “with its axioms” 220

means, and the mathematical term seems to be misused.  

Part of the theory and practice divide in the community was the debate between “practical 

security” and “high assurance,” a type of completely secure system which was considered the 

gold standard for security. Roger Schell, who helped lead the Anderson Committee and who had 

hired Sheila Brand, was the primary proponent of high assurance in the computer security 

community. However, many disagreed with him, arguing that security could be achieved by 

dealing with the repercussions rather than attempting to ensure complete security at every stage 

of the process. The Orange Book cast aside this disagreement, arguing that if every stage of the 

process was not at least minimally secure, the computer did not deserve a grade better than D. 

This high assurance approach, which had been eschewed by industry professionals when they 

chose the NCSC over the Oakland Conference, did not win them over in the Orange Book. 

One might think the Orange Book was bound to fail because of the Center’s lack of 

resources and lack of institutional support. However, it is possible that using the conferences and 

journals that were so integral to the community might have saved it. Though they consulted with 

academics and government officials, there was very little consultation with industry. Few 

computer manufacturers attended the 1982 Seminar on the DoD Security Initiative, and at least 

one of those that did expressed significant reservations about having the tools and support to 

220 US Department of Defense, 41.  
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evaluate their systems. Daniel Edwards, another cybersecurity researcher at the NSA, said, “I 

think the criteria was basically developed at NSA and briefed to various parts of industry… I 

don’t recall a whole lot of industry input….”  He attributes this dearth of feedback to lack of 221

awareness of cybersecurity issues within the computer industry. However, there were many 

professionals within the community who could have pointed out some of these flaws. In fact, 

David Bell recalls being hired by the NSA in 1983, and pointing out a flaw in the Orange Book:  

 
When I first got there they hadn’t quite published The Orange Book. They had it in draft 
form, but they hadn’t published it. So they gave me a copy, turned out not long before 
they published. Said “Take a look at it.” So I’m looking at it. Went to the glossary… 
[they] had [a definition] wrong. So I said, “You’ve got it wrong.” They didn’t change it.

 222

 
Even something as easy as fixing this simple, yet important error was not done. In 

addition, the Center did not use its powerful NCSC, which at that time was attracting thousands 

of people to each annual conference, to solicit feedback on the Orange Book.  Instead, it 223

invested time in Seminars on the DOD Computer Security Initiative from 1978 to 1982, in which 

it presented its views without significant mechanisms for feedback. Conferences were critical to 

developing ideas such as Bell-LaPadula. However, the Orange Book did not draw from this 

wealth of knowledge.  

The Orange Book was written by a government that wanted to buy secure computers for 

itself, not a government that wanted to create secure computers for the country and beyond. 

Instead, it attempted “to write down what [the NSA] thought we wanted and then try to sell 

industry on delivering something which would meet this.”  Many of the requirements, 224
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specifically the security policy, were useless for the companies buying computers, because 

companies did not usually classify their data based on sensitivity. They did not care if the 

requirement for markings on files was met. They also did not care if their operating systems were 

easy to evaluate for security.  

 

Conclusion 

The Orange Book was not a set of requirements, but a set of suggestions. The 

government was not mandating that all computer manufacturers follow these standards, only 

manufacturers who wanted the DoD to buy from them. They hoped that the large number of 

computers the DoD purchased would be enough to make up the cost of implementing security 

systems, but it was not, because no other customers – including some government agencies – 

cared about security. Not only that, but security was expensive. Companies did not have the 

money, tools, or desire to implement Orange Book standards when they could just accept a 

waiver and continue to sell computers to the DoD. The standards were confusing and expensive, 

and companies were not willing to put in the time or money.  

For Dorothy Denning, the Orange Book spoke to a larger issue with computer security: 

technology was moving too fast for security to keep up. While technology was functional, 

providing services that people wanted and that improved their productivity, security was difficult 

to develop and difficult for users to implement.  People simply did not like security. There was 225

no inherent value to it because there were very few visible threats: people were not going to pay 

to protect themselves from theoretical threats when they needed to make revenue.  

225 Denning, interview, 40-41.  
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Chapter 4: Computer Fraud Legislation, 1984-1986  

 

In the early 1980s, the proliferation of personal computers and networks allowed for the 

emergence of a new, separate community: the hacking community. Its members were boys and 

young men with the money (or the parents) to purchase computers, which they used to hack into 

companies and organizations. Public media cases prompted Congress to take action on several 

key pieces of legislation between 1984 and 1986.  

Epistemic communities like the cybersecurity community often take several steps after 

their formation. First, they frame an issue to emphasize why it is a problem.  Then, they set 226

policy priorities by making clear the consequences of ignoring it.  The community had made 227

clear to the military why security was a problem, but the military had vital information it needed 

to protect. The well-publicized hacking of corporations helped emphasize the importance of 

cybersecurity to Congress. Though the community had not emphasized legal action, their work 

aligned with the rapid increase in cyber attacks, and many cybersecurity experts were called 

upon to testify before Congress.  

The Orange Book failed because it imposed economically infeasible, confusing, 

government-focused requirements on computer manufacturers. The 1984 CFAA, on the other 

hand, required nothing of industry, instead promising to prosecute those who took advantage of 

computer systems’ vulnerabilities.  Because it required nothing of industry and outlawed 228

accessing computers without authorization, it was a small benefit for the cybersecurity 

226 Clunan.  
227 Clunan.  
228 I call it the 1984 CFAA to distinguish it from the 1986 CFAA, which updated the 1984 CFAA.  
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community. However, it neglected many important aspects of cybersecurity, which those who 

testified before Congress on the bill pointed out in great detail.  

It is unclear who authored the part of the bill addressing hacking. However, 

then-Representative Bill Nelson had worked with Donn Parker, a cybersecurity expert at the 

Stanford Research Institute, to pass the first state computer crime law in 1978 in his home state 

of Florida.  By 1985, this law had inspired laws in over 40 other states.  History between 229 230

Representative Nelson and the community may have inspired him to add a section to the bill. 

Donn Parker’s close colleague, lawyer Susan Nycum, testified before Congress on the bill, 

possibly at Nelson’s invitation. In 1985, Representative William J. Hughes described Nelson as a 

“a leader in this endeavor… to deal with probably the fastest growing area of crime in the 

country, computer crime,” who had drafted and championed numerous cybersecurity bills.  231

Representative Nelson said he filed his first piece of legislation on the issue in 1980, just two 

years after first being elected to the House.   232

Even if the bill was not directly related to Nelson’s work with the community, it was 

certainly a success for the community, and likely partially resulted from the community’s work 

to establish cybersecurity as a national security threat.  

 

Part 1: Network (In)Security and The Hacking Community 

229 Parker, 25. I was unable to find additional information on Nelson’s background in cybersecurity, but he was very 
active in cybersecurity legislation during his time in the Senate (2001-2019).  
230 US Congress, Subcommittee on Crime of the Committee of the Judiciary. Hearings. 99th Cong., 1st Sess., May 23, 
1985, 14.  
231 Subcommittee on Crime, Hearings. 99th Cong., 1st Sess., 12.  
232 Subcommittee on Crime, Hearings. 99th Cong., 1st Sess., 12.  
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As networks began to proliferate in the mid-1970s, more and more companies were 

formed to provide low-cost, national (and occasionally global) networking. GTE Telenet, for 

example, began operations in 1975, releasing the Telenet network which, by 1983, served 1,200 

computers and more than 200,000 terminals.  Networks were used by academic institutions, 233

government agencies, and large and small corporations, and were widespread throughout society. 

Networks’ abilities to translate protocols enabled computers to speak to one another that had 

previously been unable to. Networks also made other computers and their resources easier to 

access via dial-in, a standard procedure in which an individual called into a computer using a 

telephone. By 1984, there were 100 million telephones in the United States, and all of them 

could call nearby network access points.  However, the personal computer revolution of the 234

early 1980s and the networking revolution of the late 1970s made an even greater variety of 

crimes possible. A community of hackers sprang into existence to take advantage of the new 

interconnectedness and its relative lack of security. 

Several notable hacking incidents were publicized by the media in the early 1980s. On 

July 26, 1981, the New York Times published “The Case of the Purloined Password,” a report on 

the FBI’s investigation into the “theft of an information file called a password directory from 

the… National CSS Inc., one of the nation’s largest time-sharing companies.”  Time-sharing 235

was another name for Ware’s resource-sharing, in which remote terminals were used to split the 

processing power of a single computer between multiple users, ensuring computing power was 

not wasted. Time-sharing soon grew to include sharing processing power via wireless networks. 

233 Subcommittee on Crime, 98th Cong., Hearings, 185. 
234 Subcommittee on Crime, 98th Cong., Hearings, 185. 
235 McLellan, Vin. “Case of the Purloined Password.” New York Times. Available from 
https://www.nytimes.com/1981/07/26/business/case-of-the-purloined-password.html; Internet; accessed 3/29/19.  
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National CSS Inc.’s password directory had stored all the passwords for the over 8,000 

companies that used its time-sharing resources. The passwords, it reported, would allow a thief 

to “manipulate and change that data without leaving any telltale evidence.”  The theoretical 236

threats feared by Ware and the Anderson Committee had finally become real.  

Though it was reported that there was no significant cash or data loss associated with the 

password directory theft, the FBI relished the newness of the challenge. The Times reported the 

case as “so rare that the cadre of F.B.I. agents trained for computer fraud discuss the NCSS case 

as a ‘learning experience.’”  Harold Feinleib, the former NCSS vice president for advanced 237

systems, attributed the insecurity to new telecommunication networks: “‘The only secure 

computer centers are those without telecommunications.’”  As was typical, the company had no 238

notion it had been hacked until a client called on October 31, 1979 to complain that someone had 

used his NCSS password and ID to bill him for $30.  The NCSS reached out to the FBI, but the 239

FBI refused to handle the situation “quietly,” and the NCSS became recalcitrant.  

Hackers were not viewed as criminals, but as savants. The Times described the 

then-common perception of hackers: “technical experts; skilled, often young, computer 

programmers, who almost whimsically probe the defense of a computer system… a recognized 

asset in the computer industry, often highly prized.”  Rather than being seen as criminals, the 240

hackers were praised for their intelligence and computer skills. In 1983, Peter Waal offered some 

evidence to the contrary: “[B]y legal definition, they’re adults…. In one particular recent set of 

236 McLellan.  
237 McLellan.  
238 McLellan.  
239 McLellan.  
240 McLellan.  
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incidents… less than half of that group were juveniles.”  He also compared the intelligence 241

needed for hacking to the intelligence needed to hot-wire a car.  Nonetheless, the legal system 242

reflected this positive public perception of hackers, typically letting them off with very light 

penalties.  Part of this may have to do with their place in society: the hackers were mostly 243

young, white, male, and middle to upper class, which made it easy for judges to dismiss their 

charges as “boys being boys.” Difficulty prosecuting hackers was exacerbated by lack of legal 

clarity on whether or not computer-related incidents were crimes, and if so, how serious they 

were. Susan Nycum, a cybersecurity lawyer who had worked extensively with the Stanford 

Research Institute, testified to Congress in 1983 (the same hearing in which Peter Waal testified) 

that she knew of at least two incidents in which judges had “dismissed a count because the asset 

was contained in an electronic medium.”  244

A few months before Nycum’s testimony, six adolescent males from Milwaukee, 

Wisconsin had been hacking into terminals using a telephone system called Telnet. The group 

was called the 414s because their area code, which they used to telephone into computers in 

other area codes, was 414. On June 3, 1983, they hacked into medical company Sloan-Kettering 

using the username “test” and password “test.” This was a common technique, as most 

companies used similar default login credentials.  The system kept logs of activity, and to 245

prevent the company from tracking them, they attempted to delete records of what they had 

done. However, they made a mistake, and accidentally erased many payment records, totaling 

241 Subcommittee on Crime, 98th Cong., Hearings, 187.  
242 Subcommittee on Crime, 98th Cong., Hearings, 186.  
243 Subcommittee on Crime, 98th Cong., Hearings.  
244 Subcommittee on Crime, 98th Cong., Hearings, 187.  
245 This is still common practice, especially for individuals who may not change, for example, their router password.  
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$1,500 worth of damage.  Despite their typically light sentences, hackers like the 414s often 246

caused companies significant financial damage.   247

Hackers were difficult to catch. There was no record of the intrusion, so the FBI installed 

a “honeytrap” on the Sloan-Kettering computers, an enticing piece of data or software meant to 

lure the hackers onto the computer and keep them there: a Star Trek video game. The trap 

worked, and the FBI tracked the 414s down. Three of the group were over 18 and thus were 

charged and threatened with significant legal action. One of those under 18 took a plea deal on 

the advice of his father’s lawyer, and received two years of probation and a $500 fine. Because 

there were no anti-hacking laws at that time, the group members “were charged with making 

illegal phone calls without identifying themselves with intent to harass.”  An individual who 248

had not used the Telnet may not have been liable to prosecution under the same law, which 

barely seems applicable to the 414s’ case as is. Clearly, laws against hacking were needed.  

The 414s and the growing amount of media-publicized hacking events spurred 

lawmakers to action relatively quickly. A few months after the Sloan-Kettering incident, 

Congress began holding hearings on the 1984 CFAA.  

 

Part 2: Computer Fraud Legislation, 1984-1986 

Congressional investigation into computer security began in 1976 with hearings in the 

Senate.  Susan Nycum and other cybersecurity experts testified “ a lot... both to the House and 249

246 Will Storr, “The kid hackers who starred in a real-life WarGames,” The Telegraph. Available from 
https://www.telegraph.co.uk/film/the-414s/hackers-wargames-true-story/; Internet; accessed 3/29/19.  
247 I was unable to find specific sentences for the 414s, but the testimonies to Congress in the next section make clear 
the difficulties in prosecuting hackers.  
248 Storr.  
249 CRS Report for Congress. Cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and 
Related Federal Criminal Laws. No City: No Publisher, Updated November 24, 2003.  
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to the Senate.”  However, the first computer security law was not passed until the 1984 CFAA, 250

a bill about credit card fraud with a small section outlawing hacking.  

On September 29, 1983, the Subcommittee on Crime within the House of 

Representatives’ Committee on the Judiciary held hearings on the 1984 CFAA. The purpose of 

the subcommittee was to “receive testimony on problems relating to credit card fraud and 

counterfeiting and the related issue of computer-assisted crimes….”  However, most credit card 251

fraud did not involve computers, as the American Bankers Association’s statement to the 

subcommittee makes clear:  

“Time and again we have seen criminals who begin their ‘career’ with the use of lost and 
stolen cards during the brief period before those cards appear on the restricted card lists 
or card recovery bulletins. This ‘career’ can progress through alteration of cards and 
fraud involving merchant collusion to more sophisticated means of counterfeiting 
involving silk-screening or photo off-set printing.”   252

 
None of this involves the sophisticated use of digital computers or their networks. 

However, the 1984 CFAA was significant to computer security because of steps it took toward 

prosecuting the use of computers for fraud and misuse. The rough draft states, “[Anyone who] 

uses a computer with intent to execute a scheme to defraud” will be punished by, depending on 

details of the crime, large fines and/or imprisonment of up to 10, 15, or 20 years.  It also 253

outlawed accessing a computer without authorization, effectively criminalizing hacking.  

In debating the bill, Congress engaged with the computer security community. Lawyer 

and cybersecurity expert Susan Nycum, who worked extensively with Donn Parker on computer 

crime, testified before the subcommittee. Nycum had been specializing in computer security law 

250 Susan H. Nycum (2013), oral history interview with Susan H. Nycum. Charles Babbage  
Institute. Retrieved from the University of Minnesota Digital Conservancy, https://hdl.handle.net/11299/162871, 43. 
251 Subcommittee on Crime, 98th Cong., Hearings, 1.  
252 Subcommittee on Crime, 98th Cong., Hearings, 122.  
253 Subcommittee on Crime, 98th Cong., Hearings, 5.  
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for about 13 years by the time she testified, and was a partner at the national firm Gaston, Snow, 

& Ely Bartlett, where she managed the firm’s Computer and High Technology Group.   254

Nycum pointed out many types of computer crimes the bill did not address. Nycum laid 

out four categories of computer abuse: financial fraud or theft, of money or goods; information 

fraud or theft, of data like business secrets or personnel data; theft of services, as in the case of 

hackers who “use computer time to ‘look around’ or employees who run… computer 

enterprises… on the company or agency computer system,” effectively stealing the time and 

computing resources of that machine; vandalism, in which computers, databases, and programs 

can all be damaged or destroyed.  All four types of violations are found in the database Nycum 255

and Parker had collected, which had evidence of 1100 different computer crimes.  

In addition to computer abuse, Nycum highlighted four ways in which computers had 

been used in crimes, most of which were not addressed by the law. A computer could be 

targeted, as in the case where “a U.S. company [employee] firebombed a [competitor’s] 

computer… [for a] business advantage.”  A computer could be manipulated to “modify and 256

manipulate… assets” like money. For example, someone could set up the computer system to 

automatically transfer small amounts of money into their own personal account.  Nycum 257

asserted that these sorts of attacks had resulted in “inflation of inventories of credit ratings, 

employment reviews, college and school grade records,” and more.  A computer could also be 258

sued as the instrument for “conducting or planning a crime.”  For example, “a car theft ring 259

254 Subcommittee on Crime, 98th Cong., Hearings, 181.  
255 Subcommittee on Crime, 98th Cong., Hearings, 181.  
256 Subcommittee on Crime, 98th Cong., Hearings, 181. Ware predicted this in 1967, when he argued companies had 
monetary incentives to attack the computers of other companies.  
257 Subcommittee on Crime, 98th Cong., Hearings, 181.  
258 Subcommittee on Crime, 98th Cong., Hearings, 181.  
259 Subcommittee on Crime, 98th Cong., Hearings, 181.  
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used the computer in a government agency to mask the theft of cars.”  Finally, a computer 260

could be used as a symbol for intimidation or coercion, such as when a stockbroker told clients 

he could make them money with a computer program he had no access to, and many were 

scammed out of hundreds of thousands of dollars.  All of these different types of crime had 261

occurred before. Computers’ computing resources, payroll responsibilities, and networking 

capabilities had all been taken advantage of to commit or cover up crimes.  

There were also additional computer-related issues that required regulation. Nycum 

called for laws regulating not just computers, but “information and information processing,” as 

well as national commissions to legally define technical terms.  For example, it was unclear if 262

information was a “property… a resource… [or a] public good,” which created ambiguities in 

legal cases.  Nycum also called for the government publicly share its privately held 263

information, advice, and statistics on computer abuse for better collaboration with industry.   264

Like many other experts, Nycum favored Representative Bill Nelson’s bill, HB1092, the 

“Federal Systems Protection Act.” She cites his “expertise and experience,” likely a reference to 

her work with him to pass the first US computer crime bill in Florida in 1978, and said the bill 

reflected “thoughtful consideration of the issues.”  The Data Protection Management 265

Association, an organization of over 40,000 “computer managers, technicians, scientists, 

academicians and operators” in all fifty states, Canada, Japan, and more, also supported Nelson’s 

bill, as well as its Senate counterpart, Senator Paul Trible’s SB1733.  They expressed 266

260 Subcommittee on Crime, 98th Cong., Hearings, 181.  
261 Subcommittee on Crime, 98th Cong., Hearings, 181.  
262 Subcommittee on Crime, 98th Cong., Hearings, 180.  
263 Subcommittee on Crime, 98th Cong., Hearings, 180.  
264 Subcommittee on Crime, 98th Cong., Hearings, 180.  
265 Subcommittee on Crime, 98th Cong., Hearings, 182.  
266 Subcommittee on Crime, 98th Cong., Hearings, 80, 82.  



Duflock 82 
 

reservations about the 1984 CFAA to the extent that regulations put forth by it might infringe on 

the Nelson bill. However, unlike the 1984 CFAA, which passed by a 395-0 margin, the Nelson 

bill failed to pass the House.   267

While Nycum pointed out specific technical problems with the bill, “author [of 50 articles 

on law and technology and six books, almost all on computer crime], lecturer, instructor… 

attorney” and retired professor August Bequai argued the bill’s problem of magnitude. In his 

view, credit card fraud could cost an individual a few thousand dollars – while a consultant had 

“ripped[ ]off a California bank for over $10 million” using computer fraud.  There was simply 268

more at risk with computer fraud and abuse than with credit card fraud, and the Representatives 

needed to reorder their priorities. Bequai pointed to the “home computer revolution,” which 

“made it possible for even a 15-year-old to penetrate a company’s computers” via electronic 

funds transfer (EFT) networks using widely available Radio Shack equipment.  He warned that, 269

though professional criminals were focusing on credit card fraud, resulting in “more than $100 

million in annual losses,” there were significant incentives to shift toward computer-related 

crime: computer crimes were more difficult to investigate and to prosecute.  His claim was 270

buttressed by an unnamed newspaper’s clipping later in the subcommittee report titled, 

“Prosecutors Find Laws Inadequate to Fight New Computer Crimes.”  Indeed, many criminals, 271

aware of the potential benefits that came with a newly cashless society, were already shifting 

toward computer-related crime, a shift he characterized as “the real threat” of EFT networks.   272

267 Subcommittee on Crime, Hearings. 99th Cong., 1st Sess., 1; information on the Nelson bill is sparse.  
268 Subcommittee on Crime, 98th Cong., Hearings, 59.  
269 Subcommittee on Crime, 98th Cong., Hearings, 59.  
270 Subcommittee on Crime, 98th Cong., Hearings, 59.  
271 Subcommittee on Crime, 98th Cong., Hearings, 86.  
272 Subcommittee on Crime, 98th Cong., Hearings, 59.  
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Bequai emphasized further steps to be taken, some beyond the scope of the law. His 

suggestions included: computer crime training for law enforcement and prosecutors; resources to 

investigate these expensive crimes; emphasizing to judges the need to send signals to the hacking 

community about the severity of these crimes, rather than reducing the sentences of those 

convicted of computer crimes; and changing the public perception that hackers were “Robin 

Hoods,” as they cost the public $40 billion a year.  This last likely referred to the 414s, the 273

group of Wisconsin men and boys that hacked into Sloan-Kettering and others in 1983, as 

“Newsweek’s September 5 cover story ruminated on the fact that the media, too, tended to view 

Patrick, Winslow and the rest the 414s as the ‘Robin Hoods of the computer age.’”  In fact, 274

Waal cited the 414s and a recent break-in to ARPANET as significant incentives for laws 

specifically banning hacking.  

Richard H. Shriver, Assistant Secretary to the Treasury, Electronic Systems and 

Information Technology, pointed out that industry needed incentives to make its computers 

secure. “Experts have stated that over 80% of current computer and electronic funds transfer 

crimes could be prevented if [specific security measures were] implemented.”  These measures 275

were: “organizational security; access control; personnel security; hardware security; software 

security; data controls… and terminal security.”  His list was copied almost word for word 276

from Willis Ware’s list of requirements for multi-level security in systems. It is quite likely 

Shriver had read the Ware Report, or at least was aware of its conclusions from discussions with 

the community.  

273 Subcommittee on Crime, 98th Cong., Hearings, 59.  
274 Storr.  
275 Subcommittee on Crime, 98th Cong., Hearings, 150.  
276 Subcommittee on Crime, 98th Cong., Hearings, 150.  
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None of the experts who testified to Congress spoke about secure kernels. Instead, they 

focused on practical issues Congress needed to address. While Shriver argued companies needed 

incentives for security, he viewed security through Ware’s lens of multi-level security, rather 

than the Anderson Report’s narrow view. Shriver summarized: industry needed more secure 

systems, law enforcement needed to investigate and prosecute, and consumers needed to 

“tolerate the minor inconveniences” of security.  These standards would be quite difficult for 277

any bill to meet, and unsurprisingly, nothing addressing the first or third was enacted into law.  

The final significant testimony was given by Peter C. Waal, the Vice President of 

Marketing at GTE Telenet. Waal argued that society was fundamentally changing as a result of 

the Information Age, and Congress would have to adapt. At the time, GTE Telenet was in every 

state within the US and 51 countries.  The network “provide[d] the physical and logical linkage 278

between computers and terminals which enable[d] them to ‘exchange’ information.”  He 279

credited computers’ ability to network with other computers as the cause of the Information Age, 

which, like many other advanced in technology, had brought about its own misuse.  His 280

discussion of the Information Age provides valuable data on the state of the United States at the 

time, and how it had changed from Ware’s paper to 1983.  

Waal cited 1956 as the beginning of the Information Age, as that was the first time white 

collar workers, such as workers in office jobs, outnumbered blue collar workers.  He argued 281

that computers and telecommunications had not caused the shift to white collar jobs, but had 

contributed to its accelerating pace, allowing people to manage data at better and faster levels 

277 Subcommittee on Crime, 98th Cong., Hearings, 153.  
278 Subcommittee on Crime, 98th Cong., Hearings, iv, 184.  
279 Subcommittee on Crime, 98th Cong., Hearings, 184.  
280 Subcommittee on Crime, 98th Cong., Hearings, 184.  
281 For more information on the Information Age, see page 15. 
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and at larger scale than ever before. Though it is difficult to define causal chains, Waal was right 

that other factors were at play, such as the GI Bill, which led to the proliferation of higher 

education among those returning from World War 2. This created a more highly trained 

workforce more capable of office work and administrative tasks. He provided a jaw-dropping 

statistic for this growth: “From the beginning of time until 1980, there were less than a million 

computers in the world. Today, about that many are being added every year.”  Of course, he 282

argued, Congress and society struggled to keep up with the pace of technology: it was exploding 

at a pace that had never been seen before and weaving itself into every aspect of life. 

Understanding this new age and protecting society was difficult. Even computer security experts 

themselves struggled with supposedly basic concepts, such as Bell-LaPadula, which was simply 

meant to help determine if a system was secure or not. Meanwhile, banks, governments, and the 

military all relied on computers in ways they never had before, and though the computers gave 

them processing strength and provided many benefits, this computing strength became a 

significant source of weakness the moment the first network came into existence and someone 

realized they could hack into it and access the computer’s data and computing resources.   283

Waal also made a significant connection to War Games, a 1983 movie in which a kid 

with a personal computer breaks into a military facility and nearly starts a nuclear war by 

accident. Fred Kaplan cited this movie as a significant impetus for President Ronald Reagan’s 

investment in cybersecurity, describing Reagan’s preoccupation with the movie as originally 

being brushed off by his staff, who quickly realized the vulnerabilities in the movie were close to 

reality.  Waal told the subcommittee that War Games was a “realistic representation” of 284

282 Subcommittee on Crime, 98th Cong., Hearings, 184.  
283 Rid.  
284 Kaplan. 
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personal computers’ abilities to break into computer systems. This was because the passwords at 

the time were usually “simple codes… [easy] to remember and simple to type.”  People could 285

run programs on their personal computers to test commonly used codes, and if one worked, they 

were in, and could use the system’s resources without being an authorized user. This returns to 

Ware’s warning that unauthorized users could gain access to systems because of faulty 

passwords.  

The House and Senate both passed the Computer Fraud and Abuse Act of 1984, and 

despite the urging of cybersecurity experts, did not pass Representative Bill Nelson’s bill, which 

the experts specifically mentioned as a better bill to combat the issues with computer networks 

and hacking.  The 1984 CFAA was never meant to be a cybersecurity bill: it was first and 286

foremost a bill about preventing credit card fraud, an immediate threat with a tangible economic 

impact. From 1984 to 1986, Mr. Nelson and allies in the Senate introduced multiple bills in an 

attempt to create more stringent and specific cybersecurity regulations.  The only one that 287

passed was the Counterfeit Access Device and Computer Fraud Act of 1985, a few pages of 

penalties that had been left out of the 1984 CFAA because the Senate Judiciary Committee had 

not had time to hold hearings.   288

Additionally, the 1986 Computer Fraud and Abuse Act (1986 CFAA) passed on October 

16, 1986 and amended Title 18 to “provide additional penalties for fraud and related activities in 

connection with access devices and computers, and for other purposes….”  The bill was not 289

285 Subcommittee on Crime, 98th Cong., Hearings, 185.  
286 There is no evidence to indicate why they did not pass Nelson’s bill.  
287 US Congress, Committee of the Judiciary. Hearings. 99th Congress, 2nd Session, April 16, 1986; Computer Fraud 
and Abuse Act of 1986, Public Law No. 99-474, 100 Stat 1213 (1986).  
288 US Congress. Subcommittee on Crime of the Committee on the Judiciary. Hearings. 99th Congress, 1st Session, 
May 23, 1985, 1.  
289 Subcommittee on Crime, 99th Cong., Hearings, 1.  
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significant other than the fact that it changed the requirement from needing to perpetrate 

computer abuse “knowingly” to “intentionally.” While “knowingly” was more difficult to prove, 

as the person using the computer often did not know everything that would result from their 

actions, “intentionally” allowed for broader prosecution, as someone could intentionally do an 

action without knowing every result it would produce.  

The laws passed during this time were better than nothing, but they provided little 

disincentive for domestic hacking, which the community saw as the most significant computer 

threat. Like cybersecurity experts, legislators were having a difficult time keeping up with the 

pace of technology. Representative Sawyer mentioned during the testimony that they 

“redrafted… a new copyright law in another subcommittee in 1976 and that’s already down the 

tube because of the evolution in electronics….”  Every time technology changed, they had to 290

“start[] all over, almost from scratch. And it’s being predicted… that whatever we turn out now, 

we’d better be prepared to redo again in about 4 years.”  Perhaps Congress did not act because 291

computers were changing so quickly that it was difficult to understand what was happening. The 

positive public perception of hackers did little to convince Representatives and Senators to 

increase penalties on them, and the computer security community, though at this point 

considered respectable, was still small, and had very little public clout. As a result, laws passed 

in this era were either non-existent or relatively weak.  

 

Conclusion 

290 Subcommittee on Crime, 98th Cong., Hearings, 190.  
291 Subcommittee on Crime, 98th Cong., Hearings, 190.  
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The 1984 CFAA was better than nothing, but weak. Legislators struggled to keep pace 

with the changes in technology, explaining that each action they took would likely have to be 

redone in four years. The legislation barely addressed hacking and focused primarily on 

combating credit card fraud. In 1986, it was amended from “knowingly” to “intentionally,” 

though cybersecurity experts still faced issues from judges, who often let hackers off lightly and 

occasionally refused to prosecute cases in which the stolen item was electronic, and the public, 

who viewed the hackers as Davids standing up to Goliath despite, or perhaps because of, their 

whiteness, maleness, and lack of care for the law and others’ money. The 1986 CFAA, however, 

was stringent enough to prosecute Robert Morris, Jr. for releasing the Morris Worm onto the 

ARPANET in 1988, shutting down a tenth of the network and causing, at the least, tens of 

thousands of dollars of damage.  

As of 1986, there was no legal requirement for companies to secure data, computers, or 

computer networks. There were few financial incentives for security. Instead, the government 

agreed to prosecute hackers who took advantage of companies’ or organizations’ insecurities. 

However, in the case of Clifford Stoll’s early adventures at Lawrence Berkeley Laboratory, 

where he discovered German hackers accessing US military computers to sell information to the 

Soviet Union, the 1984 CFAA – and the 1983 Orange Book – were insufficient. After all, the 

Orange Book was only a standard for computer manufacturers, most of whom opted out of it. 

The 1984 CFAA, a domestic law, could not be used to effectively prosecute international threats, 

which rapidly grew in number in the 1990s as networks and computers exploded across the 

globe. Cybersecurity was seen as an issue of domestic importance, and thus the mechanisms put 

in place to address it were woefully inadequate in the face of international cyber attacks.  
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Conclusion  

 

When the wave of cyberattacks came in the 1980s and 1990s, the United States was 

defenseless. Russia, China, and other enemies easily trespassed into military computers, stealing 

vital intelligence information and national security secrets from the treasure troves of newly 

digitized information. There are four threads to this story, and each explains why these attacks 

were possible.  

First, the United States cybersecurity community, unable to see the future, chose secure 

kernels over multi-level security, disregarding Willis Ware’s all-encompassing vision of security 

for the theoretical guarantee of a secure operating system. The Anderson Report argued that a 

secure kernel would allow for a fundamentally secure computer, which was a better use of 

resources than infinite attempts to patch a fundamentally vulnerable operating system. This made 

sense at the time, and provided a basic definition for security, sorely needed in a community still 

struggling to understand how to achieve cybersecurity. However, the Anderson Report also 

emphasized formal verification, a mathematical attempt to verify security that prioritized abstract 

concepts over practical uses. Debates over impractical models like Bell-LaPadula, which 

followed from the Anderson Report, escalated, consuming valuable time and resources. While 

they still faced largely theoretical threats, the community fell asleep at the wheel, allowing 

themselves to be consumed in robust academic debates instead of creating secure tools and 

technologies.  

Second, as the community professionalized, the tension between practicality and 

abstraction emerged in their conferences. The defense and intelligence communities attended the 
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NCSC, academics attended Oakland, and there was very little overlap. Their professionalization 

prompted increased funding from the National Science Foundation, but it also caused the DOD 

to take cybersecurity funds from the Air Force and Navy, which had invested them well, and 

give them to the NSA’s new Computer Security Center. The NSA fought its new mission, 

preferring secrecy to the openness the Center required, and vital research stalled because of a 

misguided attempt at centralization.  

Third, the Orange Book failed. It was a rushed attempt to force confusing standards on an 

industry that had little use for them. Lifelong government officials came up with a list of security 

requirements they wanted for government computers, then expected manufacturers to spend 

large amounts of time and money adjusting when no natural market forces demanded security. 

Instead, computer manufacturers used waivers to avoid securing their systems. Security was 

expensive, and even as the theoretical threats Ware mentioned became less and less theoretical, 

people were still unwilling to pay for it. Had the Orange Book succeeded, computer systems 

likely would have been far more secure against network attacks, or at least more easily able to 

adapt because of existing security and security evaluation mechanisms. Instead, it was a flawed 

implementation of a bad idea.  

Fourth, the 1984 CFAA was weak. The hacking community that emerged in the early 

1980s was a shadow of the threat that would be posed by international aggressors. The domestic 

hackers were scared teenagers who could be arrested and tried. The international hackers were 

savvy agents of enemy nations which most certainly would not extradite them to the United 

States. While the Orange Book had failed because it did not adequately apply standards for 

security, the 1984 CFAA was never meant to protect the United States against Russian or 
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Chinese cyber attacks: it was meant to protect the country from credit card fraud, and 

criminalizing hacking was simply a side benefit. The 1984 CFAA was not designed to make 

computers secure, but to punish those who took advantage of computers’ insecurities, which did 

little against international hackers.  

Regardless of their shortcomings, these early experts won. They fought against inertia 

and thriftiness to get significant investments in cybersecurity. They established the professional 

infrastructure of the community, some conferences of which still occur today, and many of its 

basic principles. Cybersecurity specialists reading Willis Ware’s 1967 paper will likely be 

shocked, as I myself was, by how much of it is still relevant, despite the fact that it was written in 

a time before networks. They defined security, they attempted to create secure kernels, tools, and 

technologies, and they strove to make the country aware of the threats of computer 

vulnerabilities.  

The technology used to win the Gulf War inspired new academic work on warfare and 

technology. In August of 1990, the United States deployed US troops to the Gulf War, which it 

won easily using its superior information technology, famously “blinding” (destroying the radar 

of) and “deafening” (destroying the communications of) Iraq’s Saddam Hussein.  Quickly after 292

the war ended in February of 1991, the United States’ effective use of technology prompted a 

new school of thought called the “Revolution in Military Affairs,” a paradigm which recognized 

war could be won quickly and decisively by technical dominance.  On June 27, 1991, Winn 293

Schwartau testified to Congress that government and commercial computer systems were so 

292 Edward Halpin et al., Cyberwar, Netwar and the Revolution in Military Affairs (New York: Palgrave MacMillan, 
2006).  
293 Christian Czosseck and Kenneth Geers, eds., The Virtual Battlefield: Perspectives on Cyber Warfare (No 
Location: IOS Press, 2009). See also: Edward Halpin et al.  
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poorly protected that they could “essentially be considered defenseless… an electronic Pearl 

Harbor waiting to occur.”  The “electronic Pearl Harbor,” in which the United States was 294

thought to sit unprepared before a shocking and emotionally devastating attack, became a 

common metaphor for computer vulnerabilities and placed further emphasis on the issue.  

In response to these newly perceived threats, the United States took several critical steps. 

In the aftermath of the Morris Worm, the DoD funded Carnegie Mellon University’s Computer 

Emergency Response Team (CERT), which provided mechanisms for widely sharing 

information and coordinating defenses.  Similar Centers opened at the Defense 295

Communications Agency, the Department of Energy, and more. In 1991, the National Academy 

of Sciences released the influential report Computers at Risk, which concluded that the market 

did not work fast enough to incentivize truly secure computers.  In 1993, RAND released an 296

impactful report titled “Cyberwar is Coming!” that redefined war as primarily fought by 

machines and emphasized the “Information Revolution,” which characterized information as a 

“strategic resource that may prove as valuable and influential… as capital and labor have been in 

the industrial age.”  This was a significant part of the Information Warfare school of thought, 297

which held that the collection of information, made much easier by technology, could by itself 

win a war.   298

294 US Congress, Subcommittee on Technology and Competitiveness of the Committee on Science, Space, and 
Technology.  Hearings. 102nd Cong., 1st Sess., June 27, 1991. This thesis does not delve into military history 
because military history did not begin to consider the impact of digital technology until the Gulf War.  
295 Healey, 32.  
296 Healey, 34.  
297 John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy 12 No. 2 (Spring 1993): 
141-165.  
298 Dorothy E. Denning, Information Warfare and Security, (US: ACM Press Books, 1999). 
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Like the Revolution in Military Affairs, Information Warfare sought to redefine warfare 

through a technological lens. Both schools of thought overlapped with cybersecurity. 

Cybersecurity attempted to protect computers and networks, and Information Warfare saw the 

benefit of protecting one’s own information while attacking vulnerable enemy computers to 

access theirs.  The Revolution in Military Affairs saw cyber weapons as a potential advantage, 299

as cyber weapons could be used to destroy the other side’s technology, thus increasing one’s own 

technological advantage. Cybersecurity, on the other hand, could be used to defend against cyber 

weapons, thus preserving one’s own advantage.   300

Though defenders moved with more haste than ever before, they could not keep up with 

the expanding amount of attacks. As computers and networks continued to spread, so too did the 

power to hack military computers from anywhere. After the creation of the World Wide Web in 

1993, Vladimir Levin of Russia successfully siphoned $10 million from Citibank, an American 

bank, before being extradited to the United States.  In 1998, California teenagers, aided by an 301

Israeli mentor, successfully targeted unclassified DoD systems. Deputy Secretary of Defense 

John Hamre told President Bill Clinton the incident might be “‘the first shots of a genuine cyber 

war, perhaps by Iraq.’”  This lack of even basic knowledge on the attackers is representative of 302

the time period. In 1998, Russian cyber attacks known collectively as MOONLIGHT MAZE 

targeted “‘hundreds of computers at NASA, the Pentagon, and other government agencies, as 

well as private universities and research laboratories.’”  Around the same time, the Chinese 303

299 Denning, Information Warfare and Security, 67. Information Warfare also included using computer viruses and 
“logic bombs” to disrupt foreign networks, spread confusion, and disseminate propaganda.  
300 Halpin et al. 
301 Healey, 33.  
302 Healey, 43.  
303 Healey, 49.  
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government began conducting a series of cyber espionage attacks against the United States, a 

multi-year campaign which became known as “Titan Rain.”  These attacks demonstrated the 304

capabilities of state enemies to access important state and military secrets and information.  

By 1986, Willis Ware’s vision for a focus on computer security was a full-blown 

community, active in shaping government and industry standards and policies and active in its 

own conferences and journals. This infrastructure was necessary to account for new attacks on 

computers and computer networks, such as the Cuckoo’s Egg and the Morris Worm, and for the 

rapid proliferation of computer viruses in the 1990s, as states began to get into the game and 

attack one another using malware as cyber weapons. Before there was Stuxnet or the Morris 

Worm, there was Willis Ware and the community he helped create, working to slow down the 

pace of technology and insert into it something no one wanted: measured, logical security 

measures.  

A final thread bears reinvestigation. Despite men's dominance in the field of computer 

science from the 1950s to the 1980s, women played a significant role in the early computer 

security community. The earliest computers, back when they were humans who did 

computations by hand, were women. Once the field became exciting and lucrative, they were 

pushed out by men, and many, including Sheila Brand, were directly refused jobs with digital 

computers because they were women. Nevertheless, they persisted. Sheila Brand was the 

primary author of the Orange Book. Dorothy Denning was the first computer security Ph.D., 

author of many influential cybersecurity textbooks, and innovator in the realm of database 

technology. Susan Nycum led a legal revolution in the conceptions of cybersecurity law and was 

304 Cyber espionage uses networks and unauthorized computer access to seize information. 
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at least partially responsible for the 1978 Florida law, the first cybersecurity law in the US, and 

the 1984 CFAA, though she testified to Congress that it did not address many of the real 

problems in cybercrime.  Much of the good work done by women has been left out of this 305

paper because it related to technical innovations and had little to do directly with policy. It is an 

area that is ripe for more in-depth discussion than this paper has afforded it.  

These pioneers were the first cybersecurity community, but they were not the last. They 

fought a battle for a people who did not support them, and waged a war for security on behalf of 

those did not want to invest in it. Before the late 1980s, the threats the cybersecurity community 

warned of were largely theoretical: a looming shadow behind the enthralling power of new 

technologies. Until the threat became real, there was no incentive for security. Even then, people 

resisted. As Donn Parker noted,  

“Everybody likes to be able to communicate in confidence and secrecy when they need to 
and everybody likes to have an assurance that they are free from attacks from criminals, 
but… security itself… is unpleasant and inconvenient and it subtracts in business from 
profitability, productivity, and growth…. [N]obody likes it…. I’ve spent thirty-five years 
of my career working in a field that nobody really likes….”  306

The fight for cybersecurity began as a losing battle against inertia, ignorance, and 

economic forces. Just as Willis Ware’s first paper on cybersecurity was met with a lukewarm 

response, so too were Clifford Stoll’s frantic calls to military agencies that had been attacked by 

German operatives selling their information to the Soviet Union. The price of cyber 

vulnerabilities is high: in some cases, the price is freedom itself. The locations and families of 

305 In 1987, at the SOSP Conference in Austin, Texas, 13 women established a group called SYSTERS for 
community support.  
306 Parker, 15.  
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servicemembers, intelligence that many risked their lives for, and national security secrets are all 

located on computers that, even today, are woefully underprotected.  

Today, companies like Google, Facebook, and Amazon hold more information about us 

than we can even imagine. They know our likes and dislikes, our deepest secrets, and many of 

our communications with our loved ones. Smaller companies, which are even less protected, 

hold much of the same data. Common usernames, passwords, personal facts, financial 

information, addresses, and more are all available to hackers, and accessing them is not hard. As 

an undergraduate, I took a computer science course that taught me how to hack drones and pick 

up traffic to unsecured Internet routers.  

The Information Age is here, and the world is only growing more insecure. Personal and 

military information, security and privacy of communications, and the right to be forgotten have 

all been casualties of the Information Age. The world is in desperate need of mechanisms for 

deterring and punishing viruses, malware, spam, phishing, and all manner of modern-day 

horrors. More importantly, the public needs to be educated about the dangers of computers and 

how to best defend themselves from cyber attacks.  

The fight for cybersecurity began as a losing battle, but it is my hope that it will not end 

as one. The stakes are far too high.  
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