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ABSTRACT 

 

 

 

The U.S. ‘War on Drugs’ has been met with significant obstacles and the need for an 

overhaul and improvement in counternarcotics intelligence. The importance of the 

development of an analytical theory is accentuated by the current state of the 

American addiction epidemic and its threat to homeland security, and needs to be 

approached with a thoughtful urgency. The threat of transnational criminal 

organizations (TCOs) in Mexico and abroad that facilitate the narcotics trade is 

becoming a growing challenge for the U.S. intelligence community. This thesis 

provides a review and framework for the development of intelligence theory specific 

to counternarcotics. Research and academic literature on the theory of 

counternarcotics intelligence theory is limited. Through general intelligence theory 

literature, historical content, and information on the agencies and operations of the 

U.S. counternarcotics intelligence community, a comprehensive analysis of siloes and 

mission diversion is explored. A comparative analysis of intelligence services of the 
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U.S., Mexico, TCOs, and other non-state actors in Afghanistan reveals strengths and 

weaknesses in approaches for building a framework. Understanding methods and 

tactics of TCOs and the disadvantages of the U.S. in relation to intelligence analysis 

and policy is paramount to theory development and making intelligence more 

relevant. Major areas of focus and improvement for the intelligence community are: 

defining roles of agencies and mission; defining a counternarcotics intelligence 

expert; updating social and intelligence strategies to dissemble TCOs, focusing 

resources on intelligence strategy versus law enforcement tactics; and establishing a 

foundation that acknowledges the ethical obligation of counternarcotics intelligence 

officials to those people impacted by addiction and their families.   

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



iv 

 

 

 

 

 
 

 

 

 

 

 

ACKNOWLEDGEMENTS 

 

 

 

 

 

 

 

 

 

 

 

To Joe Smaldone, my mentor and cheerleader, thank you for your patience and guidance. 

To Mom, Dad, and D.L.X.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



v 

 

CONTENTS 

 

ABSTRACT              ii   

 

ACKNOWLEDGEMENTS          iv 

 

CHAPTER 1: AN ETHICAL OBLIGATION OF THE INTELLIGENCE 

COMMUNITY                                                                                                              1 

 

CHAPTER 2: INTELLIGENCE COMMUNITY THEORY AND VALUES           21

                                                                                                                              

 

CHAPTER 3:AN INTERDISCIPLINARY PERSPECTIVE AND COMPARATIVE 

INTELLIGENCE                                                                                                   42 

 

CHAPTER 4: TOWARDS A THEORY IN COUNTERNARCOTICS 

INTELLIGENCE                                                                                                         64 

 

BIBLIOGRAPHY          92 

          

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



1 

 

CHAPTER 1: AN ETHICAL OBLIGATION OF THE INTELLIGENCE 
COMMUNITY 
 

The U.S. drug control policy, formerly referred to as the “War on Drugs,” and 

the counternarcotics intelligence community have struggled to have a positive 

impact on homeland security measures and lessening the impact of drug trade on 

U.S. residents. The trends in overdose deaths and violent crime in the U.S. have 

worsened, and conditions are not improving. While the U.S. has extensively 

invested in law enforcement tactics, as well as some scientific research and public 

health resources, there is a fundamental issue with counternarcotics intelligence 

analysis and strategy that stands in the way of progress. The need for a cohesive 

counternarcotics intelligence strategy and theory will be explored through existing 

intelligence theories, comparative analyses, and historical contexts. The 

intelligence community’s ethical obligation to the American people will provide a 

framework for which to reimagine an alternative solution to the addiction 

epidemic and the security problems presented by transnational criminal 

organizations. There are numerous issues with the counternarcotics intelligence 

community that need to be reimagined, such as; agency turf wars and mission-

driven siloes, bureaucratic and policy problems, a lack of formal definitions on 

counternarcotics intelligence theories and professionals, depending on law 

enforcement tactics versus the development of a global strategy, and information 

biases.  
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In Gina Haspel’s Congressional hearing upon her nomination to Director 

of the Central Intelligence Agency (CIA), she referred to the current addiction 

and drug crisis in the U.S. as a threat to homeland security.1 Did she mean in 

and of itself the addiction crisis is a fundamental threat, or was she only 

referring to the bad actors- the transnational criminal organizations (TCOs) 

and non-state actors who facilitate the narcotics trade? While it is hard to 

decipher exactly what was meant, Ms. Haspel’s statement highlights an ethical 

and philosophical question about drugs in America and the U.S. intelligence 

community’s ability to respond. It could be a statement that implies an 

obligation that U.S. intelligence agencies like the CIA have to people and 

communities that are susceptible to the drug epidemic.  

The drug epidemic encompasses physical, mental, and financial damage, 

including death, violence, corruption, and cost burden. The protection of 

Americans and the homeland is at the core of the intelligence community 

mission. The state of affairs and the addiction epidemic have created a 

different construct and ideology that is being acknowledged by Gina Haspel’s 

statement, but not currently being applied to the way intelligence activities are 

performed.  The U.S. intelligence institutions are designed and organized 

around the concept of homeland security, being the collection and analysis of 

secret information (or “intelligence”). The goal is to keep things and people 

                                                

1. Director of CIA Nomination Hearing, U.S. Senate Select Committee on Intelligence 
Cong, (2018). 
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out, like bombs and terrorists. This newer construct per Director Haspel, the 

addiction epidemic threat, is based on what the U.S. has not been able to keep 

out and the death and damage that is already occurring.  In 2017, drug 

overdose was the leading cause of death for Americans under the age of 50. It 

is estimated that 72,000 people died from drug overdoses.2  It is projected that 

1 in 7 people in the United States will have a diagnosable substance use 

disorder in their adult lifetimes.3 Today, that would mean this issue impacts 

45.6 million living people directly. This number does not include the impact 

on family members, spouses, children, and employers.  

United States drug control policy and the ‘War on Drugs’ policy have not 

had a positive impact on American society. U.S. authorities have not reduced 

supply and demand of narcotics. The U.S. has one of the most comprehensive 

and well-funded portfolios in the world for the reduction of supply and 

demand.4  Yet, the trends of overdose deaths and violent crime in the U.S., 

and around the world, continue to worsen and conditions are not improving. 

The death toll due to drugs has exceeded the death toll by car accidents every 

year since 2015. There are currently 21 million Americans in need of 

                                                
 2. United States, Center for Disease Control and Prevention, National Center for Health 

Statistics, Vital Statistics Rapid Release: Provisional Drug Overdose Death Counts, by F. B. 
Ahmad, L. M. Rossen, M. R. Spencer, M. Warner, and B. Sutton. See, 
https://www.cdc.gov/nchs/nvss/vsrr/drug-overdose-data.htm  

 
3. United States, Public Health Service, Office of the Surgeon General, Facing Addiction 

in America: The Surgeon General’s Report on Alcohol, Drugs and Heath. 
 
 4. "US Drug Overdose Deaths: A Global Challenge," The Lancet 387, no. 10017 (2016): 

404. doi:10.1016/s0140-6736(16)00211-7. 
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substance use disorder treatment. 5 The availability and accessibility of heroin, 

opioid painkillers, fentanyl6 and carfentanil7 suggests that this number will 

rise. The narcotics supplies that cross into the U.S. every year is unknown, 

and it is estimated that U.S. authorities interdict a very low percentage of 

illegal narcotics coming across the border. 

While American policy-makers have increased investment in law 

enforcement, health care, and scientific research over the last 2 years, these 

policy improvements do not account for a fundamental problem that needs to 

be resolved in drug control policy.8  Demand reduction efforts throughout the 

country are failing policies. The U.S., which has a comprehensive strategy and 

a multibillion-dollar budget for drug demand reduction and drug use 

prevention, is currently experiencing a crisis in opioid (i.e. heroin and 

prescription opiates) overdoses.9  International efforts around the prevention 

and treatment policy for addiction and drug use are largely ignored and there 

is limited research around security and narco-states. The demand for narcotics 

                                                

 
 5. United States. Department of Health and Human Services. Substance Abuse and 

Mental Health Services Administration, National Survey on Drug Use and Health, 2017. 
 

 6. Fentanyl is a powerful synthetic opioid analgesic that is similar to morphine but is 50 
to 100 times more potent. See, www.NIDA.gov.  

 

7. Carfentanil or carfentanyl (brand name: Wildnil) is an analogue of the popular 
synthetic opioid analgesic fentanyl and is one of the most potent opioids. http://www.nih.gov. 

 
8. Comprehensive Addiction and Recovery Act (2016); H.R. 6 (2018)  
 
 9. The Lancet, "US Drug Overdose Deaths: A Global Challenge."  
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and the nature of humanity is intricately connected to these security and 

intelligence issues. However, silos in belief, strategy, and operations across 

the many different disciplines in the federal agencies that address counter 

narcotics intelligence and drug control policy prevent an interdisciplinary and 

comprehensive strategy from being developed. This is further complicated by 

recent politics and the priorities of policy makers to build physical 

infrastructures like border walls to stem the import of drugs and the 

diplomatic isolation of the Mexican government.  

 It is essential to the improvement of policy, law enforcement, and 

intelligence collection to understand the nature of narcotics’ effects on the 

drug user and the brain. The drug user as a stakeholder group is not 

acknowledged across the counternarcotics intelligence literature. The behavior 

of this stakeholder group in the addiction epidemic threat is studied by science 

and academia, but poorly understood by policy makers and the intelligence 

community. If the foundation of intelligence and the community committed to 

its collection and analysis is to find the truth, then understanding this key 

actor is fundamental to the truth. Drug demand reduction is an important 

element to treating the addiction epidemic threat to security. Efforts in 

demand reduction and supply reduction have been minimal. Since the 1990s, 

intelligence perspectives from top analysts have suggested that the agencies 

responsible for interdiction have no idea how much they interdict, or how 
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much is getting into the United States.10 There is not much evidence that 

exists to say that this observation has changed significantly. The Drug 

Enforcement Agency (DEA) is able to report on how much was interdicted in 

a standardized manner, which will be explored in depth in Chapter 2. 

However, calculations for predicting how much comes in cannot be validated. 

In line with a truism in the intelligence community, “you don’t know what 

you don’t know.”  And in the words of a former intelligence analyst, “so 

what?”11 Knowing the truth about how much narcotics gets into the U.S. has 

no bearing on demand reduction. The nature of addiction and biological 

factors make it a moot point despite continued efforts to make these 

calculations have meaning and interdict supplies.  Key focus and strategy in 

counter narcotics intelligence is placed on supply control and supplies are 

steadily increasing. One solution could be in organizing intelligence strategy 

towards demand control and demand control cannot be successful without an 

understanding of the truth about drug demand. 

It is human nature, for as long as history has been recorded, to participate 

in drug use for the purpose of escaping or advancing one’s emotional state, or 

to feel good or feel better. In the 1980s, researchers and neuroscientists began 

                                                

10. Gregory Treverton, “Intelligence Analysis: Between Politicization and Irrelevance” in 
Analyzing Intelligence: Origins, Obstacles, and Innovations ed. James Bruce and Roger Z. 
George (Washington D.C.: Georgetown University, 2008), 91-104. 

 
11.  Dennie Watson is a Georgetown professor of Thinking Critically: Intel Policy and 

uses the lesson of “so what?” as the basis for teaching students the relevance and timeliness of 
intelligence products.    
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to understand the phenomenon of addiction in the brain. Drugs and substance 

use disorders affect tissue function in the brain, like other neurological 

diseases. There are two main parts of the brain that addictive drugs alter:  the 

limbic system and the prefrontal cortex. The limbic system is responsible for 

basic human survival instincts and behavior, such as eating and drinking, 

finding shelter, and caring for children.  Participation in these activities causes 

the brain to release dopamine, a chemical that makes humans and other 

mammals feel good and is connected to the perception of happiness. In other 

words, a brain releases dopamine to train itself how to survive.  The system 

forms memories of the good feelings so that the behavior is repeated.  Drugs 

and alcohol activate the same dopamine-release system in the limbic system 

that is activated when humans participate in survival-instinctive behavior.  

Addictive narcotics also affect the prefrontal cortex, the more advanced part 

of the human brain, the area that is responsible for decision-making, impulse 

control, and reasoning.  Over time, new memories formed in the brain that 

relate to a drug and its coinciding dopamine release can overtake the “old” 

memories that contributes to the instincts to participate in survival behavior. 

Reason and decision-making around the ability to eat, drink, sleep, and even 

take care of ones’ children become weakened as the brain replaces those 

activities with the use of drugs instead. The brain records memories that 

“convince” it that it needs drugs to survive. The brain will need higher levels 

of the substance as the body and dopamine system builds a tolerance, and the 
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increase in substance intake erodes brain tissue, and therefore its ability to 

function correctly. This is how addiction develops. This is also why addiction 

can be difficult to treat. Not all people who use drugs are going to develop a 

substance use disorder or addiction; this is dependent on individual risk 

factors, and the nature of the narcotic being used. 70% of all heroin users will 

develop an addiction due to the severity of the neurological effects opioids12 

can cause.13 Heroin and other opioids like prescription painkillers and fentanyl 

are fast- acting in their ability to alter the dopamine system in the brain. 

Addiction and substance use disorders are chronic and relapsing neurological 

conditions that change the way the human brain functions.  

The nature and potency of narcotics have also evolved over time. 

Advancements in agricultural and production mechanisms account for more 

and stronger batches of narcotics. Pablo Escobar’s ascent from being a 

contraband and cigarette smuggler to being one of the  most powerful drug 

lords in history was predicated on his ability to identify manufacturers who 

made advances in the processing of coca plants and the discovery of coca 

paste, a derivative of powder cocaine.14  Today, the addition of fentanyl and 

carfentanil into heroin supplies across the United States has increased the 

                                                

12. Opioids are products made of the organic derivative of the opium poppy plant, a flower 
originating from Southwest Asia, See, www.deamuseum.org.  

 
13. Lisbet Portman, Addiction Policy Forum, https://www.addictionpolicy.org/addiction-

series-main.  
 

 14. Peter S. Green, "Cocainenomics: The Syndicate." (n.d.), 
https://www.wsj.com/ad/cocainenomics. 
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likelihood of overdose.15 The physical process of withdrawal16 from heroin 

has also changed over time to the differentiations in strength of the opioids, 

such as those that include fentanyl. However, addiction medicine and the 

healthcare system have not been able to evolve as rapidly as the substances 

that causes these conditions, further strengthening the addiction epidemic 

threat to homeland security.    

 A THREAT TO HOMELAND SECURITY 

A threat to homeland security is categorized as having impacts for people 

and communities, buildings, and infrastructure on American soil, that would 

be affected by any form of an “attack.”  The original definition in the National 

Strategy for Homeland Security is: 

Homeland security is a concerted national effort to prevent terrorist attacks 
within the United States, reduce America’s vulnerability to terrorism, and 
minimize the damage and recover from attacks that do occur.  

 

The idea and contract of “homeland security” was created for a post-

September 11th world where the primary threat being referred to is terrorism. 

Despite internal attempts to update this definition to be “hazard-based” instead 

of terrorism-dependent, i.e. natural disasters, drugs and narcotics, violence, 

political upheavals or unrest, bureaucratic processes and politics have kept the 

                                                

 
15. Rita Rubin, "Illicit Fentanyl Driving Opioid Overdose Deaths," Jama 318, no. 22 (2017) 

doi:10.1001/jama.2017.18602. 
 

16. Withdrawal is the group of symptoms, sometimes severely painful, associated with the 
abrupt removal or decrease in dosage of a psychoactive substance. See, www.naabt.org.  
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definition to be specific to terrorist activities.17 While many unofficial 

definitions and debates exist around the proper description, goals, and purpose 

of homeland security, government reporting can give some insight into major 

areas of focus. The 2017 Worldwide Threat Assessment of the US Intelligence 

Community - Senate Select Committee on Intelligence report covered other 

topics besides terrorism, including cyber threats, emerging technologies, 

economic and resource security, the proliferation of weapons of mass 

destruction, and transnational criminal organizations (TCOs). 

Among the topics covered, the section on transnational criminal 

organizations mentions the narcotics trade and organizations that are drug 

trafficking. The report also highlights the production of synthetic drugs in 

Asia (such as fentanyl and carfentanil), the rising numbers of imports, the 

rising death toll from overdose in the US,18 the “staying power” of Mexican 

transnational criminal organizations (i.e. the cartels), the rise in production of 

cocaine in Colombia, the association of drug trafficking networks with other 

illegal contraband, wildlife and human trafficking, and the increased rates of 

murder in North America. While this section of the threat assessment is the 

only section that mentions this issue specifically, narcotics trafficking is 

                                                

17. Christopher Bellavita, “How Proverbs Damage Homeland Security,” Homeland Security 

Affairs 7, no. 2 (n.d), http://search.proquest.com/docview/1671449348/. 
 

18. The recorded average number of overdose deaths per day in the U.S.  has gone up 
steadily since 2014. In 2014, there were 129 a day from overdose, in 2014, 139 overdose 
deaths a day, in 2016, 142 a day, and in 2017 there were 174 deaths per day. In 2018, the 
estimated number will be 197 deaths per day See, www.cdc.gov. 
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associated with other sections that were reported on to Congress last year. 

Cyber threats and emerging and disruptive technologies, such as online black 

markets,19 hacking enterprises,20 and the use of cryptocurrencies are 

fundamental tools utilized by drug trafficking organizations to finance and 

protect themselves. Cryptocurrencies should be of interest to counternarcotic 

intelligence and finance intelligence organizations as they are forms of money 

that can be transacted and moved safely throughout the world and are difficult 

to trace. Compared to cryptocurrency markets, the more traditional forms of 

money laundering may take more time and are more difficult to conceal from 

authorities.21 

Narcotics and drug trafficking organizations are also not mentioned in the 

economic and resource security threat section of the report. However, this 

threat can be exemplified through the cost of drug control, law enforcement, 

and addiction to society.  Studies and available information on these 

                                                
 

19. Online marketplaces on the “darknet” have been a popular tool for the buying and 
selling of narcotics since the beginning of the Internet. The dark net is a large collection of 
sites and services that can be accessed only through a special browser, which routes online 
traffic so as not to be to identify where the traffic or user originally came from. Recently, 
some of the larger online black drug markets have been shut down by authorities, including 
Silk Road and AlphaBay. (See, for instance, www.businessinsider.com/alphabay-online-
black-market-taken-down-silk-road-2017-7) 

 

20. There has been an increased number of reports that drug cartels are hiring computer 
programmers and hackers to participate in cybercrime, protect their online networks, and steal 
credit card information (See, www.insightcrime.org/news/analysis/are-mexico-drug-gangs-
drafting-hackers). 

 
21. Ylan Mui and Karen James Sloan, "How Bitcoin Is Fueling America's Opioid Crisis," 

CNBC, April 15, 2018. http://www.cnbc.com/2018/04/13/how-bitcoin-and-cryptocurrencies-are-
fueling-americas-opioid-crisis.html. 
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projections vary across the literature. There are many factors that may be 

taken into consideration when adding up the total cost burden of narcotics 

trade, and substance use and addiction to the American taxpayer. The National 

Institute of Drug Abuse (NIDA) estimates a cost based on health care costs, 

law enforcement costs, and the loss of work productivity by those affected by 

substance use. NIDA estimates that the cost to society is about $740 billion 

annually.22 The data used to make this calculation is from 2003-2011. This 

number should be higher if that calculation included the last 7 years of data, 

which reflect an increase in the addiction crisis, the use of more potent 

narcotics, and an increase in fatal and non-fatal overdose cases. 

Drug trafficking organizations should also be considered in the assessment 

of weapons of mass destruction and their proliferation threat. In a recent 

analysis, former acting director of the CIA, Michael Morell, wrote that drugs 

like carfentanil, which is thousands of times more potent than heroin, goes 

beyond being a public health crisis and is a danger to the homeland. He went 

so far as to say that these drugs are a weapon of mass destruction. Some 

countries have classified carfentanil as a chemical weapon and it is banned 

from the battlefield under the Chemical Weapons Convention.23 This 

statement was related to the use of the drug by the Russian government to 

                                                

22. National Institute on Drug Abuse, "Trends & Statistics," (April 24, 2017). 
https://www.drugabuse.gov/related-topics/trends-statistics#supplemental-references-for-economic-
costs 

23. Michael J. Morell, "The Opioid Crisis Becomes a National Security Threat," The 
Cipher Brief, September 03, 2017, www.thecipherbrief.com/column/expert-view/opioid-
crisis-becomes-national-security-threat. 
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subdue a terrorist attack in Moscow, which ended up killing the attackers by 

circulating it in an air ventilation system. Fentanyl and carfentanil is 

manufactured in China and is sent illicitly to the United States and North 

America through the mail. It is easy to hide, and small amounts are sufficient 

to the needs of narcotics suppliers, such as traffickers or drug dealers, to mix 

with or “lace” heroin. It is also inexpensive compared to heroin and other 

street drugs. Carfentanil and fentanyl are thought to be used to cut costs and 

increase the potency of heroin.24 A majority of people who use heroin do not 

seek out the opioids nor are they aware of how much they are getting in their 

drugs when using. However, drug culture in the U.S. has changed so rapidly 

over the last 2 years, so that their presence is expected and accepted, and 

overdose is a common happenstance for heroin users. A Center for Disease 

Control (CDC) analysis of 11,045 opioid overdose deaths from July 2016- 

June 2017 revealed that 1,236 people (11.2%) in this sample tested positive 

for carfentanil. A substance classified as a chemical weapon that can be easily 

hidden and trafficked through the postal system, has made its way into street 

drugs and caused a significant loss of life.  

The intelligence community is a fundamental player in the maintenance of 

homeland security. As previously stated, there also exists an obligation to the 

American people in the context of the addiction epidemic threat to security. A 

                                                

 
24. United States, Drug Enforcement Administration, 2017 National Drug Threat 

Assessment Report, DEA-DCT-DIR-040-17. 2017. 
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new construct has emerged, and the system must adjust and be designed to 

address a different threat that has already penetrated the borders. This network 

of TCOs operates differently than previously-held belief systems and 

understanding their activity may be more applicable to counterterrorism or 

cyber threat intelligence than how it is traditionally viewed from a law 

enforcement perspective. Intelligence analysis theorists have argued there is 

limited collaboration and a lack of shared goals when it comes to the 

collection and synthesis of information in the intelligence community.25 The 

collection, synthesis, and analysis of intelligence data rely on multi-

disciplinary government agencies with limited capacities to collaborate and 

share. Objectives and activities are dictated by the policy makers, and further 

become convoluted by the separate missions across 17 intelligence agencies. 

Michael Turner, a renowned theorist in intelligence matters, discusses issues 

across the intelligence community writ large. He claims these issues are 

stemming from differentiations in agency “style” and mission-focused myopia 

that is rooted in specialization.26 While there is purpose for mission space 

“boundaries” within U.S. intelligence agencies, Turner’s argument is one 

premise for explaining issues in the counter-narcotic field. This “style” 

                                                

25. Richard K. Betts, Enemies of Intelligence: Knowledge and Power in American 

National Security (Columbia University Press, 2009); Paul Maddrell, The Image of the 

Enemy: Intelligence Analysis of Adversaries since 1945 (Washington, DC: Georgetown 
University Press, 2015). 

 

26. Michael A. Turner, Why Secret Intelligence Fails (Washington: Potomac Books, 
2006). 
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phenomenon manifests in the difficulty to track activities and information 

across agency “boundaries” and rules associated with government 

organizations. Coordination and sourcing of information across agencies who 

are working on similar portfolios are difficult.27 

Michael Turner describes American intelligence as possessing a “style.” 

The characteristics that compose this style are a way to approach an analysis 

of the United States’ and its partners’ continued disadvantage in the failed 

“War on Drugs” and inability to dismantle drug trafficking organization. The 

competing interests and turf wars of more than 17 intelligence agencies is one 

element that contributes to drug trafficking organization and cartel success. 

Counternarcotics intelligence portfolios and portfolios that touch drug 

trafficking organizations and their criminal affiliates can be found  in many 

U.S. agencies and institutions, including but not limited to: all branches of the 

military, Drug Enforcement Agency (DEA), Central Intelligence Agency 

(CIA), U.S. Coast Guard, National Security Agency (NSA), Federal Bureau of 

Investigation (FBI), Department of State (DOS), Defense Intelligence Agency 

(DIA), Department of Homeland Security (DHS), National Reconnaissance 

Office (NRO), National Clandestine Service (NCS),  Federal Trade 

Commission (FTC) and other banking organizations, and the Internal Revenue 

Service (IRS). 

                                                

27. Betts, 2009. 



16 

 

In addition to the federal agencies, activities, investigations, and 

operations exist at the state and local (county and city) policing levels. They 

also exist at the multinational level, for example, through the U.N. Office on 

Drugs and Crime (UNODC) and INTERPOL. This amounts to mass 

collection issues, information overload, and analysis issues, as well as a lack 

of information sharing that may be needed to conserve resources. Potential 

duplication of work and missions creates waste and further strains budgets. 

Chapter II will further elaborate on the details and contributions of the 

different intelligence agencies and counter-narcotics strategies, and their 

fundamental misalignment.  

A lack of information sharing may also prohibit the creation of robust 

intelligence products. Javier Pena, a DEA agent credited with the 1993 

capture of Pablo Escobar28 references turf wars and information sharing 

barriers as the cause for the length of time and resource drain that it took to 

capture Escobar and other high-level members of the Colombian cartel. He 

goes on to credit the adoption of systemized intelligence sharing with the 

Colombians and across the U.S. agencies as a major factor to Escobar’s 

demise.29  

                                                

28. Pablo Emilio Escobar Gaviria was a Colombian drug lord and considered to be the 
first person coined with the term ‘narco terrorist.’ He was considered to be the wealthiest 
benefactor of the drug trade in modernity and the head of the Medellin cartel until 1993. 

 
29. The Cipher Brief "Escobar to Cali: Tracking the World's Most Notorious Traffickers 

with Javier Peña" (September 01, 2017), www.thecipherbrief.com/podcasts/escobar-cali-
tracking-worlds-notorious-traffickers-javier-pena. 
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The broad scope of U.S. activities are costly and distracts the intelligence 

community from engaging in long-term planning or a reevaluation of 

activities that is able to consider the entire scope of counternarcotic activities 

in the U.S. and abroad. This “style” and potential for disorganization between 

U.S. agencies and international partners make it easier for transnational 

criminal organizations to confuse intelligence services or avoid detection, as 

well as focus (the unknown amount) of resources to ensuring larger profits 

and the successful movement of narcotics over the U.S. border. The U.S. and 

its partners’ disorganization are strongly countered by the cartels’ investment 

of intelligence resources in the cities and villages they operate in, which leads 

to networks of community spying, law enforcement infiltration, and the 

continuous political upheaval of legitimate government institutions and 

political infrastructure. This is a danger as it relates to the U.S. relationship 

with Mexico, from which most of the heroin in the U.S. is imported from. 

Increased intelligence sharing with Mexico could put U.S. intelligence and 

operations at risk. With mass infiltration of Mexican government 

organizations, it is foreseeable that such infiltration exists inside of Mexican 

intelligence services. Colombian drug trafficking organizations have been 

employing a similar strategy for decades. In 2012, a retired general and senior 

officer in Colombian army intelligence was sentenced to prison due to his 
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corruption and involvement with drug trafficking organizations.30 Pablo 

Escobar and the Colombian cartels’ ultimatum to law enforcement agents or 

politicians that interfered or were needed in an operation, “plato o plumo?” 

(“silver or lead?”) was a successful strategy of control. This strategy, along 

with financial advantages, allowed Escobar to threaten the sovereignty of the 

Colombian government. Theories in bribery and its success in narco-states 

have been developed based on his strategies.31  Bribery and state corruption 

are a focus of intelligence analysis but efforts to subdue it have not been 

successful. Like the ethical issues connected to the lack understanding drug 

users as key actors, this can also be said for those citizens and cultures of 

narco-states that have the limited options of compliance or death when dealing 

with TCOs.  

The American “style” of the separation of intelligence agencies and law 

enforcement agencies also contributes to a disadvantage against drug 

trafficking agencies. Law enforcement and associated investigations into 

domestic narcotic activities expend high amounts of resources and are, by the 

virtue of the American judicial system and boundaries around lawful 

investigations, slow in producing arrests, indictments, and actionable 

intelligence. This will be elaborated on in Chapter 2.  The U.S. system is easy 

                                                

30. See “Former Colombian intelligence chief found guilty of complicity in drug 
trafficking.” Jane’s Intelligence Weekly Bulletin (December 05, 2012).  

 
31. Ernesto Dal Bó and Martín A. Rossi, "Corruption and Inefficiency: Theory and 

Evidence from Electric Utilities," Journal of Public Economics 91, no. 5-6 (2007): 
doi:10.1016/j.jpubeco.2006.11.005. 
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to take advantage of for domestic drug trafficking actors and affiliates. In the 

addiction epidemic and high demand for narcotics, and increasing number of 

customers, TCOs are reaping the benefits of draconian domestic policies that 

focus intelligence and monetary resources on law enforcement and the 

imprisonment of drug users, who are easier targets than transnational criminal 

organizations.  Policy makers’ and authorities’ ability to make these arrests 

creates an illusion of problem-solving by getting the “bad guys” off the 

streets. Ultimately those individuals most susceptible to criminal penalties are 

people with addiction in disenfranchised communities. This law enforcement  

strategy contributes greatly to TCO dominance and advantages over the U.S.   

Counternarcotics intelligence activities and strategies are intricately 

connected to American daily life and well-being. This thesis will argue that 

there is an ethical obligation that transcends mission and duty, on these 

institutions to improve process and drive change. Improvements in analysis, 

policy, and theory in the counternarcotics intelligence community are needed. 

While there are many intricate layers to what Gina Haspel and Michael Morell 

could mean by their stated positions on the drug crisis, there is general 

agreement across the intelligence communities that this crisis is not just a 

public health debacle, it is a societal, financial, and homeland security threat. 

The values and ethics that underpin a free-democratic society, and the belief 

in the protection of American people through the intelligence apparatus, can 

be equally applied to the addiction epidemic threat. As a result of this, 
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problem-solving and better intelligence may result as it has in its application 

to other areas, such as terrorism and non-state actor activity. 

Agencies with counternarcotics portfolios are one topical area of 

intelligence activity that provide a use-case that could exemplify the benefits 

of intelligence collection, synthesis, and analysis issues that are highlighted by 

the general intelligence theory. The counternarcotics portfolio covers a large 

range of activities, domestic and international, and a large group of different 

types of intelligence “customers,” and disciplines. While a large body of 

literature on general intelligence analysis and theory exists,32 there is a lack of 

theory related to counternarcotics. Chapter 2 will focus on existing 

intelligence theories, the intelligence community response to transnational 

criminal organizations and narcotics. 

 

 

 

                                                

32. Wilhelm Agrell and Gregory F. Treverton, National Intelligence and Science beyond 

the Great Divide in Analysis and Policy (Oxford: Oxford University Press, 2015). 
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CHAPTER 2: INTELLIGENCE COMMUNITY THEORY AND VALUES  
 
“And I’m not spying! I’m evaluating!” “It’s the same difference!”  
-Kim Harrison, Early to Death, Early to Rise 

Humans are natural spies. Parents discreetly watch over their children. Coworkers 

lean in to eavesdrop on low whispers through the crack of a door. Evolutionary 

psychologists suggest that a preoccupation with others and secrets stems from prehistoric 

times when human survival depended on how well the small in-group knew one another, 

and acknowledgement that members of the in-group were also competition for mates and 

resources.1 Intelligence is a concept of ancient societies and performed to contribute to 

survival and protection, and to maintain a competitive edge over adversaries and friends. 

Documents that discuss the use of spies date back thousands of years, including 

references in the Bible2 and works that interpret ancient Greek texts.3 In The Art of War,4 

Sun Tzu writes his last chapter on the use of spies. This chapter describes the five types 

of spies whose employ is needed to listen for secrets, collect information, operate 

deception campaigns, and travel long distances to report information back to war generals 

at army camps. There are also internal spies who are needed to watch organizations and 

                                                

1. Francis T. McAndrew, Emily K. Bell, and Contitta Maria Garcia, "Who Do We Tell and Whom Do 
We Tell On? Gossip as a Strategy for Status Enhancement," Journal of Applied Social Psychology 37, no. 7 
(2007): doi:10.1111/j.1559-1816.2007.00227.x. 

 
2. Spying and spies are mentioned in multiple places in the Old and New Testaments, including 

Genesis 42:6-17, Numbers 13-14, and Joshua 2. See, for instance, Holy Bible, Revised Standard Version, 
Thomas Nelson and Sons (New York, 1959).  

 
3. Frank Russell, "Information Gathering in Classical Greece," 2000, , doi:10.3998/mpub.23087. 
 
4. The Art of War is an ancient Chinese treatise on war, thought to be the work of Sun Tzu, a late 6th 

century BC military strategist, written between roughly 771 to 476 BC. While some academic debate exists 
around original authorship and timelines, it is considered to be a foundational military strategy text, still 
taught in academic settings around the world.  
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leadership, and those used to infiltrate enemy organizations and armies. Sun Tzu’s basic 

description of spies in warfare from the 6th century BC bears little difference from the 

intelligence activities of contemporary times. Spies are described as the most important 

element of war, and their use is demanded in every business and interaction that occurs in 

an army or at war.  

Spying and collecting intelligence is a longstanding and ubiquitous cultural value.  

This system of antiquity remains to be an underpinning of civil society and the protection 

of nations. In general, it is an accepted practice and revered in popular culture, podcasts, 

television programming, movies, and books. Despite the intelligence community’s recent 

woes and political and media criticism, the successes afforded by the U.S. intelligence 

apparatus have created a desirable situation of power and advantage. The ‘American 

competitive edge’ maintained by elected officials and longstanding pro-American 

culturalism assists policymakers in justifying espionage and intelligence activities 

overseas. Questions of ethics, legality, and transparency over the last 10 years have 

continued to surface, most notably with Edward Snowden’s document leak about the 

NSA program and spying on American citizens.5 After contentious debates, Congress’ 

response, while acknowledging there were legal issues with the program, was to legislate 

language more conducive to the practices.6 However, in more recent years, the media 

coverage and national attention has lessened.7 The critiques of intelligence activities 

                                                

5. E. Perez, "U.S. Charges Snowden in Security-leak Case," Wall Street Journal Online (June 22, 
2013). 

 
6. “United States: Congress tackles NSA domestic spying,” Oxford Analytica Daily Brief Service, 

(February 06, 2006). 
 
7. News media and literature review of this information shows a majority of articles and coverage 

dating from 2008-2013.   
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today are  typically rooted in the questioning of methodologies and morality issues, such 

as spying on American citizens and torture, not the construct of espionage and 

intelligence collection on its own merit.  

The cultural value of intelligence gives way to an argument about intelligence 

activities as fundamental to our human values. This idea is particularly applicable when 

viewing intelligence matters through the lens of the drug control and counternarcotics 

issues. Plainly, the implication here is that the U.S. must do better to examine and update 

counternarcotics intelligence activities due the its fundamental impact on American life. 

Our personal and cultural value system demands it. There is much debate over human 

values and a resistance to determining what they are. There are philosophical theories that 

attribute human values to psychological or sociological bases. Positive value theory is 

thought to be the result of natural human instincts, derived from humans intuitively 

knowing what is right, whether “through God, conscience, or self-evident standards of 

decency.”8  Machiavelli furthers this idea with his “new route,” which is technically an 

old idea of  the Classics, and iterates that ultimate understanding in human values and 

judgements will stem from political and societal action.9 It is also important to note that 

among the theories on human values, there is some consensus that a human value system 

is built on an appetite and quest for knowledge and the truth.10  It may be that at the core 

of this human value is what gives way to the cultural values held in intelligence 

                                                

 
8. Robert J. McShea, In Morality and Human Nature: A New Route to Ethical Theory (Temple 

University Press, 1990). 
 
9. Ibid. Also see, Machiavelli, The Discourses 

 
10. Brian Robinson et al., "Human Values and the Value of Humanities in Interdisciplinary Research," 

Cogent Arts & Humanities 3, no. 1 (2016): doi:10.1080/23311983.2015.1123080. 
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collection.  At the root of intelligence collection is theory and methodological practices 

that create validity for intelligence analysts and decision makers. These methods are 

meant to standardize and make the search for truth more scientific. These intelligence 

theories and methods are designed around the human value of truth-seeking and 

knowledge-building. 

If intelligence and espionage have roots in human values, what are the implications 

for designing better theory? Can there be a consensus on theories and methods specific to 

drug control and counternarcotics? The idea that this is not already happening in the 

counternarcotics intelligence community arises from the complicated and siloed activities 

occurring across various agencies, which will be elaborated on in depth later in this 

chapter. Intelligence theory exists predominantly in the academic community and 

writings related specifically to the activities of the Central Intelligence Agency (CIA). 

There is a lack of a publicly available literature and academic literature, virtually none, 

that explores theory and consensus-building in counternarcotics intelligence.  Searches 

for academic literature on counternarcotics intelligence practices or theory resulted in 

newspaper articles on counternarcotics cases, but not intelligence issues, media exposure 

of questionable DEA activity, history papers, and agency non-classified status reporting. 

No works or pieces in the public domain exist that expound upon testing the 

methodologies of the counternarcotics community as a whole.11   

Amidst the opioid epidemic, questions about American values and humanity must 

also be considered in relation to the need for a counternarcotics intelligence theory or 

                                                

11. A literature review and extensive search and search terms across multiple systems for intelligence 
theories specific to “counternarcotics intelligence” did not reveal the existence of theory or methodological 
testing.  
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updated strategies. The U.S. faces record-breaking death tolls. The high costs and 

detrimental impacts of substance use disorders and addiction to families, the healthcare 

system, criminal justice systems, American businesses, and the economy as a whole are 

estimated to be close to $1 trillion per year.12 What is the ethical obligation, born of 

American societal values, of the intelligence community in stopping the flow of 

dangerous drugs across U.S. borders and stopping the groups responsible for their 

production, transport, or sales? The ethical and financial responsibility to society is great. 

The drug crisis and ‘war on drugs’ is the largest homeland threat and crisis faced by the 

U.S. in modern times. However, the investment and reexamination of the system has not 

been proportionate compared to other crises, like the response to terrorism after the 

September 11, 2001 attacks. The September 11th attacks sparked a systematic overhaul, 

including but not limited to the creation of new departments and offices at the executive 

level,13 the 2005 reform act and intelligence community reorganizations,14 and trillions of 

dollars of investments in the intelligence community and military.15 In justifying the need 

for a new study or framework around counternarcotics intelligence, it is important to 

explore intelligence theory and various methods across agencies that have a mission that 

intersects with transnational criminal and drug trafficking organizations. 

                                                

12. National Institute on Drug Abuse, "Trends & Statistics," (April 24, 2017) 
https://www.drugabuse.gov/related-topics/trends-statistics#supplemental-references-for-economic-costs. 

 
13. Review of the 9/11 Commission’s Intelligence Recommendations: Hearings before the Committee 

on Appropriations, United States Senate, One Hundred Eighth Congress, Second Session, Special 
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14. Intelligence Reform and Terrorism Prevention Act, § 50 U.S.C. ch. 15 § 401 et seq (2004). 
 
15. Council on Foreign Relations, "The State of Intelligence: Fifteen Years After 9/11," 

https://www.cfr.org/event/state-intelligence-fifteen-years-after-911. 
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Along with his musings on the necessity of spies, Sun Tzu continues, “without subtle 

ingenuity of mind, one cannot make certain of the truth of their [i.e. the spies’] reports.” 

Is he implying that there exists a certain function of the mind, brain, or learned skill that 

may validate the truth? The interpretive texts do not elaborate on this further, but in 

modernity there are ample examples of attempts in the intelligence community to create 

this ‘subtle ingenuity’ through logic, science, and improving methodological research.  

The definition of intelligence includes the collection of secret information and the 

professional analysis of this secret information to validate its truthfulness. That ‘secret 

information’ is collected in a multitude of ways by skilled agents (usually government-

employed agents or officers) examining communities of interest (physical and digital 

environments). These agents typically collect information by finding sources who can 

produce secret information (spies), steal information from information systems or 

through listening devices, take photos, or devise operations to conduct these activities. 

After the secret information has been analyzed with methodological rigor or application 

of some theory, it is considered a to be a piece of intelligence.16 There is limited value to 

the information on its own merit absent this process. It is otherwise just noise in an 

endless stream of data.  

The intelligence process, or intelligence cycle, is rooted in theory. Theory and its 

development is a human reaction to the unknown, a way to make sense of information, 

data, and other phenomena. The higher -functioning parts of the brain are programmed to 

seek patterns and causation, which is also connected to prefrontal cortex activity that is 
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responsible for logic and reasoning. By nature, brains seek ‘patternicity,’ meaning that 

the human brain is conditioned to use coincidences to create patterns and these patterns 

are interpreted are influenced by a person’s biases.17 This idea will come into play later in 

the discussion of biases and societal norming around the use of drugs, people who sell 

drugs, and addiction stigmas. Theory at a biological level, is an  attempt at validating 

information or seeking the truth. Intelligence theories in analysis have been created 

formally over last 30 years at the CIA, to develop procedure around how analysts are 

going to interpret and use secret information.18  

Richard Betts muses over “theory traps” in Enemies of Intelligence, describing the 

paradoxical relationship between intelligence and theory and how intelligence analysts 

use theory to judge meaning. He also contemplates the dangers of subject matter experts’ 

biases and the potential harm that they could have on real-time intelligence analysis.19 

Experts can sometimes be a detriment to determining and proving hypotheses around a 

threat or other intelligence matters if they have a well-established belief and value set that 

has been reinforced over time. These issues become further complicated when 

considering that intelligence must also satiate the policymakers’ and political requests, 

which are often relevant to their agenda. What arises from a study of intelligence theory 

as it relates to counternarcotics is a question of expertise. Who are the counternarcotics 

subject matter experts?  

                                                

17. Bernard D. Beitman, "Brains Seek Patterns in Coincidences," Psychiatric Annals 39, no. 5 (2009):  
doi:10.3928/00485713-20090421-02. 
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The landscape of the current counternarcotics intelligence community is broad and 

composed of many different types of professionals and organizations. The way the 

intelligence community currently conducts business is the result of reorganizations and 

reforms after the September 11, 2001 attacks. Roger George explains; “in the post- 

September 11 world, it is now axiomatic that a central mission of the intelligence 

community is warning of any terrorist attack.”20 Counterterrorism has a relationship with 

counternarcotics on a global scale in accordance with this principle and how the 

intelligence community is organized. It also has a more specific relationship because of 

the opioid trade issues encountered in the invasion of Afghanistan.21 They are also both 

intelligence fields designed to collect intelligence on non-state actors, which is 

fundamentally different than espionage activities in nation states. Further, there may also 

be a basis for comparison in relation to the acceptability of the use of strategies and 

tactics to the American public. Is there a pathway to better counternarcotics organizations 

through the lens of counterterrorism efforts or is it through this lens that proves new 

strategies must be considered for counternarcotics intelligence? For the purposes of this 

‘intelligence comparison,’ homeland security will be the focus. Per Chapter 1, the 

narcotics trade and transnational criminal organizations are a dire homeland security 

threat. The threat of terrorism will be discussed in relation to people, attacks, and death 

on U.S. soil.  

                                                

20. Roger Z. George and James B. Bruce, Analyzing Intelligence: Origins, Obstacles, and Innovations 
(Washington, D.C.: Georgetown University Press, 2008). 
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Data-sharing, networking, and highly organized procedures between the CIA, FBI, 

Department of Homeland Security, and the NSA have led to successful counterterrorism 

that could have otherwise caused significant loss of life.  It is hard to know from publicly 

available information how many terrorist attacks have actually been thwarted, but there is 

some significant data. Since 2001, there have been 408 people in the U.S. charged with 

terrorism plots on the U.S., many of which were not carried out. Notably, there were a 

few cases of ‘plot failure’ that are attributable to faulty explosive devices and not to 

successful intervention. Jihadist terrorist activity has killed 103 people in the U.S. since 

2001, and 73 people have died due to far-right wing terrorist activity.22 Comparatively, 

counternarcotics intelligence and law enforcement results in hundreds of thousands of 

arrests of low-level criminals per year.23 These arrests are more likely the result of local 

policing and investigations versus counternarcotics intelligence efforts, and most of the 

numbers available are projections. Arrests of high-level leadership in transnational 

criminal organizations vary. The amount of drugs seized is extremely low (projected to 

be as low as 6%) compared to the amount of drugs that make it into American 

communities, and seizure amounts continue to drop yearly. While it appears these 

numbers are dropping per the seizure amount data,24 it is hard to discern if that means it is 

because less drugs are coming over the border in general. Death rates of Americans and 

                                                

22. NewAmerica.org interactive database is a series of reports and data analysis created by national 
security experts and think tanks. See, "Part I. Terrorism Cases: 2001-Today," New America, 
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people in the U.S. have been steadily climbing and in 2017, reached over 72,000. When 

comparing the statistics and numbers of counterterrorism intelligence successes and loss 

of life, counternarcotics is having extremely poor outcomes 

 Thwarted terrorist plots or the ability to open a case against the terrorist plotters are 

measurable outcomes. The comparison using outcomes and statistics begins to break 

down when there is a lack of standards or ability to measure outcomes for 

counternarcotics. The goals and activities of counternarcotics must be wider- reaching on 

the domestic front. There are many more transnational criminal organizations’ members 

and affiliates of the narcotics trade in the U.S. than terrorists.    

However, there is one point of comparison that may lead to a new intelligence 

strategy and theory; public perception of threat. It is normal for civil society, with values 

systems evolving from a post- September 11th attack mentality, to value safety over some 

civil conveniences and privacy. New ‘norms’ of homeland security have woven their way 

into the American values and ethical systems and younger generations cannot recall a 

time without this value system, easily adopting it without a basis for comparison. Societal 

values have led to policies where the ends justify the means in efforts to collect and 

actionize intelligence.  Spying overseas and against foreign agents, where U.S. agents are 

likely breaking other nation-states’ laws to carry out collection activities, is accepted. 

These behaviors do not conflict with societal values, or the human value systems that 

stems from the need to protect one’s family and survive against enemies.  To prevent or 

intercept a terrorist attack from happening is the case for the counterterrorism intelligence 

“allowances” and laws that enable mass data collection and spying, even on people in the 
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U.S.25 It is a reasonable assumption that a person’s involvement in an organization that 

commits or threatens to commit acts of terror is a threat to the U.S.  These values and 

viewpoints in the U.S. are relevant to counternarcotics intelligence activities. If the 

counternarcotics intelligence construct was modeled after this same idea of protection 

and threat, would Americans take less issue with government actions to perform 

intelligence domestically?  Would it put more pressure on elected officials to invest in an 

evaluation, reorganization, or reform effort of the counternarcotics intelligence 

community? As the appetite to protect against protect against the narcotics threats 

becomes more prominent on the public stage, this comparison is valid. However, it still 

leaves open the question of how to proceed with measuring goals and successes with the 

current tactics and strategies in place. There is stark difference between the use of 

intelligence across the many agencies involved and how intelligence is conducted, and 

under what principles and practices.   

Any attempt to design a new strategy or intelligence theory will involve 

understanding the current environments and complications. What is the purpose of 

counternarcotics intelligence and what is a counternarcotics intelligence expert? These 

questions do not have a succinct answer across agencies. Agencies also do not have 

shared goals or missions, making their purposes for collecting intelligence different, and 

even sometimes in conflict with one another. Some agencies use for intelligence, such as 

the DOJ (DEA and FBI) have a focus to using investigations to bring criminal or civil 

justice to perpetrators. Agencies such as DEA, DHS, NSA, and the Department of 
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Defense (DOD) (military branches) use intelligence to interdict the supply of dangerous 

narcotics into the U.S. DHS, specifically Customs and Border Protection (CBP)  and 

Immigration and Customs Enforcement (ICE), focus on interdiction and intelligence on 

the 6,000 miles of  U.S-Mexico border, as well as the maritime territory around Florida, 

along with the Coast Guard (also a DOJ agency). The Organized Crime Drug 

Enforcement Task Forces (OCDETF) are under the Attorney General (DOJ), and this 

effort maintains a multicenter intelligence database to facilitate information sharing and 

reimburse or finance a range of counternarcotics activities.  

Other agencies, including the DEA, as well as the CIA, FBI, DOD, DHS, and state 

and local police forces, use intelligence to identify and disable the groups or individuals 

responsible for the drug flow or the sale of drugs. The DOD is predominantly responsible 

for intelligence on transnational criminal organizations affiliated with terrorism and 

terrorism financing.  There are a few DOD Joint Task Forces dedicated to 

counternarcotics and are organized by geographical location. The DOD’s Joint 

Interagency Task Force South, for example, relies on the “coordination” of 26 agencies 

and 20 foreign partners.26  

The CIA has the Crimes and Narcotics Center (CNC). According to the CIA website:  
 
Officers prepare analytic assessments on the impact, trends and implications of these 

threats. They also work globally to develop actionable intelligence to identify, disrupt and 
dismantle major criminal networks, and bring to justice violators of human rights. To 
achieve these goals, CNC works closely with U.S. law enforcement, policy, homeland 
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security and military organizations, as well as with foreign law enforcement agencies and 
intelligence services.27 

 

This description is an attempt at a succinct definition of how to characterize cross-

agency collaboration on counternarcotics intelligence, but also acknowledges the massive 

amount of ‘cooks in the kitchen,’ with differentiating missions and goals.  CIA Director 

Gina Haspel has also been quoted in acknowledging that the CIA’s counternarcotics team 

is “modest.”28 The CIA, its analysts, and former analysts have also created extensive 

literature and development of general intelligence theories. The job of the CIA analyst is 

to produce intelligence for a decision-making customer, not recommend a tactic or strategy. 

The CIA also focuses on foreign activity and intelligence and is not engaged in intelligence 

collection for the purposes of criminal justice pursuits or prosecution. In differentiation 

from other intelligence collection agencies, they do not operate in the U.S.  Information 

sharing for this purpose would be directed to the domestic law enforcement agencies.  

Furthermore, other organizations are tasked with policy and government affairs 

related to the drug flow, such as the National Office of Drug Control Policy and the 

Department of State, but none are the central decision-makers or coordinating body in 

relation to the many disparate counternarcotics activities at play. The Director of National 

Intelligence and his office also coordinates and manages counternarcotics missions.29 The 

suggestion that there are issues with counternarcotics intelligence coordination and 
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agency siloes is not a new one. In 1992, a GAO report found that there was a high 

volume of counternarcotics intelligence being collected without a central point taking the 

lead on joint-efforts or strategy.30 An updated GAO report  from 2017 implies that 

intelligence sharing has vastly improved, but also indicates that there are more agencies 

involved, more issues being tracked by government resources, and increasingly higher 

spending on counternarcotics issues.    

There are data-sharing information systems, or Fusion Centers31 that allow for robust 

data-sharing in the domestic law enforcement system, but like the broader intelligence 

community, counternarcotics suffers from information overload and analysis issues.32 

The joint-sharing data centers and repositories hold a massive amount of information, 

such as  criminal profiles, photo and signals intelligence, and arrest and case data.33  In 

the absence of this consensus around strategy, the global counternarcotics agencies 

continue to use tactics specific to their mission focuses. This creates a mission-focused 

myopia that has little room or resources for a global reexamination of the issue to occur.  

 Another global counternarcotics intelligence relationship of note and some 

controversy in the data sharing process is the DEA Special Operations Division (SOD) 

and NSA, the leading signals intelligence (SIGINT) agency collaborations on telephone 

metadata and wiretapping. While there is some debate on the legality and ethics of this 
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process, it is seemingly an integral element to understanding the foreign activities of 

transnational criminal and drug trafficking organizations.  While little information in the 

public sphere exists on the methods and case examples, there is some legal analysis that 

explains its overall operations. Signals and other NSA collections are passed onto SOD 

for evaluation when relevant to a drug investigation.34  The NSA has a stake in the 

collection of information on narcotics and drug trafficking organizations in accordance 

with Executive Order 12,333; “to collect information concerning, and conduct activities 

to protect against, international terrorism, proliferation of weapons of mass destruction, 

intelligence activities directed against the United States, international criminal drug 

activities.”  

While intelligence sharing and this type of collaboration are encouraged and 

supported for foreign operations, it is at odds with legal and ethical concerns in relation to 

investigating Americans or people living in the U.S. who may be affiliated with 

transnational criminal organizations. This data sharing concept implies that information 

arises as a result of collection occurring for a different reason, and then is shared in order 

to pass along information to parties who can do something with it, or relevant to other 

investigations that are active. The issue of using this information to proactively pursue a 

new investigation or find a lead in a domestic case, or of an American citizen, opens up 

an argument in favor of some ‘unfiltered’ spying and surveillance in order to identify 

people involved in drug trafficking organizations connected to homeland security.  In 

relation to this practice, the DEA has been accused of participating in a process called 
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“parallel construction” and “consecutive construction.” It is alleged that this process 

entails case notes and investigation files being rewritten to make it appear as if the 

information is coming from a different source, other than the NSA signals intelligence.  

Through the lens of values systems and ethical concerns, there are fair arguments on 

either side of this. On one side, there is the argument that is backed up by the Foreign 

Intelligence Surveillance Act (FISA) and FISA courts35, which allow for these types of 

activities in the name of homeland security and for investigating foreign activities. A 

recent SMU law review also concluded that these practices were not illegal.36 On the 

other hand, there is a notion that this intelligence may implicate an American or someone 

inside the U.S. and therefore violate American laws and values that imply that it is not 

sanctioned to spy domestically without due process or a Title III wiretap warrant.37 The 

act of rewriting a report may give the public a certain uneasiness in how the government 

is doing its business, and a rightful concern about privacy and the right to due process.  

The DEA and its activities should be of interest to creating a new framework in 

counternarcotics intelligence theory, specifically when compared to the counternarcotics 

intelligence efforts at the CIA, which focus on foreign adversaries. The DEA was 

founded in 1973 with a mission tag of “enforcing the controlled substance laws and 

regulations of the United States,” and bring individuals and groups party to the growing, 

manufacturing, and distribution of those substances to the criminal and civil justice 
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system.38  The DEA is a law enforcement agency that employs intelligence analysts for 

the purpose of this mission; to investigate, arrest, and prosecute. Created by the Nixon 

administration, the DEA’s original scope was to be a primarily domestic law enforcement 

agency that worked with state and local officials. In 1973, the DEA also created its 

intelligence apparatus as a mechanism to analyze information collected by state and local 

partners and use that intelligence to “identify and correct deficiencies.” The DEA’s 

intelligence analytics program is designed to coordinate, collaborate, analyze information 

coming in from the field, and act as a central repository for nation-wide data. Some of its 

first international collaboration efforts (1974) were with Mexico, when the Mexican 

government requested technical assistance to address the influx of brown heroin moving 

over the U.S.-Mexican border.  

From early in its inception, the DEA was organized to address the drug trade from 

strategic, tactical, and intelligence operations. For all intents and purposes, DEA 

undercover agents are conducting espionage like CIA officers.  DEA agents are trained to 

a different set of standards and to conduct a different mission than what we traditionally 

considered to be a spy, like a CIA case officer. Agents tend to be more like specialized 

police officers than classical spies, and often have a domestic law enforcement 

background before joining the DEA.39  They possess a specific mindset in relation to 

drugs, drug dealers and their customers, and drug trafficking organizations. Law 

enforcement and intelligence are inherently different activities, performed for different 

purposes, however the two constructs are combined at the DEA. There is a direct 
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relationship between DEA intelligence and the process of a legal investigations, arrests, 

and prosecutions. Intelligence officers in the CIA collect information for the purpose of 

intelligence analysis and producing a final product. That intelligence is then shared with 

policy makers or decision makers, who can choose whether they act on it. Action is not a 

guaranteed outcome of the process of this intelligence collection, whereas at the DEA the 

sole purpose of this intelligence cycle is to build a case and act on it through criminal 

justice proceedings. The motivation to perform intelligence analysis is multifaceted on 

the part of the DEA. Due process, and constitutional laws and rights, dictate the 

procedures of performing DEA investigations that implicate a U.S. citizen or someone 

operating in the U.S., which is also inherently different from the need for intelligence 

collected against foreign operators by the CIA and the DOD. DEA has a global reach as 

well. There are operational units in 70 countries, and reports show there have been 

collaborations with foreign agencies like the CIA, NSA, and those in other countries, on 

overseas intelligence activities and tactical operations.40 While this dynamic seems cut 

and dry, it is deeply complicated when considering the current state of affairs inside U.S. 

borders.  Fairness, discovery of evidence, and due process are all necessary when 

handling and collecting intelligence in domestic counternarcotics investigations. All 

domestic activities must balance the rules and regulations with the protection of the 

identity of sources, agents living undercover, and the livelihoods of persons of interest. 

Operations overseas or to investigate foreigners in other countries allow for more liberal 

intelligence collection and surveillance practices.  
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DEA’s portfolio of activities blurs the boundaries of domestic and international 

affairs in a way that is not overtly clear, but the subject of much public debate and 

occasional outrage. There are many examples in the news that question DEA’s 

authorities, practices, and international relations. It was reported in 2014 that the DEA 

met with high level Sinaloa cartel members and facilitated a cooperative deal if the cartel 

was willing to share information on their rival cartels as a source. The practice of using 

Mexico’s most dangerous cartel as a source for informants, on the surface, was portrayed 

as a risky and unethical decision.41 DEA continues to receive media attention on 

seemingly unorthodox practices and relationships with transnational criminal 

organizations. Their exposure to these sorts of critiques, similar to those of the CIA and 

NSA, causes some public rumblings and fodder for a good movie from time to time,42 

only to be forgotten. There has not been a significant public outcry or demand by elected 

officials for reform or investigations. It is possible that this happens because at the core of 

American values to protect society from perceived evil in the world, Americans are 

comfortable with looking the other way on these indiscretions in the name of homeland 

security and ‘justice.’  Now more than ever, the public is discussing and concerned about 

the opioid crisis.  It is on this notion that the possibility to reorganize and reevaluate 

strategies and tactics to make them more congruent, transparent, and effective would not 

be a futile effort.  
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The issue becomes more complicated and convoluted when switching from the global 

lens to the local lens, but also presents opportunities. Drugs, substance use, and addiction 

have become embedded into American civil life and communities.  Local policing efforts 

and domestic agents of the DEA are actively engaged in communities across the country. 

They are likely not creating intelligence cycles that sends intelligence ‘up’ to the highest 

offices of the bureaucracy and policy makers for analysis, even if the information is being 

entered into the massive data repositories. It is difficult to know if it would matter how 

much of that information is relevant enough to pass onto other intelligence agencies, but 

there is also no way to measure the positive affect it may have with a reimagined process.  

There is a lack of consensus-based, government-wide coordination of drug control 

efforts, or at the very least, a lack of publicly available and transparent documentation 

that such efforts are happening today. The results of today’s efforts depict a grim and 

seemingly hopeless scenario. Drugs are being intercepted at low rates, stronger drugs like 

fentanyl and carfentanil are easily coming into the United States via the mail. Projections 

taken from top research universities of “worst case scenario estimate that 500,000 people 

will die in the next 10 years.43 The American addiction crisis has deeper connections to 

the drug trade than ever before. Substance use disorders result from myriad reasons: 

genetic predisposition, co-occurring mental illness, and other risk and protective factors 

that make people susceptible to addiction. However, the potency and physically addictive 

properties of opioids that are coming across the borders have changed, and this directly 

impacts the population. The influx of heroin supplies and other drugs like cocaine and 
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methamphetamine, that are being mixed with fentanyl and other potent opioid analogs, 

are significantly more lethal in small doses than past generations of the drug supply.  The 

drugs being discussed today have little resemblance to long standing perceptions of 

Vietnam-war era heroin and the crack-cocaine epidemic of the 1990s. It is on this basis 

that the intelligence community has an obligation to act with greater urgency.   

The dominance that transnational criminal organizations, specifically in Mexico, have 

over law enforcement and intelligence agencies is severe. The influx of narcotics over the 

U.S-Mexican border, and powerful drug supply networks inside the United States, are 

seemingly undisturbed by counternarcotics intelligence activities.  At the helm of 

activities from the global scale down to local communities throughout the United States 

is analyzing and evaluating the relationship with Mexico.  
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CHAPTER 3: AN INTERDISCIPLINARY PERSPECTIVE AND COMPARATIVE 

INTELLIGENCE  

 

This section is a theoretical comparison of the intelligence capabilities and services of 

the U.S., Mexico, and Mexican cartels and other transnational criminal organization 

(TCOs). These organizations are the U.S.’s chief intelligence concern in counternarcotics, 

as well as the primary adversary in the ‘war on drugs.’1 Comparative intelligence studies 

are a growing field of literature and analysis. Comparative intelligence is concerned 

about the value of understanding the way other countries’ intelligence systems are 

operating, to understand their behavior and responses at any point in time. Through this 

perspective, the theory suggests that this could help to identify trends and emerging 

issues, the ability of those systems to adapt and adjust to the current security 

environment.2 It is vital to understand the TCO adversaries and their value systems when 

discussing how to improve counternarcotics intelligence and theory. 

A portion of the analysis will focus on the transnational criminal organizations. 

According to the DEA’s 2017 Drug Threat Assessment, Mexican TCOs “remain the 

greatest criminal drug threat to the United States; no other group is currently positioned 

to challenge them. These TCOs maintain territorial influence over large regions in 

Mexico used for the cultivation, production, importation, and transportation of illicit 
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drugs.”3 The Mexican “cartels” are also a way of referencing these groups, however of 

note, Mexican networks of drug trafficking organizations are not “cartelized” like they 

were in the past. TCOs are evolving into a larger establishment, a global criminal 

network that is responsible for a majority of black-market drug trade and other organized 

crime activities.4 TCOs also include the cartel affiliates, such as street gangs, money 

launderers and the illicit finance system, arms dealers, and human traffickers. What also 

makes TCOs different from national or “official” services for intelligence comparative 

study is the entire community and culture of regions needs to be considered. This 

includes the locals and farmers who protect families and business in areas that TCOs 

dominate, police and law enforcement, and the elected officials that belong to the TCO 

intelligence apparatus.  

A complete analysis of the counternarcotics intelligence system from a comparative 

intelligence lens needs to include analysis of the Mexican intelligence services. It is 

common rhetoric in the U.S. to discuss this issue from the vantage point as being the 

“victims” of drugs that are “flowing in”5 from Mexico. Mexico is often pinned as the 

“exporter” in the war on drugs.  The U.S. shares an equal responsibility in border 

protection and counterintelligence as an exporter. Small arms are “flowing” into Mexico 
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from the U.S. The U.S. also generates most of the illicit money laundered through its 

financial systems for Mexican TCOs who traffic drugs.6 Theoretically, in order for 

counternarcotics intelligence and theory to improve, the U.S. and Mexico must work in 

unison. Collaboration between the two nations is further complicated by current politics, 

corruption, the dominance of Mexican cartels, economic issues, and Mexican government 

fragility and insecurity. Like its American counterparts, Mexican intelligence services 

also experience information, silos, cross-agency mission myopia, and counterintelligence 

gaps.78  

TRANSNATIONAL CRIMINAL ORGANIZATION INTELLIGENCE STYLE: 
CARTEL LAND AND CITIES OF SPIES 

 

In applying comparative analysis to Mexican TCOs or the cartels, it is imperative to 

return to the fundamentals, the concept that intelligence is about competition. Open 

source data and media articles suggest that the cartels will mimic and adopt strategies 

from one another in order to stay competitive, with the government and with one another. 

They act as a sort of “learning collaborative” to counter government intervention, often 

using one another as bait to understand Mexican and U.S. intelligence strategy and 

tactics. They sometimes cooperate with competing intelligence services, such as the CIA 
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and DEA,9 in order to gain an advantage over their competitor cartel and gangs.  They are 

evolving organizations that have become increasingly decentralized units. This is a break  

from their traditional structure as hierarchical, family-controlled gangs. They are also 

showing increasing levels of education in the leadership positions and sophistication in 

technical capabilities.10 Anthropologists and historians have recently challenged the 

conventional scholarship on organized crime and are shifting their views on these 

organizations. Mexican TCOs can now be defined as “entrepreneurs (who) coordinated 

their activities through associational networks, often based on family and friendship ties, 

rather than bureaucratic organizations, with clearly defined rules and top-down decision- 

making hierarchies.”11 A drug lord is now more like a Fortune 500 CEO with a family 

business. 

The decentralization of these organizations is an important attribute to predicting 

future behavior in a comparative analysis model. According to Richard Betts’ Enemies of 

Intelligence, an often-cited intelligence theorist, the principal challenge to intelligence 

today is to collect information that adversaries want to keep secret. Betts says that the 

best way to intercept attacks, (in relation to counterterrorism), or in this case, drug 

trafficking, is to penetrate the organizations and learn their plans. The decentralization 

that is occurring in TCOs makes his solution of increased human intelligence to penetrate 
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a large amount of key organizations is difficult. It is a tactic that may work on a smaller 

scale; one drug deal, one trade route, penetrating one small network of individuals, at a 

time. It is a tactic that is limited in its ability to help understand what is occurring at a 

TCO organizational or strategic level. This type of human intelligence (HUMINT) 

strategy is complex and can take many years of investment. A multilateral approach, 

from the top-down and bottom-top of the organization would need to be penetrated. 

Information of this nature is not shared with the lower-level workers or handlers 

performing TCO business, especially in relation to the movement of money. It is no 

match for the human intelligence system operated by the TCOs. 

Massive intelligence and surveillance networks are operated by TCOs to move drugs, 

money, and people through the black market. These networks are global, consisting of 

thousands of individuals.12 Human intelligence is a widely available, low cost, and 

fundamental resource of TCOs. There are thousands of spies and informants and that are 

employed to collect information. Taxi drivers, police officers, business owners, and even 

children are a part of an apparatus to collect and disseminate information about the 

movement of law enforcement and military, rival gangs, and other intelligence pertinent 

to the success of daily operations.13 These individuals are responsible for watching 

physical locations and security, such as drug farms and agricultural assets, manufacturing 

locations, and trafficking routes. They spy on competitor TCOs and cartels, and they 
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perform the tracking and assassination of adversarial targets. They spy on formal 

institutions, sometimes infiltrating them or creating networks of sources inside the 

government. This style of using the entire community as an appendage to the intelligence 

apparatus is not new. Eastern concepts and Chinese intelligence are believed to operate 

on this system, referred to as the ‘one thousand grains of sand’ method.14 TCOs imbed 

themselves in communities that will become loyal to them, whether through fear, 

economic motivation, or likely, both. This phenomenon, in combination with ongoing 

distrust in the Mexican government and extreme violence which will be elaborated on in 

this chapter, creates a challenge with civil society that expands beyond the capacity of the 

U.S. and Mexican intelligence systems.  

Along with the human intelligence advantage, TCOs also have increasing amounts of 

financial resources. This is in part due to the U.S. drug demand and addiction epidemic, 

and the inability of the U.S. to stem supplies coming into the U.S. As previously stated, 

the amount of drugs that are imported over the border is unknown. This is also in part due 

to TCO’s access to illicit money and financing through the U.S. financial system.15 There 

are multiple evaluations that estimate how much money is being generated by drug 

trafficking. U.S. drug sales may be as much as $64 billion dollars in illicit proceeds.16 
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The Department of Justice previously estimated that TCOs were grossing $18 to 30 

billion per year. (2016).17 Illicit drug trade is believed to be one of the top highest-

grossing exports out of Mexico. In 2015, remittances from the U.S. (money being sent 

home from Mexican workers in the U.S.), was the leading source of foreign revenue at 

$24.8 billion, and oil was second at $18.7 billion.18 Although there is an expansive range 

of potential drugs profits, from $18-64 billion dollars, any profit margin falling in that 

range is still substantial by comparison to the top two sources of foreign revenue into 

Mexico. Steady resources also may lead to investments and usage of more sophisticated 

tools. In 2015, the Department of Homeland Security began to observe the use of drones. 

The TCOs have added signals intelligence to their arsenal. 

Another point to consider in this analysis of Mexican TCO intelligence resources is 

that the TCOs’ largest customer base for illegal drugs is in the United States. The U.S. is 

the top consumer of TCO- controlled marijuana, opiates (heroin), and amphetamines and 

is the leading consumer of heroin in the world.19 A U.S. population of this volume gives 

TCOs access to more individuals to expand its network of intelligence, allowing it to 

infiltrate communities across the country to run the American drug trading networks 

more directly. While American authorities are aware of this issue, the current structure 

and behavior of TCOs suggests that this strategy has been successful, and there is 

increasing incentive to expand networks throughout the U.S. Mexico’s relationship and 
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proximity to the U.S. makes its TCOs unique compared to their international 

counterparts.  

There are 6 major drug cartels that have presence inside the U.S. are of interest to law 

enforcement authorities, according to the 2017 DEA Threat Assessment. In addition to 

those key groups, there are many smaller cartels, gangs, and emerging groups  that result 

in fragmenting or splintering in larger cartels that are becoming a growing threat to 

establishing networks and presence as well. Recently, many cartels have also expanded 

their supply chains to include heroin, likely due to its profitably and U.S. demand.  Of 

note, the six main TCOs operating in the U.S. are the Sinaloa Cartel, Jalisco New 

Generation Cartel (CJNG), Juarez Cartel, Gulf Cartel, Los Zetas Cartel, and the Beltran-

Leyva Cartel. Sinaloa is old and powerful. Most notable of their leaders in popular 

culture and news headlines would be the infamous El Chapo. Sinaloa has deep 

connections to distribution networks, gangs, and cash flow in the United States, and a 

well-established presence internationally for their trafficking of heroin, marijuana, 

methamphetamine, and cocaine. In 2010, a group splintered off of Sinaloa to form the 

ever-growing threat of the Jalisco New Generation Cartel. They are primarily trafficking 

methamphetamine have different regional strongholds from their predecessors in Sinaloa. 

They are becoming increasingly known for their extreme violence against government 

and other cartels. The Juarez Cartel, a fierce rival of Sinaloa, controls the Chihuahua state 

and region. They have recently broken into the heroin market. Gulf Cartel, mostly 

marijuana and cocaine traffickers, have also recently moved into trafficking heroin. They 

have experienced power loss as a result of leadership turnover. Leadership turnover is an 

important point of observation in cartel operations and intelligence, and has severe 
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impacts on violence, rivalry issues, and cartel activity that is worth noting. Leadership 

changes and splintering of organizations, like the Los Zetas Cartel from the Gulf Cartel, 

and further splintering of rival factions within Los Zetas, have led to a noticeable dent in 

Los Zetas strength. Law enforcement activities and the arrests of leadership also seem to 

have impacted their stronghold over the last few years.20  The cartels’ overall systems 

tend to break down and reveal weaknesses when leadership is compromised. Leadership 

direct the strategy of decentralization to protect information and secrecy as an 

intelligence tool. Extreme violence and disorganization of activities in Sinaloa were also 

observed after the arrest of El Chapo. These patterns around leadership arrest or death 

may highlight a weakness in the intelligence apparatus, which is stemming from the top-

down.  

MEXICAN COUNTERNARCOTICS INTELLIGENCE STYLE 

Two key events in Mexico are at the foundation for understanding current Mexican 

counternarcotics intelligence behavior towards TCOs. Post-September 11th Joint-

Operations with the U.S. and Mexico, and President Felipe Calderon’s (2006-2012) Drug 

War have had substantial effects on the current environment. The terrorist attacks on 

September 11, 2001 changed border crossing and trade protocols at the U.S.-Mexico 

border. This action put immense strain on the Mexican economy and made legal 

movement by people across the border increasingly difficult and expensive. The U.S. 

installed major security apparatuses and control mechanisms on the land and sea borders. 

Mexico cooperated mostly under pressure and partially in good faith. However, those 
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activities led to further the legitimacy of TCOs by creating new networks and cash flow 

from people who were seeking to cross the border more easily.21 The second event that 

influenced current intelligence activities occurred prior to this, in 2006. President 

Calderon was trying to solidify his authority as the new president after winning his 

election by only a 1% margin. He tried to send a message to the politically influential 

TCOs, who were becoming increasingly violent.  Calderon sent 7,000 military and 

federal police to occupy TCO-dominated states.22 The budget for security initiatives 

aimed at TCOs increased from $3.9 billion in 2003 to $6.8 billion in 2010. The Mexican 

military doubled in size from 1980 to 2010.23 Public security budgets increased 7 times 

faster under Calderon than under the previous administration.24 The results of these 

policies were devastating, as some estimates put the number of murdered and missing 

people during 2006-2012 at over 200,000 people.25 The increased spending and military 

resources did not have the desired effect on TCO activities, and further increased 

violence and TCO legitimacy in the states and communities they operate in as Mexicans 

began to depend even more on TCOs instead of the dysfunctional government. This trend 
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in using military forces continues to reflect the behavior of the Mexican government’s 

response to transnational criminal organizations and Mexican cartels. 

 Intelligence activities and information remain in a constant state of vulnerability due 

to the police corruption, government corruption, and TCO political participation. It is 

estimated that close to 70 percent of Mexican police at the border and in Mexico’s 

narcotics production states are on TCO payroll. There are reports of governors, election 

candidates, local and city leadership, district attorneys, and even the anti-corruption 

police task force members being accused of working for TCOs. While efforts have been 

made over the years to weed out public corruption and assess policing organizations, 

Mexico has fallen short of implementing effective policies to lessen the impact of 

corruption on its government.26 Whether through fear tactics and intimidation, or by the 

provision of better opportunities to make money, TCOs are able to dominate all facets of 

Mexican institutions. 

From an organizational perspective, the Mexican intelligence system suffers from 

similar issues, such as silos and mission tensions, as the American system does. There are 

currently 7 security agencies dealing with counternarcotics intelligence and drug-related 

missions.27 Studies have also revealed that the Mexican intelligence community suffers 

from fundamental intelligence cycle problems,  “to protect their reputations, or hide poor 

information management capabilities, agencies often deny the existence of 
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information.”28 The “style” of Mexican intelligence is focused primarily to military 

operations and the buildup of its special forces command, which has also been the 

priority of the latest administration. At the federal level, there is one key civilian Mexican 

intelligence organization that contributes to counternarcotics intelligence collection, 

Centro de Investigación y Seguridad Nacional (CISEN). According to a recent study 

(2018) that includes interviews of Mexican officials, CISEN “has neither fully overcome 

significant prior cuts to its experienced analysts and field agents, nor has it placated 

concerns about its politicization that have historically plagued it.” Professional analysis 

and the very production of intelligence seem to be a piece missing from the Mexican 

system altogether. Also similar to the American system, intelligence that arises from 

federal law enforcement and the Attorney General’s office, Procurador General de la 

República (PGR), is dedicated to using its very limited intelligence resources and 

analysis to bring criminal justice cases against TCOs.29  This current trend shows little 

sign of improvement in the face of the current Mexican security crisis. 

 

UNDERSTANDING NON-STATE ACTOR INTELLIGENCE THEORY 

A new body of literature and experts are emerging that suggest that TCOs are not as 

different from insurgency organizations in their impact, or threat level, as previously 

perceived.30 Non-state entities outside of the Americas and the American drug trade 
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operate with similar principles and strategies in relationship to infiltrating and corrupting 

government institutions.  ‘Poppy politics’ and the drug trade have been an ongoing 

challenge in Afghanistan, the second largest producer of heroin in the world.31 The issue 

of the drug trade and security in Afghanistan is not viewed as organized crime, but rather 

as criminal insurgency. 32 Primary insurgency threats in Afghanistan remain to be the 

remnants (and growing threat) of the Taliban and Al Qaeda. Prior to more modern 

viewpoints on this issue, TCOs and cartels were not viewed as being able to challenge the 

state, and that law enforcement techniques were the adequate and appropriate solution to 

disabling them. Non-state entities, like the post-invasion Taliban, Al Qaeda, and their 

affiliates, were actively engaged in direct competition with states by “war making” and 

“state making.”33 The characteristics that apparently differentiate criminal insurgencies 

from TCOs are in the political and ideological motivations. They may also be viewed as 

being different from TCOs in their ‘use’ of drug trade to finance insurgency activities, 

rather than the drug trade and its profit being the goal of all operations. As the evidence 

mounts against the effectiveness of current counternarcotics strategies to disable Mexican 

TCOs, there must be a shift in attitude and conventional wisdom regarding the nature of 
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the threat.  The environment in Afghanistan, with relation to criminal insurgency, non-

state actor group intelligence and patterns corruption, shows some similarities to those in 

Mexico and may lead to a deeper understanding of their intelligence systems and 

opportunities.  

 Territories throughout Afghanistan are under the authority of non-state ruling groups, 

some which traffic drugs, and some non-state ruling groups are also connected to political 

upheavals and terrorist organizations. Al Qaeda has been an evolving organization that 

has become very decentralized and fragmented since its days under Osama Bin Laden. Al 

Qaeda had a highly organized and sophisticated intelligence apparatus that functioned 

with more similarities to a state intelligence system than to other non-state actors. Its 

primary goal was self-preservation in the face of competing governments and forces that 

would retaliate in reaction to its attacks. It also focused heavily on the mission of 

understanding the operations, strategies, intelligence systems, and societies of 

adversaries.  Even more advanced, its intelligence and counterintelligence included 

analysis technique.34  

This level of sophistication is a demonstration of the threat posed by non-state actors 

and their ability to create highly competitive intelligence networks. These networks can 

overpower or challenge formal state actors. Their ability to succeed is also vested in 

financing, and the ability to embed themselves into local communities, whether through 
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fear, or financial or ideological motivations. As aforementioned, the increasing 

sophistication of Mexican TCOs, combined with the influx of resources and ability to 

control territories and large portions of the population create the capability for highly 

advanced intelligence evolution. 

Drug trafficking for financing activity  is characteristic of other  international, 

political non-state actor groups such as the FARC (Colombia), Provisional Irish 

Republican Army (PIRA), the Kosovo Liberation Army, and the Kurdistan Workers 

Party of Turkey.35 Non-state groups that are able to challenge state autonomy seem to 

operate 1) under conditions of government decentralization in large areas of territory 2) 

require the need to develop micro-economies such as drug, weapons, or human 

trafficking or other illicit activities in order to survive and 3) use intimidation, violence, 

or corruption tactics to maintain territorial control or fulfill political goals.    

They also share traits in “intelligence style” and operations that give insight as to how 

to better analyze, and therefore predict, TCO behavior on its current trajectory. John 

Gentry of the National Intelligence University in Washington, D.C. lays out a unique 

overview that calls for better non-state actors’ intelligence theory, and touches on the 

issue of modernizing current approaches.36  The intelligence systems of “violent” non-

state actors are characterized as similar to one another based on their goals and the uses 

of the intelligence itself. He characterizes the purpose of intelligence in these groups; “the 

modest literature on the intelligence operations of violent non-state sovereignties suggests 
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that they primarily employ intelligence to plan physical military (or ‘terrorist’) attacks 

and to protect themselves from penetration and attack by government forces. The 

FARC37 is a Marxist guerilla group in Colombia. They carried out a 50-year insurgency 

(up until recent peace negotiations) and were once the largest drug trafficking 

organization in the world, with deep ties to Mexico TCOs.38 Mexican cartels and gangs 

partnered with the FARC to assist in the trafficking of cocaine into the U.S. They are also 

suspected to have had ties to Hezbollah and other international terrorist organizations.39 

These traits should make their intelligence style of particular interest to understanding the 

evolution and the potential of the Mexican TCOs. The FARC is also characterized as 

having a decentralized intelligence apparatus and an absence of professionalized analysis 

structure. Key intelligence functions are to assist in military operations, collect intel on 

targets, seek opportunities to attack the Colombian military and political targets, and 

some counterintelligence. The primary means of collection is human intelligence, used 

for surveillance, to infiltrate the government and military, and to recruit informants 

embedded in local communities. FARC also has a small signal intelligence (SIGINT) 

tool.  Additionally, they have a weak counterintelligence system, which could be a 

vulnerability that led to their recent decline in power.  Their system is also tasked with 

kidnapping, extortion plots, and carrying out assassinations.40  Mexican cartel’s 
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participation in political upheaval, impact on elections (including assassination of 

politicians), and government infiltration indicates a mirroring of these strategies in 

relation to activity and intelligence strategies. 

The current situation resulting from transnational criminal organizations in Mexico 

has fundamentally compromised the sovereignty of the Mexican government.41 The 2017 

State Fragile Index showed Mexico to be the most worsened country. Unlike previous 

years, the 2017 score shows an alarming trend change for Mexico, which had showed 

improvement in its index score over the last few years until now. This new trend is likely 

the result of a surge in violence, kidnappings, extortion and homicides.42 The Fragile 

States Index over the last 2 years has also indicated a significant increase, or worsening, 

in the Mexican “Security Apparatus” indicator. This indicator includes measures that 

account for the civilian relationship with the military, the influence of gangs and 

paramilitary organizations (i.e. TCOs), and weapons proliferation. This is a dire political 

and diplomatic international emergency that the U.S. has an obligation to assist, as a 

neighbor, and as the exporter of illegal money and weapons to TCOs. As a border state, 

U.S. security is increasingly threatened if these trends continue towards Mexico 

becoming a failing state. While it might be controversial to refer to Mexico as a failing 

state, this debate is an important consideration in the values that underpin a call for an 

updated counternarcotics intelligence system.   
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Political analyst Ricardo Cayuela Gally suggests that the current Mexican political 

crisis is not a cartel problem as many have postulated, but a civil society problem at its 

core. Ordinary citizens, whether out of fear, intimidation, or financial motivation, are also 

permitting the laws to be broken. This has solidified into a national ‘belief’ system that 

formal laws are negotiable and optional.43 This culture of acceptance also derives from 

other parts of broken government policy around anti-TCO efforts.  While there have been 

substantial increases in military spending for fighting TCOs, there remains a gap in 

prosecuting offenders. Of the tens of thousands of murders from 2007-2011, 997-1,687 

investigations were opened, 343 people were formally charged, and only 22 people were 

convicted.44 The dynamic created by this acceptance that one can commit murder with no 

repercussion makes violence and the threat of violence a useful tool for TCOs. A need for 

protection in such an environment makes joining TCOs a desirable decision for personal 

finances, and more fundamental to value systems, the need for survival and protecting 

families. The impact of the violence cycle is the continued participation in TCO- activity 

for protection and economic reasons by those living in TCO-controlled regions. This 

violence also upsets the licit economy, which may not be strong enough to sustain 

Mexico without the drug trade.  

In fact, the more violent Mexican society has become, the more at risk local 

economies become, which leads to further participation with TCOs for financial gain, 

hence even more violence and anti-government sentiment spreads. Mexico is trapped in a 
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chaotic cycle. Violence and fear of violence are directly linked to localized economic 

instability. Multiple data sources and studies demonstrate this relationship. For example, 

there is evidence that TCOs shifted to other types of crime and activities beyond drug-

trafficking in the last 15 years to maintain control and increase profit margins. There have 

been significant increases in TCO-related extortion, kidnapping for extortion, car theft 

and other robbery, human-trafficking, and illegal U.S. border-crossing assistance 

“services.” 

A 2017 study45 used household microdata from 1994 to 2012, cross-analyzed with a 

variety of “disamenities,” 46 to understand the impact of crime on rent and income in 

Mexico City. The study tested a theory set:  1) higher rates of violent crime will result in 

crime being a statistically significant “disamenity” of living in Mexico City, an area that 

is impacted by TCO violence and corruption and 2) climate and pollution may also be 

“disamenities” that negatively affect rent and income and need to be examined in 

relationship to violent crime.  The study drew multiple conclusions from the results of 

this analysis. One conclusion that is important to note, crime rate and violence were 

“disamenities” that negatively impacted wages.  Nuñez elaborated on the point that 

people tend to receive higher wages in safer locations that are less impacted by any of the 

“disamenities,” such as violence and homicides.  The study also notes that illegal income 

provides more economic opportunity in those areas that are negatively affected by 
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pollution and climate.47 It could be inferred from this statement that prevalent 

“disamenities” in a locality may encourage participation in illicit activity. An increase in 

the number of participants who engage in TCO activity to supplement their income that is 

negatively affected by the “disamenities” will continue result in more violence. More 

violence inversely affects local economic growth through rent price, wages, and changes 

in other economic key indicators. This cycle will also challenge the effectiveness of 

community-based counternarcotics intelligence strategy where the communities depend 

on TCOs for economic relief.  

Another comprehensive study conducted a regional level examination across all 32 

Mexican states and analyzed the effects of the drug war on economic development across 

a range of years, including President Calderon’s “Drug War” (2006-2012). Overall 

findings indicated that there was a -0.5% decrease in GDP in those states with military 

operations targeted at TCO activity. The GDP per capita gap appears to widen 

significantly post-implementation of military operations (2007-2012) when the violence 

rates and homicides spiked. The GDP per capita appears to stabilize after the violence 

rate falls.48  Further intricacies in this data set and analysis highlight alarming 

characteristics of TCO-dominated states with military presence by comparison to other 

states. For example, fear for personal safety and costs associated with being victimized 

are linked to negative changes in consumption activities per capita. The data suggested 
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that people are saving less (in banks), and there were significant decreases in access to 

commercial credit by the private sector.  

Impacts on Mexican communities are a crucial piece of analysis in relationship to 

comparing services and TCO intelligence. The relationships between government and 

society, and society and TCOs suggest a breakdown in Mexican civil engagement and 

sovereignty amidst violence and chaos. From the lens of a counternarcotics intelligence 

strategy, these relationships create a barrier to implementing comprehensive intelligence 

systems. Along with the social issues, there are political and government infiltration 

issues that beg the question, who really has control? A recent study of presidential 

speeches to understand Mexico’s national sovereignty from leadership perspective, as it 

relates to the ongoing fight against TCOs, made some relevant conclusions. The speeches 

themselves were evidence that Mexican leaders have defined a “substantive part” of 

Mexico’s sovereignty in relationship to the drug trafficking.  A second conclusion relates 

to Mexico’s sovereignty in relationship to the U.S.’s involvement or interference over the 

border as a reaction to the drug trafficking. U.S. efforts have may challenge Mexican 

sovereignty through practices that create tensions with Mexico’s autonomy, and signify 

their inability to fight TCOs on their own accord. The analysis goes on to discuss the 

different styles over the last 3 administrations about how they framed Mexican 

sovereignty. President Zedillo often discussed the concept of territory. President Fox 

referenced democratic institutions, and President Calderon based his definition of the 

“life of the society and state.”49 Further analysis of these points in relation to 
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counternarcotics intelligence strategy and the condition of Mexico creates a disturbing 

picture. TCO intelligence operations have allowed them to gain access and control over 

the territory, democratic institutions, and societal life that the leadership defined in terms 

of sovereignty. American intelligence and counternarcotics activities also seemingly 

compromise the Mexican government’s ability to act autonomously. To an extent, North 

American security, diplomatic relations, and economic conditions hinge on the ability of 

the U.S. and Mexico to improve upon their anti-TCO intelligence systems together, 

otherwise continued Mexican fragility ensues until it is a failed state. Mexico as a failed 

state deeply jeopardizes American homeland security, which demands the need for an 

updated counternarcotics intelligence strategy and theory.  
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CHAPTER 4: TOWARDS A THEORY IN COUNTERNARCOTICS INTELLIGENCE 

The U.S. counternarcotics intelligence community has fallen into the same trap that it 

experienced in fighting insurgency in Afghanistan. Common elements of combating 

violent non-state actors are comparable to the counternarcotics issue of 2018. Through 

the research discussed in Chapters 1-3, 6 key elements have been identified as being 

barriers to relevant intelligence: 1) analysis and the relevance of intelligence suffer from 

a lack of coordination and specialization across many discordant agencies, and mission 

myopias and turf wars; 2) information systems, such as fusion centers, are not organized 

to maximize the value of relevant intelligence; 3) the use of law enforcement tactics 

verses long-term strategy has deeply impacted the field and led to ineffectiveness in 

dissembling TCOs; 4) there is a lack of consistency or importance placed on defining 

who a counternarcotics expert is; 5) diplomatic and aid organizations produce relevant 

intelligence and need to have an enlarged role and increased resources in countries of 

interest; and 6) lessening the impact of addiction on American families is at the core of 

ethical obligations and a fundamental for this field, but just an acknowledgment of this is 

not enough to change practice.  My proposed measures to address these six problems, 

elaborated below, are offered as potential elements of a refocused counternarcotics theory 

and practice. 

If the intelligence community cannot reflect on the mistakes and intelligence failures 

of the past in an analytical or meaningful process, U.S. homeland security and Mexican 

sovereignty will continue to be at increased risk. Mexico’s fragility compromises border 

protection and American lives, as overdose tolls increase to record numbers in 2018. U.S. 

leaders must also invest in updating policy around agency and bureaucratic organization. 
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An active shift away from old ways of thinking and dependencies on conventional 

wisdom is key to this update process. The tactics used for information collection and the 

analysis matter. 

Dissembling TCOs and their influence on the region involves a change in culture and 

attitudes of the people that live in the regions which they control. It is with this mindset 

that the intelligence community can begin to balance the need for increased resources, 

and reimagined policies, with a thoughtful urgency. At the core of the counternarcotics 

intelligence ethos must be empathy and sensitivity to the issues facing the tens of 

thousands of Americans that will die of drug-related causes in the coming years. There 

are also key questions highlighted by the available data that should be taken into 

consideration. What can be taken from existing theoretical frameworks? How does 

analysis occur? How does decision-making occur? Are the data-sharing and Joint Task 

organizations efficient and sufficient, and how are they operating? 

A counternarcotics intelligence theory should seek to move the field from tactics to 

strategies. While there is data available on history, reporting, and general intelligence 

theory,1 there is a lack of a publicly available literature, virtually none, that explores 

theory and consensus-building in counternarcotics intelligence as its own venue.  

Searches for academic literature on counternarcotics intelligence practices or theory 

resulted in newspaper articles on counternarcotics cases, self-published high-level 

government reports and statistics on arrests and interdiction volumes, and Congressional 
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and Office of Inspector General reports on issues. Research did not result in pieces that 

postulated on a theory specific to the analysis of counternarcotics intelligence or the 

study of universal counternarcotics intelligence methods. 2 That is not to state that such 

efforts are not being undertaken by the federal government. However, typically issues in 

counternarcotics intelligence continue to be addressed using law enforcement tactics and 

operations, with goals to investigate, apprehend, prosecute, and interdict what amounts to 

be a small percentage of the drug traffic. There is a lack of emphasis on a global 

intelligence strategy.  

This theory would be consistent with the current fundamentals of intelligence 

analysis, and incorporate the nuanced issues of narcotics trafficking, supply control 

logistics, and transnational criminal organization behavior. The U.S. needs to approach 

the issue with an updated intelligence “style” and answer some key questions to build a 

framework. This starts with a thoughtful inventory of the issues explored in Chapters 1-3. 

It also starts with a government-wide consensus-building effort that abandons traditional 

roles and turf wars. There is a lack of literature that attempts to define who and what the 

counternarcotics intelligence community is. Research reflected that there are between17-

26 separate U.S. agencies working on counternarcotics activities in some capacity.3 An 

analysis of the players and actors has revealed a large bureaucratic machine, multicenter 

systems, and joint task forces, and the illusion of an attempt at coordination that is 
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compounded by data overload and agency turf wars. What is also revealed is the system’s 

susceptibility to error, bureaucratic delays, biases, and formal agencies that are easy to 

infiltrate by TCOs. 

Information sharing mechanisms have been breaking down, similar to issues seen in 

Afghanistan during the War on Terror. In theory, the installation of a “fusion center” 

reflects collaboration effort and improvement. They are supposed to impact positively 

issues caused by silos and mission-focused myopia. However, in practice they may not be 

producing relevant intelligence or promoting sharing. A 2014 Department of Justice 

Office of the Inspector General report on the OCDETF system demonstrates a continued 

struggle with information sharing across agencies. The report starts out by expressing that 

the offices under review may have purposely made it difficult for the Inspector General to 

obtain needed information. The alleged obstruction demonstrates an internal awareness of 

programmatic flaws and effectiveness if officials attempted to ‘hide’ information from its 

own agency. This resistance to transparency and accountability for its activities is a 

disease of relevant intelligence production.4  The Inspector General report suggested that 

two FBI employees who attempted to voice concerns about the operation, potential 

whistleblowers, may have been subjected to retaliation.  

The Office of Inspector General ultimately concludes that it cannot rely on the 

validity of the information they received from OCDETF officials about the intelligence 

sharing operation, which defeats the entire purpose of an investigation predicated on 

government accountability and proves ineffective in this matter. Who watches the 
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watchmen? If the Inspector General cannot retain accurate reporting on conduct in 

intelligence analysis from a collaboration of the major players in the counternarcotics 

field, it is hard to believe in the validity of the limited, self-published information on this 

entity itself.  The report continues to reveal deficiencies in identifying goals, how 

operations are performed, decision-making, and the prioritizing of investigations of high-

level targets. It also implies that the operators in the field are not receiving intelligence 

from the analysis infrastructure in conditions where not all parties are equally receiving 

information inside the fusion center. With respect to the intelligence cycle, and the use of 

this intelligence to investigate, prosecute, and disassemble transnational criminal 

organizations, the idea that analyzed intelligence does not make it into the field makes no 

sense, and would seem counterproductive to achieving that goal. If the intelligence is 

valid, field operators might need to know that information to calculate their own strategy 

or operations. The report continues further on communication issues, misaligned policy 

goals or sometimes, a lack of policy completely on matters involving expected response 

times and priority-setting. There are issues around access to information by some types of 

personnel and not others.  

Another concerning issue for a team of intelligence analysts is that there was no 

formal process for evaluating the effectiveness of the intelligence products.5  The lack of 

authenticity in the OCDETF investigation raises ethical implications so much so that it 

compromises the authenticity and value of the intelligence products themselves. If there 
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cannot be a baseline, or an establishment of trust within an organization (this Inspector 

General is within the Department of Justice), what is to say that the intelligence products 

are reliable?  It appears the OCDETF fusion center suffers from information and request 

overload, and its effectiveness is virtually unknown. These centers may only be in place 

to satiate leadership and policy makers’ requests for better information sharing networks, 

and only exists in theory, or possibly it exists just report information back to leadership.6 

The value of the requests themselves is also unknown.  

The OCDETF fusion center, along with other collaborative activities across the 

agencies, are disenfranchised by the “innocent” enemy of turf war-driven intelligence 

agencies and decision-making. The U.S. intelligence apparatus is its own enemy by 

human error, government inefficiency, and biases.7 A better counternarcotics intelligence 

theory would address the issue of ‘innocent enemies’ through updated policies and 

strategies, and technological innovation designed to better equip the intelligence 

community for collaboration in information sharing rooted in global principles and values 

of the American government. 

Technology and systems integration, and the ability to track individual adversaries 

and financial activity, will have to be a major element of a counternarcotics intelligence 

theory. At the core of learning to use technologies more effectively must be a vested 

interest in defining the purpose of intelligence for counternarcotics, and its analysis 
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principles. Without cohesion and agency-wide agreement on these issues, the technology 

cannot be leveraged to its greatest potential for intelligence collection or analysis.  

There are many technologies and solutions that already exist which can maximize 

analyst time and process, for example, technologies that give insight to relationships 

through the use of “sociograms” and social network analysis. These tools are specifically 

targeted towards uncovering relationships between actors, such as friendship, kinship, 

finance and the movement of money, and other online information-sharing pathways, like 

social media and chat rooms.8 This type of data analysis is useful when attempting to sift 

through large volumes of raw and unanalyzed data inside of fusion centers or other data 

repositories. Sociograms can give the intelligence community the ability to produce 

intelligence products using information about phone calls, logs, and social media 

transactions by identifying “centrality values,” that is the ability to determine who is a 

key influencer in a group, based on their relational and technological footprint, which 

demonstrates their “distance” from the other actors being observed. This may prove 

particularly useful as it relates to the decentralized structure of transnational criminal 

organizations and the Mexican cartels. In theory, it is a tactic that is already in use but 

stifled by the information-sharing and bureaucratic protocols in play.  

On the dawn of a new era of technology, blockchain9 has been theorized about in 

many settings, despite the government and technologists’ inability to get a full grasp on 
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operationalizing it. The concept has many billions of dollars in investment and the 

government views it as an opportunity to create greater transparency and interoperability 

in legacy technology systems. It also, in theory, has the ability to create better data 

validation systems that seek to find truth. Artificial intelligence has potential to be used in 

intelligence fusion centers and databases to help substantiate information being entered 

and assisting the analysts in drawing more accurate conclusions about that data. Its ability 

to track and create transparency could also, theoretically, assist in the identification and 

information creation about the narcotics supply. Tracking new drug analogs, chemical 

formulations, shipping routes, and points of origination could occur in a much shorter 

amount of time.10 In a world of too much data and not enough time, and faulty 

counternarcotic intelligence ‘fusion centers,’ the next generation of counternarcotics 

intelligence professionals need to have the interdisciplinary analysis and technology skill 

sets to guide new systems development. Signals intelligence and other geographic data 

must also remain to be an investment in counternarcotics intelligence capabilities. 

However, similar to aforementioned issues on data overload and fusion center issues, this 

sector of the intelligence community needs a baseline in counternarcotics theory and 

training to assist in the identification of relevant information and eliminate implicit 

biases.  

There is consistently a lack of evidence to suggest that Mexican TCO behavior is 

being studied regularly by the academic international affairs or intelligence communities 
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to the same degree as the violent non-state actors of the Middle East have been. There is 

potential in developing blockchain and social “memeing,” which is the concept of 

creating social ledgers for online forums that can provide social and community 

governance by using the existing social network landscape, to understand trends and 

social behavior. 11 This type of technology can also potentially be used to recirculate 

messages into communities most impacted or dependent on the drug trade. A cadre of 

terrorist behavior and recruitment psychology books and articles are available and well-

researched in the field of counterterrorism intelligence.  A similar information set may be 

necessary as core study for counternarcotics intelligence agents and analysts, versus 

training programs that continue to rely on conventional wisdom and law enforcement 

techniques. Understanding the social environment and community at large that is 

susceptible to TCO influence is paramount to disassemble them.  

Restructuring of technology systems will depend on improvements in collection 

methods and information seeking processes in the field. Richard Betts’ ‘enemies of 

intelligence’ theory suggests that the most important phase of the intelligence cycle is 

collection, because information that is not collected cannot be used.12 The intelligence 

community cannot know what it does not know exists; a reimagination of how 

intelligence personnel operate in the field is foundational. A key advantage that TCOs 

have over U.S. intelligence services are their ‘cities of spies,’ and the expansive human 

intelligence (HUMINT) networks. In order to combat TCO HUMINT, there may need to 
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be increased U.S. HUMINT. CIA Director Gina Haspel recently discussed some updated 

strategy, emphasizing that to stay competitive, the U.S. needs more spies.13  Who should 

these spies be? Back to the question around what is a counternarcotics intelligence expert, 

regional expertise will vary while core principles of operations and mission should be 

ubiquitous throughout the government. One proposal on realigning intelligence services 

could be to use the CIA model for collection and analysis for foreign operations. The 

DEA domestic model of investigation and prosecution should be restricted to working 

within U.S. borders and U.S. residents, and possibly parts of Mexico for better 

coordination. The rest of the agencies should be expected or directed to fulfill requests or 

plan operations accordingly and send their information to just a few hubs of analyses for 

centralization. These two agencies as a central repository for information collection could 

be effective, as their analytical personnel possess the training and intelligence analysis 

principles necessary to combating the nature of the TCO enemy, as demonstrated through 

TCO similarities to violent non-state actors like terrorist organizations.14 It is from this 

pool of experts that a new definition of a counternarcotics intelligence expert can arise.  

The net of recruitment and expertise must be widened to include individuals familiar 

with and dedicated to issues around the behavior of drug users, as discussed in previous 

chapters. The government clearance process and the amount of time it is currently taking 

to bring new intelligence personnel on board is a deterrent to increasing human resources 

                                                

13. Jeff Seldin, "US Looking to Place More Spies Worldwide," VOA, September 25, 2018, 

https://www.voanews.com/a/us-looking-to-place-more-spies-worldwide/4585189.html. 

 

14. Information gleaned from conversations with professionals who have worked in or around the training 
of analysts in CIA or DEA suggest robust analytical technique combined with strong subject matter expertise in 
relation to studying TCOs and other violent non-state actor groups.  
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effectively.  According to internal sources, the time from job application to hiring in 

intelligence agencies can take an upwards of 500 days to process. Amidst the drug 

epidemic, this amount of time cannot be afforded to get new talent into the field and 

analysis desks, and is unacceptable. An ethical obligation to save lives in the U.S. right 

now must be the catalyst to improving hiring and screening processes for counternarcotic 

intelligence professionals. 

The U.S. expansion of a foreign footprint in Mexico should also be a priority. As 

previously discussed, the infiltration of the Mexican government by TCOs and threat to 

Mexican sovereignty are national security priorities that can be assisted by HUMINT 

resources. The development of useful strategies to combat TCO influence over foreign 

communities and infrastructure hinges on the ability to properly observe the communities 

and collect information. It appears that much of the current counternarcotics strategy and 

budget is focused on seizures and the monitoring of drug supplies, by comparison to 

efforts that have successfully and permanently disabled leading TCOs.  

In the words of a veteran intelligence officer and professor of comparative 

intelligence, intelligence is about competition.15 The issue of competition with 

transnational criminal organizations in the ‘war on drugs’ and intelligence issues was 

explored in depth in Chapter 3. The U.S. investment in the counternarcotics intelligence 

apparatus is significant, yet it remains difficult to be competitive with TCOs. A 2017 

                                                

15. Per lecture by Kevin O’Connell, professor and scholar of Comparative Intelligence, Georgetown 

University School of Foreign Service, Fall 2017. 
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GAO report on some of the counternarcotics agencies16 revealed that counternarcotics 

activities, including some intelligence collection and information sharing systems, have 

cost upwards of 39 billion dollars between 2010 to 2015.17 The annual DEA National 

Drug Threat Assessment reports continue to identify the same 5-7 TCOs and 

acknowledges that the dominant groups have been around for many years. Javier Pena, 

one of the DEA agents credited with the arrest of Pablo Escobar,18 discusses how 

imbedded these organizations are. The strategy to investigate and beat cartels must be a 

top-bottom and bottom-top approach.19 In order to dissemble an organization like a TCO 

or other violent non-state actor group, everyone from the drug lords and leaders, all the 

way down to the hitmen, launderers, and American gangs that transport and sell drugs to 

users, must be removed from society or given an alternative solution to drug trafficking.  

It is important to note that research and analysis have shown that removing leadership 

from cartel structures or dismantling one cartel “family” will lead to the development of 

new groups and extreme violence. The 2016 arrest of El Chapo was considered a 

                                                

16. This report covered the Department of Justice DEA and OCDETF, Department of State (INL), 

USAID, and DHS Customs and Border Protection (CBP) and Immigration and Customs Enforcement 

(ICE).  

 

17. This cost projection only covers financial data from 5 agencies and is not reflective of all current 

U.S. government investment in counternarcotics initiatives. See, United States, Government Accountability 

Office, Counternarcotics, Overview of U.S. Efforts in the Western Hemisphere: Report to the Ranking 

Member, Committee on Foreign Affairs, House of Representatives, (Washington, DC).   

 

18. Pablo Emilio Escobar Gaviria was a Colombian drug lord and considered to be the first person 

coined with the term ‘narcoterrorist.’ He was one of the wealthiest criminals in modern times and the head 

of the Medellin cartel until 1993. 

 

 19. “Escobar to Cali: Tracking the World’s Most Notorious Traffickers with Javier Pena,” Cypher 

Brief Podcast, 2017.  
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watershed moment in counternarcotics across the world, but why? Was the arrest of a 

high-value target and leader impactful on the current state of affairs? Does the arrest of 

one leader do anything to disassemble an organization from the perspective of U.S. 

intelligence goals?  Leadership, when removed in TCOs, is replaced rapidly. The loss of 

leadership or arrests of major figures has had no observable effect on the drug trade or 

overdose deaths since 2016.20 The arrest and extradition of El Chapo21 to the U.S. led to a 

split in the organization’s leadership structure as Sinaloa cartel members, his sons and top 

lieutenants, fought to fill the power vacuum. It also triggered a severe increase in 

violence. El Chapo was arrested in 2016 and that year experienced a homicide spike in 

Mexico, at 21.3 murders per 100,000 people.22 March 2017 was the most violent month 

on record by the Sinaloa cartel since 2011, with 142 recorded homicides within the 

organization. El Chapo’s sons are known to be violent and ruthless, and sources close to 

the cartel indicated the sons’ intentions of attacking El Chapo’s ‘second in command’ 

Damaso ‘El Licenciado’ Lopez to gain power.23  

                                                

20. Ibid; Melissa Dell, "Trafficking Networks and the Mexican Drug War," American Economic 

Review 105, no. 6 (2015): doi:10.1257/aer.20121637. 

 

21. Joaquin ‘El Chapo’ Guzman Loera is a Mexican drug lord and former boss of the Sinaloa cartel, in 

Sinaloa, Mexico. He was extradited to the U.S. in 2016 where he is waiting to stand trial in New York.  

 

22. Kimberly Heinle, Octavio Rodríguez Ferreira, and David A. Shirk, report, Political Science and 

International Relations, University of San Diego, March 2017, https://justiceinmexico.org/wp-

content/uploads/2017/03/2017_DrugViolenceinMexico.pdf. 

 

23. David Agren, "Mexico Captures Sinaloa Cartel Boss Who Launched Power Bid after El Chapo 

Arrest," The Guardian, May 02, 2017. https://www.theguardian.com/world/2017/may/02/mexico-captures-

sinaloa-cartel-leader-el-chapo.  
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In the absence of leadership, new behavioral patterns and alliances are formed with 

other groups and gangs to keep an advantage. The arrest of one big player, even when it 

is El Chapo, does not appear to amount to a sea change in TCO activity or the export of 

dangerous narcotics into the U.S. So, apart from bringing one dangerous criminal to 

justice and some better optics for the ‘war on drugs,’ the drugs continue to move across 

the border in record amounts. It is possible that El Chapo may produce some intelligence 

or cooperation in custody that could lead to breaks in other cases, but no evidence of this 

happening is currently available in the public domain. Some reports have indicated that 

El Chapo has made clear that he will not plead guilty or cooperate with authorities.24 

TOWARDS A SOLUTION 

Intelligence goals that are targeted towards arrests and the pursuit of criminal justice 

are insufficient to maintaining homeland security or decreasing loss of life. The goals of 

prosecution, interdiction, and disassembling of dangerous groups seem valid in theory, 

except that the evidence is showing there is not significant advancement in these goals. 

By comparison to success indicators which are difficult to decipher across government 

reporting, there are factors that indicate intelligence failures, such as rising death tolls, 

violence, and economic impact on the U.S. It is not to say that “goals” are not being met, 

but not to the capacity needed to fulfill the obligation of the intelligence community to 

protect Americans and those suffering from the drug trade. It is to say that those goals are 

                                                

24. Samuel Osborne. "El Chapo Struggling to Pay Legal Fees, Says Lawyer." The Independent. 

February 16, 2018. https://www.independent.co.uk/news/world/americas/el-chapo-joaquin-guzman-legal-

fees-court-sinaloa-cartel-brooklyn-a8213226.html. 
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misaligned to values of protection, security, and government authenticity (per the 

Inspector General report on OCDETF).  

Conventional wisdom and a business-as-usual approach to justice for TCOs and drug 

smugglers must be abandoned as an intelligence goal. While the task of complete 

disassembly of all TCOs seems unlikely given the pervasiveness of drug cultivation in 

countries like Mexico, there can be a prioritization of which groups to target, regionally 

and by a group’s capacity and level of threat. What would it look like to eliminate or 

dissemble just one of the major TCOs? What impact would be observed in a community 

loosened from its grips? Other counternarcotics agencies, like the United States Agency 

for International Development (USAID)25 and the Department of State’s Bureau of 

International Narcotics and Law Enforcement Affairs (INL)26 may be able to fill the 

power vacuum with programming and assistance to build more sustainable environments 

if resources were hyper-focused to one or a few regions at a time. USAID observed that 

its programming in Colombian territories under the control of cocaine-trafficking TCOs 

resulted in moderate success, and the reduction of some cocaine production. Social and 

economic values can be established when licit market substitutions are provided as an 

alternative to drug trade. This includes market integration and improvements in public 

transportation. USAID also observed that “political will is critical.” Participation and 

buy-in from the formal government institutions to correct issues and provide resources to 

                                                

25. U.S. federal government agency with the mission of enhancing international development efforts 

worldwide to advance “national security and economic prosperity” and “promotes a path to self-reliance” 

for countries in need. See, www.usaid.gov. 

 

26. INL is bureau of the Department of State with the mission of assisting other countries with 

delivering justice and fairness, and counter crime and narcotics trafficking. See, http://www.state.gov/j/inl/.  
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drug-producing regions is necessary and important to sustainability and stability.27 

Counternarcotics intelligence theories and collection processes need to have a deeper 

intersection with diplomatic and aid organizations, formal governments and non-

government organizations (NGOs) alike, to sustain a competitive advantage over the far-

reaching networks and economic opportunity brought by the drug trade.  

Justice is a key principle of counternarcotics intelligence theory, but with more of an 

emphasis on assisting in justice endeavors of the partner nations like Mexico and other 

regions where the TCOs have regional controls. Justice in the U.S. and domestic 

intelligence efforts does not account for the social and institutional problems that need to 

be solved in Mexico in order to achieve victory over TCOs. The disruption or fall of one 

cartel may lead to the resurgence of new ones,28 smaller organizations with the potential 

to grow. It is possible that no amount of intervention with violent non-state actor groups 

like TCOs can stop the criminal behavior or the drug import completely, but weakening 

groups and their regional influence is a measurable goal.  From this perspective, a 

counternarcotics intelligence theory may draw lessons from violent non-state actor 

insurgencies and terrorist organization trends.  Key lessons may be learned from the 

Afghanistan heroin-trafficking TCOs and terrorist organizations,29 and the Colombian 

                                                

27. United States, Government Accountability Office, Counternarcotics, Overview of U.S. Efforts in 

the Western Hemisphere: Report to the Ranking Member, Committee on Foreign Affairs, House of 

Representatives, (Washington, DC).   

 

28. Jeremy Bender, "Only 2 Major Cartels Have Survived Mexico's 8-year-long Drug War," Business 

Insider, June 16, 2015. https://www.businessinsider.com/only-2-cartels-left-in-mexico-2015-6.  

 

29. Michael T. Flynn, Matthew Pottinger, and Paul D. Batchelor, “Fixing Intel: A Blueprint for 

Making Intelligence Relevant in Afghanistan.” Marine Corps Gazette 94, no. 4 (n.d.): 62–67. 
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FARC insurgency. The FARC intelligence collection was primarily conducted through 

human intelligence, or spying. They also had a weak counterintelligence apparatus that 

may be connected to their recent power loss and peace negotiations with the formal 

government.  Experts have observed violent non-state actors need comprehensive 

counterintelligence strategies to survive. Counterintelligence is used to ensure loyalty and 

enforce “ideological discipline” on its members, and to influence friends or adversaries 

with information operations.30 To remain competitive, exploiting weaknesses in TCO 

counterintelligence through information operations and campaigns, and improving U.S.-

Mexico counterintelligence by thwarting TCO spying on their intelligence services must 

be prioritized. It would involve better coordination efforts around infiltrating TCO 

organizations with additional HUMINT resources, and per Director Haspel’s point, more 

spies.  

The continued effort to approach transnational criminal organizations and drug 

traffickers in individual investigations and through policing tactics does not do much to 

damage TCO infrastructure. These organizations continue to remain in competition with 

U.S. intelligence agencies and government entities. They are a political and financial 

force in world security and diplomacy. They have challenged the sovereignty of the 

Mexican government to the extent that Mexico is a narco-state31 and moving towards a 

path to being classified as a fragile state.32 It has been alleged that American authorities 

                                                

30. Gentry, Towards a Theory of Non-State Actor Intelligence 

 

31. A narco-state is a nation state with an economy that is heavily dependent on the export of illicit 

drugs and where the government is often challenged by the groups that facilitate the drug trade. 

 

32. Fund for Peace, Mexico Fragile State Index, 2017, Washington, DC. 
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such as the DEA work with cartels, like the Sinaloa, to get intelligence.33 What is the 

ethical implication of such actions? What message does this send to TCOs about their 

ability to manipulate and override government activities so effectively? What message 

does it send to U.S. partners like Mexico? Is it better that we compromise the sovereignty 

of their government by directly interfering with transnational criminal organizations 

using espionage tactics without Mexican consent versus continuing to take a passive and 

cooperative approach to dangerous Narcos? These are the ethical and value issues faced 

by the counternarcotics intelligence community that must reach a consensus. Some of 

these tactics are damaging to U.S. goals and are counterproductive to gaining an 

advantage over TCOs.  

Counterintelligence must also be a theme or key factor in counternarcotics 

intelligence theory. This also feeds into the idea that TCO relationships within the 

community that enables them and passively allows them to manipulate the system. 

Mexican civil society is at jeopardy when it comes to cooperating or deciding to give 

loyalty to the formal government. TCOs provide social welfare in some communities and 

regions that facilitate drug agriculture and trade.34 Furthermore, the current political crisis 

in Mexico is worsened by citizens who, in a sense, permit the laws to be broken and 

‘allow’ for the behavior and conduct of TCOs to infiltrate society. The “law of the land” 

                                                

33. Kelley, "CONFIRMED: The DEA Struck A Deal With Mexico's Most Notorious Drug Cartel." 

 

34. Shawn T. Flanigan, "Motivations and Implications of Community Service Provision by La Familia 

Michoacána / Knights Templar and other Mexican Drug Cartels," Journal of Strategic Security 7, no. 3 

(2014): 63-83. 
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has become negotiable.35 General Michael Flynn discusses this idea in relation to 

intelligence issues in Afghanistan. This idea of combatting lots of adversarial spies with 

more U.S. or partner nation spies and analyst resources is a theme in fighting non-state 

actor groups. In his 2010 report to “make intelligence more relevant,” General Flynn 

highlights a deficiency in analyst resources and the silos created when analysts are 

independently studying “functional lines” versus having a broader regional knowledge. 

He notes that having one person studying insurgent networks and another studying 

narcotics trafficking separately was not working in Afghanistan. He also comments on 

the deficiencies in personnel numbers in general.36 This is crucial to counternarcotics 

intelligence theory and the arguments for both better counterintelligence measures and an 

increase in HUMINT resources.  

General Flynn and company also draw important lessons from what they refer to as 

the “inescapable truths.” Similar to what is being observed with removing members of 

Mexican TCOs in a piecemeal fashion, A Blueprint for Making Intelligence Relevant in 

Afghanistan concludes that killing insurgents only leads to the emergence of more 

insurgents. They point to governance and development as a workable solution to issues 

with civil society in these regions. Understanding the culture of all the players involved 

gives way to more “inescapable truths” about the reality of transnational criminal 

organizations and the drug crisis. It is important to acknowledge that the issue with 

                                                

35. Ricardo Cayuela Gally, 'El dia despues, in El Mexico que nos duele: cronica de un pais sin 

rumbo,” 2011; Roger Bartra, The Mexican Transition: Politics, Culture, and Democracy in the Twenty-first 

Century (Cardiff: University of Wales Press, 2013). 

 

36. Flynn et. al, 62-67. 
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Mexican TCOs and resources needed by Mexico requires urgency with respect to the 

direct impact on U.S. residents and the geographical proximity to Mexico. 

The cultural aspects of intelligence collection and analysis extend into understanding 

more about U.S. communities and drug users. So long as there is the demand for drugs, 

and people suffering from substance use disorders, the complete elimination of TCOs 

cannot be a feasible goal. TCOs have thousands upon thousands of contacts and ‘nodes’ 

of connectivity to people who are inside the U.S. The U.S. has already been infiltrated by 

enemy TCOs.  Every new and continuing customer of the drug trade in the U.S. that 

remains untreated for their substance use disorder may become an avenue to assist TCOs, 

intentionally or unintentionally. This is not to say that drug users or people suffering from 

addiction are liable for the current state of affairs, they are not. The ongoing 

criminalization of drug users, issues with the public health system, and stigma are 

“innocent” enemies of intelligence to the extent that the supply will continue to rise with 

the demand and cash moving to TCOs.  The network of individuals involved in these 

operations is virtually in the millions;37 the overarching solution lies with reducing drug 

demand. Better intelligence is only one key to reducing supplies and protecting against 

violent TCOs. Intelligence cannot be made better without understanding the communities 

most vulnerable to the drug trade.   

                                                

37. The Substance Abuse and Mental Health Services Administration (SAMHSA) data suggests that 

there are currently millions of people in need of substance use disorder treatment/using drugs. See, United 

States, SAMHSA, National Survey on Drug Use in Households, 2017, 

https://www.samhsa.gov/data/nsduh/reports-detailed-tables-2017-NSDUH  
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At the core of the value system of a counternarcotics intelligence theory is the 

protection of the population most susceptible to the harms of dangerous narcotics, and 

their families. It is imperative that a principle of the intelligence community ethos be 

rooted in the idea that the victims, those impacted by addiction, are suffering from a 

progressive brain disorder, and not a moral failing. Biases are an enemy of intelligence. 

Mental limitations are also enemies of intelligence analysis and refer to an inability of the 

analyst to ‘think outside the box,’ famously stemming the 9/11 Commission reports 

comments on the failure to predict the terrorist attacks as “failure in imagination.”38 

However, this type of imagination exercise is not the job of an analyst or law 

enforcement investigator. The job of the analyst is to create knowledge, to authenticate 

information as truthful or not truthful. A more insidious mental limitation that needs to be 

addressed in counternarcotics intelligence may be an implicit bias against drugs and the 

nature of drug users. The history of criminalization and harsh penalties for drug users in 

the U.S. has led to ineffective and draconian drug policies that have endangered 

communities of color and low socio-economic status, and increased stigma in the law 

enforcement community. A 2018 Associated Press- University of Chicago (NORC) 

survey on addiction claims that only 53% of Americans view addiction as a medical 

problem. It went on to say that 1 in 5 people would not want to closely associate with 

someone who has a drug addiction.39 The stress of the addiction epidemic on law 

                                                

38. National Commission on Terrorist Attacks upon the United States., The 9/11 Commission Report: 

Final Report of the National Commission on Terrorist Attacks upon the United States (Washington, DC: 

U.S.G.P.O, 2004). 

 

39. "Americans Recognize the Growing Problem of Opioid Addiction," APNORC.org - Home, April 

05, 2018, http://www.apnorc.org/projects/Pages/Americans-Recognize-the-Growing-Problem-of-Opioid-

Addiction.aspx. 
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enforcement, which would inherently include the domestic counternarcotics intelligence 

community that is focused on arrest and criminal justice, has also caused compassion 

fatigue.  

Compassion fatigue is a process of professionals experiencing trauma in relation to 

the trauma of those they are helping, and its negative effects. It may lead to negative 

attitudes, depression, or occupational performance issues. This issue has been observed in 

police officers regularly.40 The addiction stigma, compassion fatigue, and a fundamental 

lack of education for the law enforcement intelligence agencies, frames the problem in a 

way that weaponizes drug users. A recent observation at a DEA Citizens Academy 

training41 revealed that stigmatizing videos and non-scientific based language is being 

used to describe drug users, and those with substance use disorders and addiction.42 

Personal experience, and disturbing or challenging law enforcement experience with 

addiction and drug users, can bias and affect the nature of intelligence products.  

The words and terminology that are used in intelligence products matter. It can 

impact the epistemology of intelligence analysis, which affects finished intelligence 

products. These products are then passed along to decision-makers who will decide 

                                                

 

40. Judith P. Andersen and Konstantinos Papazoglou, "Compassion Fatigue and Compassion 

Satisfaction among Police Officers: An Understudied Topic," International Journal of Emergency Mental 

Health and Human Resilience 17, no. 3 (2015): doi:10.4172/1522-4821.1000259. 

 

41. DEA Citizen’s Academy, lecture, May 2017. 

 

42. DEA educational lectures revealed that films are featured a screening of “Chasing the Dragon,” a 

short film featured on DEA and FBI websites and media channels, which pictures disturbing and 

potentially stigmatizing representations of addiction and drug users. Sources have also suggested that films 

of a similar nature are used to train DEA and FBI agents. See: https://www.fbi.gov/video-repository/newss-

chasing-the-dragon-the-life-of-an-opiate-addict/view.  
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policy and future intelligence goals, perpetuating stigma or implicit biases. James Bruce, 

a retired CIA executive and academic researcher, discusses the importance of 

epistemology to analysis and ways in which intelligence becomes more reliable. The 

study of epistemology is the theory of knowledge, where it derives from, methods and 

validity, and its limits.43 Bruce discusses prejudices and conventional wisdom as a way of 

developing knowledge, and how it contributes to producing intelligence. If this 

“knowledge” of drug users and behavior is misunderstood and being passed through 

intelligence to policy makers, it has the ability to affect the entire cycle. These issues can 

be corrected, and their impacts lessened on the intelligence cycle with proper training, 

awareness education, and the addition of a new perspectives and expertise to the 

intelligence apparatus. Addiction and addiction culture expertise would be a vital source 

of information for counternarcotics intelligence professionals. TCOs and their U.S. 

networks of drug suppliers and dealers understand their customers. This ability to 

understand the behavior and psychological underpinnings of addiction and substance use, 

patterns, and therefore the creation of access to new networks of people, is a variable in 

TCO success. Advancements in training and education for the counternarcotics 

intelligence field on substance use disorders and behavioral patterns, combined with the 

instilling a sense of empathy and treatment of compassion fatigue in law enforcement, 

could be one solution to the analysis issues.   

It is clear that no amount of interdiction, besides complete and total annihilation of 

the drug production infrastructure (agriculture and manufacturing), is going to stop 

                                                

43. James Bruce, Making analysis more reliable: why epistemology matters to intelligence. 
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TCOs, for there is no other incentive to stop so long as they have resources and large 

networks of people engaged on the supply and demand sides. Many lessons can be drawn 

to approaches used with other non-violent state actor groups that shy away from 

international law enforcement activities and move towards traditional foreign intelligence 

and espionage strategies. The U.S. has one of the most powerful and competitive 

intelligence communities in the world. A prioritized, targeted, and systematic approach to 

dissembling TCOs is necessary to combat their growing and ubiquitous intelligence 

networks. The Global Terrorism Database 44 already classifies multiple individual 

incidents and crimes committed by the Sinaloa and Zeta cartels in Mexico as terrorist 

activity. The database also shows pages of incidents committed by “unknown” groups or 

perpetrators against journalists and the media, as well as attacks on political figures, 

religious figures, and attempted assassinations. In 2012, two severed heads were placed 

outside of a city hall in Ciudad Victoria with a “Z” carved into their skin as a warning 

from the Los Zetas cartel. In 2012, there was an incident of members of the Knights 

Templar cartel targeting and attempting to burn trucks they believed were transporting 

intelligence agents. In Morelia, Michoacán, 8 people were killed and 101 injured when a 

grenade was thrown into an Independence Day parade crowd by the Zetas. Incidents of 

violence have risen dramatically in Mexico over the last year. There was a 16% increase 

                                                

44. The Global Terrorism Database (GTD) is an open-source database that has information on global 

terrorist events from 1970-2017. It is operated by the University of Maryland and stores over 180,000 

separate incidences of terrorist attacks, attack attempts, and activity. See, www.start.umd.edu     
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in homicides for the first half of 2018, as this wave of over 15,000 reported homicides 

was apparently connected to a turf war between the Jalisco and Sinaloa cartels.45 

A counternarcotics intelligence theory must be able to account for these acts of terror, 

political manipulations, kidnappings, assassinations, and mass homicides being carried 

out by Mexican cartels. Finding the legal mechanisms and ethical pathways to classify 

these groups as terrorist organizations would give U.S. law enforcement and the 

intelligence community the ability to conduct surveillance and operations in a more time 

efficient manner, and more access to collection in relation to TCO members living and 

operating in the U.S.  

CONCLUSION 

While the idea of calling for a major government overhaul may seem like a cliché in 

the intelligence community, this is a critical moment for reassessment and reevaluation. 

After the September 11th attacks and U.S. invasions in the Middle East, there was a 

series of reporting and investigations into how the intelligence community was 

functioning in relation to identifying a terrorism threat or preventing an attack.46 There 

were also major reforms and regulatory activities. The reform, most significantly the 

Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA),47 was an attempt at 
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installing an overseeing body (Office of the Director of National Intelligence), and 

creating the infrastructure needed to coordinate across 17 agencies. 48  

There are ongoing debates around what is to blame: is it policy failures, or 

intelligence failures, or both? The concept of this debate is relevant to a counternarcotics 

theory and defining the role of this community; the job of analysts to inform policy 

makers, not to recommend courses of action. It is to meet requests for information with 

validity and improve upon tradecraft. The collection of intelligence in silos for the 

purposes of law enforcement investigations is not applicable in foreign theaters because 

the U.S. does not have the authority or autonomy to extend its criminal justice procedures 

in foreign nations to the same effect. Separating the current state of chaos from the policy 

issues, there are many identifiable areas of improvement that can be built into a 

counternarcotics intelligence theory that is all-encompassing, that can exist at the 

foundation of reorganizing the 20 agencies that have counternarcotics-related missions.  

How has the U.S. evaluated itself? And who is holding the intelligence community 

leadership accountable for what it produces? How many more hundreds of thousands of 

Americans will die from a drug overdose or substance use-related issues? This moment is 

pinnacle, it has reached a threshold. There has been a massive cumulation of 

shortcomings that do not result in positive effects on reducing impact, supplies, and 

violence. New policies need to be uplifted instead of the same old joint-task forces, 

                                                

48. John D. Negroponte and Edward M. Wittenstein. "Urgency, Opportunity, and Frustration: 
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datacenters, empty oversight offices, and dominance of law enforcement-driven 

intelligence. 

This reform and development of new theory hinge on these key themes.  

1) The reorganization of the intelligence agencies continues to allow for individual skillsets 

and collaborative functions to align with agency expertise. Law enforcement tactics under 

the DEA are to be used inside the borders, while expanding traditional intelligence 

approaches, such as that of the CIA, around the world. All other agencies must be held 

accountable and participate in transparent activities through the use of better tools. 

2) Advancements in technology and new methodologies for information exchange and 

analysis need investment in order to create those tools. 

3) Counternarcotics intelligence organizations must be rooted in strategies, not tactics, 

similar to counterterrorism and counterintelligence missions. 

4) New training and education practices that lead to a holistic approach to the 

“counternarcotics intelligence expert” must be enacted. This includes changes to 

conventional wisdom on TCOs and drug users, widening the net of recruitment, and 

expertise in affected communities inside and foreign to the U.S. 

5) Intelligence sharing and strategy must be a joint-collaboration with organizations such as 

the Department of State and USAID in order to inform economic aid and civil society 

issues. 

6) Most fundamentally, a theory must be based on the ethical obligation of the intelligence 

community to American communities impacted by addiction, and should be brought to 

the forefront of development processes. For this obligation is the only commonality 

between all agency’s missions.  
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Past intelligence reforms were deemed necessary after failures of intelligence and a 

public outcry, putting pressure on elected officials and decision makers to do something. 

Over time, many deficiencies in the implementation of these reforms have been analyzed 

and have highlighted new and persistent issues with the intelligence community 

bureaucracy. It boils down to the nature of people, those individuals in the intelligence 

community who have dedicated their craft to collection and analysis. How the system 

uses those people, trains them, standardizes methodologies, and sets priorities will hold 

the key to ending the ‘war on drugs’ and mass fatalities. Investment in human resources, 

through HUMINT operators, analysts, technology and innovators, is essential and urgent 

to easing the future consequences of the American drug epidemic.   
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