
Running Head:  Department of Motor Vehicles IVR Modernization 

 

Department of Motor 
Vehicles IVR Modernization 

 

Georgetown University 
Technology Management 

Capstone 
Researched and Written in April 2019 

by Team 9 (Gautam Gupta, Michael Meyer) 

 

 

Bringing Government Service into the 21st Century 



Department of Motor Vehicles IVR Modernization Program                                                                    2 
 

 

Table of Contents 
 

Abstract ........................................................................................................................................................ 4 

Problem Understanding ............................................................................................................................. 5 

Introduction to DMV ................................................................................................................................ 5 

Problems with the Current IVR Systems .................................................................................................. 5 

Introduction to New Technology Solution (AI Voice IVR) ..................................................................... 6 

What the New AI Voice IVR System Requires ........................................................................................ 6 

Research ....................................................................................................................................................... 7 

Overview of Customer Frustrations with DMV........................................................................................ 7 

Benefits Uncovered During Preliminary Research ................................................................................... 9 

Research Uncovered an Opportunity to Leverage DMV ID For Other Agencies .................................... 9 

Other Communication Methods ................................................................................................................ 9 

Analysis Plan ............................................................................................................................................. 10 

Existing IVR ........................................................................................................................................... 10 

Goals ....................................................................................................................................................... 11 

IVR Market Research ............................................................................................................................. 11 

IVR Comparison Calls ............................................................................................................................ 12 

IVR Comparison Call Results ................................................................................................................. 14 

Technical Approach .................................................................................................................................. 18 

IBM Watson Voice Gateway .................................................................................................................. 18 

IBM Watson Speech Intents ................................................................................................................... 18 

IBM Watson Service Orchestration ........................................................................................................ 19 

IBM Watson APIs ................................................................................................................................... 19 

Solution Development ............................................................................................................................... 21 

Self Service ............................................................................................................................................. 21 

Interactions Logged ................................................................................................................................ 22 

Languages ............................................................................................................................................... 22 

Project Schedule/ Timeline ....................................................................................................................... 23 

Risk Analysis/Potential Issues & Obstacles, and Mitigation Strategy ................................................. 24 

Adoption & Fear of New Technologies .................................................................................................. 24 

New Technologies .................................................................................................................................. 25 

Cyber Risk Assessment ........................................................................................................................... 26 



Department of Motor Vehicles IVR Modernization Program                                                                    3 
 

 

AI Risks & Fears ..................................................................................................................................... 27 

Risk Register ........................................................................................................................................... 28 

Business Case & Analysis of Alternatives ............................................................................................... 29 

Why You Need a New IVR .................................................................................................................... 29 

Customer Service .................................................................................................................................... 30 

Quality Assurance ................................................................................................................................... 31 

Compliance and Regulations .................................................................................................................. 31 

Call Center Cost Savings ........................................................................................................................ 32 

Alternative Analysis ................................................................................................................................ 32 

IBM Watson ............................................................................................................................................ 33 

State Wide Authentication Program (SWAP) ......................................................................................... 33 

Ethics .......................................................................................................................................................... 34 

Protecting PII .......................................................................................................................................... 34 

IBM Watson’s Three Layer Model ......................................................................................................... 34 

IEEE ........................................................................................................................................................ 35 

Customers Deserve Transparency ........................................................................................................... 36 

DPPA ...................................................................................................................................................... 37 

Project Team Qualifications .................................................................................................................... 37 

Gautam Gupta ......................................................................................................................................... 37 

Michael Meyer ........................................................................................................................................ 38 

Conclusion ................................................................................................................................................. 39 

References .................................................................................................................................................. 40 

 

 



Department of Motor Vehicles IVR Modernization Program                                                                    4 
 

 

Abstract 

Department of Motor Vehicles (DMV) is part of the state government that we all interact with 

and most of us do not enjoy it because it usually is a very long and frustrating experience.  This 

customer experience can be changed and enhanced for the better if a new type of Artificial 

Intelligence (AI) Voice Interactive Voice Response (IVR) system is installed.  By using a new 

AI Voice IVR system may questions could easily be answered over the phone 24 hours a day, 7 

days a week and 365 days a year with one call vs. waiting a long time to speak with a call center 

agent or having to go to the DMV in person.  We discovered through our research by calling 

every state’s DMV that most state DMVs did not have a newer IVR and in fact many had a very 

old one or they didn’t have one at all.  This means that there is a large market for this type of 

system as the population grows and DMV budgets stay the same or are reduced by states. 

This new AI Voice technology may also be used according to our research for a new type of 

digital ID similar to a digital driver’s license that can be used for identification or authentication 

at any state agency or department.  This type of digital ID could save time accessing state 

resources in person, over the phone and even online saving customers a lot of time and the state 

even more money. 

 

 

 

Keywords used in this paper:  Artificial Intelligence (AI), Interactive Voice Response (IVR), 

Voice, State, Department of Motor Vehicles (DMV), Application Programming Interface (API), 

Single Source of Truth, State Wide Authentication Program (SWAP), International Business 

Machines (IBM), Watson, Customer. 
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Problem Understanding 

Introduction to DMV 

Department of Motor Vehicle (DMV) agencies today are facing increasing customer 

service requirements, growing wait times, frustration and increasing costs to service customers 

quickly with limited budgets, yet they must find an efficient and effective way using an 

Interactive Voice Response (IVR) to interact with customers 24*7*365 at an affordable cost.  In 

addition, DMV agencies have to handle an increasing number of customers as well as the 

population grows. 

Problems with the Current IVR Systems 

 Many DMVs do not even have a functioning IVR system.  If they do have an IVR, it may 

not be available 24*7*365 days a year and are also not able to handle all of the main functions 

that customers require of an IVR system.  In addition, most current IVR systems are not able to 

accept voice commands which are easier to use (you can do it hands-free) for simple questions 

and to pick menus, plus they are also not multilingual with at least one other language like 

Spanish, for example.  The IVRs may also not be able to handle a lot of simultaneous callers so 

customers might get busy signals, while the IVR is busy handling other customers.  The current 

IVR systems are of a different generation of technology so they cannot be easily upgraded, so 

each piece of them needs to be replaced.  Lastly, the current systems may not protect provided 

data or voice recordings with encryption or other means to properly secure the customer 

information.  
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Introduction to New Technology Solution (AI Voice IVR) 
 

The new Artificial Intelligence (AI), Voice IVR will be able to access more data from the 

same databases using the same technical transfer and access methods that the present IVR uses to 

service customers.  For a great customer experience, the required data should be available 

24*7*365 because customers have become acclimated to expect that level of convenience in 

today’s service environment. Other necessary information for this project is the budget, project 

timeline, network architecture, system, and application programming interface (API) 

connectivity along with any file transfer processes for payments or voice recordings. 

Additionally, there is an opportunity to integrate the new AI Voice IVR with other state systems, 

resulting in benefits for agencies and customers.  

What the New AI Voice IVR System Requires 
 

This customer facing Interactive Voice Response (IVR) modernization project requires 

access to current and historical data from the DMV agency’s databases in eight categories as 

well as connectivity to their network and payment gateway.  The information that needs to be 

accessed from their databases are Driver records (e.g. tickets and license information), State 

records (e.g. residency and demographic information), Federal records (e.g. ID and criminal), 

Insurance records (e.g., coverage and amounts), Vehicle records (e.g. registration and 

inspections), DMV Office Information (e.g. location and hours), Current IVR usage statistics 

(e.g. understand usage), and Customer voice recordings (e.g. to gauge satisfaction and 

frustration).  All of this required DMV information is currently used by the present touchtone 

(i.e., press 1 for license renewal) IVR system (if the DMV has one) to service customers.  
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Research 
 

Overview of Customer Frustrations with DMV 
 

 When people think of the DMV, they think long wait times.  Below is a picture of 

residents in Walnut Creek, California waiting in line at the DMV in June 2018.  The average 

amount of time to exit this DMV was 4.5 hours.  However, when customers looked at the local 

website to check on the wait time, it was only 26 minutes leaving customers frustrated.  Studies 

have been performed on the frustration people felt with the DMV and “people who were asked to 

recall a prior experience at the DMV reported feeling more negative emotions and fewer positive 

emotions compared to those who were asked to recall their emotions during the current day.” 

(Ordway, 2016).  While residents can skip an office visit for many DMV activities, the current 

IVR system has resulted in some improvement but still isn’t ideal, resulting in continued 

frustration (Baldassari, 2018).  Frustration with the DMV has even been linked to “the influence 

of a negative DMV experience on people’s willingness to register as organ donors.” (Ordway, 

2016) 

DMV (Ray Chavez, 2018) Figure 1 
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Based on research performed, the DMV IVR system requires you to have your license number or 

account number and password, verify this information again, and finally, you select the option 

relevant to you.  We looked up and then manually dialed every state’s DMV IVR systems after 

business hours to simulate a customer that worked during the day and discovered that most 

systems were archaic systems that varied widely in customer service capabilities.  We discovered 

via a web search and listening to IVR options that almost every state DMV offered the same 

services, but most services were still manually performed.   Together or separately these create a 

massive opportunity for us to automate and improve the DMV services, plus save them money.  

As an example of this savings, generally, some have said that “research indicates that IVRs, in 

general, have just a 51 percent customer satisfaction rate and cost 20 cents per call.” 

(Techzone360, 2017) Whereas a call center cost may have “rates that range from $.35-

$.45/minute at low-cost international agencies to $.75-$.90/minute in the US/Canada” 

(Worldwide, 2019).  Given the high per minute cost differential over a person in a call center, 

this shows the high savings that can accumulate over time using an IVR.  In addition, the IVR 

statistics show the existing cost savings of an older pushbutton IVR whereas a new AI Voice 

IVR will have an even higher customer satisfaction rate and provide an even a lower per call cost 

according to our initial testing with the product.  We also uncovered a new significant 

opportunity with digital authentication to help the states be more efficient and provide a “Single 

Source of Truth” (common technical term) of customer information which may save them even 

more money across many agencies instead of just at the DMV. 
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Benefits Uncovered During Preliminary Research 
 

1. The new system in this capstone project will be able to be the “face” of the DMV because 

it is always available and will be the first voice that the customer hears when they call 

into the DMV.    

2. The new AI Voice IVR system will allow integration with all existing systems either via 

the cloud or via on-premises connections.  

3. Increased number of services can be offered via the telephone to customers without 

referring them to a website.   

4. Ability to text or email customers what they need while they are on the phone speeding 

customer service even more. 

Research Uncovered an Opportunity to Leverage DMV ID For Other Agencies 
 

1. Using the new AI Voice IVR system, voice biometric data will be captured with the 

ability to secure, tokenize and reuse.  

2. Create a new State Wide Authentication Program (SWAP) that all state agencies can use 

to authenticate customers of their services. 

Other Communication Methods 
 

Some DMVs are using social media to interact with the public.  These outlets include 

Facebook, Twitter, and Instagram. By leveraging social media, the DMV is able to distribute 

information and provide online customer service.  A DMV in California ran a pilot program 

using Twitter to help gauge if connecting with customers through social media was producing 

positive results.  There was an increase in Twitter activity from July to March, further 
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showcasing the thirst customers have for increased efficiency when dealing with the DMV 

(Cadmv, 2011).  

 

 

Analysis Plan 

Existing IVR 

The usage statistics and customer voice recordings will be analyzed to determine, identify 

and isolate service levels in four key customer service areas (renewals, suspensions, services, and 

appointments) that are used the most, generating the highest hang-up or abandon rates, and 

causing the most frustrated customers.  These identified problem areas will be prioritized and 

will be investigated, improved upon and implemented in the new AI Voice IVR. We will track 

and analyze how many calls are successfully handled by the old and new AI Voice IVR system 

in four key service areas to validate the project’s return on investment (ROI). To ensure that we 

make the most significant impact with the least amount of development time, we will use agile 

development techniques to solve each identified problem area one at a time.  This will ensure 

that the new AI Voice IVR adequately satisfies customers who call into the new system.  
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Goals 
 

The goals of the new system are to enable a more robust self-service offering, ensure more 

consistent 

customer 

service 

(engagement) 

and reduce the 

need for human  

Major Shifts (Gartner, 2018) Figure 2 

agents to handle calls either at a call center or in a DMV office (see illustration above from 

Gartner, 2018).  Also, every customer’s call needs to be answered by the second ring and the 

caller is treated professionally. Each of these areas will be tracked and analyzed as part of the 

ROI. We will also be evaluating the security of the file transfer process, the data connections, 

and the voice recordings as part of our IVR modernization.   

IVR Market Research 
 

To ensure that the AI Voice IVR system that we are building has a market, we conducted 

a market analysis by calling every DMV IVR in the nation.  The outcome of this calling is a list 

that we produced along with several charts showing our findings.  A secondary purpose of this 

market analysis was to gain market intelligence to ensure that our system is designed in 

accordance with the best AI Voice IVR on the market, and to incorporate customer feedback 

with regards to preferred features.  
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IVR Comparison Calls 

In our initial testing, we have discovered vast differences in State DMV IVRs. The 

capabilities of the IVR’s in use are bad to average with only a few being rated as good and only 

three states being ranked as very good.  We ranked these three states very good because they are 

using a Voice IVR that was able to handle a number of different types of voice responses.  We 

believe that MA and FL are using the same voice IVR system because their customer options 

were the same.  The Voice IVR system that MN is using frequently cut off my (Michael Meyer) 

voice, during the call testing leading one to believe they are using a less robust and lower quality 

voice IVR. While we didn’t test the ability of the AI Voice IVRs to see if they learned from their 

mistakes over time, it is very possible that they are using a new AI Voice IVR similar to the 

more advanced one that we are building.   
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State IVR Type 24/7 M/F Lang. Web Referral Options Exper. Notes

AK Message No Female English Yes None Bad
AL Message No Female English No None Bad
AR Message No Male English Yes None Bad Split numbers for different services
AZ Message No Female English Yes None Bad
CA Hybrid Yes Female Eng/Spanish Yes Many Good Makes you press 1 for English or 2 for Spanish
CO Push Button No Male English Yes Many Average
CT Hybrid Yes Female English Yes Many Average
DC Message No Female Eng/Spanish Yes None Bad
DE Message No Female Eng/Spanish Yes None Bad Has live chat during office hours
FL Voice Yes Male Eng/Spanish No Many Very Good Good quality site and well thought out
GA Message No Male English Yes None Bad Has live chat during office hours
HI Message No Female English Yes None Bad Has live chat during office hours
IA Hybrid No Female English Yes Few Average Website very good.
ID Message No Female English No None Bad Message was very abrupt
IL Message Yes Female English Yes Many Average
IN Push Button Yes Male English No Many Average
KS Message No Female English Yes Few Average Has a mobile app too
KY Message No Male English Yes Few Average Allowed voice messages to be left
LA Message No Female English No Few Average Website last updated in 2011 looked old
MA Voice Yes Female English Yes Many Very Good Had to use Google to find the phone number
MD Hybrid Yes Female Eng/Spanish Yes Many Good
ME Message No Female English Yes Few Average Had the most different phone numbers
MI Message No Male English No None Bad
MN Voice Yes Female English No Many Very Good Voice recognition has some flaws 
MO Push Button Yes Male English Yes Few Average IVR was for payment only
MS Message No Female English Yes Few Average Allowed push buttons for emergencies
MT Message No Female English Yes None Bad
NC Hybrid Yes Female Eng/Spanish No Many Good
ND Message No Female English No None Bad
NE Push Button Yes Male English Yes Few Average
NH Message No Male English Yes None Bad
NJ Message No Male English No None Bad

NM Message No Female English No None Bad
NV Hybrid Yes Male English Yes Few Bad Messages were for office locations and hours
NY Push Button No Female Many No Many Good There were many lanaguage options
OH Message No Male English Yes None Bad
OK Message No Female English No None Bad Website listed call center stats
OR Push Button No Male English Yes Web Bad
PA Push Button No Male Eng/Spanish Yes Many Average
RI Push Button No Female English Yes Many Average Has many different phone numbers
SC Message No Female English No None Bad Website listed call center stats (same as OK)
SD Message No Male English Yes Few Bad Website was last updated in 2012 - looked old
TN Message No Male English Yes Few Bad Has live chat during office hours
TX Message No Female Eng/Spanish Yes Few Bad Has many different phone numbers
UT Push Button Yes Male English Yes Recorded Info. Average
VA Message No Female English Yes Few Bad
VT Hybrid Yes Female English Yes Few Average Allowed messages to be left in voicemail

WA Push Button Yes Female Many Yes Many Good Had as many languages as NYC did (same sys)
WI Push Button Yes Female Eng/Spanish Yes Many Average
WV Push Button No Male English No None Bad Very loud voice on recording
WY Push Button No Male English No Web Bad

Key Hybrid is:  A combination of Push Button options and Messages
Ranking Order is:  Very Good, Good, Average, Bad
Numbers Called:   Main numbers and if many phone numbers, drivers license renewal numbers were called to ensure consistancy
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IVR Comparison Call Results 

In the above table, we tabulated our results and put them together into a list and sorted 

them by state, so it was easy to compare state by state.  We also created graphs of the 

information shown in the list to make it easier to see the comparisons in the information.  The 

first type of information that 

we wanted to determine was 

how many of each type of IVR 

was there across the nation.  

We discovered, though not 

surprisingly, the message type 

was the lowest tech one and 

predated. The push button IVR 

was by far the most common type. Only three states had a newer more advanced type of IVR.  

The next piece of 

information that we wanted 

to understand was which 

voice was more common, 

female or male?  The results 

weren’t surprising because 

the female voice is 

considered more welcoming, 

nurturing and warm by most people in various studies (Journal, 2017). This is also why we will 

choose a female voice for our AI Voice IVR service offerings for each installation.  
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Next, we wanted to see how many states offered different languages as part of their IVR 

offerings.  We were surprised by the results of so many English only systems for a department of 

the state that directly 

touches so many 

people.  Only two 

states (NY and WA) 

offered more than just 

English and Spanish 

languages, and we 

believe they are using 

the same IVR system.  

The next area that we looked at which was essential for us to understand is how many IVRs 

offered a referral to the 

DMV website for the 

customers to interact 

with vs. handling 

everything within the 

IVR itself.  What we 

found was not 

surprising in that the 

majority of states 

simply referred people to the web site to handle their various needs vs. trying to handle them in 

the IVR while they were on the phone.  By handling the customer on the phone instead of 
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referring them to the website, they are increasing customer service and decreasing customer 

frustration by being transferred to a different type of customer interaction channel.   Another 

consideration for us 

was to understand 

how many different 

types of options were 

offered to customers 

by the IVR systems.  

We were surprised 

here in that the 

majority offered no to 

few options for their 

customers. This is most likely because they were counting on the website to handle the customer.  

A few states just referred the customer to their website and hung up on the customer, and a few 

others said to call back during business hours.  The range of professionalism in the messages, 

while not directly 

measured, varied 

dramatically between 

states.  Many of the 

states didn’t have any 

options after hours 

beside a message 
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which again was pretty surprising to us and means that there is a market for our offerings. 

Overall, we were quite shocked that in today’s customer marketplace so many DMVs could be 

so backwards technology wise with their customer-facing systems.  We summarized each of the 

areas that we looked at and came up with a rating system to measure each of the state’s IVR 

systems.  The results of that rating system are shown below.  Most states rated bad to average 

with very few rated good or very good.  We believe that this shows that a real market exists for 

our new AI Voice IVR services. 
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Technical Approach 
 
IBM Watson Voice Gateway 
 

DMVs are a high-volume interactive type of service that requires a more sophisticated 

complex voice interface in order to handle the many varied customer situations with a high 

degree of accuracy and robustness. Comparing the voice systems alternatives (Amazon, Apple, 

IBM and Google), we decided to use IBM’s Watson system.  IBM Watson has a high capacity 

voice gateway which will be able to handle small, medium and large DMVs without needing 

significant changes in the underlying architecture or programming.  Since IBM was selected (see 

Alternative Analysis on page 32 for more detail on the selection process), the technical approach 

that we are taking will be to use IBM Watson’s Voice Gateway to receive the telephone call 

from the customer and then to pass the call to IBM Watson Virtual Assistant (IBM Watson) for 

understanding what was said and then to take action.  The Voice Gateway will also allow the 

customer to self-service by requesting a text or information over the phone.  The Voice Gateway 

is the interface to the Watson Assistant Services (shown in the Service Orchestration diagram on 

the next page). 

IBM Watson Speech Intents  
 

Speech intents are how IBM Watson systems understand what people are saying.  It does 

this by matching what the customer is saying to a preprogrammed intent that has been created 

specifically for that type of customer interaction.  The three intents are shown below in the 

example below (IBM, 2017) are in the pay bill category.   So, in the IBM Intent example at the 

top of the next page, if a customer said “there is a problem with my bill” the Watson IVR would 
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take the pre-programmed action(s) with responses that had been previously programmed.  These 

intent programs are the heart of the AI Voice IVR that we will be building for the DMV. 

 
IBM Intent example from IBM’s website (IBM, 2017) Figure 3 

 

IBM Watson Service Orchestration  
 

IBM Watson also handles the coordination (called Orchestration) of all of the various 

services, components and processes for the entire voice pathway.  The service orchestration is a 

critical part of the solution because it ties all of the pieces together to ensure that it works 

correctly and produces a natural sounding voice response with all of the right responses and with 

the right timing down to milliseconds.  This orchestration ensures that no matter what the 

customer is saying to the Voice IVR in many languages that it can be understood and responded 

to (see illustration from IBM below). 

 
IBM Watson APIs 
 

IBM has many APIs that can be used to integrate all of these AI, IVR and Voice 

capabilities into workflows and even various processes with other systems (IBM, 2019).  These 

APIs form the temporary and constant connections to become the digital highways that move 

information back and forth between the various systems within the DMVs IBM Watson IVR as 
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well as the various vendors that the DMV is connected to.  We will use the APIs instead of 

physical file transfers to get information from vendors because APIs are faster, easier to work  

with and less error prone in our many years of experience.  

 

IBM Service Orchestration diagram from IBM’s website (IBM, 2019) Figure 4 
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Solution Development 
Self Service  

The self-service AI Voice IVR solution will be developed using an Agile methodology 

because we want to be able deliver actual working modules of code at each stage of development 

   IBM Watson Call Diagram from IBM’s website (IBM, 2019) Figure 5 

which will allow us to stay on schedule and change functionality quickly if necessary. 

As each module is completed it can be tested and if possible, put into production, while the 

remaining modules are still being developed. The solution will allow customers to self-service 

their requests while at the same time provide the functionality to be transferred to a live human if 

needed during the DVM’s business hours (see IBM Watson Call diagram above from IBM, 

2019).  The self-service functionality and ability to transfer to a human operator will be 

programmed seamlessly into the software.  While Watson is looking up requested information, 

the solution will also be programmed to record all calls and even play music or other DMV 

information while the customer is on hold.   
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Interactions Logged  

The IBM Watson IVR will keep a complete log of every interaction between Watson and 

the customers so quality assurance, developers and even auditors can review the interactions and 

determine precisely what happened.  This logging will also include a voice recording so the 

Natural Language Processing (NLP) tool’s call data and call metadata along with the voice 

recording can be reviewed to ensure that Watson heard what the customer was saying correctly. 

If necessary, an analyst can retrain Watson so that it correctly interprets the words in the call the 

next time and every time after that.  NLP is a very powerful tool that is fully adjustable for each 

type of business application and it can be easily updated as well. 

Languages  

The solution will be able to eventually handle thirteen different languages once the 

English version has been in production for at least six months to ensure that all responses that 

customers say (called an utterance in technical voice terms) can be heard and understood by 

Watson.  Watson will get better over time by using machine learning to be able to understand the 

various responses that customers are saying when they are interacting with the developed DMV 

IVR solution.  Once a finalized base set of responses are completed, then these can be 

automatically translated into each of the targeted languages.  Then those language responses can 

be reviewed, adjusted and training performed as necessary, the same way the English language 

was handled to begin with. 
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Project Schedule/ Timeline 

The following 8-week Capstone project timeline provides an overview of primary 

activities, anticipated duration, and task dependencies.  

Resources Gautam Gupta (GG) and Michael Meyer (MM) have been assigned to tasks based on 

resource availability and skill set.  There will be a project touchpoint every two days to ensure 

activities are progressing as scheduled. All escalations will be raised to the Business Advisors 

and professor. 
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Risk Analysis/Potential Issues & Obstacles, and Mitigation Strategy 

Adoption & Fear of New Technologies 

One of the critical historical and human risks and obstacles this project faces is customer 

adoption and fear of new technology.  This is important because in the past people generally 

disliked interacting with older automated push 1 for this and push 2 for that types of IVR 

systems because the system didn’t work like a person and this lack of even essential intelligence 

can be quite frustrating.  This is especially true when trying to get a simple task accomplished.  

However, in our experience, people in congested areas actually prefer using technology for basic 

and standard services, so they don’t have to wait.  In addition, we believe that some regional 

differences, with people on the East Coast being more transactional wanting quicker service and 

people on the West Coast in California being more accepting of technology, will adopt this 

technology faster albeit for differing reasons.  For examples of this technology adoption just look 

at EZPass (East Coast) (EZPASS, 2019) and FasTrak (CA) (FasTrak, 2019) and how many 

people are using these types of technologies.  This is also true in other congested places like 

Texas with TxTag being used throughout Texas (TxTag, 2019).  Going to the DMV and having 

to wait in line along with everyone else is a universally disliked and even a hated experience.  To 

ease this pain of waiting in line and dealing with a DMV worker who is usually less than 

enthused, six states (CA, CO, GA, NV, SD, and WV) so far have even created kiosks for 

essential DMV services (DMV.ORG, 2019).  These kiosks are placed in shopping stores and 
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other convenient places where people are already during the course of a day to try to improve 

DMV services (see California DMV Kiosk picture below). 

All of these examples, plus the 

widespread adoption of Amazon Alex, 

Siri, and Google Assistant clearly 

illustrate that the new AI Voice IVR 

technology will be adopted and readily 

used once it is in place and available to 

customers who want to avoid a bad 

DMV experience at all costs. 

New Technologies 
 

There are many technologies 

that have the risk potential to disrupt 

our project or make it not as lucrative 

California DMV website, (CA DMV, 2019) Figure 6 

for a state or local DMV government.  One of those technologies is an older one combined with 

new technologies to create the DMV kiosk previously mentioned in the technology adoption 

section of this paper.  These kiosks are a combination of a kiosk type of technology mixed with 

newer technology to be able to handle a number of the DMV servicing tasks at a local store 

where customers shop without them having to make a special trip to the DMV, stand in line, and 

interact with a DMV person.  This kiosk, in essence, functions the same way for the DMV that a 

MAC/ATM does for a bank.  Other types of technologies that may be a risk include advancing 
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digital cards that seek to replace the physical cards like credit cards and driver’s licenses with a 

digital one on a smartphone.  These use the various types of biometrics of the customer for ID 

and authentication.  This technology would allow everything to be performed digitally on the 

smartphone without the need for a physical driver’s license. 

Cyber Risk Assessment  
 

Although the AI Voice IVR system will make customers lives easier, there are security risks 

associated with the new solution.  One must ensure that the person calling into the DMV is the 

person they claim to be. Since the DMV’s new IVR will process confidential data such as 

customer PII, hackers will turn various methods to hack the IVR system. This includes man-in-

the-middle attacks using phishing and voice hacking techniques. Hackers are becoming more and 

more sophisticated and can use tools to obtain a sample and record your voice.  This recording 

can be used to penetrate the AI Voice IVR system.  Current prevention methods include 

password protecting and locking any devices that hackers could use to obtain a voiceprint.   

There are several vulnerabilities associated with interactive voice response systems (Kumari, 

Mohini, Puri, 2015). 

1. Improper System Configuration  

2. Improper IVR results due to different platforms 

3. Loss of preexisting functionality  

4. User of Improper Voice Recognition Engine  

5. Version mismatch between Voice Recognition Engine and Voice packs 

6. Generation of Personal Information in a log file 
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No. Vulnerability Threat Risk Summary 
1 Improper system 

configuration 
Denial of     Service. Loss of Availability 

2 Platform dependency Variation in output Improper result 
3 Loss of preexisting 

functionality 
Functionality 
manipulation 

Loss of availability and 
improper result 

4 User of Improper Voice 
Recognition Engine 

System crash Loss of Availability 

5 Version mismatch 
between Voice 

Recognition Engine and 
Voice packs 

System cannot recognize 
particular voice packs 

Improper or no result 

6 Generation of Personal 
Information in a log file 

Information theft Confidentiality Loss 

 

Table 1: Vulnerability, Threat & Risk Summary for Interactive Voice Response (IVR) System 
(Kumari, Mohini, Puri, 2015).  Figure 7 

 

Cyber risks and threats will continue to remain for older and newer systems; however, one must 

exercise due diligence and ensure their security posture is strong and that appropriate controls are 

in place.  

AI Risks & Fears 
 

“Systems like IBM’s Watson and Google’s Alpha equip artificial neural networks with 

enormous computing power and accomplish impressive feats” (Hintze, 2017). However, this 

does not mean that they cannot make mistakes or have biases built into them.  It is these mistakes 

and biases that we fear as people and the risks that they present as a business.  We also fear that 

these machines employed by the state and businesses will replace all of the people at a given task 

throughout society or a given company.  As humans, we have many fears, but the fears we fear 

the most are those innate to us about our basic physical needs and safety as shown in Maslow’s 

Hierarchy of Needs (Burton, 2017). While we believe that these risks and fears are currently not 

possible and overblown given the state of AI technology, we have built in many guardrails and 

compliance controls to ensure that as the AI learns it cannot provide responses to customers that 
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haven’t been reviewed and approved by a human.  Also, we strongly believe that “along the way, 

we will find and eliminate errors and problems through the process of evolution. With each 

generation, the machines get better at handling the errors that occurred in previous generations. 

This increases the chances that we will find unintended consequences in simulation, which can 

be eliminated before they ever enter the real world.” (Hintze, 2017). 

Risk Register 
 

The table below (Risk Register) outlines potential preliminary risks and obstacles along 

with actions the team plans to take to resolve the risks.  The project team will perform an 

assessment of each risk and make a determination to avoid, accept, control, or transfer the risk. 

The Risk Register will be critical to maintain as this will be the source document used to monitor 

and track risks, reducing the likelihood of the risks turning into an issue.  



Department of Motor Vehicles IVR Modernization Program                                                                    29 
 

 

Business Case & Analysis of Alternatives 

Why You Need a New IVR 

Have you ever called the DMV and cringed when you have to push a button on an IVR? I 

know I do…moreover, so does everyone else.  So, does your DMV still have an old traditional 

push button (push 1 for this or push 2 for that) Interactive Voice Response (IVR) system hanging 

around handling or routing most of your inbound calls, or maybe a trying to convey some 

information to customers using an old digital type of voice?  If so, it’s time to reevaluate your 

system and consider upgrading or replacing it entirely with a newer, more customer friendly, and 

capable AI Voice system. You are probably thinking, why should we replace it?  It has worked 

well for the state all of these years, and it probably will last a few more given the budget climate.  

There are plenty of good reasons that you want to make this switch now; some of those reasons 

are compliance related, customer complaints, the flexibility of making changes and even the cost 

of those changes.  The real reason though is that it costs your department and the DMV more 

money than you realize.  So, let’s explore and discover the reasons why. You might have noticed 

that larger states replaced these push button IVRs years ago.  They are now on their second or 

maybe the third generation of the new AI Voice IVRs.  Why did they do that?  You know why.  

The AI Voice IVR sounds more natural, it does more, it is more flexible, it can be changed 

faster, and it has a much lower cost to operate because it requires fewer call center staff.  Those 

are all essential reasons but not the critical reason that drove the change.   The real reason they 

made the change was to enable customers to self-serve themselves and get an answer to their 

questions faster, more accurately, and without waiting in lines at the DMV.   Also, these changes 

mean that those states do not have to have an employee in a call center or an employee on site at 

the DMV answer the same question for the umpteenth time that day, week, month or year.   So, 
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because of the newer technology, you need less staff at every location to do the same amount of 

work, plus the new solution can quickly scale up as the population grows.  This also frees your 

existing staff to learn and perform functions that are more valuable or spend time on those 

exceptions. The potential cost savings in having less staff or redeploying existing staff is pretty 

significant now and into the future--no matter how small or mid-sized your DMV is.  If making 

customers happy and saving money isn’t enough of a justification, then there is yet another 

perspective that will compel you to make the switch, and that is climbing customer expectations. 

As an example, in your current system can you see where people are pushing zero or hanging 

up?  Can you see how many people are stopping at getting a question answered or making an 

overdue registration or license payment?  How many customers are trying three or four times to 

enter information in before they zero out and take out their frustrations on your call center 

agents?  Have you heard any feedback good or bad from your call center agents who take IVR 

calls?  All of these are great places to start when deciding if you need to upgrade to an AI Voice 

IVR.  Said another way, the more effective you make your DMV IVR, the less you will pay in 

budget costs for call center agents! The bottom line with your old IVR is that you might be 

wasting money on both sides of the equation (on the IVR expense and with the Agent’s time) 

and not even realizing it.  This is why it is so essential to evaluate your existing IVR against a 

new AI Voice IVR for your DMV. 

Customer Service 

The IBM AI Voice IVR will be sufficiently sophisticated to service customers with any 

and all of the designed and requested services that the DMV call center and office staff presently 

provide.  It will also have the ability to switch seamlessly among these services based on the 

verbal requests of the customer. While technology including AI is very adept at completing 
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routine, regular and repeatable tasks such as the type of tasks that the DMV has, our solution also 

has the level of sophistication required so that it can adapt the same way a human would to 

changes over time that might arise at the DMV with requirements, rules, and regulations. While 

there will always be a particular segment of society which looks down on and won’t deal with 

this AI Voice technology, the technology will continue to improve and become very human-like 

and individually responsive to people.  This means that the eventual replacement of most 

repetitive and non-valuable personal assistance by automated tools will become commonplace as 

the technology evolves and gets better for both customer services at governmental agencies and 

businesses alike.  

Quality Assurance 

Quality assurance will ensure a higher and more consistent standard of customer service 

for customer interactions, so it is an essential consideration for the AI Voice IVR.  By listening 

to many recordings of customer service personnel, we will make sure that quality and customer 

satisfaction are being handled in an appropriate manner using the latest quality techniques. 

Customers can always opt out of the AI Voice IVR system but may face long waits for a human 

customer service person who may or may not be able to answer their question(s) at a call center.  

From a quality perspective, this technology is sufficiently mature and advanced enough to do this 

task without added costs because it has been in use already for many years.  

Compliance and Regulations  
 

To ensure an utterly consistent standard of adherence to regulatory requirements, the AI 

Voice IVR will be developed to ensure compliance with all rules and regulations. In addition, it 

will be easily modifiable to ensure that it is future proof and is not quickly obsoleted by new 

government requirements.  We will also build in guardrails and controls to ensure that the AI 
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portion of the solution is not able to go out of bounds, provide incorrect information or unvetted 

answers back to a customer.  Each and every aspect of the responses will be approved for each 

question type. 

Call Center Cost Savings   
 

Our cost model and return on investment (ROI) shown below is based on the amount of 

payroll savings that the new AI Voice IVR will create through the repurposing of existing staff 

as well as not needing additional staff as the number of customers grow over time. See the 

developed ROI Model below:  

 
Alternative Analysis 

Alexa, Siri, and Google Assistant  

We looked at the leading Four AI Voice Assistants to see if they would work for this type 

of large project.  First, we looked at Amazon Alexa which is a favorite consumer assistant that 

was designed for the home and is now being incorporated into many different types of devices in 



Department of Motor Vehicles IVR Modernization Program                                                                    33 
 

 

a business, but it was limited to devices and not enterprise solutions at this time. Though it looks 

like in the future, these will be available (Finnegan, 2018). Then we looked at Apple’s Siri, that 

was the first on the market but designed only for a mobile phone.  It has been expanded to 

include home usage, and we couldn’t find any business or enterprise offerings that would work 

outside of the mobile phone or home speaker environment (Evans, 2019).  Next, we looked at 

Google’s offerings on their mobile phone and for the home speaker.  Google’s Assistant has the 

beginnings of an enterprise offering, but for now, it is firmly entrenched in the consumer market.  

While these solutions are not ready yet themselves for the enterprise, we do see a time in the near 

future where customers can use these devices as a frontend voice user interface (VUI).  This 

frontend voice interface will be hooked to our already developed and voice ready IBM Watson 

backend to deliver the same services over these voice interfaces as we are presently delivering 

with the IVR type of solution over a telephone. 

IBM Watson   
 

IBM has poured over one billion dollars into making Watson an all-purpose tool that can 

be used in any type of business for almost any type of purpose (Ungerleider, 2014). We chose 

this solution because it was designed solely for the enterprise business environment whereas the 

other devices were designed and targeted mainly for consumer inquiries and sales.  

State Wide Authentication Program (SWAP) 

 While researching the AI Voice IVR, we realized that one of the time-consuming parts of 

getting a driver’s license is proving who you are called authentication in the security industry.  

We then realized that all of this work that went into a physical identification that could be 

mimicked digitally by our AI Voice IVR and reused by other state agencies and even businesses 

if the state granted them read-only access to that information. This new digital identification 
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would be a combination of the information in their driver’s license along with their biometric 

voice information to come up with a unique combination that uniquely identifies them to the 

state government and its various agencies.  

Ethics 

Protecting PII 

Ethical concerns must be considered when collecting personal information. The public 

entrusts the DMV with safeguarding and protecting all of their private data.  The private data 

includes your name, email social security number, phone number, home address, along with any 

other information that identifies you personally.  The technology solution presented in this 

capstone project does not consist of gathering customer information that wouldn’t have already 

been provided to the DMV.  With the amount of personally identifiable information the DMV 

collects from each customer, they become a prime target for malicious actors. These hackers are 

chomping at the bit to obtain the date of birth and driver’s license information from the DMV 

data stores.  They can leverage this stolen information for fraudulent credit card activity.   

 

 

IBM Watson’s Three Layer Model 
 

As such, IBM understands that this personal data must be protected and segregated and 

takes information protection very seriously.  IBM Watson manages data in different ways, 

including the ability to process data without storing it, and will not share user’s data without their 
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explicit permission.  Watson’s three-layer AI model consisting of a base, an industry, and a 

custom layer are designed so that information is shared from the bottom up (IBM, n.d.).   

With regards to data privacy, IBM Watson is designed to comply with laws and policies.   

IBM Layer 3 (IBM, n.d.) Figure 8 

Human judgment plays a vital role in the design and development of the IBM Watson 

solution for the DMV.  Accordingly, DMV should make its company policies readily available 

and clear so that everyone understands what they are accountable for with regards to ethics.   

IEEE 
 

A great resource that should be considered when designing and developing AI systems is 

IEEE.  IEEE is a not-for-profit organization focused on advancing technology for the benefit of 

humanity. “The IEEE Global Initiative’s mission is, “To ensure every stakeholder involved in 

the design and development of autonomous and intelligent systems is educated, trained, and 
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empowered to prioritize ethical considerations so that these technologies are advanced for the 

benefit of humanity.” (IEEE, 2019). The IEEE believes that by introducing ethics at the 

beginning of the development process, innovation can be maximized.  With over 420,000 

members in more than 160 countries, the IEEE Global Initiative provides an opportunity for 

thought leaders in related fields to come together and find consensus on issues.  The organization 

believes that technology should follow three general principles ((IEEE, 2019):  

1. Human Rights – Do not intentionally infringe on internationally recognized human 

rights 

2. Well-being – Prioritize metrics of well-being in their design and use 

3. Accountability – Designers and operators should be responsible and accountable  

Customers Deserve Transparency 
 

In addition, customers appreciate transparency.  They want to know what their 

information is being used for.  This capstone paper provides not only an overview of the new and 

improved IVR the DMV would adopt but also the benefits of biometric information being used 

by all state agencies that opt-in.  That said, the DMV takes safeguarding personal information 

very seriously.  The California Department of Motor Vehicles is committed to protecting the 

privacy rights of people as outlined in Article 1 of the California Constitution, the Information 

Practices Act of 1977, along with other laws. 

Additionally, California customers can review their DMV information in the DMV’s 

records.  They can make an Information Practices Act (IPA) Record Inquiry at 

https://www.dmv.ca.gov/portal/dmv/detail/dl/ipa_article8 (California DMV. (n.d.).  With the 

https://www.dmv.ca.gov/portal/dmv/detail/dl/ipa_article8
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new AI Voice IVR solution, the DMV should openly communicate to its customers how data is 

being used and consumed by other agencies.   

DPPA 
 

The Driver’s Privacy Protection Act of 1994 (DPPA), which became effective September 

13, 1997, is a federal law that regulates sharing DMV personal information.  However, there are 

use cases for when the information can be used, such as in litigation or when needed by over 

government agencies.  This will help enable the sharing of DMV information across other 

agencies, resulting in a massive benefit to everyone.  To gain the public’s trust, the DMV needs 

to be transparent and proactively communicate to customers that personal data is being used 

across state agencies.  

Project Team Qualifications 

The project team members have extensive IT experience with over 50 years of broad IT 

project implementation and consulting in various industries.  They have experience with 

modernization projects and bring a robust, deep and diverse set of skills to the project.  

Gautam Gupta brings over 20 years of professional IT and cyber security experience. He 

is an ambitious thought leader and has a track record of delivering technology solutions across 

various industries.  Mr. Gupta has had the opportunity to work in a variety of organizations 

where he has learned to integrate disparate disciplines into a cohesive solution or program.  

Gautam has built strong connections in the IT industry where he is able to leverage relationships 

to keep informed of emerging topics and trends affecting the industry, such as artificial 

intelligence.  Gautam’s roles will be project management, systems design, and interfacing. 
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Michael Meyer was in Military Intelligence and worked on government contracts 

afterward.  He was an entrepreneur for 10 years starting a computer consulting company which 

was later sold to a larger company.  Michael has held multiple executive roles in the technology, 

risk and security areas over the last 19 years at a large financial service call center and interfaced 

with many Fortune 100 clients.  Michael is a frequent speaker at industry conferences, has had 

many articles published and holds nine security and privacy certifications. He will design the 

voice system, analyze the responses and determine the ROI.  

Together they possess the knowledge, experience, and ability to deliver this technically 

modern project to improve customer service successfully.  Both team members have experienced 

their DMV’s frustrating lack of customer service by repeatedly standing in very long lines many 

times throughout their lives.  They share a common personal desire to make things better for 

future DMV customers as well as the citizens of their states. 
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Conclusion 
 

DMV customers continue to experience frustrations when calling into the DMV as the 

current IVR lacks functionality that most customers desire.  Most of the DMV’s IVR’s cannot 

handle voice commands, lead to busy signals, and aren’t available 24*7*365.  The new AI Voice 

IVR, leveraging IBM Watson’s Voice Gateway, will alleviate many customer concerns and will 

be cost effective.  While Apple, Amazon, and Google offer an AI Voice Assistants, they are not 

as mature in the enterprise space as IBM Watson’s Voice Gateway.  Based on our research, an 

initial investment from the Washington District of Columbia DMV of $67,900 will result in an 

ROI of $188,700 over the first three years.  This new IVR solution aligns with the DMV’s vision 

of being a trusted leader in delivering innovative DMV services.   
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