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Executive Summary  

The US Army Command and General Staff College (CGSC) has a mission-critical need 

to prepare future tactical and operational Staff Officers and Commanders for the 21st century 

battlefield; immediate action is needed to create an unclassified tool to equip future military 

leaders with the capabilities required to incorporate cyberspace considerations into the 

Intelligence Preparation of the Battlefield (IPB) process in support of CGSC student training in 

tactical Command Post staff functions.  

This is to be achieved through secure, easy to use, commercially available Security Event 

Information Management (SEIM) system that can be used to describe, visualize, and 

understanding the cyberspace domain through the virtualization of a Division’s cyber network.    

This project complies with all International and Domestic ethical laws and treaties 

including Risk Management Framework (RMF). Deployment will be executed through a no-

cost pilot and four sequential phases. 

This solution is available through DoD approved commercial off the shelf (COTS) 

solutions that would allow service members from all disciplines and International partners to 

visualize, describe, and understand the relationship of Cyberspace in Multi-Domain 

Operations.  Project success will be measured in the level of incorporation in the CGSC 

curriculum, with a goal of complete integration by 2021.   

This project is mission critical order to empower Army Commander's and their staffs to 

apply and successfully maneuver through the Information Environment of the 21st Century. 
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Problem Statement 

The US Army Command and General Staff College (CGSC) has a mission-critical need 

to incorporate cyberspace considerations and the Intelligence Preparation of the Battlefield 

process to prepare for 21st-century threats in the information environment. 

Background and Research  

Information technology and global networks have altered the environment in which 21st-

century battles are fought. Today, the US Military and Army endeavor to keep pace with a 

continuously evolving Information Environment (IE) that increasingly permeates all aspects of 

human activity, to include conflict and warfare. “The Information Environment is the aggregate 

of individuals, organizations, and systems that collect, process, disseminate, or act on 

information. The IE is a heterogeneous global environment where humans and automated 

systems observe, orient, decide, and act on data, information, and knowledge. With its function 

as a conduit for influence on decision-making and command and control, the IE is a key 

component of the commander’s operational environment.” (US Department of Defense, 2016). 

Operational Environment  

Within the IE, the principal conduit for information is the Cyberspace Domain. 

“Cyberspace is a global domain within the information environment consisting of the 

interdependent network of information technology, infrastructures, and resident data, including 

the Internet, telecommunications networks, computer systems, and embedded processors and 

controllers.  Cyberspace operations targeting the physical and informational dimensions of the 
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IE also have an impact in the human cognitive dimension.” (US Department of Defense, 2019)

 

Figure 1 - Holistic View of the Operational Environment – JP-5-0 (US Department of Defense, 2017) 

At first, this holistic view can seem overwhelming, especially to an Army officer or 

commander who is charged with understanding and "dominating" all environments in which they 

operate to achieve their given mission. To enable commanders and their staffs to converge 

cyberspace into a common framework with traditional environments such as air, land, and sea, 

the US Army developed the Multi-Domain Operations concept. 

Multi-Domain Operations 

Multi-Domain Operations (MDO) is the cornerstone concept of US Army doctrine for 

combat in the 21st Century operating environment. This concept involves an integrated strategy 

that links five operational domains – maritime, land, air, cyberspace and space.  Cyberspace – 
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the focus of our project - is the fifth layer of the five domains where the information environment 

and the physical domains converge.  

 

Figure 2 - Window of Opportunity in MDO (US Army, July 2012) 

The cyberspace domain is integral to MDO and is key to identifying windows of 

opportunity in the Information Environment. To identify and act upon opportunity in cyberspace, 

battlefield commanders must be able to decisively lead their formations and act through the 

issuance of orders. The Military Decision-Making Process (MDMP) is the method by which 

commanders and their staffs plan and develop those orders, exercising the operations process. 

(US Army, 2017) 

Army staff Officers use this process as an iterative planning methodology to understand 

the situation and mission, develop a Course of Action (COA), and produce an operational plan or 
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order. (US Army, 2012) MDMP facilitates collaborative planning, drives preparation, and allows 

commanders to be agile, mobile, and lethal on the battlefield with their organizations. After 

receiving a mission, the second critical step of MDMP is Mission Analysis (MA). The most 

significant component of MA is the Intelligence Preparation of the Battlefield (IPB) 

process.  “Intelligence preparation of the battlefield is the systematic process of analyzing the 

mission variables of enemy, terrain, weather, and civil considerations in an area of interest to 

determine their effect on operations. IPB allows commanders and staffs to take a holistic 

approach to analyzing the Operational Environment (OE).” (US Army, 2014) Led by the 

intelligence officer, the entire staff participates in IPB to develop and sustain an understanding of 

the OE. “IPB helps identify options available to friendly and threat forces.” (US Army, 2012) 

IPB is a continuous process and is key to understanding and assessing the battlefield throughout 

the operations process. The entire staff in a Division Command Post contributes to the IPB 

process, providing insight and perspective based upon their respective functions. 

Command Post Organization 

The functional cells of an Army staff at a tactical (Corps and below) Command Post 

include the warfighting functions of Mission Command, Intelligence, Fires, Sustainment, 

Protection, and Movement and Maneuver.   
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Figure 3 – Tactical Command Post Organization (US Army, 2017) 

Within each cell, multiple specialty disciplines support each function such as Infantry, 

Armor, and Artillery. There are also key enablers such as Intelligence, Psychological Operations, 

Information Operations, Civil Affairs, Signal, Logistics, Finance, etc.  Each specialty contributes 

to one or more functional cells and ultimately to the management and operations of a tactical 

combat formation. At the tactical level, these cells use the IPB process to assess and understand 

the Operating Environment as it pertains to their respective functions. IPB enables MDMP which 

drives the operations process. Each functional cell is typically led by field grade officers, Majors, 

and Lieutenant Colonels. The field grades are forged at the Command and General Staff College, 

commonly referred to as CGSC. (US Army, 2019) 
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The principle training institution for field grade officers is the Command and General 

Staff College (CGSC) at Fort Leavenworth Kansas. Resident CGSC is a 10-month course with a 

fall and spring semester for Army Majors, sister service equivalents, interagency fellows, and 

international partners. During fall semester, student conduct Common Core while Spring 

semester is focused on Advanced Operations Course (AOC) and electives. CGSC provides 

training for field grades and consists of multiple blocks of instruction to include the Army 

operations process. "The Army Operations block integrates US Army doctrinal concepts and 

principles as they apply to tactical units executing full-spectrum operations through participation 

in classroom discussions and practical exercises. These lessons require students to recognize that 

one's understanding of an operation, situation, or problem involves a mental process or model, 

and helps them analyze complex problems, determine requirements, capabilities, and shortfalls, 

and to then develop feasible plans for developing and executing solutions." (US Army, 2019)   

The core curriculum is taught in an unclassified academic environment to allow 

international officers to attend and the broadest level of concept application for the Army 

operations process.  Over the course of the academic year, students are formed into staff groups 

that replicate a tactical Command Post and each of the functional cells. Student are given orders 

from a higher echelon and expected to exercise the Operations Process using MDMP in a 

fictional scenario, replicating Large Scale Ground Combat Operations (LSGCO). Key to this 

professional development is the ability to conduct full spectrum operations in joint, Multi-

Domain, and interagency environments. As outlined in the Army's MDO concept, understanding 

all operational environments, to include Cyberspace, is key to the development and success of 

field grade officers who will lead the US Army on the 21st Century Battlefield. However, upon 

examination, CGSC is currently deficient in incorporating Cyberspace into the scenario.  
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Key Analysis 

Key Findings  

CGSC currently does not have a process in place for describing, visualizing, or 

understanding the cyberspace domain in an unclassified academic environment resulting in an 

incomplete IPB process that omits a critical understanding of the Cyberspace domain and the 

broader Information Environment. This shortfall significantly limits ability of non-Intelligence 

and non-Cyber officer to understand the Cyberspace domain, a domain currently being exploited 

by US adversaries. (TRADOC, 2018) (Sanger, 2019) 

Elements of the Problem 

The greatest challenge for many Intel, Signal, or Cyber officers is describing and 

visualizing the cyber domain to combat commanders and senior decision-makers who are not 

digital natives or technically inclined. Due to the lack of technical platform and integrated 

learning objectives, many CGSC students do not fully understand the potential risks associated 

with Information Warfare and the unique potential of the cyberspace domain. (P. Im, personal 

consultation, April 14, 2019). Therefore, it is imperative that officers of all disciplines, but 

especially combat arms, be exposed to and develop a fundamental understanding of the Cyber 

Domain.  

The principle target audience or "consumer" of a solution is the CSGC students who 

make up a staff group that take on the functional roles of a Division Command Post during the 

principle scenario that serves as a training simulation throughout the year. Among each staff 

group, two sub-audiences include the Cyber oriented staff disciplines of Intelligence, Cyber, and 

Signal and the non-Cyber focused disciplines such as Armor, Infantry, and Artillery. There are 

numerous other specialties such as Information Operations, Psychological Operations, Special 
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Forces, Logistics, Air Defense, etc.., that are a part of a Division staff with varying degrees of 

cyber familiarity, but Intel/Cyber/Signal specialties are primarily responsible for Cyber 

operations.  This distinction is not intended to assume a lack of technical prowess or capacity of 

any discipline but is derived from the core functionality of each professional field and their 

respective functional cells.  

The key classes that are most conducive for introducing and learning about Cyberspace 

considerations include Cyberspace Operations (C312) course during the Common Core portion 

of CGSC during the first semester. This course introduces references and concepts associated 

with Cyberspace and MDO but lacks a technical platform or tool for investigating, interacting 

with or understanding of Cyberspace. Another class is the Intelligence Collection/Intelligence 

Preparation of Battlefield (M331) taught during AOC.  (CGSC, 2019)This portion is also when 

the principle LSGCO scenario is executed in conjunction with instruction and advanced 

coursework focused on components of the Operations Process and MDMP, such as IPB. Both of 

these course lack a means of adequately conveying or understanding the cyberspace domain 

despite references to the necessity of this capability in multiple Army and Joint publications to 

include but not limited to ATP 2-01.3, Joint Publication (JP) 3-12, Army Doctrine Reference 

Publication ADRP 3-0, 6-0, Field Manual (FM) 6-02,.  

Another challenge is a culture of classification often associated with the intelligence and 

cyber disciplines, elevating the discussion of this critical domain to a classification not conducive 

for academic or broader understanding. (J. Horgan, personal consultation, April 5, 2019) 
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Consequences 

The first consequence is an inability to disseminate information pertaining to cyberspace 

operations and events or discuss cyberspace as a concept in an unclassified environment, limiting 

the staff’s ability to train on and incorporate MDO into the Operations Process.  

A second consequence is that Cyber/Intel/Signal officers and faculty are ill-equipped to 

demonstrate cyberspace considerations, making instruction and incorporation of cyberspace into 

the scenario counter-productive and time-consuming. A second order effect is the relegation of 

cyberspace considerations beneath traditional threat capabilities resulting in the disregard of a 

critical domain. "It is tempting to think of cyberwar as something that takes place separate and 

apart from other conflicts, that what happens in the cloud is somehow divorced from what 

happens on the ground. ” (Sanger, 2018)  

The third consequence is that Command Post functional cells do not have an 

understanding of the cyberspace domain where a unit is vulnerable to an adversary who can deny 

a Commander the ability to operate in the Information Environment. Russian use of this domain 

has already been demonstrated on multiple occasions over the past decade in Georgia, Ukraine, 

the 2016 Presidential Election (The New York Times, 2019). All functional cells are vulnerable 

to enemy information warfare, and should not be solely reliant upon Intel/Cyber for their 

understanding. Intelligence officers lead IPB, but the process is dependent upon the input and 

understanding of the entire Staff.  (US Army, 2014) Other Staff functions require understanding 

of cyberspace to mitigate exposure and the ability of a threat to influence friendly operations. 

(C.Ogden, personal consultation, April 3, 2019)  

A fourth consequence is that due to faculty constraints, only 120/1100 students are able 

to take Cyber Class elective that begins to discuss the concepts, capabilities, and requirements 
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associated with Cyberspace operations. This class is focused on classified concepts and problems 

that cannot be shared with staff who do not have clearance. While this course is well suited for 

incorporating cyberspace considerations into the operations process, the limited availability and 

non-mandatory status introduces an additional constraint that prevents broader understanding of 

this critical domain. As a result, a majority of CGSC graduates outside of Intel/Cyber/Signal 

communities do not understand cyberspace impacts or are able to consider response options to a 

cyber event such as targeting, defending the network, managing risk, and increasing operational 

success.  

Finally, CGSC students who will be future Commanders and functional cell leaders of 

tactical Command Posts are unable to establish baseline for conceptualizing and understanding 

how friendly and adversarial actors operate in cyberspace. As demonstrated by recent activities 

by US adversaries, Information Warfare is a critical component of Multi-Domain Operations and 

has the same potential to impact an organization as an attack of operation in any other physical 

domain.  

Opportunity 

The importance of understanding cyberspace expands beyond IPB and the Intelligence 

functional cells. An essential task of Mission Command functional cell is to "install, operate, and 

maintain the DoD information network." (US Army, 2016)Therefore, it is incumbent upon the 

staff to not only understand cyberspace in terms of the adversary but in terms of "seeing 

ourselves" in the information environment. This key cross functionality provides an opportunity 

to explore cyberspace from a non-intelligence/cyber perspective that is just as critical to the 

overall success of the operations process.  
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Within the existing tactical Command Post staff framework used in CGSC, Signal Corps 

officers and the Signal discipline falls within the Mission Command functional cell and is 

responsible for command and control during the operations process. Signal officers use 

commercial visualization tools to maintain “blue networks” and to focus friendly operations in 

cyberspace and the Electro-Magnetic Spectrum (EMS). Signal Officers monitor and maintain 

information system status, network topology configuration, key terrain in cyberspace, and assess 

risk. (M. Callahan, personal consultation April 16, 2019) However, an actual communications 

network of an existing Command Post is classified Secret, but the commercial visualization tools 

and concepts are not. The Signal Corps discipline operating in support of the Mission Command 

functional cell provides an opportunity for an unclassified platform upon which cyber can be 

discussed as an integral part of Mission Analysis, IPB, and the overall MDMP process. The 

ability to understand impacts and events on a blue network, especially cyber events, affects all 

Command Post functional cells and allows for a conceptual dialogue to take place amongst the 

staff in a classroom environment.  This approach is well suited for introducing cyberspace 

considerations into the CGSC curriculum.  

Project Management 

Dependencies and Assumptions  

Assumptions. 

It is assumed that the implementation will take place in a controlled CGSC classroom 

utilizing Windows operating system based computers. These computers will be connected to the 

Ft. Leavenworth intranet on-premise data center comprised on hardened, TAA compliant, 

physical servers. The expectation is that up to 16 users will require access during any given 

scheduled class in addition to one or more consultants.   
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It is assumed that this class is taught in an unclassified environment and in line with the 

CGSC curriculum and they are willing to incorporate Cyberspace focused vignettes into the 

scenario during AOC as part of Multi-Domain Operations training and doctrinal development  

This implementation is also assuming that CGSC embraces the new ATP 2-01.3 (March 2019), 

the doctrinal foundation for incorporating Cyberspace considerations into IPB.  

Lastly, it is assumed that the Security Event Incident Management (SEIM) 

system/network security and monitoring capabilities, similar to ones used by Signal Officers to 

maintain “Blue Network” are commercially available and sample data sets are available to 

conduct prototyping.  

Dependencies. 

Success is heavily dependent on buy-in from senior leadership and curriculum advisors. 

The project shall not move past Phase 1 without their backing. In addition, there is heavy 

reliance on the ability to integrate into the CGCS curriculum that is dictated by Department of 

Tactics (DTAC)/Department of Joint Interagency-Multi-National Operations (DJIMO) faculty 

leadership at CGSC. Furthermore, initial value added must be demonstrated during prototyping 

demonstrations in order to secure funding for full integration.  

Additionally, successful implementation will require staff/training/data being able to be 

obtained via military intelligence or vendor provided data sets. The software must be 

customizable to meet CGSC mission requirements.  

Constraints. 

The core constraint is that the solution must be Unclassified in order to reveal real world 

means and methods. This classification categorization is critical to ensuring Intelligence SIGINT 

Means & Methods can be discussed. Cyber Means and methods are not able to be discussed 
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without the unclassified status. The solution also must be in accordance with Global Personal 

Identifiable Information (PII) regulations and protect citizen privacy.  

The core mission of CGSC is focused on Unified Land Operations (ULO) with emphasis 

on traditional operations process using MDMP. Technical integration and/or cyberspace 

communications based simulations are not supported in CGSC environment. Therefore, solutions 

must be easily adopted and integrated into existing CGSC curriculum. CGSC curriculum uses 

Enabling Learning Objectives (ELO) that are nested in Terminal Learning Objectives (TLO) to 

support training of the Operations Process using components of MDMP and Army leadership. 

(A. Muniz, personal consultation, April 5, 2019)   

Lastly, a budget has not been allocated for any phase of the project, so the Pilot Phase 

must be a no-cost implementation.   

Outline Requirements   

First, a solution must be a network-based platform for injecting and simulating 

cyberspace events that is unclassified and user-friendly to Signal/Cyber oriented disciplines. This 

platform must be sharable and discernable to international partners who are involved throughout 

the course curriculum.  This will be the heaviest weighted requirement as there is not currently a 

solution in place outside of a classified setting. In addition, the solution must have an active DoD 

authorized security certification known as an Authority to Operate (ATO) based upon an 

approved Risk Management Framework (RMF), formerly known as Certification of 

Networthiness (CoN). (D. Mee, personal consultation, March 22, 2019) 

The solution must meet all TLOs and provide a framework for real-time event 

characterizations within the CGSC intranet, facilitating the visualization, description, of a cyber 
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telecommunications network to enable the common understanding of a cyber event by the entire 

Staff. The solution must support ELOs and be compatible with CGSC systems & curriculum. 

A solution must be able to perform the functional tasks to include; visualize friendly 

network topology, network protection conditions, attribution/correlation of local cyber events, 

status of friendly defensive cyber operations, key physical network layer infrastructure overlay, 

(limited to Division area of operations), and a list of cyberspace capabilities/effects that can be 

leveraged against a threat or event  such as mitigation or countermeasure techniques.  

Lastly, the solution must be cost-efficient and available for purchase on a government 

authorized contract vehicle such as GSA Schedule 70. 

After examining the requirements and recommendations based upon faculty and 

associated reading, it was determined to use a Security Event & Incident Management (SEIM) 

system that best replicates a Blue Force Network that could simulate a variety of events in 

cyberspace to include a range of attacks, incidents and insider threats. A SEIM system is a 

computer system used in network operations centers to monitor ongoing network activity in 

order to identify security incidents. These devices often aggregate information from other 

network security devices, such as firewalls and intrusion detection systems.   

In Gregory Conti & David Raymond's work, "On Cyber, Towards An Operational Art for 

Cyber Conflict," the authors incorporate the military terminology associated with IPB process 

with associated cyber tools and capabilities. One key recommendation made by the authors is the 

use of a SEIM to visualize your "observation and fields of fire" in terms of data flows and 

exposure in Cyberspace. A SEIM system is also recommended as a means for collecting against 

cybersecurity threats. (Conti, Pg 75 & 146)  
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Describe Research 

Comparative Analysis of Solutions 

Multiple solutions – both public and private sector were explored and scored via the 

evaluation matrix as part of the justification of funds and proposal preparation as is outlined in 

Appendix B, Table 3. 

Five main criteria were heavily weighted during evaluation - classification status, 

certification, ability to meet ELOs, ease of acquisition, and the ability to meet technical 

requirements.  The ability to operate in an unclassified environment was weighted the heaviest, 

followed closely by the ability to meet technical requirements and the prescribed ELOs. Four 

public sector (internal) sources - 1st Information Operations Command, US Army Cyber Center 

of Excellence, Intelligence Center of Excellence, and National Geospatial Agency (NGA)- were 

solicited and subsequently eliminated due to the inability to meet the unclassified requirement, 

the most heavily weighted criteria. Therefore, a private sector (external) solution was deemed the 

most appropriate option. The five remaining private sector options explored are- Telegeography, 

ICASA, IBM QRadar, Qbase, and Savanna - all met the unclassified requirement. 

Of the five private-sector options, only ICASA and IBM QRadar are able to meet both 

the technical requirements and ELOs which are mandatory for selection. Ultimately, only IBM 

QRadar has an active RMF and is available for purchase on a contract vehicle. (J. Lutz, personal 

consultation, April 20, 2019) This solution is also appealing due to its existing footprint 

throughout the Department of Defense.  

Acquisition Methodology 

The contract for the pilot and full implementation will be executed via a Firm Fixed Price 

contract. A Sources Sought announcement will be solicited for two weeks on Federal Business 
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Opps (FBO) for vendor response. At the conclusion of the Sources Sought period, the project 

team will review, refine and release and Request for Proposal (RFP) for three weeks. The posting 

shall carry the requirement of all items offered to be available to purchase on a Federal contract 

vehicle and be RMF approved.  

At the conclusion of the three weeks, the project team evaluated, scored (via the 

evaluation matrix) responses and begin clarification and demonstration rounds. A copy of the 

evaluation matrix will be included in the solicitation in efforts of transparency. 

Upon conclusion of the demonstration rounds the project team will select the appropriate 

vendor for award and execute a Firm Fixed Price bilateral contract. This evaluation shall occur 

during Phase 1.  

Overall Implementation Strategy 

Deployment shall occur over four sequential phases, each of which must be completed 

prior to continuing to the next as outlined in Table 1. The four phases outlined as part of this 

project, Phases 1 – 4 will occur upon completion of the Pilot development.  

The Pilot Phase, the only phase to executed upon writing, shall consist of research and 

analysis to develop ELO’s and a technical solution to be integrated into the existing curriculum, 

establishment of a proposal, and to the design of a deployment plan to presented for Phase 1 

consideration. 

After the development of the Pilot, Phase 1 shall begin in May/Early June 2019, and 

consist of a presentation of the initial concept proposal to CGSC faculty, and curriculum leads, 

and select students in the Cyber Course elective (C566) to achieve buy-in and secure approvals.  

Phase 2 shall begin at the start of the Fall 2019 semester and will consist of several 

milestones beginning with the introduction of the Pilot to select staff groups in conjunction with 
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C332 Cyber Operations Course (US Army Combined Arms Command, 2019) as part of the 

common core. Staff groups will be selected based upon faculty assessments of the students and 

their previous career background, cyber network tool familiarity or experience in Signals 

Intelligence. The second milestone will commence in January 2020 and will include orientation 

and training with Cyber/Intel/Signal Personnel who participate in NEW C566 Cyberspace 

Operations Elective that will be introduced at the beginning of the second semester of CGSC 

during AOC. As Phase 2 progresses into February 2020, the project team and CGSC staff will 

incorporate the initial iteration of vignettes into the IPB class during M300 portion of AOC.  

The third milestone will occur during February-March 2020. This milestone will incorporate 

"simulated" cyber using SEIM visualization tool into select staff groups during AOC. Those Staff 

Groups that have Cyber/Intel officers who participated in SEIM training during second semester 

C566 class, year 2020, will be the target audience.  

Phase 3 will commence in the Fall of 2020. During this Phase, the user footprint will expand, 

and the tool will be made available to all instructors to be incorporated into the training as they 

see fit. Staff groups that do not have trained students will have the tool and associated vignettes 

made available upon the discretion of the faculty lead.  

Finally, Phase 4 is slated to being during the Fall 2021 Semester and will result in a full 

integration into CGSC Course Curriculum and become a mandatory graduation requirement. 

Curriculum Integration 

There is a mission-critical need to update the existing CGSC curriculum to reflect new 

IPB doctrine (US Army, 2019) as a guide for doctrinal framework for describing, visualizing, 

and understanding Cyberspace in the Persona, Logical, and Physical layers. (Stoter, 2016) Three 

courses under consideration are C312 Cyberspace Operations (Fall Semester), M313 Intelligence 
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Preparation of the Battlefield (AOC) Spring Semester, and C566: Cyberspace, Advanced 

(Elective January/May) (US Army, 2019) In order for the curriculum to be accepted for faculty 

leads, the concepts to be incorporated must be identified, defined, and translated into the existing 

course training language. Key concepts are nested into Terminal Learning Objectives (TLOs) 

through subordinate Enabling Learning Objectives (ELO’s). (CGSC, 2019) 

Key Concepts include:  

1. Cyberspace Domain as "terrain" that has key positions and serves as an "attack" 

surface or vector available to all actors, friendly and foe.   

2. The three layers of the Cyberspace Domain and their corresponding effect on the 

network: 

a. Logical (How cyberspace is connected and interacts with external and internal 

networks) The logical provides an understanding of an event in relation to a 

network, and the physical/persona is essential to enable the staff to develop 

recommendations to the commander for how to respond, mitigate, or effect 

through the Range of Military Operations (ROMO) 

b. Physical (Location, for the purposes of understanding the origin of an event and 

implications, to include outside of the Commander's Area of Responsibility)  

c. Persona (Actor, attributing an activity to an actor in order to determine 

appropriate response, to include the inability to attribute)   

3. The nuances associated with characterizing events in both scale of severity, volume, 

velocity, and veracity to inform appropriate response using range of military operations.   

Additionally, there are four key cognitive processes that are critical for the staff to experiment 

with and understand in order to appreciate the potential influences in the Cyberspace domain.  
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The first involves mapping baseline network, to include developing an understanding of 

how the traffic flows through network architecture.  

Second objective is to understand and analyze how a network can be impacted. For the 

purposes of the CGCS curriculum, analysis includes sample data from within a simulated 

network that reflect a friendly area or network of interest. 

 Third, is the ability to understand how virtual personas (human actors) interact with the 

network and cause events in the information environment - this is critical to understanding 

attribution and intent. 

 Fourth, associating a location or point of origin to determine an appropriate response 

and/or mitigation procedures.  

There is an expectation that students will be familiar with how to visualize, interpret, and 

incorporate cyberspace events into the Intelligence Preparation of the Battlefield (IPB) process in 

support of the operations process. 

The principle concepts must be integrated with the course TLO’s which provide the 

overarching framework for course instruction and ELO’s.  
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Solution Integration with TLOs   

The current TLO’s that are the focus of training the Operations Process during Common 

Core and AOC are as follows:  

Current CGSC AOC Terminal Learning Objectives 

Identifier Description 

TLO-AOC-1 Conduct the Operations Process 

TLO-AOC-3 Analyze Leader Development and Organizational Readiness Process 

TLO-AOC-4  Incorporate Effective Communication Skills 

   

These existing TLOs are be based off of criteria already established in the CSGC 

curriculum. The new ELO’s are derived from ATP 2-01.3 and JP 3-12 Cyberspace Operations 

and FM 6-02.  (US Army, 2019)  

ELO development and Integration  

Enabling Learning Objectives are part of the CGSC curriculum and are used in Common 

Core (CC) and AOC.  The current curriculum includes ELO-AOC-3.3, focused on the action of 

analyzing missions, roles, functions, the capabilities of operational and tactical level units as well 

as headquarters.  

These actions are being taught by providing the student an example of the current 

operational domain, a relevant scenario, practical exercises, requirements vs. capabilities (needs 

analysis) and Infrastructure/Capabilities analysis data. The learning domain is cognitive, and the 

learning level is analytical. 
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The following is an ELO designed to enable the key concepts and nest with CGSC TLOs: 

ELO-CC/AOC-3.3  

Action:  Incorporate the Cyberspace Operations fundamentals, capabilities, limitations, and 

operational/unified action considerations in support of a JFC across the ROMO;   

Conditions:  Using Army/Joint doctrine, other readings, references, research, case studies, class 

discussion, personal experience, and practical exercise materials for joint and multinational 

operations.  

Standards:  Explanation includes−  

1. US Cyberspace fundamentals, core functions, capabilities, limitations; and,  

2. US Cyberspace planning considerations and integration of cyber effects in support of 

the US ground force (Division) Commander.  

Learning Domain: Cognitive, Level of Learning: Comprehension  

Learning Areas Supported:  

1. Comprehend and integrate cyberspace considerations into the Operations process 

with other lines of operations at the operational level of war using the MDMP Process 

with emphasis on Mission Analysis, IPB.   

2. Comprehend the organizational options, structures, and requirements available to 

joint force commanders in response to Cyberspace events. 

3. Comprehend the effects of networks and cyberspace on the ability to conduct Joint 

Operational Command and Control.  

4. Comprehend the capabilities and limitations of U.S. military forces to conduct the full 

range of military operations in pursuit of national interests.  
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ELO’s are key to understanding measures of effectiveness (MoE) in terms of 

introducing and applying concepts from the curriculum into the scenario through faculty 

evaluators.  

 

Deployment Plan  

Selection Solution/Statement of Work 

After extensive technical evaluation (Appendix B Table 3), the most technically 

acceptable solution that can execute a no-cost pilot in an unclassified environment is IBM 

QRadar. The selected solution is a COTs product that has an active CON and approved RMF and 

is available on multiple contract vehicles. 

IBM’s QRadar performs Network Monitoring, Detection, and Investigation. Vignette 

simulation allows demonstration of data set that simulates the Division network and a full range 

of events that occur on normal operating networks such as attack and insider threat. (IBM, 2019) 

QRadar is designed to meet key requirements to allow the Signal Officer, responsible for 

maintaining network for the mission command function, to monitor, detect, and investigate 

threats. Successful implementation will allow students - our future leaders - to gain a 

comprehensive visibility into on-premises and cloud environments, identify and prioritize threats 

(known and unknown) with advanced analytics. This will provide the ability to satisfy all 

articulated requirements and integrate with CGSC curriculum requirements.  

  QRadar’s ability to describe, and visualize key concepts is demonstrated through scalable 

and customizable applications that can be leveraged by users with a basic level of training. For 

example,  QRadar’s Watson tool allows the visualization of the logical network topology layer of 

Cyberspace Domain: (Key Concept 1 and 2a)   
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Figure 4 -  QRadar Security Advisor (IBM, 2019) 

Also, the tool enables cognitive display and description of a network event to be 

characterized using event log analysis.   

 

Figure 5- QRadar Security Intelligence (IBM, 2019) 
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  Incident Investigation allows the characterization of threats of varying severity from a 

variety of sources and types, based upon documented incidents. Note, all types of attacks and 

incidents are based upon publicly available information (PAI) and cataloged malware/historic 

attacks. IBM QRadar Advisor collects external observables within the Offensive actor—such as 

IP addresses, URLs and file hashes—and sends them to the Watson for Cybersecurity cloud for 

analysis   

The visualization and common operating picture can be presented and characterized by 

the staff to synchronize Command Post functional cells such as Intelligence, Protection, and 

Fires. Intelligence staff is traditionally interested in understanding threat capabilities and 

intentions while Protection Staff is usually focused on mitigating threats and ensuring the 

preservation of combat power. Fires is concerned with identifying targets for delivering effects 

against to include Cyber as a offensive capability. This capability supports Key Concept 3.  

 

Figure 6 – QRadar Threat Intelligence (IBM, 2019) 
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QRadar Pulse allows geospatial referencing of an event to begin attribution analysis (if 

known) this capability supports Key Concept 2b.   

 

Figure 7 - QRadar Reporting (IBM, 2019) 

Using attribution capabilities to correlate and aggregate events to a location and potential 

actor will inform the Staff as to the nature of the event, the potential motives, and possible 

response options for the commander to use across the Range of Military Operations (ROMO) to 

include non-lethal effective, protection measures, Information Operations, and Joint/Interagency 

options. This capability supports Key Concept 2c & 3  

 Project Execution 

Contracting and Award 

Regardless of cost, an active Federal contract is required for any non-government 

personnel or entities to have any interaction with Federal property - particularly networks. A 

contract must be awarded to the Prime Contractor who will be responsible for the 

implementation and project delivery.  

The initial step will be to post a brand name justification of FedBizOpps outlining the 

salient characteristics of the QRadar system. This information will be sourced from the 

comparative analysis.  
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 Once the posting period closes, a Firm-Fixed-Price contract will be awarded with a no-

cost base period (Pilot) and four option periods (Phases 1 through 4) that are subject to the 

availability of funds. 

Kick-Off 

The first action involves a meeting to “kick-off” the project, agree/assign roles and 

responsibilities and establish the project charter.  

Identify Key Stakeholders. 

The most important enabling (CGCS) stakeholder will be the Contracting Officer 

Representative (COR) whom shall be held responsible for the successful deployment and serve 

as the Prime Contractor's primary point of contact. The COR will work closely with the Prime's 

key stakeholder - the Project Manager.  Additional Stakeholders to be included in the kick-off 

meeting and regular status update meetings include the CGSC Network Administrator, 

applicable CSGC Instructors and both CGSC and the Prime's technical support teams. 

Establish Key Timeline/Milestones. 

The deployment timeline shall be bilaterally established between the Prime and CGCS 

based on base activity, curriculum, and availability. Once a timeline is secured, each applicable 

milestones will be assigned and scheduled. 

Identify Deliverables. 

Four key deliverables have been determined and require discussion - software, 

professional services, go-live, and training. Stakeholder involvement will be agreed upon at this 

phase as well as credential requests for Prime Contractor personnel submitted to prevent delays 



IMPROVING INTEL PREP FOR MDO                                                                                33 
 

 

Fulfillment 

Ship Deliverables. 

The Prime’s project manager shall facilitate the electronic delivery of software license 

keys to the CGSC Network Administrator. Once successfully delivered, the professional services 

team will arrive on base to assist with installation, customization, go-live and training the 

selected CGSC faculty and system administrators.  

Project Management/Installation  

Post-shipment, the deliverables will be customized and installed on the CGSC network 

for use this will include full integration in the existing environment.  

 As QRadar has an active CON and has completed the RMF process, validation rather 

than application will be required. During installation, the CGSC Systems Administrator will 

assign permissions and role-based access.  

Training. 

Prior to testing, all applicable systems administrators and appropriate personnel will be 

training via a train-the-trainer model to be executed on-base. 

Testing. 

Prior to project approval, a full scope testing of the system functionality must be 

executed. This is not only to ensure product functionality but to ensure that the system has fully 

integrated into the CGCS network, database and any data migration is complete. 

A successful passing will require flawless testing functionality of system, full 

accessibility to all capabilities, required auditing is in place and confirmation there are no 

conflicts with existing software 
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Approval. 

In order for a project to be considered “delivered” CGSC must confirm that the 

deliverables are complete, they have an active functional product, and all training has been 

completed. This step is the COR’s responsibility to certify. 

Go-live. 

Once the system has been approved and is considered operational, the project is turned 

over to the support team for "post-go-live support." It is at this point that the Prime's 

implementation team is no longer appropriate and the project is best suited for care from the 

Prime's technical support team whom assists as needed including tech support, patches, updates, 

and upgrades. 

Periodic Evaluation and Reporting 

Once deemed “live” responsibilities shifts to the COR to report any issues and the 

Prime's technical support team to respond as well as provide fixes for patches, bugs, upgrades, 

updates and any new additional integration required.  

The COR will be closely monitoring key KPIs and request adjustment to account for 

student/instructor feedback. This individual will also be responsible for ensuring auditing and 

review running routine checks, reporting variance.  

KPIs include level of incorporation into course curriculum, rate of software 

evolution/additional customization and course evaluation surveys. All KPIs are measured by 

volume and will be scaled qualitatively based on user feedback.  

Lastly, as part of evaluations and subject to availability of funds, option periods (phases 

1-4) may be executed t the COR’s instruction as appropriate 
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Cybersecurity (RMF Process) 

The RMF process includes seven steps; each are a requirement to obtain and retain 

certified status, any changes to the technology may result in the need for recertification. 

Prepare Step, which consists of primarily organizing the necessary action items at the 

sponsoring agency to manage the evaluation and certification of a given technology. 

Upon completion of step one, the Categorize Step involving the types of information 

involved in the functional aspects of a given software along with any data storage or 

transmitted information is reviewed and documented prior to moving forward.  

The third, Select Step entails establishing baseline security controls which will be 

adhered to for the duration of the certification lifecycle. Once established, the Implement 

Step begins activating the decided controls. This is followed by the Access Step which tests 

the controls once implemented.  

Only after testing is the Authorize Step realized and a certification is granted, enabling 

a technology to be used on a Government network. Once certification is granted, the 

Monitoring Step begins requiring frequent reporting and documentation of any changes, 

breaches or updates. (NIST, 2019) 

Implementation of the solution is not only compliant with the RMF process but is 

integrated with standard US Army physical and network security protocols commensurate 

with CGSC facilities and network operations at Fort Leavenworth, Kansas. 
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Impact Benefits & Mission Case 

Financial Return  

There are three main areas of Return on Investment (ROI) that this project will endeavor 

to demonstrate - capability, resources, and opportunity. 

By nature, reaction time is critical for any military operation. Our initiative will allow all 

CGSC students operating with the Command Post functional cell framework of the to rapidly 

relevantly incorporate cyberspace considerations into the IPB process with relevant information 

pertaining to their functional areas. As noted earlier, this capability is currently absent relegating 

cyberspace to irrelevance and isolation from the traditional physical operating domains. 

Furthermore, time spent on debating and conveying the cyberspace domain as a concept will be 

reduced as a result of a demonstration and visualization of cyberspace to all disciplines, not just 

Cyber, Intelligence, and Signal Officers. Time will also be saved by the staff through the 

articulate and relevant submission of Requests for Information (RFI’s) to Intelligence or Cyber 

support teams that accurately reflect the realities of cyberspace threats and vulnerabilities. 

Resources, especially time, are premium in any arena. ”Commanders must receive combat 

information and intelligence products in a timely and appropriate format to facilitate situational 

understanding and support decision-making. Timely dissemination of intelligence is critical to 

the success of operations.” (US Army, 2012). Intelligence officers are required to support an 

exponentially increasing amount of requirements in support of all functional cells. Enabling 

informed RFI’s and requirements will significantly improve efficiency and reduce time 

associated with RFI clarification and explanation of the realities of cyberspace operations. 

Furthermore, increasing the exposure and training of cyberspace operations from 120/1100 to all 
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students represents a 89% increase in student training on incorporating Cyberspace 

considerations into the IPB and operations process.  

Equipping the US Army staff officers with an unclassified ability to identify 

opportunities and determine events in the Information Environment, indicative of enemy shaping 

operations, is fundamental requirement for this project. The ability to assess and plan a response 

based upon event indicators in the IE will allow commanders to anticipate and preempt enemy 

information operations in a timely manner facilitating the successful execution of Information 

Warfare. 

Although the primary use of this project is for classroom purposes, CGSC graduates will 

be able apply the concepts in real-world missions. Furthermore, the empowerment of key 

enablers will expand the Commander's ability to dominate the information environment across 

the Range of Military Operations. The project will enable Commanders and Staffs to understand, 

apply and demonstrate key concepts, integrated through ELO’s in the course curriculum. 

CGSC students will incorporate their understanding of the information environment in 

cyberspace to facilitate the Military Decision-Making Process (MDMP) that enables battlefield 

Commanders to lead large combat formations in Multi-Domain Operations. Without this 

understanding, CGSC graduates who will serve as future Commanders and Staff officers will 

risk losing the key domain of cyberspace and failing in the execution of Information Warfare.  

Risks  

The following risks may occur over the project lifecycle:  
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Risk 

ID 

Risk Impact Probability Mitigation Strategy 

R1 Delay or lack of access 
to additional credible 
data sources 

High Low Ensure the starting data set is vast 
enough to be considered a viable 
sample 

R2 Schedule Overrun due 
to short suspense 

High Low Twice weekly checkpoints to 
ensure on-time delivery 

R3 Cost overrun or above 
CGSC Budget 

Low Low Ensure market research and 
selected tools are within the 
proposed budget, provide a 
reasonable buffer for unexpected 
fees. 

R4 The solution not 
scalable for future 
evolution in Phase I, II, 
III and IV 

Medium Low Ensure project is platform, 
operating system and data set 
agnostic  

     

Ethical Considerations  

American and International Privacy Laws 

This project does not violate or interfere with any American or International legislation or 

treaties; however, it is recommended to disclose to our allies whom have students attending 

CGSC that this project is under development. (Privacy International, 2019)  

This project is in compliance with the United States Patriot Act (US DOJ, 2019), a 

precaution explored even though the project is strictly academic 

Information Access - Data Security  

Government agencies, including the Department of Defense, require all COTs software to 

be approved and in compliance with their Risk Management Framework (RMF) certification 

prior to implantation. Manufacturers can expect it to take up to two years to secure certification. 
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“The risk-based approach to security control selection and specification considers 

effectiveness, efficiency, and constraints due to applicable laws, directives, Executive 

Orders, policies, standards, or regulations” (NIST, 2019) In order to apply for RMF status, 

manufacturers must have agency backing and execute testing in a Government Approved 

Lab (GAL). 

Conclusion  

The US Army Command and General Staff College has a mission-critical need to prepare 

future tactical and operational Staff and Commanders for the modern battlefield; immediate 

action is needed to create an unclassified tool to equip future military leaders with the toolsets 

required to improve current intelligence preparation methodology for the modern-day battlefield 

of cyberspace. 

This solution is available through DoD approved commercial off the shelf (COTS) 

solutions that would allow service members from all disciplines and International partners to 

visualize, describe, and understand the relationship between the Cyber and Physical 

Domain.  Project success will be measured in level of incorporation in the CGSC curriculum, 

with a goal of complete implementation. This project is in compliance with all International and 

Domestic ethical laws and treaties including Risk Management Framework (RMF). The 

deployment will be executed through a no-cost pilot and four sequential phases.   
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Appendix 

Appendix A - Table of Figures 

Figure 1 - Holistic View of the Operational Environment  

 

Figure 1 - Holistic View of the Operational Environment – JP-5-0 (US Department of Defense, 2017) 
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Figure 2 – Window of Opportunity in MDO 

 

Figure 2 - Window of Opportunity in MDO (US Army, July 2012) 
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Figure 3 – Command Post Organization 

 

Figure 3 - Command Post Organization (US Army, 2017) 
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Figure 4 -  QRadar Security Advisor 

 

Figure 4 -  QRadar Security Advisor (IBM, 2019) 

Figure 5 – QRadar Security Intelligence 

 

Figure 5- QRadar Security Intelligence (IBM, 2019) 
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Figure 6 – QRadar Threat Intelligence 

 

Figure 6 – QRadar Threat Intelligence (IBM, 2019) 

Figure 7 – QRadar Reporting 

 

Figure 7 - QRadar Reporting (IBM, 2019) 
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Figure 8 – Mission Model Canvas 
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Appendix B – List of Tables 

Table 1 -  Risk Analysis 

Risk 

ID 

Risk Impact Probability Mitigation Strategy 

R1 Delay or lack of access 
to additional credible 
data sources 

High Low Ensure the starting data set is vast 
enough to be considered a viable 
sample 

R2 Schedule Overrun due 
to short suspense 

High Low Twice weekly checkpoints to 
ensure on-time delivery 

R3 Cost overrun or above 
CGSC Budget 

Low Low Ensure market research and 
selected tools are within the 
proposed budget, provide a 
reasonable buffer for unexpected 
fees. 

R4 The solution not 
scalable for future 
evolution in Phase I, II, 
III and IV 

Medium Low Ensure project is platform, 
operating system and data set 
agnostic  
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Table 2 - Project Milestones 

Milestone 
Number 

Start 
Date 

Milestone Detail End Date Responsible 
Party 

1 January 
2019 

Pilot May 2019 Project Team 

2 May 
2019 

Achieve buy-in and approval from 
CGSC Faculty and Curriculum Leads 
(Phase 2) 

June 2019 Project Team, 
CGSC Staff and 
Leadership 

3 August 
2019 

Introduce pilot program in conjunction 
with C332 Cyber Operations Course 
(Phase 2) 

December 
2019 

Project Team, 
CGSC Staff and 
Leadership 

4 January 
2020 

Include orientation and training with 
Cyber/Intel/Signal Personnel who 
participate in NEW C566 Cyberspace 
Operations Elective (Phase 2) 

May 2020 Project Team, 
CGSC Staff 

5 January 
2020 

 Incorporate initial iteration of 
vignette training with Information 
Operations/IPB class in M300 portion 
of AOC (Phase 2) 

May 2020 Project Team, 
CGSC Staff 

6 February 
2020 

Incorporate "simulated" cyber using 
IBM Watson visualization into select 
staff groups during AOC (Phase 2) 

May 2020 Project Team, 
CGSC Staff 

7 May 
2020 

C566 Cyber Ops Elective launched 
that includes IBM Watson (Phase 2) 

August 
2021 

Project Team, 
CGSC Staff 

8 August 
2021 

Expand deployment scale and user 
volume (Phase 3) 

December 
2021 

Project Team, 
CGSC Staff 

9 January 
2022 

 Project completion - Full integration 
into CGSC Course (Phase 4) 

January 
2022 

Project Team, 
CGSC Staff and 
Students 
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Table 3 - Comparison Matrix 

 Unclassified Active 
Certification  

Meets 
ELOs 

Contract 
Vehicle 

Near Real-Time 
Comparison 
Capability  

Evaluation Notes 

Current 
Solution  

No Yes  No NA No None 

1st IO CMD No NA No NA No Classified 

Cyber 
Command 
Center of 
Excellence 
(CoE) 

No NA No NA Yes Classified 

Intel CoE No NA No NA Yes Classified  

Telegeography Yes No No No No Although they have high 

data volume, all is 

reference and no real time 

characterization 

ICASA Yes No Yes No Yes ELOs - Limited attribution 

capability, no RMF, 

Analytical tool, not as 

user-friendly. 

IBM QRadar Yes Yes Yes Yes  Yes ELOs, Integrated Staff, 

Existing Relationship, 

RMF 

NGA No NA No NA No Only Physical 

QBase Yes Yes Mostly Yes No Does not meet all TLOs 

Thetus Yes No Mostly Yes Yes Does not meet all TLOs 
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Appendix C – Glossary of Terms 

AO: Area of Operations  

AOR: Area of Responsibility  

AOC: Adanced Operations Course  

AFC: Army Futures Command  

CGSC: Command and General Staff College  

DAVE: Data Analytic Visualization Environment  

DIJMO: Department of Interagency Multi-National Operations  

DTAC: Department of Tactics  

ELO: Enabling Learning Objective  

FBO: Federal Business Ops  

ICASA: Institute for Complex Additive Systems Analysis  

IE: Information Environment  

IO: Information Operations  

IPB: Intelligence Preparation of the Battlefield  

IW: Information Warfare   

KPI: Key Performance Indicator  

MCBL: Mission Command Battle Lab  

MDMP: Military Decision Making Process  

MDO: Multi-Domain Operations  

RFP: Request for Proposal   

SIGINT: Signals Intelligence   

TLO: Terminal Learning Objective 
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• (CDID, CCoE)  US Army Training & Doctrine Command (TRADOC)   
 

Bailey,  Jonathan 
•  US Army Chaplin Major 

 
(LTC) Callahan, Michelle  
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• Sr. Research Analyst, MCBL, S&T, Army Futures Command (AFC), Mission Command 
Battle Lab (MCBL)  

 
Hill, Michael 

• ISSM, CISSP, Academic & Technology Support Directorate (ATSD) The Army 
University  

 
(LTC) Horgan, Justin 

• US Army Cyber Command Representative  
 
(COL (Ret)) Im, Peter 

• (Intelligence Instructor) & A309 Instructor/Advisor  
 
Jones, David P.  

• ASSO, CAC G2  
 
Lea, Lilian 

• Consultant Research Specialist, Telegeography  
 
Lutz, Jean-Pierre  

• Senior Program Manager, MBA, PMP IBM Services  
 
LaPreze, Rob   

• Assistant Professor, CGSC  
  

Leeder, Stephen B.  
• Division Chief, Doctrine, DDIST,  

 
McQueen III, Kent  

• Research Analyst, Mission Command Battle Lab  
 
Mee, Douglas 

• RMF Project Manager, DoD Programs 



IMPROVING INTEL PREP FOR MDO                                                                                51 
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• IBM Client Executive, U.S. Army Account  
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• Information Operations   
 
(LTC) Pheasant, David  

• Military Deputy, TCM-Cyber, Capability Development Integration Directorate Cyber 
Center of Excellence (CDID CCoE) US Army Training & Doctrine Command 
(TRADOC)   
 

Phillips, Gary E  
• Assistant DCS G2, US Army Training & Doctrine Command (TRADOC)   
 

Sieting, Lori A.  
• Intelligence Specialist, Experiments & Analysis Directorate - US Army Intelligence 

Center of Excellence   
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• Director, Institute for Complex Additive Systems Analysis (ICASA), New Mexico 

Institute of Mining & Technology (NMT)  
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• Army Futures Command  
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• Liason to US Military Academy & Naval Academy for NSA  
 
VanderSteen, Kurt P.  

• Assistant Professor, CGSC 
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