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Abstract 

Our children are not safe on the internet, we are not safe on the internet. The 

criminal enterprise of child pornography was a closed, small community where obtaining 

and producing it was nearly impossible without knowing people. Technology has 

drastically changed this horrible industry. As the technology changed, the ability has 

changed as well. There are people creating, changing and adapting to every measure 

created to keep our children safe. The Child pornography and human trafficking industries 

are steadily growing due to non-authoritative monitoring and recidivist suppliers constantly 

contributing. By implementing Safeware on known child pornographers and persons of 

interest, this will drastically deter child pornography from reaching the internet.  

 
 
 
 
 
 
 
 
 

 

 

 

 

 

 



Problem Statement 

According the Bureau of Justice Statistics, in 2014 there have been a steady climb in the 

number of persons involved in child pornography. They report, suspects referred for the 

possession of child pornography has gone up steadily by 72% annually. It has also been 

accounted that those same suspects are linked with child sex trafficking, which has also steadily 

climbed annually 18 percent each year. The State of Montana noticed this spike and this problem 

back in 2003 and conducted a 5 year study of the arrest that were being made in comparison in 

relation to child pornography and sex crimes.  

 



As these studies yielded that the number of people being arrested for child pornography 

related crimes skyrocketed over the course of those 5 years. Due to the fact that the internet made 

accessing child pornography easier, the amount increased. These results are from a state in the 

United States that is not as populated as others. States such as New York, California and Florida, 

states that are located by oceans have noticed drastic spikes as well with the use of the internet. 

These statistics are exclusive to the United States, globally we are hurting. According to the 

International Centre for Missing & Exploited Children, as of 2014 there are 53 countries that do 

not have any laws against the creation, possession, or dissemination of child pornography. There 

are 136 counties that do not consider child pornography a crime and only 8 countries that require 

mandated reporting by Internet service providers. These countries are creating and disseminating 

images of children on websites on the dark web. There is no way to monitor what is put on the 

dark web because people are constantly masking and changing entry points to access this 

content. This drives the demand to put these images and videos on the web.  According to the 

National Center for Missing & Exploited Children there are over 26 million images currently on 

the internet of child pornography. The magnitude of this problem is global and growing. 

According to a report done by the FBI, the process in which to attain child pornography on the 

internet has become easier than ever before. Within certain chat rooms, key phrases are keyed in, 

triggers a proprietor to send an invitation to a VPN over a secure email. This VPN is 

programmed with gateways and websites that are only accessible through these invitations. 

These invitations are then sold and exchanged over the web, which is estimated to gross $450 

million dollars annually. This gross demand of these images and videos is causing a global 

problem that is spreading to other avenues of the criminal enterprises. Due to the demand for 

these child pornography, human trafficking has greatly increased as well. There is a direct 



correlation between the spikes in recent years of human trafficking to the increase in child 

pornography on the internet. These alarming numbers and statistics could be diminished. This 

dark problem in technology could also be combatted with technology. The same sophisticated 

systems that are creating this despicable mess could be used to eradicate it.  

Background and Research 

In order to solve the growing market of child pornography is by implementing a 

new technology called “Safeware”. This technology would erase the problem of child 

pornography on the internet through the use of sophisticated scanners married with some 

principals of computer viruses. The FBI once tried to implement a malware to track child 

pornography but it yielded the following results, “In the Playpen case, the government 

activated malware on a site with 215,000 members, as of last February, and obtained 

Internet protocol addresses of 1,300 computers. Out of that group, the government said it 

has charged 137 people.”  These results were just from placing a malware on these 

computers that detected the presents of child pornography. This report stated that the only 

people that were charged only were charged for possession because they had child 

pornography. Safeware is an image detecting sniffer that would be able to detect who, 

where and when, people are uploading child pornography on the internet. This technology 

can be used by law enforcement, the government and the FBI to filter in coming network 

traffic using a sophisticated image detecting threshold. Safeware is programmed to detect 

and monitor images that are uploaded using the 180 physical and craniofacial markers that 

define age.  The content would be filtered then through a sniffer that could determine 

content of the images and flag subjective photos and excessively large files. Large files will 

be flagged when coming from known child pornographers because often times they have 



the ability to upload covered. These covered photos are then manipulated to uncover a 

hidden image, usually child pornography, and syphoned into the internet that way. These 

flagged photos would then be set through another filter that would more sophisticatedly 

assess the nature of these photos and videos. While the photos are being filtered, the 

determination of the IP address that they were being uploaded to and the MAC address of 

the computer that was uploaded from. Once this filter has done its job and discovered an 

elicit image, the IP address will run through a GPS tracker to determine the exact location 

of the person who uploaded it. The collected information, along with the photo will then be 

forwarded to local police and then to the FBI for the final determination. The Safeware 

system will also have a locking code virus that will be sent to the IP address that the 

content had initially intended to go to. This IP address is a crucial part of the eradication 

process because this will expose the virtual ring. Once the locking virus has been sent to 

that IP, all of the MAC addresses and host IP’s of those who are linked up to that site will 

have their machine quietly annotated. The log of the information will be collected and 

retained by the Safeware system. By retaining this information things such as recidivism, 

frequent distributor countries and potential pedophile rings can be determined. These log 

entries must be able to acquire the data without being detected by the user. This way if no 

immediate action is able to be taken, the information has been collected.  This program will 

use similar technology that is used in computer hacking and viruses to help protect children 

from being exploited. Safeware will be used as a deterrent for criminals that use child 

pornography every day. The community in which child pornography is small and the 

communication in discreet yet constant. Once it is made known that there is the ability to 

be tracked this way, offenders will stop seeking out this material. Safeware will also solve 



the child pornography problem on a global scale because these addresses will be blocked 

from entering into our American networks. In turn by knowing which countries are 

producing the most, the government and CMEC can work to get legislation in place. 

Implementing this technology into our internet service providers, our networks and forcing 

convicted sex offenders to have this software, will greatly decrease the supply of child 

pornography from continuing to grow.  

In the beginning before child pornography was on the internet people had to access 

through exclusive clubs where offenders would go and swap and share physical images and 

videos. These rings or very easily busted because physical custody was very easily proven, 

people did not have the privacy or ability to hide. Once the internet came into play child 

pornographers utilize applications such as YouTube and AOL in order to anonymously 

exchange this content. Predators had the ability to enter chat rooms and public websites and 

in plain sight, request child pornography using specific code words. Once in this chat 

rooms, predators would give access to their content through secret sites. These secret sites 

ended up replacing the physical meetings that used to take place. These chat rooms a 

created a mild digital signature, which was significantly less traceable then physical 

custody, which enforcement was able to trace. So the predator adapted. As the growth of 

technology increased, the safer these predators became.  According to a study conducted by 

the National Juvenile Protection Organization, “The Internet and social media have allowed 

unencumbered access to these illegal images and videos of children. The Internet allows 

the individual to believe that they are flying under the radar.” This gave offenders more 

confidence to explore these avenues. This study further went on to state, “… there is also 

accumulating evidence that the Internet and social media are acting as a catalyst, 



facilitating an interest in the sexual images of children and in internet-facilitated sexual 

offending.” The same technology that was let into our homes to connect with each other, 

has been tainted by these predators using them to maintain their anonymity and exploit 

children. As a result the accessibility and affordability drastically increased, thus bursting 

the bubble where the content is being produced and authorities have the ability to track it. 

The community of child predators is constantly changing and shifting to continue to remain 

undetected by law enforcement.  

Safeware is targeting people that produce and view child pornography. According 

to the study conducted showed that most people arrested for child pornography or males 

between the ages of 40 and 45, while the people that were uploading it where males 29 to 

35. This data shows the adaptation of offenders.

 



This table represents the correlation between age and arrest. This background is 

critical for understanding where the bulk of the problem is coming from. With this 

information the Safeware team will have the ability to know how to better mask deceptive 

technology when placing Safeware on offenders’ computers. This graph also depicts how 

these offenders have grown and adapted with the internet so they are better versed in 

evading law enforcement.  

The targeted offenders that Safeware will be attached to habitual sex offenders. A study 

done by the Center for Missing and Exploited Children found the following characteristics out 

about people who create and access child pornography. These characteristics are:  

• People are sexually interested in prepubescent children and seek sexual gratification 
for their fantasies through children. 

 
• A mental sexual condition that renders the offender sexually indiscriminate and 

constantly searching for new and different sexual stimuli. 
 

• Strictly based on curiosity. The thought of accessing  
 

• Some sexual predators and producers of child pornography only do it for monetary 
reward because of the fact it is a multibillion-dollar industry. 

 

Legal 

All requirements for Safeway will directly correlate with the law. This legislation states: 

“ Constituting or containing child pornography, including knowingly possessing any book, 

magazine, periodical, film, videotape, computer disk, or other material that contains three or 

more images of child pornography (and enhances penalties if the offender has a prior Federal or 

State conviction relating to aggravated sexual abuse, sexual abuse, abusive sexual conduct 

involving a minor or ward, or for specified activities relating to child pornography (prior 



conviction)); and (2) depicting the sexual exploitation of minors, including knowingly mailing, 

or transporting or shipping in interstate or foreign commerce, including by computer, any visual 

depiction created, adapted, or modified to appear that an identifiable minor is engaged in 

sexually explicit conduct.  Revises the definition of "visual depiction" to include data stored on 

computer disk or by electronic means which is capable of conversion into a visual image. 

Defines "identifiable minor" to mean a person who was a minor at the time the visual depiction 

was created, adapted, or modified or whose image as a minor was used in creating, adapting, or 

modifying such depiction and who is recognizable by the person's face, likeness, or other 

distinguishing characteristic (but proof of the actual identity of such minor is not required)." 

 

This law has been amended multiple times in order to adapt with technology and 

other technical changes. These requirements must be met and taken into consideration 

when implementing Safeware. By definition child pornography is any visual content that 

depicts children in a sexual light. This statue is a key part of the Safeware system because 

understanding what constitutes as child pornography is. Through lobbying and legislation, 

the law has adapted and has grown to accommodate this new technology. The world is 

changing because of technology, sometimes in a negative light. This Act was designed to 

protect children and Safeware will be what connects the dots from where technology and 

the law deviates.  

The greatest obstacle that Safeware faces is an order for this technology to be 

effective, the offender’s 4th amendment rights will be violated. Throughout history 

technological advances in the law have not always married up correctly. Oftentimes 



technology advances before the law change, and this creates great legal binds. This was 

most evident in Katz vs. the United States. In this case back in 1969, the FBI added a 

wiretap to suspect’s phone without proper authority. After his arrest, Katz stated that the 

FBI had violated his fourth amendment rights. Upon further review the Supreme Court 

decided that the FBI had in fact violated his rights by adding the wiretap without any 

authorization. The Supreme Court made the following clause to the 4th amendment, this 

states, and “2. Although the surveillance in this case may have been so narrowly 

circumscribed that it could constitutionally have been authorized in advance, it was not in 

fact conducted pursuant to the warrant procedure which is a constitutional precondition of 

such electronic surveillance.” (Pp. 389 U. S. 354-359.) This directly parallels Safeware 

because in order for Safeway to be completely effective, it must be undetected. The way 

that Safeway will mitigate this risk of having the arrest and cases of those apprehended 

using Safeware will be to directly comply with the requirements for a wiretap. Also to add 

legal redundancy, in order for Safeway to be implemented on an offender's computer they 

must be a person of interest for 90 consecutive days or have been convicted of a child 

pornography or assault case. Safeware could also be used through the probation systems, 

when an offender is released from prison all technical avenues that they possess. This will 

in turn, create an environment that will decrease the recidivism rate. 

 

 

 

 

https://supreme.justia.com/cases/federal/us/389/347/case.html#354


Required Resources and Technical Approach 

 

The required resources needed to effectively make this project work are: 

• High processing computers. 

• A cloud Network that has the ability to store large applications and 

securely store data. 

• Access to a GPS satellite. 

• IP traffic identification software. 
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• Security measures such as antivirus, firewalls and gateway security.  

• Facial recognizing software. 

These things are required for the lab because in order to develop Safeware there needs to be 

a safe location for which it is produced. There'll be a specific laboratory for the 

development of the software because of the sensitive nature in order to his being created. 

This safe environment will give developers the ability too overly test and not worry about 

the integrity of this application being diminished. 

There are three main parts to the Safeware to be effective and work, detection, 

identification and remaining incognito. This will be done through taking principals from 

known viruses and malware and turn them into a productive product that will prevent the 

dissemination of child pornography. Due to the sensitive nature of this project there will 

need to be government backing or government awareness, which I could attain through 

proposing and requesting funding through the military. By melding together in code, a 

location device, photo identification software and key logger, testing these features needs 

to be in an extremely controlled environment.  The picture identification software is not 

commercially sold, must come from the military. A team of government contractors that 

are certified white hat hackers are the ideal team to work on this project. Other key 

members will be software development team, coders and software engineers. The physical 

requirements of for this project include a computer lab with very high processing 

computers and a cloud based test network. These physical requirements are to ensure 

security and reliability. The software program requires copious amounts of processing 

power and potentially noncommercial entities to run it. The required research that would 

need to be done in order for this software to be effective is both technical and biological. A 



study conducted by MIT, there are 180 different algorithms to determine age in a 

photograph. These age determining sequences would then be programmed into a database. 

This code would be run in conjunction with a filter that scans the position and exposed 

areas of the body in the picture or video. This filter will then scan to track dynamic 

movement of the inappropriate movement. Once this research is done, in additional 

research will need to be done for the locational feature of this software. All aspects of 

testing will need to be done in order to ensure that this software is implemented while 

being completely undetected. Safeware relies solely on the offender not knowing that it is 

on their computer, it will be implemented as Random Access Trojan. Additional research 

will be done once the Software Development Life Cycle is complete and rigorous 

additional tests are done. Safeware will be a strategic software that will need to remain 

undetected in order to be the most effective, therefore, research needs to be done on who it 

is used on.  

One technical requirement that Safeware must have in order to operate is sophisticated 

craniofacial software. There has been software developed that designates key facial features 

that's specifically designate age, that allow investigators to age photos of missing children. 

According to the developers at Duke University, “The method maps out the key features, such as 

the shape of the cheek, mouth and forehead, of a face at a certain age. This information is fed to 

a computer algorithm which then synthesizes new features for the face to produce photographic 

quality images of the face at different ages. A key feature of the method is that it teaches the 

machine how humans age by feeding the algorithm facial feature data from a large database of 

individuals at various ages. Consequently, the method improves on existing techniques, 

achieving greater level of accuracy.” Through utilizing the code that is used for the software, 



Safeware will be able to determine age in photographs. This technology I'll be at Pinnacle Part 

and the Safeway system because this is what will power the scanners. This technology is 

extremely effective and has already I found countless missing persons, so implementing this 

feature to Safeware will be very beneficial. This software when transitioned into the Safeware 

software will have the ability to differentiate between child pornography. Further coding gives 

the ability to depict nudity and placement of the bodies within this content. 

Analysis Plan 

The analysis plan that will be used to measure the efficacy of this software will be 

the number of photos and offenders apprehended through the use of Safeware technologies. 

In the initial stage of Safeware’s operational state, the system will be tested at the lowest 

level possible. Port cities that are close to the ocean are habitually bad for human 

trafficking and child pornography rings (CMEC). One bad city for human trafficking and 

child exploitation is Norfolk, Virginia.  Norfolk, Virginia is the best place to initially test 

Safeware because it is a large industrial port city, but it does not have as large as a 

population of other cities on the CMEC list. There are currently 805 registered offenders in 

Norfolk as of 2019 (RAINN). 
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By quietly implementing this software on these registered offenders computers, we 

will be able to determine recidivism and the efficacy of this software. The Safeware team is 

looking for things such as the number of false positives and things missed in real time, this 

way these problems can be corrected at the lowest level. Once this baseline is determined, 

the scope can be expanded to cities that are also a great problem in America such as 

Youngstown, New York, Los Angeles and Mayport. (Center for Missing and Exploited 

Children). Based on the information gathered from these cities, Safeware could be 

implemented nationally. Offenders who create child pornography are constantly changing 

and adapting to evade law enforcement. Therefore quarterly and annual analysis must be 

done to ensure that Safeware is still an effective tool in offender apprehension. 

After the conclusion of all development, the team well then run a test with one hundred 

images. These photos will be a mix of photos that are not child pornography with people in 

them photos with arbitrary content and photos of child pornography. These photos will run 

through the Safeway system as if they were being uploaded by an offender. Once these 

photos pass through the Safeware system, the developers and testers will let the system do 

its job. The number of flag images, non-flag images and images that just passed through 

will determine the effectiveness of this software. This is a key part of the analysis of 

Safeway because testing the product to ensure it complies with all requirements is 

imperative. False positives and false negatives ultimately will destroy the integrity of the 

system. Doesn't turn giving the ability for the cases of people who have been caught 

because of Safeware to be thrown out. 

 



Planning and Timeline

 

 

The Capstone is only phase one of a potential two year engagement. In phase one, 

all of the planning will be conducted. In this phase, all of the requirements will be defined, 

along with a timeline for all phases, the actors and their roles. This phase will last the 

duration of the 8 week class. The second phase will take about 18 months to 2 years, 

because this is the phase where all of the grunt work is done. This is the phase where all of 

the development and coding take place. This is potentially the longest and most strenuous 

phase of all of the phase. One year specifically will be dedicated to coding within this 

phase, because of the sensitive nature of the code that is being written. Within this phase of 

the project, initial test are being conducted with the software developers. The scanners, 

location and detectability will be tested by the developers. In phase 3 is when the risk 

analysis testing will be conducted, this phase will take about six months. In the analysis 

phase, it will be important to document and record additional bugs before implementing the 

final product nationally.  
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Risks Analysis 

One of the greatest risks associated with the implementation of this software is the 

legality. The main goal of Safeware is to apprehend people that produce, disseminate and 

seek child pornography. Safeware is meaningless if it does not lead to the arrest of 

criminals. Additional research will need to be done in order to ensure that this software is 

compliant with local and federal law. The greatest risk factor that would cease the 

utilization of Safeware would be the offenders 4th Amendment right to unlawful search and 

seizure.  Another great risk factor could arise is not getting law enforcement or military 

backing. Without an authoritative source backing this software there will be no use for this 

software.  

Finally, one great risk is false positives and false negatives.  This could be 

extremely detrimental, because if the software is not doing its job it could potentially not 

get backing from an authoritative source.  Technical error is an unfortunate inevitability 

when dealing with software. Relying solely on technology is dangerous for something as 

sensitive as the nature of Safeware. That is why upon final review, the authorities will have 

final review before an arrest is made. This will come back false positives because the 

scanner could potentially pick up on something that is not considered child pornography. 

Another feature that will be implemented to combat false positives and false negatives will 

be a container on Safeware that stores all content both picture and video and can only be 

cleared out by a Safeway technician or law enforcement, authoritative entity. This measure 

will create redundancies for false negatives, this way if Safeway does Miss an image does 

not detect the presence of child pornography, and a technician will have the ability to view 

everything that is passing from this source. This will also show a pattern for the type and 



place where Safeware is faulty. This will gives the ability to fix all bugs before they hit the 

shelf.  

The measurement of the success will be done through how great of the impact this 

system creates. The human aspect of my capstone project be strictly dedicated to 

everything dealing with people. How many people are affected? What is the global scope 

that it reaches? What facial markers determine age? By answering these questions I will 

develop the necessary amount of human capital research to effectively express the scope of 

this problem. In the technical category of my research I am looking for all the requirements 

for the proposed software to be the most effective. The challenges faced when tackling this 

aspect of this phase of research is determining the coding and other requirements of the 

software. Although my background is not in coding, uncovering information has not been 

challenging. Also, with the technical aspect of my capstone project, I need to find 

information about facial scanning and recognition software. The net that I cast for the 

technical portion are, what are conflicting codes? I do I make a software undetectable? 

How do I program a sensitive threshold for scanning that will still be able to be effective? 

The technical portion must be married into the human capital research because with this 

information overlaps. The financial aspect of my capstone project is dealing with the return 

on the investment that investing in this technology will create. In this area of research I will 

be conducting surveys of similar software and creating a relative return. The challenges 

faced in this step in researching is aspect of this project is there are many different entities 

but no one has brought these capabilities together. Another important aspect of the 

financial portion of my research is how much it is going to cost total. This expenses that are 

incurred such as test, licensing and the cost to maintain the effective capabilities. 



Business Case 

The way that I developed a business case for this project is through the use of 

skilled market research, sturdy development and strict concise planning. Through this 

method I will develop a business case that shows profits, key steps and a dedicated plan to 

carry this out. The nature of my business and what motivates my business is prevention. 

The prevention of child pornography is the key goal of Safeware. This will be carried out 

through the development of effective software and meticulous organization. Other 

functions and goals that my capstone project is serving is, to provide the location of where 

the child pornography is being uploaded on the internet. The sales and marketing approach 

that will be taken is one that is directly to military, law enforcement and governmental 

agencies. By restricting this software to these authoritative agencies, the efficacy and 

integrity will stay intact. If this becomes a commercial off the shelf product, the integrity 

will be lost because pedophiles uploading this content will find a work around. Projecting 

profits for this software is challenging because the intended function is not to make money, 

rather to apprehend people that create and disseminate child pornography. There is not a 

definitive monetary amount that can be placed the return on the investment. There is no 

quantitative amount that you can put on taking criminals off of the street. There's no 

quantitative amount for the decline in the number of children forced into child sex slavery 

to create child pornography. The greatest return that Safeware can contribute is keeping our 

children safe and making our internet clear from child pornography.  The greatest return 

from this investment would be breaking one ring, getting one pedophile off the street, 

saving one child 



The key tasks that are involved with getting this software off the ground are 

software development, market research and beta testing. The waterfall methodology will be 

used in order to maintain open communication between all the stakeholders. For a software 

programs such as this, that requires extreme security the waterfall methodology works the 

best. By implementing this methodology this will give the stakeholders the ability to adjust 

the timeline if necessary. The waterfall methodology also gives the team the ability to all 

stay on the same page and ensure that the product is exactly where it needs to be before 

moving on to the next step.   

Understanding the key stakeholders is important for the implementation of 

Safeware. Some of the key players and these projects are: 

Software Developer: The software developer is a key stakeholder because they 

have the ability and most responsibility for the effectiveness of Safeware. The software 

developers job is to I manage all of the requirements in order to fulfill the needs while also 

creating the best product possible. 

Legal Officer: The legal officer’s job is to ensure the legal compliance of the 

Safeware products. This officer will also review current laws and work with local and 

federal governments to ensure that Safeware cases do you not get thrown out. They will be 

a subject matter expert on technical law and constitutional law regarding child 

pornography.  

Business Manager: the business manager will be in charge of accounting and the 

effective development of Safeware. They will ensure that all aspects of the project are 

completed on time and in budget. The business manager will also be responsible for 



meeting with the law enforcement liaison officer and legal officer to ensure that all of the 

requirements are met and that they legally comply. 

Law Enforcement Liaison Officer: The law enforcement liaison officer’s job is to 

work with the developers of Safeware as a subject matter expert on how criminals operate 

and adapt. These officers have experience in this field and act as advisors in order to keep 

Safeware on par with the current climate of child pornography community.  

These key players will all work together in order to effectively develop and 

maintain Safeware.  These key stakeholders play a very vital role in not only developing 

the software but creating longevity with the application. Keeping on experts with this 

project is vital to the success because of how constantly changing this community is. 

Safeway will have this team on bored throughout all major tests in all key aspects of the 

project. This provides extra situational awareness and effective communication through all 

aspects ensuring the required return for the customer. 

 

Financial Analysis 

The way that my business case is supported is with financial analysis is through 

conducting market research. Although there are very few commercial or private software 

services like Safeware, it will be valuable information to research. Through this research, 

our team will be able to determine what kind of return that implementing Safeware will 

have. This project is not monetarily driven so doing the financial analysis will be difficult. 

Another way that the financial and business value can be measured will be through the 

amount of people that are apprehended because of Safeware. Other numbers to consider 



when comparing the actual profit to the human capital profit is, the recidivism rate. By 

looking at the recidivism rate of offenders over the course of many years, this in return will 

create a greater value. If the rate in which people who have been convicted or a person of 

interest in cases involving child pornography is decreasing, this shows that Safeware is 

effective. The small profit that is collected though this software will need to be directly put 

back in to the improvement of the software. By constantly pumping the profit back in to the 

software, the software can focus on staying current. Financial analysis will show the 

effectiveness of the product. For example, if the Safeware Software team has the ability to 

keep this software evasive to detection from the host for at least 2 years, this will create a 

return as it will show the number of offenders that have been caught.   

Key financial implications that need to be considered when creating Safeware is that it is 

not for profit. The financial gain of Safeware drives completely on apprehension. This new 

technology that is busting criminals that are creating and uploading child pornography will 

have a greater financial impact on not only the local government but the Federal 

governments and economies as well.  The average sentence 4 someone who produces child 

pornography is at a maximum 15 years. For the government to hold a person in jail it cost 

on average $31,000 a year. Thus creating a 3.5 million dollar expense to keep one person in 

jail for 15 years.  



 

Another financial implication that needs to be considered is some countries that do 

not have laws against child pornography and the production of it. When cost that needs to 

be considered when dealing with international entities implementing a child pornography 

on our networks is the cost of extradition requirements to hold those people accountable. 

Safeware, dependent on the success, could be used by other foreign Nations. Selling the 

software to outside nations is an added risk to the integrity. every country does not have the 

same definition of what is considered child pornography, by selling this software 

internationally to other countries the risk is run that the software will fall in the wrong 

hands and it will no longer be effective. If this is the case all of the hard work that went into 

Safeware we'll go by the wayside because I became a commercial entity for international 

governments. 

 



Solution Development 

The solution development for this project is through a waterfall like process that 

involves clear and concise communication and strategic planning.  From the beginning of 

the development of Safeware, a clear baseline will be developed. This baseline will be 

created with the stakeholders so that everyone has a clear idea of what is expected in the 

development of this project. Due to how expansive the scope of the project is, each 

departments lead will need to express in this baseline the necessary requirements that are 

needed. Once the baseline has been effectively created, then a series of modeling, 

simulation and prototyping will take place. This creates an all-around baseline of the 

Safeware technology, this in turn will allow a more concrete understanding of the 

capabilities.  Through these models and prototypes of Safeware, the implemented solutions 

that need to be changed will be identified. There are specific requirements that need to be 

met in order for Safeware to be deemed effective. One is detectability, the whole point of 

this software is to detect and prevent child pornography from getting on the internet. 

Another solution that needs to be met is the availability of GPS services. Acquiring a 

position in real time requires very sophisticated equipment, this equipment requires copious 

amounts of power to work properly. Scanning is another solution that is paramount to the 

success of Safeware. One challenge is going to be developing a scanning software that has 

the ability to detect child pornography when it is uploaded and send the proper alert. The 

ultimate solution requirement is marrying all of these requirements together and developing 

a program that is small enough to attach on to an email or file without being detected. This 

file would also need to be able to be downloaded quickly to avoid further detection. Within 



the scope of this project, this will be feasible over time to get an effectively programmed 

software. 

Ethics 

Some ethical concerns with implementing Safeware are invasion of privacy and the 

method in which it is tested. Then invasion of privacy is the main concern for the 

implementation of Safeware. Safeware will be a software that is attached on the outbound 

router, or snuck in through an email or as a virus on a known child pornography website. 

The ethical concerns surrounding privacy with Safeware is that it scans all exiting traffic 

from suspected child pornographers. This can raise concerns because eventually someone 

will be able to look at all things passing through their router. The technicians and officers 

that are monitoring safe for it and the traffic that comes through it would need to strictly 

look for things such as child pornography and those associated crimes. Filtering all traffic 

on someone's router can also be problematic because the inevitable discovery of other 

crimes. This would create a legal gray area because the ability to try these crimes in court 

would be questionable. 

Another ethical concern that is evident with Safeware is the method in which it is 

tested. In order for Safeware to be the most effective with detecting child pornography it 

must be tested with child pornography. This can arise ethical concerns because software 

developers will have to view and have custody over child pornography. This is very 

problematic because the developers will have to work with the FBI and other law 

enforcement agencies in order to test this product.  This is ethical concern can be alleviated 

through proper handling of the sensitive material. Oftentimes law enforcement use 



contraband and sensitive material for training, those same principles need to be applied to 

Safeware.  

Conclusion 

In conclusion Safeware is the future of protecting children from being exploited on 

the internet. Safeware uses technology to securely prevent child pornography from 

reaching the internet. Safeware and bodies aspects of government and technical fields in 

order to solve a global crisis. The goals with Safeware going forward is to create an 

international dialogue that will ultimately lead to the eradication of child pornography. 
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