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ABSTRACT 

Conflict in Cyberspace and International Law 

Ido Kilovaty 

In this dissertation, through four separately published articles, I address several contentious 

questions with regard to offensive cyberspace capabilities and the role of international law in the 

digital era. Offensive cyberspace capabilities, which for clarity purposes I refer to as “cyber-

attacks,” are operations in cyberspace that target the confidentiality, integrity, and availability 

(colloquially known as the CIA triad) of information technology systems.1 Throughout these four 

articles, I explore contemporary international law as it applies to cyber conflict. I argue interntional 

law, at present, is not always well-suited to fully address the full breadth of challenges presented 

by the increasing use of cyber-attacks by states. Moreover, cyber-attacks are not used exclusively 

by states. For example, civilians and certain organized groups are finding this domain appealing 

for achieving their ends. 

In Doxfare, I challenge the prevalent view that the prohibition on intervention, in order to 

be triggered, should be accompanied with a coercive act. The context of this paper is the 2016 U.S. 

election interference, allegedly orchestrated by the Russian government, carried out primarily 

through cyberspace. This interference, in the form of hacking the Democratic National Committee 

and John Podesta’s e-mail accounts, as well as publishing these e-mails through WikiLeaks 

(“doxing”), challenges the very basic notions of wrongful interference under contemporary 

international law. The crux of the difficulty is in international law’s inability in delegitimizing 

transnational hacking for political purposes, because these acts are often non-coercive, a 

                                                           
1 Mike Gault, The CIA Secret to Cybersecurity That No One Seems to Get, WIRED (Dec. 20, 2015), 

https://www.wired.com/2015/12/the-cia-secret-to-cybersecurity-that-no-one-seems-to-get.  
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constitutive element of the norm on non-intervention. This paper argues, that in order to address 

transnational election interferences, international law should adapt by redefining the boundaries of 

the norm on non-intervention, given that interventions could be in the form of non-coercive 

hacking and doxing. 

 World Wide Web provides a new theory to address cyber espionage through international 

law. Traditionally, while most domestic legal systems make foreign espionage illegal, international 

law does not explicitly prohibit inter-state espionage, neither does it condemn this well-established 

practice. This article argues that changes in surveillance technology enable some serious threats to 

international peace and security, and should therefore be treated in a more nuanced manner under 

international law – that is, an evaluation of the nature of espionage, the data collected, and the 

possible nature of future use of that data. This approach rejects the blanket legitimization of 

espionage provided by international law, considering how cyber espionage could potentially 

threaten human rights, such as the right to privacy.2 

 Virtual Violence considers the extent to which international humanitarian law protects 

civilians, in an armed conflict, from cyber-attacks that are not kinetic in nature. Intuitively, direct 

effects resulting from cyber-attacks may vary from minor inconvenience, to disruption and 

interruption, and more rarely – to kinetic effects. Translating into the international humanitarian 

law taxonomy – whether disruptive cyber-attacks qualify as “attacks,” therefore requiring that the 

adversary using them comply with the rules on conduct of hostilities – distinction, military 

necessity, proportionality, and humanity.3 By analyzing current cases of disruptive cyber-attacks, 

                                                           
2 See Art. 17 of the International Covenant on Civil and Political Rights (ICCPR). 
3 G.A. Rep. of the Group of Governmental Experts on Developments in the Field of Information and 

Telecommunication in the Context of International Security, 2, U.N. Doc. A/ 70/150, para. 28(d) (July 22, 2015); Also 
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the article argues that scope of “attacks” should be adapted to afford better civilian protection from 

serious disruptive effects caused by cyber-attacks. 

 In Hacktivites, I argue that the concept of direct participation in hostilities (DPH) does not 

consider the full breadth of cyber activities that civilians could be engaged in, potentially 

externalizing these civilians to being classified as civilians who directly participate in hostilities, 

thus losing their protected status under international humanitarian law. Such classification could 

mean the difference between life and death – since civilians who have taken arms and joined the 

hostilities are forfeiting their protection from direct attacks. Junaid Hussein, an ISIS-affiliated 

hacker, was the first known case of a civilian who was targeted with lethal force, in relation to his 

allegedly hostile cyberspace activities – including the spread of personal information about U.S. 

soldiers in active duty. This raises a host of questions about how the DPH’s framework constitutive 

elements apply in cyberspace, for example – threshold of harm. The paper concludes that there is 

no uniform interpretation of the DPH framework (comparing U.S., ICRC, and the Tallinn Manual), 

and that most of these interpretations, when applied to cyber-attacks, adopt overly broad views on 

what constitutes direct participation in hacktivities.  

 I have also contributed some of my findings on specialized media platforms – such as Just 

Security and Wired. These op-eds are also part of my dissertation, as they demonstrate my research 

endeavors in a more informal context. They also illustrate my approach to legal scholarship, that 

outsourcing it to the broader public in a more manageable and succinct manner. 

  

                                                           
see Ido Kilovaty, Virtual Violence – Disruptive Cyberspace Operations as "Attacks" under International 

Humanitarian Law, 22 MICH. TELECOMM. & TECH. L. REV. 113, 116 (2017). 
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I. Introduction 

While the advent of the Internet has contributed enormously to the communication between 

people, access to knowledge, and economic and business growth, it has also created a plethora of 

threats to individual security, privacy, and infrastructure. To the phenomenon enabling these 

threats I refer collectively as “cyber conflict.” Cyber conflict is often named the fifth domain of 

warfare,4 and it is constantly reshaping the way States wage conflict, in addition to how diplomacy 

and global affairs take place in the 21st century. Cyberspace transcends political borders, it is 

readily available to a wide audience, and has the potential of causing enormous harms if used in 

certain malicious ways. That leads to a critical question – is international law ready to meet these 

challenges?  

Many argue that cyber-attacks, and perhaps even cyber conflict, present no new challenges 

to international law, and that international law is sufficiently complete to apply by analogy to new 

weapons and technologies.5 According to this view, international law is a seamless legal system, 

adaptable to changes in the realities of the battlefield. This approach, however, ignores several 

important questions. For example, how does international law respond to the growing capability 

of non-state actors to cause enormous harm through cyberspace? How does the principle of 

distinction apply to civilians who participate in a range of hostile cyberspace activities – ranging 

from online hacktivism to kinetic cyber-attacks? Is cyber espionage more harmful than traditional 

espionage, and if so, should it be delegitimized? Does international humanitarian law regulate 

disruptive operations, similar to its regulation of destructive operations (“attacks”)? And, whether 

                                                           
4 War in the Fifth Domain, ECONOMIST (July 1, 2010), http://www.economist.com/node/16478792.  
5 See Duncan Hollis, Re-Thinking the Boundaries of Law in Cyberspace 127, 146 in OHLIN, GOVERN, FINKELSTEIN, 

CYBER WAR: LAW AND ETHICS FOR VIRTUAL CONFLICTS (2015). 
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the principle of non-intervention applies to novel, sophisticated, and non-coercive activities that 

undermine the domain réservé?  

In 2012, Harold Koh famously declared that principles of international law apply in 

cyberspace.6 Similarly, this has been the consensus among members of the international 

community. However, applying international law is a highly complex task, due to the complexity, 

dual-use, and elasticity of Information and Communication Technologies (ICTs). Many scholars 

identify “critical grey zones of international law,” which include some of the most basic and long-

established norms and principles – including sovereignty and the prohibition on the use of force.7 

These grey zones are particularly alarming, considering that States could use cyberspace to 

potentially attack critical infrastructure, such as power plants, water systems, chemical plans, and 

hospitals. This could result in an enormous harm to civilians, the environment, and property.  

Raymond Ku calls us to analyze the legal aspect of cyberspace on two separate levels.8 First, 

we should perform an act of legal translation, that is, apply our current laws and principles to 

cyberspace. Second, we should reevaluate our existing laws and principles, and ensure that they 

effectively manifest their underlying values. This is very much the approach I have adopted in my 

work. While international law does apply to cyberspace, it often calls us to rethink whether certain 

rules from the past are still reasonable and effective in today’s digital reality.  

In the course of my research, I have identified and delved into four separate areas of cyberspace 

and international law: digital election interference, cyber espionage, non-lethal cyber operations 

in an armed conflict, and civilian participation in cyber hostilities. 

                                                           
6 Harold Hongju Koh, International Law in Cyberspace, 54 HARV. INT’L. L. J. ONLINE p. 3 (2012), 

http://www.harvardilj.org/wp-content/uploads/2012/12/Koh-Speech-to-Publish1.pdf.  
7 Michael Schmitt, Grey Zones in the International Law of Cyberspace, 42 YALE J. INT’L. L. ONLINE p. 3 (2017).  
8 Raymond Ku, Foreword: A Brace New Cyberworld, 22 T. JEFF. L. REV 125, 128 (2000).  
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Doxfare – Digital Election Interference 

In the aftermath of the Russian interference in the 2016 U.S. presidential election, many have 

struggled in utilizing international law to condemn Russia’s conduct. The DNC Hack was a 

challenging case for international law. It seemed like no legal framework could fit squarely to 

address this form of transnational hacking and disinformation campaign.  

This Article sought to address doxfare – the phenomenon of hacking into IT systems, obtaining 

sensitive information, and leaking it to the public online. The primary contribution of this Article 

is in applying the norm on non-intervention to the Russian interference. As this Article 

demonstrates, the traditional conception of non-intervention requires a coercive act, in order to be 

invoked. Coercion, while being a constitutive element of intervention, substantially impedes 

international law’s ability to fully apply to the Russian interference in the election. The Article 

argue, that coercion does not provide an adequate standard for intervention anymore. Cyber 

operations are very often non-coercive in nature, yet they are still able to interfere in the domain 

réservé of a State.  

The Article creates a theoretical framework, under which doxfare is considered a prohibited 

form of intervention. This is very much a response to the underlying trend of weaponization of 

information, which enables States to create enormous harm simply by exposing sensitive 

information, or by manipulating and disseminating it in a modified form.  

World Wide Web of Exploitations – The Case of Cyber Espionage 

Espionage has never been officially outlawed or condemned by international law. Mainly, it 

was due to States engaging in espionage since the dawn of time. However, cyberspace creates a 

dangerous environment for espionage. The Article argues that international law should create a 
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more nuanced approach to addressing cyber espionage, and factor in the severity of effects and the 

identity of the target, in considering the wrongfulness under international law. As a result, States 

would be deterred from engaging in certain acts of cyber espionage, due to the potential legal 

implications.  

There are two ideas behind this Article, and mainly in its argument of creating more nuance in 

the international legal system as it applies to espionage. First, cyber espionage may be a significant 

factor in international escalation. By and large, escalation would depend on the identity of the 

perpetrator, intent, and the actual information collected. However, international law should not be 

idle where there is a heightened risk of escalation, posing a threat to international peace and 

security. Second, the emergence of international human rights law, particularly the right of privacy, 

shift the balance towards more international protection of the right to privacy, potentially impacted 

by the current unrestricted landscape of espionage. 

Virtual Violence 

Can civilians be directly targeted with a non-lethal cyber operation, in an armed conflict? This 

is the primary question that this paper was tasked with answering. According to international 

humanitarian law (IHL), legitimate targets of attacks are combatants, members of armed groups, 

and other military objectives. While it is generally accepted that international humanitarian law 

applies to cyberspace operations, it is not always clear whether a specific cyber operation falls 

within the legal definition of “attacks.” “Attacks” is a legal term of art, defined by Additional 

Protocol I of the Geneva Conventions (AP I) as “acts of violence against the adversary, whether 

in offence or in defence.” Essentially, the key to understanding whether a particular cyberspace 

operation, including one that would be non-lethal (disruptive) and directed at civilians is legal or 

not, is asking whether it is an “attack,” in other words, if it constitutes an “act of violence. 
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This Article discredits argument that disruptive cyber operations (as opposed to destructive 

ones) are not “attacks,” and thus, are not regulated by IHL’s stringent principles of distinction, 

proportionality, military necessity, and humanity. As the Article demonstrates, accepting this 

dichotomy-creating argument would lead to certain absurdities. Mainly, that civilians would be 

subjected to serious danger and potential harm, and also lead to a bizarre result – where, for 

example, hardware would be valued far more than the ability to communicate. In a way, this is a 

continuation of international law’s obsession and over-reliance on physicality and tangibility, and 

unfitting hypothesis for the digital era. 

This Article concludes that disruptive cyber operations, similar to destructive ones, should be 

considered “attacks,” and thus strictly regulated by the tenets of IHL, mainly its humanitarian 

principles. The digital era leads to an increase in the weight of certain values, such as data and 

global connectivity, while decreasing the relative importance and cost of physical objects. 

Disruption, in that context, is something IHL cannot tolerate, particularly when directed against 

civilians and civilian objects.  

Hacktivities 

This Article is a response to the U.S. deploying a drone to strike and kill ISIS-affiliated hacker 

Junaid Hussain in 2015. Hussain was believed to have a leading position in ISIS’ Cyber Caliphate, 

a hacking group that allegedly took control of US Central Command’s social media accounts. This 

group published U.S. soldiers’ and officers’ identifying information, such as their full names, 

addresses, and photos. While IHL holds that a civilian directly participating in hostilities is 

forfeiting his or her protection as a civilian, in this case, Hussain engaged in what I refer to as 

hacktivities. Do hacktivities qualify as direct participation in hostilities? This is very much a life 
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or death question, since the answer would determine whether the civilian is targetable with direct 

lethal force. 

The Article provides an overview to the law applicable to civilians who directly participate in 

hostilities. Primarily, the Article analyzes three different frameworks: the ICRC Interpretive 

Guidance on the Notion of Direct Participation in Hostilities, the U.S. Law of War Manual, and 

the Tallinn Manual. These three frameworks are inconsistent in their approach to direct 

participation in hostilities, thus making the determination complicated. For example, the Article 

illustrates that the threshold of harm, a constitutive element of the direct participation of hostilities 

framework, does not provide sufficient guidance on the harm required from a cyber-attack carried 

out by a civilian. This could lead to an overbroad view of harm, resulting in a lower threshold, 

with more civilians being exposed to being targeted by the opposing adversary.  

The Article calls for more a more consistent and uniform application of the direct participation 

in hostilities framework to cyber hostilities. At present, there is a difficulty in determining which 

civilians forfeit their protected status based on their conduct in cyberspace. This calls for States to 

use their targeting prerogative in a more restricted and cautious manner. Novel methods of 

hostilities enabled by cyberspace pose some real conundrums to the notion of direct participation 

of hostilities, and therefore, this should be further clarified by State practice or a future multilateral 

arrangement.   
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DOXFARE – ELECTION HACKING AS 

PROHIBITED INTERVENTION 

Ido Kilovaty* 

Abstract 

Alleged Russian digital interference during the 2016 U.S. presidential 

election presented international law with the challenge of characterizing 

the phenomenon of politically motivated leaks by foreign actors, carried 

out in cyberspace. Traditionally, international law’s norm of non-

intervention applies only to acts that are coercive in nature, leaving 

disruptive acts outside the scope of prohibited intervention. This notion 

raises a host of questions on the relevancy and limited flexibility of 

traditional international law in relation to new threats and challenges 

emanating from the use of cyberspace capabilities. The discourse on 

transnational cyberspace operations highlights how it has become 

increasingly difficult to deal with nuanced activities that cause 

unprecedented harms, such as the Democratic National Committee hack, 

as well as disinformation campaigns on social media, online propaganda, 

and leaking of sensitive information.  

This article argues that foreign actors meddling with a legitimate 

political process in another State through cyberspace ought to be in 

violation of the norm of non-intervention. Although seemingly the 

constitutive coercion element is absent, international law should adapt to 

the digital era’s threats, and consider non-coercive interferences that 

constitute “doxfare” – the public release of sensitive documents – with the 

intent of disrupting legitimate domestic processes, as violations of the 

norm. As this paper contends, cyberspace operations are distinct in their 

effects from their physical counterparts, and a traditional standard of 

coercion for the norm on non-intervention is outdated and requires the 

                                                      
* Research Scholar; Cyber Fellow, Center for Global Legal Challenges, Yale Law 

School; Resident Fellow, Information Society Project, Yale Law School; S.J.D. 

Candidate, Georgetown University Law Center. LL.M., University of California, 

Berkeley; LL.B., Hebrew University of Jerusalem.  
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introduction of a more nuanced approach, that takes into account 

interventions that are non-coercive in nature. 
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INTRODUCTION 

On July 22, 2016, at the peak of the 2016 U.S. presidential 

election race, WikiLeaks published a series of non-public emails 

belonging to the Democratic National Committee (DNC).1 This leak 

included nearly 20,000 emails and 8,000 attachments and belonged 

to seven top officials at the DNC (an event this article will refer to 

as the “DNC Hack”).2 While most emails were innocuous, a number 

of emails suggested the DNC favored presidential candidate Hillary 

Clinton over Bernie Sanders, which caused outrage due to the 

DNC’s alleged, and mandatory, neutrality regarding the Democratic 

Party nominee.3 In the information security community, this type of 

leak is known as “organizational doxing,”4 and is defined as 

“hackers… individuals [or] nation-states, [who] are out to make 

political points by revealing proprietary, secret, and sometimes 

incriminating information. And the documents they leak do that, 

airing the organizations’ embarrassments for everyone to see.”5 

The DNC Hack was a focus of the presidential election 

debates and the impetus for an FBI investigation.6 Several U.S. 

national security officials addressed this as a “national security and 

                                                      
1 Tom Hamburger, Karen Tumulty, WikiLeaks Releases Thousands of Documents 

About Clinton and Internal Deliberations, WASHINGTON POST (Jul. 22, 2016), 

https://www.washingtonpost.com/news/post-politics/wp/2016/07/22/on-eve-of-

democratic-convention-wikileaks-releases-thousands-of-documents-about-

clinton-the-campaign-and-internal-deliberations/.  

2 Id. (Hamburger and Tumulty) 

3 Michael Shear, Matthew Rosenberg, Released Emails Suggest the D.N.C. 

Derided the Sanders Campaign, NY TIMES (Jul. 22, 2016), 

https://www.nytimes.com/2016/07/23/us/politics/dnc-emails-sanders-

clinton.html.  

4 See Bruce Schneier, Organizational Doxing, SCHNEIER ON SECURITY (Jul. 10, 

2015), https://www.schneier.com/blog/archives/2015/07/organizational_.html.  

5 See Bruce Schneier, How Long Until Hackers Start Faking Leaked Documents?, 

THE ATLANTIC (Sep. 13, 2016), 

https://www.theatlantic.com/technology/archive/2016/09/hacking-

forgeries/499775/.  

6 Chris Storhm et. al, FBI Investigating DNC Hack Some Democrats Blame on 

Russia, BLOOMBERG (Jul. 25, 2016), 

https://www.bloomberg.com/politics/articles/2016-07-25/fbi-investigating-dnc-

cyber-hack-some-democrats-blame-on-russia  
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DOXFARE 

 
 

counter-intelligence issue.”7 Events subsequent to the DNC Hack 

included organized protests against the DNC8 and the resignation of 

DNC Chairwoman Debbie Wasserman Schultz.9  

As a result of the DNC Hack and other election-related 

operations, the Intelligence Community released a detailed report in 

the aftermath of the U.S. presidential election. The Intelligence 

Community’s report on the 2016 U.S. presidential election 

interference concluded “President Vladimir Putin ordered an 

influence campaign in 2016 aimed at the US presidential election.”10 

Similarly, leaders of the Senate Intelligence Committee endorsed 

that conclusion, by noting that there is a “consensus among 

members” that Russia was directly involved in the interference 

operation.11 This finding largely supported the initial claim made by 

the cybersecurity firm hired by the DNC – CrowdStrike – that 

“Russian intelligence-affiliated adversaries” were the entities 

involved in the intrusion to the DNC network.12  

                                                      
7 Duncan Hollis, Russia and the DNC Hack: What Future for a Duty of Non-

Intervention? OPINIO JURIS (Jul. 25, 2016), 

http://opiniojuris.org/2016/07/25/russia-and-the-dnc-hack-a-violation-of-the-

duty-of-non-intervention.  

8 Patrick Healy and Jonathan Martin, Democrats Struggle for Unity on First Day 

of Convention, NY TIMES (Jul. 25, 2016), 

https://www.nytimes.com/2016/07/26/us/politics/dnc-speakers-protests-

sanders.html.  

9 Jonathan Martin and Alan Rappeport, Debbie Wasserman Schultz to Resign 

D.N.C. Post, NY TIMES (Jul. 24, 2016), 

https://www.nytimes.com/2016/07/25/us/politics/debbie-wasserman-schultz-

dnc-wikileaks-emails.html.  

10 Intelligence Community, Assessing Russian Activities and Intentions in Recent 

US Elections (Jan. 6, 2017), 

https://www.dni.gisov/files/documents/ICA_2017_01.pdf  

11 Karoun Demirjian, Senate Intelligence Committee Leaders: Russia Did 

Interfere in 2016 Elections, WASHINGTON POST (Oct. 4, 2017), 

https://www.washingtonpost.com/powerpost/senate-intelligence-committee-

leaders-russia-did-interfere-in-2016-elections/2017/10/04/1459291c-a91f-11e7-

850e-2bdd1236be5d_story.html?utm_term=.8f1015caf2f0.  

12 See Dmitri Alperovitch, Bears in the Midst: Intrusion into the Democratic 

National Committee, CROWDSTRIKE BLOG (Jun. 15, 2016), 

https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-

committee. See also Chris Stokel-Walker, Hunting the DNC Hackers: How 
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The pervasiveness of the use of cyberspace for a variety of 

foreign affairs purposes is not surprising, and has been discussed 

extensively in the literature.13 In the last few years, States have been 

increasingly using cyber operations to achieve certain political, 

economic, and even military-strategic goals. Such actions are 

enabled by common features of cyberspace, which include the 

ability to mask identities, instantaneous cross-border operations, 

ease of use, and the low cost of deployment. Cyber-dependent 

nations are also more vulnerable to manipulation, disruption, or 

attack on their cyber infrastructure, which could shut down their 

political, economic and social activities.14  

Politically motivated leaks by foreign actors are not new. 

However, such leaks have been transformed by the use of 

cyberspace.15 Now, massive volumes of information can be 

                                                      
CrowdStrike Found Proof Russia Hacked the Democrats, WIRED (Mar. 5, 2017), 

http://www.wired.co.uk/article/dnc-hack-proof-russia-democrats.  

13 See generally DAVID BETZ & TIM STEVENS, CYBERSPACE AND THE STATE – 

TOWARDS A STRATEGY FOR CYBER-POWER (2011). 

14 Paul Cornish, Deterrence and the Ethics of Cyber Conflict 1, 4, in ETHICS AND 

POLICIES FOR CYBER OPERATIONS (Taddeo and Glorioso eds., 2017) – “it is 

becoming increasingly difficult to imagine what life was like without social 

media, email, smartphones, broadband and so on.” See also, Christopher Joyner 

and Catherine Lotrionte, Information Warfare as International Coercion: 

Elements of a Legal Framework, 12  . 825, 826 (footnote 2) – “Stocks are 

purchased on-line. Applications for employment are made on-line. Work is done 

on-line. University degrees are earned on-line. Airplane tickets are bought on-

line. Communications with friends occur on-line. People even register to vote on-

line. The benefits of computer-based Internet system are enormous, Vast amounts 

of information are literally at the fingertips, facilitating research on virtually every 

topic imaginable. Financial and other business transactions can be executed 

almost instantaneously. Electronic mail, Internet websites and computer bulletin 

boards allow instantaneous communications quickly and easily with virtually an 

unlimited number of persons or groups.”; Also see Hacking the Election 

Conference, Write-up by Isabella Uria (YLS ’19), , 

https://law.yale.edu/system/files/area/center/isp/documents/hacking_the_electio

n_conference_report_11.01.16.pdf (quoting Harvard Law Professor Jack 

Goldsmith: “Goldsmith observed, “the United States has the most robust cyber 

capability in the world, but it is also the most vulnerable,” due to its extensive 

dependence on computer systems in the public, private, and military sectors.”).  

15 Ido Kilovaty, The Democratic National Committee Hack: Information as 

Interference, JUST SECURITY (Aug. 1, 2016), 

https://www.justsecurity.org/32206/democratic-national-committee-hack-

information-interference.   
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exfiltrated and released almost instantaneously challenging notions 

of sovereignty,16 non-intervention,17 and friendly relations.18 The 

damage that can be inflicted by leaking sensitive information19 can 

be enormous—political processes can be disrupted; fundamental 

human rights, like privacy and self-determination, can be violated; 

and citizens are susceptible to their opinions being manipulated by 

the selected materials of a foreign government.20 

The debate on the legal characterization of the DNC Hack was 

indeterminate and did not result in an effective characterization or 

response plan.21 While the debate raised many important arguments 

about how the international community should treat these politically 

motivated leaks, it addressed neither the changing nature of foreign 

intervention nor, most importantly, coercion. According to the ICA 

report, the purpose of the DNC Hack was to “undermine public faith 

                                                      
16 Sean Watts, International Law and Proposed U.S. Responses to the DNC Hack, 

JUST SECURITY (Oct. 14, 2016), 

https://www.justsecurity.org/33558/international-law-proposed-u-s-responses-d-

n-c-hack.   

17 Id., also, see Duncan Hollis, Russia and the DNC Hack: What Future for a Duty 

of Non-Intervention? OPINIO JURIS (Jul. 25, 2016), 

http://opiniojuris.org/2016/07/25/russia-and-the-dnc-hack-a-violation-of-the-

duty-of-non-intervention.  

18 Id. 

19 I define “sensitive” as any data that is not in the public domain – i.e. requiring 

hacking into closed systems in order to get (unauthorized) access to. 

20 For a further discussion on the human rights perspective of the Russian 

interference, see Jens David Ohlin, Did Russian Cyber Interference in the 2016 

Election Violate International Law? 95 TEX. L. REV. 1579 (2017).  

21 See Rebecca Crootof, The DNC Hack Demonstrates the Need for Cyber-

Specific Deterrents, LAWFARE (Jan. 9, 2017), https://www.lawfareblog.com/dnc-

hack-demonstrates-need-cyber-specific-deterrents (arguing that transposing 

international law to the cyber realm does not work, and calling for a cyber-specific 

regime, also commenting on the U.S. response – “Despite this being the strongest 

public action the United States has ever taken in response to a cyberoperation, 

many are bemoaning its inadequacy. The U.S. actions have been derided as “too 

little, too late,” “confusing and weak,” and “insufficient.” However, this 

seemingly insufficient reaction may have been informed by international law; the 

United States might have responded to the DNC hack as it did because 

international law did not permit it to do more.”)  
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in the US democratic process.”22 This illustrates a new form of 

transnational interference, requiring a reevaluation of what 

international law should consider as “coercion,” a constitutive 

element of the norm on non-intervention. This Article explores the 

origins and trajectory of the international law norm on non-

intervention, while arguing that its coercion component is taking on 

subtler tones in the digital era, requiring new nuance to address 

intervention that is conducted by a phenomenon that I refer to as 

“doxfare.” 

Part I of this Article explores the phenomenon of doxfare, 

which is comprised typically of three stages: intrusion, publication 

(or “leak”), and attribution. Doxfare has become a valuable weapon 

in State arsenals and has correspondingly seen a rise in its 

deployment.23 This part summarizes recent massive political leaks – 

primarily the DNC Hack, which also includes the leak of John 

Podesta’s emails. Additionally, this part analyzes the historical leak 

of Soviet leader Nikita Khrushchev’s speech, which illustrates that 

leaking sensitive documents for political gains, while not 

unprecedented, has taken a new form in recent years in regard to 

factors like volume and risk. This part also introduces the 

phenomenon of “weaponization of information,” building on the 

theory of reflexive control. Part II summarizes the origins and 

purpose of the norm on non-intervention in international law. This 

includes a deeper look into the requirement that interference be 

coercive to violate the norm, as this is currently the primary hurdle 

that doxfare must overcome to be considered a prohibited form of 

intervention. This lays the legal framework that should be used to 

assess the DNC Hack. Part III offers a theory that expands the notion 

of intervention, taking into consideration the increasing 

“weaponization” of information, effectively making information a 

tool of intervention. Part IV touches on the potential difficulties that 

                                                      
22 IC Report, supra note 10, p. ii.  

23 See Bruce Schneier, The Rise of Political Doxing, MOTHERBOARD (Oct 28, 

2015), https://motherboard.vice.com/en_us/article/z43bm8/the-rise-of-political-

doxing; Also see Robert Chesney, State-Sponsored Doxing and Manipulation of 

the U.S. Election: How Should the U.S. Government Respond? LAWFARE (Oct. 

21, 2016), https://www.lawfareblog.com/state-sponsored-doxing-and-

manipulation-us-election-how-should-us-government-respond.  
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could arise from this expanded understanding of intervention, 

subject to further scholarly inquiry, and perhaps more informed 

legal frameworks. 

I. DOXFARE – COVERT AND OVERT ELEMENTS 

Doxfare refers to the broader phenomenon of State-sponsored 

intrusions into foreign computer systems and networks to collect 

bulk, non-public data that are then leaked for the whole world to 

see.24 Doxfare is a word play on “lawfare,” a concept that typically 

refers to the “strategy of using—or misusing—law as a substitute 

for traditional military means to achieve an operational objective.”25 

Doxfare does not necessarily mean conducting “war” by leaking 

politically sensitive data, but instead denotes an emerging State 

practice of conducting foreign affairs by disseminating bulk, non-

public information to the public with the intention of influencing the 

internal or external affairs of another State. Generally, the victim 

State would be protected from such intrusions under the norm of 

non-intervention.26 However, as this paper demonstrates, cyber-

enabled phenomena like doxfare deeply challenge the traditional 

understanding of what constitutes wrongful “intervention.”  

As this article argues, doxfare is comprised of covert and overt 

elements. All of these elements are required for an act to amount to 

                                                      
24 See Robert Chesney, State-Sponsored Doxing and Manipulation of the U.S. 

Election: How Should the U.S. Government Respond? LAWFARE (Oct. 21, 2016), 

https://www.lawfareblog.com/state-sponsored-doxing-and-manipulation-us-

election-how-should-us-government-respond (arguing that “the Russian 

government has developed a remarkable capacity for blending the fruits of 

espionage with information operations designed to manipulate public opinion 

abroad”).  

25 Charles Dunlap, Lawfare Today: A Perspective, 3(1) YALE J. INT’L. AFF. 146, 

146 (2008).  

26 See Ohlin, supra note 20, at 1588 (“When speaking about the general 

prohibition against interfering with another State’s sovereignty, public 

international lawyers often refer to a State’s domaine réservé, its exclusive power 

to regulate its internal affairs without outside interference. Indeed, the notion of 

domaine réservé would seem to be constitutive of the descriptive and normative 

uses of the phrase “sovereignty,” in the sense that being a sovereign State naturally 

entails the power to act as the sovereign. This is the enduring notion of sovereign 

prerogative”). 
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doxfare and trigger wrongfulness under international law. The three 

elements are essential to distinguish doxfare from other acts, which 

would be rather classified as cyber-crimes or espionage, depending 

on the nature of the act, its effects, degree of state involvement, and 

the intent behind them. The covert element is the intrusion itself, 

which is typically designed to complicate any attempt at 

attribution.27 The overt elements are the publication, which is 

usually disseminated on an online platform that allows storage of 

volumes of plaintext, and the subsequent accusations and 

deflections, which typically includes a denial on behalf of the 

suspected culprit.28 Below are the three essential steps of doxfare, 

which may vary slightly from case to case.  

First, the intruder hacks the computer system by employing one 

of the techniques often used to compromise the software, or 

hardware on a server. The techniques range from social 

engineering,29 where the hacker attempts to gain access to the 

system by stealing the credentials of an authorized user, to actual 

hacking, where the hacker identifies vulnerabilities in the system 

                                                      
27 See Sam Biddle, Here’s the Public Evidence Russia Hacked the DNC – It’s Not 

Enough, THE INTERCEPT (Dec. 14, 2016), 

https://theintercept.com/2016/12/14/heres-the-public-evidence-russia-hacked-

the-dnc-its-not-enough [claiming that even though the evidence points towards 

Russian involvement, it’s insufficient for purposes of attribution].  

28 Andrew Roth, Russia Denies DNC Hack and Says Maybe Someone ‘Forgot the 

Password’, WASHINGTON POST (Jun. 15, 2016), 

https://www.washingtonpost.com/news/worldviews/wp/2016/06/15/russias-

unusual-response-to-charges-it-hacked-research-on-trump [“Over the years, the 

Kremlin has grown used to brushing off these kinds of accusations.”] 

29 Social Engineering Fraud, Interpol (social engineering “refers to the scams 

used by criminals to trick, deceive and manipulate their victims into giving out 

confidential information and funds. 

Criminals exploit a person’s trust in order to find out their banking details, 

passwords or other personal data. 

Scams are carried out online – for example, by email or through social networking 

sites – by telephone, or even in person.) https://www.interpol.int/en/Crime-

areas/Financial-crime/Social-engineering-fraud/Types-of-social-engineering-

fraud; Also see Malcolm Allen, Social Engineering – A Means to Violate a 

Computer System, SANS INSTITUTE (Jun. 2006), https://www.sans.org/reading-

room/whitepapers/engineering/social-engineering-means-violate-computer-

system-529 (“”…the art and science of getting people to comply with your 

wishes””). 
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and exploits them to access it. Typically, these vulnerabilities are 

imperfections in the code of the operating system or other programs 

used on the computer.  

Second, the “leak” or “doxing” takes place. In this step, the actor 

behind the data breach publishes that data, usually in bulk, to a 

platform that hosts these documents. This platform has frequently 

been WikiLeaks, an online platform used to host sensitive 

documents that governments and other actors have attempted to 

keep out of the public’s eye. WikiLeaks first gained notoriety during 

its involvement with the Snowden leaks regarding National Security 

Agency programs.30 In January 2017, WikiLeaks marked its 10th 

anniversary by announcing that it is in possession of ten million 

unpublished documents.31 Even though doxfare predates the 

establishment of WikiLeaks, the platform has made it easier for 

certain actors to “dump” bulk data, which then becomes available to 

prying eyes.32 

Third, once the leak is unleashed, the most likely culprit 

typically denies complicity and responsibility for the leak. The 

identity of the perpetrator is often established quickly by private 

cybersecurity firms that compete to rapidly investigate and solve the 

crime.33 The relevant authorities of the victim State typically take 

                                                      
30 See Barton Gellman et al., Edward Snowden Comes Forward as Source of NSA 

Leaks, WASHINGTON POST (Jun. 9, 2013), 

https://www.washingtonpost.com/politics/intelligence-leaders-push-back-on-

leakers-media/2013/06/09/fff80160-d122-11e2-a73e-

826d299ff459_story.html?utm_term=.a23939f09437.  

31 See “WikiLeaks Ten Year Anniversary, https://wikileaks.org/10years 

(“WikiLeaks has published over 10 million documents in 10 years, an average of 

3000 per day. Each release has shared genuine official information about how 

governments, companies, banks, the UN, political parties, jailers, cults, private 

security firms, war planners and media actually operate when they think no one is 

looking.”) 

32 See Colin Oldberg, Organizational Doxing: Disaster on the Doorstep, 15 COLO. 

TECH. L. J. 181, 183-184 (providing several examples of doxing, not being 

dissiminated through WikiLeaks – including Ashley Madison, the Sony Hack, and 

Snowden’s whistleblowing).  

33 See generally, 18 U.S. Code § 1030(2), (3), and (5), criminalizing unauthorized 

access to a broad range of computers.  
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longer to solidify their evidence and allegations, but the actor (or 

alleged actor) will continue rejecting these allegations. At times, the 

perpetrator will deflect responsibility to another actor. In the DNC 

Hack case, an online persona, named Guccifer 2.0, identifying as a 

Romanian, announced that it was behind the hack on the DNC.34 

Later, it was found that Guccifer 2.0 is Russian.35 This briefly sums 

up a frequent challenge with attribution of cyber operations – the 

denial of liability, with possible counter-deflection.  

A. The DNC Emails 

The hacks on the DNC computer network occurred during 2015 

and 2016.36 It was initially identified by the cybersecurity firm 

CrowdStrike, which the DNC hired in response to a possible 

intrusion into its computer network.37 CrowdStrike’s analysis found 

two adversaries resident on the DNC’s network: “Fancy Bear” and 

“Cozy Bear,” which were previously involved in other cyber 

incidents, including the infiltration of the unclassified networks of 

the White House, U.S. Department of State, and many other U.S. 

and international targets.38 

The sophistication of the hack – primarily the actors behind it – 

Cozy Bear and Fancy Bear, raised suspicion that a foreign state was 

involved in its deployment.39 In this case, the sophisticated attack 

                                                      
34 Ellen Nakashima, Guccifer 2.0 Claims Credit for DNC Hack, WASHINGTON 

POST (Jun. 15, 2016), https://www.washingtonpost.com/world/national-

security/guccifer-20-claims-credit-for-dnc-hack/2016/06/15/abdcdf48-3366-

11e6-8ff7-7b6c1998b7a0_story.html?  

35 Elias Groll, New Evidence Strengthens Guccifer 2.0’s Russian Connections, 

FOREIGN POLICY (Jul. 26, 2016), http://foreignpolicy.com/2016/07/26/new-

evidence-strengthens-guccifer-2-0s-russian-connections.  

36 Luke Harding, Top Democrat’s Emails Hacked by Russia After Aide Made 

Typo, Investigation Finds, THE GUARDIAN (Dec. 14, 2016), 

https://www.theguardian.com/us-news/2016/dec/14/dnc-hillary-clinton-emails-

hacked-russia-aide-typo-investigation-finds.  

37 Dmitri Alperovitch, Bears in the Midst: Intrusion Into the Democratic National 

Committee, CROWDSTRIKE BLOG (Jun. 15, 2016) 

https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-

committee/?_ga=1.43715744.421796860.1469553470  

38 Id.  

39 Dmitri Alperovitch, Bears in the Midst: Intrusion Into the Democratic National 

Committee, CROWDSTRIKE BLOG (Jun. 15, 2016) 
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involved a social engineering method of spear-phishing, which 

allows for targeting a specific entity by prompting it to install 

malicious software. Then, that software enables remote access to the 

target’s computer systems and data within them.  

Using such methods, the hackers exfiltrated vast volumes of 

information, including emails that belonged to Democratic Party 

officials and indicated their preference for Hillary Clinton over 

Bernie Sanders, both candidates for the 2016 U.S. presidential 

election. In addition, many emails included information pertaining 

to the party’s donors, their credit card information, Social Security 

numbers, and other personal information.40 These emails were 

published on WikiLeaks in two waves, and the timing of each 

publication appeared strategic. The first batch was released on July 

22, 2016 (20,000 e-mails, 8,000 attachments), and the second on 

November 6, 2016 (8,000 e-mails).41 The release dates are not 

random. The documents were released on these occasions to 

respectively influence the topics debated at the Democratic National 

Convention and to sway public opinion just shortly before election 

day.  

B. The Podesta Emails 

DNC is not the only entity targeted by the Russian operation.42 

The third batch of emails released by WikiLeaks belonged to John 

Podesta, the chairman of Hillary Clinton’s presidential campaign 

                                                      
https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-

committee/?_ga=1.43715744.421796860.1469553470 (noting that Crowdstrike, 

investigating the DNC Hack “immediately identified two sophisticated 

adversaries on the network – COZY BEAR and FANCY BEAR… our team 

considers them some of the best adversaries out of all the numerous nation-state, 

criminal and hacktivist/terrorist groups we encounter on a daily basis”). 

40 Joe Uchill, Exclusive: Hacker Leaks Personal Info of Dem Donors, THE HILL 

(Aug. 12, 2016), http://thehill.com/business-a-lobbying/291334-dnc-hacker-

leaks-docs-top-dem-donors.  

41 Tal Kopan, WikiLeaks Releases More DNC Emails Near Eve of Election, CNN 

(Nov. 6, 2016), http://www.cnn.com/2016/11/06/politics/wikileaks-dnc-emails-

surprise.  

42 For the purposes of this article, the Podesta e-mails will be considered as an 

integral part of the overall DNC Hack. 
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and former White House chief of staff. The emails were obtained by 

sending a spear-phishing email to Podesta’s Gmail account in March 

2016. These exfiltrated emails were published on October 7, 2016, 

only one hour after the Washington Post43 released a tape of Donald 

Trump making degrading comments about women.44 The working 

assumption is that Russia had a preference for Donald Trump as 

President, rather than Hilary Clinton.  

The Podesta emails contained evidence of controversial remarks 

Clinton gave to various Wall Street audiences, including Goldman 

Sachs bankers.45  This leak occurred one day after the White House 

accused Russia of orchestrating the DNC Hack.46 These emails gave 

credibility to the accusation that Clinton maintained a cozy 

relationship with Wall Street,47 although Clinton’s campaign 

refused to authenticate the emails.48 

                                                      
43 David Fahrenthold, Trump Recorded Having Extremely Lewd Conversation 

About Women in 2005, WASHINGTON POST (Oct. 8, 2017), 

https://www.washingtonpost.com/politics/trump-recorded-having-extremely-

lewd-conversation-about-women-in-2005/2016/10/07/3b9ce776-8cb4-11e6-

bf8a-3d26847eeed4_story.html?utm_term=.efa169464f21.  

44 Aaron Sharockman, It's True: WikiLeaks Dumped Podesta Emails Hour After 

Trump Video Surfaced, POLITIFACT (Dec. 18, 2016), 

http://www.politifact.com/truth-o-meter/statements/2016/dec/18/john-

podesta/its-true-wikileaks-dumped-podesta-emails-hour-afte.  

45 Amy Chozick, et. al, Leaked Speech Excerpts Show a Hillary Clinton at Ease 

with Wall Street, NY TIMES (Oct. 7, 2016), 

https://www.nytimes.com/2016/10/08/us/politics/hillary-clinton-speeches-

wikileaks.html; Edward Moyer, WikiLeaks Posts 'Podesta Emails,' Clinton Wall 

Street Speeches, CNet (Oct. 8, 2016), https://www.cnet.com/news/hillary-clinton-

goldman-sachs-speeches-leaked-paid-wikileaks-john-podesta-julian-assange/. 

46 Michelle Meyers, Russia Deliberately Interfering With Election, US Says, 

CNET (Oct. 8, 2016), https://www.cnet.com/news/russia-hacked-dnc-interfere-

us-2016-presidential-elections/  

47 Amy Chozick, et. al, Leaked Speech Excerpts Show a Hillary Clinton at Ease 

with Wall Street, NY TIMES (Oct. 7, 2016), 

https://www.nytimes.com/2016/10/08/us/politics/hillary-clinton-speeches-

wikileaks.html 

48 Amy Chozick et. al, Highlights from the Clinton Campaign Emails: How to 

Deal with Sanders and Biden, NY TIMES (Oct. 10, 2016), 

https://www.nytimes.com/2016/10/10/us/politics/hillary-clinton-emails-

wikileaks.html.  
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The potentially momentous nature of even the smallest error is 

demonstrated by the Podesta leak. When Podesta’s aide attempted 

to authenticate the spear-phishing email with the DNC’s I.T. 

personnel, he was told that it was “legitimate,” which was revealed 

to be a typo, as this response also included a recommendation to 

change Podesta’s Gmail password.49 The Trump campaign and 

disenchanted supporters of Sanders used both the DNC and Podesta 

emails extensively to attack and delegitimize Clinton. These attacks 

may have swayed the outcome of the U.S. presidential election.50 

C. Leaky History – Khrushchev’s Speech 

Politically motivated leaks are far from a new phenomenon. One 

of the most infamous leaks was done by the United States, when its 

Central Intelligence Agency (CIA) obtained a copy of Nikita 

Khrushchev’s revolutionary speech denouncing the horrors of Josef 

Stalin’s reign.51 Khrushchev was then a Soviet leader, serving as the 

First Secretary of the Communist Party of the Soviet Union.52 This 

speech was originally intended for a small group of the Communist 

Party leadership, but it was made public when Israeli intelligence 

obtained a copy and passed it on to the Eisenhower 

Administration.53 The contents of the speech were “unexpected and 

                                                      
49 Joe Uchill, Typo Led to Podesta Email Hack Report, THE HILL (Dec. 13, 2016), 

http://thehill.com/policy/cybersecurity/310234-typo-may-have-caused-podesta-

email-hack.  

50 Lion Gu, Vladimir Kropotov, and Fyodor Yarochkin, The Fake News Machine 

How Propagandists Abuse the Internet and Manipulate the Public, TRENDLABS 

RESEARCH PAPER (2017), 

https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-

how-propagandists-abuse-the-

internet.pdf?_ga=2.117063430.1073547711.1497355570-

1028938869.1495462143.  

51 John Rettie, The Secret Speech That Changed World History, THE GUARDIAN 

(Feb. 25, 2006), 

https://www.theguardian.com/world/2006/feb/26/russia.theobserver  

52 "Khrushchev Elected Soviet Leader" This Day in History (History Channel) 

(Sep 12, 1953), http://www.history.com/this-day-in-history/khrushchev-elected-

soviet-leader  

53 Office of the Historian, “Khrushchev and the Twentieth Congress of the 

Communist Party, 1956, https://history.state.gov/milestones/1953-

1960/khrushchev-20th-congress  
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unprecedented,”54 meaning this was a highly classified document 

not intended for mass media. 

After receiving a copy of the speech and consulting with the CIA 

and Department of State, President Eisenhower agreed to send the 

speech to the New York Times. The tone of the speech, which gave 

an explicit and unequivocal account of Stalin’s atrocities—purges, 

torture, and political assassinations—set the course for the “de-

Stalinization” movement, which was in the interest of the United 

States.55 

Although Khrushchev’s leaked speech is an example of 

politically motivated leaks, it should still be contrasted from the 

DNC Hack. First, the volume of documents leaked in the DNC Hack 

is far greater, when compared to one single speech. This could 

increase the potential damage of such information – effectively 

make it “weaponized.”  Second, the DNC Hack requires an 

intrusion, which makes it more difficult to attribute and retaliate 

against the hackers, this should be distinguished from traditional 

human intelligence operations, which exposed spies to danger of 

being caught. Third, the goals behind these two leaks are different. 

Whereas with Khrushchev’s speech the goal was to highlight 

Stalin’s atrocities, the alleged intention behind the DNC Hack was 

to sway distrust in the democratic system, discredit a political 

candidate for office, and potentially influence voters to vote for a 

candidate favorable to the perpetrator’s regime.  

The DNC Hack, and its future equivalents, create an impression 

that bulk information is being weaponized. In other words – the 

leaking of enormous volumes of non-public digital data may have 

serious physical consequences – that is, extending beyond the digital 

realm. Examples would include criminal investigations, public 

scrutiny, difference in outcome of the political process targeted, and 

more.  

D. “Weaponization of Information” 

                                                      
54 Id. 

55 Id. 
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The literature on the “weaponization of information” focuses on 

the injection of disinformation and the proliferation of fake news.56 

It is generally accepted that the Kremlin has significantly expanded 

its budget in these areas over the last few years in order to sway 

public opinion around the world.57 The Kremlin’s newfound 

appreciation for the weaponization of information can be found in 

its reliance on “reflexive control” theory, which offers one 

compelling explanation of doxfare.58 It underlies the weaponization 

of information phenomenon, and should be a powerful consideration 

for reforming traditional notions on non-intervention and coercion. 

Although the United States and Russia are not in an official state of 

war, reflexive control may still explain statecraft by doxing.  

                                                      
56 See generally Peter Pomerantsev and Michael Weiss, The Menace of Unreality: 

How the Kremlin Weaponizes Information, Culture and Money, A Special Report 

presented by The Interpreter, a project of the Institute of Modern Russia (2014).  

57 See Keir Giles, Russia’s ‘New’ Tools for Confronting the West – Continuity and 

Innovation in Moscow’s Exercise of Power, CHATHAM HOUSE (Mar. 2016), 

https://www.chathamhouse.org/sites/files/chathamhouse/publications/2016-03-

russia-new-tools-giles.pdf. Also see David Ignatius, Russia’s Radical New 

Strategy For Information Warfare, WASHINGTON POST (Jan. 18, 2017), 

https://www.washingtonpost.com/blogs/post-partisan/wp/2017/01/18/russias-

radical-new-strategy-for-information-warfare/?utm_term=.c1f2ef8d37fc; Also 

see Neil MacFarquhar, A Powerful Russian Weapon: The Spread of Flase Stories, 

NY TIMES (Aug. 28, 2016), 

https://www.nytimes.com/2016/08/29/world/europe/russia-sweden-

disinformation.html?_r=0.  

58 See Annie Kowalewski, Disinformation and Reflexive Control: The New Cold 

War, GEORGETOWN SECURITY STUDIES REVIEW (Feb. 1, 2017), 

http://georgetownsecuritystudiesreview.org/2017/02/01/disinformation-and-

reflexive-control-the-new-cold-war (“Russia’s goal is not just to elect a certain 

candidate in the United States, but to fundamentally undermine the democratic 

decision-making process to ‘win’ its information war against the West. 

Accordingly, Russian disinformation will continue...”); Also see Ariel Schwartz, 

Cybersecurity Expert: Russian Strategy of “Reflexive Control” Exploited Our 

Brains in the 2016 Election, BUSINESS INSIDER (Apr. 25, 2017), 

http://www.businessinsider.com/cybersecurity-expert-reflexive-control-2016-

election-2017-4; Also see Brandon Valeriano et al., 5 Things We Can Learn from 

the Russian Hacking Scandal, WASHINGTON POST (Jan. 9, 2017), 

https://www.washingtonpost.com/news/monkey-cage/wp/2017/01/09/5-things-

we-can-learn-from-the-russian-hacking-scandal/?utm_term=.5c1981733efa 

(“Russian operatives, it seems, are once again using the old Soviet tactic 

of reflexive control, applying it to the cyber era. Reflexive control seeks to 

manipulate the target to take a position that helps the attacker.”) 
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Reflexive control is the study of an adversarial power to exploit 

its weak spots, intending to lead the enemy to reach a decision that 

benefits the controlling state. Reflex refers to the “process of 

imitating the enemy’s reasoning or imitating the enemy’s possible 

behavior and causes him to make a decision unfavorable to 

himself.”59 The idea is to study the moral, psychological, and 

personal factors of the enemy so that these can be part of deception 

operations that shape the conceptions of the enemy, with somewhat 

of a disconnect from objective reality. According to this theory, the 

side with the “highest degree of reflex (the side best able to imitate 

the other side’s thoughts or predict its behavior) will have the best 

chances of winning.”60 Reflexive control may be achieved by 

creating an informational reality of a certain kind (propaganda, 

leaks, disinformation campaigns), such that one’s opponent will 

voluntarily (or, seemingly) make a decision favoring the State that 

created this reality.61 The decision made by the controlled actor 

stems directly from the information, or disinformation, 

communicated to them by the controlling adversary,62 and it 

“involves the specific process of imitating the enemy’s reasoning or 

imitating the enemy’s possible behavior and causes him to make a 

decision unfavorable to himself.”63 

This is now becoming a part of a broader phenomenon enabled 

by the digital era, which allows adversaries to disseminate 

information that would lead to the desirable outcome. In the pre-

cyber era, this was only achievable during times of war, where 

interactions between adversaries were a daily occurrence, and 

geographical proximity allowed the activities associated with 

reflexive control to take place. Cyberspace empowers the tenets of 

the theory of reflexive control because it allows the dissemination 

of information at scale, doing so across political borders, at low cost, 

                                                      
59 Timothy Thomas, Russia's Reflexive Control Theory and the Military, 17 

JOURNAL OF SLAVIC MILITARY STUDIES 237, 241 (2004) 

60 Id., at p. 242. 

61 Id., at p. 237.  

62 Id., at p. 241. 

63 Id.  
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and more or less instantaneously. States like Russia, China, and the 

United States, which have within their ranks the best hackers in the 

world, are especially well positioned to take advantage of these new 

circumstances.64  

The reflexive control theory, although developed by the Soviets 

in the sixties,65 and appearing in literature dating back thirty years,66 

appeared in headlines recently in connection to the war in Ukraine.67 

In that context, reflexive control was not purely informational on 

Russia’s behalf; for example, it was reported that Russia concealed 

and obfuscated its forces (colloquially referred to as “little green 

men”),68 publicly denied the real reasons that the Kremlin engaged 

in war with Ukraine, and shaped the narrative in a way that benefited 

the Kremlin, primarily by using social media and other online 

platforms.69 These actions allowed the Russian government to 

                                                      
64 See Reuben Johnson, Experts: DNC Hack Shows Inadequate Security Against 

Russian Cyber Attacks, THE WASHINGTON FREE BEACON (Jul. 27, 2016), (“From 

around 2007, Russia decided that information warfare was key to winning any 

world conflict, and that it was this area of capability and technology they decided 

would benefit from vastly increased military investment” … “What made this 

decision easier was that Russia was also home to the largest numbers of some of 

the world’s best hackers”) http://freebeacon.com/national-security/experts-dnc-

hack-shows-u-s-no-defense-russian-cyber-attacks/  

65 Robert Rasmussen, Cutting Through the Fog: Reflexive Control and Russian 

Stratcom in Ukraine, CENTER FOR INTERNATIONAL MARITIME SECURITY (Nov. 

26, 2015) http://cimsec.org/cutting-fog-reflexive-control-russian-stratcom-

ukraine/20156.  

66 Timothy Thomas, Russia's Reflexive Control Theory and the Military, 17 

JOURNAL OF SLAVIC MILITARY STUDIES 237, 238 (2004) 

67 Maria Snegovaya, 'Reflexive Control': Putin's Hybrid Warfare in Ukraine is 

Straight out of the Soviet Playbook, BUSINESS INSIDER (Sep. 22, 2015) 

http://www.businessinsider.com/reflexive-control-putins-hybrid-warfare-in-

ukraine-is-straight-out-of-the-soviet-playbook-2015-9.  

68 See U.S. Government, “Little Green Men”: A Primer On Modern Russian 

Unconventional Warfare, Ukraine 2013-2014, The United States Army Special 

Operations Command, p. 31, 

http://www.jhuapl.edu/ourwork/nsa/papers/ARIS_LittleGreenMen.pdf (“Groups 

of unidentified armed men began appearing throughout the region, often in 

coordination with local pro-Russian militias. Both the Ukrainian government and 

most Western intelligence sources claimed that the “little green men” were 

Russian operatives.”) 

69 Snegovaya, supra note 67. 
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“create whatever story” it wanted “for whatever audience it 

want[ed].”70 Arguably, there is potentially a difference between 

publishing authentic documents and spreading disinformation or 

manipulated data, whether in legitimacy or the degree of 

wrongfulness under international law. 

Commentators have acknowledged the potential of reflexive 

control in its application to information and cyber warfare.71 

Considering this theory, it is essential to examine the international 

law that could apply to doxfare, namely, the norm on non-

intervention.  

II. THE INTERNATIONAL LAW OF “DOXFARE” 

 International law does not explicitly address data breaches, 

let alone doxfare, and thus it lags behind technological 

developments and emerging societal and political trends. Some data 

breaches may invoke other international law norms of general 

applicability, such as the norm on non-intervention, the inviolability 

of territorial sovereignty, and, more rarely, the prohibition on the 

threat or use of force. However, these norms often require a 

heightened severity of effects, in order to distinguish them from 

legitimate acts of international affairs.  For example, the norm on 

non-intervention requires that an act interfere with a protected 

internal or external affairs of the victim state, as well as an 

aggravating element – coercion, targeting the domain réservé72 of 

the victim state. It is not always clear how to apply these notions to 

a cyber incident that involves data exfiltration, which makes it 

immensely difficult to frame some cyber incidents within existing 

legal instruments.  

The most applicable framework is the norm on non-intervention, 

because an act by a State sought to interfere with a protected internal 

                                                      
70 Rasmussen, supra note 65. 

71 Jaitner and Kantola, Reflexive Control in Cyber Space, PROCEEDINGS OF THE 

15TH EUROPEAN CONFERENCE ON CYBER WARFARE AND SECURITY 155, 161 

(2016).  

72 Katja S. Ziegler, Domaine Réservé, MAX PLANCK ENCYCLOPEDIA OF PUBLIC 

INTERNATIONAL LAW, para. 1 (Apr. 2008). 
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process in the victim state. While it is widely accepted that Russia 

attempted (and perhaps, succeeded) to interfere in the U.S. 

presidential election,73 commentators have been cautious when 

considering whether the non-intervention norm was violated.74 As 

exemplified in the following sub-part, the traditional understanding 

of intervention does not conform easily to the emerging role that 

States are playing in cyberspace, especially when considering 

theories like reflexive control.  

A. NON-INTERVENTION 

The internal and external affairs of States are often protected 

under different international law paradigms. International law 

prohibits external intervention in the domestic affairs of another 

State, due to the protective principles of territorial sovereignty and 

sovereign equality.75 The principle of non-intervention is a 

longstanding, bedrock principle of public international law.76 While 

this notion appears intuitive, it often poses a major challenge due to 

                                                      
73 Amber Philips, 8 Times U.S. Intelligence Chiefs Have Unequivoacally Said 

Russia Meddled in the U.S. Election, WASHINGTON POST (Jul. 6, 2017), 

https://www.washingtonpost.com/news/the-fix/wp/2017/07/06/8-times-u-s-

intelligence-chiefs-have-unequivocally-said-russia-meddled-in-the-u-s-

election/?utm_term=.df7826e3b175  

74 See, e.g., Ryan Goodman, International Law and the US Response to Russian 

Election Interference, JUST SECURITY (Jan. 5, 2017), 

https://www.justsecurity.org/35999/international-law-response-russian-election-

interference; Also see Ohlin, supra note 20, at 1587; Duncan Hollis, Russia and 

the DNC Hack: What Future for a Duty of Non-Intervention?, OPINIO JURIS (Jul. 

25, 2016), http://opiniojuris.org/2016/07/25/russia-and-the-dnc-hack-a-violation-

of-the-duty-of-non-intervention.   

75 Case concerning Military and Paramilitary Activities in and against Nicaragua 

(Nicaragua v United States of America) (Merits) [1986] ICJ Rep 14.  (Nicaragua 

judgment) para. 251 (noting, “The effects of the principle of respect for territorial 

sovereignty inevitably overlap with those of the principles of the prohibition of 

the use of force and of nonintervention.”); Also see para. 202; Also see Art. 2(7) 

UN Charter. 

76 Michael Wood, Non-Intervention, THE PRINCETON ENCYCLOPEDIA OF SELF-

DETERMINATION https://pesd.princeton.edu/?q=node/258. Also, see Philip Kunig, 

Intervention, Prohibition of, OXFORD PUBLIC INTERNATIONAL LAW (last updated 

April 2008), http://opil.ouplaw.com/view/10.1093/law:epil/9780199231690/law-

9780199231690-e1434.  
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its vague and indeterminate nature,77 including the claim the 

principle does not exist at all.78 

Due to it being a part of customary international law,79 the 

principle of non-intervention is sprinkled throughout instruments of 

international law, with slight variations.80 The absence of an 

authoritative and comprehensive doctrine of non-intervention 

makes it immensely difficult to apply to actual hostile activities in 

cyberspace.  

i. Historical Overview 

One of the earliest iterations of the concept of non-intervention 

was introduced in 1758 by the Swiss philosopher and legal scholar 

Emer de Vattel. He wrote, “all these affairs being solely a national 

concern, no foreign power has a right to interfere in them,” and “[i]f 

any intrude into the domestic concerns of another nation . . . they do 

it an injury.”81  

Almost forty years later, Immanuel Kant, in his essay “Perpetual 

Peace – A Philosophical Sketch,” addressed how governments could 

achieve and maintain peace while avoiding war.82 Kant provided 

that “[n]o state shall by force interfere with the constitution or 

                                                      
77 Terry Gill, Non-Intervention in the Cyber Context, in PEACETIME REGIME FOR 

STATE ACTIVITIES IN CYBERSPACE (Katharina Ziolkowski ed.) (2013) p. 217 

(provides that “The principle of non-intervention is, on the one hand, a well-

established rule of international law and, at the same time, one which is in some 

respects controversial and open to various definitions and differing 

interpretations, depending upon how widely or narrowly it is construed”).  

78 Anthony D’Amato, There Is No Norm of Intervention or Non-intervention in 

International Law, 7 INT’L. LEG. T. 33 (2001) (arguing for a theory of non-

intervention limited to efforts to compromise States’ territorial integrity). 

79 See Nicaragua Judgement, supra note 75, para. 534. 

80 See Intervention, Prohibition of, at OPIL, supra note 76, para. 8. 

81 See EMER DE VATTEL, THE LAW OF NATIONS, OR, PRINCIPLES OF THE LAW OF 

NATURE, APPLIED TO THE CONDUCT AND AFFAIRS OF NATIONS AND SOVEREIGNS, 

with Three Early Essays on the Origin and Nature of Natural Law and on Luxury 

(Be´la Kapossy and Richard Whatmore eds.) Chapter III, p. 96, para. 37 (2008). 

For origin in French, see EMER DE VATTEL, LE DROIT DES GENS, OU PRINCIPES DE 

LA LOI NATURELLE (1758).  

82 Dan Reiter, Democratic Peace Theory, OXFORD BIBLIOGRAPHIES (last modified 

Oct. 25, 2012), http://www.oxfordbibliographies.com/view/document/obo-

9780199756223/obo-9780199756223-0014.xml.  
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government of another state.”83 However, as demonstrated during 

the Holy Alliance period, European governments were not yet ready 

to adopt the principle.84 

In 1919, the Covenant of the League of Nations provided one of 

the earliest codifications of the non-intervention principle. Article 

15(8) of the Covenant requires that if a “dispute between the parties 

. . . is found by the [League’s] Council[] to arise out of a matter 

which . . . is solely within the domestic jurisdiction of [one] party, 

the Council . . . shall make no recommendation as to its 

settlement.”85 Shortly after, in 1933, one of the most fundamental 

instruments of modern international law, the Montevideo 

Convention, recognized non-intervention as wrongful and provided 

that “[n]o state has the right to intervene in the internal or external 

affairs of another.”86 Since then, the most comprehensive adoption 

of non-intervention was in a series of U.N. declaration and reports, 

and most importantly – the U.N. Charter.  

ii. UN Charter, General Assembly, and Group of 

Governmental Experts Report 

A substantial portion of Article 2 of the United Nations Charter 

is dedicated to specific provisions that internalize the principle of 

sovereignty and non-intervention, though non-intervention is not 

explicitly mentioned.87 Article 2(1) acknowledges that the United 

Nations is founded on “the principle of the sovereign equality of all 

its Members,”88 and Article 2(7) clarifies that the Charter does not 

authorize the United Nations to “intervene in matters which are 

                                                      
83 IMMANUEL KANT, PERPETUAL PEACE: A PHILOSOPHICAL SKETCH (1795), 

Section I, Article 5, available at – 

https://www.mtholyoke.edu/acad/intrel/kant/kant1.htm  

84 Intervention, Prohibition of, at OPIL, supra note 76, para. 16.  

85 Article 15(8) Covenant of the League of Nations (28 April 1919).  

86 Article 8 of the Montevideo Convention on the Rights and Duties of States, 

1933 (entered into force December 26, 1934) - 

http://www.cfr.org/sovereignty/montevideo-convention-rights-duties-

states/p15897.  

87 See Terry Gill, supra note 77, p. 219. 

88 Article 2(1) U.N. Charter. 
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essentially within the domestic jurisdiction of any state.”89 Article 

2(4) prohibits what could be described as a “particularly obvious 

example”90 of intervention, the threat or use of force, and reads: “All 

Members shall refrain in their international relations from the threat 

or use of force against the territorial integrity or political 

independence of any state.”91 Violation of Article 2(4) would also 

constitute a prohibited intervention.92 Some commentators argue 

that Article 2(4) cannot address new informational warfare,93 but 

generally scholarship on the matter has focused heavily on how that 

prohibition applies to cyber-attacks, resulting in physical damage, 

rather than activity that this article categorizes as doxfare.94 

 

The U.N. General Assembly attempted to establish some 

guiding rules on non-intervention in its Declaration on Friendly 

Relations, which provides that “[n]o State or group of States has the 

right to intervene, directly or indirectly, for any reason whatever, in 

the internal or external affairs of any other State”95 and that “all 

other forms of interference or attempted threats against the 

personality of the State or against its political, economic and cultural 

elements, are in violation of international law.”96 The Declaration 

on Friendly Relations provides a few concrete examples of 

intervention, including the organization and encouragement of 

irregular armed forces and assisting or instigating acts of civil strife 

                                                      
89 Article 2(7) U.N. Charter. 

90 Nicaragua Judgement, supra note 75, para. 205. 

91 Article 2(4) U.N. Charter. 

92 MICHAEL SCHMITT (ED.), TALLINN MANUAL 2.0 ON THE INTERNATIONAL LAW 

APPLICABLE TO CYBER OPERATIONS (2ND ED.), Rule 66, Commentary 31. 

93 Jason Barkham, Information Warfare and International Law on the Use of 

Force, 34 NYU J. INTL L. & POL. 56, 112 (2001). 

94 Russel Buchan, Cyber Attacks: Unlawful Uses of Force or Prohibited 

Intervention, 17(2) CONFLICT & SECURITY LAW 212, 227 (2012).  

95 Declaration on Principles of International Law concerning Friendly Relations 

and Co-operation among States in accordance with the Charter of the United 

Nations, GA Res A/RES/25/2625 (Oct. 24, 1970).  

96 Id. 
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or terrorism.97 Most importantly, however, the Declaration 

proclaims that “[e]very State has an inalienable right to choose its 

political, economic, social and cultural systems, without 

interference in any form by another State.”98 The preceding General 

Assembly Declaration on the Inadmissibility of Intervention in the 

Domestic Affairs of States and the Protection of Their Independence 

and Sovereignty contains similar language.99 Although General 

Assembly resolutions rarely have legally binding force, the 

International Court of Justice held these particular declarations to 

reflect customary international law.100 

Article 3 of the International Law Commission Declaration on 

the Rights and Duties of States similarly provides that “[e]very State 

has the duty to refrain from intervention in the internal or external 

affairs of any other State.”101 Though still in the drafting process, 

this document accurately represents widely accepted customary 

international law.102  

To clarify non-intervention in the digital context, the 2015 

Report of the U.N. Group of Governmental Experts reaffirmed that 

the principle of non-intervention applies to cyberspace and 

information technologies and, as such, it was incorporated into 

the rules of responsible behavior in cyberspace.103 The report 

                                                      
97 Id., Art. 1 

98 Id. 

99 Declaration on the Inadmissibility of Intervention in the Domestic Affairs of 

States and the Protection of Their Independence and Sovereignty, GA Res 

A/RES/20/2131 (Dec. 21, 1965).  

100 Sean Watts, Low-Intensity Cyber Operations and the Principle of Non-

Intervention, in CYBER WAR: LAW AND ETHICS FOR VIRTUAL CONFLICTS (Ohlin, 

Govern, Finkelstein eds.), 249, 251-252. 

101 International Law Commission, Draft Declaration on Rights and Duties of 

States, Article 3, in YEARBOOK OF INTERNATIONAL LAW COMMISSION (1949). 

102 Sean Watts, Low-Intensity Cyber Operations and the Principle of Non-

Intervention, in CYBER WAR: LAW AND ETHICS FOR VIRTUAL CONFLICTS (Ohlin, 

Govern, Finkelstein eds.), 249, 252. 

103 Report of the Group of Governmental Experts on Developments in the Field 

of Information and Telecommunications in the Context of International Security 

(GGE Report), A/70/174 (Jun. 26, 2015).  
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provides that “it is of central importance” that “in their use of 

[information and communication technologies], States must observe 

. . . non-intervention in the internal affairs of other States.”104 In 

addition, Russia, China, and four other States have gone further by 

drafting and signing an additional non-binding “international code 

of conduct for information security.” Intervention was not 

mentioned in this code, but these States pledged “not to use 

information . . . to interfere in the affairs of other States or with the 

aim of undermining [their] political, economic, and social 

stability.”105 

iii. ICJ Jurisprudence  

As early as 1927, the then-Permanent Court of International 

Justice ruled in the Lotus case that “the first and foremost restriction 

imposed by international law upon a State . . . [is that] it may not 

exercise its power in any form in the territory of another State.”106 

This is regarded by many as the cornerstone of the modern 

conception of non-intervention, by recognizing the right of 

independence.107 In 1949, the International Court of Justice (ICJ) 

reiterated this idea in its Corfu Channel decision, claiming that “the 

alleged right of intervention as the manifestation of a policy of force, 

                                                      
104 GGE Report, supra note 103, Art. 26 and 28(b). 

105 Annex to the letter dated 9 January 2015 from the Permanent Representatives 

of China, Kazakhstan, Kyrgyzstan, the Russian Federation, Tajikistan and 

Uzbekistan to the United Nations addressed to the Secretary-General, 

“International Code of Conduct for Information Security”, A/69/723 (Jan. 13, 

2015), Art. 2(5), available at http://undocs.org/A/69/723.  

106 The Case of the S.S. Lotus (France v. Turkey), Permanent Court of Int’l Justice, 

P.C.I.J. (ser. A) No. 10 (1927) p. 18.  

107 Sergio Carbone and Lorenzo Schiano di Pepe, States, Fundamental Rights and 

Duties, MAX PLANCK ENCYCLOPEDIA OF PUBLIC INTERNATIONAL LAW (last 

updated January 2009) (“What emerges from such authoritative precedents is that, 

in the absence of a legal norm prohibiting a particular conduct, the right to 

independence implies the possibility for States to behave freely as members of the 

international community. To put it differently, one State’s right to independence 

finds its only limit in international norms of customary or voluntary character. 

Since the world community has not developed as a hierarchic structure, the 

subjection of States to international law has also to be looked at with particular 

attention: States, in fact, have a duty to abide by those norms to whose formation 

they have contributed by concluding (and subsequently ratifying) an international 

agreement, or which have spontaneously emerged as customary rules.”) 
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such as has, in the past, given rise to most serious abuses and as such 

cannot, whatever be the present defects in international 

organization, find a place in international law.”108 

In its Nicaragua decision, the ICJ ruled that “the [non-

intervention] principle forbids all States or groups of States to 

intervene directly or indirectly in the internal or external affairs of 

other States.”109 In that case, the Court concluded that the financial 

support and training provided by the United States to an opposition 

armed group within Nicaragua was a “clear breach of the principle 

of non-intervention.”110 The Court explained that  

“a prohibited intervention must accordingly be one bearing on 

matters in which each State is permitted, by the principle of State 

sovereignty, to decide freely. One of these is the choice of a 

political, economic, social and cultural system, and the 

formulation of foreign policy. Intervention is wrongful when it 

uses methods of coercion in regard to such choices, which must 

remain free ones.”111   

The Court also held that non-compliance with the norm of non-

intervention does not affect the norm’s validity.112 The Court 

reaffirmed the principle in DRC v. Uganda, applying it to 

intervention “with or without armed force, in support of the internal 

opposition within a State.”113 

As much as the principle of non-intervention is a fundamental 

part of international law, it does not obviously apply to cyberspace 

in the way that it applies to the physical world, particularly because 

                                                      
108 Corfu Channel (Albania v. United Kingdom) (Merits) ICJ Reports (1949), p. 

35. 

109 Nicaragua Judgement, supra note 75, para. 205. 

110 Nicaragua Judgement, supra note 75, para. 242. 

111 Nicaragua Judgement, supra note 75, para. 205. 

112 Nicaragua Judgement, supra note 75, para. 186 – (“It is not to be expected that 

in the practice of States the application of the rules in question should have been 

perfect, in the sense that States should have refrained, with complete consistency, 

from the use of force or from intervention in each other’s internal affairs.”) 

113 Armed Activities on the Territory of the Congo (DRC v. Uganda (Merits) ICJ 

Reports (2005), para. 164. 
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information is widely available and cyberspace transcends political 

borders. The Tallinn Manual attempted to clarify the complex 

question of how non-intervention would apply to cyberspace. 

iv. The Tallinn Manual 2.0 on the International Law 

Applicable to Cyber Operations 

Recently, the NATO Cooperative Cyber Defense Centre for 

Excellence in Tallinn, Estonia published an updated set of rules 

derived from international law, as it applies to a broad array of cyber 

operations, such as espionage, attacks, operations by non-State 

actors, and more. The Tallinn Manual 2.0 comprises these rules, 

which were adopted unanimously by an International Group of 

Experts (IGE) and represent lex lata, the law as (those exerts 

believe) it is, as opposed to lex ferenda, the law as it ought to be.114 

As the Manual puts it, ‘‘it is not a ‘best practices’ guide” and “does 

not represent ‘progressive development of the law.’”115 In many 

aspects, the manual’s rules illustrate the myriad inadequacies in the 

international law applicable to cyber operations. This is also the case 

with the norm of non-intervention and how the IGE applied it to 

cyber operations.  

The “prohibition of intervention” chapter of the manual begins 

with Rule 66, stating that “[a] State may not intervene, including by 

cyber means, in the internal or external affairs of another State.”116 

The manual notes that to be prohibited the intervention must be 

related to internal or external affairs of a State and it must be 

coercive,117 and that even the mere threat of a future intervention 

violates the norm.118 The Commentary of the Rule starts with the 

acknowledgement that States are realizing the potential of 

cyberspace to carry out interventions, due to the increasing 

dependency on information technology and the Internet.119 The first 

                                                      
114 Tallinn Manual 2.0, supra note 92, p. 3.  

115 Tallinn Manual 2.0, supra note 92, p. 3. 

116 Tallinn Manual 2.0, supra note 92, Rule 66. 

117 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 6. 

118 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 30. 

119 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 1. 
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example of cyber intervention the manual provides is manipulation 

of an election by “remotely alter[ing] electronic ballots.”120 This 

illustrates one of a series of core domestic governmental matters that 

are susceptible to intervention through cyberspace. The Manual later 

notes – “the choice of both the political system and its organization, 

as these issues lie at the heart of sovereignty. Thus, cyber means that 

are coercive in nature may not be used to alter or suborn 

modification of another State’s governmental or social structure.”121 

However, even with regard to hacking electronic ballots, which 

seems an easy case, the Manual's experts were split. While the 

majority of experts believed this to be an act of intervention, a few 

argued that it would only qualify as intervention if the victim State 

knows of such a cyber operation.122  

v. Intervention vs. Interference 

Intervention and interference are terms that are often conflated. 

As Oppenheim et. al notes, “[i]nterference pure and simple is not 

intervention.”123 This distinction is important. Conflating the terms 

results in confusion and inaccurate analyses. Interference is 

typically implies activities that, although meddling with certain 

aspects of the internal or external affairs of a State, are not wrongful 

because they do not involve, for example, coercion or military 

                                                      
120 Tallinn Manual 2.0, Rule 66, Commentary 2 (Another scenario the Manual 

gives (Rule 66, Commentary 9) is “a situation in which one State has two official 

languages, those of the majority and minority ethnic groups. The government 

holds a referendum on the dual language policy that results in a decision that only 

the majority language will remain an official language. A neighbouring State, the 

population of which is predominantly of the same ethnic background as the 

minority in the first State, undertakes DoS operations against key governmental 

websites appearing solely in what is now the official language in an effort to 

coerce the government into reversing its decision and maintaining websites in 

both languages. Since a State’s language policy in this situation is a matter of its 

internal affairs, the coercive cyber operations amount to a prohibited 

intervention.”) 

121 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 10. 

122 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 25. 

123 ROBERT JENNINGS & ARTHUR WATTS (EDS.), OPPENHEIM’S INTERNATIONAL 

LAW: PEACE (9TH EDITION HARLOW, LONGMAN, 1992) P. 432. 
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force.124 Although documents like the U.N. General Assembly’s 

Declaration on the Inadmissibility of Intervention and Interference 

in the Internal Affairs of States seem to disfavor both non-

intervention and non-interference,125 resolutions adopted by the 

General Assembly do not have a legally binding nature, and non-

interference has never been adopted as a binding norm.126 

International law scholars, like Terry Gil, submit that 

interference “may well be wider than [intervention],”127 whereas 

intervention is narrower and includes interference that is 

“dictatorial,” or coercive.128 Assuming that interference is not 

prohibited under international law, as opposed to intervention, we 

can conclude that non-coercive acts are interferences that are not 

explicitly illegal under international law, under the current 

understanding of the law.129 That leads to the question at the crux of 

this article: whether coercion is still a reasonable standard to use in 

determining the lawfulness of States’ actions in cyberspace.   

B.  COERCION 

The requirement of coercion is “the essence of intervention,”130 

yet, it is immensely complicated to frame the boundaries of coercive 

and non-coercive actions. International law has never defined 

“coercion,” nor does it provide any guidance on how this concept is 

                                                      
124 See Sean Watts, supra note 100, p. 255. 

125 See Article 1, 4, of Declaration on the Inadmissibility of Intervention in the 

Domestic Affairs of States and the Protection of Their Independence and 

Sovereignty, GA Res A/RES/20/2131 (Dec. 21, 1965). 

126 See Terry Gill, supra note 77, p. 224. 

127 See Terry Gill, supra note 77, p. 217. 

128 See Terry Gill, supra note 77, p. 217. 

129 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 3 (“States sometimes 

use the term ‘interference’ in lieu of ‘intervention’. Instruments adopted by States 

and the United Nations, as well as judgments of the ICJ, more commonly employ 

the term “intervention’” and makes the distinction between interference, the act 

of intruding into the internal or external affairs without the coercion (discussed 

infra) factor, and intervention, the act of interference with the required coercion 

factor.) 

130 Maziar Jamnejad and Michael Wood, The Principle of Non-Intervention, 22 

LEIDEN J. INT’L L. 345, 348 (2009). 
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to be construed in cyberspace operations.131 The ICJ emphasized the 

centrality of coercion to the notion of non-intervention when it held 

that “intervention is wrongful when it uses methods of coercion.”132 

Certain commentators submit that to constitute a violation of 

international law intervention must be “forcible or dictatorial, or 

otherwise coercive in effect depriving the state intervened against of 

control over the matter in question.”133 It is also generally accepted 

that a threat of coercion would suffice if it targets the internal or 

external affairs of a State.134 Reliance on coercion as a determining 

factor means that intervention could only be considered in violation 

of international law if it reaches a certain severity and uses certain 

methods, and if the coercion pertains to decisions that States are 

allowed to make freely as part of their sovereignty, typically called 

“domain réservé.”135 One commentator informally defines coercion 

as an act of a State against another State to compel the latter “to 

think or act in a certain way by applying various kinds of pressure, 

threats, intimidation or the use of force.”136 An indication of 

coercion could be that the targeted state is undertaking action that 

“cannot be terminated at the pleasure of the state that is subject to 

the intervention.”137 The Tallinn Manual clarifies that coercion on 

its own is insufficient to violate the norm of non-intervention.138 

Commentators note that the intervening act must be “designed to 

influence outcomes in, or conduct with respect to, a matter reserved 

                                                      
131 Tallinn Manual 2.0, supra note 77, Rule 66, Commentary 18. 

132 Nicaragua Judgement, supra note 75, para. 205.  

133 OPPENHEIM’S INTERNATIONAL LAW: PEACE, supra note 129, p. 418. 

134 JOHANNN-CHRISTOPH WOLTAG, CYBER WARFARE – MILITARY CROSS-

BORDER COMPUTER NETWORK OPERATIONS UNDER INTERNATIONAL LAW P. 113 

(2014).  

135 Russel Buchan, Cyber Attacks: Unlawful Uses of Force or Prohibited 

Interventions?, J. CONF. & SEC. L. 211, 223 (2012). 

136 Christoph Joyner, Coercion, in MAX PLANCK ENCYCLOPEDIA OF PUBLIC 

INTERNATIONAL LAW (Oxford, 2006) para. 1. 

137 EDWIN DEWITT DICKINSON, THE EQUALITY OF STATES IN INTERNATIONAL 

LAW (BOSTON: HARVARD UNIVERSITY PRESS, 1920) 260. 

138 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 19 (“mere coercion 

does not suffice to establish a breach of the prohibition of intervention.”). 
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to a target State.”139 A few Tallinn Manual experts hold the view 

that “to be coercive it is enough that an act has the effect of depriving 

the State of control over he matter in question”140  

One account for determining coercion is “consequentiality,”141 

which consists of the consideration of three factors: “the importance 

and number of values affected, the extent to which such values are 

affected, and the number of participants whose values are so 

affected.”142 While these criteria are helpful in the assessment of 

coercion, distinguishing between non-coercive and coercive actions 

is not always straightforward.143 While the use of military or 

economic144 force by one State to persuade another would be a clear-

cut case of prohibited intervention (while also enjoying its very own 

Article 2(4)), actions in the more subtle environment of cyberspace 

are more difficult to place on either side of these traditional dividing 

lines.  

In this context, a cyber operation that simply exfiltrates 

information without using it to coerce the victim State to change the 

course of its internal or external affairs, would not be considered in 

violation of the norm on non-intervention. It could, however, be a 

violation of the principle of sovereignty, due to the intrusion into the 

computer system or network within the territory of the victim state. 

However, if the exfiltrated information is used in a coercive manner 

that would most likely trigger the norm on non-intervention.145 

                                                      
139 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 19. 

140 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 19.  

141 Myres S. McDougal & Florentino P. Feliciano, International Coercion and 

World Public Order: The General Principles of the Law of War, in STUDIES IN 

WORLD PUBLIC ORDER 263 (Myres S. McDougal, et al., eds., 1987). 

142 McDougal and Feliciano, supra note 141, at 263-68 

143 Lori Fisler Damrosch, “Politics across Borders: Non-Intervention 

and Nonforcible Influence over Domestic Affairs” 83 AM. J. INT’L. L. 1, 4 (1989). 

4. 

144 See Derek W. Bowett, International Law and Economic Coercion, 16 V. J. 

INT’L L. 245 

145 See Sean Watts, supra note 100, p. 256 – (“a mere intrusion into another state’s 

networks to gather information would certainly amount to a violation of 

sovereignty. However, without evidence that the effort to gain information formed 
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III. A THEORY OF INTERVENTION FOR THE DIGITAL ERA 

The current law on non-intervention is unsatisfactory in 

applying to doxfare. It ignores the new reality that cyberspace 

creates, in which information operations are rampant, affecting the 

outcomes of protected internal or external affairs of the victim State. 

As such, this reality is a call for reevaluation of the current state of 

affairs of non-intervention. A new theory of intervention is 

desperately needed in the digital era, where information is being 

weaponized and non-coercive acts are just as threatening as their 

coercive counterparts are. The argument is that the traditional 

understanding of the concept of coercion is unfitting to interference 

through cyberspace. Given that cyber operations are rarely coercive, 

and do not have an explicit demand, it is essential to develop a new 

doctrine for cyber interferences. In that context, requiring that cyber 

interferences amount to the disruption that this article labels doxfare, 

as an alternative element to coercion, seems to make more reason in 

the digital era. 

Almost thirty years ago, in her seminal work on “Politics Across 

Borders,” Lori Damrosch called for reevaluating the norm on non-

intervention “as applied to nonforcible efforts to influence another 

state’s internal politics.”146 Damrosch argued that certain 

transnational political activities are legitimate because they enhance 

the protection of common international values, such as political 

participation and, accordingly, reforming non-intervention would 

ensure that it is in line with recent developments in the concepts of 

international law as it pertains to individuals and their fundamental 

rights.147 However, Damrosch did not address whether such political 

activities are legitimate when intended solely to promote the 

                                                      
part of a campaign to coercively influence an outcome or course of conduct in the 

target state, the intrusion would not be properly characterized as an intervention”) 

146 Lori Damrosh, supra note 143, p. 1. 

147 Lori Damrosh, supra note 143, p. 49 (“in the absence of a valid domestic law 

to the contrary, influencing states could sponsor programs aimed at strengthening 

political institutions, assist candidates in obtaining media access, aid political 

parties through financial contributions or other forms of support, and otherwise 

exercise political influence not inconsistent with the internationally protected 

political rights of the target's citizens). 
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standing of the intervening power, while disrupting a legitimate 

political process in another State and violating notions of political 

participation and self-determination.. More recently, Damrosch 

admitted that, in the context of the DNC Hack, “[i]t’s always been 

something of a gray area to know what is benign influence in 

international and domestic politics, and what is prohibited 

intervention.”148 This seems to suggest that perhaps Damrosch’s 

initial argument does not extend to activities amounting to doxfare. 

Part of the gaps in international law in relation to doxfare is due 

to technology evolving much faster than our legal systems.149  In 

other words, the principle of non-intervention “failed to keep pace 

with technological advancements that render territorial limits 

irrelevant.”150 The implication is that States do not need coercive 

tools to unduly influence internal or external affairs of another State; 

the international rules should develop in a way that captures these 

changes.151 Changing notions of non-intervention are not 

unprecedented. During the nineteenth century, international law 

afforded States protection only of their territorial integrity. Not until 

the twentieth century did the scope of non-intervention expand to 

protect political independence.152  

                                                      
148 Uri Friedman, What the DNC Hack Could Mean for Democracy, THE 

ATLANTIC (Aug. 2, 2016), 

https://www.theatlantic.com/international/archive/2016/08/dnc-hack-russia-

election/493685.  

149 Ryan Jenkins, Is Stuxnet Physical? Does it Matter? 12(1) JOURNAL OF 

MILITARY ETHICS 68, 69 (2013).  

150 Simon Chesterman, Secret Intelligence, in MAX PLANCK ENCYCLOPEDIA OF 

PUBLIC INTERNATIONAL LAW (Rudiger Wolfrum ed.) para. 23 (2009).  

151 See Andrew Fletcher, Russian Hacking and the U.S. Election: Against 

International Law?, 38 MICH. J. INT'L. L. ONLINE (Sep. 29, 2016), 

www.mjilonline.org/russian-hacking-and-the-u-s-election-against-international-

law - (“Now countries can possibly disrupt the outcome of other countries’ 

elections without the need for physical coercion. This reality is most dangerous 

for democracies because elections are the means by which their governments or 

representatives are chosen. Barring advancements in cybersecurity that would 

render the issue moot, democracies must establish robust international laws and 

norms against using cyber-attacks to influence elections.”) 

152 JOHANNN-CHRISTOPH WOLTAG, CYBER WARFARE – MILITARY CROSS-

BORDER COMPUTER NETWORK OPERATIONS UNDER INTERNATIONAL LAW P. 116 

(2014). 
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Legal scholarship provides hints that, with recent developments 

in the twenty-first century, the idea of coercion might need to adjust, 

which would in turn change the scope of the norm on non-

intervention. For example, Sean Watts, a leading cyber warfare 

scholar, reframes coercion in the context of cyberspace. Whether 

coercion has occurred in cyberspace, he suggests, should be 

analyzed based on “the nature of state interests affected by a cyber 

operation, the scale of effects the operation produces in the target 

state, and the reach in terms of number of actors involuntarily 

affected by the cyber operation in question.”153 This approach 

emphasizes not whether the victim State was forced to decide a 

matter on which it is generally allowed to decide freely, but whether 

there was an attempt to affect protected State interests and the effects 

that such operation produces.154 This is somewhat of a shift from the 

traditional approach requiring “dictatorial” transnational influence 

for coercion and thus intervention.155 

Indeed, various voices calling for applying existing conceptions 

of non-intervention to activities such as the DNC Hack without 

taking into account the unique non-forceful and non-dictatorial 

aspects of cyber operations miss the point.156 Though these 

                                                      
153 See Sean Watts, supra note 100, p. 257. 

154 See Sean Watts, supra note 100, p. 257. 

155 See Sean Watts, supra note 100. 

156 See Steven Barela, Cross-Border Cyber Ops to Erode Legitimacy: An Act of 

Coercion, JUST SECURITY (Jan. 12, 2017), 

https://www.justsecurity.org/36212/cross-border-cyber-ops-erode-legitimacy-

act-coercion (arguing that foreign actors meddling in election processes, with the 

intention of delegitimizing them, are committing an act of coercion, because “the 

disruption of a free and fair election strikes at a sine qua non for the State.” The 

author adopts the consequentiality approach advanced by McDougal and 

Feliciano (see supra) and asks whether “disseminating true material can be 

considered coercion.” He answers that, even though the e-mails were authentic, it 

would still be a form of coercion due to the exfiltrated e-mails being used with the 

intention of manipulating “public opinion on the eve of elections” because the e-

mails were distributed to different outlets and delivered in a piecemeal manner to 

gain maximum impact. The author concludes that non-intervention should apply 

to the DNC Hack is plausible; however, the reasoning that that was a coercive 

cyber operation is not necessarily true.); Also see Brian Egan, International Law 

and Stability in Cyberspace, Speech at Berkeley Law - Nov. 10, 2016 

https://www.justsecurity.org/wp-content/uploads/2016/11/Brian-J.-Egan-
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commentators are making the case that non-intervention applies, 

there is nearly no analysis of the requirement of coercion, which, if 

not reevaluated, may pose a challenge in applying the norm on non-

intervention to non-forceful and non-dictatorial cyber operations. 

The notion of coercion does not translate well to cyberspace, 

because cyber operation could influence and lead to a desired 

outcome in the victim State, without being coercive. While nuclear 

weapons, for example, could pose a serious threat that could be 

leveraged for coercion, cyberspace could not be used in an identical 

manner, due to systematic differences between conventional 

weapons and covert cyber actions. In fact, some commentators 

argue that coercion in cyberspace must be secret to be credible and 

successful because “discussing or showcasing a [cyber] weapon 

effectively sacrifices it forever.”157 For example, if State A threatens 

to carry out a cyber-attack against State B unless State B adopts a 

decision favorable to State A, State A takes an immense risk that 

State B will “respond by hardening systems or even disconnecting 

them from the Internet.” Overt threats of cyberoperations thus 

become “useless since the method of entry and exploitation has been 

eliminated.”158 The non-forceful, non-dictatorial, and secretive 

nature of cyberoperations strengthens the notion that intervention 

must be re-examined or expanded. 

A. DOXFARE AS INTERVENTION 

Instead of determining whether intervention occurred based on 

coercion, intervention can be identified by the presence of doxfare. 

                                                      
International-Law-and-Stability-in-Cyberspace-Berkeley-Nov-2016.pdf (arguing 

that “a cyber operation by a State that interferes with another country’s ability to 

hold an election or that manipulates another country’s election results would be a 

clear violation of the rule of non-intervention. For increased transparency, States 

need to do more work to clarify how the international law on non-intervention 

applies to States’ activities in cyberspace.”156 Though, the main question of such 

cyber operation not being explicitly coercive was not addressed).  

157 Craigh Neuman and Michael Poznansky, Swaggering in Cyberspace: Busting 

the Conventional Wisdom on Cyber Coercion, WAR ON THE ROCKS (Jun. 28, 

2016),  https://warontherocks.com/2016/06/swaggering-in-cyberspace-busting-

the-conventional-wisdom-on-cyber-coercion/  

158 Craigh Neuman and Michael Poznansky, Swaggering in Cyberspace: Busting 

the Conventional Wisdom on Cyber Coercion, WAR ON THE ROCKS (Jun. 28, 

2016),  https://warontherocks.com/2016/06/swaggering-in-cyberspace-busting-

the-conventional-wisdom-on-cyber-coercion/ 
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Doxfare is where the cyber operation in question disrupted an 

ongoing internal or external process, while substantially violating 

political, economic, social, or otherwise protected, participation. An 

example would be a cyber operation that shuts down a certain 

economic activity or one that disrupts a computerized referendum 

process. There is no evident coercionin either of these scenarios, but 

there is a strong component of disruption of protected internal or 

external affairs, which should sufficiently substitute coercion in 

these instances to promote the sovereignty and control over these 

matters by the victim State. The ultimate question is whether the 

cyber operation resulted in interference in these protected internal 

and external affairs of the victim state, albeit it not being coercive. 

The logic behind this is that certain non-coercive acts can still 

threaten the same values protected by non-intervention, while 

causing comparable or even greater damage.159 

Current conceptions of intervention contain  a heavy over-

reliance on the notion of coercion, which does not necessarily suit 

the needs and challenges posed by the digital era. For example, the 

Tallinn Manual distinguishes between “coercion” and “persuasion, 

criticism, public diplomacy, propaganda, retribution, mere 

maliciousness,”160 which, according to the Manual, are acts of 

“influencing . . . the voluntary actions of the target State, or seek no 

action on the part of the target State.”161 This, however, does not 

address the notion of doxfare, which is not coercive per se, but 

includes more than State A having influence over State B. Although 

the Tallinn Manual gives a few relatively easy scenarios that do not 

qualify for the non-intervention principle, a few drafters claimed 

context and consequences of an act are required to determine 

                                                      
159 See Uri Friedman, What the DNC Hack Could Mean for Democracy, THE 

ATLANTIC (Aug. 2, 2016), 

https://www.theatlantic.com/international/archive/2016/08/dnc-hack-russia-

election/493685, in which Lori Damrosch argues that “It follows almost like a 

syllogism that non-forcible techniques that are equally intrusive should be equally 

prohibited. But because those techniques are so diffuse, it’s much harder to see 

any bright lines” 

160 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 21. 

161 Id. 
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whether a violation occurred.162 This disagreement is present in one 

example from the manual:  State A leaks  the domestic intelligence 

records by State B to create a political crisis within the victim State 

B,163 with the result that State B adopts a policy that it would not 

have adopted otherwise. Drafters were split about whether this was 

directly caused by the leak.164 Without explicit coercion, 

intervention is still debatable.  

In contrast, doxfare serves as an independent proof of 

intervention and the violation of non-intervention norms. Doxfare 

is, in many respects, a form of political sabotage carried out through 

cyberspace, with the purpose of disrupting an ongoing internal or 

external process that belongs to the host of matters upon which a 

State is allowed to decide freely.165 Not every information leak will 

qualify as doxfare because there needs to be some form of 

consequentiality, as argued by McDougal and Feliciano, that is 

attached to it.166 It is therefore argued that, if the process is 

successfully disrupted by a foreign power and through cyberspace, 

with severe domestic and international consequences for the victim 

State, and a multitude of actors involved and affected. These 

elements are certainly not a closed list, and they will have to be 

further developed through State practice, and evaluated on a case-

by-case basis. This is particularly true in a rapidly developing 

                                                      
162 Id. 

163 Id., Rule 66, Commentary 24. 

164 Id. 

165 Michael Schmitt, Grey Zones in International Law of Cyberspace, 42 YALE 

JOURNAL OF INTERNATIONAL LAW ONLINE 1, 7 (2017) (“These are matters that 

international law leaves to the sole discretion of the State concerned, such as the 

“choice of a political, economic, social and cultural system, and the formulation 

of foreign policy.” To illustrate, elections fall within the domaine réservé, such 

that using cyber means to frustrate them would raise issues of intervention. By 

contrast, purely commercial activities typically do not. Therefore, a State’s cyber 

operations that are intended to afford business advantages to its national 

companies would not amount to intervention. Between these extremes, the scope 

of domaine réservé is indistinct. For instance, States generally enjoy an exclusive 

right to regulate online communication in the exercise of its sovereignty. Yet, the 

point at which international human rights law, such as the rights to freedom of 

expression or privacy, takes domestic regulation beyond the confines of the 

domaine réservé remains unsettled.”) 

166 McDougal and Feliciano, supra note 141, p. 782.  
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technology context, where adversaries could potentially use new 

technologies in ways that circumvent traditional understanding of 

what constitutes and internationally wrongful act.  With these 

elements, doxfare is present and the norm of non-intervention has 

been violated.  

In the aftermath of the DNC Hack, I have argued that intent and 

invasiveness can better inform us about the gravity of the cyber 

operation, both from a technical and legal perspectives.167  

Intent is already considered by many to be a constitutive element 

of the norm on non-intervention.168 Some commentators submit that 

intent is not relevant, that coercion is the primary constitutive 

element of non-intervention.169 Given that cyberspace operations 

may not be immediately identified and analyzed for what they are,170 

and that inadvertent outcomes of regular cyberspace activities could 

happen,171 it is critical to factor in intent, since it may distinguish 

between acts that are actual interventions, as opposed to acts that 

                                                      
167 Ido Kilovaty, The Democratic National Committee Hack: Information as 

Interference, Just Security (Aug. 1, 2016), 

https://www.justsecurity.org/32206/democratic-national-committee-hack-

information-interference.   

168 Tallinn Manual 2.0, supra note 92, Rule 66, Commentary 27. 

169 See Sean Watts, supra note 100, p. 268.  

170 See Herbert Lin, Offensive Cyber Operations and the Use of Force, J. NAT’L. 

SEC. L. & POL. 63, 64 – (noting that cyber-attack and exploitation are mostly 

technically identical, and differ only in the payload (destructive or not) – “The 

primary technical difference between cyber attack and cyberexploitation is in the 

nature of the payload to be executed – a cyber attack payload is destructive 

whereas a cyberexploitation payload acquires information nondestructively. In 

addition, because a cyberexploitation should not be detected, the cyber operation 

involved must only minimally disturb the normal operating state of the computer 

involved. In other words, the intelligence collectors need to be able to maintain a 

clandestine presence on the adversary computer or network despite the fact that 

information exfiltrations provide the adversary with opportunities to discover that 

presence.”) 

171 See for example, Dimitar Kostadinov, The Attribution Problem in Cyber 

Attacks, INFOSEC INSTITUTE (Feb. 1, 2013), 

http://resources.infosecinstitute.com/attribution-problem-in-cyber-attacks/#gref. 

[“Civilians may also inadvertently launch a cyber attack”] 
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just appear to be interventions, but have no interventional intent 

behind them.172  

Invasiveness is another element that should be factored in, since 

it could give more indications as to the resources, in terms of time, 

knowledge, and money, invested by the perpetrator to mount the 

doxfare operation. This may assist in determining the severity of the 

interference and whether this is a prohibited intervention or a 

legitimate interference. Invasiveness is very much the difference 

between a hostile act, in which actual hacking takes place, 

penetrating into an IT system which holds the required data, and 

other forms of benign activities, such as requesting the information 

directly through the acceptable channels. This 

IV. THE CHALLENGES AHEAD 

Labeling doxfare as a violation of international law’s norm on 

non-intervention is perhaps one step towards a more restricted 

cyberspace playfield. However, it also presents new challenges in 

application. This part addresses three of the most difficult 

applications of doxfare: non-state actors who engage in doxfare, the 

retaliatory countermeasures regime, and disinformation and 

propaganda campaigns with an interventionist intent. 

A. UNGOVERNED NON-STATE ACTORS AND THE DIFFUSION OF 

POWER 

International law traditionally applies to affairs between States 

and, recently, between States and individuals in international human 

rights law. That would mean non-state actors are generally unbound 

by international law. Coupled with the idea of diffusion of power, 

this creates a danger of non-state actors engaging in cyber operations 

and even more threatening activities in cyberspace. As one 

commentator puts it, “[n]ear instant global communications . . . can 

place very small amounts of power in the hands of enormous 

numbers (billions) of people” and “place enormous financial, 

                                                      
172 For an opposing view, see Sean Watts, supra note 100, p. 268. For a discussion 

in the economic coercion context, see William Mattessich, Digital Destruction: 

Applying the Principle of Non-Intervention to Distributed Denial of Service 

Attacks Manifesting No Physical Damage, 54 COLUM. J. TRANSNAT'L. L. 873, 880 

(2016). 
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criminal and even destructive power in the hands of a very small 

number of technologically skilled people.”173 

The diffusion of power means States no longer have a monopoly 

over cyberspace, and more non-state entities are becoming involved 

in cyberspace activities on a large scale.174 This diffusion challenges 

the conceptual underpinnings of international law, which assumes 

that international law’s relevancy and applicability to States, and 

primarily States, since States are the creators and enforcers of 

international law.175 Joseph Nye aptly summarized it by saying, 

“[a]nyone from a teenage hacker to a major modern government can 

do damage in cyber space.”176 While States will remain the 

dominant actor on the world stage, they will find the stage far more 

                                                      
173 Paul Cornish, Deterrence and the Ethics of Cyber Conflict 1, 4, in ETHICS AND 

POLICIES FOR CYBER OPERATIONS (Taddeo and Glorioso eds., 2017).  

174 Joseph S. Nye, Jr., Cyber Power, Essay from The Future of Power in the 21st 

Century, p. 9 (2010), http://belfercenter.ksg.harvard.edu/files/cyber-power.pdf 

pp. 1, 4 (“States will remain the dominant actor on the world stage, but they will 

find the stage far more crowded and difficult to control. A much larger part of the 

population both within and among countries has access to the power that comes 

from information… the barriers to entry in the cyber domain are so low that non-

state actors and small states can play significant roles at low levels of cost. In 

contrast to sea, air and space, “cyber shares three characteristics with land warfare 

– though in even greater dimensions: the number of players, ease of entry, and 

opportunity for concealment…On land, dominance is not a readily achievable 

criterion.”21 While a few states like the United States, Russia, Britain, France, 

and China are reputed to have greater capacity than others, it makes little sense to 

speak of dominance in cyber space as in sea power or air power. If anything, 

dependence on complex cyber systems for support of military and economic 

activities creates new vulnerabilities in large states that can be exploited by non 

state actors.”) 

175 See Kubo Macak, Is The International Law of Cyber Security in Crisis? 8th 

INT’L CONF. ON CYBER CONFLICT (2016) (“What matters is whether, and to what 

extent, states will reclaim their traditional central legislative role. Their conduct 

in the next few years will determine whether we will observe a gradual demise of 

inter-State governance of cyberspace or a fundamental recalibration of legal 

approaches with states taking centre stage once again. If they want to ensure that 

the existing power vacuum is not exploited in a way that might upset their ability 

to achieve their strategic and political goals, states should certainly not hesitate 

too long.”).  

176 Joseph S. Nye, Jr., Cyber Power, Essay from The Future of Power in the 21st 

Century, p. 9 (2010), http://belfercenter.ksg.harvard.edu/files/cyber-power.pdf.  
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crowded and difficult to control.177 However, States who hire the 

services of hackers or armed groups to attack another State will still 

be accountable and responsible for an internationally wrongful 

act.178 The main non-state threat would be non-state groups acting 

on their own behalf, carrying out powerful cyber operations, which 

may also be in the form of doxfare. 

This may be resolved, in part, by applying the principle of due 

diligence. The principle provides that even if a State was not 

complicit in an internationally wrongful act by non-state actors 

residing in its territory, the victim State could still demand that the 

harboring State take reasonable measures to cease the act. The 

principle, in other words, requires that States not allow the use of 

their territory to carry out cyber operations against other States.179 

This principle dates to the Corfu Channel decision, in which the ICJ 

ruled that States are under an obligation “not to allow knowingly 

[their] territory to be used for acts contrary to the rights of other 

States.”180 In addition, better international cooperation and threat 

intelligence sharing will prevent and deter potential non-state 

attacks, that is, in the preventive sense, rather than retaliatory.181  

B. COUNTERMEASURES 

The legal regime of countermeasures allows a victim State to 

respond to an internationally wrongful act, with many possible 

retaliatory tools.182 Countermeasures represent “measures that 

                                                      
177 Id., at 1. 

178 Art. 8, International Law Commission, Draft Articles on State Responsibility 

for Internationally Wrongful Acts (2001). 

179 Tallinn Manual 2.0, supra note 92, Rule 6 – (“A State must exercise due 

diligence in not allowing its territory, or territory or cyber infrastructure under its 

governmental control, to be used for cyber operations that affect the rights of, and 

produce serious adverse consequences for, other States.”) 

180 Corfu Channel (Albania v. United Kingdom) (Merits) ICJ Reports (1949), p. 

22. 

181 See generally Nicolo Bussolati, The Rise of Non-State Actors in Cyberwarfare, 

in CYBER WAR: LAW AND ETHICS FOR VIRTUAL CONFLICTS (Ohlin, Govern, 

Finkelstein eds.),  

182 See Art. 1-3, International Law Commission, Draft Articles on State 

Responsibility for Internationally Wrongful Acts (2001). 
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would otherwise be contrary to the international obligations of an 

injured State vis-à-vis the responsible State, if they were not taken 

by the former in response to an internationally wrongful act by the 

latter in order to procure cessation and reparation.”183 

Countermeasures are problematic in the context of cyberspace, 

because certain prerequisites could prevent the victim State from 

responding to a violation in real-time, and also due to the risk of 

escalation. That is, even if we characterize doxfare as an 

internationally wrongful act, it will not necessarily clarify the 

enforcement and retaliation questions. 

Certain commentators argue countermeasures in the form of 

“active defenses,” that attempt to target and neutralize the source of 

a cyber-attack are problematic because they can cause escalation.184 

Although countermeasures must be proportionate and necessary in 

relation to the initial internationally wrongful act,185 they still 

require the identification of the perpetrator and ensuring no harm is 

caused unrelated to the initial cyber-attack.186 This typically 

comprises a two-step determination: (1) whether the act was an 

internationally wrongful act, and (2) whether this internationally 

wrongful act could be attributed to a State. While this paper argues 

that doxfare may be considered a violation of the norm on non-

intervention, it remains to be established, in every case, that there 

was a State orchestrating the act.187 There is also a concern that these 

                                                      
183 See International Law Commission, Draft Articles on State Responsibility for 

Internationally Wrongful Acts and Commentary, p. 128, Chapter II, Commentary 

1 (2001).  

184 Oona Hathaway, The Drawbacks and Dangers of Active Defense, 6th INT’L. 

CONF. ON CY. CONFLICT 39, 41 (2014), 

https://ccdcoe.org/cycon/2014/proceedings/d2r1s5_hathaway.pdf.  

185 See Art. 51-52, International Law Commission, Draft Articles on State 

Responsibility for Internationally Wrongful Acts (2001). 

186 See Hathaway, supra note 184, p. 47. 

187 See Katharine Hinkle, Countermeasures in the Cyber Context: One More 

Thing to Worry About, 37 YALE J. INT’L. L. ONLINE 11, 17 (in the context of the 

Estonia cyber-attacks, observing that “the apparent wrongfulness of the attacks 

themselves does not establish that Russia was their “author.” Attribution is 

notoriously difficult in the cybercontext, and the Estonia case is no exception. 

Initial claims that the Russian government coordinated the attacks quickly gave 
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countermeasures may not even be effective enough to induce 

compliance with international law, a fundamental requirement of the 

regime of countermeasures.188  

Another substantial challenge in relation to countermeasures is 

that the injured State is legally required to ask the responsible State 

to cease its violation189 and to inform the latter of any 

countermeasures the former intends to undertake.190 However, the 

countermeasures regime recognizes that, sometimes, urgent 

countermeasures are required and therefore allows them.191 These 

urgent countermeasures are susceptible to overuse in the cyberspace 

context, due to the rapid and unexpected nature of cyber 

operations.192 This may lead to an elevation in the danger of 

escalation. 

The challenges of ineffective countermeasures and fear of 

escalation may be partially mitigated by “collaboration between 

technical experts and international lawyers”193 that will ensure non-

escalatory measures in response to any violation of the norm on non-

intervention. Also, better cooperation between States and law 

enforcement authorities globally will ensure peaceful means of 

                                                      
way to intimations that it (at most) tacitly supported the civilian perpetrators. Such 

circumstantial evidence is treacherous ground upon which to base 

countermeasures, as a state would be fully liable for any error in judgment.”) 

188 Hathaway, supra note 184, p. 46-47. 

189 Article 52(1)(a), International Law Commission, Draft Articles on State 

Responsibility for Internationally Wrongful Acts (2001) (hereinafter – “ILC Draft 

Articles”).  

190 Id., Art. 52(1)(b) of the ILC Draft Articles – “notify the responsible State of 

any decision to take countermeasures and offer to negotiate with that State.” 

191 Id., Art. 52(2) of the ILC Draft Articles, provides that “injured State may take 

such urgent countermeasures as are necessary to preserve its rights.” 

192 See Katharine Hinkle, Countermeasures in the Cyber Context: One More 

Thing to Worry About, 37 YALE J. INT’L. L. ONLINE 11, 17 (2011) – the nature of 

cyber-force weighs in favor of an injured state resorting rapidly, and with broad 

discretion, to countermeasures. Because cyber-attacks are often both unexpected 

and capable of significantly impairing critical infrastructure, they are more likely 

to be viewed as “emergency scenarios” justifying reasonable state discretion in 

employing countermeasures. 

193 See Hathaway, supra note 184, p. 50.  
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dispute resolution are given priority over forceful responses.194 This 

would not necessarily solve the fundamental complexity of the law 

on countermeasures in the context of cyberspace, and perhaps an 

adaptation to cyberspace would eventually be inevitable. 

C. DISINFORMATION & PROPAGANDA CAMPAIGNS 

Doxfare is not a broad enough concept to include disinformation 

and propaganda, both of which are on the rise in cyberspace. These 

are sometimes referred to as “subversive interventions”195 acts by a 

State, such as propaganda “with the intention of influencing the 

situation in another State.”196 This might be a prohibited 

intervention if it seeks to interfere in the domestic or external affairs 

of a State by enticing a civil strife or possible armed conflict. 

However, the challenge is that disinformation campaigns and 

propaganda will become pervasive, resulting in dissemination of 

false information, and possibly leading to dangerous scenarios. 

Reflexive control theory teaches us interventions may be subtler 

and more strategic than we would anticipate. This could further 

suggest, even if doxfare is illegal under the norm of non-

intervention, States will find other methods of influencing each 

other’s internal or external affairs. Propaganda and other 

sophisticated disinformation campaigns may become the new form 

of intervention, devoid of coercion or disruption components, since 

these will most likely focus on subconscious influences. States are 

likely to adopt certain norms on cyberspace conduct, though 

disagreements may persist. At this point, international law does not 

                                                      
194 Ido Kilovaty & Itamar Mann, Towards a Cyber Security Treaty, JUST 

SECURITY (Aug. 3, 2016), https://www.justsecurity.org/32268/cyber-security-

treaty (In which we argue that adopting the Chemical Weapons Convention model 

to cyberspace might mitigate many of the threats we are facing today – “such a 

treaty will advance cyber-peace and cooperation between states.”) 

195 see Philip Kunig, Intervention, Prohibition of, OXFORD PUBLIC 

INTERNATIONAL LAW (last updated April 2008). 

196 see Philip Kunig, Intervention, Prohibition of, OXFORD PUBLIC 

INTERNATIONAL LAW (last updated April 2008). 
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have a clear doctrine on disinformation and propaganda, and further 

inquiry and State practice would be required. 

V. CONCLUSION 

Cyberspace allows society to communicate, trade, research, and 

share information on a global scale. This increased interdependence 

comes at the cost of increased threats and legal-political challenges 

that cannot be easily resolved.197 This article expands the existing 

conception of intervention to argue that interference through 

cyberspace lacking a coercive element may still be wrongful. Such 

interference may be Doxfare—that is, State-sponsored massive 

doxing of politically sensitive and confidential information, with the 

intent to disrupt legitimate, and protected, internal and external 

affairs of a State. As demonstrated in this article, the absence of 

coercion does not mean that a cyber operation is not interfering 

unduly with the internal or external affairs of the victim State. 

Expanding intervention to include doxfare remedies this limitation.  

Treating doxfare as prohibited intervention will solve part of the 

problem with harmful transnational cyber activities, though some 

second-order questions will require further development, 

particularly questions of attribution, enforcement, and 

countermeasures. However, there is substantial value in labeling 

certain harmful cyber operations as prohibited interventions, as this 

might raise the price-tag associated with a possible violation. 

International law is very much a creation of States, who reach a 

consensus on certain contentious legal issue. It is ultimately up to 

States to attain a robust multilateral agreement on the rights, duties, 

and boundaries of State activity in cyberspace.  

                                                      
197 See Christopher Joyner and Catherine Lotrionte, Information Warfare as 

International Coercion: Elements of a Legal Framework, 12 E. J. Int’l. L. 825, 

826 (“the technology-intensive Information Age brings with it opportunities for 

‘cyber-crime’, ‘cyber-war’ or, as more aptly put, the prosecution of ‘information 

Warfare’”).  
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I. INTRODUCTION 

In December 2014, hackers broke into U.S. Office of Personnel 
Management (OPM) computers and stole sensitive data, including 
the personal information of approximately four millions federal 
employees.1 The data included social security numbers, e-mail 
addresses, job performance reviews,2 and even security clearance 

                                            
1.  Ellen Nakashima, Chinese Breach Data of 4 Million Federal Workers, 

WASH. POST (June 4, 2015), http://www.washingtonpost.com/world/national-
security/chinese-hackers-breach-federal-governments-personnel-
office/2015/06/04/889c0e52-0af7-11e5-95fd-d580f1c5d44e_story.html. 

2.  Brian Bennett & Richard Serrano, Chinese Hackers Sought Information 
to Blackmail U.S. Government Workers, Officials Believe, L.A. TIMES (June 5, 
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applications.3 According to U.S. officials, the immediate suspect was 
China.4 Certain experts went as far as to suggest that China may be 
collecting intelligence in preparation for a future attack against the 
United States5 and that this hack “involve[d] the greatest theft of 
sensitive personnel data in history.”6 The Chinese government 
denied allegations, stating that the accusations were “not responsible 
and counterproductive”7 and that the OPM hack was a criminal 
matter.8  

Cyberspace allows individuals and groups, as well as states, to 
collect massive amounts of information, both openly and 
clandestinely. While espionage per se is far from a new phenomenon 
in inter-state relations, cyber espionage is a relatively new extension 
of that phenomenon.9 Peacetime espionage operations are carried 

                                            
2015, 3:52 PM), http://www.latimes.com/nation/la-na-government-cyberattack-
20150605-story.html#page=1. 

3.  Theodore Schleifer & Evan Perez, Hackers May Have Stolen Applications 
for Security Clearances, CNN (June 13, 2015, 2:53 PM), 

http://www.cnn.com/2015/06/12/politics/security-clearance-chinese-hackers. 
4.  Matt Spetalnick & David Brunnstrom, China in Focus as Cyber Attack 

Hits Millions of U.S. Federal Workers, REUTERS (June 5, 2015, 4:03 AM), 
http://www.reuters.com/article/2015/06/05/us-cybersecurity-usa-

idUSKBN0OK2IK20150605. 
5.  Kevin Liptak, Theodore Schleifer & Jim Sciutto, China Might be Building 

Vast Database of Federal Worker Info, Experts Say, CNN (June 6, 2015, 9:38 
AM), http://www.cnn.com/2015/06/04/politics/federal-agency-hacked-personnel-

management.  
6.  Michael Adams, Why the OPM Hack is Far Worse Than You Imagine, 

LAWFARE (Mar. 11, 2016, 10:00 AM), https://www.lawfareblog.com/why-opm-
hack-far-worse-you-imagine.   

7.  Eyder Peralta, China Says U.S. Allegations That It Was Behind 
Cyberattack Are 'Irresponsible', NPR (June 5, 2015, 5:25 PM), 
http://www.npr.org/sections/thetwo-way/2015/06/05/412190405/china-says-u-s-
allegations-that-it-was-behind-cyberattack-are-irresponsible. 

8.  Paul Carsten and Mark Hosenball, China's Xinhua says U.S. OPM Hack 
was not State-Sponsored, REUTERS (Dec. 2, 2015), 
http://www.reuters.com/article/us-china-usa-cybersecurity-

idUSKBN0TL0F120151202.  
9.  Simon Chesterman, The Spy Who Came in from the Cold War: 

Intelligence and International Law, 27 MICH. J. INT’L. L. 1071, 1072 n.2 (2006) 
(citing 1 ENCYCLOPEDIA OF INTELLIGENCE AND COUNTER-INTELLIGENCE xv 

(Rodney P. Carlisle ed., 2005) (giving the example of the Chinese military 
strategist Sun Tzu’s The Art of War from about 500 B.C.E. as an early work 
discussing espionage). Some even trace it back to the times of Pharaoh Ramses, 

circa 1274 B.C. See Katharina Ziolkowski, Peacetime Cyber Espionage – New 
Tendencies in Public International Law, in PEACETIME REGIME FOR STATE 

ACTIVITIES IN CYBERSPACE 425, 425 (Katharina Ziolkowski ed., 2013) (referring 

to TERRY CROWDY, THE ENEMY WITHIN: A HISTORY OF ESPIONAGE 15 (2006)). 
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out by a considerable number of states on a daily basis,10 and cyber 
espionage comprises an increasing share of this activity.11 While 
international law does not define or explicitly prohibit espionage,12 
the majority of domestic legal systems criminalize foreign espionage, 
whereas international law tolerates such activities.13 In other words: 
“Espionage is nothing but the violation of someone else’s laws.”14 

This divergence between domestic and international legal 
systems has sparked widespread academic debate.15 Meanwhile, 
growing reliance on the Internet and information systems led to the 
emergence of cyber espionage, which added to the debate.  

Cyber espionage represents a relatively new method of inter-
state spying and data collection, which is similar, but not identical, 
to traditional espionage. The legal uncertainty surrounding 
espionage is magnified in the cyber context. Cyberspace allows for 
more nuanced operations, and concepts of attribution, 
accountability, damage assessment, and prevention become 
somewhat fuzzy. Cyber espionage capabilities, as well as the absence 
of consistent and overt state practice relating to the use of these 
capabilities, therefore pose an even greater challenge to legal 
frameworks that were ambiguous to begin with. 

The purpose of this article is to unveil the uncertainties and gaps 
within international law with respect to cyber espionage, and to 
propose an approach that applies different international legal norms 
and principles to various types of cyber espionage operations, 
depending on their nature and context. First, this article will 
introduce the concept of cyber espionage, define its terminological 
boundaries, and provide real-world examples of peacetime cyber 

                                            
10.  Christian Czosseck, State Actors and their Proxies in Cyberspace, in 

PEACETIME REGIME FOR STATE ACTIVITIES IN CYBERSPACE 1, 14 (Katharina 
Ziolkowski ed., 2013).  

11.  Pete Warren, State-Sponsored Cyber Espionage Projects Now Prevalent, 
Says Experts, THE GUARDIAN (Aug. 30, 2012 6:54 AM), 
http://www.theguardian.com/technology/2012/aug/30/state-sponsored-cyber-

espionage-prevalent. 
12.  Christopher Baker, Tolerance of International Espionage: A Functional 

Approach, 19 AM. U. INT'L. L. REV. 1091, 1093-95 (2003). 
13.  See Chesterman, supra note 10, at 1072. 
14.  U.S. Intelligence Agencies and Activities: Risks and Control of Foreign 

Intelligence: Hearings Before the H. Select Comm. on Intelligence, Part 5, 94th 

Cong. 1767 (1975) (statement of Mitchell Rogovin, Special Counsel to CIA 
Director). 

15.  See generally John Radsan, The Unresolved Equation of Espionage and 
International Law, 28 MICH. J. INT'L L. 595 (2006); Geoffrey Demarest, Espionage 
in International Law, 24 DENV. J. INT’L L. & POL’Y 321 (1995). 
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espionage. Second, it will provide and analyze the different norms 
and principles of international law applicable to espionage and 
cyber espionage, including sovereignty, non-intervention, and the 
prohibition on the use of force. Third, this article will introduce the 
contextual approach, which distinguishes between cyber espionage 
operations carried out for political purposes and cyber espionage 
operations carried for economic or other purposes.  

II. CYBER ESPIONAGE – OLD PURPOSE, NEW MEDIUM 

Defining “cyber espionage” is complicated because any 
definition is prone to becoming outdated almost instantaneously. No 
universal definition exists because there is no consistent and long-
standing state practice or international cyber-treaty. While it is 
unlikely that such a treaty will be adopted in the near future,16 many 
experts (including the author of this article) have argued that a treaty 
following the Chemical Weapons Convention model would make 
sense.17 

However, other regional treaties related to cyberspace are 
currently in force, such as the Council of Europe (CoE) Convention 
on Cybercrime, which obligates signatories to adopt legislative and 
other measures to prohibit certain activities in cyberspace.18 As a 
relevant example, the CoE Convention requires that signatories 
adopt domestic laws criminalizing the intentional “interception 
without right, made by technical means, of non-public transmissions 

                                            
16.  See Jack Goldsmith, Cybersecurity Treaties: A Skeptical View, KORET-

TAUBE TASK FORCE ON NAT’L SEC. & LAW 12 (2011), 

http://media.hoover.org/sites/default/files/documents/FutureChallenges_Goldsmit
h.pdf (“the fundamental clash of interests concerning the regulation of electronic 
communications, the deep constraints the United States would have to adopt to 

receive reciprocal benefits in a cybersecurity treaty, and the debilitating 
verification problems will combine to make it unfeasible to create a cybersecurity 
treaty that purports to constrain governments.”). Compare with Should There be 
an International Treaty on Cyberwarfare?, U.S. NEWS (June 8, 2012, 4:00 PM), 
http://www.usnews.com/debate-club/should-there-be-an-international-treaty-on-
cyberwarfare (noting that 6 out of 7 experts argued that there should not be a 

treaty on cyber warfare, for various reasons). See also Phillip A. Johnson, Is It 
Time for a Treaty on Information Warfare?, 76 INT’L L. STUD. 439 (2002). 

17.  See Ido Kilovaty & Itamar Mann, Towards a Cyber-Security Treaty, 
JUST SECURITY (Aug. 3, 2016, 5:07 PM), https://www.justsecurity.org/32268/cyber-
security-treaty. See also Louise Arimatsu, A Treaty for Governing Cyber-
Weapons: Potential Benefits and Practical Limitations, in 2012 4TH INT’L CONV. 

ON CYBER CONFLICT 91 (C. Czosseck, R. Otis & K. Ziolkowski eds., 2012).  
18.  Council of Europe, Convention on Cybercrime, Nov. 23, 2001, E.T.S. 

No. 185, available at https://www.coe.int/en/web/conventions/full-list/-

/conventions/rms/0900001680081561. 
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of computer data to, from or within a computer system.”19 
Unfortunately, the CoE Convention is focused on creating domestic 
criminal laws rather than setting international norms and standards 
for the regulation of cyber espionage. Nonetheless, the CoE 
Convention does provide some guidance on “trans-border access to 
stored data” by clarifying that parties may access stored computer 
data in another party’s territory when that data is either publicly 
available or when the “lawful and voluntary consent” of the 
authorized person has been obtained.20 

A. Defining Cyber Espionage 

For the purposes of this article, cyber espionage will be defined 
as “[t]he science of covertly capturing e-mail traffic, text messages, 
other electronic communications, and corporate data for the 
purpose of gathering national-security or commercial intelligence,” 
or for other nationally sensitive, intelligence, for political ends.21 This 
definition may require an update as cyber operations become more 
nuanced and sophisticated in the future. 

There are four elements within this definition. First, the act must 
be covert, meaning that it should be without the awareness or 
consent of the entity being spied upon.22 This is not to say that the 
act will remain covert, as it could be discovered by the victim or 
disclosed by the perpetrator.23 The hack on the Democratic National 
Committee illustrates how an intelligence gathering operation was 
disclosed by the hackers leaking the information on WikiLeaks.24 

                                            
19.  Id. at art. 3.  
20.  Id. at art. 23.  
21.  This definition was first introduced by Seymour M. Hersh, The Online 

Threat: Should We Be Worried About a Cyber War?, THE NEW YORKER (Nov. 
1, 2010), http://www.newyorker.com/magazine/2010/11/01/the-online-threat. Also, 
this definition was adopted by Oona Hathaway et al., The Law of Cyber-Attack, 
100 CAL. L. REV. 817, 829 n. 48 (2012). For the purposes of this article, this 
definition was slightly modified to capture the national security aspect of cyber 
espionage. 

22.  See Simon Chesterman, Secret Intelligence, MAX PLANCK ENC. OF PUB. 
INT’L LAW 2011, available at 
http://opil.ouplaw.com/oxlaw/search?conr=Chesterman,%20Simon (click on 

“Secret Intelligence”) (Jan. 2009). 
23.  There are instances where the perpetrator spied, then leaked the 

intelligence collected, e.g. the DNC Hack, infra. See also April Glaser, Here’s 
What We Know About Russia and the DNC Hack, WIRED (Jul. 27, 2016, 9:30 
AM), https://www.wired.com/2016/07/heres-know-russia-dnc-hack/.  

24.  Andrea Peterson, WikiLeaks Posts Nearly 20,000 Hacked DNC Emails 
Online, WASHINGTON POST (July 22, 2016), 

64



48 COLUM. SCI. & TECH. L. REV. [Vol. XVIII 

 

Second, there must be a process of “capturing,” meaning 
interception or observation of the data. Third, the data includes, but 
is not limited to, e-mail traffic, text messages, electronic 
communications, and non-public digitalized data. The data must be 
important to some country’s national security or interests. The final 
element is intent – the act must be carried out for political purposes, 
rather than, for instance, commercial or criminal purposes.25 

There are additional definitions provided both by official state 
authorities and cybersecurity scholars. For example, the U.S. Cyber 
Operations Policy (“PPD-20”) terms cyber espionage as “cyber 
collection,” defining it as “operations and related programs or 
activities conducted . . . in or through cyberspace, for the primary 
purpose of collecting intelligence . . . from computers, information 
or communications systems, or networks with the intent to remain 
undetected.”26  

Herbert Lin, a prominent cybersecurity policy expert, uses the 
term “cyberexploitation” to denote cyber espionage, defining it as:  

the use of actions and operations – perhaps over an extended 
period of time – to obtain information that would otherwise 
be kept confidential and is resident on or transiting through 
an adversary’s computer systems or networks. 
Cyberexploitations are usually clandestine and conducted 
with the smallest possible intervention that still allows 
extraction of the information sought.27 

 

Even the U.N. General Assembly expressed concern that 
“[information] technologies and means can potentially be used for 
purposes that are inconsistent with the objectives of maintaining 
international stability and security and may adversely affect the 
security of States.”28 The General Assembly invited all Member 
States to inform the Secretary-General as to the “[d]efinition of basic 
notions related to information security, including unauthorized 

                                            
https://www.washingtonpost.com/news/the-switch/wp/2016/07/22/wikileaks-posts-
nearly-20000-hacked-dnc-emails-online/.  

25.  For a comprehensive analysis of economic cyber espionage, see 

Christina Skinner, An International Law Response to Economic Cyber Espionage, 
46 CONN. L. REV 1165 (2014). 

26.  Presidential Policy Directive 20, https://fas.org/irp/offdocs/ppd/ppd-

20.pdf.  
27.  Herbert S. Lin, Offensive Cyber Operations and the Use of Force, 4 J. 

OF NAT’L SEC. & POL’Y 63, 63 (2010). 
28.  G.A. Res. 53/70, at 2 (Jan. 4, 1999). 
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interference with or misuse of information and telecommunications 
systems and information resources.”29 

 Many additional definitions exist.30 These definitions, however, 
do not touch upon the political context in which they occur. In 
today’s geopolitical landscape, context is essential to determine 
whether and how a specific cyber operation violates international 
law. 

B. The Technology of Cyber Espionage 

 The technicalities of cyber espionage are essential to the 
understanding of this new medium of intelligence collection. To 
carry out a cyber espionage operation (or a cyber-attack operation), 
a spy or attacker must gain access to the targeted computer. This 
means that the operation takes place through the use of the Internet 
(for remote access) or through the use of hardware, such as USB 
drivers (for close access in air gapped or otherwise isolated 
networks).31 Most cyber operations are carried out by accessing and 

                                            
29.    Id.   
30.  See Katharina Ziolkowski, Peacetime Cyber Espionage – New 

Tendencies in Public International Law, in PEACETIME REGIME FOR STATE 

ACTIVITIES IN CYBERSPACE 425, 429 (Katharina Ziolkowski ed., 2013) (proposing 
the definition of cyber espionage as “the copying of data that is publicly not 

available and which is in wireless transmission, saved or temporarily available on 
IT-systems or computer networks located on the territory or area under the 
exclusive jurisdiction of another State by a State organ, agent, or otherwise 

attributable to a State, conducted secretly, under disguise or false pretences, and 
without the (presumed) consent or approval of the owners or operators of the 
targeted IT systems or computer networks or of the territorial State. Copying 

includes also the temporary copying of data into the random access or virtual 
memory of an IT-system for the purpose of mere visualization or acoustic 
exemplification of (e.g., voice over IP) data. The copying of data saved or 

temporarily available on IT-systems or computer networks located on the territory 
or area under exclusive jurisdiction of the copying State is covered by this 
definition only if the data is protected under public international law”). See also 
THE TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO CYBER 

WARFARE 193 (Michael N. Schmitt ed., 2013) (providing a cyber espionage 
definition in an armed conflict context: “any act undertaken clandestinely or 

under false pretences that uses cyber capabilities to gather (or attempt to gather) 
information with the intention of communicating it to the opposing party.”); Irving 
Lachow, Cyber Terrorism: Menace or Myth?, in CYBERPOWER AND NAT’L SEC. 

437, 440 (Franklin D. Kramer et al. eds., 2009) (“the use of information technology 
systems and networks to gather information about an organization or a society 
that is considered secret or confidential without the permission of the holder of 

the information”). 
31.    Owens et al., Technology, Policy, Law, and Ethics Regarding U.S. 

Acquisition and Use of Cyberattack Capabilities, Booklet, Computer Science and 

Telecommunications Board 1, 3 (2009), 
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taking advantage of a vulnerability in a system.32 An individual 
carrying out a cyber operation must access such a vulnerability (also 
known as an “imperfection” or “loophole”) within a target’s system, 
then eventually deliver a payload.33 Hackers can also gain access by 
using social engineering methods such as spear phishing, that is, 
targeting a specific user with access privileges within a specific 
organization.34 

The payload is a particular malware that is inserted in the target’s 
computer system, which is made possible due to a vulnerability.35 
In other words, it is a deliberate action that is carried out when a 
vulnerability is exploited, and it can take many forms – such as a 
destructive virus or a Trojan horse that grants full access to the target 
computer’s system.36 This process is often referred to as “cyber 
exploitation,”37 although certain entities characterize it as a 
“cyberattack”38 (though this is not the term used by this article). 

 The payload is a required component in any sort of cyber 
operation, be it a cyber-attack with the purpose of disrupting a 
certain network of computers or cyber espionage with the purpose 
of obtaining information from the target’s computers.39 In fact, the 
main difference between cyber espionage and a cyber-attack is the 
type of malware implanted in the target’s computer system.40 Cyber 
espionage’s payload might be a Trojan horse41 that collects 

                                            
http://sites.nationalacademies.org/cs/groups/cstbsite/documents/webpage/cstb_050
541.pdf.  

32.  NAT’L RES. COUNCIL, TECHNOLOGY, POLICY, LAW, AND ETHICS 

REGARDING U.S. ACQUISITION AND USE OF CYBERATTACK CAPABILITIES 81 
(William A. Owens, Kenneth W. Dam & Herbert S. Lin eds., 2009). 

33.  Id.  
34.  FBI, Spear Phishing – Angling to Steal Your Financial Info (Apr 1, 2009), 

https://archives.fbi.gov/archives/news/stories/2009/april/spearphishing_040109.  
35.  See MARCO ROSCINI, CYBER OPERATIONS AND THE USE OF FORCE IN 

INTERNATIONAL LAW 18 (2014).  
36.  NAT’L RES. COUNCIL, supra note 32, at 88.  
37.  See Charles Croom, The Cyber Kill Chain: A Foundation for a New 

Cyber Security Strategy, 6(4) HIGH FRONTIER 52, 54 (2010), 
http://www.sldinfo.com/wp-content/uploads/2012/12/AFD-101019-079.pdf 

(defining exploitation as “[t]riggering of the attacker’s code. Most often, the 
weapon exploits an application or operating system vulnerability. It might simply 
exploit the user by persuading him to open an executable attachment, or leverage 

a feature of the operating system that auto-executes code”).  
38.    NAT’L RES. COUNCIL, supra note 32, at 89.  
39.  Robert D. Williams, (Spy) Game Change: Cyber Networks, Intelligence 

Collection, and Covert Action, 79 GEO. WASH. L. REV. 1162, 1184 (2011). 
40.  Id.  
41.  See What is a Trojan Virus?, Kaspersky Lab, 

http://usa.kaspersky.com/internet-security-center/threats/trojans (Trojans are 
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information, while cyber-attacks usually use payloads consisting of a 
worm or virus that disrupts a system’s activity,42 causing it to 
malfunction or even break down. The technical similarity between 
cyber espionage and cyber-attacks is one of the complicating factors 
in the choice of a suitable legal framework applicable to an 
incident.43 As one expert aptly observed: “The difference between 
cybercrime, cyber-espionage, and cyberwar is a couple of 
keystrokes. The same technique that gets you in to steal money, 
patented blueprint information, or chemical formulas is the same 
technique that a nation-state would use to get in and destroy 
things.”44 

C. Cyberspace, Society, and the State 

 Cyber espionage, and cyberspace activities in general, occur 
in a specific technological trend. The information revolution, a 
phenomenon that incrementally disseminated the use of information 
and communication technologies (ICTs),45 sparked the trend of 
nations becoming increasingly dependent upon cyber infrastructure 
in their day-to-day activities.46 Computer systems now appear in 
business activities, vehicles, air traffic control, the energy sector, and 
more.47 As a result, any vulnerability in the critical infrastructures 
that allows hostile cyber operations can be immensely harmful and 
detrimental to the functioning of the state.48  

 Apart from the growing national dependency on information 
and communication technologies, it is essential to take into account 
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42.  Williams, supra note 40, p. 1184. 
43.  Id. 
44.  Tom Gjelten, Cyber Insecurity: U.S. Struggles to Confront Threat, NPR 

(Apr. 6, 2010, 12:00 AM), 
http://www.npr.org/templates/story/story.php?storyId=125578576.  

45.  See Mariarosaria Taddeo, An Analysis for A Just Cyber Warfare, in 4th 
INT’L CONF. ON CYBER CONFLICT 209, 210 (Katharina Ziolkowski et al. eds., 
2012).  
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WAR 12 (2012). 
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(2012). 

48.  See DAVE CLEMENTE, CYBER SECURITY AND GLOBAL 

INTERDEPENDENCE: WHAT IS CRITICAL? 7 (2013). 
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the fact that computer systems are massively interconnected, rather 
than isolated.49 A particular computer system exchanges traffic 
regularly with other computers globally, thereby relying on the 
proper functioning of other computer systems. If a computer on a 
network fails to operate, it could create a ripple effect with 
tremendous negative consequences.50 Such interconnectedness is a 
universal phenomenon, suggesting that one disrupted critical 
computer system may affect other, dependent computer systems.51 

 Warfare itself is also changing. If traditional warfare implied 
military forces clashing directly or indirectly via kinetic weapons, 
modern warfare implies subtler, less “forceful” methods. Cyber 
warfare represents this new variety. A study on cyber warfare 
suggested that it includes “(1) web vandalism, (2) disinformation 
campaigns, (3) gathering secret data, (4) disruption in the field and 
(5) attacks on critical national infrastructure.”52 With the possible 
exception of (5), this list indicates that warfare has shifted from 
“hard” warfare to “soft” warfare. In today’s warfare, the spread of 
disinformation over the Internet can be used as a strategic tool 
between conflicting states, not just the physical destruction of 
military targets. This is sometimes referred to as the “weaponization 
of information.”53 

 That is not to say that “soft” warfare is less serious or 
threatening than the “hard” warfare of the past. Many would agree 
that the value of data surpasses the value of physical devices. For 
example, the contact information, text messages, and photos on an 
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why-critical-infrastructure-protection-regulation-is-critical/ (citing Michael Chertoff: 
“[I]n an interconnected and interdependent world, the failure of one part of the 
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average smartphone are likely more valuable than the hardware to 
the phone’s owner. Because data is more valuable than its physical 
counterparts, international law should adapt to protect data for the 
sake of its intrinsic societal value. International law has not yet 
adapted to this reality, however, and cyber espionage keeps 
occurring due to the misconception that it is an extension of 
traditional espionage. 

 These tendencies and recent cyber incidents have motivated 
states to increase cyberspace militarization efforts.54 The U.S., 
Russia, China, Israel, and France are at the top of the competition 
as the main cyber espionage perpetrators.55  Surprisingly, countries 
such as Iran,56 North Korea57 and Belarus58 have also emerged as 
significant cyber powers considered to have cyber offensive 
capabilities.   

Unlike traditional espionage, which primarily occurs in the 
territory of the state being spied upon,59 cyber espionage is not 
geographically limited. It frequently takes place remotely and 
instantaneously.60 It also enables massive infiltrations of information 
that would be impossible using traditional methods of espionage.61 
These characteristics complicate effective deterrence against 
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(Katharina Ziolkowski et al. eds., 2012). 
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Economic Interests, SCIR (June 26, 2013), http://scir.org/2013/06/the-emerging-
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espionage because spies are no longer present in the territory of the 
spied state, making cyber espionage more appealing than traditional 
espionage to some.62  

 To better understand how cyber espionage occurs in the real 
world, this article will next analyze cases of peacetime cyber 
espionage activities, namely, the DNC Hack, GhostNet, Shady Rat 
and Flame. 

1. The DNC Hack 

In July 2016, WikiLeaks released nearly 20,000 e-mails belonging 
to Democratic National Committee’s top officials, in which the 
officials humiliated and criticized Senator Bernie Sanders. These e-
mails strengthened Sanders supporters’ charge that the Democratic 
Party favored Secretary Hillary Clinton.63 Robby Mook, the 
campaign chief for Clinton, suggested that Russia was behind the 
hack “for the purpose of helping Donald Trump.”64 Many other 
cybersecurity experts pointed the finger at Russia, and even the US 
government itself acknowledged that it believed Russia to be behind 
the DNC hack.65 This is not the first time that sensitive e-mails have 
been leaked to the public with the intent to intervene in international 
politics. Almost two weeks before the DNC hack, WikiLeaks 
published nearly 300,000 e-mails belonging to Turkish President 
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Recep Tayyip Erdogan’s political party following the failed coup 
against him.66  

 There are three important and novel details about the DNC 
hack. First, it was comprised of an immense volume of data 
exfiltration. As many as 20,000 e-mails were collected, allegedly by 
Russia, a volume unimaginable using traditional espionage methods. 
Second, the hackers apparently intended to influence the U.S. 
presidential election for their own ends. Third, the information 
collected in the DNC hack was leaked, meaning that Russia 
deliberately distributed it and made it public.  

2. GhostNet 

GhostNet was a Trojan horse that primarily targeted 
governments in South and Southeast Asia, but was found in 103 
countries.67 One-third of the 1,295 computers it infected were 
characterized as sensitive computers at ministries, embassies and 
international organizations.68 The Munk Center for International 
Studies at the University of Toronto investigated GhostNet at the 
request of the office of the Dalai Lama, the Tibetan leader.69 

The perpetrators obtained contact and other information from 
the infected computers, which helped spread the Trojan horse 
through e-mails that appeared to be from reliable senders.70 
GhostNet was a covert, hard-to-detect espionage system, which 
gained full control of infected computer systems.71 

The Information Warfare Report claims that the identities and 
motives of the perpetrators are still unknown; however, China has 
been improving its cyberspace capabilities tremendously during the 
last two decades72 with the main purpose of bolstering its position in 
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the global political and economic order.73 In fact, the involvement 
of the Chinese government was established in another report, which 
investigated the intrusions to the office of the Dalai Lama.74 The 
Chinese government denied its involvement in the GhostNet 
incident.75 

While GhostNet was used primarily for the purpose of obtaining 
intelligence, the Trojan Horse mechanism provided full control over 
infected computers. GhostNet could disrupt the proper functionality 
of the infected computers and manipulate resident information 
within these systems. GhostNet is an example of how cyber 
espionage and cyber-attacks are similar in many ways, and it 
demonstrates how difficult it is to distinguish between the two in real 
time.  

3. Shady Rat 

The methods of operation in Shady Rat were quite astounding. 
Shady Rat’s malicious code was hidden inside digital images, e-
mailed to various targets, and eventually triggered the installation of 
a Trojan horse.76 The specific commands were invisible to the 
computer user,77 and many firewalls did not stop its installation, 
particularly because firewalls are often configured to allow image 
files to pass as part of HTTP traffic.78 After its installation, the Trojan 
horse allowed the attackers to remotely command the infected 
computers.79  
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 At least one leading cybersecurity expert has publicly 
claimed that China is behind Shady Rat;80 however, some other 
experts were not as specific, and only claimed that there is a state 
actor behind Shady Rat without naming any state.81 China is viewed 
as the actor behind this espionage operation mainly because targets 
had information valuable to Beijing.82 China itself did not comment 
on the allegations.83 

4. Flame 

It is unclear when Flame started operating, but it was first 
reported in 2010, and “circumstantial evidence” suggests that it 
began as early as 2007.84  The main targets of Flame were Middle 
Eastern countries, including Iran, which had the highest number of 
infected computer systems, followed by Israel, Sudan, Syria, 
Lebanon, Saudi Arabia, and Egypt.85 

Flame was so complex and advanced that experts believe a state 
must be behind the worm, either directly or otherwise.86 Some allege 
that the United States and Israel are behind Flame,87 because they 
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previously used another, similar worm called Stuxnet to target Iran’s 
cyber infrastructure.88 However, the United States and Israel never 
assumed responsibility for Flame, and, unlike Stuxnet, Flame did 
not distribute itself automatically to other computers – its distribution 
was limited.89 Additionally, if the allegations regarding the identity 
of the perpetrators are true, then there is much more space and 
incentives for cooperation between states than initially imagined. 

D.  The DNC Hack, GhostNet, Shady Rat and Flame – Different 
Operations, Same Story 

All four espionage operations collected information from 
sensitive computer systems and were able to operate for a prolonged 
period of time before they were discovered and treated. As viruses, 
worms, and Trojan horses become more sophisticated and evasive 
every day, it is increasingly challenging to respond to them efficiently 
and promptly in real time, particularly when these operations exploit 
a “zero day vulnerability.”90 

Moreover, all four espionage operations were allegedly carried 
out by state actors, which demonstrates that states are deeply 
involved in intelligence gathering for national security purposes. 
Cyber espionage for the purposes of national security is far more 
hostile than the collection of trade secrets because while trade secrets 
are usually relevant only to commercial competition, snooping for 
military secrets suggests intent beyond mere spying. For instance, 
cyber spies may collect information in preparation for future 
conflicts, including armed conflict. The U.S. government itself 
recognizes that distinction, but reached a different conclusion than 
the one presented in this article, namely that national security-related 
espionage is legitimate, while commercial cyber espionage is not.91 
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This distinction calls for a comprehensive analysis of current 
international law norms and principles, and whether such norms are 
effective at regulating inter-state cyber espionage.  

III. PEACETIME ESPIONAGE AND INTERNATIONAL LAW – IS THERE A 

DEFINITIVE ANSWER? 

A.  The Legality Argument 

While the laws of armed conflict address wartime espionage,92 
peacetime espionage has not received explicit attention from any 
area of international law.93 Judging from Grotius’ landmark De Jure 
Belli Ac Pacis, wartime espionage is “beyond doubt permitted by 
the law of nations.”94 It is unclear, however, whether such a decisive 
assertion would apply to peacetime espionage. Espionage is 
permissible during armed conflict because of the reduced respect 
for sovereignty and territorial integrity.95 Interestingly, the 
Additional Protocol I to the Geneva Convention provides that a spy 
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in an armed conflict shall be treated as a prisoner of war if he or she 
was in a uniform of the armed forces while engaging in espionage.96 
In addition, a member of the armed forces who engaged in 
espionage is untouchable once he rejoins his armed forces upon 
completion of his mission.97 However, the analogy of rejoining the 
armed forces in a cyber espionage setting is unclear because cyber 
spies need not leave the safety of their own territory in the first place. 

In contrast, most of the scholarship on peacetime espionage 
focuses on general applications of international legal norms that 
constrain inter-state activities.98 Indeed, most jurisdictions prohibit 
and prosecute acts of espionage, mainly to discourage such acts and 
to create a price for undertaking them.99 However, domestic 
prohibitions of espionage, even as widespread as they are, do not 
create a violation under public international law.100 

The main legality argument contends that international law 
simply does not ban the use of espionage in inter-state relations.101 
In fact, the argument goes even further – peacetime espionage is 
inherent to the function of a state, and it has been used massively 
throughout history, up to the point that peacetime espionage has 
become part of a consistent state practice.102 In Kurt Singer’s clever 
words: “[T]here has never been a war without spies, and there never 
has been a peace in which spies have not engaged in preparations 
for a future war.”103  

Another argument is more responsive to the illegality argument 
discussed below. The legality of peacetime espionage, according to 
this argument, is based on the right of anticipatory or preemptive 
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103.  Richard A. Falk, Foreword to ESSAYS ON ESPIONAGE AND 

INTERNATIONAL LAW, at v (Roland J. Stranger ed., 1962) (quoting Kurt D. Singer, 
THREE THOUSAND YEARS OF ESPIONAGE: AN ANTHROPOLOGY OF THE WORLD’S 

GREATEST SPY STORIES vii (1948)). 
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self-defense frameworks.104 These frameworks represent a broad 
interpretation of the right to self-defense.105 States conduct peacetime 
espionage operations to collect intelligence, potentially about an 
imminent armed attack against the spying state, therefore enhancing 
the spying state’s ability to prepare for self-defense actions and 
safeguard its national security.106 

This justification was used in the 1960 “U-2 incident”, when an 
American U-2 spy plane was shot down while conducting espionage 
over the Soviet Union.107 The then-Secretary of State defended the 
operation by saying that “the Government of the United States 
would be derelict to its responsibility not only to the American 
people but to free peoples everywhere if it did not, in the absence 
of Soviet cooperation, take such measures as are possible unilaterally 
to lessen and to overcome this danger of surprise attack.”108 From 
1950 to 1969, at least 22 aircraft suspected of spying were shot down, 
mostly by the U.S.S.R.109 It is important to note that arguments for 
preemptive self-defense are often dismissed as inconsistent with 
Article 51 of the UN Charter, which limits the inherent right of self-
defense to only apply “if an armed attack occurs.”110 The right to 
preemptive self-defense was, for example, debated in relation to the 
2003 U.S. invasion of Iraq.111 Anticipatory self-defense is generally 
more accepted when an armed attack is imminent, meaning that it 
is almost certain that the armed attack will occur. In other words, 
the difference between “preemptive” and “anticipatory” is mainly a 
question of imminence, which is required to justify self-defense 
measures.112 
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105.  Baker, supra note 13, at 1095. 
106.  Id. 
107.  Wright, supra note 96, at 17-18. 
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(1988), p. 144.  
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110.  See U.N. Charter art. 51.  
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Law, 28 MICH. J. INT’L L. 595, 604 (2007). 
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States have often used new technologies for espionage purposes. 
Two relevant domains in which technology allowed for espionage 
are the sea and outer space.113 Resorting to a different body of 
international law, maritime law, might assist in determining whether 
international law prohibits cyber espionage. As an analogy, Article 
19(2)(c) of United Nations Convention on the Law of the Sea 
(UNCLOS)114 provides that “any act aimed at collecting 
information” would be “prejudicial to the peace, good order or 
security of the coastal State.”115 This prohibition extends only to the 
twelve nautical miles of territorial sea of the coastal state, meaning 
that spying is only legitimate when it takes place more than 12 miles 
away from the target state, which suggests that cyber espionage is 
similarly permissible due to its remoteness.116 Similarly, the Outer 
Space Treaty, which provides that the Outer Space is not subject to 
“national appropriation by claim of sovereignty”, does not prohibit 
the use of satellites for intelligence collection purposes.117 

Oftentimes the legality argument is also based on the 1961 
Vienna Convention on Diplomatic Relations (VCDR), which, 
according to a prominent information warfare expert, “explicitly 
recognizes the well-established right of nations to engage in 

                                            
113.  See Russell Buchan, The International Legal Regulation of State-

Sponsored Cyber Espionage, in INTERNATIONAL CYBER NORMS: LEGAL, POLICY 

& INDUSTRY PERSPECTIVES, 65, 66 (2016), 
https://ccdcoe.org/sites/default/files/multimedia/pdf/InternationalCyberNorms_Ch
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opened for signature Dec. 10, 1982, 1833 U.N.T.S. 397, 
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116.  Id. at 23. Article 3 of UNCLOS provides that “Every State has the right 

to establish the breadth of its territorial sea up to a limit not exceeding 12 nautical 
miles, measured from baselines determined in accordance with this Convention”. 

117.  Treaty on Principles Governing the Activities of States in the 

Exploration and Use of Outer Space, Including the Moon and Other Celestial 
Bodies, Jan. 27, 1967, 610 U.N.T.S. 205, 
http://www.unoosa.org/pdf/publications/ST_SPACE_061Rev01E.pdf. See also 
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espionage during peacetime.”118 Since both the VCDR and the 
customary international law pertaining to diplomatic relations grant 
immunity to diplomats, the risks of espionage are lowered since 
states are incentivized to collect information through their diplomatic 
missions.119 This risk decrease is associated with spying diplomats 
who will be declared persona non grata and expelled while regular 
spies will be prosecuted and punished with accordance to the 
criminal law in the spied state legal system.120 

As it relates to cyber espionage, there are no cyber-treaty or 
universal cyber norms that permit or prohibit the use of cyber 
espionage for inter-state intelligence collection. Because 
international law is a legal system that requires a breach of definitive 
norms to assume state responsibility, it appears that cyber espionage 
is legal, unless expressly prohibited in the future.121 

B.  The Illegality Argument 

Some experts believe that peacetime espionage operations 
interfere with the principle of sovereignty.122 Specifically, this refers 
to territorial sovereignty, which guarantees nations protection from 
physical intrusions.123 Those who view peacetime espionage as the 
most severe of inter-state activities argue that these are proscribed 
“uses of force” within the meaning of Article 2(4) of the U.N. 
Charter.124 This argument focuses on peacetime espionage being 
“against the territorial integrity or political independence”125 of a 
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119.  Radsan, supra note 112, at 595, 598-599.  
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Intelligence Collection, 5 J. NAT’L. SEC. L. & POL’Y. 180, 198 (2011). 
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state, given its intrusive nature.126 Additionally, espionage preceding 
an armed attack could be regarded as a threat to use force.127 In 
contrast, it is argued that the prohibition on the use of force was not 
intended to limit non-forceful inter-state operations.128 A softer 
version of this argument simply holds that peacetime espionage 
would be a violation of the norm of peaceful cooperation between 
states.129 

One caveat to the use of force argument is that its invocation has 
traditionally required kinetic effects comparable to military force.130 
Therefore, cyber espionage alone does not qualify.131 However, in 
certain circumstances, cyber espionage could constitute a threat to 
use force.132 

Although not all peacetime espionage operations cause kinetic 
consequences that qualify as “forceful,” peacetime espionage could 
arguably violate the customary principle of non-intervention.133 The 

                                            
126.  Ziolkowski, supra note 30, at 432. 
127.  Forcese, supra note 123, at 198. 
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offend the principle of peaceful cooperation of states.” 
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COMMENTARY 210 (2nd ed. 2002).  
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HOUSE (Feb. 28, 2007), 
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principle of non-intervention is based on the idea of sovereign 
equality, as suggested by Article 2(7) of the U.N. Charter: “Nothing 
contained in the present Charter shall authorize the United Nations 
to intervene in matters which are essentially within the domestic 
jurisdiction of any state.”134 The U.N. General Assembly also 
provided its own strict view of the principle of non-intervention in 
its landmark Declaration on Friendly Relations and Co-operation 
Among States.135 It was later reaffirmed in the General Assembly’s 
Declaration on the Inadmissibility of Intervention.136 

Espionage might indeed constitute a prohibited form of 
intervention; however, in most cases peacetime espionage would 
lack the “coercive” factor.137 Covert espionage operation might be 
so well concealed that it will not have any tangible effects on the 
spied-upon state.138 

Finally, some consider espionage to be a violation of territorial 
sovereignty.139 The landmark Lotus decision by the Permanent 
Court of International Justice laid down the fundamental principle 
that, in the absence of an explicit international law prohibition of a 
specific conduct, “every State remains free to adopt the principles 
which it regards best and most suitable.”140 Espionage was usually 
carried out by the physical presence of the spies or spying tools 

                                            
134.  See U.N. Charter art. 2 ¶ 7.   
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within the land, airspace or territorial sea of the spied state.141 It is 
unclear, however, whether electronic intrusion could be equated 
with physical intrusion and invasion.142 

According to the illegality argument, peacetime cyber espionage 
would be a violation of international law. But as will be discussed in 
this article, cyber espionage’s novelty calls for a new approach. 

C.  Reconciling the Legal and Illegal Arguments – Is There an Explicit 
Answer? 

It is difficult to conclude whether espionage is clearly legal or 
illegal under international law. Both arguments have merit, and due 
to the lack of explicit black letter law on the matter, it would be 
neither possible nor wise for this article to adopt either stance. 
Therefore, this article will address the legality of cyber espionage in 
relation to the context in which it occurs.  

IV. PEACETIME CYBER ESPIONAGE – A CALL FOR A NEW 

APPROACH? 

Five characteristics distinguish cyber espionage from traditional 
espionage. First, cyber espionage is highly efficient, since it allows 
access to massive amounts of data, which was not achievable under 
traditional espionage means.143 While espionage in the traditional 
sense was limited in scope, cyber espionage offers access to 
databases that contain tremendous amount of data and metadata. 
This makes cyber espionage more efficient than traditional 
espionage. Additionally, growing national dependency on cyber 
infrastructure and the information stored within makes cyber 
espionage a tempting course of action for states.144 One expert goes 
so far as to claim that the type of massive intelligence collection 
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cyber espionage enables was previously only possible with military 
occupation.145 Today, it seems, the cyberspace contains 
unprecedented amounts of information.146 Although not a clear 
example of cyber espionage, the case of CIA’s whistleblower 
Edward Snowden demonstrates how massive amounts of data are 
easily accessible through the use of computers and how easy it is to 
publicly circulate this data through the Internet.147 Snowden’s leak 
could not have been achieved without the use of computer systems 
and the Internet, which allowed the exfiltration of an immense 
volume of data. Incidents like the Snowden leaks never happened 
before the emergence of, and massive reliance on, information and 
communication technologies. 

Second, due to its similarity to cyber-attacks in the method of 
operation, it is difficult to distinguish in real time between cyber 
espionage, which does not end up with kinetic consequences, and 
cyber-attacks, which tend to have disruptive, kinetic effects.148 Cyber 
espionage operations require the same active hacking tools that 
cyber-attacks do, and from the victim’s perspective, distinguishing 
between the two may be perplexing.149 Both cyber espionage 
operations and cyber-attacks are computer exploitations that take 
advantage of vulnerabilities in computer systems, or gain 
unauthorized access to the system. The only technical difference 
between the two is in the character of the payload.150  
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techniques. Network accesses and cyber spying capabilities may be just as capable 

84



68 COLUM. SCI. & TECH. L. REV. [Vol. XVIII 

 

  Third, while traditional espionage was criminalized in most 
legal systems, prosecuted in the territory of the spied state, and 
punished heavily, cyber espionage is carried out remotely, so it is 
difficult to prosecute and punish perpetrators (the “deterrence 
problem”).151 However, deterrence is not only difficult due to the 
remoteness, but also due to the anonymity that characterizes many 
cyber incidents.152 

Fourth, cyber espionage provides easy access not only to 
superpowers’ computer systems, but also to those of small states and 
non-state actors, such as hacktivist groups and armed militias.153 The 
recent pro-Islamic State cyber-attacks against 19,000 French websites 
showcase the ease of access to cyber espionage and cyber-attack 
tools by armed groups.154 It is believed that over 120 countries in 
1996 possessed the capabilities of carrying out computer attacks at 
this level.155 All of those distinguishing factors pose a great threat to 
national security and set cyber espionage apart from traditional 
espionage.156 Cyber espionage does not make weaker states or non-
state actors superior to traditionally powerful states, but it is definitely 
narrowing the gap in military power between states.  

Fifth, cyber espionage enables the leaking of collected 
intelligence, as the world recently witnessed in the DNC hack and 
other similar operations.157 This type of transformation makes cyber 
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espionage distinct, since it does not remain solely in the hands of the 
spy, but is being spread and disseminated throughout the world. The 
implication is that sensitive information capable of harming 
individuals, organizations, and democratic values is under constant 
threat of being stolen and leaked.  

International law, particularly the principles and norms 
discussed in the second section of this article, is often general and 
broad, allowing existing international laws to address and apply to 
new threats.158 However, cyber espionage is truly sui generis, 
requiring a new approach that tackles its distinctiveness directly. In 
this regard, it is critical to note that cyber espionage being sui generis 
does not mean that there is a lacuna within international law with 
regard to cyber espionage, but that cyber espionage is distinct from 
traditional espionage and requires a special treatment within the 
confines of international law. 

A.  Cyber Espionage as Hostile Intent 

Some experts grapple with cyber espionage by proposing a new 
category of cyber espionage operations, namely those that 
demonstrate “hostile intent.”159 This approach seeks to isolate cyber 
espionage incidents that target sensitive computer systems, such as 
“early warning or military command and control systems, missile 
defense computer systems, and computers that maintain the safety 
and reliability of a nuclear stockpile.”160 

Naturally, this “hostility” in cyber espionage could lead to the 
conclusion that a particular act of cyber espionage is a threat to use 
force.161 Such a threat would be a violation of Article 2(4) of the 
U.N. Charter, which prohibits not only the actual use of force, but 
also the threat to use force.162 This assertion is based on two 
premises. First, cyber espionage targets sensitive information, 
particularly the information resident in national security targets, 
which indicates that the motivation of the perpetrators is to collect 
intelligence for a prospective cyber-attack or military operation 
against the spied-upon state. Second, the exploitation that made the 
cyber espionage possible, given that the target of espionage is indeed 
sensitive, could be construed as a threat to abuse that exploitation 
for more severe attacks. In other words, if an exploitation in the 
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computer systems of a nuclear plant is abused by another state for 
espionage, that could indicate that the spying state might exploit that 
flaw to conduct more severe cyber-attacks in the future.163 

At this point, the volume of possible scenarios that fall within the 
scope of the threat to use of force prohibition is very limited. It is 
also important to note that labeling a cyber espionage operation as 
a “threat to use force” does not invoke the right to self-defense 
enshrined in Article 51 of the U.N. Charter. Self-defense is 
applicable only “when an armed attack occurs,” and a simple threat 
to use force, or actual use of force which does not meet the armed 
attack threshold, would not trigger self-defense. Applying the label 
of “threat to use force” to cyber espionage could deter the spying 
state, since it suggests that if the spying does take place, the spying 
state will be held responsible for an internationally wrongful act.164 
The implication is that victim states will not be eligible for acting in 
self-defense. At most, they will be entitled to engage in 
countermeasures due to a violation of international law on the 
attacking state’s behalf.165 

B.  Cyber Espionage as Coercion 

Intelligence collection could be used not only for purposes of 
future conflict, but also as a method to coerce a state into a policy 
decision that it would not otherwise pursue.166 Cyber espionage 
could constitute a method of coercion if the information obtained 
from the operation is used to intervene in the internal or external 
affairs of the spied state.167 The DNC hack is a good demonstration 
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of that, with Russia leaking sensitive information to influence a 
fundamental democratic process – presidential election.  

Non-intervention (or non-interference) is a well-established 
customary international law having great relevance to cyber 
espionage operations.168 Non-intervention partially overlaps with 
Article 2(1) of the UN Charter, which provides “the principle of the 
sovereign equality of all its Members.”169 The International Court of 
Justice attempted to clarify the boundaries of “intervention” by 
arguing that intervention is wrongful when it amounts to coercion.170 
Cyber espionage operations that end up being coercive by the 
spying state will violate the principle of non-intervention. The main 
difference between the non-intervention framework and the threat 
to use force framework as they relate to cyber espionage is that the 
first deals with politically or economically coercive acts by the spying 
state, while the latter deals with intelligence collection for an 
upcoming attack. 

Responsibility for a prohibited intervention will not justify 
military response. It could, under certain conditions, justify 
countermeasures.171 Yet again, discouraging cyber espionage under 
the non-intervention principle could, to some degree, prevent the 
use of cyber espionage for coercive purposes. 

C.  Cyber Duck or Cyber Rabbit?172 – Diminishing the Peacetime-Wartime 

Dichotomy through the Contextual Approach 

As suggested above, the weakness of the espionage and 
international law discourse until today is that it focused on a very 
dichotomous understanding of the applicable legal frameworks. 
Although this very article is guilty of expressly using the misleading 
and contradictory term “peacetime cyber espionage,” this distinction 
does not serve any purpose in today’s world, given the complexity 

                                            
168.  See Id. at ¶ 202 (“The principle of nonintervention involves the right of 

every sovereign State to conduct its affairs without outside interference; though 

examples of trespass against this principle are not infrequent, the Court considers 
that it is part and parcel of customary international law.”) 

169.  U.N. Charter art. 2, ¶ 1. 
170.  See Nicaragua v. United States, supra note 134, at ¶ 205. 
171.  See generally G.A. Res. 56, Supplement No. 10 (A/56/10) Report of the 

International Law Commission Chapter II on Countermeasures of the Draft 

Articles on Responsibility of States for Internationally Wrongful Acts (2001).  
172.  This title was inspired by Rosa Brooks’ piece on “Duck-Rabbit and 

Drones.” Rosa Brooks, Duck-Rabbit and Drones: Legal Indeterminacy in the War 
on Terror, 25 STAN. L. POL’Y REV. 301 (2014). 
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of recent conflicts and cyber operations.173 The term “peaceful” is 
misleading because it denotes a benign phenomenon, while in 
reality “peacetime” is a term of art that indicates applicability of 
international law, excluding laws of war. 

The purpose of this section is to propose a new approach to 
cyber espionage, which previous writings on espionage failed to 
provide. For example, a recent paper on the status of peacetime 
cyber espionage provided that surveillance without direct injury to 
people or property would not reach the threshold of the use of force 
paradigm and that “intrusion into another state’s systems by 
breaching firewalls and cracking passwords fails to violate 
nonintervention.”174 This permissive approach, though advanced by 
various scholars, does not provide guidelines for future cyber 
espionage operations, which might yield slightly different 
consequences or occur in a new context, for example during a 
presidential election. This article also seeks to refute the notion that 
cyber espionage or exploitation is “not governed by international 
law at all.”175 The contextual approach, as its name suggests, seeks 
to address cyber espionage in the context in which it occurs. The 
previous sub-sections’ discussions of hostile-intent cyber espionage 
and coercive cyber espionage lay the foundations for the contextual 
approach.  

This approach uses a continuum of possible context of cyber 
incidents, which differ in their severities and applicable legal 
frameworks. The following spectrum provides a graphical 
illustration of the concept behind the approach: 

                                            
173.  See Rosa Brooks, War Everywhere: Rights, National Security Law, and 

the Law of Armed Conflict in the Age of Terror, 153 U. PA. L. REV. 675, 675 
(2004) (“Both international and domestic law take as a basic premise the notion 
that it is possible, important, and usually fairly straightforward to distinguish 

between war and peace, emergencies and normality, the foreign and the domestic, 
the external and the internal . . . [T]hese binary distinctions are no longer 
tenable.”). 

174.  Christopher Yoo, Cyber Espionage or Cyber War? International Law, 
Domestic Law, and Self-Protective Measures, 15-3 U. PA.  PUB. L. & LEGAL 

THEORY RES. PAPER SERIES 8 (2015). 
175.  Id. at 26. 
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One side of the spectrum, “unfriendly act,” potentially 
denotes a low intensity, non-politically motivated cyber 
operation, which could constitute a cyber-crime,176 which is 
subject at most times to the domestic criminal law and 
extradition procedures, and under certain conditions would be 
treated under the auspices of the Budapest Convention on 
Cybercrime, which among other things, obligates state parties to 
domestically criminalize unauthorized access to computer 
systems.177 The second extreme, “threats to use force,” are 
politically motivated acts that collect militarily or politically 
sensitive intelligence, and could also escalate to a “cyber-attack,” 
by yielding kinetic destructive consequences, such as death or 
injury to persons or damage to objects, leading to an actual use 
of force.178  

A particular cyber espionage operation could be located at any 
point on the spectrum – The novelty of this approach to cyber 
espionage is in that it takes into the account the context – the 
motivations of the perpetrators, the actual and expected effects, as 
well as the identity of the target and its importance to the overall 
network, when assessing the proper legal framework. For example, 
cyber espionage against a non-sensitive target with no coercive 
subsequent use would be at most a violation of territorial 

                                            
176.  See Hathaway, supra note 22, at 832-835. 
177.  As of May 9, 2015, 45 state parties have ratified the Budapest 

Convention on Cybercrime, mostly Council of Europe Member States and non-
members such as the U.S., Australia and Japan. Article 2 of the Budapest 

Convention reads: “Each Party shall adopt such legislative and other measures as 
may be necessary to establish as criminal offences under its domestic law, when 
committed intentionally, the access to the whole or any part of a computer system 

without right. A Party may require that the offence be committed by infringing 
security measures, with the intent of obtaining computer data or other dishonest 
intent, or in relation to a computer system that is connected to another computer 

system.” Convention on Cybercrime art. 2, opened for signature Nov. 23, 2001, 
T.I.A.S. No. 13,174. 

178.  See TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO 

CYBER WARFARE, supra note 30, at 45-52. See also Schmitt, supra note 131, at 288. 
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sovereignty, or even an unfriendly act,179 depending on the gravity 
of consequences and identity of the targeted computer system. 
However, politically motivated cyber espionage that targets sensitive 
computer systems will be treated as a threat to use force. Naturally, 
the share of cyber espionage operations that reach the threat to use 
force level of gravity is extremely low, but under certain 
circumstances is possible. In the aftermath of the DNC hack, the 
author of this article (among others) has argued that a new approach 
for non-intervention in the context of cyber espionage is required. 
In that approach, the intent and intrusiveness of a cyber operation 
are analyzed to determine its degree of coerciveness, which is a key 
factor in the norm of non-intervention.  

What matters, therefore, is the context in which such espionage 
operations take place. For example, we want to encourage 
information regarding torture practices in an armed conflict to 
become public for the sake of protection of human rights. That 
would be an espionage operation legitimate under international law, 
as the context and intent suggest that the information is highly 
important for the protection of human rights. At the same time, we 
should not tolerate foreign actors who use intrusive cyber operations 
to disrupt an ongoing political process or intimidate political 
communities. Distinguishing between the two cases may be difficult 
at times, but the identity of the actors involved, the timing, context, 
and even the type of operation employed can all tip the scales in 
one direction or the other. States should clarify the acceptable 
bounds of cyber espionage before more incidents take place 
because it may be very difficult to apply the norm of non-
intervention to difficult future cases. 

Another important factor in the contextual approach is that it 
does not use outdated peacetime-wartime distinctions. The only 
characteristics the contextual approach uses to value different cyber 
espionage incidents are severity, identity of the target, and the actual 
and intended use of the intelligence. The question of peacetime or 
wartime does not bear any relevance to the overall evaluation using 
the contextual approach. 

The first factor of the contextual approach is the target of the 
cyber incident. In other words, the applicability of international law 
norms depends on the strategic value of the target. This, in fact, is 

                                            
179.  DAGMAR RICHTER, MAX PLANCK ENC. OF PUB. INT’L LAW (Rudolf 

Bernhard & Peter Macalister-Smith eds., 2003) defines “unfriendly act” as follows: 
“An ‘unfriendly act’ is a conduct (act or omission) of a subject of international law 
which inflicts a disadvantage, disregard or discourtesy on another subject of 

international law without violating any legal norm.” 

91



2016] WORLD WIDE WEB OF EXPLOITATIONS 75 

 

not a novel factor in relation to cyber warfare. A 1998 study on 
Information Warfare and International Law attempted to map cyber 
threats within three criteria: physical destructiveness, physical 
intrusiveness, and character of target.180 The identity of the target 
gains particular emphasis from scholars who argue that the mere 
intrusion into a “critical infrastructure” target constitutes a hostile 
intent and even a use of force.181 A prominent proponent of this 
approach (colloquially referred to as the “target-based approach”182) 
argued that espionage into “early warning or command and control 
systems, missile defense computer systems, and other computers that 
maintain the safety and reliability of a nuclear stockpile” 
demonstrates hostile intent, and that in these cases “the necessity of 
self-defense may be instant, overwhelming and leaving no choice of 
means, and no moment for deliberation.”183 This, however, is not 
the conclusion advanced by this article. The identity of the target is 
only one factor, and does not, in itself, give rise to the right to self-
defense. 

The identity of the target can range from the computers of 
individuals, private corporations, or military contractors, to critical 
civil infrastructure and military systems. The characterization of a 
cyber espionage operation will depend upon the target’s identity – 
whether such target is essential to the national security and the 
proper functioning of that state.  

The second factor is the actual and intended use of the 
intelligence gathered. As the continuum suggested by this article 
indicates, the use can be anything from curiosity (no use) to coercion 
(mild degree of use) to hostility (severe degree of use). This step in 
the evaluation seeks to determine (1) how the information obtained 
was used, if at all; (2) whether the actual and intended use of the 
intelligence is to coerce the targeted state (i.e., to force that state to 
make certain choices or intervene in that state’s core policy choices, 
whether social, economic or political); and (3) whether the actual 
and intended use of the information obtained is to carry out an 
attack (cyber or non-cyber) against the target state (i.e., utilizing the 
location of military targets, weapon stockpiles, munitions factories 
and more). Since this evaluation is most likely to be done ex post, 

                                            
180.  Lawrence Greenberg et al., INFORMATION WARFARE AND 

INTERNATIONAL LAW 5-6 (1998), 
http://www.dodccrp.org/files/Greenberg_Law.pdf.  

181.  SHARP, supra note 119, at 129 – 131. 
182.  Reese Nguyen, Navigating Jus Ad Bellum in the Age of Cyber Warfare, 

101 CAL. L. REV 1079, 1119 (2013). 
183.  SHARP, supra note 119, at 130.  
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the “intended use” could be determined upon examination of the 
quality of intelligence obtained, which could be either useless for 
hostile acts, such as private information of soldiers or which could 
be effective and useful for an attack, such as the exact locations of 
weapon stockpiles and military camps. 

The DNC Hack, for example, took place in a very close and 
dramatic presidential election process. It was allegedly carried out 
by Russia, a country that has not been traditionally “peaceful” in 
cyberspace towards the U.S. 

GhostNet, which experts believe China carried out against 
Tibet, did not occur in a vacuum. It happened in the context of 
ongoing tensions between them. Already in 2009, the Dalai Lama 
declared that the Chinese government had made life “hell on 
Earth”184 for Tibetans, and since 2006 China has displaced more 
than two million Tibetans to weaken the Tibet Autonomous Region; 
this is only the tip of the iceberg.185  

Flame also did not occur in a political vacuum. There have been 
tensions between Israel and Iran over the past several years, 
particularly due to Iran’s nuclear program, which creates major 
dissatisfaction with Israeli leaders.186 Flame also occurred after the 
infamous Stuxnet cyber-attack, carried out by Israel and the United 
States against Iran’s nuclear plant in Natanz.187  

These last two examples demonstrate that it is important to take 
the context into account when assessing a cyber espionage 
operation. In both cases, cyber espionage was carried out in a tense 
environment, but it would be a deep understatement to classify these 
events as “peacetime” espionage operations. That implies that 
political tensions may tilt the scales in the process of determining 
whether a cyber espionage operation violated international law. 

                                            
184.  Dalai Lama: China makes life 'hell on Earth' for Tibetans, CNN (Mar. 

10, 2009, 7:24 AM), 

http://www.cnn.com/2009/WORLD/asiapcf/03/10/india.dalai/index.html?iref=24h
ours. 

185.  Seven years in Tibet: 2 million 'displaced' by Chinese relocation policy, 

THE TELEGRAPH (Jun. 27, 2013, 6:25 PM) 
www.telegraph.co.uk/news/worldnews/asia/tibet/10146867/Seven-years-in-Tibet-2-
million-displaced-by-Chinese-relocation-policy.html. 

186.  See Jeffery Heller, Netanyahu draws "red line" on Iran's nuclear 
program, REUTERS (Sep. 27, 2012, 7:39 PM), 
www.reuters.com/article/2012/09/27/us-un-assembly-israel-iran-

idUSBRE88Q0GI20120927.  
187.  Kim Zetter, An Unprecedented Look at Stuxnet, the World's First 

Digital Weapon, WIRED (Nov. 3, 2014, 6:30 AM), 

http://www.wired.com/2014/11/countdown-to-zero-day-stuxnet. 

93



2016] WORLD WIDE WEB OF EXPLOITATIONS 77 

 

Just like cyber espionage, the contextual approach would also 
analyze cyber-crimes and cyber-attacks on a continuum. These 
occur in varied contexts as well, requiring different treatment. The 
specific nature of cyber-attacks and crimes is, however, beyond the 
scope of this article.188 

Cyber espionage operations could also violate human rights, 
especially the right to privacy as codified by the U.N. as a prohibition 
against unlawful and arbitrary interference with privacy,189 which 
prohibits unlawful attacks against individuals’ honor and 
reputation.190 However, such a solution is not necessarily optimal for 
two main reasons. First, non-state actors are not bound by 
international human rights instruments, and states who are bound 
by them will argue that privacy was not violated, since there was no 
arbitrariness or unlawfulness attached to the act; or that there is no 
extraterritorial application of international human rights law.191 In 
other words, such interference is justified on the grounds of national 
security or public order. Secondly, Article 4(2) of the International 
Covenant on Civil and Political Rights allows derogation from 
Article 17 (the right to privacy), which puts this right at a 
disadvantage compared to other human rights. Fundamentally, the 
human rights grounds to address inter-state cyber espionage are 
unstable.  

V. CONCLUSION 

This article argues for a new approach towards cyber espionage. 
What researchers and policymakers have failed to appreciate is the 
tremendous difference between traditional methods of espionage 
and cyber espionage, which opens up the path to a more nuanced 
approach to address the latter. Cyber espionage has the potential to 
obtain enormous amounts of information. It is a tool available to 
every state and non-state actor, deterrence is extremely complicated, 
and it shares technical real-time similarities with destructive cyber-
attacks. Leaks of information gathered using cyber espionage are 

                                            
188.  See TALLINN MANUAL, supra note 30 at 45-52 for an approach that is 

heavily based on context. See also Michael Schmitt, Computer Network Attack 
and the Use of Force in International Law: Thoughts on a Normative Framework, 

37 COLUM J. TRANSNAT’L L. 885, 914-915 (1998-1999).  
189.  International Covenant on Civil and Political Rights art. 17, ¶ 1, opened 

for signature 16 Dec. 1966, 999 U.N.T.S. 171 (entered into force Mar. 23, 1976).  
190.  Id. 
191.  Beth Van Schaack, The United States' Position on the Extraterritorial 

Application of Human Rights Obligations: Now is the Time for Change, 90 INT'L 

L. STUD. 20, 23 (2014). 
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increasingly prevalent. This further differentiates cyber espionage 
from traditional espionage. These differences call for a new 
approach, distinct from the approach used with traditional 
espionage, to restrict and regulate cyber espionage in a way that 
conveys its uniqueness, and responds to the overall gravity of the 
situation. 

Using outdated approaches to new threats and challenges is 
inefficient and detrimental to international peace and order. Every 
threat and challenge to the international community should be 
addressed within existing norms and principles, unless it is proven 
that current norms and principles are unable to adapt efficiently to 
that threat. In the case of cyber espionage, the current norms and 
principles are deeply inadaptable and modern times require a more 
nuanced approach, such as the one advanced by this article, which 
takes into account the identity of the targets, as well as the actual and 
expect effects. 

The approach to cyber threats and challenges that is offered by 
this article would be a multilateral international norm-creation 
process, which will take into the account the inherent uniqueness of 
these threats and challenges and provide a state-centered seal of 
approval (or disapproval) to certain activities in cyberspace. 
Unfortunately, a norm-creation process seems unrealistic in the near 
future, given the political fragmentation the international community 
is currently suffering. In addition, bringing states together to talk 
about cyber espionage would be made more difficult by the fact that 
cyber espionage techniques are guarded fiercely by states. 
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Power outages, manipulations of data, and interruptions of Internet ac-
cess are all possible effects of cyber operations. Unfortunately, recent
efforts to address and regulate cyberspace operations under interna-
tional law often emphasize the uncommon, though severe, cyber-attacks
that cause deaths, injuries, or physical destruction. This paper deals
with cyber operations during armed conflicts that cause major disrup-
tion or interruption effects – as opposed to deaths, injuries, or physical
destruction.

The purpose of this paper is to explore the consequences of these cyber
operations that cause major disruption or interruption effects, and to
argue that they might still constitute “acts of violence,” as the term
“attacks” is defined under international humanitarian law. Cyber op-
erations that qualify as “attacks” will have to comply with the princi-
ples of distinction and proportionality, thus requiring the initiator to
design his or her cyber weapon humanely. Therefore, labeling these
cyber operations as “attacks” will promote the (1) the protection of
civilians and objects; (2) critical infrastructure, such as energy, trans-
portation and emergency services, and (3) strengthen fundamental
human rights.
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I. INTRODUCTION

On December 23, 2015, Ukraine experienced a major power outage, af-
fecting hundreds of thousands of people.1 This time, however, it was not an
occasional blackout caused by technical failure, high demand, or weather-
related reasons. Rather, it was a blackout caused by a cyber-attack targeting
the supervisory control and data acquisition (“SCADA”) systems of the
Ukrainian power grid.2 Although cyber operations are already used fre-
quently during armed conflicts,3 and diplomatic and political tensions, this
was the first time that cyber operations were successfully used to cause a
power outage.4

1. Alex Hern, Ukrainian Blackout Caused by Hackers that Attacked Media Company,
Researchers Say, THE GUARDIAN (Jan. 7, 2016, 8:20 AM), www.theguardian.com/technology/
2016/jan/07/ukrainian-blackout-hackers-attacked-media-company.

2. Vangie Beal, SCADA - Supervisory Control and Data Acquisition, WEBOPEDIA,
http://www.webopedia.com/TERM/S/SCADA.html (last visited Nov. 1, 2016) (defining
SCADA as an “[a]cronym for Supervisory Control and Data Acquisition, a computer system for
gathering and analyzing real time data. SCADA systems are used to monitor and control a
plant or equipment in industries such as telecommunications, water and waste control, energy,
oil and gas refining and transportation.”).

3. See Catherine Lotrionte, Cyberwar: Building a Normative and Legal-Based Ap-
proach for Cyberdeterrence, in LAW AND DISCIPLINARITY: THINKING BEYOND BORDERS (Rob-
ert Beck ed., 2013) 67, 69.

4. Andrea Peterson, Hackers Caused a Blackout for the First Time, Researchers Say,
WASHINGTON POST (Jan. 5, 2016), https://www.washingtonpost.com/news/the-switch/wp/
2016/01/05/hackers-caused-a-blackout-for-the-first-time-researchers-say/.
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A prolonged power outage such as this could certainly result in an enor-
mous humanitarian crisis, which would most likely be in violation of inter-
national humanitarian law (IHL), and even international criminal law.5 The
question explored by this paper, however, is whether cyber operations that
do not result in direct kinetic effects such as death, injury, or physical de-
struction,6 can still qualify as an “attack” under IHL and, thus, be limited by
its principles of distinction and proportionality in armed conflict. To this
subset of cyber operations, I will refer to as “disruptive cyber operations”.

Until now all recent efforts to address the threat of cyber warfare have
focused on the effects of cyberspace activities. For example, efforts have
questioned whether the effects were physical or non-physical, severe or less
severe, violent or non-violent. While it is clear existing international law
norms will cover severe forms of cyber operations, it is not clear what norms
apply to non-destructive cyber operations – i.e. those that do not result in
death, injury, or physical destruction.

While destructive cyber operations have little trouble being governed by
IHL principles of distinction and proportionality, disruptive cyber operations
are not necessarily governed by these principles. This is because there is no
official or widely accepted definition of disruptive cyber operations. Gener-
ally, however, disruptive cyber operations are cyber operations that “inter-
rupt the flow of information or the function of information systems without
causing physical damage or injury”.7 An example could be a cyber operation
that interrupts the access to the Internet or other information systems, which
does not result in direct death, injury, or physical destruction.

IHL has yet to be adapted to this increasingly ubiquitous part of contem-
porary armed conflict despite the indirect effects of disruptive cyber opera-
tions potentially having devastating consequences. The massive
manipulation and interruption of systems and information flow was previ-
ously unattainable through traditional means of warfare. But today, these
manipulations and interruptions are not only possible through traditional
means of warfare, but modern societies have also become much more depen-

5. See, e.g., Rome Statute of the International Criminal Court, art. 8(2)(a)(iv), July 17,
1998, reprinted in 8 J. INT’L L. & PRAC. 227, 232 (1999) (defining as a war crime, and prohib-
iting, “Extensive destruction and appropriation of property, not justified by military necessity
and carried out unlawfully and wantonly.”); id. at art. 8(2)(b)(ii), reprinted in 8 J. INT’L L. &
PRAC. 227, 233 (1999) (prohibiting “Intentionally directing attacks against civilian objects,
that is, objects which are not military objectives.”) id. at art. 8(2)(b)(v), reprinted in 8 J. INT’L

L. & PRAC. 227, 233 (1999) (prohibiting “Attacking or bombarding, by whatever means,
towns, villages, dwellings or buildings which are undefended and which are not military
objectives.”).

6. See NILS MELZER, CYBERWARFARE AND INTERNATIONAL LAW 26 (United Nations
Inst. for Disarmament Research ed., 2011), available at http://unidir.org/files/publications/
pdfs/cyberwarfare-and-international-law-382.pdf.

7. Gary Brown & Owen Tullos, On the Spectrum of Cyberspace Operations, SMALL

WARS JOURNAL (Dec. 11, 2012, 5:30 AM), www.smallwarsjournal.com/print/13595.
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dent on these information systems. This explains why these disruptive cyber
operations have become an integral part of nearly every recent armed con-
flict, and why the legal questions of these operations must be answered.8

This paper will argue that cyberspace has allowed for a new form of
violence to emerge – violence that is enabled by the digital era, and that
causes major disruptive effects to modern societies. To combat this new
form of violence, disruptive cyber-attacks must be incorporated in the ambit
of IHL in order to protect civilians and civilian objects. Once incorporated
into IHL, if a disruptive cyber operation is deemed “violent” enough to be
considered an “attack,” the operation would be constrained by the principles
of distinction and proportionality. The result would be that the cyber initiator
of such attacks will be required to design the cyber operation humanely. This
would mean that the code and target of the operation must be sophisticated
enough to distinguish between civilians and combatants, military and civil-
ian objectives, and cause only proportionate collateral damage. As the reli-
ance on cyberspace, the internet of things, and data is becoming essential in
nearly every society, limiting the instances in which disruptive cyber opera-
tions can be used is necessary to promote the proper functioning of society
and to provide guidance to adversaries who wish to use disruptive cyber
operations in armed conflict.

Section II will introduce the relevant norms and principles within IHL,
and discuss the current debates on the nuances of these principles. Section
III will (1) introduce the concept of disruptive cyber operations; (2) argue
that these operations are in fact a new form of violence; and (3) apply ac-
cepted methods of treaty interpretation to establish a new norm to governing
what qualifies as an “attack” under IHL. Section IV will discuss the norma-
tive and practical implications of allowing certain disruptive cyber opera-
tions to be included in the definition of “attack” under IHL. This section will
(1) introduce the “duty to code humanely;” (2) offer a different perspective
of the proportionality analysis; (3) discuss the targeting of data in these
cyber operations; and (4) discuss current international and domestic legal
frameworks, that have addressed the challenges of disruptive cyber
operations.

II. “ATTACKS” UNDER INTERNATIONAL HUMANITARIAN LAW

IHL is a body of international law that applies during armed conflicts.9

It is often synonymously referred to in Latin as “Jus in Bello” or “law in

8. See MARCO ROSCINI, CYBER OPERATIONS AND THE USE OF FORCE 165 (2014).
9. See Geneva Convention Relative to the Treatment of Prisoners of War, arts. 2-3,

Aug. 12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135.
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war.” IHL, therefore, is the set of norms and principles that regulates the
conduct of parties to an armed conflict.10

Armed conflicts can be either international armed conflicts (“IACs”),11

between two or more states, or non-international armed conflicts (“NIACs”),
between states and armed groups or between armed groups within a state.12

The principles of distinction and proportionality, which are part of custom-
ary international law, and which apply to both IACs and NIACs, are only
applicable to activities that qualify as “attacks.” Thus, only a subset of mili-
tary activities will be constrained by the principles of distinction and
proportionality.

“Attacks”  are defined as “acts of violence against the adversary,
whether in offense or in defense” by Article 49(1) of Additional Protocol I
of the Geneva Conventions.13 The existence of an “armed conflict”“ is a
prerequisite for applying the principles of distinction and proportionality to
“attacks.” Thus, it is critical to understand when an act can be considered an
“attack.”

The term “attack” has received several definitions from countries and
bodies around the world. For example, the International Committee of the
Red Cross (“ICRC”) commentary to Additional Protocol I and the Interna-
tional Criminal Tribunal for the Former Yugoslavia (“ICTY”) have found
that the term “attack” means combat action.14 Meanwhile, Heather Dinniss’
highly cited commentary argues “attacks” do not include the dissemination
of propaganda, embargoes, or other non-physical means of psychological or
economic warfare since Article 49’s definition of attacks as “acts of vio-
lence” denotes physical force.15

Cyber operations exacerbate the difficulty in defining the precise scope
of “attacks” under IHL.16 This is primarily because the debate focuses on

10. Int’l Comm. of the Red Cross, What are Jus ad Bellum and Jus in Bello?(Jan. 22,
2015), https://www.icrc.org/en/document/what-are-jus-ad-bellum-and-jus-bello-0.

11. See INT’L COMM. OF THE RED CROSS, HOW IS THE TERM “ARMED CONFLICT” DE-

FINED IN INTERNATIONAL HUMANITARIAN LAW 1 (2009), available at https://www.icrc.org/eng/
assets/files/other/opinion-paper-armed-conflict.pdf (defining IACs as “those which oppose
“High Contracting Parties” meaning states.”).

12. Id. at 3.
13. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to

the Protection of Victims of International Armed Conflicts, art. 49(1), June 8, 1977, U.N. Doc.
A/32/144, available at https://www.icrc.org/eng/assets/files/other/icrc_002_0321.pdf [herein-
after AP I].

14. INT’L COMM. OF THE RED CROSS, COMMENTARY ON THE ADDITIONAL PROTOCOLS OF

8 JUNE 1977 TO THE GENEVA CONVENTIONS OF 12 AUGUST 1949 para. 1880 (Yves Sandoz et
al. eds., 1987), available at https://www.loc.gov/rr/frd/Military_Law/pdf/Commentary_GC_
Protocols.pdf [hereinafter The Commentary]; See Prosecutor v. Strugar, Case No. IT-01-42-T,
Judgment (Int’l Crim. Trib. for the Former Yugoslavia Jan. 31, 2005).

15. MICHAEL BOTHE ET AL., NEW RULES FOR VICTIMS OF ARMED CONFLICTS: COMMEN-

TARY ON THE TWO 1977 PROTOCOLS ADDITIONAL TO THE GENEVA CONVENTIONS OF 1949 289
(1982).

16. See HEATHER DINNISS, CYBER WARFARE AND THE LAWS OF WAR 197 (2012).
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whether non-destructive cyber operations can even be considered “attacks”
under IHL. There is, however, some precedent for IHL limiting certain ac-
tions due to their violent consequences even without a conventional manifes-
tation of physical force – for example, IHL limited the use of chemical and
biological weapons even though the deployment of these weapons does not
release violent kinetic forces.17 Given how the battlefield has changed dra-
matically since the language of Additional Protocol I was adopted back in
1977, IHL has at times adapted to meet the needs of the international
community.

IHL experts have debated whether disruptive cyber operations can be
deemed “attacks” and whether the principles of distinction and proportional-
ity should only be applied to “attack” operations. For example, Yoram Din-
stein argues that cyber operations are to be considered as “attacks” only “if
they engender violence through their effects”.18 He believes that a simple
firewall breach or virus dissemination is not enough,19 while “shutting down
a life-sustaining software programme or bring[ing] about serious damage to
property” would qualify the cyber operation as an attack.20 A contrary view
held by Nils Melzer, Legal Adviser of the ICRC, believes that the substan-
tive principles of distinction and proportionality should apply to the broader
hostilities, rather than the narrow form of operations that qualify as “at-
tacks,”21 arguing that “the applicability of the restraints imposed by IHL on
the conduct of hostilities to cyber operations depends not on whether the
operations in question qualify as “attacks” . . . but on whether they constitute
part of ‘hostilities’ within the meaning of IHL.”22

Additionally, ICRC Deputy Head of Legal Division, Knut Dörmann,
holds a different view,23 arguing that “neutralization” should be part of the
scope of “attack” due to its inclusion in Article 52(2) of Additional Protocol
I, which provides that –

“Attacks shall be limited strictly to military objectives. In so far as
objects are concerned, military objectives are limited to those ob-
jects which by their nature, location, purpose or use make an effec-

17. See MICHAEL SCHMITT, “ATTACK” AS A TERM OF ART IN INTERNATIONAL LAW: THE

CYBER OPERATIONS CONTEXT 290 (C. Czosseck et al. eds., 2012), available at https://ccdcoe
.org/publications/2012proceedings/5_2_Schmitt_AttackAsATermOfArt.pdf, (referencing Pro-
tocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of
Bacteriological Methods of Warfare, June 17, 1925, 26 U.S.T. 571, 94 L.N.T.S. 65.

18. YORAM DINSTEIN, THE CONDUCT OF HOSTILITIES IN AN INTERNATIONAL ARMED

CONFLICT 2 (3d ed. 2016).
19. Id.
20. Id.
21. See MELZER, supra note 6, at 26.
22. See MELZER, supra note 6, at 26.
23. KNUT DÖRMANN, APPLICABILITY OF THE ADDITIONAL PROTOCOLS TO COMPUTER

NETWORK ATTACKS 6 (2001), available at https://www.icrc.org/eng/assets/files/other/appli-
cabilityofihltocna.pdf.
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tive contribution to military action and whose total or partial
destruction, capture or neutralization, in the circumstances ruling at
the time, offers a definite military advantage”.24

Dörmann also argues that “In literature it is sometimes claimed that the use
of CNA expands the range of legitimate targets because it enables attacks
with reversible effects against otherwise prohibited objects. If this claim im-
plies that an attack against a civilian object may be considered lawful if the
attack does not result in destruction or if its effects are reversible, this claim
is unfounded under existing law”.25 While Dörmann’s intention of protection
of civilians and civilian objects from neutralizing cyber operations is desira-
ble, it does not necessarily follow given the language of Article 52(2), which
only deals with military objectives.26

In 2011, the ICRC released a statement at the U.N. General Assembly,
reaffirming the importance of IHL compliance with regards to cyber
warfare:

[T]he ICRC draws the attention of States to the potential humanita-
rian consequences of cyber warfare, that is the resort to computer
network attacks during armed conflict situations. Such conse-
quences may include disastrous scenarios such as air traffic control
systems being interfered with and causing airplanes to collide or
crash, disruption of the electricity or water supplies for the civilian
population, or damage to chemical or nuclear facilities. The ICRC
therefore recalls the obligation of all parties to conflicts to respect
the rules of international humanitarian law if they resort to means
and methods of cyber warfare, including the principles of distinc-
tion, proportionality and precaution.27

This quote illustrates the ICRC’s serious concern about the potential human-
itarian consequences of cyber operations and makes an argument for how,
regardless of the medium used for executing an action, any type of operation
should still require compliance with distinction, proportionality, and precau-
tion. To better understand the restrictions imposed on “attacks”, the next
sections will discuss distinction, indiscriminate attacks, and proportionality.

24. AP I, supra note 13, at art. 52(2).
25. DÖRMANN, supra note 24, at 5.
26. See DINNISS, supra note 16, at 198 (providing a counterargument to Dörmann’s

assertions).
27. U.N. Gen. Assembly, General Debate on All Disarmament and International Secur-

ity Agenda Items, 66th Sess., First Committee, items 87 & 106 of the agenda, statement by the
Int’l Comm. of the Red Cross, New York (October 11, 2011), available at https://www.icrc
.org/eng/resources/documents/statement/united-nations-weapons-statement-2011-10-11.htm.

103



120 Michigan Telecommunications and Technology Law Review [Vol. 23:113

A. Distinction

IHL seeks to protect civilians from “the calamities of war” by creating a
distinction between civilians and combatants, military objectives, and civil-
ian objects.28 The basic rule of distinction in Article 48 of Additional Proto-
col I provides that: “[p]arties to the conflict shall at all times distinguish
between the civilian population and combatants and between civilian objects
and military objectives and accordingly shall direct their operations only
against military objectives.”29 The Commentary to Additional Protocol I ex-
plains that “operations” in the context of Article 48 includes “all movements
and acts related to hostilities that are undertaken by armed forces.”30

Distinction is a bedrock principle for the conduct of hostilities. Distinc-
tion obligates parties to direct their attacks to military targets and to spare
civilians and civilian objects. This principle also reinforces both humanita-
rian and strategic considerations due to direct attacks being permissible only
against military objectives. This is illustrated by Article 52(2) of Additional
Protocol I, which states that “[a]ttacks shall be limited strictly to military
objectives.”31 This means that “the civilian population as such, as well as
individual civilians, shall not be the object of attack”32 and that “civilian
objects shall not be the object of attack.”33

Any intentional violation of this principle of distinction is considered a
war crime under customary international law.34 It would therefore be illegal
to initiate a cyber operation directly targeting civilians, if the operation were
considered an “attack.”

While the case of destructive cyber operations as attacks is quite
straightforward, it does not extend to disruptive cyber operations. As noted
by Heather Dinniss –

it is common ground that computer network attacks which result in
physical damage to civilian property, injury or death to civilians
constitute attacks under international humanitarian law and are thus
prohibited. However, the status of computer network attacks di-
rected at civilian objects that do not result in such deleterious effects
remains the subject of debate.35

Excluding disruptive cyber operations from the scope of “attack” would
mean that civilians and civilian objects could legitimately become a direct

28. Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under
400 Grammes Weight, Dec. 11, 1868, reprinted in 1 AM. J. INT’L L. 95, 95-96 (Supp. 1907).

29. AP I, supra note 13, at art. 48.
30. The Commentary, supra note 14, at para. 1875.
31. AP I, supra note 13, at art. 52(2) (emphasis added).
32. AP I, supra note 13, at art. 51(2) (emphasis added).
33. AP I, supra note 13, at art. 52(1) (emphasis added).
34. Rome Statute, supra note 5, at arts. 8(2)(b)(i) & 8(2)(b)(ii).
35. DINNISS, supra note 17, at 197.
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target of disruptive cyber operations. This would be a strange outcome be-
cause the ICTY has explained there are no exceptions to the prohibition of
direct attacks against civilians and civilian objects, even if military necessity
required such attack to be made.36

B. Indiscriminate Attacks and Proportionality

In addition to protection from direct attacks, IHL also prohibits “indis-
criminate attacks”37 Indiscriminate attacks are “those which are not directed
at a specific military objective,”38 “employ a method or means of combat
which cannot be directed at a specific military objective,”39 or employ meth-
ods and means of combat the effects of which cannot distinguish between
protected and military targets.40

The prohibition against indiscriminate attacks is essential because it al-
lows attacks to be prohibited if they fall under the definition of “indiscrimi-
nate attacks,” even if the attack is not directed at civilians or civilian
objects.41 This is of particular concern for cyber operations, which include
poorly designed viruses and worms that do not distinguish between identities
of their targets,42 as well as distributed denial of service (DDoS) attacks,
which can affect untargeted civilians.43

The indiscriminate attack prohibition only applies to operations that are
considered “attacks” under IHL. Therefore it is important to establish disrup-
tive cyber operations as “attacks.”.

C. Proportionality

IHL adds another layer of protection to civilians and civilian objects,
even if an attack was not directed at a civilian or civilian object, and even if
the employed methods were capable of discriminating between protected
and unprotected targets. IHL assumes that even if these attacks do not target
a civilian or civilian object and discriminate between protected and unpro-
tected targets, incidental damage to civilians and civilian objects is still pos-

36. See Prosecutor v. Galiæ, Case No. IT-98-29-A, Judgment, ¶ 130 (Int’l Crim. Trib.
For the Former Yugoslavia Nov. 30, 1996).

37. AP I, supra note 13, at art. 51(4) (emphasis added).
38. AP I, supra note 13, at art. 51(4)(a).
39. AP I, supra note 13, at art. 51(4)(b).
40. AP I, supra note 13, at art. 51(4)(c).
41. See DINSETIN, supra note 19, at 127.
42. See Yoran Dinstein, The Principle of Distinction and Cyber War in International

Armed Conflicts, 17 J. CONF. & SEC. L. 261, 267 (2012).
43. Vangie Beal, DDoS Attack: Distributed Denial of Service, WEBOPEDIA, http://www

.webopedia.com/TERM/D/DDoS_attack.html (last visited Nov. 1, 2016) (“[I]n a DDoS attack,
the incoming traffic flooding the victim originates from many different sources — potentially
hundreds of thousands or more. This effectively makes it impossible to stop the attack simply
by blocking a simple IP address; plus, it is very difficult to distinguish legitimate user traffic
from attack traffic when spread across so many points of origin.”).
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sible. Therefore, for additional protection, Article 51(5)(b) provides that “an
attack which may be expected to cause incidental loss of civilian life, injury
to civilians, damage to civilian objects, or a combination thereof, which
would be excessive in relation to the concrete and direct military advantage
anticipated” is indiscriminate, and therefore, illegal.44 This principle is com-
monly referred to as “proportionality”, and along with distinction represents
the fundamental principles of modern IHL.45

Article 51(5)(b) notably uses damage as opposed to destruction, which
broadens the scope of its applicability as damage means “harm . . .  impair-
ing the value or usefulness of something”46 and therefore inclusive of an act
or acts “disrupting the functioning of certain systems by interfering with
their underlying computer systems can amount to damage insofar as it im-
pairs their usefulness”.47

Yet even after determining the principle of proportionality ought to ap-
ply to cyber operations, cyber operations still pose a great challenge to the
principle of proportionality. Military advantage is often complicated to cal-
culate, and might be either biased or arbitrary, but assessing collateral dam-
age after a conventional military operation is relatively straightforward. The
same cannot be said for cyber operations. After all, once a malicious tool is
released, there is little to no control over the eventual exposure,48 and the
subsequent physical, economic and societal effects that such malicious tool
is capable of causing.49 Moreover, cyber operations blur the line between
collateral damage and inconveniences that are excluded from the scope of
collateral damage. Cyber operations can cause new types of harms, includ-
ing, but not limited to, disruption harms. However, the traditional rubric for
damage assessment does not properly weight the new types of harm pro-
duced by cyber attacks.

Another critical difficulty is determining the temporal scope of the col-
lateral damage anticipated. Since the effects of cyber operations can often
materialize when certain time has elapsed, the exact proximity of the effects
to the initial operation is highly ambiguous,50 and this gap might be used by

44. AP I, supra note 13, at art. 51(5)(b) (emphasis added).
45. ROSCINI, supra note 8, at 219.
46. Cordula Droege, Get off My Cloud: Cyber Warfare, International Humanitarian

Law, and the Protection of Civilians, 94 INT’L REV. OF THE RED CROSS 533, 559 (2012).
47. Id.
48. See DINNISS, supra note 17, at 203 (“Viruses and worms are two methods of com-

puter network attack which are particularly likely to fall into this category [of indiscriminate
attacks] as their effects are often not limited by their creators.”).

49. See Karine Bannelier-Christakis, Is the Principle of Distinction Still Relevant in
Cyberwarfare?, in RESEARCH HANDBOOK ON INTERNATIONAL LAW AND CYBERSPACE 343,
349-350 (Nicholas Tsagourias & Russell Buchan, eds., 2015) (comparing states with varying
degrees of reliance upon cyberspace as a factor affecting the expected collateral damage).

50. Id. at 350.
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some actors to claim that certain harms are too distant to be linked to the
initial operation.

III. DISRUPTIVE CYBER OPERATIONS AS A NEW FORM OF VIOLENCE

On May 2009, President Obama made a speech regarding the U.S.
Cyber-Security Plan. During that speech he stated that cyber tools such as
spyware, malware, spoofing, phishing, and botnets are all “weapons of mass
disruption.”51 Weapons have always been considered to be destructive in
nature. With his play on the more familiar term “weapons of mass destruc-
tion, Obama highlighted the different character of cyber threats while simul-
taneously underscoring the potential for certain cyber tools to cause
wholesale destruction.

Modern weapons are now used for strategic and coercive purposes, may
support ongoing military operations, or may have a sole purpose of causing
harm, fear, and panic by terrorist organizations. There is now a new form of
violence, not necessarily kinetic but more than a mere inconvenience.

So, what are “disruptive cyber operations?”

A. Scope of “Disruptive”

The scope of “disruptive” is best described by its contrast to “destruc-
tive.” Disruptive cyber operations do not directly cause kinetic effects. Ki-
netic effects are either absent or cannot be causally linked to the initial cyber
operation. Destructive cyber operations, however, directly cause kinetic
effects.

While there is no widely recognized or otherwise authoritative definition
of “disruptive cyber operations” there are some proposed definitions that are
helpful in understanding the effects of “disruption.” For example, the Na-
tional Initiative for Cybersecurity Careers and Studies (NICCS) defines “dis-
ruption” in its glossary as “[a]n event which causes unplanned interruption
in operations or functions for an unacceptable length of time.”52 The Michi-
gan Cyber Disruption Response Strategy describes it as “an event that is
likely to cause, or is causing, harm to critical functions and services across
the public and private sectors by impairing the confidentiality, integrity, or
availability, of electronic information, information systems, services, or net-
works; and/or threaten public safety, undermine public confidence, have a
negative effect on the state economy, or diminish the security posture of the
state.”53 Another definition, advanced by Brown and Tullos, simply provides

51. David Sanger & John Markoff, Obama Outlines Coordinated Cyber-Security Plan,
N.Y. TIMES (May 29, 2009), http://www.nytimes.com/2009/05/30/us/politics/30cyber
.html?_r=0.

52. Explore Terms: A Glossary of Common Cybersecurity Terminology, NICCS https://
definedterm.com/a/download/document/11128 (last updated Feb. 10, 2015).

53. STATE OF MICHIGAN EXECUTIVE OFFICE, MICHIGAN CYBER DISRUPTION RESPONSE

STRATEGY: PROTECTING MICHIGAN’S CRITICAL INFRASTRUCTURE AND SYSTEMS 1 (2013),
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that a “cyber disruption” is an action to “interrupt the flow of information or
the function of information systems without causing physical damage or
injury.”54

There are several key factors to these definitions of disruptive cyber
operations. First, there needs to be a certain event or incident beginning in
cyberspace. That means that either the operation is initiated with the use of
computer systems transmitting data packets, or a certain malicious tool is
created separately, and is then distributed physically.

Second, the harm needs to be of an interruptive nature. It must make
certain services, activities or functions unavailable as a result of the incident.
There can be a wide variety of functions affected including access to critical
information systems, access to the internet, access to certain computer net-
works, operating system malfunction. These effects, which are directly
caused by the cyber operation, can result in second-order and even third-
order effects.

Thirdly, the interruptive effects need to be of violent nature. Naturally,
certain disruptions are more severe than others.55 For example, taking down
critical governmental websites is far more serious than taking down an on-
line shopping website. Whether the disruption is violent will be determined
contextually and on a case-by-case basis. That determination, however,
should take into account three criteria: (1) the essentiality of the disrupted
target to the day-to-day civilian lives; (2) the scope of disruption, the amount
of individuals and organizations affected by the disruption; and (3) the dura-
tion of the operation, the presumption being that long-lasting effects are
more likely to be violent.

1. Interruption in internet access and other services

Disruption may include interruptions to the Internet or to other online
services. Access to the Internet and online services is essential to the proper
functioning of societies throughout the world and IHL should protect their
availability.

available at https://www.michigan.gov/documents/cybersecurity/Michigan_Cyber_Disruption
_Response_Strategy_1.0_438703_7.pdf.

54. Brown & Tullos, supra note 8.
55. See Droege, supra note 47, at 559 (“Yet, an overly broad interpretation of the term

‘attack’ would mean that all interferences with civilian computer systems would amount to
attacks: the interruption of email or social network communications, of online booking or
shopping systems, etc. To equate such disruptions of what are essentially communication sys-
tems with attacks would probably go beyond the scope of what was envisaged by the rules on
the conduct of hostilities. These rules have traditionally sought to prevent damage to civilian
infrastructure that manifests itself in the physical world, not interference with propaganda,
communication, or economic life. In today’s world, the reliance of civilian life on communica-
tion systems blurs these lines, and it is not easy to distinguish between what is ‘mere’ commu-
nication and what goes beyond.”).
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Consider a DDoS attack targeting the Rutgers University network that
caused massive interruptions to Rutgers’ Internet services.56 University tools
used both by students and faculty were unavailable due to that cyber-at-
tack.57 This type of cyber operation that interrupts Internet access in a major
educational institution is disruptive and such disruption endangers the inter-
est of the proper functioning of an academic institution.

If such a disruptive cyber operation took place in an armed conflict con-
text, the consequences could be far-reaching. Therefore, it is vital to for IHL
to protect civilians and civilian objects from these types of operations, even
if there is no apparent destruction.

2. Functionality of computer systems

Disruptive cyber operations may also impair the functionality of com-
puter systems and networks. Cyber operations that affect functionality of
computers, computer systems, and networks may be causing effects very
briefly, temporarily, or permanently. If the loss of functionality requires the
replacement of hardware, then such cyber operation would be of destructive
nature, because it caused physical damage to the components of the targeted
computer system. If, however, such loss of functionality is due to a DDoS
attack that floods the targeted system with requests, making it inoperable,
the loss of functionality is either very brief, or temporary. Other types of
attacks can cause loss of functionality for longer periods of time, say, if the
tool used is a very sophisticated virus that interferes with proper functioning
of the target system.

The discussion on whether functionality of computer systems qualifies
as “attack” was debated by the International Group of Experts (IGE) of the
Tallinn Manual on the International Law Applicable to Cyber Warfare. The
Manual states –

[T]here was [an] extensive discussion about whether interference by
cyber means with the functionality of an object constitutes damage
or destruction for the purposes of this Rule. Although some Experts
were of the opinion that it does not, the majority of them were of the
view that interference with functionality qualifies as damage if res-
toration of functionality requires replacement of physical compo-
nents. Consider a cyber operation that is directed against the
computer-based control system of an electrical distribution grid.
The operation causes the grid to cease operating. In order to restore
distribution, either the control system or vital components thereof
must be replaced. The cyber operation is an attack. Those experts

56. See Vernal Coleman, Cyber Attack Causes Rutgers Internet Service Interruptions,
NJ.COM (Apr. 28, 2015, 10:23 AM), http://www.nj.com/middlesex/index.ssf/2015/04/cyber_at
tack_against_rutgers_causes_internet_servi.html.

57. Id.

109



126 Michigan Telecommunications and Technology Law Review [Vol. 23:113

taking this position were split over the issue of whether the ‘dam-
age’ requirement is met in situations where functionality can be re-
stored by reinstalling the operating system.58

According to the Tallinn Manual experts, the loss of functionality can only
be an “attack” if it is  linked physical damage. This assertion, however,
misses the point of functionality of computer systems as a standalone value.
That is, we want to protect computer systems from functionality loss, regard-
less of physical damage that may or may not be linked to it.

3. Data manipulation, alteration, or deletion

Certain disruptive cyber operations might target data, whether the data
resides in certain computer systems, online or in classified networks. As UK
Cyber Security Strategy points out, “a growing number of adversaries are
looking to use cyberspace to steal, compromise or destroy critical data. The
scale of our dependence means that our prosperity, our key infrastructure,
our places of work and our homes can all be affected.”59 Data is becoming
central in nearly every society, and if compromised, it can pose a greater
threat to national security and the wellbeing of civilians in general.

The Tallinn Manual dealt with the scenario of data being the target of an
attack, presenting the opinion of few IGE members:

“A few Experts went as far as to suggest that interference with func-
tionality that necessitates data restoration, while not requiring physi-
cal replacement of components or reinstallation of the operating
system, qualifies as an attack. For these Experts, it is immaterial
how an object is disabled; the object’s loss of usability constitutes
the requisite damage”.

This, however, represents the minority view. The majority believes that
cyber operations that alter or destroy civilian data without generating these
consequences are not attacks under the current state of law, and are, in fact,
lawful.60

58. INTERNATIONAL GROUP OF EXPERTS, TALLINN MANUAL ON THE INTERNATIONAL

LAW APPLICABLE TO CYBER WARFARE 108 (Michael N. Schmitt ed. 2013).
59. UNITED KINGDOM CABINET OFFICE, THE UK CYBER SECURITY STRATEGY: PROTECT-

ING AND PROMOTING THE UK IN THE DIGITAL WORLD 15 (2011), available at https://www
.gov.uk/government/uploads/system/uploads/attachment_data/file/60961/uk-cyber-security-
strategy-final.pdf.

60. See Michael Schmitt, The State of Humanitarian Law in Cyber Conflict, JUST SE-

CURITY (Jan. 6, 2015, 2:50 PM), https://www.justsecurity.org/18891/state-humanitarian-law-
cyber-conflict/.
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Assuming data is an object, operations against civilian data would be
prohibited. The question of whether data can qualify as “civilian object,”
however, is subject to extensive debates.61

B. Modern Reinterpretation of Violence

The key to incorporate disruptive cyber operations within the scope of
“attack” under IHL is to interpret “acts of violence” as including cyber oper-
ations with disruptive effects. This is easily achieved because of society’s
dependence on information systems.62 Any tempering with the functionality
of these systems should be regarded as violence because it can be just as
harmful as the use of physical force.

The argument that “violence” is sufficiently broad to incorporate disrup-
tive activities and effects should be substantiated by contemporary interna-
tional law on treaty interpretation. The Vienna Convention on the Law of
Treaties (“VCLT”) provides the framework for interpreting treaties, as well
as the conclusion, observance, and application of treaties. Therefore, in order
to understand the term “violence,” to aid in the understanding of “attack”
and the inclusion of disruptive cyber operations in IHL, one must interpret it
within the VCLT framework.

1. General Rule of Interpretation

The “general rule of interpretation” according to the VCLT is textual.63

Article 31(1) of the VCLT reads as follows: “a treaty shall be interpreted in
good faith in accordance with the ordinary meaning to be given to the terms
of the treaty in their context and in light of its object and purpose.”64 The
International Court of Justice reaffirmed that if the ordinary meaning of a
term is clear, that should suffice for interpretational purposes.65 When the

61. For more on this debate, see, e.g., Michael Schmitt, The Notion of ‘Objects’ during
Cyber Operations: A Riposte in Defence of Interpretive and Applicative Precision, 48 ISR. L.
REV. 81 (2015) (arguing that data should not be characterized as an object in itself); Kubo
Macak, Military Objectives 2.0: The Case for Interpretive Computer Data as Objects under
International Humanitarian Law, 48 ISR. L. REV. 55 (2015) (arguing that data out to be an
‘object’); Heather Harisson Dinniss, The Nature of Objects: Targeting Networks and the Chal-
lenge of Defining Cyber Military Objectives, 48 ISR. L. REV. 39 (2015) (arguing that data
should be recognized as object to better protect civilians).

62. See NAT’L RES. COUNCIL OF THE NAT’L ACADEMIES, TECHNOLOGY, POLICY, LAW,
AND ETHICS REGARDING U.S. ACQUISITION AND USE OF CYBERATTACK CAPABILITIES 253-54
(William A. Owens et al. eds., 2009).

63. See BROWNLIE’S PRINCIPLES OF PUBLIC INTERNATIONAL LAW 379 (James Crawford
ed., 8th ed. 2012).

64. Vienna Concention on the Law of Treaties, art. 31(1), Jan. 27, 1980, 1155 U.N.T.S.
331, 8 I.L.M. 679 [hereinafter VCLT].

65. See, e.g., Competence of the General Assembly for the Admission of a State to the
United Nations, 1950 I.C.J. 5, 8 (May 30) (“if the relevant words in their natural and ordinary
meaning make sense in their context, that is an end of the matter.”).
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ordinary meaning is unclear, however, Article 31(2) of the VCLT provides
sources that may be used to aid the interpretation.66

a. Violence Generally

The basic premise of the law of treaties is that natural and ordinary
meaning of terms is the first step in the process of interpreting treaties. The
Oxford Dictionary defines “violence” as a “the deliberate exercise of physi-
cal force against a person, property, etc.; physically violent [behavior] or
treatment; (Law) the unlawful exercise of physical force, intimidation by the
exhibition of such force.”67 The French definition of ‘violence’, which is
equally authoritative as the English one,68 is defined inter alia as physical or
moral coercion, exerted on a person with the purpose of inducing him to
perform a certain action.69 As evidenced by these definitions includes ac-
tions that are not necessarily physically forceful.

The ordinary meaning of treaty terms is often insufficient to establish
authoritative interpretation. Therefore, interpretation sometimes requires an
examination of the context, including relevant treaty text, preambles, and
annexes. The argument that “violence” should be interpreted broadly is sup-
ported by Article 51(1) of Additional Protocol I, which provides that “the
civilian population and individual civilians shall enjoy general protection
against dangers arising from military operations.”70 The Commentary de-
fines military operations as “all the movements and activities carried out by

66.

2. The context for the purpose of the interpretation of a treaty shall comprise, in addition
to the text, including its preamble and annexes:

(a) Any agreement relating to the treaty which was made between all the par-
ties in connection with the conclusion of the treaty;

(b) Any instrument which was made by one or more parties in connection with
the conclusion of the treaty and accepted by the other parties as an instru-
ment related to the treaty.

3. There shall be taken into account, together with the context:
(a) Any subsequent agreement between the parties regarding the interpretation

of the treaty or the application of its provisions;
(b) Any subsequent practice in the application of the treaty which establishes

the agreement of the parties regarding its interpretation;
(c) Any relevant rules of international law applicable in the relations between

the parties.
4. A special meaning shall be given to a term if it is established that the parties so in-

tended. VCLT, supra note 65, at art. 31(2).
67. OXFORD ENGLISH DICTIONARY (2d ed. 1989).
68. See VCLT, supra note 65, art. 33(1) (“When a treaty has been authenticated in two

or more languages, the text is equally authoritative in each language, unless the treaty provides
or the parties agree that, in case ofdivergence, a particular text shall prevail.”).

69. DICTIONNAIRE DE FRANÇAIS, LAROUSSE, available at http://www.larousse.fr/dic-
tionnaires/francais/violence/82071?q=violence#81105 (“Contrainte, physique ou morale, ex-
ercée sur une personne en vue de l’inciter à réaliser un acte déterminé.”).

70. AP I, supra note 13, at art. 51(1) (emphasis added).
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armed forces related to hostilities,” and explains that “there is no doubt that
armed conflicts entail dangers for the civilian population, but these should
be reduced to a minimum.”71 Additionally, Article 57(1) of Additional Pro-
tocol I states: “[i[n the conduct of military operations, constant care shall be
taken to spare the civilian population, civilians and civilian objects.”72

Though in that case, several experts make the argument that “military opera-
tions” and “attacks” are synonyms, which signifies that “military operations”
is not broader in scope compared to “attacks.”73 In both provisions, the term
“attack” is not used, suggesting that civilians ought to be protected from a
wide array of operations.

In a different context, “cyber violence” (also known as “online bully-
ing”) was recently compared by the U.N. to physical violence: “cyber vio-
lence is just as damaging . . . as physical violence.”74 That is an example of
how cyberspace changes the traditional notion of violence, and given that
violence can take a multitude of forms other than physical.

b. Violence in Cyberspace

So, what constitutes violence in cyberspace? Obviously, not all cyber-
space operations or activities are “violent” by their nature. Certain cyber
operations or activities may be violent, however, if they cause kinetic effects
or if they cause disruptive effects. Therefore, in cyberspace, violence is any
effect that is either kinetic or disruptive.75

Thomas Rid, leading cyber warfare scholar and author of “Cyber War
Will Not Take Place” tackled this very question. Rid reached the conclusion
that cyber operations are almost always non-violent.76 Rid recognized that
cyberspace might be changing the notion of violence, and that it depends on
where the line is drawn between violence and non-violence.77 Rid’s narrow
reading of violence is what leads him to the conclusion that cyber operations
are non-violent in nature, as their violent effects are only materializing indi-
rectly.78 His conclusion, though contrary to the argument in this paper, is apt,

71. The Commentary, supra note 14, at paras. 1935–36.
72. AP I, supra note 13, at art. 57(1) (emphasis added).
73. Schmitt, supra note 61, at 93.
74. Charlotte Alter, U.N. Says Cyber Violence is Equivalent to Physical Violence

Against Women, TIME (Sept. 24, 2015), http://time.com/4049106/un-cyber-violence-physical-
violence/ (“The U.N. defines violence against women as “any act of gender-based violence
that results in, or is likely to result in, physical, sexual or psychological harm or suffering to
women, including threats of such acts.” The report notes that cyber violence is an extension of
that definition that includes acts like trolling, hacking, spamming, and harassment.”).

75. See SCHMITT, supra note 61, at 290 (“A careful reading of Additional Protocol I’s
prohibitions and restrictions on attacks discloses that the concern was not so much with acts
which were violent, but rather with those that have harmful consequences (or risk them), in
other words, violent consequences.”).

76. Thomas Rid, Cyber War Will Not Take Place, 35 J. STRATEGIC STUD. 5, 11 (2012).
77. Id.
78. Id.
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due to him drawing the line between violence and non-violence based on
direct physical effects. Rid’s assertion that most cyber operations are not
violent (i.e., lacking physical effects) is correct. However, that should lead to
the conclusion that IHL should address these operations when directed
against civilians. Therefore, the inclusion of these operations within the
scope of “attack” is necessary in order to avoid a scenario where these oper-
ations are used widely against civilians, with no restriction on IHL’s behalf.

Nils Melzer illustrated the difficulty in drawing a line between violence
and non-violence. He stated that “it would hardly be convincing to exclude
the non-destructive incapacitation of a state’s air defense system or other
critical military infrastructure from the notion of attack simply because it
does not directly cause death, injury or destruction.” As persuasive as Mel-
zer’s perspective is, it does not solve the disruptive cyber operations
question.79

i. Diffusion of Power in Cyberspace

There are two broader phenomena that should be noted with regard to
the changing notion of violence in cyberspace: (1) diffusion of power in
cyberspace; and (2) cyberspace allows for a broader spectrum of violence.
The first is the diffusion of power in cyberspace. States no longer have a
monopoly over power when it comes to cyberspace and more non-state enti-
ties are becoming involved in cyberspace activities on a large-scale. Joseph
Nye eloquently summarized it by saying that “[a]nyone from a teenage
hacker to a major modern government can do damage in cyber space”,80

While states will remain the dominant actor on the world stage, they will
find the stage far more crowded and difficult to control.81

This phenomenon could imply that states should be in favor of broaden-
ing the scope of “acts of violence.” States should support this because a
variety of non-state actors may exploit this lacuna by carrying out disruptive
cyber operations against civilians and escaping any accountability that IHL
could have imposed.82 International law, which is based mostly on the cen-

79. Droege, supra note 47, at 555 (“Melzer’s argument is attractive in that it gives effect
to the very object and purpose of the rules on the conduct of hostilities, which is that ‘innocent
civilians must be kept outside hostilities as far as possible and enjoy general protection against
danger arising from hostilities’. However, it leaves open the most critical question, namely
whether operations that disrupt civilian infrastructure without destroying it fall under the con-
cept of hostilities.”).

80. JOSEPH S. NYE, JR., CYBER POWER 11 (Harv. Kennedy Sch., Belfer Center for Sci.
and Int’l Aff. ed., 2010), available at http://belfercenter.hks.harvard.edu/files/cyber-power.pdf.

81. Id. at 1.
82. Even when the direct participation in hostilities framework is concerned (the frame-

work that deals with civilians who engage in hostilities, and whether their acts can result in
forfeiture of their protected status, thus making them targetable with lethal force), these non-
state actors who use disruptive cyber operations will not be targetable because disruptive cyber
operations against civilians will not reach the threshold of harm provided by the framework
due to its focus on physical effects (death, injury, and physical destruction) on civilians. See
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trality of state sovereignty and the state monopoly on physical force,83

should keep up with the diffusion of power in cyberspace.
The second phenomenon provides that cyberspace allows for a broader

spectrum of violence to emerge. As a result, certain longstanding categories
are beginning to erode: “violence is no longer solely physical, distinctions
between violence inflicted by state and non-state actors is less clear, and
physical territory is less fundamental.”84 Some even claim that Internet itself
is a new form of violence.85 International law must change as violence in
cyberspace evolves.

2. Panama’s Proposal

On January 4, 1999, the U.N. General Assembly adopted a resolution on
“[d]evelopments in the field of information and telecommunications in the
context of international security.”86 This resolution invited U.N. Member
States to submit responses to the Secretary General, informing their views.

(a) General appreciation of the issues of information security;

Ido Kilovaty, ICRC, NATO AND THE U.S. – Direct Participation in Hacktivities – Targeting
Private Contractors and Civilians in Cyberspace under International Humanitarian Law, 15
DUKE L. & TECH. REV. 1 (2016).

83. See SAMULI HAATAJA, TECHNOLOGY, VIOLENCE AND LAW: CYBER ATTACKS AND

UNCERTAINTY IN INTERNATIONAL LAW 319 (2013), available at http://www.academia.edu/
6776442/Technology_Violence_and_Law_Cyber_Attacks_and_Uncertainty_in_International_
Law (“Due to technological change, there has been a diffusion of power in cyberspace and
states are no longer able to maintain a monopoly of violence in this realm. Thus power rela-
tionships are changing, though international law remains premised on a different technological
environment in which state power is supreme. As the technological change reflected in the
Estonia incident demonstrates, a new technological environment has been made apparent in
which states are no longer the sole actors capable of engaging in an effective form of wide
scale violence. Nor is it always clear when a state is involved in acts of violence as the current
technological environment makes it easy to mask one’s identity and thus blurs traditional legal
distinctions of acts for which states may be responsible for. Consequently, there is not just
uncertainty about how existing legal doctrine on state responsibility should apply or what legal
regime cyber attacks should be categorised into. There is also uncertainty as to the ability of
international law, structured around the centrality of sovereign states and based on the assump-
tion that states are the only actors technologically capable of maintaining a monopoly of vio-
lence, to regulate behaviour in cyberspace where power is more diffused, violence is no longer
solely physical, distinctions between violence inflicted by state and non-state actors is less
clear, and physical territory is less fundamental. This raises questions about the significance of
territoriality, physicality and violence to sovereignty and international law, and reinvigorates
one of the central concerns of international law – its ability to control international violence.”).

84. Id. at 320.
85. Merritt Baer, Cyber Disarmament Treaties and the Failure to Consider Adequately

Zero-Day Threats, in PROCEEDINGS OF THE 8TH INTERNATIONAL CONFERENCE ON INFORMA-

TION WARFARE AND SECURITY 255, 257 (Doug Hart ed., 2013).
86. G.A. Res. 53/70, U.N. Doc. A/RES/53/70 (Jan. 4, 1999).
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(b) Definition of basic notions related to information security, in-
cluding unauthorized interference with or misuse of information
and telecommunications systems and information resources;

(c) Advisability of developing international principles that would
enhance the security of global information and telecommunica-
tions systems and help to combat information terrorism and
criminality.87

On June 24, 2002, Panama submitted its response to the Secretary Gen-
eral, which although brief, managed to present several highly persuasive
propositions. First, Panama argued that the focus on kinetic effects of cyber
operations is flawed, because today computers regulate many critical aspects
such as emergency services, air traffic, and financial information, and there-
fore, “an attack in which new information and telecommunications technolo-
gies are employed may cause more damage than, for instance, a
conventional bombardment.”88 Second, Panama argues that this threat “re-
quires protection systems tailored to this new form of violence.” Panama is
correct in the assumption that new types of attacks, using information and
telecommunications technologies, can cause more harm than conventional
attacks.

The core of Panama’s proposal is to rethink violence. Violence in the
modern, digital age is a different phenomenon entirely compared to tradi-
tional forms of violence. While Panama does not argue in the context of
IHL, its argument is helpful in the sense that the “ordinary meaning” of
violence is changing. This idea supports the notion that disruptive cyber op-
erations should be included in the scope of “attack.”

IV. NORMATIVE AND PRACTICAL IMPLICATIONS OF

DISRUPTION AS “ATTACKS”

Including disruptive cyber operations within the ambit of “attack” has a
variety of normative and practical implications. The most obvious is that
they cannot be directed at civilians or civilian objects. But there are addi-
tional, less obvious implications, which must be acknowledged. First, it
would make disruptive cyber operations subject to the duty to code hu-
manely, to design all cyber operations, whether disruptive or destructive, in a
way that discriminates between military and civilian targets. Second, it is
essential to rethink the proportionality equation. Illegitimating civilian dis-
ruption harm under the auspices of IHL leads to its inclusion under the pro-
portionality analysis, which typically seeks to limit collateral damage to

87. Id. at 2.
88. Panama’s Response to Developments in the Field of Information and Telecommuni-

cations in the Context of International Security, G.A. Res. A/57/166/Add.1, at 5 (Aug. 29,
2002).
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civilians, and; Third, the argument made by this paper should be compared
and contrasted to existing frameworks dealing with similar issues, namely
the U.S. Department of Defense Law of War Manual, The Tallinn Manual,
and the UN Governmental Group of Experts Report.

A. The Duty to Code Humanely

The duty to code humanely implies that parties to a conflict are under
obligation to design their cyber operations in accordance with the prohibi-
tion on indiscriminate attacks. As discussed above, the prohibition is con-
cerned with attacks that are unable to discriminate between military and
civilian targets. When attacks are unable to discern between military and
civilian targets, it increases the likelihood of harming civilian targets. In or-
der to distinguish between protected civilians and ilitary targets, adversaries
will be required to take additional steps to ensure compliance. .89

If disruptive cyber operations are indeed “attacks,” then the prohibition
on indiscriminate attacks would apply to these cyber operations as well.
Therefore, the duty to code humanely is applicable to a broader set of cyber
operations. That is, not only destructive cyber operation, but also disruptive
cyber operations. This broad inclusion is making the determination of IHL
compliance easier, since coding humanely is to be a prerequisite of nearly all
cyber operations. In addition, this may set the standard of due diligence in
designing cyber operations, which is so desperately needed today.90

The U.S. Marine Corps Counterinsurgency Field Manual does not use
“attack” when defining “discrimination,” in the context of IHL, by providing
that:

Discrimination requires combatants to differentiate between enemy
combatants, who represent a threat, and noncombatants, who do not.
In conventional operations, this restriction means that combatants
cannot intent to harm noncombatants, though proportionality per-
mits them to act, knowing some noncombatants may be harmed.91

A “humane” cyber operation is one in which the operation is designed to
only cause harm to specified computer systems and networks. For example,

89. See AP I, supra note 13, at art. 51(4).
90. See Michael Schmitt, In Defense of Due Diligence in Cyberspace, Yale Law Journal

Forum (Jun. 22, 2015) – “Furthermore, although the precise threshold of harm at which the
duty arises is unclear in law,37 there has been no suggestion from any quarter that the duty
extends to mere irritation or inconvenience, such as defacement and temporary minor denials
of service. Rather, harm must rise to such a level that it becomes a legitimate concern in inter-
state relations and, thus, an appropriate subject of international law rights and obligations.”,
quoting Trail Smelter Arbitration (U.S. v. Can.), 3 R.I.A.A. 1911, 1963 (Arb. Trib. 1941),
available at http://www.yalelawjournal.org/forum/in-defense-of-due-diligence-in-cyberspace.”

91. DEP’T OF THE ARMY, U.S. ARMY AND MARINE CORPS COUNTERINSURGENCY FIELD

MANUAL 7-7, para. 7-34 (2006), available at http://usacac.army.mil/cac2/Repository/Materi-
als/COIN-FM3-24.pdf.
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if it is known that a certain military objective uses computer systems of a
particular manufacturer, having very specific software and properties, it will
be easier to design a human cyber operation that will only cause effects to
computer systems meeting these parameters, while others will be spared.
That will give effect to the protection from indiscriminate attacks, and will
enhance the discriminative aspect of cyber operations.92 As summarized by
Bill Boothby, leading IHL expert and Deputy Director of Legal Services at
the British Royal Air Force:

[T]he critical issue . . . is whether the cyber weapon limits its dam-
aging effect reasonably to the intended target, that is, to the cyber
node or to the part of the network that is the military objective. In
this regard, for example, worms, viruses and other malware that
spread their effects uncontrollably may cause damage to other, ci-
vilian computer systems, and if the consequence is that their nature
is to strike military objectives and civilians or civilian objects with-
out distinction, then the cyber weapon will be indiscriminate by na-
ture and thus unlawful.93

Duncan Hollis, law professor at Temple University and IHL expert adds that
“malware of various types can quickly be distributed world-wide. Without
careful planning cyber operations may be indiscriminate or cause harms
greater than expected or necessary to achieve their military objective.”94

That connects to a possible problem related to lack of careful planning of
cyber operations, which can ultimately harm unintended targets, while also
violating bedrock principles of IHL.

Lack of careful planning can also lead to loss of control over the initial
cyber operation, because once viruses or worms are unleashed, they “can
quickly spiral out of control, infiltrating civilian systems and causing dam-
age to property that far surpasses the intent of the cyber attacker.”95 Careful
planning stems from a commander’s obligation to make a decision based on

92. See Eric Jensen, Cyber Attacks: Proportionality and Precautions in Attack, 89 INT’L

L. STUD. 198, 203 (2013) (“When employing a cyber tool or conducting cyber operations, the
commander would need to maintain oversight of the tool and be ready to adjust operations if
the tool or operation began to have effects that the commander determined would have an
illegal impact on civilians. This might be especially difficult in the cyber domain since virtu-
ally every cyber operation will traverse, affect, employ or damage civilian cyber infrastructure
of some kind.”).

93. William H. Boothby, Where do Cyber Hostilities Fit in the International Law
Maze?, in NEW TECHNOLOGIES AND THE LAW OF ARMED CONFLICT 59, 68 (Hitoshi Nasu &
Robert McLaughlin eds., 2014).

94. Duncan B. Hollis, Re-Thinking the Boundaries of Law in Cyberspace: A Duty to
Hack?, in CYBER WAR: LAW AND ETHICS FOR VIRTUAL CONFLICTS 129, 170 (Jens David Ohlin
et al. eds., 2015).

95. Michael Gervais, Cyber Attacks and the Laws of War, 30 BERKELEY J. INT’L L. 525,
570 (2012).
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all available information, and to collect the best intelligence given the cir-
cumstances.96 It is based on the precaution in attack principle, which obli-
gates parties to an armed conflict to take feasible measures to ensure that
civilian targets are sufficiently protected.  The Additional Protocol I pro-
vides: “in the conduct of military operations, constant care shall be taken to
spare the civilian population, civilians and civilian objects”97 and therefore,
adversaries are requested to “take all feasible precautions in the choice of
means and methods of attack with a view to avoiding, and in any event to
minimizing, incidental loss of civilian life, injury to civilians and damage to
civilian objects”.98

The standard of the precaution principle is “feasibility,” meaning that
the required measures are “practicable or practically possible, taking into
account all the circumstance ruling at the time, including humanitarian and
military considerations.”99 In that regard, ICRC legal adviser Cordula
Droege posited that the precautionary principle “will require verifying the
nature of the systems that are being attacked and the possible damage that
might ensue from an attack. It also means that when it becomes apparent that
an attack will cause excessive incidental civilian damage or casualties, it
must be cancelled.”100 Droege argues that “the use of a worm that replicates
itself and cannot be controlled, and might therefore cause considerable dam-
age to civilian infrastructure, would be a violation of IHL.”101

Some experts claim that because disruptive cyber operations are non-
lethal there is incentive not to comply with IHL. Jeff Kelsey argued that “the
potentially non-lethal nature of cyber weapons may cloud the assessment of
an attack’s legality, leading to more frequent violations of the principle of
distinction in this new form of warfare than in conventional warfare.”102 This
illustrates that the duty to code humanely is critical to disruptive cyber oper-

96. See Dieter Fleck (ed.), The Handbook of International Humanitarian Law (2013),
para. 443, comm. 7 (Stating that “Exact reconnaissance and the procurement of precise infor-
mation by military intelligence services become key factors of lawful warfare. The technologi-
cally and institutionally highly developed military organizations of the industrial states could
probably manage these requirements;338 military actors without efficient means of reconnais-
sance and intelligence, however, will encounter serious difficulties in meeting the require-
ments of Article 52, para. 2, AP I [requirement of attacks only against military objectives]
Also, stating that “The command authorities responsible for planning and deciding upon an
attack must employ all means of reconnaissance and intelligence available to them unless and
until there is sufficient certainty of the military nature of the objective of an attack”. )

97. AP I, supra note 13, at art. 57(1).
98. AP I, supra note 13, at art. 57(2)(a)(ii) (empahsis added).
99. HOLIS, supra note 95, at 160.

100. Cordula Droege, Legal Advisor, Int’l Comm. of the Red Cross, No Legal Vaccum
in Cyber Space (Aug. 16, 2011), available at https://www.icrc.org/eng/resources/documents/
interview/2011/cyber-warfare-interview-2011-08-16.htm.

101. Id.
102. Jeffrey T. G. Kelsey, Hacking into International Humanitarian Law: The Principles

of Distinction and Neutrality in the Age of Cyber Warfare, 106 MICH. L. REV. 1427, 1439
(2012).
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ations, even though it applies equally to destructive cyber operations. To
avoid this negative incentive to comply with IHL principles, disruptive ef-
fects need to be addressed and covered by IHL.

It must be noted, that even the best cyber operation designers may be
prone to human error and unforeseen consequences.103 This is, however, not
specific to cyber operations as errors may occur in the non-cyber realm as
well. If the cyber operation is designed humanely there is a reduced risk that
such operation will be indiscriminate.104 Additional challenge to the duty to
code humanely is the dual-use reality, in which many cyber infrastructure
targets are used both by civilians and the military. As eloquently described
by prominent IHL scholars Robin Geib and Henning Lahmann –

“Whereas it is technically possible to distinguish virtual targets in
cyberspace – meaning that a hyper-distinctive attack against a mili-
tary network is certainly realistic – the application of the accepted
legal definition of military objectives in the interconnected cyber
domain will render basically every cyber installation a legitimate
military objective. In cyberspace, every component of the cyber in-
frastructure is a dual-use object”.105

This challenge is not cyber-specific, as contemporary conflicts exacerbate
the difficulty to distinguish between military and civilian objectives.

1. Case study –  Stuxnet: Humane Cyber Operation

In 2010, the computer networks of the Iranian nuclear research facility
in Natanz were infected by a malware, which caused unexpected detrimental
physical destruction. The Stuxnet virus, which infected the Iranian nuclear
plant, caused damage to the uranium-enriching infrastructure by making the
centrifuges spin out of control up to the point that they become irreversibly
damaged. This was achieved by a so-called “semantic cyber attack,” which
manipulates the output of the targeted system, by showing incorrect informa-

103. See Erki Kodar, Applying the Law of Armed Conflict to Cyber Attacks: From the
Martens Clause to Additional Protocol I, 15 ENDC PROCEEDINGS 107, 121-22 (2012).

104. Id. at 121 (“The difficulty of cyber attacks is that, to be conducted legally, they have
to be of high sophistication so as not to violate the requirements of LOAC. But a cyber attack
can easily, either intentionally or through a human or technological mistake, transform into an
indiscriminate attack. If a belligerent programs a virus the sole purpose of which is to replicate
in IT systems, infect as many computers as possible and destroy all the data on infected ma-
chines, then it would be hard to argue that such a cyber attack is in accordance with LOAC. In
this example, the cyber attack (virus) would be uncontrollable and spread through military and
civilian systems alike, constituting an indiscriminate attack. Therefore, a cyber attack must be
of high sophistication and adhere to the principle of distinction and to LOAC in general.”).

105. Robin Geib & Henning Lahmann, Cyber Warfare: Applying the Principles of Dis-
tinction in an Interconnected Space, 45(3) ISR. L. REV. 381, 382-83 (2012).
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tion.106 As a result, the Stuxnet attack damaged the centrifuges, which were
spinning until they broke, while the computer systems of the facility showed
that the centrifuges operate normally.107

Stuxnet is an example of how diligent and “humane” design of a cyber
operation can end up achieving a military objective, without harming any
civilians or civilian objects. Stuxnet was very cleverly designed to only harm
computer systems manufactured by Siemens, having very specific configura-
tions, in order to limit the effects to the computers resident at the nuclear
plant in Natanz. When the worm infected these systems, it forced the cen-
trifuges to speed up to a speed that essentially destroys those centrifuges.
Otherwise, if the worm does not detect these specific configurations, it does
not cause any effects at all, other than just existing on that computer system.
In that context, experts concluded that “Stuxnet satisfies the criteria of dis-
tinction because the worm was designed for a specific military target – as-
suming the Natanz plant is not a civilian nuclear energy program – and did
not indiscriminately destroy civilian computer systems.”108

Stuxnet was not carried out in an armed conflict context, and, thus, was
not evaluated under IHL norms and principles. Similar operations could take
place during an armed conflict in the future, and it is then that the lessons
from Stuxnet may be valuable for the purposes of protecting civilians and
civilian objects from attacks. In addition, Stuxnet was both a disruptive and
destructive cyber operation. The disruptive part manipulated the computer
systems to show that the centrifuges are functioning properly, while the de-
structive resulted in irreversibly damage to the centrifuges. In that sense,
Stuxnet is not a purely disruptive cyber operation, and here again, lessons
regarding practice relating to disruptive cyber operations cannot be made
necessarily. Finally, Stuxnet infected a variety of additional targets, but these
were not damaged. Some claim that these “constant care” standard operation
may suggest an emerging state practice on the duty to code humanely.109

B. Rethinking the Proportionality Analysis

The proportionality analysis (discussed infra) compares military advan-
tage with incidental loss of civilian life, injury to civilians, damage to civil-
ian objects, or a combination thereof (“collateral damage”) and prohibits

106. See MARTIN C. LIBICKI, WHAT IS INFORMATION WARFARE? 77 (1995) (“A system
under semantic attack operates and will be perceived as operating correctly, . . . but it will
generate answers at variance with reality.”).

107. See Oona Hathaway et al., The Law of Cyber-Attack, 100 CAL. L. REV. 817, 819,
828 (2012).

108. Gervais, supra note 96, at 571.
109. See Jensen, supra note 93, at 203 (“[R]eports show that it spread much wider than

that, presumably wider than the United States and Israel intended it to disseminate, which may
have led to its discovery. Though no other damage was reported, the unintended spread of the
virus at least implicates the constant-care standard and informs State practice on the issue.”).
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attacks that are expected to result in excessive collateral damage as opposed
to the military advantage anticipated.110 The meaning of the proportionality
analysis, is that even if the cyber operation was coded humanely, it still does
not mean that it is proportional.

If disruption is included in the scope of “attack,” then it is inevitable for
disruptive effects to be included as part of the collateral damage belonging to
the proportionality analysis. In literature, a proportionality analysis that takes
into account the disruption collateral damage is not uncommon.111 The rea-
son for that would be that simply including disruptive cyber operations
within the ambit of attacks would not protect civilians from these operations,
as it will be legal under IHL to cause disruptive incidental damage, if the
attack is discriminate and not directly carried out against civilians. The mat-
ter really boils down to whether destructive or disruptive cyber operations,
against military objectives should cause proportionate disruptive and other
damages to civilians and civilian objects.

Eric Jensen proposes that IHL consider collateral damage employing the
functionality approach.

[S]ome have taken the view that damage also encompasses serious
interruptions in functionality, such as would require replacing parts
or reloading software systems. For example, in the kinetic analogy
used above where a cyber attack shut down a communication port
but left the rest of the computer unaffected, the computer would still
turn on but its actual functionality might be seriously affected. If
functionality is considered when determining damage, the kinetic
analogy would be of limited value. The functionality approach
seems to be the best application of the proportionality rule to the
cyber realm as it takes into account the unique aspects of cyber
operations, without going so far as to make the proportionality anal-
ysis unwieldy for commanders to apply. Armed conflict has always
included effects on civilians that have caused inconvenience, irrita-

110. 1 INT’L COMM. OF THE RED CROSS, CUSTOMARY INTERNATIONAL HUMANITARIAN

LAW 46 (Jean-Marie Henckaerts & Louise Doswald-Beck eds., Cambridge Univ. Press 2005)
(“Proportionality in Attack: Rule 14. Launching an attack which may be expected to cause
incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination
thereof, which would be excessive in relation to the concrete and direct military advantage
anticipated, is prohibited.”).

111. See Herb Lin, Cyber Conflict and International Humanitarian Law, 94 INT’L. REV.
RED CROSS 515, 526 (2012) (“Under the provisions related to proportionality, some degree of
collateral damage is allowable, but not if the ‘expected’ collateral damage is disproportionate
compared to the ‘anticipated military advantage’. 16 If, for example, a power plant is the target
of a cyber attack, an assessment must be made as to whether the harm to the civilian popula-
tion caused by disruption of electrical service is not disproportionate to the military advantage
that might ensue from attacking the plant. Before such an assessment could be made, the
commander would have to have adequate intelligence about the plant (and what was dependent
on the plant) on which to base the judgement.”).
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tion, stress and fear, but these have traditionally not been part of the
commander’s analysis of damage required by the proportionality
analysis. By focusing on functionality, the commanders can easily
understand the legal standard and apply it to modern cyber
operations.112

The functionality seems to make sense. It includes not only physical
collateral damage, but also damage in the form of loss of functionality,
whether “replacing parts or reloading software systems.” However, disrup-
tion that does require replacing parts or reloading software should be in-
cluded. For example, disruption due to a DDoS attack on a specific
governmental website does not result in reloading software or replacing any
hardware parts, but requires either waiting it out, or attacking the source(s)
of the DDoS attack to stop its disruptive effects.

The primary shortcoming of a narrow reading of collateral damage is
that the most severe disruptive cyber operations would be far more
humanitarianly dangerous than physical destroying a house belonging to a
civilian.113 That is to say, that disruption effects can be far more serious than
physical ones. In that sense, reconsidering the scope of collateral damage is
essential.

C. The Persistent Problem with Operations against Data

Data as a target of cyber operations poses a very specific, complicated
challenge. Even if we consider cyber operations targeting data as “attacks,”
the remaining question is whether data can constitute an “object,” because

112. Jensen, supra note 93, at 206-07.
113. See Geib & Lahmann, supra note 105105, at 397 (offering a similiar example, ex-

plaining that, “It would appear counter-intuitive that only the physical destruction of a civilian
object should be taken into consideration, whereas functionality loss – even if it affects the
civilian population much more severely – should be irrelevant. Indeed, a narrow reading of the
phrase ‘damage to civilian objects’ that is limited to physical destruction would lead to the
following result. Whereas the destruction of a single civilian car would amount to legally
relevant, albeit rather insignificant, ‘collateral damage’, the disconnection of thousands or mil-
lions of households, companies and public services from the internet or other communication
services, or the severance of online financial transactions for a country’s entire economy and
the corresponding economic and societal effects as such would not count as relevant elements
to be factored into the proportionality calculus. Only when and where these effects foreseeably
resulted in the loss of civilian life, injury to civilians or damage to civilian objects could they
be considered as factors relevant for the proportionality calculus.70 Given that it is extremely
difficult to determine in advance what the foreseeable physical effects of a large-scale attack
against cyber infrastructure components may be – in the interconnected domain of cyberspace
such operations may have a number of cascading effects that are hard to predict – the inclusion
of direct effects such as the loss of functionality into the list of proportionality-relevant factors
would greatly facilitate the application of the proportionality principle, especially in the cyber
domain. Evidently, the more cyber-reliant a society is – and in the future this reliance will only
increase in a growing number of states – the more detrimental the effects of such functionality
loss on the civilian population will be.”).
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the distinction principle only protects “civilian objects” from direct attacks.
The classification of data as an object (or non-object) is essential to its pro-
tection in the civilian context. In other words, critical civilian data may be
compromised if IHL fails to classify data as an object protected from direct
attacks.114

The absolute exclusion of data from the scope of “object” appears in the
Tallinn Manual. Rule 37 of the Tallinn Manual provides that “[c]ivilian ob-
jects shall not be made the object of cyber attacks. Computers, computer
networks, and cyber infrastructure may be made the object of attack if they
are military objectives.”115 Rule 38 of the Tallinn Manual adopts some of
Additional Protocol I provisions, and provides that:

Civilian objects are all objects that are not military objectives. Mili-
tary objectives are those objects which by their nature, location,
purpose, or use, make an effective contribution to military action
and whose total or partial destruction, capture or neutralization, in
the circumstances ruling at the time, offers a definite military ad-
vantage. Military objectives may include computers, computer net-
works, and cyber infrastructure.116

The Tallinn Manual experts found that “the meaning of the term ‘object’
is essential in understanding this and other Rules found in the Manual. An
‘object’ is characterized in the ICRC Additional Protocols Commentary as
something ‘visible and tangible.’ ”117 The IGE continued their commentary
by adding that an “. . .object should not be interpreted as data. Data is intan-
gible and therefore neither falls within the ‘ordinary meaning’ of the term
object.”118 This assertion is counterintuitive, and does not conform with
technological and societal developments taking place in the last few decades.

Similarly, Prof. Schmitt, argues that “data should not be characterized as
an object in itself.”119 Schmitt argues that operations against data could be a
violation of the principle of distinction if “the consequences attendant to its

114. For more on this debate, see, e.g., Michael Schmitt, The Notion of ‘Objects’ during
Cyber Operations: A Riposte in Defence of Interpretive and Applicative Precision, 48 ISR. L.
REV. 81 (2015) (arguing that data should not be characterized as an object in itself); Kubo
Macak, Military Objectives 2.0: The Case for Interpretive Computer Data as Objects under
International Humanitarian Law, 48 ISR. L. REV. 55 (2015) (arguing that data out to be an
‘object’); Heather Harisson Dinniss, The Nature of Objects: Targeting Networks and the Chal-
lenge of Defining Cyber Military Objectives, 48 ISR. L. REV. 39 (2015) (arguing that data
should be recognized as object to better protect civilians).

115. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 124.
116. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 125.
117. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 126 (Commentary 4 to Rule

38); see also INT’L COMM. OF THE RED CROSS, supra note 14, at para. 2008.
118. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 127 (Commentary 5 to Rule

38).
119. Schmitt, supra note 75, at 96.
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destruction involve the requisite level of harm to protected physical objects
or persons.”120 Although Schmitt’s approach on data as object might seem as
data-inclusive, it is in fact a data-exclusive. Schmitt argues that data should
be seen as object only if there are physical manifestations to the manipula-
tion or destruction of such data. Therefore, Schmitt does not view the data as
valuable for civilian knowledge, information, order and well-being, that is,
data as having an intrinsic value.121 In his riposte piece, Schmitt simply ar-
gued that “Since data is not an object, then on that basis it is not subject to
the prohibition on attacking civilian objects; it is instead necessary to look to
the consequences of its damage or destruction to determine whether the pro-
hibition applies.”122 That approach is somewhat dated, in the sense that digi-
tal data is a relatively new concept, when compared to the notions held by
IHL years  and years ago.123

Prof. Heather Dinniss, among the leading cyber warfare scholars, holds
a similar view, by arguing that code, that is, a type of data, “may qualify as a
military objective by providing an effective contribution to military action
either through its nature, location, purpose or use.”124 Dinniss argues that:

[I]n today’s world of increasing virtualisation and extensive interde-
pendence between military and civilian infrastructure, requiring tan-
gibility results in a manifestly unreasonable result. Such a result is
inconsistent with other treatments of intangibility in international
humanitarian law and contrary to the expressed purpose of provid-
ing effective protection to civilians and civilian objects.125

A minority among the International Group of Experts, as part of the
commentary to Rule 38 of the Tallinn Manual, argued that “data per se
should be regarded as an object. In their [minority Experts] view, failure to
do so would mean that even the deletion of extremely valuable and impor-
tant civilian datasets would potentially escape the regulatory reach of the law

120. Id.
121. See id. Though Schmitt does make some effort to address data with intrinsic value –

“some data have intrinsic value. An example would be digital art. If the data are destroyed, the
art is as well,” that approach is still under-inclusive as it disregards massive amounts of data
with intrinsic value that are not art.

122. Schmitt, supra note 75, at 97.
123. See Macak, supra note 114, at 67 (arguing that, in accordance with the Vienna

Convention on the Law of Treaties (VCLT), the term ‘object’ should be interpreted to encom-
pass data, by providing that Tallinn Manual’s use of ICRC Commentary definition of an object
as “visible and tangible” is dated, mainly because the possibility of cyber warfare, or even
digital data, did not cross the minds of the commentators in 1987. In addition, Macak argued
that the claim that data is an object is supported by teleological interpretation, as mandated by
the VCLT).

124. Dinniss, supra note 114, at 54.
125. Id.
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of armed conflict”.126 Since the Tallinn Manual required unanimity to adopt
its rules, the question on whether data could constitute object was unset-
tled.127 In addition, although the majority of Experts concluded that data is
not an object, Rule 71 of the Tallinn Manual seems to be contradicting that
assertion, by providing that “. . .data that form[s] an integral part of the
operations or administration of medical units and transports. . . may not be
made the object of attack”.128

These views are more persuasive than the data-excluding ones, yet the
shortcoming in the data-inclusive arguments presented here, is that they end
up being over-inclusive. Macak himself realizes that while “an innocuous e-
mail” belonging to a civilian is an object, and destruction of such letter
“would indeed probably not be lawful under IHL”, it is unlikely, according
to Macak, “that states would, within the scope of an armed conflict, engage
in a military operation the sole aim of which would be to destroy one civil-
ian letter (or one such email)”.129

Data should be viewed as an object as any other proposition would com-
promise data completely. The consideration whether the cyber operation
targeting data is an “attack” should rely on the three factors: (1) an operation
beginning in cyberspace or a computer system; (2) it is interruptive in nature
– that is, the compromise or loss of data is interrupting the day-to-day lives
of civilians; and (3) it is violent, that is, the data is critical, the damage is
irreversible, the effects are prolonged and more.

D. Existing Frameworks

Certain frameworks have already made attempts to address cyber opera-
tions in the context of IHL, particularly in relation to “attack.” Although
there is no internationally binding framework, these frameworks are impor-
tant in understanding the current view on these issues. The U.S. DoD Law of
War Manual represents the view of the Department of Defense alone,130

126. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 127 (Commentary 5 to Rule
38).

127. See Schmitt, supra note 114, at 82-83.
128. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 206.
129. Macak, supra note 114, at 75-76.
130. See generally Office of Gen. Counsel U.S. Dep’t of Defense, Department of De-

fense Law of War Manual 1005 (2015), available at available at http://www.defense.gov/Por-
tals/1/Documents/pubs/Law-of- War-Manual- June-2015.pdf. (“This manual is an institutional
publication and reflects the views of the Department of Defense, rather than the views of any
particular person or DoD component. An effort has been made to reflect in this manual sound
legal positions based on relevant authoritative sources of the law, including as developed by
the DoD or the U.S. Government under such sources, and to show in the cited sources the past
practice of DoD or the United States in applying the law of war.”).

“This manual is an institutional publication and reflects the views of the Department of
Defense, rather than the views of any particular person or DoD component. An effort has been
made to reflect in this manual sound legal positions based on relevant authoritative sources of
the law, including as developed by the DoD or the U.S. Government under such sources, and
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though it might be used by other departments, as well as officially by the
U.S.

The Tallinn Manual on the International Law Applicable to Cyber War-
fare, is a NATO sponsored non-binding codification of the international law
norms applicable to the wartime use of cyber-attacks.131 The Tallinn Manual
deals, inter alia, with the IHL applicability to cyber warfare. However, even
though the Tallinn Manual represents lex lata, rather than lex ferenda, it is
not legally binding.132

The Group of Governmental Experts (GGE) Report on Developments in
the Field of Information and Telecommunications in the Context of Interna-
tional Security, is an effort to bring experts from twenty different countries,
who “examined existing and potential threats arising from the use of ICTs
[information and communication technologies] by States. . . including
norms, rules, principles and confidence-building measures. . . the Group ex-
amined how international law applies to the use of ICTs by States. Building
on the work of previous Groups, the present Group made important progress
in those areas.”133

1. U.S. DoD Law of War Manual

The Law of War Manual begins its cyber operations and jus in bello
(IHL) part by stating the basic, and most obvious assumption: “[i]f a cyber
operation constitutes an attack, then the law of war rules on conducting at-
tacks must be applied to those cyber operations. For example, such opera-
tions must comport with the requirements of distinction and
proportionality”.134 On the contrary, the Manual posits that “a cyber opera-
tion that does not constitute an attack is not restricted by the rules that apply
to attacks. Factors that would suggest that a cyber operation is not an “at-
tack” include whether the operation causes only reversible effects or only
temporary effects. Cyber operations that generally would not constitute at-
tacks include: defacing a government webpage; a minor, brief disruption of
internet services; briefly disrupting, disabling, or interfering with communi-
cations; and disseminating propaganda.”135

to show in the cited sources the past practice of DoD or the United States in applying the law
of war.”

131. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 1.
132. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 5.
133. G.A. Rep. of the Group of Governmental Experts on Developments in the Field of

Information and Telecommunication in the Context of International Security, 2, U.N. Doc. A/
70/150 (July 22, 2015) [hereinafter GGE Report].

134. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1003-04 (Rule
16.5.1).

135. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1005 (Rule
16.5.2).
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a. The Manual’s Shortcomings

There are two shortcomings in the Manual’s treatment of disruptive
cyber operations (or non-attack cyber operations). First, the Manual uses the
“reversible effects or only temporary effects” test,136 which does not neces-
sarily help determining whether a cyber operations reached the level of “at-
tack.” For example, a cyber operation that causes bodily injury or physical
destruction could still be reversible or temporary in its effects, yet it would
definitely be considered an “attack” due to its clear physical consequences.
Second, the examples provided by the Manual are “inconvenience” sort of
harms, which would not necessarily be considered as particularly disruptive
(depending on the degree of inconvenience), and the language used by the
Manual hints towards that notion – “defacing” and “minor, brief disruption”
is a language that denotes lack of violent effects, as argued earlier in this
paper, yet the Manual does not directly grapple with effects on functionality,
data, essential services, all of which, if targeted, could result in violent ef-
fects, thus invoking the IHL regime applicable to “attacks”. All in all, the
Manual seems to leave somewhat of a gap between cyber operations causing
minor inconveniences and ones that cause severe physical effects.

Furthermore, the Manual holds an opposing view to this paper’s main
argument, that disruptive cyber operations “may be directed at civilians or
civilian objects.” However, “such operations must not be directed against
enemy civilians or civilian objects unless the operations are militarily neces-
sary” and “even if a cyber operation is not an “attack” or does not cause any
injury or damage that would need to be considered under the proportionality
rule, that cyber operation still should not be conducted in a way that unnec-
essarily causes inconvenience to civilians or neutral persons.”137 It is impor-

136. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1005 (Rule
16.5.2 states that, “A cyber operation that does not constitute an attack is not restricted by the
rules that apply to attacks. Factors that would suggest that a cyber operation is not an ‘attack’
include whether the operation causes only reversible effects or only temporary effects. Cyber
operations that generally would not constitute attacks include: defacing a government
webpage; a minor, brief disruption of internet services; briefly disrupting, disabling, or inter-
fering with communications; and disseminating propaganda. Since such operations generally
would not be considered attacks under the law of war, they generally would not need to be
directed at military objectives, and may be directed at civilians or civilian objects. Nonethe-
less, such operations must not be directed against enemy civilians or civilian objects unless the
operations are militarily necessary. Moreover, such operations should comport with the gen-
eral principles of the law of war. For example, even if a cyber operation is not an ‘attack’ or
does not cause any injury or damage that would need to be considered under the proportional-
ity rule, that cyber operation still should not be conducted in a way that unnecessarily causes
inconvenience to civilians or neutral persons.”).

137. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1005 (Rule
16.5.2).
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tant to note that the Manual does not consider disruption, economic harms,
and inconvenience as part of the proportionality evaluation.138

In addition, the Manual offers somewhat of a hint towards a limited
protection against activities that are not attacks, yet seize or destroy enemy
property nonetheless, by providing that “[a] cyber operation that would not
constitute an attack, but would nonetheless seize or destroy enemy property,
would have to be imperatively demanded by the necessities of war.”139 That
could mean that disruptive cyber operations, which are allegedly not “at-
tacks” under the Law of War Manual approach, would still need to be justi-
fied under the military necessity rule, thus possibly limiting its effects on
civilians and civilian infrastructure. However, the Manual’s position on dis-
ruptive cyber operations is very limited, leaving much room for carrying out
these operations against civilians without an accountability regime.

2. Tallinn Manual

The Tallinn Manual defines “cyber attack” as a “cyber operation,
whether offensive or defensive, that is reasonable expected to cause injury or
death to persons or damage or destruction to objects.”140 The Manual also
reaffirms that to qualify as “attack” an action needs “violent effects” rather
than release of kinetic force.141 Although the Manual employs a physical-
effects approach to the concept of “attack,” it still provided that the IGE
were divided with regard to operations that interfere with functionality of
objects, with the majority holding the view that it would constitute an attack
if “replacement of physical components” is required.142 Within those experts,
there was no consensus on whether reinstalling the operating system could
suffice for the purposes of “attack,”143 however, a few of the experts be-
lieved that if such operation “necessitates data restoration,” it should be con-
sidered an attack.144

The Tallinn Manual adopts a pretty narrow, traditional perspective on
“attack”, but it is still submitted that majority of experts agreed that “there
might be logic” in characterizing largely disruptive cyber operations as “at-

138. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1004 (Rule
16.5.1.1).

139. OFFICE OF GEN. COUNSEL U.S. DEP’T OF DEFENSE, supra note 131, at 1004 (Rule
16.5.1).

140. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 106.
141. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 106-07 (Commentary 3 to

Rule 30).
142. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 108 (Commentary 10 to Rule

30).
143. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 108 (Commentary 10 to Rule

30).
144. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 109 (Commentary 11 to Rule

30).
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tacks.”145 However, these experts also claimed that IHL “does not presently
extend this far”, and a minority of these experts predicted that the interna-
tional community will most likely characterize such operations as “attacks,”
should they occur in the future.146 The Tallinn Manual, therefore, protects
civilians from direct attacks only if the cyber operation in question fits the
definition provided by the Manual, which focuses on physical
consequences.147

With regard to the applicability of the proportionality rule, the Tallinn
Manual provides that “cyber operations may cause inconvenience, irritation,
stress, or fear. Such consequences do not qualify as collateral damage . . .”148

The Manual does not define the scope of these terms, nor does he directly
deal with violent disruption effects as collateral damage.

3. GGE Report

Unlike the Law of War and Tallinn Manuals, the GGE Report has a
broader scope than simply analyzing IHL in relation to cyber operation. The
GGE Report generally focuses on threats to international peace and security
posed by the development of information and communication technologies
(“ICTs”).149 The GGE Report notes “the established international legal prin-
ciples, including, where applicable, the principles of humanity, necessity,
proportionality and distinction.”150 However, the GGE Report does not spe-
cifically analyze how these IHL principles apply to cyber operations, nor
does it deal with “attacks” or disruptive cyber operations in that context. The
main importance of the GGE Report is to incrementally come up with a set
of rules applicable to activities in cyberspace, and possible, address these
specific gaps and ambiguities in further detail in future reports.

V. CONCLUSION

Disruptive cyber operations during an armed conflict could become a
major threat to civilians, civilian property, and civilian wellbeing in the fu-
ture. The purpose of this paper is to introduce the notion of disruptive cyber
operations as “attacks” under IHL, thus limiting their use in accordance with
the principles of distinction, proportionality, and prohibition on indiscrimi-
nate attacks. Disruption itself, is a new form of violence, which ought to be

145. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 109 (Commentary 12 to Rule
30).

146. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 109 (Commentary 12 to Rule
30).

147. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 113 (Commentary 13 to Rule
32).

148. INTERNATIONAL GROUP OF EXPERTS, supra note 59, at 160 (Commentary 5 to Rule
51).

149. GGE Report, supra note 133, at 6, para. 1.
150. GGE Report, supra note 133, at 13, para. 28(d).
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incorporated in the ordinary meaning of “violence” in the context of “at-
tacks.” Violence is incrementally changing, and the effects that can be
brought about by cyber operations are increasing and posing a great chal-
lenge to contemporary legal frameworks, IHL being only one of them. These
arguments are certainly not prohibiting the use of cyber operations entirely,
whether destructive or disruptive, but limiting them using well-established
norms relating to the protection of civilians and civilian objects during an
armed conflict.

Current frameworks dealing with IHL and cyberspace are not addressing
disruption as a possible harm due to cyber operations, and more work is
required to mitigate future threats against civilians in that sense. Even the
most conservative readers of “attack” admit that state practice could develop
in a way that restricts the use of disruptive cyber operations in an armed
conflict, realizing how harmful these operations are when conducted against
civilians and civilian object.151

Disruptive cyber operations that reach the threshold of “attacks” by be-
ing violent have a practical and normative implication on current IHL. First,
is that disruptive cyber operations should be designed humanely, in accor-
dance with the duty to code humanely. Parties to a conflict are under obliga-
tion to ensure that these operations are capable of distinguishing between
civilians and military targets, and that they are directed against military
objectives alone. Secondly, to strengthen the standing of disruption as a le-
gitimate harm, the proportionality analysis should take into account possible
disruption harm to civilians as collateral damage. Similarly, the debate on
data as an “object” is based on obsolete distinction between tangible and
intangible, which are untenable in the digital age, where data is sometimes
more valuable than physical objects, with which traditional international law
is so inexplicably obsessed.

The common theme in this paper is the changing nature of conflict,
weapons, and targets. International law, remaining somewhat stagnant,
needs to catch up and adapt to this changing nature before it takes its toll.
However, realizing that international lawmaking has its own limitations, it is
unclear whether a treaty or custom will eventually address these emerging,
threatening, phenomena.

151. See Schmitt, supra note 61.
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IDO KILOVATY† 

ABSTRACT 

Cyber-attacks have become increasingly common and are an 

integral part of contemporary armed conflicts. With that premise 

in mind, the question arises of whether or not a civilian carrying 

out cyber-attacks during an armed conflict becomes a legitimate 

target under international humanitarian law. This paper aims to 

explore this question using three different analytical and 

conceptual frameworks while looking at a variety of cyber-attacks 

along with their subsequent effects. One of the core principles of 

the law of armed conflict is distinction, which states that civilians 

in an armed conflict are granted a set of protections, mainly the 

protection from direct attacks by the adversary, whereas 

combatants (or members of armed groups) and military objectives 

may become legitimate targets of direct attacks. Although 

civilians are generally protected from direct attacks, they can still 

become victims of an attack because they lose this protection “for 

such time as they take direct part in hostilities.”1 In other words, 
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1 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating 

to the Protection of Victims of International Armed Conflicts (Protocol I) art. 

51(3), June 8, 1977, 1125 U.N.T.S. 3 [hereinafter AP I]. In the non-international 

armed conflict context, see Article 13(3) of the Protocol Additional to the Geneva 

Conventions of 12 August 1949, and relating to the Protection of Victims of Non-
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under certain circumstances, if a civilian decides to engage in 

hostile cyber activities (or “hacktivities”), they may well become 

a target of a direct lethal attack. I will argue that although the 

answer is highly nuanced and context dependent, the most 

salutary doctrinal revision that can be made in this area is that 

the threshold of harm must adapt to the particular intricacies of 

cyberspace.  

INTRODUCTION TO TARGETING IN MODERN CONFLICT 

 In August 2015, a U.S. drone strike in Syria killed Junaid Hussain, 

a British hacker who was carrying out hostile cyber activities on behalf of 

ISIS.2 Hussain was believed to have a leading position in ISIS’ Cyber 

Caliphate, a hacking group that allegedly took control of US Central 

Command’s social media accounts. This group published U.S. soldiers’ 

and officers’ identifying information, such as their full names, addresses, 

and photos.3 Unlike other members of ISIS, Hussain only engaged in cyber 

activities which, although they were hostile, did not pose the same threat 

of imminent danger as the actual use of conventional military force. 

Hussain’s death represents the first time a hacker was lethally targeted. 

This article predicts that the practice of targeting hackers in the context of 

an armed conflict will only increase because cyber-attacks will become a 

more frequent and substantial phenomenon in armed conflicts. The crucial 

question in this regard is whether individuals like Hussain are legitimate 

targets under international humanitarian law (IHL) in armed conflict.  

 The emergence of cyberspace as an instrument of warfare 

exacerbates the gaps and ambiguities that already exist within IHL. A 

particularly aggravating factor is the increased involvement of civilians in 

cyber-attacks. Civilians in modern armed conflicts can play an active role 

when it comes to cyber-attacks, as they serve as private contractors 

carrying out both offensive and defensive cyber operations.4 In addition to 

                                                           
International Armed Conflicts (Protocol II), June 8 1977, 1125 U.N.T.S. 609 

[hereinafter AP II]. 
2 Spencer Ackerman, Ewan MacAskill & Alice Ross, Junaid Hussain: British 

Hacker for ISIS Believed Killed in US Air Strike, THE GUARDIAN (Aug. 27, 2015, 

12:28 EDT), http://www.theguardian.com/world/2015/aug/27/junaid-hussain-

british-hacker-for-isis-believed-killed-in-us-airstrike.  
3 Julia Glum, ISIS Hacker Junaid Hussain Confirmed Dead After US Airstrike on 

Islamic State in Syria: Pentagon, INTERNATIONAL BUSINESS TIMES (Aug. 28, 

2015, 2:52 PM), http://www.ibtimes.com/isis-hacker-junaid-hussain-confirmed-

dead-after-us-airstrike-islamic-state-syria-2073451. 
4 See Heather Harrison Dinniss, Cyber Warriors, Patriotic Hackers and the Laws 

of War, in INTERNATIONAL HUMANITARIAN LAW & THE CHANGING TECHNOLOGY 
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these private contractors, there are patriotic hackers who make similar 

contributions.5 While the traditional notion of an armed conflict includes 

members of regular armed forces (“combatants”), this paradigm is no 

longer the case on the modern battlefield due to the growing involvement 

of civilians in cyber hostilities. As Susan Brenner, a leading expert on 

cyber conflict, stated,  the “integration of civilians into military efforts can 

create uncertainty as to whether someone is acting as a ‘civilian’ 

(noncombatant) or as a military actor (combatant).”6 After all, it is far 

easier to possess a computer with an active internet connection than a 

conventional weapon.7 This is because computer technology is readily 

accessible and carries a low cost of entry and use.8  

 In fact, in the aftermath of the cyber-attacks on Estonia in 2007, 

the Estonian government decided to recruit civilian volunteers to serve as 

“cyber warriors” should another major cyber-attack on Estonia occur.9 

Sean Watts, Professor of Law at Creighton University, explained this 

phenomenon of the privatization of cyber operations by describing how 

today, many companies provide the expertise required for the development 

and employment of computer network attacks.10 

 The versatility of computers and cyberspace has caused 

difficulties for countries that wish to utilize computers militarily, while 

retaining their civilian properties. This is sometimes referred to as the 

                                                           
OF WAR 269 (Dan Saxon ed., 2013) (noting that civilian contractors are 

increasingly involved in cyber hostilities). 
5 Id.   
6 SUSAN BRENNER, CYBERTHREATS, THE EMERGING FAULT LINES OF THE NATION 

STATE 197 (2009). 
7 See Roger Barnett, A Different Kettle of Fish: Computer Network Attack, 76 J. 

INT’L. L. STUD. 1, 22 (2002) (stating that the “entry costs to conduct a strategic 

information attack are insignificant” and requite only “an inexpensive computer, 

some easily obtainable software, and a simple connection to the Internet.”). 
8 See MARCO ROSCINI, CYBER OPERATIONS AND THE USE OF FORCE 202 (2014) 

(noting that the “low cost and ease of access to technology” allows civilians to 

easily conduct cyber operations). 
9 David Blair, Estonia Recruits Volunteer Army of ‘Cyber Warriors’, THE 

TELEGRAPH (Apr. 26, 2015, 6:58 PM BST), http://www.telegraph.co.uk/news/ 

worldnews/europe/estonia/11564163/Estonia-recruits-volunteer-army-of-cyber-

warriors.html.  
10 See Sean Watts, Combatant Status and Computer Network Attack, 50 VA. J. 

INT’L L.  391, 402–03 (2010) (“Reports indicate that few information operations 

experts currently serve as active duty soldiers. Many private companies have 

employed the skills of those with expertise in the various weapons commonly 

used in [Computer Network Attacks].”).   
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“dual-use” characteristic of cyberspace.11 Dual-use means that computer 

systems and networks may be used for legitimate, benign, civilian 

purposes, but at the same time, these systems and networks may be used 

by the military, or by civilians, for hostile purposes.12 While this 

characteristic is clear to countries, their civilians are often unaware of the 

potential consequences of their involvement in cyber operations in armed 

conflict, the importance of which may be life or death. Such was the case 

with Evgeny Morozov, who participated in the cyber operations against 

Georgia in 2008 –  

“Not knowing exactly how to sign up for a cyberwar, I started with 

an extensive survey of the Russian blogosphere… As I learned from 

this blog post, all I needed to do was to save a copy of a certain Web 

page to my hard drive and then open it in my browser. In less than an 

hour, I had become an Internet soldier. I didn’t receive any calls from 

Kremlin operatives; nor did I have to buy a Web server or modify my 

computer in any significant way.”13 

 The problem of civilians who directly participate in hostilities 

(DPH) is not particularly new. Yet even today, many find themselves 

unable to define the precise boundaries of the notion of DPH. Only in 2009 

did the International Committee of the Red Cross (ICRC) publish the 

Interpretive Guidance on the Notion of Direct Participation of Hostilities  

(“Interpretive Guidance”), which attempted to deal with the phenomenon 

of civilians who decide to directly participate in hostilities and the legal 

                                                           
11 See Mary O’Connell, Cyber Security Without Cyber War, 17 J. CONFLICT & 

SECURITY L. 187, 205 (2012) (comparing cyberspace to other existing treaty 

regimes of arms control, noting that “[t]he international community has adopted 

treaties in other ‘dual-use’ areas that are analogous to cyber space, such as the 

Chemical Weapons Convention and the Nuclear Non-Proliferation Treaty. Both 

of these treaties seek to end any use or even possession of chemical or nuclear 

weapons while at the same time promoting legitimate non-military uses of 

chemicals and nuclear power”).  
12 See Kai Ambos, International Criminal Responsibility in Cyberspace, in 

RESEARCH HANDBOOK ON INTERNATIONAL LAW AND CYBERSPACE 118, 131 

(Tsagourias & Buchan eds., 2015) (explaining that the “interconnectivity between 

civilian and military purposes” of cyberspace complicates the principle of 

distinction between civilians and combatants). 
13 Evgeny Morozov, An Army of Ones and Zeroes: How I Became a Soldier in the 

Georgia-Russia Cyberwar, SLATE (Aug. 14, 2008), http://www.slate.com/ 

articles/technology/technology/2008/08/an_army_of_ones_and_zeroes.html.  
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and practical ramifications of such a decision.14 The main consequences 

of such participation are the forfeiture of civilian protections and the 

legitimization of lethal targeting against civilians who DPH. The 

Interpretive Guidance does not directly deal with the issues raised by cyber 

warfare, but it does provide the general paradigm for civilians who DPH.  

 Additional attempts to address cyberspace and armed conflict are 

reflected in the 2013 Tallinn Manual on the International Law Applicable 

to Cyber Warfare (“Tallinn Manual”), a NATO sponsored non-binding 

codification of the international legal norms applicable to the wartime use 

of cyber-attacks.15 This document specifically deals with cyber warfare 

(as opposed to the more general Interpretive Guidance by the ICRC), but 

it is not legally binding.16 The recent Law of War Manual by the U.S. 

Department of Defense addresses the notion of DPH, but does not 

sufficiently elaborate on its connection to cyberspace.17  

 This paper argues that the boundary between legitimate activity in 

cyberspace during armed conflict (or, participation in war efforts) and 

hostile activities, which constitute DPH, is unclear. This resulting 

ambiguity has operational consequences, such as the inability to determine 

whether a specific individual is targetable in as a result of his or her actions 

in cyberspace.18 Furthermore, this paper argues that cyber activities by 

                                                           
14 NILS MELZER, INT’L COMM. OF THE RED CROSS, INTERPRETIVE GUIDANCE ON 

THE NOTION OF DIRECT PARTICIPATION IN HOSTILITIES UNDER INTERNATIONAL 

HUMANITARIAN LAW (2009) [hereinafter INTERPRETIVE GUIDANCE].  
15 See generally TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO 

CYBER WARFARE (Michael N. Schmitt ed., 2013) [hereinafter TALLINN 

MANUAL], https://ccdcoe.org/tallinn-manual.html (discussing the legal issues 

surrounding cyberwarfare). 
16 Id. at 5.  
17 See, e.g., U.S. DEP’T OF DEF., LAW OF WAR MANUAL 222–27 (2015) 

[hereinafter LAW OF WAR MANUAL], http://www.defense.gov/Portals/1/ 

Documents/pubs/Law-of-War-Manual-June-2015.pdf (discussing generally the 

complexities of civilian actions in hostilities but missing an elaboration on civilian 

hacking activities).  
18 This unclear boundary between direct participation in hostilities and 

participation in war efforts was already controversial and highly debated at the 

conclusion of the 1977 Additional Protocol to the Geneva Conventions, as 

provided in the INT’L COMM. OF THE RED CROSS, COMMENTARY ON THE 

ADDITIONAL PROTOCOLS OF 8 JUNE 1977 TO THE GENEVA CONVENTIONS OF 12 

AUGUST 1949 at 619 (Yves Sandos et al. eds., 1987) [hereinafter ICRC 

COMMENTARY ON APS], http://www.loc.gov/rr/frd/Military_Law/pdf/ 

Commentary_GC_Protocols.pdf (“There should be a clear distinction between 

direct participation in hostilities and participation in the war effort. The latter is 
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civilians belonging to the opposing party of an armed conflict should meet 

a certain threshold in order to be considered DPH. Although the “threshold 

of harm” requirement is the first prerequisite under the DPH paradigm, it 

is unclear what activities in cyberspace reach this threshold, as cyberspace 

challenges the notions of physicality, political borders, and state monopoly 

on force. This paper argues that the DPH framework may have to be more 

responsive to the myriad harms that emanate from cyberspace activities.  

I. CIVILIANS AND THE NOTION OF DIRECT PARTICIPATION IN 

HOSTILITIES 

 International humanitarian law is a specific branch of international 

law that regulates and limits conduct in times of armed conflict.19 It is a 

set of principles and norms codified in treaties, such as the Geneva 

Conventions of 1949 and their Additional Protocols from 1977, and 

customary international law.20 The key purpose of IHL is its attempt to 

minimize the adverse effects associated with war, particularly the effects 

on uninvolved individuals and collectives, namely civilians.21  

 Determining whether an individual is a civilian or not (based on 

his or her status, rather than acts) is a separate and complicated issue. 

Article 50 of Additional Protocol I defines a civilian as “any person who 

does not belong to one of the categories of the persons referred to in Article 

                                                           
often required from the population as a whole to various degrees. Without such a 

distinction the efforts made to reaffirm and develop international humanitarian 

law could become meaningless. In fact, in modern conflicts, many activities of 

the nation contribute to the conduct of hostilities, directly or indirectly; even the 

morale of the population plays a role in this context.”).  
19 See Int’l Comm. of the Red Cross, International Humanitarian Law: Answers 

to Your Questions (2002), http://www.redcross.org/images/MEDIA_Custom 

ProductCatalog/m22303661_IHL-FAQ.pdf (“The purpose of international 

humanitarian law is to limit the suffering caused by war by protecting and 

assisting its victims as far as possible.”). 
20See Statute of the International Court of Justice art. 38(1)(b), June 26, 1945, 59 

Stat. 1031, 33 U.N.T.S. 993, http://legal.un.org/avl/pdf/ha/sicj/icj_statute_e.pdf 

(stating that international custom, also known as customary international law, is 

“general practice accepted as law”).   
21 See YORAM DINSTEIN, THE CONDUCT OF HOSTILITIES UNDER THE LAW OF 

INTERNATIONAL ARMED CONFLICT 115 (2004) (“The first and foremost inference 

from the basic rule is that direct—and deliberate—attacks against civilians are 

forbidden.”). 
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4A (1) (2), (3) and (6).”22Where there is doubt, a person should be 

presumed a civilian.”23 Although this definition helps in understanding 

who qualifies as a civilian, it does not provide any guidance as to whether 

a civilian is DPH. 

 One of the fundamental principles of IHL is distinction, which 

provides that an attack should distinguish between civilians and 

combatants, and between civilian and military objectives.24 Distinction 

predates modern IHL, and has been part of the law of wars jurisprudence 

for centuries – “Slaughter of men armed and resisting is the law of war… 

it is reasonable that they who have taken arms should be punished in battle, 

but that Non-combatants are not to be hurt.”25 The principle of distinction 

is comprised of various specific obligations. First, civilians can never be 

the object of direct attacks by a party to an armed conflict.26 That is, 

                                                           
22 Article 4(A) (1), (2), (3), and (6) of the Third Geneva Convention (Convention 

(III) relative to the Treatment of Prisoners of War. Geneva, 12 August 1949), 

reads: 

(1) Members of the armed forces of a Party to the conflict as well as 

members of militias or volunteer corps forming part of such armed 

forces. 

(2) Members of other militias and members of other volunteer corps, 

including those of organized resistance movements, belonging to a Party 

to the conflict and operating in or outside their own territory, even if this 

territory is occupied, provided that such militias or volunteer corps, 

including such organized resistance movements, fulfil the following 

conditions: 

(a) that of being commanded by a person responsible for his 

subordinates; 

(b) that of having a fixed distinctive sign recognizable at a 

distance; 

(c) that of carrying arms openly; 

(d) that of conducting their operations in accordance with the 

laws and customs of war. 

(3) Members of regular armed forces who profess allegiance to a 

government or an authority not recognized by the Detaining Power. 

(6) Inhabitants of a non-occupied territory, who on the approach of the 

enemy spontaneously take up arms to resist the invading forces, without 

having had time to form themselves into regular armed units, provided 

they carry arms openly and respect the laws and customs of war. 
23 AP I, supra note 1, art. 50(1). 
24 AP I, supra note 1, arts. 51–52. 
25 HUGO GROTIUS, DE JURE BELLI AC PACIS LIBRI TRES 216 (William Whewell 

trans., London, John W. Parker 1853) (1625) (emphasis in original).  
26 AP I, supra note 1, art. 51(2).  
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adversaries are prohibited from aiming their weapons at civilians or 

civilian objects. Additionally, acts of violence, which are primarily 

intended to terrorize the civilian population, are prohibited.27 Second, 

attacks which cannot sufficiently discriminate between civilians and 

combatants are prohibited.28 Third, any attack resulting in collateral 

damage in the form of civilian casualties, injuries, and damage to civilian 

objects should be proportionate to the concrete and direct military 

advantage anticipated from such an attack29 (colloquially referred to as 

“proportionality” and considered a distinct, fundamental principle of 

IHL).30  

 These broad civilian protections (also referred to as “non-

combatant immunity”31) come with a specific exception. Namely, 

civilians only enjoy these protections “unless and for such time as they 

take a direct part in hostilities.”32 This exception represents the core 

principle that uninvolved civilians are protected from direct attacks, but, 

once they participate, they forfeit their civilian protections and become 

viable targets under IHL.33 Although the exception appears in Additional 

Protocols, it represents customary international law and is binding upon 

all states regardless of ratification status.34 

 The commentary to Additional Protocol I defines direct 

participation in hostilities as “acts of war which are intended by their 

                                                           
27 Id. 
28 AP I, supra note 1, art. 51(4). 
29 AP I, supra note 1, art. 51(1)(b). 
30 JEAN-MARIE HENCKAERTS & LOUISE DOSWALD-BECK, 1 INT’L COMM. OF THE 

RED CROSS, CUSTOMARY INTERNATIONAL HUMANITARIAN LAW 46–50 (2005), 

https://www.icrc.org/eng/assets/files/other/customary-international-

humanitarian-law-i-icrc-eng.pdf (rule 14). 
31 See, e.g., JUDITH GARDAM, NON-COMBATANT IMMUNITY AS A NORM OF 

INTERNATIONAL HUMANITARIAN LAW 116 (1993) (noting that the prevention of 

indiscriminate attacks on civilians is “the general rule of noncombatant 

immunity” in international humanitarian law). 
32 AP I, supra note 1, art. 51(3); AP II, supra note 1, art. 13(3). 
33 See, e.g., Michael N. Schmitt, Deconstructing Direct Participation in 

Hostilities: The Constitutive Elements, 42 N.Y.U. J. INT’L L. & POL. 697, 702 

(2010) (stating that “international humanitarian law suspends . . . civilian 

protections” when civilians directly participate in hostilities).  
34 See HCJ 769/02 Pub. Comm. Against Torture in Isr. v. Gov’t of Israel 62(1) PD 

507 (2006) (Isr.), http://elyon1.court.gov.il/files_eng/02/690/007/A34/ 

02007690.a34.pdf, ¶ 12 (noting that the exception to civilian protections “reflects 

a customary rule of international law” and thus binds all states).   
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nature or their purpose to hit specifically the personnel and the matériel35 

of the armed forces of the adverse Party.”36 It is highly significant that the 

temporal scope of the targetability of civilians engaged in DPH remains 

unclear and continues to generate considerable controversy.37 Moreover, 

civilians who DPH are not granted immunity from prosecution under 

domestic criminal law for their activities in the hostilities, as the immunity 

is associated with combatants who belong to recognized armed forces.38 

However, civilians engaging in DPH who are captured while committing 

their hostile activities are granted certain minimal protections under 

Article 75 of Additional Protocol I39 or Common Article 3,40 depending 

on the classification of the armed conflict.41 

 In this context, the ICRC Interpretive Guidance provides a 

framework to address the phenomenon of civilians who DPH.42 Although 

the Interpretive Guidance has garnered approval and is generally well 

                                                           
35 See MERRIAM-WEBSTER DICTIONARY 835 (11th ed. 2004) (defining “matériel” 

as “equipment and supplies used by soldiers”) 
36 ICRC COMMENTARY ON APS, supra note 18, at 516. 
37 Id. at 1453 (“If a civilian participates directly in hostilities, it is clear that he 

will not enjoy any protection against attacks for as long as his participation lasts. 

Thereafter, as he no longer presents any danger for the adversary, he may not be 

attacked; moreover, in case of doubt regarding the status of an individual, he is 

presumed to be a civilian. Anyone suspected of having taken part in hostilities and 

deprived of his liberty for this reason will have the benefit of the provisions laid 

down in Articles 4 (Fundamental guarantees), 5 (Persons whose liberty has been 

restricted), and 6 (Penal prosecutions).”). 
38 See Kenneth Watkin, Warriors Without Rights? Combatants, Unprivileged 

Belligerents, and the Struggle over Legitimacy, HARV. PROGRAM ON 

HUMANITARIAN POL’Y & CONFLICT RES. OCCASIONAL PAPER SERIES, No. 2, 

Winter 2005, at 12–13 (noting that combatants “have a special status . . . [which 

includes] the right to participate in hostilities and receive immunity from 

prosecution . . . for killing carried out in accordance with the law.”). 
39 AP I, supra note 1, art. 75 (international armed conflict). 
40 Geneva Convention Relative to the Treatment of Prisoners of War art. 3, Aug. 

12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135 [hereinafter Common Article 3]. In 

non-international armed conflict, such detainees would be granted humane 

treatment, and Common Article 3 would apply, along with customary 

international law and human rights law, where a gap exists. 
41 See THE HANDBOOK OF INTERNATIONAL HUMANITARIAN LAW 44, 49 (Dieter 

Fleck ed., 3d ed. 2013) (stating that “[a]n international armed conflict exists if one 

state uses armed force against another state” and that “[a] non-international armed 

conflict is a situation of protracted armed violence between governmental 

authorities and organized armed groups or between such groups within a state”). 
42 See generally INTERPRETIVE GUIDANCE, supra note 14. 
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received in academic and legal-military communities, it only represents 

the institutional view of the ICRC.43 Due to the lack of precedential law 

regarding DPH and the reputation of the ICRC as having expertise in IHL, 

the Interpretive Guidance is often the only framework used to determine 

whether or not a civilian is engaging in DPH.44 The conclusions of the 

Interpretive Guidance are sometimes controversial and highly contested, 

and there is substantial criticism of these determinations from both 

military and academic perspectives.45 

 The core of the DPH paradigm as provided by the Interpretive 

Guidance lies in three criteria that are required in order for an individual 

to be considered a civilian engaged in DPH.46 First, a certain threshold of 

harm needs to be met.47 Second, there needs to be a direct causal link 

between the act in question and the harm caused.48 Third, the act needs to 

be designed to cause harm in support of one party to the conflict and to the 

detriment of the opposing party of the conflict (also known as a 

“belligerent nexus”).49  

A. Threshold of Harm 

 Not every hostile action by civilians will reach the threshold 

required for the DPH label. The Interpretive Guidance requires that the act 

in question reach a certain severity threshold in relation to the harm caused 

(or likely to be caused) in order for that individual to forfeit his civilian 

status.50 The Interpretive Guidance provides two tests for determining 

whether the threshold of harm has been reached. First, an act must be likely 

to adversely affect the military operations or capacity of a party to the 

                                                           
43 See INTERPRETIVE GUIDANCE, supra note 14, at 9 (stating that “the 10 

recommendations made by the Interpretive Guidance, as well as the 

accompanying commentary, do not endeavour to change binding rules of 

customary or treaty IHL, but reflect the ICRC’s institutional position as to how 

existing IHL should be interpreted”). 
44 See, e.g., Schmitt, supra note 33. 
45 See Ryan Goodman & Derek Jinks, The ICRC Interpretive Guidance on the 

Notion of Direct Participation in Hostilities Under International Humanitarian 

Law: An Introduction to the Forum, 42 N.Y.U. J. INT’L. L. & POL. 637 (2010). 
46 INTERPRETIVE GUIDANCE, supra note 14, at 46. 
47 Id. at 48.  
48 Id. at 51.  
49 Id. at 58. 
50 Id. at 47 (“The qualification of an act as direct participation does not require the 

materialization of harm reaching the threshold but merely the objective likelihood 

that the act will result in such harm”). 
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armed conflict.51 Second, an act must be likely to inflict death, injury, or 

destruction on persons or objects protected against direct attack.52 The 

likelihood standard is evaluated objectively in each case.53 

 While the threshold of likelihood of “death, injury or destruction 

on persons or objects” is quite straightforward, the threshold of the 

likelihood to “adversely affect the military capacity or capacity of a party 

to the armed conflict” is somewhat obscure. An act that could result in 

death, injury or destruction has the same consequences as an act that is 

likely to affect military capacity or capacity of a party to the armed 

conflict.  In other words, in both cases, the civilian who carries out the 

hostile act would be targetable, should he satisfy the remaining two 

requirements. In Targeted Killings, the Israeli Supreme Court suggested 

that “acts which by nature and objective are intended to cause damage to 

civilians” be part of the threshold of harm requirement, however that 

requirement may already be included in the “death, injury or 

destruction.”54 

 Currently, it is unlikely that a cyber-attack will be objectively 

likely to cause death, injury, or destruction, although it might be possible 

with destructive cyber-attacks against critical cyber infrastructure, such as 

hospitals and power plants.55 Conversely, cyber-attacks can be highly 

disruptive and substantially affect military capacity.56 However, it is 

debatable whether a particular cyber-attack actually affects military 

capacity or simply represents a form of expression, propaganda, or mild 

nuisance. The Interpretive Guidance excluded “manipulation of computer 

networks” from the application of the DPH framework, even though such 

acts might “have a serious impact on public security, health and 

                                                           
51 Id. at 46. 
52 INTERPRETIVE GUIDANCE, supra note 14, at 47. 
53 Id.  
54 HCJ 769/02 Pub. Comm. Against Torture in Isr. v. Gov’t of Israel 62(1) PD 507 

(2006) (Isr.), http://elyon1.court.gov.il/files_eng/02/690/007/A34/ 

02007690.a34.pdf, ¶ 33.  
55 See, e.g., Scott A. Newton, Can Cyberterrorists Actually Kill People?, SANS 

INST. INFOSEC READING ROOM (2002), https://www.sans.org/reading-room/ 

whitepapers/warfare/cyberterrorists-kill-people-820.  
56 See Shane Quinlan, Jam. Bomb. Hack? U.S. Cyber Capabilities and the 

Suppression of Enemy Air Defenses, GEO. SECURITY STUD. REV. (Apr. 7, 2014), 

http://georgetownsecuritystudiesreview.org/2014/04/07/jam-bomb-hack-new-u-

s-cyber-capabilities-and-the-suppression-of-enemy-air-defenses/ (explaining 

how Israel bombed a Syrian nuclear reactor and managed to avoid detection by 

the aerial defense systems using a cyber-attack).  
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commerce.”57 The Interpretive Guidance briefly addressed the possibility 

of cyber-attacks affecting military capacity by providing that “electronic 

interference with military computer networks could also suffice, whether 

through computer network attacks (CNA) or computer network 

exploitations (CNE), as well as wiretapping the adversary’s high 

command or transmitting tactical targeting information for an attack.”58 

B. Direct Causal Link 

 The second requirement of the DPH framework is that the act in 

question directly causes the harm.59 In a modern society, the activities and 

occupations that civilians pursue could contribute to the military defeat of 

an adversary. Examples include attacking weapons production, 

construction, political propaganda, production of goods, and the supply of 

electricity and fuel.60 However, even though these activities could 

ultimately result in severe harm, reaching the threshold of harm as set in 

the first requirement, they may not satisfy the second requirement of a 

direct causal link.61 Therefore, civilians who contribute to war efforts in 

such indirect ways would not be directly participating in hostilities and 

their protected civilian status would remain intact.62 

 The prevailing test to determine causation is determining whether 

the harm caused is only one causal step away from the act.63 Therefore, all 

the capacity building, services, and production activities are far removed 

in the causal chain and will not be considered as direct causal acts. 

However, the Interpretive Guidance argues that acts that in isolation do 

not cause harm, when done in conjunction with other acts that cause the 

                                                           
57 INTERPRETIVE GUIDANCE, supra note 14, at 50.  
58 INTERPRETIVE GUIDANCE, supra note 14, at 48 & n.101 (“CNA have been 

tentatively defined as ‘operations to disrupt, deny, degrade, or destroy information 

resident in computers and computer networks, or the computer and networks 

themselves’ and may be conducted over long distances through radio waves or 

international communication networks. While they may not involve direct 

physical damage, the resulting system malfunctions can be devastating. CNE, 

namely ‘the ability to gain access to information hosted on information systems 

and the ability to make use of the system itself,’ though not of a direct destructive 

nature, could have equally significant military implications. During the expert 

meetings, CNA causing military harm to the adversary in a situation of armed 

conflict were clearly regarded as part of the hostilities.”) (citations omitted). 
59 Id. at 52 
60 Id. 
61 Id. 
62 Id. 
63 Id. 
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required threshold of harm, will be seen as direct causation acts (for 

example – transmission of intelligence, instructing and assisting troops in 

executing military operations, etc.).64 

 An important point that also relates to cyber-attacks is the 

distinction between causal proximity and temporal or geographic 

proximity.65 The fact that a certain hostile act is delayed or distant does 

not necessarily affect the causality of that act. An example of both a 

delayed and distant hostile act might be a cyber-attack carried out by State 

A against State B over international borders. State A collects military 

intelligence during the attack, and the harm from the attack materializes 

after a certain period of time. Although the cyber-attack was initiated by 

one nation-state and materially affected a state thousands of miles away 

after time had elapsed (i.e. no temporal or geographical proximity), it is 

nonetheless clear that there is causal proximity between the cyber-attack 

and the harm. In this case, the adverse effect is on the military operations 

of State B against State A.  

 Additionally, the effects of most cyber operations might be 

secondary or tertiary in nature, further complicating the direct causation 

requirement.66 Particularly challenging are cyber operations that cause 

effects in multiple causal steps. This is especially the case with unaware 

actors being involved in the form of intermediate, compromised computer 

                                                           
64 Id. at 55. 
65 Id. 
66 See TECHNOLOGY, POLICY, LAW, AND ETHICS REGARDING U.S. ACQUISITION 

AND USE OF CYBERATTACK CAPABILITIES 127 (William A. Owens, Kenneth W. 

Dam & Herbert S. Lin eds., 2009) (“One of the most difficult-to-handle aspects 

of a cyberattack is that in contrast to a kinetic attack that is almost always intended 

to destroy a physical target, the desired effects of a cyberattack are almost always 

indirect, which means that what are normally secondary effects are in fact of 

central importance. In general, the planner must develop chains of causality—do 

X, and Y happens, which causes Z to happen, which in turn causes A to happen. 

Also, many of the intervening events between initial cause and ultimate effect are 

human reactions (e.g., in response to an attack that does X, the [target] network 

administrator will likely respond in way Y, which means that Z—which may be 

preplanned—must take response Y into account). Moreover, the links in the causal 

chain may not all be of similar character—they may involve computer actions and 

results, or human perceptions and decisions, all of which combine into some 

outcome.”). 
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systems and networks.67 In cases like this, the direct causation requirement 

might be the hardest to satisfy in the cyber operation context.68 

C. Belligerent Nexus 

 The belligerent nexus requirement is the third and last condition 

for a civilian to be considered a DPH. It requires that the hostile act in 

question is specifically designed to cause the required threshold of harm 

and is specifically designed to do so in support of one party to the armed 

conflict at the detriment of the opposing party.69 This requirement serves 

two functions. First, it targets acts that happen in the context of an armed 

conflict with the purpose of empowering one party over the other. Second, 

it ignores acts that happen regardless of an ongoing armed conflict, even 

though the harm caused could reach the required threshold and the harm 

was directly caused by the act. Thus, when hostile actions are not related 

to the armed conflict, the civilian is not a DPH and the appropriate 

punishment will come from normal law enforcement.  In other words, the 

act is not fulfilling the belligerent nexus requirement.70 The Interpretive 

Guidance provides that the determination of whether a belligerent nexus 

exists in relation to a specific act– 

must be based on the information reasonably available to the person 

called on to make the determination, but they must always be deduced 

from objectively verifiable factors. In practice, the decisive question 

should be whether the conduct of a civilian, in conjunction with the 

circumstances prevailing at the relevant time and place, can 

reasonably be perceived as an act designed to support one party to the 

conflict by directly causing the required threshold of harm to another 

party.71 

 Cyber-attacks happen on a daily basis, both inside and outside of 

armed conflict. Therefore, the belligerent nexus requirement can be 

challenging to establish should a cyber-attack occur in an armed conflict 

context. Such cyber-attacks might fulfill the threshold of harm and direct 

                                                           
67 See David Turns, Cyber Warfare and the Notion of Direct Participation in 

Hostilities, 17 J. CONFLICT & SECURITY L. 279, 288 (2012). 
68 Id. at 296; see also Vijay M. Padmanabhan, Cyber Warriors and the Jus in 

Bello, 89 INT’L L. STUD. 288, 298 (2013) (“The ‘direct causation’ requirement 

appears easier to meet in the context of cyber operations than in traditional kinetic 

operations.”).  
69 INTERPRETIVE GUIDANCE, supra note 14, at 58. 
70 Id. at 64. 
71 Id. at 63–64. 
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causation requirements, yet the determination that the cyber-attack meets 

the belligerent nexus requirement may be attenuated.  

D. The Notion of “Continuous Combat Function” 

 The notion of continuous combat function (CCF) is an essential 

supplement to the three requirements associated with the DPH 

framework.72 It is generally believed that the DPH status is temporal, that 

is, it only applies to civilians for such time as they take direct part in 

hostilities,73 so civilians who carry out hostile acts sporadically, 

spontaneously, or on an unorganized basis are targetable only while they 

are actively carrying out these acts.74 However, there is an assumption that 

when a civilian assumes an integral role in an organized armed group and 

whose “continuous function involves the preparation, execution, or 

command of acts or operations amounting to direct participation in 

hostilities,” the civilian is CCF.75 According to the principle of CCF, such 

a civilian would be targetable even if he or she is not carrying out hostile 

acts at the moment of the targeting. In other words, a civilian who is CCF 

is targetable due to his or her status, which materialized as a result of his 

or her continuous and persistent actions. In contrast, a DPH civilian is 

targetable only for such time as he carries out his or her hostile acts. This 

means that: 

civilians lose protection against direct attack for the duration of each 

specific act amounting to direct participation in hostilities, whereas 

members of organized armed groups belonging to a non-state party 

to an armed conflict cease to be civilians, and lose protection against 

direct attack for as long as they assume their continuous combat 

function.76 

 Thus, a hacker who carries out cyber-attacks in an armed conflict 

continuously and assumes membership in an organized armed group that 

is a party to the armed conflict would be considered a civilian with CCF. 

Consequently, this hacker is targetable at all times, as long as the CCF 

label remains.  

II. BETWEEN INTERGOVERNMENTAL AND DOMESTIC – THE TALLINN 

MANUAL AND THE U.S. LAW OF WAR MANUAL 

 The Interpretive Guidance represents the institutional view of the 

ICRC regarding the international humanitarian law applicable to the 

                                                           
72 Id. at 33. 
73 AP I, supra note 1, art. 51(3). 
74 INTERPRETIVE GUIDANCE, supra note 14, at 34. 
75 Id. 
76 Id. at 70. 
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notion of DPH. While it is an authoritative and compelling document, it 

does not represent binding international law. There are more concrete 

implementations of DPH in the intergovernmental context, such as The 

Tallinn Manual, and in the domestic context, the U.S. Law of War Manual. 

Thus, it is useful to analyze the Tallinn Manual and U.S. Law as they have 

slightly differing views on the notion of DPH as it applies to cyber-attacks.  

A. The Tallinn Manual on the International Law Applicable to 

Cyber Warfare 

 The Tallinn Manual is an initiative of the NATO Cooperative 

Cyber Defense Centre of Excellence, based in Tallinn, Estonia. The 

Tallinn Manual was published in 2012, and it is a non-binding set of rules, 

based on the rules pertaining to the use of force (in the UN Charter sense) 

and IHL. It was unanimously agreed upon by the group of experts assigned 

to draft the Tallinn Manual. The Tallinn Manual consists of black letter 

rules and a commentary for each rule presented. According to the Manual, 

the rules reflect lex lata (existing law) and not lex ferenda (the law that 

should be).77  

 Rule 35 of the Tallinn Manual, which is precisely the same as 

Article 51(3) of Additional Protocol I and Article 13(3) of Additional 

Protocol II, reads “civilians enjoy protection against attack unless and for 

such time as they directly participate in hostilities.”78 The commentary that 

accompanies this rule sets forth some of the differences between the 

Interpretive Guidance and the Tallinn Manual.  

 With regard to the threshold of harm, while the Interpretive 

Guidance requires the materialization of harm or if harm did not 

materialize, the objective likelihood standard, the Tallinn Manual uses the 

term “intended or actual effect.”79 In other words, objective likelihood is 

not required for the threshold of harm requirement, but instead actual harm 

or individual intent to cause that harm is used. This is a lower standard 

than the one suggested by the Interpretive Guidance. Therefore, a civilian 

with intent to cause sufficient harm, who carries out a sloppy cyber-attack 

with no chance of affecting the targeted adversary, will still lose his 

protection from direct attack since the cyber-attack would still be seen as 

                                                           
77 See Ido Kilovaty, Cyber Warfare and the Jus ad Bellum Challenges: Evaluation 

in the Light of the Tallinn Manual on the International Law Applicable to Cyber 

Warfare, 5 AM. U. NAT’L. SECURITY L. BRIEF, no. 1, 2014, at 91, 96.  
78 TALLINN MANUAL, supra note 15, at 118 (rule 35). 
79 Id. at 119 (rule 35, cmt. 4) (emphasis added).  

 

147



17 ICRC, NATO AND THE U.S. [Vol. 15 

 

DPH under the Tallinn Manual approach.80 Such civilians who might not 

be the savviest hackers, might be more easily targeted due to the failure of 

their cyber operation.  

 The Tallinn Manual applies the intent standard to the second 

requirement of direct causation as well. It requires a “direct causal link 

between the act in question and the harm intended or inflicted.”81  

 The Tallinn Manual also describes the third requirement of 

belligerent nexus as “acts [that] must be directly related to the 

hostilities.”82 At first glance, it is a more expansive approach than the one 

suggested by the Interpretive Guidance. However, the footnote to that 

requirement is a reference to the Interpretive Guidance definition of “an 

act [that] must be specifically designed to directly cause the required 

threshold of harm in support of a party to the conflict and to the detriment 

of another.”83 This suggests that the Tallinn Manual is actually in line with 

the Interpretive Guidance, and thus, this paper tends to disagree with the 

view that the Tallinn Manual’s perspective of belligerent nexus is more 

expansive than the one in the Interpretive Guidance.84 

B. U.S. Department of Defense Law of War Manual 

 The recent U.S. Department of Defense Law of War Manual 

represents, to some extent, a set of rules to govern the conduct of hostilities 

in armed conflicts. In a sense, it suggests desirable norms for cyber warfare 

as far as the U.S. is concerned.85 Although, naturally, the Law of War 

Manual binds the U.S. alone, its understanding of the DPH framework in 

cyberspace is analyzed in this section in an attempt to compare that 

understanding to the DPH norms advanced by the ICRC and NATO. 

 Rule 16.5.5 of the Law of War Manual entitled “Use of Civilian 

Personnel to Support Cyber Operations” provides that States are not 

prohibited under the law of war to employ civilian personnel to carry out 

cyber operations.86 This proposition, according to the Manual, is also true 

if the cyber operation amounts to DPH.87 Later in this Rule, the Manual 

                                                           
80 See Collin Allan, Note, Direct Participation in Hostilities from Cyberspace, 54 

VA. J. INT’L. L. 173, 182 (2013).  
81 TALLINN MANUAL, supra note 15, at 119 (rule 35 cmt. 4).  
82 Id.  
83 Id. at 119–20 n.65.  
84 See Allan, supra note 75, at 189. 
85 See LAW OF WAR MANUAL, supra note 17, at 1007. 
86 Id.  
87 Id. 
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provides that “Civilians who take a direct part in [cyber] hostilities forfeit 

protection from being made the object of attack.”88 However, the Manual 

does not give any guidance as to the notion of direct participation in cyber 

hostilities. Nonetheless, there is a separate chapter dealing with direct 

participation in non-cyber hostilities.89 

 Interestingly, the Manual clarifies that the United States did not 

adopt the definition of direct participation in hostilities as provided by 

Additional Protocol I90 or the ICRC Interpretive Guidance.91 Although 

this is the case, the Manual agrees that certain parts of the Interpretive 

Guidance are reflective of customary international law, while other parts 

are not.92 The general DPH framework, which the Manual suggests is a 

departure from the three-tiered structure, was adopted by both the 

Interpretive Guidance and the Tallinn Manual.93 

 First, the Manual focuses on the threshold requirement, by 

requiring either “proximate or “but for” cause of death, injury, or damage 

to persons or objects” or an adverse effect on military operations or 

capacity.94 Already in the description of the required harm, the Manual 

sets the standard of causation by demanding “proximate or “but for” 

cause.”95 The causation test provided by the Manual is somewhat looser 

than the one advanced by the Interpretive Guidance, since it could be 

satisfied with proximity and could apply to a broader set of cyber 

operations. 

 Second, the Manual sets forth the grounds for the belligerent 

nexus requirement, providing that hostile acts should be evaluated by the 

degree to which they are connected to military operations or by “the 

degree to which the act is temporally or geographically near the 

fighting.”96 The first condition is somewhat similar to the ICRC’s 

                                                           
88 Id. at 1008. 
89 See id. (describing rule 5.9). 
90 Id. at 222 
91 See Stephen Pomper, Toward a Limited Consensus on the Loss of Civilian 

Immunity in Non-International Armed Conflict: Making Progress Through 

Practice, 88 INT’L L. STUD. 181, 186 (2012) (“From the operational perspective, 

the feedback [on the ICRC’s INTERPRETIVE GUIDANCE] was that the report was 

too rigid and complex, and did not give an accurate picture of State practice or (in 

some respects) of a practice to which States could realistically aspire.”).  
92 LAW OF WAR MANUAL, supra note 17, at 223. 
93 See id. at 226–27 (discussing the full structure of the LAW OF WAR MANUAL). 
94 Id. at 226.  
95 Id. 
96 Id. 
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belligerent nexus interpretation. However, the broader term “military 

operations” is used in place of hostilities. Moreover, the condition of 

temporal and geographical proximity is again a departure from how 

belligerent nexus is generally understood, and in any case, represents a 

complication to cyber hostilities that might be temporally and 

geographically distant from the fighting.97 The following consideration 

put forth by the Manual is actually closer to the Interpretive Guidance 

understanding of the belligerent nexus requirement, although the state of 

mind required is slightly different. The Manual requires that the act be 

“intended to advance the war aims of one party to the conflict to the 

detriment of the opposing party.”98 However, the Interpretive Guidance 

requires an act that is “specifically designed to directly cause the required 

threshold of harm in support of a party to the conflict and to the detriment 

of another.”99 Therefore, the Manual provides a standard that is lower and 

only requires intent, as opposed to the more objective standard of specific 

design. 

 Third, the Manual sets forth the military significance 

consideration, which focuses on the degree of contribution of the hostile 

act to the military action against the opposing party. It seeks to determine 

whether the value of contribution of the hostile act is comparable or greater 

than the more common DPH acts, or whether the hostile act poses 

significant risk to the targeted party.100 These considerations are not part 

of the Interpretive Guidance or Tallinn Manuals’ frameworks. However, 

it is reasonable to find them in a military manual, which provides a more 

specified set of considerations to support military operations. 

 Fourth, the Manual suggests evaluating whether the act is 

traditionally military, that is, whether the hostile act is performed 

traditionally by military forces (such as “combat, combat support, and 

combat service support functions”101) or whether there is a decision-

making process as to the use or application of combat power.102 However, 

it is unclear how this consideration could be applied to cyber-attacks, since 

cyber-attacks represent an emerging phenomenon that cannot at this point 

qualify as traditional, and there is insufficient data pertaining to the 

military application of cyberspace capabilities in times of armed conflict. 

 It is critical to understand that the aforementioned factors are 

considerations according to the Manual, and they provide some guidance 

                                                           
97 ROSCINI, supra note 8, at 207. 
98 LAW OF WAR MANUAL, supra note 17, at 226 (emphasis added). 
99 INTERPRETIVE GUIDANCE, supra note 14, at 58 (emphasis added). 
100 LAW OF WAR MANUAL, supra note 17. 
101 Id. at 227. 
102 Id. 
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for evaluation of whether a specific hostile act qualifies as DPH. However, 

the factors differ fundamentally from the views presented by the 

Interpretive Guidance and the Tallinn Manual, which have three basic 

requirements to be fulfilled in order for a civilian to qualify as a direct 

participant in hostilities.  

III. DIRECT PARTICIPATION IN ‘HACKTIVITIES’ – SHORTCOMINGS 

 Cyber-attacks in modern armed conflicts are only one factor that 

exacerbates the gaps and ambiguities within the DPH framework. As 

demonstrated in earlier sections, the DPH framework can be 

indeterminate, and there is a deep and fundamental disagreement as to the 

interpretation and application of critical points within the DPH analysis. 

These shortcomings will be discussed and analyzed in this section, with a 

focus on the difficulty regarding the characterization of a hostile cyber act 

as DPH and the temporal scope challenge. 

A. Boundaries of the Harm Threshold Cyber Activities 

 The DPH threshold requirements are particularly opaque and 

amorphous in the context of cyber operations. Nevertheless,  they contain 

at their core certain general notions that may be helpful in relation to 

certain cyber operations. Specific examples of such cyber operations exist, 

and they will be discussed in detail in the following sub-section. 

1. Passive v. Active Cyber Defenses 

 The DPH framework is inadequate when it comes to cyber 

operations intended to enhance the cyber defense of one party, while not 

directly targeting the opposing party to the armed conflict.103 Moreover, 

when a cyber operation only incidentally affects military operations of the 

opposing party, or when there is no direct causal link, the only possible 

conclusion is that such activity would not qualify as DPH. However, 

certain authors believe that the DPH framework applies to such acts.104  

 The Tallinn Manual explicitly addressed passive cyber defense by 

providing that “[s]ome members of the International Group of Experts 

took the position that acts that enhance one’s own military capacity are 

included, as they necessarily weaken an adversary’s relative position. An 

example is maintaining passive cyber defenses of military cyber 

assets.”105 However, before analyzing the position of the Tallinn Manual, 

it is essential to define active as opposed to passive cyber defenses, as 

often the two concepts are conflated. 

                                                           
103 ROSCINI, supra note 8, at 205. 
104 Id. 
105 TALLINN MANUAL, supra note 15, at 119 (emphasis added). 
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 Jeffrey Carr, in his landmark book “Inside Cyber Warfare,” 

defined active cyber defenses as   

…electronic countermeasures designed to strike attacking computer 

systems and shut down cyber attacks midstream. Security 

professionals can set up active defenses to automatically respond to 

attacks against critical systems, or they can carry them out manually. 

For the most part, active defenses are classified, though programs that 

send destructive viruses back to the perpetrator’s machine or packet-

flood the intruder’s machine have entered the public domain.106 

 According to Carr’s definition, active cyber defenses can be 

manual, meaning that professionals carry them out as needed in response 

to actual or anticipated cyber-attacks, or automatic, meaning that the 

targeted computer system is set to respond using certain cyber measures if 

a cyber-attack occurs.107  

 Carr goes on to define passive defenses by limiting them to 
“traditional forms of computer security used to defend computer networks, 

such as system access controls, data access controls, security 

administration, and secure system design.”108 The focus in passive cyber 

defenses is that there is no hawkish response to cyber-attacks, but there are 

defensive layers resident in the computer systems that are meant to restrict 

or at least make it harder to access and manipulate the computer system.109  

 According to this analysis, it seems that if civilians are engaged in 

active cyber defense measures, such as actually countering cyber-attacks 

that reach the threshold of harm, they would be considered directly 

participating in hostilities. In contrast, if civilians are only involved in 

passive cyber defense measures, such as installing anti-virus software, 

encrypting critical data and securing the system, they would fulfill neither 

the direct causal link requirement nor the requisite threshold of harm.110 

                                                           
106 JEFFREY CARR, INSIDE CYBER WARFARE 46 (2nd ed. 2011). 
107 Id.  
108 Id. 
109 See Matthew J. Sklerov, Solving the Dilemma of State Responses to 

Cyberattacks: A Justification for the Use of Active Defense Against States Who 

Neglect Their Duty to Prevent, 201 MIL. L. REV. 1, 8 (2009); see also Oona 

Hathaway et al., The Law of Cyber-Attack, 100 CAL. L. REV. 817, 858 (2012) 

(discussing that “countermeasures might go beyond ‘passive defenses’ that aim 

to repel cyber-attacks (such as firewalls), and constitute ‘active defenses,’ which 

attempt to disable the source of an attack.”). 
110 See Emily Crawford, Virtual Battlegrounds: Direct Participation in Cyber 

Warfare, 9 J.L. & POL’Y FOR INFO. SOC’Y 1, 15 (2012) (“[W]hile civilians 
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 The Law of War Manual recognizes that some civilians might be 

authorized to support cyber operations, and it provides that “[a]s with non-

cyber operations, the law of war does not prohibit States from using 

civilian personnel to support their cyber operations.”111 However, the Law 

of War Manual itself does not make the distinction between support that 

constitutes DPH and support that does not.112 

 The Tallinn Manual defines “passive cyber defense” as “a 

measure for detecting and mitigating cyber intrusions and the effects of 

cyber attacks that does not involve launching a preventive, pre-emptive or 

countering operation against the source. Examples of passive cyber 

defense measures are firewalls, patches, anti-virus software, and digital 

forensic tools.”113 Even given this definition, the Tallinn Manual 

concludes that such measures would qualify as DPH if carried out by 

civilians.114 This assertion, following the analysis provided in this section, 

is counterintuitive, and interestingly, Michael Schmitt himself (the 

General Editor of the Tallinn Manual) was less confident about that 

assertion. In a recent article, he asked, “Is passive cyber defense of enemy 

systems an act of direct participation such that contractors who perform 

the task lose their immunity from attack?”115 The fact that passive cyber 

defenses alone are becoming less efficient than active cyber defenses will 

increase the involvement of civilians in active defensive cyber operations 

and might expose them to the risk of being labeled as DPH.116 The 

                                                           
employed to generally maintain computer networks for an armed force (in the 

capacity of general IT services such as email, websites, etc.) would likely not be 

considered as taking direct part in hostilities, any employee or contractor who was 

specifically employed to conduct hostile CNA/CNE would, in theory, be 

considered as taking direct part in hostilities.”). 
111 LAW OF WAR MANUAL, supra note 17, at 1007. 
112 Id.  
113 TALLINN MANUAL, supra note 15, at 261. 
114 Id. at 119.  
115 Michael N. Schmitt & Sean Wattset, The Decline of International 

Humanitarian Law Opinio Juris and the Law of Cyber Warfare, 50 TEX. INT’L. 

L.J. 189, 228 (2015).  
116 See Pascal Brangetto, Tomáš Minárik & Jan Stinissen, From Active Cyber 

Defence to Responsive Cyber Defence: A Way for State to Defend Themselves – 

Legal Implications, NATO LEGAL GAZETTE, Dec. 2014, at 16–17 (“The mere fact 

of labelling current defensive tools as passive is a call for a more empowering 

definition of cyber defence. The use of only passive measures is no longer 

sufficient to protect networks in the face of rising threat levels. As a way to 

overcome this, and to be able to hold the high ground, a concept was developed 

to enable the defending party to play an active part in its own cyber defence.”) 
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recommended approach is to distinguish between acts designed to enhance 

“general capacity to carry out unspecified hostile acts” and acts that are 

“aimed to carry out a specific hostile act.”117 

2. Data Destruction and Alternation 

 Cyber operations carried out by civilians that directly alter 

military data required for upcoming military operations will most likely 

qualify as adversely affecting military operations. According to some, 

such cyber operations would be equivalent to cyber operations that directly 

disrupt unmanned aerial vehicle systems, as well as radars and weapons 

that are operated by computer systems.118  

 While destruction of sensitive military data that directly and 

adversely affects military operations is a clear-cut case of direct 

participation in hostilities, there are far more difficult cases of data 

destruction such as destruction of medical data belonging to certain 

individuals.119 The immediate question then is whether such destruction 

would qualify as “destruction to objects” under the threshold of harm 

requirement.120 

 The Interpretive Guidance excludes “manipulation of computer 

networks” from the application of the DPH framework,121 while the 

                                                           
117 INTERPRETIVE GUIDANCE, supra note 14, at 66; see also Allan, supra note 80, 

at 191. 
118 See Nils Melzer, Cyberwarfare and International Law, UNITED NATIONS 

INSTITUTE FOR DISARMAMENT RESEARCH, 2011, at 28, http://www.unidir.org/ 

files/publications/pdfs/cyberwarfare-and-international-law-382.pdf  (“In line 

with this interpretation, cyber operations aiming to disrupt or incapacitate an 

adversary’s computer-controlled radar or weapons systems, logistic supply or 

communication networks may not directly cause any physical damage, but would 

certainly qualify as part of the hostilities and, therefore, would have to comply 

with the rules and principles of IHL governing the conduct of hostilities. The same 

would apply to cyber operations intruding into the adversary’s computer network 

to delete targeting data, manipulate military orders, or change, encrypt, exploit, or 

render useless any other sensitive data with a direct (adverse) impact on the 

belligerent party’s capacity to conduct hostilities.”) (citations omitted).  
119 François Delerue, Civilian Direct Participation in Cyber Hostilities, Revista 

de Internet, Derecho y Política, Oct. 2014, at 9, http://journals.uoc.edu/index. 

php/idp/article/download/n19-delerue/n19-delerue-en. 
120 Compare INTERPRETIVE GUIDANCE, supra note 14, at 47 (discussing 

“destruction on . . .  objects protected against direct attack”) with AP I, supra note 

1, art. 52(1) (“Civilian objects shall not be the object of attack or of reprisals. 

Civilian objects are all objects which are not military objectives.”). 
121 INTERPRETIVE GUIDANCE, supra note 14, at 50. 
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Tallinn Manual does not explicitly address destruction and alteration of 

data in the sense of DPH. By analogy to Tallinn Manual’s definition of 

“Cyber Attack”122 it can be inferred that the Tallinn Manual sees the 

destruction of data as a cyber-attack only if it results in physical effects, 

such as “injury or death of individuals or damage or destruction to physical 

objects.”123 Such an approach fails to acknowledge the importance of data 

in a modern, interconnected, and cyber-reliant society. An example 

demonstrating the inadequacy of this approach compares a cyber operation 

resulting in the complete deletion of data belonging to an entire State’s 

banking system with the physical destruction of a single data center. The 

data deletion is absent of injury, death or physical damage, would not 

qualify as a “cyber-attack,” and would unlikely be considered as DPH, 

whereas the destruction of a data center would fall under the “death, injury 

or destruction to objects” and would be considered as DPH.124 

 This paper’s key recommendation is to overcome the obsolete 

confines of physicality and to understand that in today’s world, data can 

be just as crucial to the overall wellbeing of a society as other physical 

objects. In discussing whether civilian data should be defined as an 

“object” under IHL, thereby prohibiting attacks on civilian data because 

such attack would be a violation of the prohibition on direct attacks against 

civilians and civilian objects,125 Michael Schmitt observed that while there 

is no definitive answer to the question, “data should not be characterized 

as an object in itself.”126 Even though not all targeted data would lead to 

severe consequences, some targeted data would nonetheless constitute a 

potential “civilian object” that enables the cyber operation to reach the 

threshold of harm because the operation would constitute an infliction of 

“destruction on . . . objects protected against direct attack.”127 As Schmitt 

suggested, there are two instances in which data should be considered an 

“object” under IHL. First, if the data is “directly transferable into tangible 

                                                           
122 Which, similarly to the threshold of harm requirement, the TALLINN MANUAL, 

at 107, defines as “cyber operation, whether offensive or defensive, that is 

reasonably expected to cause injury or death to persons or damage or destruction 

to objects.”  
123 See Rain Liivoja & Tim McCormack, Law in Virtual Battlespace: The Tallinn 

Manual and the Jus in Bello, 15 Y.B. INT’L HUMANITARIAN L. 45, 53 (2012). 
124 Id.   
125 For a comprehensive discussion of data as civilian objects, see Michael N. 

Schmitt, The Notion of ‘Objects’ During Cyber Operations: A Riposte in Defence 

of Interpretive and Applicative Precision, 48 ISR. L. REV. 81 (2015).  
126 Michael N. Schmitt, Cyber Operations and the Jus in Bello: Key Issues, 87 

INT’L L. STUD. 89, 96 (2011). 
127 Melzer, supra note 113, at 49.  
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objects.”128 Banking data that represents data pertaining to actual physical 

objects (money), if deleted or altered, would therefore constitute 

destruction to physical objects. Second, data with intrinsic value, such as 

digital art, should also be considered an “object.”129  

 While protecting digital art is important, the focus should be on 

protecting data that is not necessarily directly transferable to physical 

objects, but nevertheless constitutes an integral part of societal structure 

and order. Examples include  police records, maps, and academic research, 

to name a few. These examples represent data that is not directly 

transferable to physical objects, but is nonetheless essential for every 

society in its day-to-day affairs. Moreover, it is immaterial whether data is 

digital or physical, since in both cases its destruction would cause harm, 

and claiming that only physical destruction counts for the purpose of DPH 

is counterintuitive and detrimental to the protection of the civil society.  

Although the DPH paradigm focuses on very physical aspects of 

destruction, when it comes to cyberspace, it is time to appreciate the 

importance and centrality of data and to protect it from exploitation. 

3. Critical Infrastructure Disruption & Civilian Nuisance and 

Inconvenience  

 Another problem arising from the threshold of harm requirement 

is the relationship to harm to civilians and civilian infrastructure. While it 

is clear that civilian harm (other than death, injury or destruction) 

accompanied by adverse military effect will reach the threshold, it is 

unclear whether harm to civilian life that results in major inconveniences, 

or even terrorization of civilians,130 could cross the threshold alone.131 

This question relates to “destruction” in the non-physical sense132 and 

                                                           
128 Schmitt, supra note 121, at 96 (emphasis added). 
129 Id. 
130 See ICRC COMMENTARY ON APS, supra note 18, at 618 (“[T]here is no doubt 

that acts of violence related to a state of war almost always give rise to some 

degree of terror among the population and sometimes also among the armed 

forces. It also happens that attacks on armed forces are purposely conducted 

brutally in order to intimidate the enemy soldiers and persuade them to surrender. 

This is not the sort of terror envisaged here. This provision is intended to prohibit 

acts of violence the primary purpose of which is to spread terror among the 

civilian population without offering substantial military advantage. It is 

interesting to note that threats of such acts are also prohibited. This calls to mind 

some of the proclamations made in the past threatening the annihilation of civilian 

populations.”) (citations omitted). 
131 ROSCINI, supra note 8, at 206. 
132 Melzer, supra note 113, at 28.  

 

156



No. 1] DUKE LAW & TECHNOLOGY REVIEW 26 

highlights one of the shortcomings of the DPH framework: it lacks 

adequate protections for civilians from hostilities carried out by other 

civilians. There is a double standard when it comes to non-physical 

destruction or harm. Such harm would reach the threshold if it adversely 

affects military operations. However, if it only adversely affects civilian 

wellbeing, the answer is unclear.  

 Two cyber-attacks illustrate this point. First, the cyber-attacks on 

Estonia133 in 2007 that caused the large-scale disruption of services in 

different areas, such as banking, administration, and media. Second, the 

cyber-attacks on Georgia134 in the wake of the 2008 Russian Georgian 

War that caused even less non-physical harm outside of the defacement of 

certain websites, such as the Georgian President’s website. Neither attack 

would reach the threshold of harm required by the DPH framework if it 

was established that they occurred in an armed conflict context, but carried 

out by civilians.135 

 Under this narrow interpretation, a cyber operation that targets a 

civilian power plant will only reach the threshold of harm if it adversely 

affects military operations or directly causes death, injury or (physical) 

destruction. However, under a broader interpretation even cyber 

operations that impose “mere harassment or inconvenience” to civilians 

would reach the threshold and qualify as hostilities.136 The Interpretive 

Guidance itself provides that “the interruption of electricity, water, or food 

supplies . . . . would not, in the absence of adverse military effects, cause 

the kind and degree of harm required to qualify as direct participation in 

hostilities.”137 However, while the Interpretive Guidance threshold of 

harm will not be crossed in instances of civilian harm, it is possible that 

the Tallinn Manual interpretation will be applicable. This is the case if the 

intent of the person carrying out the cyber operation was to cause death, 

injury or destruction, but the cyber operation ended up only causing non-

physical civilian harm. 

                                                           
133 For in-depth analysis of the Estonia cyber-attacks, see Stephen Herzog, 

Revisiting the Estonian Cyber Attacks: Digital Threats and Multinational 

Responses, 4 J. STRATEGIC SECURITY, no. 2, 2011, at 49. 
134 See David Hollis, Cyberwar Case Study: Georgia 2008, SMALL WARS J., Jan. 

6, 2011, http://smallwarsjournal.com/blog/journal/docs-temp/639-hollis.pdf. 
135 Turns, supra note 62, at 287. 
136 Melzer, supra note 113, at 29. 
137 INTERPRETIVE GUIDANCE, supra note 14, at 50. 
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 However, many scholars believe the threshold of harm is “under-

inclusive” when it comes to possible harms to civilians.138 The result is 

that “[c]yber warriors are free to engage in cyber operations that could 

exact a significant toll on the civilian population of the enemy State 

without risk of being targeted, a consequence seemingly at odds with the 

goal of protecting civilians from the consequences of armed conflict.”139 

Therefore, in order to meet the new threats posed by cyber operations, the 

DPH framework must recognize new potential harms, especially when it 

comes to civilians and civilian objects. 

4. Cyber Espionage on Military Intelligence Targets  

 Cyber operations that aim to gather data and military intelligence 

present another difficult issue under the DPH framework. Cyber espionage 

operations cannot generally be considered to reach the threshold of harm, 

as simply collecting intelligence does not directly cause physical damage, 

bodily harm, or death, and it is unlikely on its own to affect military 

operations or military capacity.  However, these operations could be 

considered as reaching the threshold of harm if they adversely affect the 

military operations or capacity of the targeted party. Such a scenario is not 

farfetched, as sensitive intelligence on upcoming military operations may 

well thwart and prevent a military operation, thus adversely affecting it.  

 The Interpretive Guidance adopts an approach that distinguishes 

two types of intelligence gathering. First, the Interpretive Guidance 

clarifies that “individuals whose function is limited to the purchasing, 

smuggling, manufacturing and maintaining of weapons and other 

equipment outside specific military operations or to the collection of 

intelligence other than of a tactical nature” would not be considered 

DPH.140 This is a rational approach as these activities contribute to the 

general war efforts, and the lack of operational-tactical value to the 

intelligence gathering activity would not adversely affect the military 

operations of the adversary. Second, even if the intelligence gathered is of 

a tactical nature, the Interpretive Guidance requires that it constitute an 

“integral part of a concrete and coordinated tactical operation that directly 

causes such [above the threshold] harm.”141  

                                                           
138 See Schmitt, supra note 33, at 719.  
139 Padmanabhan, supra note 63, at 299. 
140 INTERPRETIVE GUIDANCE, supra note 14, at 34–35 (emphasis added). 
141 Id. at 54–55. The example that is provided by the INTERPRETIVE GUIDANCE on 

the matter is that “an unarmed civilian sitting in a restaurant using a radio or 

mobile phone to transmit tactical targeting intelligence to an attacking air force 
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 Interestingly, the Tallinn Manual provides that “[c]yber espionage 

and other forms of information gathering directed at an adversary during 

an armed conflict do not violate the law of armed conflict.”142 However, 

the Manual later clarifies that in some instances, cyber espionage could 

constitute direct participation in hostilities, although no examples besides 

cyber espionage activities are given.143  

 Cyber espionage activities challenge both the threshold and 

temporal questions discussed infra. First, the impact of cyber operations 

that merely collect intelligence is not always visible or apparent, making 

it difficult to respond to with real-time targeting.144 Second, while cyber 

espionage activities might be detected while they are still ongoing, they 

can also be detected after intelligence collecting has ceased and the 

individual in question has stopped participating in the activity.145 To a 

lesser degree, similar challenges accompany cyber operations that actually 

produce physical effects that sometimes go undetected until well after the 

operations are completed. This was the case in Iran when Stuxnet infected 

its nuclear plants, causing massive damage to centrifuges.146 

 To overcome the challenges of cyber espionage carried out by 

civilians, contextual analysis is required. First, the focus needs to be on 

cyber operations collecting intelligence that is essential and integral to a 

military operation or the military capacity of an adversary. Second, the 

intelligence collected by the opposing party should be evaluated to 

determine whether it is objectively likely to reach the threshold of harm in 

a reasonable temporal proximity to the act of cyber espionage itself. Thus, 

not every intelligence collection operation would qualify as DPH, as it 

depends on whether such operation fulfills the threshold of harm 

requirement. 

                                                           
would probably have to be regarded as directly participating in hostilities.” Id. at 

81. 
142 TALLINN MANUAL, supra note 15, at 192 (rule 66(a)). 
143 TALLINN MANUAL, supra note 15, at 194 (rule 66 cmt. 4). 
144 See WILLIAM BOOTHBY, CONFLICT LAW: THE INFLUENCE OF NEW WEAPONS 

TECHNOLOGY, HUMAN RIGHTS AND EMERGING ACTORS 134 (2014). 
145 Id. (explaining that “if undertaken by a civilian, remote cyber information 

gathering and close access cyber espionage are likely to constitute direct 

participation in hostilities and would render the person concerned liable to attack 

while so engaged.” (emphasis added)). 
146 David E. Sanger, Obama Order Sped Up Wave of Cyberattacks Against Iran, 

N.Y. TIMES (June 1, 2012), http://www.nytimes.com/2012/06/01/world/ 

middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html?.  
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B. The Temporal Challenge 

 The temporal idea behind the DPH framework is that civilians are 

targetable “for such time as they take direct part in hostilities.”147 This 

means that if they cease to participate in hostilities, they are no longer 

targetable with lethal force.148 The Interpretive Guidance adds that the 

temporal scope includes “[m]easures preparatory to the execution of a 

specific act of direct participation in hostilities, as well as the deployment 

to and the return from the location of its execution. . . .”149 When it comes 

to cyber operations, the equivalent of “preparatory measures” and 

“deployment and return” is sometimes nonexistent, as cyber operations 

can be carried out instantaneously without any preparation or travel to and 

from the location of the attack. Consequently, there are two questions in 

regards to the temporal aspect. First, at what point in time do the activities 

undertaken by a civilian qualify as direct participation in hostilities? 

Second, at what point in time and under what conditions does a civilian 

cease being targetable under the DPH framework? The answer to both of 

these questions is far from obvious. 

 In a meeting on “Direct Participation in Hostilities under 

International Humanitarian Law,” Nils Melzer, ICRC’s legal adviser, 

summarized the positions of current experts on the temporal scope issue: 

At one end of the spectrum were experts who preferred narrowly 

defining temporal scope and favoured strictly limiting loss of 

protection to the period where DPH is actually being carried out. At 

the other end were experts who said that, once a person had 

undertaken an act constituting DPH, that person must clearly express 

a will to definitively disengage and offer assurances that he or she 

will not resume hostilities in order to regain protection against direct 

attack. However, opinions varied greatly and could not easily be 

divided into two groups supporting distinct positions.150 

 In that meeting, opinions varied from a narrow scope of loss of 

immunity from an attack with the focus on the duration of the specific act 

                                                           
147 Bill Boothby, “And For Such Time As”: The Time Dimension to Direct 

Participation in Hostilities, 42 N.Y.U. J. INT’L L. & POL. 741, 742 (2010) 

(emphasis added). 
148 ROSCINI, supra note 8, at 209. 
149 INTERPRETIVE GUIDANCE, supra note 14, at 65. 
150 See Nils Melzer, Direct Participation in Hostilities Under International 

Humanitarian Law 34 (Oct. 25–26, 2004) (unpublished background paper), 

https://www.icrc.org/eng/assets/files/other/2004-03-background-doc-dph-

icrc.pdf. 
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in question, to a broader scope that legitimizes targeting of civilians as 

long as the armed conflict takes place.151  

 The Interpretive Guidance adopted a somewhat more ambiguous 

and flexible scope by providing that “civilians lose protection against 

direct attack for the duration of each specific act amounting to direct 

participation in hostilities . . . .”152 

1. Beginning and Cessation of DPH Status 

 The Interpretive Guidance clarifies that “[m]easures preparatory 

to the execution of a specific act of direct participation in hostilities, as 

well as the deployment to and the return from the location of its execution, 

constitute an integral part of that act.”153 In addition, the Interpretive 

Guidance addresses cyber operations specifically, by providing that –  

Where the execution of a hostile act does not require geographic 

displacement, as may be the case with computer network attacks or 

remote-controlled weapons systems, the duration of direct 

participation in hostilities will be restricted to the immediate 

execution of the act and preparatory measures forming an integral 

part of that attack.154 

 The Tallinn Manual took a broader stance by including “actions 

immediately preceding or subsequent to the qualifying act. For instance, 

traveling to and from the location where a computer used to mount an 

operation is based…” in the temporal scope of the DPH framework.155 

 The Law of War, on the other hand, is not decisive on the temporal 

scope issue and focuses on the cessation rather than the beginning of the 

act as constituting DPH, by providing that: 

In the U.S. approach, civilians who have taken a direct part in 

hostilities must not be made the object of attack after they have 

permanently ceased their participation because there would be no 

military necessity for attacking them. Persons who take a direct part 

in hostilities, however, do not benefit from a “revolving door” of 

protection. There may be difficult cases not clearly falling into either 

                                                           
151 Id. at 34–35. 
152 INTERPRETIVE GUIDANCE, supra note 14, at 70 (emphasis added). 
153 Id. at 65. 
154 Id. at 68 (emphasis added). 
155 TALLINN MANUAL, supra note 15, at 121 (rule 35 cmt. 7).  
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of these categories, and in such situations a case-by-case analysis of 

the specific facts would be needed.156 

 The temporal aspect is exacerbated in cyberspace due to the 

instantaneous nature of cyber operations through the initiation, effects 

materialization, and termination of the cyber operation.157 In addition to 

these difficulties, the effects of some cyber operations are only realized 

long after the perpetrator regained his or her civilian status.158 Some argue 

that the narrow opportunity to respond to cyber operations carried out by 

civilians in an armed conflict is too restrictive and would de facto 

eliminate the right to strike back.159 However, it is important to note that 

the DPH framework is intended to provide a tool to stop ongoing hostile 

acts, rather than punish the perpetrators ex post facto.160 The perpetrator 

may still face criminal prosecution as a consequence of his or her 

violations of international or domestic criminal law.161 The main 

difficultly remains with the prolonged effects of cyber operations, such as 

“logic bombs.”162 In this case, a major gap lies between civilians who 

cease carrying out cyber operations and the effects of these cyber 

operations still experienced by the victims. However, it is important to 

distinguish between two continued effects of cyber operations. First, there 

are cyber operations in which the attack code is actively running, causing 

continued effects.163 In this case, the individual carrying out the cyber 

                                                           
156 LAW OF WAR MANUAL, supra note 17, at 230 (emphasis added). 
157 See Schmitt, supra note 121. 
158 Delerue, supra note 114, at 11. 
159 Schmitt, supra note 121, at 102 (“The restrictive interpretation of the for such 

time criterion would suggest that the direct participant can only be attacked while 

actually launching the operation. This is problematic in that many cyber 

operations last mere minutes, perhaps only seconds. Such a requirement would 

effectively extinguish the right to strike at direct participants.”). 
160 Delerue, supra note 114,  at 11. 
161 THE HANDBOOK OF INTERNATIONAL HUMANITARIAN LAW, supra note 41, at 

255–57. 
162 See Stephen Northcutt, Logic Bombs, Trojan Horses, and Trap Doors, SANS 

TECH. INST.: SECURITY LABORATORY: METHODS ATTACK SERIES (May 2, 2007), 

http://www.sans.edu/research/security-laboratory/article/log-bmb-trp-door 

(“Logic bombs are small programs or sections of a program triggered by some 

event such as a certain date or time, a certain percentage of disk space filled, the 

removal of a file, and so on. For example, a programmer could establish a logic 

bomb to delete critical sections of code if she is terminated from the company. 

Logic bombs are most commonly installed by insiders with access to the 

system.”). 
163 Dinniss, supra note 4, at 276. 
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operation is targetable during the time in which the code is running, as 

long as the DPH requirements are fulfilled.164 Second, there are cyber 

operations that cause continued effects. Those effects are not due to the 

ongoing cyber operation but instead to secondary and tertiary effects on 

the target’s computer systems and networks. In this situation, the 

individual would be targetable only during the duration of the cyber 

operation.165 

2. Concept of “Revolving Door” 

 While civilians who are members of non-state organized armed 

groups (OAGs) and assume a continuous combat function are targetable 

as long as they are members of that group,166 civilians who are not 

members of OAGs are generally targetable at the time their hostile act 

takes place. Civilians who directly participate in hostilities sometimes 

engage in repeated hostile acts on different occasions. Such action gave 

rise to the concept of a “revolving door,”167 referring to their statuses 

constantly changing between civilians and civilians who utilize DPH.168 

 While the Interpretive Guidance limits the application of the DPH 

framework to each hostile act,169 there was major disagreement among 

experts as the concept of “revolving door” in the Tallinn Manual.170 The 

Tallinn Manual posited that when an individual mounts repeated cyber 

operations, it is unclear (the experts were split) whether each act should be 

evaluated separately. Therefore, the duration of targetability is limited to 

                                                           
164 Id. 
165 Id. 
166 INTERPRETIVE GUIDANCE, supra note 14, at 71. 
167 See W. Hays Parks, Air War and the Law of War, 32 A.F. L. REV. 1, 118 (1990). 
168 See HCJ 769/02 Pub. Comm. Against Torture in Isr. v. Gov’t of Israel 62(1) 

PD 507 (2006) (Isr.), http://elyon1.court.gov.il/files_eng/02/690/007/A34/ 

02007690.a34.pdf, ¶ 40  (“These examples point out the dilemma which the ‘for 

such time’ requirement presents before us. On the one hand, a civilian who took 

a direct part in hostilities once, or sporadically, but detached himself from them 

(entirely, or for a long period) is not to be harmed. On the other hand, the 

‘revolving door’ phenomenon, by which each terrorist has ‘horns of the alter’ to 

grasp or a ‘city of refuge’ to flee to, to which he turns in order to rest and prepare 

while they grant him immunity from attack, is to be avoided. In the wide area 

between those two possibilities, one finds the ‘gray’ cases, about which customary 

international law has not yet crystallized. There is thus no escaping examination 

of each and every case.”). 
169 INTERPRETIVE GUIDANCE, supra note 14, at 44–45. 
170 TALLINN MANUAL, supra note 15, at 121–22. 
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that act, or whether targetability “continues throughout the period of 

intermittent activity.”171 

 Conversely, the Law of War Manual is quite explicit on the issue, 

stating that “[t]he law of war, as applied by the United States, gives no 

‘revolving door’ protection; that is, the off-and-on protection in a case 

where a civilian repeatedly forfeits and regains his or her protection from 

being made the object of attack depending on whether or not the person is 

taking a direct part in hostilities at that exact time.”172 

 Realizing that most cyber-attacks today are carried out by 

organized groups is key to the assessment of the targetability of these 

individuals in an armed conflict context. For example, in April 2007, 

Estonia decided to relocate a memorial commemorating the Soviet 

liberation of Estonia from the Nazis from a central location in its capital 

to a less central area, which set off an intense period of riots and protests 

among the Estonian Russian-speaking community.173 In the aftermath, 

Estonia was attacked by a massive wave of cyber-attacks that targeted 

mostly its commercial banking and media websites.174 Although the 

cyber-attack did not occur in an armed conflict context, the cyber-attacks 

were led by an organized group called “Nashi” (Russian for “Ours”), 

which in the past conducted operations on Moscow’s behalf.175 This 

demonstrates that a massive cyber-attack, such as the Estonian attack, is 

often carried out by an organized group playing a repeat role in similar 

operations. These repeated acts should then be analyzed cohesively, 

transcending the evaluation of individual sporadic acts. 

(a) Characterization as Organized Armed Group? 

 The gap within IHL with regard to OAGs is apparent when applied 

to hacking groups. The broader question is whether a cyber operation is 

carried out by an individual civilian, whose DPH status will be evaluated 

individually, by civilians as part of a hacking group, who will be evaluated 

as members of organized armed groups, or by civilians with continuous 

combat function, who are targetable at all times due to their affiliation. 

More specifically, two issues arise from this concept. First, whether 

                                                           
171 Id. at 122.  
172 LAW OF WAR MANUAL, supra note 17, at 231. 
173 Herzog, supra note 128, at 50–51. 
174 Estonia Hit by ‘Moscow Cyber War’, BBC NEWS, http://news.bbc.co.uk/2/hi/ 

europe/6665145.stm (last updated May 17, 2007). 
175 Noah Shachtman, Kremlin Kids: We Launched the Estonian Cyber War, 

WIRED (Mar. 11, 2009, 12:45 PM), http://www.wired.com/2009/03/pro-kremlin-

gro/.  

 

164

http://www.wired.com/2009/03/pro-kremlin-gro/
http://www.wired.com/2009/03/pro-kremlin-gro/


No. 1] DUKE LAW & TECHNOLOGY REVIEW 34 

“virtually” organized groups are “organized” and qualify as OAGs.176 

Second, whether hacking groups, who reach the threshold of harm, are 

“armed.”177 

 The Commentary to Additional Protocol I provides that “the term 

‘organized’ is obviously rather flexible, as there are a large number of 

degrees of organization.”178 It further provides that the fighting character 

of a group is “collective,” meaning that it is “conducted under proper 

control and according to rules,” rather than “individuals operating in 

isolation with no corresponding preparation or training.”179 In that sense, 

hacking groups can be acting under a direct command structure and 

carrying out their cyber operations collectively by sharing intelligence and 

hacking tools and by identifying exploitable vulnerabilities.180 Hacking 

groups that do not have a clear command structure but operate for a 

common cause are more difficult to analyze and should be evaluated on a 

case-by-case basis. However, the assumption is that States will still deem 

them to be organized armed groups.181 

 The requirement of “armed” is closely related to a collective of 

individuals who can carry out “attacks” under IHL, meaning “acts of 

violence against the adversary, whether in offence or in defense.”182  The 

Tallinn Manual defines cyber attacks as “cyber operation[s], whether 

offensive or defensive, that [are] reasonably expected to cause injury or 

death to persons or damage or destruction to objects.”183 The main issue 

with the notion of “armed” is that not all hacking groups are causing the 

required threshold of harm to be considered “armed” organized groups. 

However, there is a clear distinction between harm in the context of 

“armed,” which necessarily requires violent acts, and harm in the context 

of DPH, which is a more lenient standard that can be satisfied by adverse 

military effects, even in the absence of violent acts. Given that gap, 

individuals who are members of hacking groups might be considered 

DPH. However, these hacking groups will not be considered “organized 

armed groups” since the threshold for “armed” was not reached. That 

disparity challenges targeting decisions since each individual is evaluated 

in isolation from the whole group in question. In this regard, the DPH 

                                                           
176 Schmitt, supra note 121, at 98. 
177 Id. 
178 ICRC COMMENTARY ON APS, supra note 18, at 512 (citations omitted). 
179 Id. 
180 Schmitt, supra note 121, at 98.  
181 Id. at 99.  
182 AP I, supra note 1, art. 49(1). 
183 TALLINN MANUAL, supra note 15, at 106 (rule 30). 
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framework is actually more permissive, and as the Israeli Supreme Court 

put it in the Targeted Killings case, “it is possible to take part in hostilities 

without using weapons at all.”184 

 Another major flaw in the context of OAGs is that the OAG is 

required to “belong to a party to the conflict.”185 This requirement might 

be fulfilled if the OAG is engaged in an armed conflict, whether 

international or non-international. One example is the Islamic State. It is 

engaged in an armed conflict against the United States while also carrying 

out concurrent cyber operations in relation to that armed conflict.186 

However, hacking groups that solely employ cyber operations are unlikely 

to trigger a separate armed conflict,187 as the threshold for such armed 

conflict would not be reached solely based on cyber operations.188 As the 

ICRC stated, “whether CNA [computer network attacks] alone will ever 

be seen as amounting to an armed conflict will probably be determined in 

                                                           
184 HCJ 769/02 Pub. Comm. Against Torture in Isr. v. Gov’t of Israel 62(1) PD 

507 (2006) (Isr.), http://elyon1.court.gov.il/files_eng/02/690/007/A34/ 

02007690.a34.pdf, ¶ 33.  
185 INTERPRETIVE GUIDANCE, supra note 14, at 23. 
186 See, e.g., Michael Safi, ISIS ‘Hacking Division’ Releases Details of 1,400 

Americans and Urges Attacks, THE GUARDIAN (Aug. 12, 2015, 23:55 EDT), 

http://www.theguardian.com/world/2015/aug/13/isis-hacking-division-releases-

details-of-1400-americans-and-urges-attacks. 
187 “International armed conflict” is defined in the COMMENTARY TO THE GENEVA 

CONVENTIONS as “[a]ny difference arising between two States and leading to the 

intervention of armed forces is an armed conflict . . . . It makes no difference how 

long the conflict lasts, or how much slaughter takes place.” INT’L COMM. OF THE 

RED CROSS, I COMMENTARY ON THE GENEVA CONVENTION FOR THE 

AMELIORATION OF THE CONDITION OF THE WOUNDED AND SICK IN ARMED 

FORCES IN THE FIELD (Jean S. Pictet ed. 1952).  
188 See What Limits Does the Law of War Impose on Cyber Attacks?, INT’L COMM. 

OF THE RED CROSS (June 28, 2013), https://www.icrc.org/eng/resources/ 

documents/faq/130628-cyber-warfare-q-and-a-eng.htm (“Most cyber operations 

are not linked to an armed conflict, so IHL does not even apply. Even in armed 

conflict, most hackers would be civilians who remain protected by IHL against 

direct attack – although they would remain subject to law enforcement and 

possible criminal prosecution depending on whether their activities violated other 

bodies of law.”); see also Asim Rizvanovic, Cyber-Attacks Will Not Result in 

Armed Conflicts in the 21st Century, E-INT’L. REL. STUDENTS (May 7, 2013), 

http://www.e-ir.info/2013/05/07/cyber-attacks-will-result-in-armed-conflicts-in-

the-21st-century/.  
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a definite manner only through future state practice.”189 In that regard, the 

Tallinn Manual clarifies that a non-international armed conflict using 

cyber terms “exists whenever there is protracted armed violence, which 

may include or be limited to cyber operations.”190 This introduces the 

possibility that cyber operations alone could qualify as non-international 

armed conflict if the operations reached “a minimum level of intensity” 

and a “minimum degree of organization.”191 This restatement represents a 

widely accepted definition, as stipulated by the International Criminal 

Tribunal in the Former Yugoslavia during the Tadic judgment.192 

The Interpretive Guidance provides that such groups, without 

belonging to a party to the armed conflict, “cannot be regarded as members 

of the armed forces of a party to the conflict” and are therefore considered 

civilians.193 But the Guidance further provides that such groups “could 

still be regarded as parties to a separate non-international armed conflict 

provided that [their] violence reach[ed] the required threshold.”194 

Consequently, unaffiliated hacking groups pose a great challenge to the 

notion of OAGs given that they might be acting on their own behalf, 

isolated from the armed conflict politics, and not reaching the threshold of 

armed conflict.195 However, as noted before, the DPH paradigm might still 

apply to these groups in relation to their cyber operation in an ongoing 

armed conflict, even if such groups are not parties to the conflict. This is 

because the DPH framework applies to civilians who directly participate 

in hostilities, rather than existing parties to armed conflict.196 

                                                           
189 Knut Dörmann, Applicability of the Additional Protocols to Computer Network 

Attacks, INT’L COMM. OF THE RED CROSS (Nov. 19, 2004) https://www. 

icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf.  
190 TALLINN MANUAL, supra note 15, at 84 (rule 23) (emphasis added). 
191 Id.  
192 Prosecutor v. Tadić, Case No. IT-94-1-I, Decision on Defence Motion for 

Interlocutory Appeal on Jurisdiction, ¶ 70 (Int’l Crim. Trib. for the Former 

Yugoslavia Oct. 2, 1995), http://www.icty.org/x/cases/tadic/acdec/en/51002.htm 

(“[A]n armed conflict exists whenever there is a resort to armed force between 

States or protracted armed violence between governmental authorities and 

organized armed groups or between such groups within a State.”). 
193 INTERPRETIVE GUIDANCE, supra note 14, at 23. 
194 Id. at 24. 
195 See Schmitt, supra note 121, at 100 (“[T]he criterion would also exclude 

patriotic hacker groups unaffiliated with one of the belligerent parties, even if 

conducting cyber attacks for its benefit, because the group’s activities would lack 

the ‘agreement’ of that party and its actions would in no other way be attributable 

to the party under the law of State responsibility.”). 
196 d armed groups or between such groups within a State.”). 
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 Overall, when a civilian engages in cyber operations sporadically 

and without a continuous pattern, he or she shall be protected after the 

cyber operation has ceased. However, evidence that points towards 

membership in hacking groups could cause a civilian to lose protection. In 

the rare cases where a hacking group is considered an OAG, members who 

carry out cyber operations on behalf of that OAG would not be protected 

after the cyber operation has ceased unless they permanently become 

unaffiliated with that OAG.  

CONCLUSION 

 The emergence of cyber operations as an integral part of modern 

armed conflicts introduces a myriad of challenges for legal experts and 

policymakers given the conspicuous absence of consistent state practices 

and the dearth of substantive norms needed to reform and ultimately 

govern cyberspace conduct. However, there are some key considerations 

that might assist in the norm formation process in relation to cyber 

operations in armed conflicts.  

 First, the threshold of harm needs to be refined to encompass new 

types of harms, which would trigger the forfeiture of civilian status. It must 

encompass effects that, although inconvenient, will not be considered 

direct participation in hostilities. For example, terrorizing civilians 

through cyber operations, alteration of critical civilian data, and 

incapacitating civilian services through cyber operations should be 

considered sufficient harm to trigger the DPH framework. However, 

effects and activities such as propaganda, commercial and non-tactical 

espionage, free expression relating to the armed conflict, and online 

advocacy, even if highly inconvenient, should not be considered DPH. The 

applicability of the DPH framework to a civilian does not necessarily mean 

that he will be targeted, but that the DPH framework will, in a way, assist 

in creating binding norms for behavior in cyberspace, particularly 

pertaining to civilians, in the context of an armed conflict.  

 Second, the temporal aspect of the DPH framework is another 

major issue. Cyber operations might be ongoing, in which case the 

perpetrators are targetable. However, operations are more commonly 

instantaneous and distant. The DPH framework was intended mainly to 

address “hot battlefield” issues, such as civilians physically participating 

in hostilities with geographical and temporal proximity to the battlefield. 

                                                           
196 INTERPRETIVE GUIDANCE, supra note 14, at 26 (“All persons who are neither 

members of the armed forces of a party to the conflict nor participants in a levée 

en masse are civilians and, therefore, entitled to protection against direct attack 

unless and for such time as they take a direct part in hostilities.”).  
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We are witnessing the civilianization of the cyber-battlefield,197 that is, 

cyberspace is becoming a “civilian-occupied battlespace.”198 States, on the 

other hand, find it increasingly challenging to retain their monopoly over 

cyber-force, given the ease of use and accessibility of computer systems 

for civilians.199 Two phenomena accompany that assertion. First, civilians 

will become more involved in cyber operations during armed conflicts. 

Second, these civilians will be increasingly classified based on their status, 

either as civilians with continuous combat functions or contractors who 

participate in combat.200  

 At this point, only State practice, actual materialization of these 

predictions, and more serious and nuanced harms due to cyber operations 

can point towards the expected changes in the temporal concept as it 

relates to the DPH framework. The Interpretive Guidance, Tallinn Manual, 

and U.S. Law of War Manual’s uses of ambiguous and broad terms and 

concepts to address cyber warfare are inadequate, and reveal that even the 

most advanced instruments and organizations cannot solve these threats in 

one fell swoop. Thus, more thought and normative development, 

especially for international rules of conduct in cyberspace, are desperately 

needed. 

 

                                                           
197 See Andreas Wenger & Simon J.A. Mason, The Civilianization of Armed 

Conflict: Trends and Implications, INT’L COMM. OF THE RED CROSS (Dec. 31, 

2008), https://www.icrc.org/eng/assets/files/other/irrc-872-wenger-mason.pdf.   
198 Karine Bannelier-Christakis, Is The Principle of Distinction Still Relevant in 

Cyberwarfare?, in RESEARCH HANDBOOK ON INTERNATIONAL LAW AND 

CYBERSPACE 343, 358 (Tsagourias & Buchan eds., 2015).  
199 See generally Susan W. Brenner with Leo L. Clarke, Civilians in 

Cyberwarfare: Conscripts, 43 VAND. J. TRANSNAT’L L. 1011 (2010). 
200 E.L. Gaston, Note, Mercenarism 2.0? The Rise of the Modern Private Security 

Industry and Its Implications for International Humanitarian Law Enforcement,  

49 HARV. INT’L. L.J. 221, 225 (2008) (explaining that “private military firms . . . 

offer combat capabilities, tactical analysis, and other direct military support”). 
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Want to Keep Hackers Out of Gadgets? Try 
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Imagine this scenario: You're on vacation in the beautiful Austrian Alps, heading out for breakfast, 
but your room's door won't open. The hotel uses electronic locks that are connected to a network, 
making it easier to manage the hotel, while also getting rid of the obsolete analog locks. Only this 
time, the convenience provided by these electronic locks is a double-edged sword: The technology 
also enables cyber criminals to hack the locks and demand ransom, usually in the form of 
cryptocurrency, in return for unlocking the door.

WIRED OPINION

About

Ido Kilovaty (@idokilovaty) is a cyber fellow at the Center for Global Legal Challenges and a 
resident fellow of the Information Society Project, both at Yale Law School.

While this scenario sounds hypothetical, last month a fully booked four-star hotel in Austria, 
Romantik Seehotel Jaegerwirt, was hacked in precisely this way. The hackers demanded the 
equivalent of 1,500 Euros in bitcoin in exchange for restoring the keys' functionality, and the hotel 
decided to pay the ransom.

This incident might be the first documented case of "jackware" or "ransomware of Things" (RoT). 
Both terms are used to denote malware targeting and disruption of IoT devices, with ransom 
demanded in exchange for the return of the devices' normal functioning.

With more devices becoming wired to the global network (including private air-gapped networks), 
RoT may soon become a pervasive and disruptive phenomenon. It's time to think about how to 
address this emerging threat.

The Future of Hackable "Things"

While the Austrian hotel case may be the first instance of documented RoT, it's by no means the last. 
Many "things" that are connected to the internet have been proven to be hackable (for example, as 
WIRED reported, hackers managed to kill a Jeep on a highway), and new IoT devices may also be 
insecure.

Consider the Austrian hotel scenario. If the hotel hired a cybersecurity firm to respond to and mitigate 
the incident, it could cost more than the ransom itself. Replacing the system completely would cost 
even more. Given this reality, the hotel's most efficient recourse might be to pay the ransom. This is 
the reality that we face unless IoT security standards are strengthened and implemented properly.
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To be clear, ransomware is not a new phenomenon. But so far, the targets of ransomware have been 
data, and data is often backed up. With jackware, as Stephen Cobb, a senior security researcher at 
ESET, has written, the goal is to lock up a car or device until you pay up. And paying ransom is 
understandable for a business that can't afford a disruption in its activities: Marcin Kleczynski, of the 
cybersecurity defense firm Malwarebytes, told WIRED last week, "If you have a $500,000 ransom to 
get $100 million of revenue back as quickly as you can, you start thinking, is this the more logical 
option for us as a business?"

It's also possible for vulnerable IoT devices to enable DDoS attacks. As demonstrated recently in the 
DDoS attack on the Dyn DNS provider, an army of IoT devices may recruited by exploiting their 
vulnerabilities, and thus can be used to flood servers with false requests, making these servers unable 
to operate and respond to genuine requests. The October 2016 DDoS attack on Dyn was possible 
because of compromised IoT equipment. These devices were easily exploited because they did not 
have a robust security system in place. Since these devices could be used by anyone, anywhere, this 
problem should be addressed on an international level.

Enter International Law

Fortunately, because these products are manufactured by companies that do business globally, and 
thanks to how international law works, it can be addressed on an international level.

First, nations will have to agree on IoT security standards, and they'll need to establish a system by 
which an independent third party can update the standards from time to time.

Second, once these standards are set, international law would be able to incorporate them within the 
ambit of international trade. For example, the General Agreement on Tariffs and Trade allows 
countries to impose restrictions on imports if they are required in order to protect, among other things, 
human, animal, or planet life or health. These standards permit a country to refuse to import products 
that violate those standards. In the same way, international trade law could develop in a way that 
allows importing countries to refuse goods (for example, smart thermostats), if the manufacturer does 
not abide by the global standard on IoT security.

A recent survey from AT&T reported that 85 percent of enterprises currently are considering or 
implementing an IoT strategy, and just 10 percent of those businesses feel they can secure the devices 
satisfactorily. Global standards could go a long way toward making those systems less vulnerable, 
while reducing the uncertainty that manufacturers and consumers can experience.
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Will “Cyber Bonds” Mitigate Transnational Cyberspace 
Threats?

By Ido Kilovaty

Wednesday, June 15, 2016 at 10:15 AM

Last week, Nathan Bruschi introduced the new concept of “cyber bonds,” which 

seeks to deter governments from engaging in harmful transnational cyberspace 

activities by hurting them financially if they do so. Simply put, countries will be 

invested enough in each other’s cyber insurance that any cyberspace action causing 

harm to one country will result in financial loss to the attacking country.

The idea itself is both novel and straightforward — states will offer standardized 

cyber insurance policies to a subset of entities, whether private businesses or 

critical infrastructure companies, the premiums of which will be paid to a national 

insurance pool that will be used to compensate insurance holders who will become 

targets of cyberattacks. States will then create country-specific cyber bonds to 

exchange among themselves in an untradeable basket form (i.e., investing 

countries will not be able to trade these bonds to avoid devaluation). These cyber 

bonds will be assimilated in each country’s sovereign wealth fund, which is 

normally responsible for paying out surpluses and pensions. In a sense, each 

country will own an untradeable basket of cyber bonds belonging to a multitude of 

nations. Bruschi argues that, as a result, countries will refrain from engaging in 

cyberattacks against other participating states, since such action would devalue the 

cyber bond of the victim country, resulting in massive financial loss to the attacking 

country. For example, he says, “Vladimir Putin would have to worry about erasing 

billions of dollars from his own country’s pension funds, possibly leading to riots in 

the streets.”

The concept of cyber bonds is quite compelling, in a way: It is a “no first use”

mechanism, deriving its efficacy from the possible financial gains and losses that 

are associated with cyberattacks in a particular context. Arguably, it is also a “no 

subsequent use” mechanism, since a victim country may be compelled to restrain 

its retaliation to a cyberattack to avoid further bonds’ devaluation. However, there 

are three main shortcomings which may make this mechanism ineffective in 

deterring transnational cyberspace threats. 
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Assumption of Consensus

The premise that states will be persuaded to purchase each other’s cyber bonds is 

flawed, since states are already divided when it comes to the most basic questions 

relating to the regulation of cyberspace in the transnational context. Cyberspace 

doctrines vastly diverge, making consensus either impractical or, in certain 

circumstances, undesirable due to major compromises. Therefore, assuming that 

states will agree to the cyber bonds arrangement is somewhat of a leap. Geopolitical 

fragmentation relating to cyberspace doctrines is already making a consensus on 

the fundamental issues unattainable.

Furthermore, some states actually benefit from the ambiguity and opaqueness of 

the legal status of cyberattacks, as well as their consequences. Those uncharted 

waters serve states strategically since they enjoy a relative advantage in having 

carte blanche when it comes to transnational cyberspace activities.

As a result, this self-limiting method to deal with harmful cyberspace activities, 

which also has a price tag attached, may not adequately encourage states’ 

participation. In fact, assuming some consensus, states are more likely to agree on 

rules of behavior in cyberspace in other forms (violation of which will not entail 

monetary compensation). For example, those rules may exist in bilateral or 

multilateral treaties, or simply in a non-binding form like the UN Group of 

Governmental Experts Report, which stimulates important discussions on the 

limits of state sponsored activities in cyberspace, thus advancing mutual 

understanding.

Absence of Normative Background

Even if we manage to reach a consensus, and states universally opt in into the cyber 

bonds mechanism, the normative question on the rules of behavior in cyberspace 

remains unanswered. The cyber bonds mechanism on its own cannot succeed if 

states do not know what activities will devaluate their cyber bonds. Is espionage 

“harmful”? What about simply discovering and stockpiling zero-day exploits for 

future use?

An insurance policy may answer some of these questions by listing the types of 

cyberattacks that entitle the insurance holder to monetary compensation. However, 

a closed list of cyber-harms is unlikely to capture the myriad threats emanating 

from cyberspace. Drawing the line between “harmful activities” and “non-harmful 
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activities” is somewhat arbitrary, and may leave an important subset of 

cyberattacks outside of the scope of insurance policies, encouraging states to 

engage in non-covered forms of cyber espionage and information warfare.

Moreover, even if a flawless list of harmful cyberspace activities is attainable, the 

remaining question is one of efficacy. The deterrent power of financial loss is 

limited in times of war and conflict, as well as when national interests outweigh the 

financial loss due to cyber bonds devaluation. That leads me to my third and final 

point — the scope of application.

Scope of Application

“À la guerre comme à la guerre,” goes the infamous saying, and it is utterly relevant 

to cyberattacks. The main challenge here is that the types of cyberattacks that will 

be prevented by the cyber bonds mechanism may prove to be narrower than 

expected. In situations of immediate national peril requiring self-preservation 

measures, the awareness that a particular type of cyberattack will have a direct 

economic impact is unlikely to deter countries from using it. Those are the types of 

cyberattacks that experts sometimes refer to as “Cyber 9/11” or “Cyber Pearl 

Harbor,” emphasizing the catastrophic nature of such incidents. These catastrophic 

cyberattacks have not yet taken place, but they represent a legitimate and serious 

national security threat.

In addition, even though states involved in the cyber bonds scheme will have an 

incentive to enforce the law against individuals and groups who may target other 

states with cyberattacks, the capacity to do so is limited when very sophisticated 

groups are involved, such as cyber terrorists or hacktivists who can easily mask 

their identities. That challenge is exacerbated in states that do not hold the 

expertise or resources to identify and prosecute these actors. That could mean that 

only a relatively small subset of states will be able to participate in the scheme, and 

the devaluation of their cyber bonds could occur rather easily, if a highly 

sophisticated and harmful cyberattack is carried out beyond their reach.

The Road Ahead: A Hybrid Model?

The purpose of this post is not to discredit the concept of cyber bonds, but rather to 

highlight the particular challenges that may affect the efficacy of the concept. The 

possible solution to overcome these challenges is to consider a model where cyber 
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bonds work alongside other instruments — for instance, rules of conduct for 

transnational cyberspace activities, or a centralized international authority to 

enforce rules and monitor transnational cyberspace activities.

Interestingly, Bruschi very aptly recognizes that in the annexation of Crimea, 

Russia was not deterred by the possible ad hoc outcome of US-EU sanctions against 

it. Despite having major economic impact, these sanctions did not compel Russia to 

surrender Crimea or to discontinue its involvement in the armed conflict in 

Ukraine. In my view, that would be the case with cyber bonds as well. Certain 

unilateral acts by states lack an objective economic rationale, and expecting states 

to be perfectly predictable in accordance with concepts of behavioral economics is 

questionable.

The uncertainty is not whether a cyber bonds system will work, but for how long it 

will work before it collapses due to major disagreements or an emerging armed 

conflict. For cyber bonds to work, the fundamental obstacles of a lack of consensus, 

absence of a normative framework, and the narrow scope of applicability need to be 

resolved. Addressing these obstacles will strengthen the cyber bonds concept, and 

will enhance its credibility and efficacy.
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