
Train Wreck: The U.S. Violation of the Chemical Weapons Convention 
David A. Kopf ow 

Free Speech Aboard the Leaky Ship of State: Calibrating First Amendment 
Protections for Leakers of Classified Information 

Heidi Kitrosser 

Even If It Ain't Broke, Why Not Fix It? Three Proposed Improvements 
to the Uniform Code of Military Justice 
Geoffrey S. Com & Victor M. Hansen 

Educating National Security Lawyers for the Twenty-first Century: 
The lntersection of National Security Law and International Affairs 

William C. Banks & Harvey Rishikof 

National Security Law Pedagogy and the Role of Simulations 
Laura K. Donohue 

Chutzpah 
Derek £. Bamhauer 

The Dark Future of International Cybersecurity Regulation 
Michael J. Glennon 

Unknotting the Tangled Threads of Watergate Lore (reviewing Leak: 
Why Mark Felt Became Deep Throat, by Max Holland) 

M. £. (Spike) Bownu.111 

GEORGETOWN LAW INSCT 
INSTITUTE FOR NATIONAL SECURITY AND COUNTERTERRORISM 
SYRACUSE UNIVERSITY 





Journal of National Security Law & Policy 
Cite this issue: 6 J. NAT'L SECURJTY L. & PoL'Y __ (2013) 

The Journal of National Security Law & Policy (ISSN 1553-3158) is a peer-reviewed 
journal published three times per year jointly by the Georgetown Unjversity Law Center 
and the Institute for National Security and Counterterrorism (INSCT) of the Maxwell 
School of Citizenship & Public Affairs and College of Law of Syracuse University. 

The views expressed in this issue are those of the authors, and do not necessarily reflect 
the policies or opinions of the Journal, its edjtors and staff, Georgetown University Law 
Center, or INSCT. 

Subscriptions: Subscriptions are $35.00 per year, payable in advance to: Journal of 
National Security Law & Policy, Subscriptions: 600 New Jersey Ave., N.W., Washing
ton, D.C. 20001. Tel.: (202) 662-9423, fax: (202) 662-9444, email: ojasubscriptions@ 
law.georgetown.edu. Subscriptions are renewed automatically upon expiration unless 
the subscriber sends timely notice of termination. All notifications of change of address 
should include both old and new address. Please notify one month in advance to ensure 
prompt delivery. POSTMASTER: Send address changes to Journal of National Security 
Law & Policy, Office of Journal Administration, 600 New Jersey Ave., N.W., Washing
ton, D.C. 20001. 

Submissions: To submit an article to the Journal, visit www.jnslp.com. Unsolicited 
manuscdpts for publication are welcome. 

Correspondence: Please address all correspondence to: Journal of National Security 
Law & Policy, Wimams Institute Suite, 600 New Jersey Ave., N.W., Washington, D.C. 
20001. Phone: (202) 662-4072, email: info@jnslp.com. 

Copyright: All articles copyright© 2013 by the Journal of National Security Law & 
Policy except when otherwise expressly indicated. For all articles in which it holds 
copyright, the Journal permits copies to be made for classroom use, under the following 
provisions: ( l) the user notifies the Office of Journal Administration of having made 
such copies, (2) the author and the Journal are identified, and (3) the proper notice of 
copyright is affixed to each copy. Except when otherwise expressly provided, the 
copyright holder for every a1ticle in this issue for which the Journal does not hold the 
copyright grants permission for copies of that article for classroom use, provided that 
the user notifies the author and the Office of Journal Administration of having made 
such copies and the author and the Journal are identified, and that the proper notice of 
copyright is affixed to each copy. 

For reprint permission for purposes other than classroom use, please contact the Office 
of Journal Administration at the above address or by fax at (202) 662-9444. Please 
allow at least one business week for processing. 

Notice of Non-Discrimination 

In accordance with the requirements of Title VI of the Civil Rights Act of 1964, Title IX 
of the Education Amendments of 1972, section 504 of the Rehabilitation Act of 1973, 
and the implementing regulations promulgated under each of these federal statutes, 
Georgetown University does not discriminate in its programs, activities, or employment 
practices on the basis of race, color, national origin, sex, age, or disability. The 
Unjversity's compliance program under these statutes and regulations is supervised by 
Rosemary Kilkenny-Diaw, Special Assistant to the President for Affirmative Action 
programs, Room G-l 0, Darnall Hall, Georgetown University. Tel: (202) 687-4798. 



JOURNAL OF NATIONAL SECURITY LAW & POLICY 
Volume 6 

Robert M. Chesney 
Stephen Dycus 

David A. Koplow 
Diane H. Mazur 

Norman Abrams 
Steven Aftergood 
James E. Baker 

William C. Banks 
M.E. (Spike) Bowman 

Phillip Carter 
Robert M. Chesney 

David D. Cole 
Robert N. Davis 

Laura K. Donohue 
Stephen Dycus 
Mark S. Ellis 

Eugene R. Fidell 
Louis Fisher 

Philip B. Heymann 
David A. Koplow 

2013 

EDITOR-IN-CHIEF 

William C. Banks 

SENIOR EDITORS 

MANAGING EDITORS 

Nadia Asancheyev 
Molly Pyle 

EDITORIAL BOARD 

Paul Rosenzweig 
Kim Lane Scheppele 

John Cary Sims 
Stephen I. Vladeck 

Kate Martin 
Diane H. Mazur 

Number 2. 

John Norton Moore 
Sean Murphy 

Mary-Rose Papandrea 
Elizabeth Rindskopf Parker 

Jordan J. Paust 
Peter Raven-Hansen 

Edward P. Richards III 
Paul Rosenzweig 

Kim Lane Scheppele 
Walter Gary Sharp, Sr. 

Richard L. Shiff rin 
John Cary Sims 

Stephen I. Vladeck 



FACULTY JOURNAL ADYfSORS 

Laura K. Donohue 
David A. Koplow 

David Luban 

JOURNAL ADVISOR 

Nadia Asancheyev 

MANAGING EDITORS 

Awista Ayazi 
Aparna Krishnaswamy 

Aaron E. Reichlin-Melnick 
Matthew L. Schafer 

ExECUTfVE NOTES EDITOR 

Allegra L. Funsten 

LLM PEER REVIEWERS 

Sarah Harrison 
NOTE DEVELOPMENT EDITORS 

James Denaro 
Dena Kozanas 
Logan Perel 

SENIOR SYMPOSIUM EDITOR 

Denise C. Bell 

Michael Addy 
Sharmistha Das 
Katherine Florio 
Tianda Harris 

Christina Donnelly 
Shaun Lyons 

Stefan Monaghan 

ASSOCIATE SYMPOSIUM EDITOR 

Jennifer Logan 

STAFF EDITORS 

Keith Ingram 
David McIntire 
Zachary Rozen 
Longhao Wang 

WEB AND MARKETING MANAGER 

Ben Leatham 



*** 



JOURNAL OF NATIONAL 
SECURITY LAW & POLICY 

VOLUME 6 2013 NUMBER 2 

Train Wreck: The U.S. Violation of the Chemical Weapons Convention 
David A. Koplow 319 

Free Speech Aboard the Leaky Ship of State: Calibrating First Amendment Protections 
for Leakers of Classified Information 

Heidi Kitrosser 409 

Even If It Ain't Broke, Why Not Fix It? Three Proposed f mprovements to the Uniform 
Code of Military Justice 

Geoffrey S. Corn & Victor M. Hansen 447 

Educating National Security Lawyers for the Twenty-first Century: The Intersection of 
National Security Law and International Affairs 

William C. Banks & Harvey Rishikof 483 

National Security Law Pedagogy and the Role of Simulations 
Laura K. Donohue 489 

Chutzpah 
Derek E. Bambauer 549 

The Dark Future of International Cybersecurity Regulation 
Michael J. Glennon 563 

Unknotting the Tangled Threads of Watergate Lore (reviewing Leak: Why Mark Felt 
Became Deep Throat, by Max Hol land) 

M. E. (Spike) Bowman 571 



*** 



Train Wreck: 
The U.S. Violation of the Chemical Weapons 

Convention 

David A. Koplow* 

The United States is violating a multilateral arms control treaty. Russia is, 
too. It's not just some minor accord at stake; it's the 1993 Chemical Weapons 
Convention (CWC), 1 the critical, near-universal undertaking to banish the 
centuries-old scourge of chemical warfare. And it's not just some trivial mis
step; it's a blatant transgression of one of the treaty's most fundamental provi
sions, requiring the timely destruction of the massive inventories of chemical 
weapons (CW) that the planet's erstwhile superpowers had laboriously con
structed and assiduously maintained throughout the Cold War. And it won't be a 
near-miss; each country will stumble years beyond complying with the treaty's 
April 29, 2012, final deadline for accomplishing the total dismantling of this 
noxious ordnance - the United States now figures to eclipse that mandatory 
mark by at least eleven years. 

How did we get into this mess? How did the United States, the leading 
exponent of the rule of law and a prime mover in negotiating and implementing 
the CWC, fall into such conspicuous violation? What can be done at this point 
to extricate ourselves and the Russians from this grisly political and legal 
predicament? And what can we do in the future to avoid other similar interna
tional law train wrecks? 

This article parses the problem of noncompliance with the CWC's disman
tling obligations as a case study in the operation ( or non-operation) of interna
tional law. Part I provides the essential background on chemical weapons and 
the treaty, highlighting the CWC's vital role in reining in a horrific global threat 
and outlining the treaty's provisions regarding the safe, clean, and verified 
elimination of chemical stockpiles. The CWC is one of the most ambitious and 
one of the most successful multilateral arms control regimes in history, but it is 
hardly without controversy. 

Part II focuses on the U.S. chemical weapons program: its history, current 
status, and, especially, the convoluted program for incinerating or chemically 
neutralizing the lethal agents - and details why it has faJlen so far behind the 

* Professor of Law, Georgetown University Law Center. The author gratefully thanks the following 
individuals who provided insights, advice, and edits on prior drafts of this article: G. Thomas Cataldo, 
Karl S. Chang, Robert E. Dalton, David S. Jonas, Barry Kellman, David J. Luban, Jeffery G. McCoy, 
Sean D. Murphy, and James B. (Bart) Wager, Jr., and the participants in the Georgetown Law research 
workshop, as well as the dedicated research assistance of Nicole Stillwell and Mabel Shaw.© 2013, 
David A. Koplow. 

l. Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on their Destruction, opened for signature Jan. 13, 1993, 1974 U.N.T.S. 45, 32 I.L.M. 
800, (entered into force Apr. L3, 1997) [hereinafter CWC]. 
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legally-required schedule. Part III presents the comparable portrait for Russia 
and other countries, describing how Moscow, too, despite significant outside 
financial assistance, has been blatantly unable to comply with the CWC's 
negotiated timetables. The declared inventories of Albania, India, Iraq, Libya, 
and South Korea pale in comparison to those of the Russia and United States, 
but their travails have been similar; some have succeeded in timely elimination 
in conforrnjty with the treaty, but there are some interesting precedents of treaty 
breach here, too. 

Part IV describes the U.S. political remediation efforts undertaken to date. 
U.S. diplomats have been surprisingly successful in managing the violation on a 
low-key political plane, through increased transparency and a renewed comntit
ment to the ultimate goal of a CW-free planet. These efforts have surely been 
helpful, and are worth retruning, but they are hardly sufficient to solve the 
overall legal and political problem. Part V then turns to international law, 
concluding that the ostentatious failure places the Uruted States and Russia into 
a position of "material breach" of the CWC, even if their violations are not the 
result of bad faith or deception and even if the retained CW inventories carry 
little true military significance. This part also argues that international law's 
putative excuses for non-performance of a treaty obligation (such as impossibil
ity, changed circumstances, andforce majeure) are unavailing in this case, and it 
evaluates the effects of a peculiar tension between competing types of CWC 
obligations. This part also inspects the array of remedies that international law 
affords to innocent parties aggrieved by these ongoing violations (such as 
suspension or termjnation of counter-performance, suit in the International 
Court of Justice, and invocation of the specialized procedures created by the 
ewe itself). 

To put this specific CW case study into a larger context, Part VI asks how 
member countries have managed to resolve this sort of dilemma, and how future 
accords could handle cognate challenges better. On those rare occasions when 
the international political stars align in favor of a disarmament measure, we do 
want the legal documents to exert pressure on the weapons-holding states to 
eliminate their newly-banned inventories as soon as practicable, but we do not 
want to again demand the impossible, or to jeopardize the treaty structure if an 
unavoidable delay crops up. New treaties regulating anti-personnel land mines 
and cluster munitions already implicate these same dismantling concerns, and 
others may someday do likewise. 

Returning to the CWC, Part VII next surveys an array of possible responses 
to the 2012 deadline crisis - it evaluates a roster of options that the United 
States, Russia, the other CWC parties, and various international inst(tutions may 
be able to exercise to mitigate the problem. None of these alternatives is perfect 
(and there may be something of an inverse relationship between the options that 
would be "best" in some sense and the options that would be most attrunable), 
but consideration of the full cadre of possibilities may be illuminating. 

Part VIII offers some recommendations. Despite the fully-understandable and 
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remarkably successful U.S. government efforts to finesse this issue, missing this 
treaty deadline is a big deal. Rarely has the international communjty been 
compelled to confront such an open-and-shut case of an important violation of 
an important arms control treaty - and by the planet's leading players, no less. It 
may not be possible to avoid all the damage from this collision, but perhaps 
some principles of value can still be salvaged. 

Finally, Part IX offers some concluding thoughts. What is at stake here is not 
merely conformity with a single international obligation. Rather, each occasion 
where international law is, or is not, adhered to constitutes an expression of 
support or rejection of the global rule of law - and when the planet's leading 
military powers fail to perform as they have promised, the entire fabric of the 
legal order is called into question. This is an occasion to set an important 
precedent - when the United States, in particular, should take the opportunity to 
"model" for the rest of the world how an honorable country should behave, if it 
finds itself in the unfortunate situation of violating a solemn international 
agreement. 

Overall , the animating force behind this article is an argument that the 
long-term interests of the United States lie in validating the importance of full , 
timely compliance with treaties - especially arms control agreements. Even if, 
in a particular case, it might be possible to "finesse" an act of U.S. non
compliance by agreeing with other nations to a muted and non-punitive global 
response, that short-term accomplishment disserves the bigger picture. Instead, 
the United States should publicly own up to its breach, take its medicine, and 
thereby demonstrate in the most powerful manner that compliance with interna
tional law really is an enduring U.S. principle, applicable even to ourselves, 
even when it comes with some pain. 

I. THE PROBLEM OF eHEM1CAL WEAPONS AND THE SOLUTION IN THE ewe 

The story of chemical weaponry is long, sad, and convoluted. Throughout the 
centuries and around the world, armies have regularly attempted to employ 
poisons of varying formulae against their enemies; sometimes this scientific 
zeal has resulted in telling battlefield advantage; even more often it has inspired 
indiscriminate pain, horror, and public revulsion.2 

2. See generally John Ellis Van Courtland Moon, Controlling Chemical and Biological Weapons 
Through World War ll, in 2 ENCYCLOPEDIA OF ARMS CONTROL AND DISARMAMENT 657, 657-674 (Richard 
Dean Burns ed., 1993); Charles C. Flowerree, Chemical and Biological Weapons and Anns Control, in 
2 ENCYCLOPEDIA OF ARMS CONTROL AND DISARMAMENT 999-1014 (Richard Dean Burns ed., 1993); Jean 
Pascal Zanders, International Norms Against Chemical and Biological Warfare: An Ambiguous Legacy, 
8 J. OF CONFLICT AND SEC. LAW 391, 391-4]0 (2003); FREDERICK J. VOGEL, U.S. ARMY WAR COLL., THE 
CHEMICAL WEAPONS CONVENTION: STRATEGIC IMPLICATIONS FOR THE UNITED STATES ( I 997), available at 
http://www.strategicstudiesinstitute.army.mil/pubs/summary.cfm?q=322; Paul F. Walker. Abolishing 
Chemical Weapons: Progress, Challenges, and Opportunities, 40.9 ARMS CONTROL TODAY, Nov. 20 I 0, at 
22; JoNATHAN B. TUCKER, WAR OF NERVES: CHEMICAL WARFARE FROM WORLD WAR I TO AL-QAEDA, 
(Pantheon ed., 2006); OFFICE OF THE UNDER SEC' Y OF D EF. FOR ACQUISITION AND TECH., U.S. DEP'T OF 
DEF., THE MILITARILY CRITICAL TECHNOLOGIES L!ST PART If: WEAPONS OF MASS DESTRUCTION TECHNOLOGIES 
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Pre-biblical literature from India (1500 B.C.), Greece (429 B.C.), and Rome 
(150 B.C.) as well as subsequent lore from other combatants carry sagas of 
fulminating gases wafted toward an adversary's encampment, lethal potions 
strategically dumped into enemy wells or rivers, contaminants insinuated into 
foreign food supplies, and arrows and artillery shells laced with toxins. 3 World 
War I married modem chemistry with that longstanding lethal intent, and 
125,000 tons of mustard gas, phosgene, lewisite, cyanide and other insidious 
concoctions polluted the European trenches, inflicting 1.3 million injuries and 
nearly 100,000 deaths.4 

By contrast, the central battlefields of World War II were remarkably CW
free, despite the fact that partisans on both sides were armed to the teeth with 
enormous arsenals of much more deadly generations of nerve gases. Apparently 
primitive deterrence drove both sides toward mutual (if uncomfortably un
steady) self-restraint.5 A handful of notorious episodes of CW use arose after 
1945. Most infamous were the large-scale invocation of poisons by both sides in 
the 1980-1988 Iran-Iraq conflict, and by Iraq against its own Kurdish minority 
in 1987-1988. These outrages kept the issue in the world's attention, even if the 
attacks did not necessarily achieve mass casualties or decisive military victo
ries. 6 

(ADA 330 I 02), "CHEMICAL WEAPONS TECHNOLOGY," Feb. J 998, available at http://www.fas.org/programs/ 
bio/chemweapons/production.html (describing CW production technology, military applications, and 
foreign state capabilities); S. ExEc. Doc. No. 104-33, at 12-13 (1996) (Conf. Rep.) [hereinafter Report 
I 04-33]; Introduction to Chemical Weapons, and Types of Chemical Weapons, FED'N OF AM. Sc!ENTlSTS, 
http://www.fas.org/programs/bio/chemweapons; Basic Facts on Chemical Disarmament, OPCW WEB
SITE, http://www.opcw.org/news-publications/publications/history-of-the-chemical-weapons-convention 
[hereinafter OPCW Basic Facts]; Chemical Disarmament, RussIAN MUNITIONS AGENCY, http:// 
www.munition.gov.ru/eng/zapasho.html; id. at History of CW Development; id. at Chemical Weapons. 

3. Moon, supra note 2, at 657-658; Zanders, supra note 2, at 392-393; ADRfENNE MAYOR, GREEK FrRE, 
POISON ARROWS, AND SCORPION BOMBS: BIOLOGICAL AND CHEMICAL WARFARE LN THE ANCIENT WORLD ( I St 
ed., 2003). 

4. Moon, supra note 2, at 659-662; Zanders, supra note 2, at 395; OPCW Basic Facts, supra note 2; 
ROBERT NOYES, CHEMICAL WEAPONS DESTRUCTION AND EXPLOSIVE WASTE/UNEXPLODED ORDNANCE REMEDIA
TION 3-6 (William Andrew ed., 1996). 

5. Moon, supra note 2, at 668-670. Chemical weapons were used by Italy in Ethiopia in 1935-1936, 
and by Japan in China in 1937-1945, as well as by Germany in many of the concentration and death 
camps. Moon, supra note 2, at 666-668; Vogel, supra note 2. 

6. Flowerree. supra note 2, at 1002- 1004; Walker, supra note 2 (reporting that "[c]hemicaJ weapons 
have been used in warfare and terrorist attacks a dozen times or more in the last three decades"): J.P. 
Perry Robinson, Origins of the Chemical Weapons Convention, in q HADows AND SUBSTANCE: THE 
CHEMICAL WEAPONS CONVENTION, 37, 42-43 (Benoit Morel & Kyle Olson eds., 1993) [hereinafter Morel 
& Olson] (listing dozens of instances after World War I in which CW use was alleged); Report I 04-133, 
supra note 2, at 163, 169 (noting that in 1996, "[s]ome 20 nations are now suspected of having 
chemical weapons or developing a chemical weapons capability."); Vogel, supra note 2; Hearing 
103-869, infra note 84, at 8 (statement of Hon. John D. Hoium, Dir. of the U.S. Arms Control and 
Disannament Agency) ("Some twenty nations are now suspected of having chemical weapons or 
developing a chemical weapons capabi li ty."). In the J 980s, the United States aJleged that the Soviet 
Union and its allies used "yellow rain" chemical and biological weapons in Laos, Cambodia, and 
Afghanistan; these reports were subsequently largely discredited. See U.S. DEP'T OF STATE, CHEMJCAL 
WARFARE IN SOUTHEAST ASIA AND AFGHANISTAN: AN UPDATE, SPECLAL REP. No. 104 (Nov. J 982). 
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The historical counterpoint to the use of chemicals - the widespread public 
loathing of this form of combat - provides a parallel history. Ancient civiliza
tions recorded their antipathy toward these invisible, insidious toxins,7 and 
more recent public rejection of the scourge of CW prompted some of the 
earliest arms control treaties: the St. Petersburg Declaration of 1868,

8 
the 

Brussels Declaration of 1874,9 and the Hague Conventions of 1899
10 

and 
1907 11 reflected the participants' visceral rejection of "asphyxiating or deleteri
ous gases." 12 

The first modem arms control treaty, the Geneva Protocol of 1925, 13 placed 
the train of CW control firmly onto a sturdier international track. That accord 
(which is still in force and has attracted 137 parties14

) binds countries to 
renounce "the use in war of asphyxiating, poisonous or other gases, and of all 
analogous liquids, materials or devices." 15 This treaty now constitutes essen
tially a ban only against the first use of CW; it does not restrict countries' 
possession of lethal arsenals nor their application in retaliation for an enemy's 
opening chemical saJvo. 16 

The diplomatic process, therefore, continued unsated toward a more compre
hensive CW accord, but the post-World War II efforts largely succumbed to 
Cold War politics and other distractions. 17 Three related international agree
ments did help fill part of the void: the multilateral 1972 Biological Weapons 

7. Moon, supra note 2, at 657-658. 
8. Declaration Renouncing the Use, in Time of War, of Certain Explosive Projectiles Under 400 

Grammes Weight, Nov. 29/Dec. 11, 1868, 18 Martens Nouveau Recueil (ser. 1) 474, 138 Consol. T.S. 

297. 
9. Project of an International Declaration Concerning the Laws and Customs of War, Aug. 27, 1874, 

4 Martens Nouveau Recueil (ser. 2) 219 (never entered into force), available at http://www.icrc.org/ihl.nsf/ 
INTRO/ l 35?OpenDocument. 

JO. "[l)t is especially prohibited ... to employ poison or poisoned arms." Convention with Respect 
to the Laws and Customs of War on Land, art. 23, July 29, I 899, 32 Stat. 1803, T.S. 403, I Bevans 247, 
I 87 C.T.S. 429 (1898-1899), available at http://ava1on.law.ya1e.edu/ l 9th_century/dec99-02.asp [herein
after Hague JI); "The Contracting Powers agree to abstain from the use of projectiles the object of 
which is the diffusion of asphyxiating or deleterious gases." Hague lY, Declaration II Concerning the 
Prohibition of the Use of Projectiles Diffusing Asphyxiating Gases. July 29, 1899, 26 Martens Nouveau 
Recueil (ser. 2) 998, l 87 C.T.S. 453 [hereinafter Declaration TT]. 

11. " [l]t is especially forbidden ... To employ poison or poisoned weapons." Convention (IV) 
Respecting the Laws and Customs of War on Land and its Annex: Regulations Concerning the Laws 
and Customs of War on Land, art. 23, Oct. 18, 1907, 36 Stat. 2277, I Bevans 631 available at 
http://avalon.law.yale.edu/20th_century/hague04.asp [hereinafter Hague IV]. 

12. Declaration Il, supra note 10. 
I 3. Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases. and of 

Bacteriological Methods of Warfare, June 17, 1925, 26 U.S.T. 571, 94 L.N.T.S. 65, available at 
http://unhq-appspub-OI.un.org/UNODAffreatyStatus.nsf [hereinafter Geneva Protocol]. 

14. For a list of parties to the treaty, see http://www.fas.harvard.edu/hsp/gensig.html. The United 
States did not join the Geneva Protocol until Apr. JO, 1975. 

15. Geneva Protocol, supra note 13, pmbl, <j[2. 
I 6. See Report 104-133, supra note 2, at 164; Moon, supra note 2, at 664; Flowerree, supra note 2, 

at I 000-1002. 
17. See Report 104-133, supra note 2. at I 65-166; Flowerree, supra note 2, at 1011-1014; V1CTOR A. 

LJTGOFF, THE CHALLENGE OF CHEMICAL WEAPONS: AN AMERICAN PERSPECTIVE 88-90 ( l 991 ). 
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Convention (BWC) 18 dealt with the related issue of disease-causing agents (as 
partially contrasted with pure poisons19

); the bilateral 1989 Wyoming Memoran
dum of Understanding20 provided an interim U.S.-U.S.S.R. mechanism for 
exchanging data and inspection visits in anticipation of a forthcoming broader 
multilateral CW treaty; and the 1990 Bilateral Destruction Agreement reflected 
the two superpowers' consensus to initiate prompUy the process for destroying 
most of their CW, even prior to the conclusion of a universal treaty.21 

That long-sought comprehensive treaty, the Convention on the Prohibition of 
the Development, Production, Stockpiling and Use of Chemical Weapons and 
on Their Destruction (CWC),22 finally ripened in 1993. It has attracted 188 
parties; two more states (Israel and Myanmar) have signed, but not yet ratified; 
and only six countries (Angola, Egypt, North Korea, Somalia, Syria, and the 
recently-formed South Sudan) have shunned the treaty altogether.23 

As its title suggests, the CWC aims to erect a permanent, all-encompassing 

18. Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriologi
cal (Biological) and Toxin Weapons and on Their Destruction, Apr. 10, 1972, 26 U.S.T. 583, T.I.A.S. 
8062, 1015 U.N.T.S. 163 [hereinafter BWC]. 

19. The precise distinction between "chemical" and "biological" agents is elusive. Essentially, the 
concept of a biological weapon focuses upon Jiving microorganisms that cause diseases in humans, 
animals, or plants. A chemical weapon operates through poison, rather than disease. A "toxin" is a sort 
of middle ground, containing some of the characteristics of both CW and BW, and being regulated by 
both the BWC and the CWC. See Julian Perry Robinson, Chemical and Biological Weapons, in 
COMBATING WEAPONS OF MASS DESTRUCTION: THE FUTURE OF lNTERNAJ'IONAL NONPROLfFERATION POLICY 74, 
74 (Nathan E. Busch & Daniel H. Joyner eds., 2009). The authoritative interpretative source regarding 
the ewe is WALTER KlU.JTZSCH & RALF TRAPP, A COMMENTARY ON TH£ CHEMICAL WEAPONS CONVENTION 
31-32 (1994) [hereinafter KRUTZSCH & TRAPP). 

20. Memorandum of Understanding Regarding a Bilateral Verification Experiment and Data Ex
change Related to Prohibition of Chemical Weapons, U.S.-U.S.S.R., Sept. 23, l 989, reprinted in 28 
I.L.M. 1438 [hereinafter Wyoming Memorandum of Understanding]. This agreement inaugurated a 
two-phase program of data exchanges about chemical weapons stocks and reciprocal on-site visits. The 
contemplated exchange program was never fully implemented, as U.S. authorities were unsatisfied with 
the accuracy and completeness of the data provided by Soviet officials. U.S. DEP'T OF STATE, FACT 
SHEET. U.S.-RusstAN WYOMING MEMORANDUM OF UNDERSTANDING ON CHEMJCAL WEAPONS (Sept. I 998), 
http://www.state.gov/www/global/arms/factsheets/wmd/cw/cwmou.html; U.S. Gov'T AccoUNTABfLfTY OF
FICE, GAO/NSIAD-94- L36, ARMS CONTROL: STATUS OF U.S.-RUSSIAN AGREEMENTS AND THE CHEMlCAL 
WEAPONS CONVENTION (1994) [hereinafter STATUS OF U.S.-Russ1AN AGREEMENTS]; Report 104-133, supra 
note 2, at 26-28, J 66- I 67, 203-204. 

2 I. U.S.-Soviet Agreement on Destruction and Non-Production of Chemical Weapons and on 
Measures to Facilitate the Multilateral Chemical Weapons Convention, U.S.-U.S.S.R., June I, 1990, 29 
l.L.M. 934, 56 Fed. Reg. 25,404. This agreement calied for each party to begin destroying most, but not 
all, of its CW and CW production facilities, subject to verification ins~ections conducted by the other 
side. The agreement was never operational, and was superseded by the CWC. Federation of American 
Scientists, Bilateral Destruction Agreement, http://www.fas.org/nuke/control/bda/index.htmJ; Report 
104-133, supra note 2, at 26-28, 166-167, 203-204. 

22. ewe, supra note 1; KRUTZSCH & TRAPP, supra note I 9, at 3 L-32. 
23. OPCW Member States, ORGANISATION FOR THE PROHIBITION OF CHEMICAL WEAPONS, (Oct. 9, 2012), 

http://www.opcw.org/about-opcw/member-states (as of Nov. 12, 2012); OPCW Non-Member States, 
ORGANISATION FOR THE PROHIBITION OF CHEMICAL WEAPONS, available at http://www.opcw.org/about
opcw/ (as of Nov. I 2, 2012); see also Daniel Feakes, Gelling Down to the Hard Cases: Prospects for 
ewe Universality, 38.2 ARMS CONTROL TODAY, Mar. 2008, at 15 (discussing challenges of achieving 
universal adherence to the CWC). 
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prohibition on chemical weapons. It exceeds the accomplishment of the Geneva 
Protocol by banning all production, acquisition, retention, use, preparation for 
use, and assistance to others for the use of chemical weapons.

24 
It also estab

lishes an elaborate mechanism for data exchanges, inspection by an interna
tional organization, and dispute resolution mechanisms to ensure verified 
compliance with the underlying obligations.25 The treaty defines the prohjbited 
items expansively - it covers active chemical weapons agents and substances 
that could be their "precursors";26 it likewise regulates even "non-lethal" tear 
gas and other riot control agents;27 and it embraces even old, obsolete, and 
abandoned chemical munitions that fajled to detonate in combat or were 
discarded carelessly in test ranges.28 It requires dismantling or conversion of 
facilities formerly used to produce CW29 and regulates international commerce 
in substances and equipment that could be diverted for weapons purposes.

30 
The 

ewe may be the longest, most detailed, most elaborately-crafted multilateral 
arms control agreement in history. It has properly been hailed by UN Secretary
General Ban Ki-Moon as "one of the greatest achievements in the history of 
multilateral efforts to achjeve disarmament and non-proliferation" and "a funda
mental pillar of international peace and security."31 

24. CWC, supra note I, art. I. 
25. id. arts. III (Declarations), YIU (the Organization), IX (Consultations, Cooperation and Fact

Finding). The OPCW has undertaken more than 4680 inspections of 195 chemical weapons-related 
sites and 1103 chemical industry sites in eighty-one countries. Statistics column (lower right), OPCW 
WEBSITE, http://www.opcw.org; Walker, supra note 2; OPCW, Executive Council, Draft Report of the 
OPCW on the Implementation of the Convention on the Prohibition of the Development, Production, 
Stockpiling and Use of Chemical Weapons and on Their Destruction in 2011, EC-69/3 (July 11, 2012) 
at 7-12 (reporting numbers of different types of inspections c0nducted by OPCW in 2011), available at 
http://www.opcw.org/index. php?eJD = dam_frontend_push&docID = 15580. 

26. CWC, supra note I , art. II.3. The treaty establishes three main categories of toxic chemicals. 
Schedule I includes the most dangerous materials, those that have previously been used as weapons; 
Schedule 2 include substances that pose risks as weapons, but that are also used in the civilian 
economy; Schedule 3 covers those of lesser, but still noteworthy risk. The treaty's provisions regarding 
declarations of inventories, destruction of weapons, international commerce, a nd verification of compli
ance vary according to which schedule covers the specific chemical. This article concentrates on the 
provisions relevant to Schedule I , the most salient problem. See generally, CWC, supra note I, Annex 
on Chemicals; see also Ralf Trapp, Advances in Science and Technology and the Chemical Weapons 
Convention, 38.2 ARMS CONTROL TODAY, Mar. 2008. 

27. CWC, supra note I, arts. I.5, II.7; see also Kyle M. Ballard, Convention in Peril? Riot Control 
Agents and the Chemical Weapons Ban, 37.7 ARMS CONTROL TODAY, SepL 2007. 

28. CWC, supra note I, arts. 1.3, 11.5, rr.6, and Annex on Implementation and Verification, Part 
lV(B). See John Hart, Looking Back: The Continuing Legacy of Old and Abandoned Chemical 
Weapons, 38.2 ARMS CONTROL TODAY, Mar. 2008: OPCW, Conference of the States Parties, Report of 
the OPCW on the Implementation of 1he Convention on the Prohibition of the Development, Produc
tion, Stockpiling and Use of Chemical Weapons and on Their Destruction in 2010, C-16/4 (Nov. 30, 
2011) <j[ 1.14 (noting that ten countries reported new discoveries of old or abandoned CW during 2010). 

29. CWC, supra note I, arts. 1.4, V. 
30. Id. Annex o n Implementation and Verification, Part VI.B, VU.C, VTU.C. 
31. "'We Cannot Rest Until We Destroy All Chemical Arms." Press Release, Dep't of Public 

Information. Secretary-General Tells Meeting of States Parties to Chemical Weapons Convention, U.N. 
Press Release SG/SM/ 13974, DC/3316 (Nov. 28. 20 11 ): see also Note by the Technical Secretariat, 
Review of the Operation of the Chemical Weapons Convention Since the 1st Review Conference, OPCW, 
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In support of those aspirations, the CWC created an implementing body, the 
Organization for the Prohibition of Chemical Weapons (OPCW),32 sitting in 
The Hague and consisting of a Conference of the States Parties ( comprising all 
treaty members),33 an Executive Council (composed of forty-one member 
states),34 and a Technical Secretariat (the professional staff, headed by a Director
General).35 The organization's 2012 budget is approximately 70.6 million euros 
(about $93 million). 36 

Adjunct to the basic bans on production, stockpiling, and use of CW, the 
treaty also requires each party to destroy all the chemical weapons it owns or 
possesses or that are located at any place within its jurisdiction or control37 and 
to do so "in an essentially irreversible way to a form unsuitable for production 
of chemical weapons."38 The CWC further specifies an "agreed rate and se
quence of destruction," known as the "order of destruction."39 Specifically, each 
party is obligated: 

• to commence destruction operations within two years after the treaty 
enters into force for it;40 

• to submit detailed annual plans for the destruction process;41 

• to destroy not less than one percent of its chemical weapons within three 
years after entry into force;42 

• to destroy not less than twenty percent of the inventory within five 
years;43 

RC-2/S/l, (Mar. 31, 2008), para 2.1 (noting that the CWC "is widely appreciated as a unique 
multilateral agreement that, alone among treaties of a similar nature, effectively bans an entire category 
of weapons of mass destruction, for all countries and in a non-discriminatory fash ion and under strict 
international control."). 

32. CWC, supra note I, art. VIII; OPCW Basic Facts, supra note 2. 
33. CWC, supra note 1, art. VIII. B. The Conference of the States Parties is the ·'principal organ" of 

the OPCW, authorized to consider any questions and to make recommendations and decisions on all 
matters related to the CWC, including setting the budget, selecting members of the Executive Council. 
appointing the Director-General, and taking "the necessary measures to ensure compliance" with the 
Convention. Id. art. VIII.19, 21. 

34. CWC, supra note I, art. VIII. C. The Executive Council is the "executive organ" of the OPCW: 
it is to "promote the effective implementation of, and compliance with," the Convention. Id. art. VID.31. 

35. CWC, supra note I, art. VIII. D. The Technical Secretariat assists the other OPCW organs in 
carrying out their functions, by preparing draft budgets, programs and reports, and conducts the 
Convention's verification measures. Id. art. VJII.37, 38. 

36. OPCW, Conference of the States Parties, Decision: Programme and Budget of the OPCW for 
2012, C-16/DEC.12 (Dec. 2, 2011). The approved 2012 figure (EUR 70,561,800) represents a 5.4% 
decrease from the 20 l l budget. Id. Annex. at 9; see also OPCW TODAY, Vol. I, No. I, Apr. 2012, at LO. 

37. ewe, supra note 1, art. l.1.2. 
38. Id. Annex on Lmplementation and Verification, Part JV(A).C.12. 
39. Id. art. IV.6. 
40. Id. art. fV.6. 
41. Id. art. IV.7. 
42. Id. Annex on Implementation and Verification, Part fV(A ).C.17(a)(i). 
43. Id. Annex on Implementation and Verification, Part IV(A).C. l 7(a)(ii). 
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• to destroy not less than forty-five percent withjn seven years;
44 

and 
• to destroy all its chemical weapons not later than ten years after entry 

into force.45 

If a party, "due to exceptional circumstances beyond its control,"46 will be 
unable to achieve any of these benchmarks in the order of destruction, it may 
propose a modification of the timetable. In the extreme case, a party may submit 
to the Executive Council and the Conference of the States Parties a request for 
an extension of the ten-year completion requirement, but "in no case shall the 
deadline for a State Party to complete its destruction of all chemical weapons be 
extended beyond 15 years after the entry into force of this Convention."

47 
The 

CWC entered into force on April 29, 1997, so that ultimate, non-renewable 
deadline for the destruction of all CW was April 29, 2012. 

The request for an extension is to include: the duration of the proposed 
continuance, a "detailed explanation of the reasons for the proposed extension," 
and the party's detailed plan for pursuing the destruction operations.48 In 
granting a prolongation, the Executive Council and the Conference of the States 
Parties may set conditions, including specifying additional verification mea
sures; the party is to meet the costs of verification during the extension period.49 

The treaty leaves it to each party to determine what to employ for destroying 
its CW inventory,50 subject to the conditions that: (1) each "shall assign the 
highest priority to ensuring the safety of people and to protecting the environ
ment";51 (2) each will avoid the simple but intolerable precedents of ocean 
dumping, land burial, or open-pit burning of the detritus;52 (3) each shall bear 
the costs of its destruction process;53 and (4) the entire operation must be 
undertaken in a transparent fashion, accessible to the international inspector
ate. 54 

Unsurprisingly, a treaty of this ambitious scope and prominence - despite its 
bipartisan origins - attracted considerabJe political controversy in the United 

44. fd. Annex on Implementation and Verification, Part IV(A).C. I 7(a)(iii). 
45. Id. Annex on fmplementation and Verification, Part IV(A).C.17(a)(iv). 
46. Id. Annex on lmplementation and Verification, Part IV(A).C.21. 
47. fd. Annex on Implementation and Verification, Part IY(A).C.26. 
48. Id. Annex on Implementation and Verification, Part IV(A).C.25. A detailed annual plan for 

destruction is to include: the quantity of each type of chemical weapon to be destroyed at each 
destruction facility and the dates of operation; a detailed site diagram of each fac ility: and a schedule of 
activities at each facility, including design, construction, installation of equipment, operator training, 
scheduled periods of inactivity, etc. Id. at C.29. 

49. Id. Annex on Implementation and Verification, Part TV(A).C.26. 
50. Id. Annex on lmplt>mentation and Verification, Part I V(A).C.13. 
51. id. art. IY.10. Similar provisions, requiring parties to assign the highest priority to ensuring the 

safety of people and protecting the environment, are included in articles V.11 and VII.3. Notably, both 
art. IV.10 and art. V.11 specify that the destruction operations shall be conducted "in accordance with 
[the party's] national standards for safety and emissions." 

52. id. Annex on Implementation and Verification, Part IV(A).C.13. 
53. Id. art. IY.16. 
54. Id. Annex on Implementation and Verification. Part lV(A).D. 
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States and elsewhere.55 The U.S. Senate pondered its advice and consent to 
ratification of the CWC for four years, ultimately endorsing the instrument on 
April 24, 1997 ,56 subject to twenty-eight conditions. These provisos addressed 
issues such as mandatory detailed reporting to Congress about other parties' 
compliance with the treaty; enhancement of U.S. chemical defenses; and the 
level of dues and other voluntary contributions to the OPCW that the United 
States would pay.57 But none of the Senate's expressed limitations concerned 
the obligation for destruction or the accompanying timetable - on that point, at 
least, there was a clear consensus both within the United States and internation
ally.58 The treaty entered into force for the United States (and simultaneously 
for all the other original parties) on April 29, 1997. 59 

55. Report 104-133, supra note 2, at 173 (discussing issues addressed in the CWC ratification 
debate); see also Thomas Moore, Six Faulty Reasons for Supporting the Chemical Weapons Conven
tion, THE HERITAGE FOUND. (Apr. 23, I 997), http://www.heritage.org/research/reports/ I 997 /04/bgJ 111-six
faulty-reasons-for-supporting-the-cwc; Kathleen C. Bailey, Problems with the Chemical Weapons 
Convention, in Morel & Olson, supra note 6. The Convention had been negotiated and signed under 
President George H.W. Bush; President Bill Clinton won the advice and consent of the Senate and 
ratified the Convention. 

56. U.S. Senate Resolution to Advise and Consent to the Ratification of the Chemical Weapons 
Convention, S. Res. 75, I 05th Cong. (l 997) (enacted) [hereinafter Resolution of Advice and Consent]. 
In addition, the CWC implementing legislation, contained in the Omnibus Consolidated and Emergency 
Supplemental Appropriations Act of 1999, Pub. L. No. I 05-277, § 1 12 Stat. 268 J, 856-887 ( 1998), 
provides the authority for domestic implementation of the CW C's provisions. 

57. Resolution of Advice and Consent, supra note 56, condition IO ("Monitoring and verification of 
compliance"), condition 11 ("Enhancements to robust chemical and biological defenses"), condition 22 
("Limitations on the scale of assessment"). 

58. See Report 104-133, supra aote 2, at 186 (noting that "The administration anticipates that the 
United States will be able to meet the 2004 deadline, provided that environmeotaJ issues can be 
resolved in a 'timely manner"'); id. at 187 ("the present program can ensure environmentally safe 
destruction within the 10-year timelioe of the [Convention.]"); id. at 189 (discussing the possibility that 
if the United States became unable to destroy the stockpile within IO years, it would be possible to seek 
a 5-year extension, but cautioning that "[a]ny delay on the part of the United States would probably 
result in an equal or greater delay on the part of Russia .... In addition, in the eyes of many, the status 
of the United States as a major proponent of the Convention and arguably the most technologically 
advanced Nation places a greater responsibility on its adherence to Convention provisions."); id. at 227 
(concluding "[m]eeting the destruction schedule laid out in the CWC will be a major challenge. 
Important political, environmental, and economic barriers lie ahead. If the destruction effort does aot 
keep pace with implementation of other provisions of the CWC, however, the credibility of the entire 
Convention will be undermined."). 

The Senate did attach conditions that required the president to explore "alternative technologies·• for 
the destruction of U.S. CW, "in order to ensure that the United States has the safest, most effective and 
environmentally sound plans and programs for meeting its obligations" and to consult with Congress 
about whether to submit a request to the OPCW Executive Council for an extension of the deadline for 
destroying the CW stocks, if "the President determines that alternatives to the incineration of chemical 
weapons are available that are safer and more environmentally sound but whose use would preclude the 
United States from meeting the deadlines of the Convention.'' Resolution of Advice and Consent, supra 
note 56, condition 27. That condition also extended until April 29, 2007, the prior 2004 statutory 
deadline (established by the U.S. Department of Defense Authorization Act for I 986, 50 U.S.C. § 1521 
(2010) for destroying U.S. CW. Id. Condition 27 (B). 

59. OPCW WEBSITE, supra note 23. The treaty entered into force for Russia on May J 2, I 997. Id. 
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Finally, it must be noted that even a comprehensive, near-universal treaty 
cannot by itself irrevocably solve the problem of CW. Indeed, rumors and 
al legations persist of covert evasions, attempts to sneak something past the 
OPCW inspectorate, or sputtering intentions to sustain a clandestine mili tary 
CW program on behalf of renegade countries.60 The United States has publicly 
charged China, Iran, Russia, and Sudan with violating the CWC,6 1 and apprehen
sions have also been raised regarding CWC non-parties North Korea and 
Syria.62 

Additionally, the threats of non-state actors - terrorist groups from Aum 
Shinrikyo63 (the Japanese cult that unleashed sarin nerve gas in the Tokyo 
subway in 1995, ki lling twelve and injuring scores more) to al Qaeda64 

- were 

60. U.S. DEP'T OF STATE, ADHERENCE TO AND COMPLIANCE WITH ARMS CONTROL, NONPROLIFERATION AND 
DISARMAMENT AGREEMENTS AND COMMITMENTS, 37 (general), 43 (China), 45 (Iran), 50 (Russia) (July 

20 I 0) (hereinafter STATE COMPLIANCE REPORT OF 20 I 01; U.S. DEP'T OF STATE, COMPLIANCE WITH THE 
CONVENTION ON Tl--lE PROHIBITION OF THE DEVELOPMENT, PRODUCTION, STOCKPILING AND USE OF CHEMICAL 
WEAPONS AND ON THEIR DESTRUCTION, CONDITION, (] O)(C) REP. (Aug. 2010) [hereinafter ewe PROHJBI
TION REPORT 2010]; STATUS OF U.S.-RUSSIAN AGREEMENTS, supra note 20, at 2 (reporting that in 1994, 
"[t)he number of countries suspected of having or developing [chemical] weapons has increased to 
24."); Jonathan 8. Tucker, The Future of Chemical Weapons. NEw ATLANTIS, Fall 2009/Winler 20 I 0, at 

3. 
61. Jonathan B. Tucker, Verifying the Chemical Weapons Ban: Missing Elements, 37.1 ARMS 

CONTROL TODAY, Jan./Feb. 2007; Statement of Stephen G. Rademaker, Ass't. Sec'y of State for Anns 
Control, at the First Review Conference of the ewe (Apr. 28, 2003); U.S. DEP'T OF STATE, ADHERENCE 
TO AND COMPLIANCE WTTH ARMS CONTROL, NONPROLJFERATION, AND DISARMAMENT AGREEMENTS AND COMMJT

MENTS 50-62 (Aug. 2005) [hereinafter STATE COMPLIANCE REPORT OF 2005). 
62. U.N. to Investigate North Korean Attempt to Export Reagents to Syria, GLOBAL SEC. NEWSWIRE. 

Jan. 6, 2012, http:/ /www.nti.org/gsn/article/un-probing-2009-north-korean-attempt-ex port-reageots

syria/; Joby Warrick, Syrian Unrest Raises Fears About Chemical Arsenal, WASH. POST, Aug. 28, 2011, 
at Al; Major Ground Force Likely Needed to Guard Syrian Chemical Arms: Pentagon, GLOBAL Sec. 
NEWSWIRE, Feb. 23, 2012, http://www.nti.org/gsn/article/us-calcu lates-big-military-footprint-may-be

needed-guard-syrian-chemical-anns/ (U.S. Department of Defense (DoD) estimates Syria has fifty CW 
manufacturing and storage faci l ities); Syria's CW arsenal became a special concern in 2012, as the 
ongoing insurgency there raised apprehension that the regime might employ CW against the rebels or 
any outside intervention force, and that a sudden collapse of the government might leave a substantial 
quantity of weaponized CW vulnerable to theft or seizure by terrorists. Joby Warrick, U.S., Allies 
Accelerating Plans to Secure Chemical Arsenal as Syrian Crisis Worsens, WASH. PosT. May 19, 2012, 
atA19; Syrian Resistance Develops Plan to Protect Chemical Arsenal: Reporr, GLOBAL SEC. NEWSWLRE, 
May 29, 2012, http:/ /www.nti.org/gsn/article/syrian-resistance-plans-protect-chemical-arsenal-report/. 

63. RICHARD DANZIG ET.AL., AVM SHINRIKYO: INSIGHTS INTO How TERRORISTS DEVELOP BIOLOGICAL AND 
CHEMICAL WEAPONS (Center for a New American Security 2011 ), available at http://www.cnas.org/ 

aumshinrikyo (describing Aum Shinrikyo's program for developing a CW capability); Martin Mar
tishak, Report: Cult Demonstrates Chemical Terrorism Threat, GLOBAL SEC. NEWSWIRE, July 29, 201 I, 

http://www.oti.org/gsn/article/report-cult-demonstrates-chemical-terrorism-threat (concluding that CW 
is a more v iable and accessible option than biological weapons for terrorists). 

64. Al-Qaeda Magazine Urges Chemical, Biological Strikes Against Foes, GLOBAL Sec. NewswIRE, 
May 3, 2012, http://www.nti.org/gsn/article/al-qaeda-magazine-urges-chemical-biological-strikes-us (de
scribing recent article by the Yemen affiliate of al Qaeda, recommending the use of chemical and 
biological weapons for the mass killing of nonbelievers); ROLF MowATT-LARSSEN, AL QAEDA WEAPONS OF 

MASS D ESTRUCTION THREAT: H YPE OR REALITY? (Bel fer Center 20 I 0), available at http://belfercenter. 
ksg.harvard.edu/files/al-qaeda-wmd-threat.pdf (arguing that the al Qaeda leadership is more interested 
in acquiring nuclear or biological weapons, leaving chemical weapons to the initiative of individual 
cells; citing examples of prominent small-scale CW terrorist activities); Rene Pita, Assessing al Qaeda s 
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not at the forefront of the CWC negotiators' minds, but have come to loom large 
in evaluating CW dangers and the treaty today.65 ChemicaJ (and biological) 
weapons have frequently been referred to as "the poor man 's atomic bomb" - but 
with the bonus factor of greater accessibility, since as many as seventy different 
compounds have been stockpiled as weapons by various countries.66 The allure 
of CW as an inexpensive, obtainable "equalizer" in conflict has held a great 
appeal.67 

II. THE U.S. CHEMICAL WEAPONS PROGRAM 

Just as American weaponeers have pursued virtually every other form of 
possible military advantage over the years, so, too, did they explore chemistry 
for hostile applications. Before and during World War II, the United States 
manufactured untold quantities of varying chemical concoctions, which it thank
fully never applied in combat.68 After the war, batches of the excess chemicals 
were unceremoniously disposed of (often via insanely hazardous techniques 
such as dumping in shallow waters or burial in unmarked trenches),69 but nearly 

Chemical Threat, 2 ATHENA PAPER 28 (2007); Chris Quillen, Three Explanations for al-Qaeda s Lack of 
a CBRN Attack, 5.3 TERRORISM MONITOR, Feb. 21, 2007, available at http://www.jamestown.org/programs/ 
gta/single/?tx_ttnews%5Btt_news%5D = IO I 5&tx_ ttnews%5BbackPid%5D = I 82&no_cache= 1. 

65. OFFICE OF THE CooRDCNATOR FOR CouNTERTERRORISM, U.S. DEP'T oF STATE, THE GLOBAL CHALLENGE 
OF CHEMICAL, BIOLOGICAL, RADIOLOGICAL, AND NUCLEAR (CBRN) TERRORISM, COUNTRY REPORTS ON 
TERRORISM 20IO (Aug. 2011) (noting that "preventing chemical terrorism is particularly challenging"); 
Walker, supra note 2 (noting that Iraqi insurgent forces have employed crude chemical weapons, by 
affixing improvised explosive devices to vehicles carrying tanks of chlorine gas); Report 104-33, supra 
note 2, at 209-211 (assessing the CWC's likely impact on anti-terrorism efforts); Israel Concerned 
Syrian Chemical Arms May Be Proliferating to Extremists, GLOBAL SEC. NEWSWIRE, Jan. 3, 2012, 
http:/ /www.nti.org/ gsn/article/israel-concemed-s yrian-chemical-arms-proliferati ng-ex trem i sts/; see Open
ing Statement by the Director-General to the the Conference of the States Parties at Its J6tll Session, 
OPCW, C-2/DG. I 8, Nov. 28, 2011, <j(C![ 114-117, http://www.opcw.org/index.php?eID=dan1_frontend_push 
&docID = 15203; Jonathan B. Tucker, The Future of Chemical Weapons, NEW ATLANTIS, Fall 2009/ 
Winter 2010, at 3. 

66. DANlEL H. JOYNER, INTERNATIONAL LAW AND THE PROLIFERATlON OF WEAPONS OF MASS DESTRUCTION 
80 (Oxford Scholarship Online 2009). 

67. NEIL C. LIVINGSTONE & JosEPH D. DOUGLASS, JR., CBW: THE PooR MAN's ATOMIC BOMB (Institute 
for Foreign Policy Analysis 1984). 

68. In 1943, President Roosevelt, speaking about chemical weapons, declared, "I have been loath to 
believe that any nation, even our present enemies, would or would be willing to loose upon mankind 
such terrible and inhumane weapons ... . Use of such weapons has been outlawed by the general 
opinion of civilized mankind. This country has not used them. I state categorically that we shall in no 
circumstances resort to the use of such weapons unless they are first used by our enemies." Quoted in 
LEONARD A. COLE, CLOUDS OF SECRECY. THE ARMY'S GERM WARFARE TESTS OVER POPULATED AREAS 12 
(1990). 

69. U.S. CENTERS FOR DISEASE CONTROL, HISTORY OF U.S. CHEMICAL WEAPONS ELIMINATION, http://www. 
cdc.gov/nceh/demil/history.htm [hereinafter CDC] (noting Operation CHASE, an acronym for "Cut 
Holes and Sink 'Em," a 1960s program for loading unwanted CW onto obsolete ships which were then 
scuttled). 
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30,000 metric tonnes of lethal chemicals were retained, and research persisted 
on new and better agents.70 

By 1993, the stockpile consisted of some 3.3 million chemical weapons of 
three general types: (1) rockets, land mines, projectiles, and cartridges, equipped 
with "energetic" components such as fuzes, propellants, or bursters; (2) bombs, 
whjch lack energetics; and (3) bulk storage drums, especially ton containers and 
spray tanks.71 The two major categories of lethal CW are nerve agents (denomi
nated GA or tabun, GB or sarin, and VX), which are colorless, odorless, and 
tasteless organophosphorus compounds that attack the central nervous system, 
with even a tiny amount proving lethal; and vesicant or blister agents (including 
mustard gas and lewisite), which kill via inhalation or infiltration through 
exposed skin.72 

These apocalyptic devices and materials were stored at nine star-crossed 
locations: Aberdeen, Maryland; Lexington, Kentucky; Newport, Indiana; Annis
ton, Alabama; Pine Bluff, Arkansas; Pueblo, Colorado; Tooele, Utah; Umatilla, 
Oregon; and Johnston Atoll in the Pacific.73 Most of the ordnance remained in 
reasonably stable condition, but the United States had stopped producing new 
chemical weapons after 1969,74 so by 1993, the inventory was seriously aging, 
and deterioration of some of the components became inevitable. Leakage, 

70. Id. Measurements of the quantities of chemical weapons are expressed inconsistently - some
times in metric tonnes (1000 kg or approximately 2200 pounds) and sometimes in tons (2000 pounds). 
For example, in many sources, the original U.S. CW inventory is stated as containing approximately 
31,500 tons of agent Chemical Weapons: Beller Management Tools Needed to Guide DOD's Stockpile 
Destruction Program: Hearing Before the Subcomm. on Terrorism, Unconventional Threats and 
Capabilities, of the H. Comm. on Armed Services, GAO-04-221 T (2003) (statement of Henry L. 
Hinton, Jr., Managing Director, Defense Capabilities and Management). 

71. U.S. GENERAL ACCOUNTING OFFICE, GAO/NS lAD-97-t8, REPORT TO CONGRESSIONAL COMMITTEES, 
CHEMICAL WEAPONS AND MATERIEL: KEY FACTORS AFFECTING DISPOSAL COSTS AND SCHEDULE, 25 ( I 997) 
[hereinafter KEY FACTORS]. 

72. CLAUDtNE McCARTHY & JuuE F1scHER, INCHING AwAY FROM ARMAGEDDON: DESTROYING THE U.S. 
CHEMICAL WEAPONS STOCKPILE 21-30 (Henry L. Stimson Center 2004) !hereinafter McCARTHY & 
FrsCHER]; Report 104-33, supra note 2, at 167-69 (desc1ibing the various chemical weapons, their 
destructive effects, and their utility); Introduction to Chemical Weapons. supra note 2; NOYES. supra 
note 4, at 2 (noting that 3000 chemicals have been studied for use as possible CW agents; 45 have seen 
widespread application in combat; and about a dozen have been used in quantity). 

73. McCARTHY & F1sCHER, supra note 72, at 3-19 (noting that each of the nine locations provides its 
own mixture of types of chemicals and containers: Aberdeen, for example, held only 1625 tons of CW, 
almost all of it in the form of mustard agent in ton containers; Pine Bluff contained 3850 tons, including 
sarin in rockets, VX in rockets and land mines, and mustard in ton containers; Umatilla housed 3717 
tons including sarin and VX in projectiles, rockets, bombs, land mines and spray tanks, as well as 
mustard in ton containers). 

74. Report 104-33, supra note 2, at 185. Between 1987 and 1990, the United States manufactured a 
small quantity of "binary" chemical weapons - devices in which two relatively less-toxic chemicals are 
produced and handled separately, and they are combined to create a lethal agent only when the shell or 
bomb is in flight en route to its target. These weapons were all destroyed by 2007. Binary Chemical 
Weapons, U.S. ARMY CttEMtCAL MATERIALS ACTIVITY, http://www.cma.army.mil/completedmissions.aspx; 
Introduction to Chemical Weapons, supra note 2. 
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especially from the corroded forty-year old M55 rockets, became a recurrent 
problem.75 

In addition to those components of the "active stockpile," a vast quantity of 
abandoned and obsolete "non-stockpile materiel" must also be accounted for 
under the CWC. Nobody really knows how much noxious chemical waste was 
inconspicuously dumped or buried over the decades, or where and when it 
might turn up - an Army survey in 1993 suggested that as many as 215 sites in 
thirty-three states might contain hidden repositories.76 Some of the chemicals 
can retain their lethality for decades, so whenever a potential deposit is revealed 
by an unlucky construction crew's backhoe, a farmer's plow, or a fi shing 
trawler's net, emergency response teams must immediately don their HAZMAT 
gear for a delicate recovery and disposal operation.77 

The United States, with the Army in the lead role, had initiated efforts to 
whittle down the CW arsenal in the 1970s, long before the ewe began to 
require it. American authorities had already concluded that much of the weap
onry was so unstable, so unusable on the battlefield, and so undesirable strategi
cally that the United States should proceed with d ismantling and destruction 
unilaterally, independent of what other states might eventually do.78 In 1985, 

75. McCARTHY & F1SCHER, supra note 72, at 33, 49-54 (listing dozens of incidents involving leaks. 
shutdowns and malfunctions at the CW storage and disposal sites); Pueblo Chemical Neutralization 
Planr Almosr Finished, GLOBAL SEC. NEWSWIRE, Sept. 28, 2011, http://www.nti.org/gsn/article/pueblo
chemical-neutralization-plant-almost-finished (reporting IO I documented instances of mustard agents 

leaks at the Pueblo arsenal aJone); AMY E. SMITHSON, THE U.S. CHEMICAL WEAPONS DesTRucno:-. 
PROGRAM: V1Ews, ANALYSIS, AND RECOMMENDATIONS 15 (Henry L. Stimson Center 1994); U.S. DEP'T OF 

DEF., ANNUAL STATUS REPORT ON nm DESTRUCTION OF.THE UNITED STATES STOCKPILE OF LETHAL CHEMICAL 
AGENTS AND MUNITIONS FOR F1scAL Y EAR 2011, 2, B-l (Sept. 201 I) [hereinafter STATUS REPORT 2011] 
(noting five leaking CW munitions discovered in 2011; listing 5. 183 incidents since 1980); NOYES. 

supra note 4. at 31-34 (discussing leaks, especially from M55 rockets); see also Thousands of Sites 
Could Be Altered to Produce Chemical Weapons, Expert Says, GLOBAL SEC. NEWSWIRE, Mar. 5, 2012, 

http ://www. n ti. org/ gsn/artic I e/thousands-s i tes-are-creati n g-s u bstances-chemica 1-weapon-app I icat ions
ex pen-says (noting that Russia, too, has experienced problems with leaking CW; in September 2010, 
four people at the Kirov destruction facility exhibited symptoms of nerve gas poisoning). 

76. U.S. ARMY, GUIDE TO NoN-STOCKPlLE CHEMICAL WARFARE M ATERIEL (Oct. 2003); Walker, supra 
note 2 (citing 224 burial sites in thirty-eight states); COMM. ON REVIEW OF THE CONDUCT OF OPERATIONS 

FOR REMEDIATION OF REcovERED CHEM. WARFARE. MATERIEL FROM BURIAL SITES. NAT't REsEARCH CoUNcrL, 
REMEDIATION OF BURIED CHEMICAL WARFARE M ATERIEL (2012) (considering approximately 250 sites in 
forty states); KEY FACTORS, supra note 71, at 40-54 (describing issues affecting destruction of non

stockpile CW items); Milton E. Blackwood. Jr., Beyond the Chemical Weapons Stockpile: The 
Challenge of Non-Stockpile Materiel, 28.5 ARMS CONTROL TODAY, June/July 1998: U.S. ARMY, NON· 
STOCKPILE CHEMICAL M ATERIEL PROJECT, Gu1oe TO NoN-STOCKPILE CHEMICAL WARFARE MATERIEL (Oct. 
2005). 

77. Walker, supra note 2 (reporting that the most conspicuous such cleanup operation. in Spring 

Valley, an upscale section of Washington, D.C., near American University, has cost more than $250 
million, recovering "dozens of buried chemical munitions, related toxic materials. and unexploded 

ordnance over the last 17 years, all dumped after World War I."): H.Q. Le and S.J. Knudsen, Exposure 
to a First World War Blistering Agent, 23 EMERGENCY M EO. J. 296 (2006) (reporting serious injury to a 
U.S. military male who had suffered a short, small exposure to decades-old mustard agent). 

78. McCARTHY & FISCHER, supra note 72. at 45; Report 104-33, supra note 2. at 187 (noting a 

Congressional Research Service report that in the early 1980s, the DoD had declared 90% of the U.S. 
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Congress mandated and funded the destruction operations.
79 

Significant efforts to "neutralize" some of the toxins via chemical reactions 
were undertaken during the 1970s and 1980s, but these proved slow, expensive, 
and hazardous - and they generated even larger quantities of non-weaponized, 
but still parlous, byproducts.80 

Attention next turned to incineration of the ordnance, and in the mid-1980s 
the Anny undertook to construct a series of state-of-the-art combustion cham
bers at the nine sites where the weapons were housed. 81 The first such facility, 
on Johnston Atoll, was erected in 1988 and began operating in 1990; larger 
versions were then to be erected at most of the stateside locations, beginnjng 
with Tooele, Utah, which retained the largest CW inventory. Some 1,436 tonnes 
of CW (five percent of the U.S. total) had already been destroyed in that fashion 
before the CWC entered into force in 1997.82 The original 1985 expectation was 
that the destruction process could be efficiently completed within nine years, at 
a cost of $1.7 billion.83 Although that initial time frame quickly became 
obsolete, U.S. officials were again willing to stick out their collective necks on 
this point during the 1994 Senate ratification hearings for the Convention, 
saying, "We are confident that we can complete the destruction witrun the 
10-year timeline of the CWC."84 

CW stockpile to be obsolete); CHEM. MATERIALS AGENCY, U.S. ARMY, FACT SHEET: MILESTONES IN U.S. 

CHEMICAL WEAPONS STORAGE AND DESTRUCTION (Aug. 2009). 
79. National Defense AuthorizaLion Act for Fiscal Year 1986, Pub. L. No. 99- J 45, § 14 I 2(a), 99 Stat. 

583 (l 985); Report 104-33, supra note 2, at 185. 
80. COMM. ON ALTERNATIVE CHEM. DEMILITARIZATION TECHS, NAT'L RESEARCH COUNCIL, ALTERNATfVE 

T ECHNOLOGIES FOR THE DESTRUCTION OF CHEMICAL AGENTS AND MUNITIONS 54-62 ( 1993) (noting that 
between 1973 and 1976, the Army destroyed nearly 4200 tons of CW via chemical neutralization (also 

referred to as "hydrolysis"), but concluded that the process was too complex and too expensive, and 
produced too much hazardous waste): KEY FACTORS, supra note 71, at 11; CDC, supra note 69, FACT 
SHEET: METHODS USED TO DESTROY CHEMICAL WARFARE AGENTS; Thomas Stock, Chemical Weapon 
Destruction Technologies for the Russian CW Stockpile, in Hart & Miller, infra note 121, at 75, 78-83 
(identifying neutralization campaigns to destroy CW stocks); J .F. Bun nett, Some Problems in the 
Destruction of Chemical Muni1ions, and Recommendations Toward Their Amelioration, 67 PURE AND 
APPLIED CHEM. 841 (I 995); U.S. CONGRESS, OFFICE OF TECHNOLOGY ASSESSMENT, TECHNOLOGIES UNDERLY
ING WEAPONS OF MASS DESTRUCTION (OTA-BP-ISC-115, 1993); Ronald Sutherland, The Des/ruction of 
Chemical Weapons and Chemical Weapons Produc1io11 Facilities, in M. BOTHE, N. RONZITII AND A. 
ROSAS (eds.), THE NEW CHEMICAL WEAPONS CONVENTION: IMPLEMENTATION AND PROSPECTS, 185 (1998). 

81. K EY FACTORS, supra note 71, at 18 (reporting Lhat Lhe Army, based upon a 1984 study by the 
National Research Council of the National Academy of Sciences, concluded that incineration was a 

more desirable mechanism for CW destruction, because neutralization was more expensive and 
produced larger quantities of toxic byproducts); CDC, supra note 69, FAcr SHEET: INCINERATION. The 
incinerators burn the CW at 2700 degrees Fahrenheit. Destruction Technologies, http://www.opcw.org/ 
our-work/demilitarisation/destruction-technologies. 

82. Walker, supra note 2. 
83. McCARTHY & FISCHER, supra note 72. at 39. 
84. Chemical Weapons Convention: Senate Hearing 103-869 on Treary Doc. No. 103-21 Before the 

U.S. Senate Committee on Foreign Relations, 103rd Cong. 9, 66 (1994) [hereinafter Hearing 103-869] 
(statement of Harold P. Smith, Jr., Asst Lo the Sec'y of Def. for Nuclear, Chem., and Biological Def. 

Programs) (answering a question about whether the destruction could be completed within the allowed 
ten years, Smith responded, "Yes, sir, it can. One can never predict the effects of obtaining permits. the 
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Those sanguine projections, however, soon proved illusory. Delays in obtain
ing the portfolio of required federal and state permits and in drafting and 
finalizing a series of programmatic and site-specific environmental impact 
statements led to slippage of the timetable.85 Those delays, in tum, drove 
inflation in the budget estimates, especially when coupled with the erratic 
adjustments compelled by the need to incorporate new features of the cutting
edge destruction technologies.86 Whistle-blower charges of insufficient attention 
to safety threw further spotlight on the problem, as did occasional accidents in 
the construction and operations processes - even while the continuing incidence 
of weapon leakage demonstrated that simply maintaining the status quo was not 
a viable course. 87 

effects of litigation, et cetera. But if the program proceeds on the path that it is now embarked ... 
we can, indeed, meel the timetable for the CWC. Jt is technically well within our grasp. Our planning 
and budgeting is realistic."); id. at 20 (statement of John D. Hoium, Dir. of the U.S. Arms Control and 
Disarmament Agency) (stating that legislation could inhibit the process of destroying the CW, but "we 
have some cushion there.''). 

Administration officials were less sanguine regarding Russia's ability to complete the destruction 
process within ten years, even with U.S . assistance and advice. Hearing 103-869, supra note 84, at 37 
(statement of Stephen Ledogar, U.S. Rep. to the Conference on Disarmament) (recounting that during 
the CWC negotiations, "the Russians noted there would be problems in meeting thjs deadline, making it 
difficult for the Russian federation to ratify. Therefore, a compromise was struck, whereby the ten-year 
destruction period was retained, with extension an unlikely, but not entirely impossible event."); id. at 
67 (statement of Walter B. Slocombe, DoD Deputy Under Sec'y for Policy) (addressing the likelihood 
of Russia meeting the Convention deadlines; "I do not say unequivocally that they can meet tbe 
deadline. But it is a far more optimistic, realistic situation than people may have thought."); id. at 84 
(statement of Donald Mahley, Special Negotiator for Nonproliferation) ("The official statements by the 
Russian federation to us, which we, of course, have no formal way to refute, indicate that they can, with 
the appropriate priorities and the appropriate resources, complete their destruction program withfo the 
10-year period."); id. at 185 (questions for the record for Stephen Ledogar) ("We believe that despite 
the political and economic situation in Russia, there is sufficient administrative ability to get a CW 
destruction program functioning to meet the CWC's destruction deadline, given U.S. financial and 
technical assistance."); see also KRUTZSCH & TRAPP, supra note 19, at 63 (CWC negotiators included 
the possible five-year extension of the CW deadline in recognition of the special economic and other 
problems Russia was facing). 

85. See U.S. Gov'T ACCOUNTABILITY OFFICE, GAO-03-1031, REPORT TO CONGRESSIONAL COMMITTEES, 
CHEMICAL WEAPONS: SUSTAINED LEADERSHIP, ALONG WITH KEY STRATEGIC MANAGEMENT TOOLS, ls NEEDED 
TO G uroE DOD's DESTRUCTION PROGRAM 20 (2003) [hereinafter SusTAtNED L EADERSHIP] (stating that 
destruction operations at several facilities were delayed due to environmental pennitting issues, 
sometimes due to "unanticipated engineering changes related to reprogramming software and design 
changes that required permit modifications"); KEY FACTORS, supra note 71 (concluding that due to Jack 
of consensus about the destruction method to use, the cost and schedule for the CW disposal program 
were uncertain). 

86. One chronology of cost and time overruns in the CW destruction process charts the following 
coordinates relating the date that an official estimate was made, the projected cost (in billions of 
dollars), and the anticipated time of completion: I 985: $1.7, 1994; I 989: $3.0, I 997; l 990: $3.4, I 997; 
1992: $7.9, 2000; 1993: $8.6, 2003; 1994: $ LO.O, unspecified; 1995: $11.9, 2004; 1996: $12.0, 2004; 
1997: $12.4, 2004; 1998: $12.7, 2007; 2000: $15.3. 2007; 2001: $24.0, 201 l; 2002: $24.0, 2016; 2003: 
$25.1, 2007. McCARTHY & FISCHER, supra note 72, at 39; see also SUSTACNED LEADERSHIP, supra note 85, 
at 10. 

87. See SusTAINED LEADERSHIP, supra note 85, at 20 (CW destruction operations at the Tooele facility 
(the largest in the system) were suspended between July 2002 and March 2003 because of an incident 
involving a plant worker who accidentally came into contact with nerve agent while perfom1ing routine 
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Two crucial political decisions then intervened, further complicating and 
delaying the CW destruction process. The first negated a plausible efficiency 
option, to concentrate the CW inventory into fewer locations, so fewer expen
sive new jncinerators would have to be constructed. The Army at one point had 
contemplated erecting only three stateside incinerators, in centralized sites, but 
Congress, responding to constituents' NIMBY (Not In My Back Yard) concerns 
about the safety and security of transporting the huge quantities of such lethal 
and sometimes-fragile materials via truck or rail, forbade the executive branch 
from pursuing relocation options.88 This fateful decision, to construct multiple, 
arguably redundant facilities , in order to avoid hazardous interstate transfers of 
the nox_ious products, eventually came to carry momentous, irreversible implica
tions for the overall destruction timetable. 

Second, simultaneously, some of the communities surrounding the eight 
continental U.S. CW storage sites became especial1y interested in alternative 
technologies, demanding consideration of options other than incineration, to 
seek mechanisms that would not emit even the tiniest quantities of hazardous 

maintenance; even after a corrective action plan was instituted, several temporary shutdowns occurred); 
Hearing 103-869, supra note 84, at 9 (statement of John 0. Hoium. Dir. of the U.S. Arms Control and 
Disarmament Agency) (stating that the dangers of leakage and contamination from continuing to hold 
CW in storage outweigh any potential risks from destroying the weapons); id. at 53 (statement of 
Walter B. Slocombe) (stating that the risks of delaying the destruction of the aging stockpile are greater 
than the advantages of developing an alternative technology other than incineration); see also KEY 
FACTORS, supra note 71, at 33-34 (concluding that the CW stockpile would be basically stable through 
2013): Hinton, supra note 70, at 2 Uudging that the U.S. CW demilitarizacion program "has suffered 
from several long-standing and unresolved leadership, organizational. and strategic planning issues'·); 
Umitilla Contractor Fined Over Nerve Agent Monitoring, GLOBAL SEC. NEWSWIRE, July 25, 2011, 
http://www.nti.org/gsn/arcicle/umatilla-contractor-fined-over-nerve-agent-monitoring/; Annette Cary, URS 
Fined for Violations at Umatilla Chemical Depot, TR1-CJTY HERALD, Nov. 30, 2010, http://www.tri 
cityherald.com/20I0/12/01/1273540/urs-fined-over-burning-violations.html; Anniston Chemical Weap
ons Disposal Plant Operator Fined, GLOBAL SEC. NEWSWIRE, Sept. I 5, 20 I 0, http://www.nti.org/gsn/article/ 
anlliston-chemjcal-weapons-disposal-plant-operator-fined/; Umatilla Contractor Fined Over Pennit 
Breaches, GLOBAL SEC. NEWSWTRE, Feb. 2, 2012, http://www.nti.org/gsn/article/umatilla-contractor-fined
over-permit-breaches/. But see Raini Brunson, Pine Bluff Chemical Agent Disposal Facility Achieves 
Safety Milestone - 1,000,000 Safe Work Hours withow a Recordable lnji11)', U.S. ARMY CHEM. MATERI
ALS AGENCY (July 17, 2009), http://www.army.mil/article/24557/Pine_Bluff_Chemical_ Agent 
_DisposaJ_Facility _Achieves_Safety _Milestone_l_000_000_Safe_ Work_Hours_ wi; Utah Chemical 
Depot Clinic Wins Safety Award, SALT LAKE TRtB., Jan. 26, 2011 (explaining "tremendous·• safety 
records). 

88. National Defense Authorization Act for Fiscal Year 1995, Pub. L. No. 103-337, §143, 108 Stat. 
2663 (1994), 50 U.S.C.A. 1512a (prohibiting transport ofa chemical weapon outside the state in which 
it was located on October 5, 1994); KEY FACTORS, S1tpra note 71, at 11, 35-36; SMITHSON, supra note 75; 
John Norton, Pueblo's Chem Demil Program Hits $3.6 Billion and Rising, PUEBLO CHIEFTAIN. Apr. 3, 
2012, available at http:i/www.chieftain.com/news/metro/pueblo-s-chem-demil-prograrn-hits-bi 11 ion-and
risi ng/article_d5ebd3ce-7 d40-1 I e l-ba0f-00 l 9bb2963f4.html. By 20!0, the DoD concluded that transpor
tation of the remaining CW stockpiles to existing incineration sites (instead of proceeding with 
construction of two neutralization faci lities) was "the only option with any reasonable probability of 
success" to achieve the destruction of the stockpile by 20 I 7, "however, this option is currently 
precluded by law." CHEM. DEMILITARIZATION PROGRAM , U.S. DEP'T OF DEFENSE, SEMI-ANNUAL REPORT TO 
CONGRESS (Sept. 20 IO). 
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byproducts from a smokestack.89 The Army, relying upon determinations by the 
National Academy of Sciences that incineration was a fully safe mechanism,

90 

resisted. Again, Congress waded into the fray, mandating non-incineration 
methods at two of the locations housing the smallest inventories (Lexington and 
Pueblo),91 despite the fact that no chemical neutralization or other alternatives 

89. COMM. ON ALTl.:,RNATIVE CHEM. DEMILITARIZATION TECHS, NAT'L RESEARCH COUNCIL, ALTERNATIVE 
TECHNOLOGIES FOR THE DESTRUCTION OF CHEMICAi AGENTS AND MUNITIONS (1993); ROBERT F. DURANT, T HE 
GREENING OF THE U.S. MILITARY: ENVIRONMENTAL POLICY, NATIONAL SECURITY AND ORGANIZATIONAL CHANGE 
179-183 (2007); ALFRED PICARDI ET AL, ALTERNATIVE TECHNOLOGIES FOR THE DETOXIFICATION OF CHEMICAL 
WEAPONS: AN INFORMATION DOCUMENT ( 199 I ); Chemical Weapons Working Group, Citizens' Solution for 
Safe Chemical Weapons Disposal, CHEM. WEAPONS WORKING GRP., (Apr. 29, 2007), www.cwwg.org/ 
citsol.07.html; Greenpeace Report Finds Serious Health Hazards Linked 10 Waste Incinerators, CHEM. 
WEAPONS WORKING GRP., (MAY 15, 2001), www.cwwg.org/gppr.html; Triana Silton, Out of the Frying 
Pan ... Chemical Weapons Incineration in the Unired States, 23 THE ECOLOGIST 18 ( 1993); U.S. CONG., 
OFFICE OF TECH. ASSESSMENT, BACKGROUND PAPE.R, OTA-BP-O-95, DISPOSAL OF CHEMICAL WEAPONS: 
ALTERNATIVE TECHNOLOGIES ( 1992): PAT COSTNER, CHEMICAL WEAPONS DEMILITARl7.ATION AND DISPOSAL: 
JOHNSTON ATOLL CHEMICAL DISPOSAL SYSTEM, GB AND vx CAMPAIGNS (1993). 

90. COMM. ON DEMILITARIZING Cflf:M. MUNITIONS AND AGENTS, NAT'L RESEARCH COUNCIL, DISPOSAL OF 
CHEMICAL MUNITIONS AND AGENTS (1984); see also COMM. ON EVALUATION OF CHEM. EVENTS AT ARMY 
CHEM. AGENT DISPOSAL FACILITIES, NAT'L RESEARCH COUNCIL, EVALUATION OF CHEMICAL EVENTS AT ARMY 
CHEMICAL AGENT DISPOSAL FACILITIES (2002); COMM. ON ALTERNATIVE CHEM. DEMILITARIZATION TECH, 
NAT'L RESEARCH COUNCIL, ALTERNATIVE TECHNOLOGIES FOR THE DESTRUCTION OF CHEMICAL AGENTS AND 
MUNITIONS ( 1993); COMM. ON REVIEW AND EVALUATION OF THE ARMY CHEM. STOCKPILE DISPOSAL PROGRAM, 
NAT'L RESEARCH COUNCIL, RECOMMENDATIONS FOR THE DISPOSAL OF CHEMICAL AGcNTS AND MUNITIONS 
( 1994 ); COMM. ON REVIEW AND EVALUATION OF ALTERNATIVE TECHS FOR DEMILITARIZATION OF ASSEMBLED 
CHEM. WEAPONS, NAT'L Rt:.SEARCH COUNCIL, REVIEW AND EVALUATION OF ALTERNATIVI:: TECHNOLOGIES FOR 
DEMILITARIZATION OF ASSEMBLED Crn:MICAL WEAPONS (1999); Report l04-33, supra note 2 al 186-187; 
CDC, supra note 69, FACT SHEET. INCINERATION, INCINERATOR AcR EMISSIONS - lNHALATIOr-, EXPOSURE 
PERSPECTIVES, AND SAFE DISPOSAL OF CHEMICAL WEAPONS; SMITHSON, supra note 75. 

91. In a series of enactments, Congress directed the U.S. Army co pursue alternatives to incineration. 
The National Defense Authorization Act for Fiscal Years 1988 and 1989 required the U.S. Department 
of Defense to evaluate non-incineration technologies and present to Congress "an alternative concept 
plan" by March 15. 1998. National Defense Authorization Act for Fiscal Years 1988 and 1989, Pub. L. 
No. 100- 180, §125, IOI Stat. 1019 (1987). The National Defense Authorization Act for Fiscal Year 
1993 required additional study of alternatives to incineration. National Defense Authorization Act for 
Fiscal Year 1993, Pub. L. No. 102-484, §§173-175, 106 Stat. 2315 (1992). The National Defense 
Authorization Act for Fiscal Year 1997 required further study and demonstration of alternatives. 
National Defense Authorization Act for Fiscal Year 1997, Pub. L. No. 104-201, §142, llO Stat. 2422 
( 1996). The 1997 Omnibus Consolidated Appropriations Act required pilot funding for two non
incineration alternatives. 1997 Omnibus Consolidated Appropriations Act, Pub. L. No. 104-208, §8065, 
110 Stat. 3009 ( 1996). The Strom Thurmond National Defense Authorization Act for Fiscal Year 
reorganized the Army's chemical demilitarization apparatus and underscored the pursuit of alternatives 
to incineration. 1999 Strom Thurmond National Defense Authorization Act for Fiscal Year 1999, Pub. 
L. No. I 05-261, § 142, 112 Stat. 1920 ( 1998). The Military Construction Appropriations Act of 2000 
and the Fiscal Year 2000 Supplemental Appropriations Acts prohibited construction of any CW 
destruction facility at Lexington until six different alternatives to incineration were demonstrated. 
M ilitary Construction Appropriations Act of 2000, Pub. L. No. 106-52, §131, 113 Stat. 259 (1999); 
Fiscal Year 2000 Supplemental Appropriations, Pub. L. No. I 06-246, 114 Stat. 5 11 (2000). The Floyd 
D. Spence National Defense Authorization Act for Fiscal Year 2001 limited the operations at Pueblo to 
incineration and the alternative technologies that had been demonstrated by May I, 2000. Floyd D. 
Spence National Defense Authorization Act for Fiscal Year 200 I, Pub. L. No. I 06-398, § 15 1, 114 Stat. 
1654 (2000). 

The U.S. Department of Defense Appropriations Act of 2008. the National Defense Authorization Act 
for Fiscal Year 2008, and the Ike Skelton National Defense Authorization Act for Fiscal Year 2011 all 
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had been demonstrated to be safe, effective, and affordable on anything like the 
requisite scale and cadence of the treaty-required operations.92 

Eventually, a patchwork of five incinerators (at Johnston Atoll, Tooele, 
Umatilla, Anniston, and Pine Bluff) and four neutralization facilities (at New
port, Aberdeen, Pueblo, and Lexington) was created.93 

The United States succeeded in meeting its initial CWC deadlines, destroying 
one percent of the CW inventory by September 1997 and twenty percent by July 
2001.94 ln October 2003, the United States solicited and received a three-year 
extension of the original April 2004 deadline for destroying forty-five percent of 
the stocks.95 

By 2003, it had also become abundantly clear that the mandate to eliminate 
the entire CW legacy by the ten-year point - April 2007 - could not be satisfied, 
and concerns were rising about the program's compatibility with even a 2012 
target.96 The United States therefore took advantage of the CWC procedure to 

directed the U.S. Department of Defense to destroy all U.S. CW by the deadline established by the 
CWC, or in no circumstances later than December 3 J, 2017. Department of Defense Appropriations Act 
of 2008, Pub. L. No. 1 I 0-116. §81 J 9, J 21 Stat. 1295 (2007); National Defense Authorization Act for 
Fiscal Year 2008, Pub. L. No. 110-181, §922, 122 Stat. 3 (2008); Ike Skelton National Defense 
Authorization Act for Fiscal Year 2011, Pub. L. No. 111-383, § 1421, 124 Stat. 4137 (2011 ). 

In 1994, the Army decided to use nonincineration technologies at Aberdeen and Newport, because 
each of those sites housed only a single chemical agent, stored only in ton containers, making the 
demilitarization process simpler. In 1997, pilot testing of neutralization technology was approved for 
those two facilities. SUSTAINED LEADERSHIP, supra note 85, at 5; DURANT, supra note 89, at 182. 

92. NOYES, supra note 4. at 40 (reporting that the National Academy of Sciences had concluded in 
I 984 that neutralization processes would be more expensive and generate large quantities of toxic 
wastes); id. at 58-70 (critically assessing other alternative technologies); KEY FAcroRs, supra note 7 I, at 
35 (concluding that "alternative technologies may not reduce costs or shorten disposal operations"). 

93. Walker, supra note 2; BLUE GRASS CHEM. AGENT DESTRUCTION P1LOT PLANT, HYDROLYSATE OVER
VIEW (2008), available at https://www.peoacwa.army.mil/info/fact_sheets.html; BLUE GRASS CHEM. 
AGENT DESTRUCTION PLLOT PLANT, NEUTRALIZATION FOLLOWED BY SUPERCRITICAL WATER OXrDATION (20 I 0), 
available at https://www.peoacwa.army.mil/info/fact_sheets.html; BLUE GRASS CHEM. AGENT DESTRUC
TION P1LOT PLANT, CHEMICAL WEAPONS DESTRUCTION AT BLUE GRASS (2012), available at https://www. 
peoacwa.army.mil/info/fact_sheets.htmJ. These fact sheets describe the destruction technology to be 
used in Kentucky. 

At each site, some "reject" weapons are destroyed using alternative technologies, such as the 
Detonation of Ammunition in a Vacuum integrated Chamber (DAVlNCH). an explosive mechanism 
applicable to units that have leaked, are unstable, contain solidified residues, or are otherwise unsuitable 
for routine processing. U.S. ARMY ELEMENT, ASSEMBLED CHEMICAL WEAPONS ALTERNATIVES, INFORMATION 

SHEET: DA VJ NCH OvERVJEW, https://www.peoacwa.army.mil/info/dl/ ACWA_DAVINCH_Fact%20Sheet. 
pdf. 

94. SusTAINED LEADERSHIP, supra note 85, at 6; Statement by Robert P. Mikulak, U.S. Ambassador, 
at the 16th Session or the Conference of the States Parties, OPCW, C-16/NAT.31, at I, Nov. 29, 2011 
(noting that the United States also met the treaty deadline for destroying all of its prior CW production 
facilities) [hereinafter Mikulak Nov. 29, 2011 Statement]. 

95. OPCW, Decision: Extension of 1he Intermediate and Final Deadlines for the Destruc1ion by the 
United Stales of America of l!s Category 1 Chemical Weapons, C-8/DEC. I 5 (Oct. 24, 2003) [hereinaf
ter OPCW Oct. 24, 2003 Decision]. 

96. Hinton, supra note 70, at 2, 7-8. See also SEMI-ANNUAL REPORT, supra note 88, at 4 (noting 2008 
assessments of options for destruct.ion). 
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request the single aJlowab]e five-year extension of the original milestone.97 

Pursuant to a recommendation from the OPCW Executive Council, the Confer
ence of the States Parties granted the request on December 8, 2006, fixing the 
firm final date for completion of the destruction as April 29, 2012.98 

Even that 2006 extension was addressed with tongues firmly planted in 
cheeks: the United States estimated, and the other CWC states heard, that only 
about two-thirds of the existing American CW inventory would, in fact, be 
destroyed by April 29, 2012.99 In a series of presentations over the succeeding 
years, the United States made clear (typically in " informal," but quite authorita
tive, statements) that it was not on a pathway that would get close to full , timely 
compliance with the treaty's basic obligation. 100 

In an unusual bit of good news since 2007, a variety of corrective measures 
(based on "learning the lessons" from the injtial incinerator experiences, adopt
ing risk mitigation efforts, and providing additional financial performance 
incentives to the construction and operations companies) produced a significant 
acceleration in the destruction timetable. 101 Exploiting those benefits, a major 
milestone was reached on January 21, 2012: the incineration of the last CW 
munition stored at the Tooele site. With that accomplishment, all five of the 
incineration sites and the first two of the neutralization sites had finished their 
demilitarization work, totahng almost ninety percent of the U.S. treaty-required 
destruction; only the last two alternative technology sites now linger past the 
treaty deadline. 102 

97. OPCW Oct. 24, 2003 Decision, supra note 95; OPCW, Report of the Executive Council on the 
Performance of Its Activities in the Period from 2 July 2005 to 7 July 2006, EC-47/3, C-11/2, para. 2. l 7 
(Nov. 8, 2006). 

98. OPCW, Conference of the States Parties, Decision: Request by the U.S. for Establishment of a 
Revised Date for the Final Deadline for Destroying All of its Category 1 Chemical Weapons. 
C- 11 /DEC.17 (Dec. 8, 2006) [hereinafter OPCW Dec.8.2006 Decision]. 

99. Statement by Robert P. Mikulak, U.S. Ambassador, at the 65th Session of the Executive Council, 
OPCW, EC-65/NAT.8, July 12, 20 11 [hereinafter Mikulak July 12, 2011 Statement]; Rumsfeld: U.S. 
Will Miss Chemical Weapons Disposal Deadline, ARMY TIMES, Apr. I 3, 2006. 

100. See, e.g., Mikulak July 12, 20 I I Statement, supra note 99, at I, 5 Statement by Robert P. 
Mikulak, U.S. Ambassador, at the 64th Session of the Executive Council, OPCW, EC-64/NAT.5, at I. 
May 3, 201 I ; Statement by Robert P. Mikulak, U.S. Ambassador, at the 63nl Session of the Executive 
Council, OPCW, EC-63/NAT.16, at I , Feb. 15, 2011; Statement by Robert P. Mikulak, U.S. Ambassa
dor, at the 15th Session of the Conference of the States Parties, OPCW, C-15/N AT.3, at 4, Nov. 29, 2010 
[hereinafter Mikulak Nov. 29, 2010 Statement); Statement of Andrew C. Weber, Asst. Sec'y. of Def. for 
Nuclear and Chem. and Biological Def. Programs, at the 141h Session of the Conference of the States 
Parties, C-14/NAT.7, at 5, Nov. 30, 2009. 

lO I. Among the tactics adopted to accelerate the timetable have been recruiting experienced 
operators from the sites that have completed operations, to retain their expertise; using s mall-scale 
systems (such as mobile explosive chambers) to destroy individual munitions that are in such weakened 
or deteriorating condition that standa rdized handling operations would be hazardous; off-site treatment 
or disposal of energetics, contaminated wastes and filters; and development of improved systems to 
lessen the impact of mercury contamination from certain weapons. 

102. CMA News, U.S. ARMY, CHEM . MATERIALS AGENCY, Feb. 2012; U.S. ARMY ELEMENT, AssEM.BLED 
CHEMICAL WEAPONS ALTERNATIVES, INFORMATION SHEET, QutcK FACTS: ACWA PROGRAM CERTIFICATION 
https://www.pmacwa.army.mil/info/fact_sheets.html (20 11) [hereinafter Qu1cK FAcrs]. Cleanup work, 
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But those two locations will be drawn much further "to the right" on the 
timeline: Pueblo, which contained 8.5 percent of the original U.S. inventory 
(some 2371 tonnes of mustard variants HD and HT in 4.2 inch mortars, 105mm 
projectiles and 155mm projectiles) will commence operations in 2015 and finish 
in 2019. Lexington, which is home to 1.7 percent of the original stockpile (475 
tonnes of agents GB, VX and H in M55/56 rockets, 155mm projectiles, and 8 
inch projectiles) will begin destruction operations in 2020 and not finish until 
late 2023. 103 Thus, even with an expenditure now pegged at over $38 billion, 
the United States is not projected to complete the task of destroying all its CW 
until the fourth quarter of 2023, more than eleven-and-a-haJf years after the 
treaty's absolute deadline. 104 

such as destroying the infrastructure of the incineration facility, including the incinerator itself, will 
continue for some additional years at each site, even after the CW stocks are eliminated. 

Pursuant to statute, the executive branch reports frequently to Congress regarding progress in CW 
demilitarization. Dep't of Defense Appropriations Act of 2008, Pub. L. No. 110-116, §8119, 12 l Stat. 
1295 (2007); Nat') Defense Authorization Act for Fiscal Year 2008, Pub. L. 110-181, §922(c), 122 Stat. 
3 (2008). See SEMI-ANNUAL REPORT, supra note 88. The United States also provides regular reports to 
the OPCW and its subsidiary bodies. See Mikulak Nov. 29, 2011 Statement, supra note 94. at 2 (noting 
the pattern of reporting every 90 days on progress); Mikulak July 12, 201 l Statement, supra note 99, at 
2; Note by OPCW Dir.-Gen., Status Report on the Progress Made by Those States Parties That Have 
Been Granted Extensions of Deadlines for the Destruction of Their Chemical Weapons, EC-58/DG. I l 
(2009). 

) 03. U.S. ARMY ELEMENT, ASSEMBLED CHEMICAL WEAPONS ALTERNATrVES, DEPARTMENT OF DEFENSE 
APPROVES NEW COST AND SCHEDULE ESTIMATES FOR CHEMICAL WEAPONS DESTRUCTION PLANTS (Apr. I 7 
2012), https://www.pmacwa.army.mil/info/fact_sheets.hLm1 [hereinafter NEW CosT ESTIMATES]; Penta
gon Pushes Back Chemical Weapons Disposal Schedule, GLOBAL SEC. NEWSWIRE, Apr. 17, 2012, 
http://www.nti.org/gsn/article/pentagon-pushes-back-chemical-weapons-disposal-schedule/; Qu1cK FACTS, 
supra note 102; Kentucky Chemical Weapons Disposal Facility Half Finished, GLOBAL SEC. NEWSWtRE, 
May 22, 2012, http://www.nti.org/gsn/arlicle/Kentucky-Chemical-Weapons-Disposal-Faci lity-Half
Finished (noting that construction of the CW destruction plant is slightly more than 50% complete; four 
of the 11 major technical systems are still being built or undergoing trials). 

Note that this schedule also introduces two "gap" periods, when the United States will not be 
undertaking any ongoing CW destruction operations at all. despite being in violation of the CWC: from 
the conclusion of the incineration operations (Jan. 2012) until the start of neutralization operations at 
Pueblo (2015) and from the conclusion of operations at Pueblo (2019) to the beginning of operations at 
Lexington (2020). These gaps do not legally worsen the treaty breach. but they do look bad to the 
international community, aggravating the adverse political impression. See Statement by Robert P. 
Mikulak, U.S. Ambassador, at the 69th Session of the Executive Council, OPCW, EC-69/NAT.15, at 1. 
July 11, 2012 (characterizing the U.S. CW "destruction" program as currently being a "construction" 
program, because the United States is building, but not yet operating, new facilities). 

I 04. Chris Schneidmiller. U.S. Chemical Weapons Disposal Slippage "No Surprise," Expert Says, 
GLOBAL SEC. NEWSWIRE, Apr. l 8. 2012, http://www.nti.org/gsn/article/us-chemical-weapons-disposal
slippage-no-surprise-expert-says (noting that the United States has spent or committed $28 billion for 
the destruction of CW at the first several sites, and expects to spend an additional $ I 0.6 billion for 
operations at the final two locations); Mikulak Nov. 29, 2011 Statement, supra note 94. at 2 (noting 
$23.7 billion spent so far); QLJ1CK FACTS, supra note 102; Ahmet OzUmcU, OPCW Dir.-Gen .. Address at 
the 15th Chemical Weapons Demilitarization Conference, Glasgow, United Kingdom (May 22, 2012) 
(hereinafter OzUmcii May 22, 2012) (noting a September 2023 projected completion date). 

Note that not only is there a mismatch between the U.S. destruction program and the CWC, there is a 
similar disconnect between the reality of the program's timetable and the applicable U.S. statutory law. 
Congress has not yet adjusted the legislated 2017 date for 100% completion of the destruction program, 
even while approving Army plans that are considerably in excess of that date. The Department of 



340 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 6:319 

Multiple factors account for the protracted delays. First, the job itself is 
simply very difficult and complex. The weapons are old and extremely hazard
ous (both because of the toxic chemicals themselves, and because of the 
explosives in most units); some of them are quite fragil e, corroded or already 
lea.king; and in some instances, the liquid chemical has partially solidified into 
congealed "heels" that resist ordinary treatment algorithms. The disassembly 
and destruction processes must be conducted under rigidly controlled conditions 
in a hermetically sealed environment, to preempt any unwarranted excursions of 
lethal agents. The various destruction technologies are aJl novel, not previously 
proven (or even invented), and few firms are qualified to undertake the massive 
design, construction and operation requirements. In many instances, there is 
simply no way to "bake this cake faster,'' because the construction of the 
necessary facilities is an intricate, multi -step process, and is foJlowed by a 
lengthy "systemization" phase, involving the progressive testing of all compo
nents, systems and subsystems and a working demonstration that the plant and 
its personnel are ready to commence agent operations. 105 

Of special interest, the 9/11 terrorist attacks also imposed unforeseen disrup
tions on the CW demilitarization effort. Previously, factors such as the type of 
weapons, the size of each local stockpile, and the difficulty of the particular 
destruction operation had been the principal drivers in determining the priority 
of operations among the various sites and within each site. After 9/11, however, 
the assessed vulnerability to terrorist attack or seizure also became an overrid
ing consideration, triggering a significant reallocation of resources toward the 
relatively smaJl inventories housed at Aberdeen and Newport. There, bulk 
mustard agent was held in voluminous container tanks, which were judged to be 
at greater ri sk than the warheads or artillery projectiles stored elsewhere. 
Responding well to that increased sense of urgency, the program succeeded in 
eliminating those two repositories relatively quickly (almost two years ahead of 
the original schedule, in the case of Aberdeen 106

), but the sudden reorientation 
of the planned sequence imposed some costs and delays. 107 

Moreover, the U.S. CW destruction program did itself no favor by creating, 
and too-frequently revising, a rickety bureaucratic apparatus that provided 
inconsistent oversight, poor coordination, and unclear goals, seriously undercut
ting performance. The U.S. General Accounting Office (now the Government 
Accountabi1ity Office or GAO) has issued dozens of reports on various aspects 

Defense Appropriations Act of 2008, the National Defense Authorization Act for FY 2008, aad the Ike 
Skelton National Defense Authorization Act for FY 20J I all di_rected the U.S. Department of Defense to 
destroy all U.S. CW by the deadline established by the CWC, or in no circumstances later than 
December 31, 2017. Department of Defense Appropriations Act of 2008, Pub. L. No. 110-I 16, 121 Stat. 
1295, §8119 (2007); National Defense Authorization Act for Fiscal Year 2008, Pub. L. No. 110-181, 
§922, 122 Stat. 3 (2008); Ike Skelton National Defense Authorization Act for Fiscal Year 201 I, Pub. L. 
No. 111-383, § 142 I, 124 Stat. 4137 (2011). 

105. See SusTAtNED LEADERSHIP, supra note 85, at 30 (describing the systemization process). 
l 06. McCARTHY & F1SCHER, supra note 72, at 4. 
107. SUSTAINED LEADERSHIP, supra note 85, al 5, 22-23. 
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of the CW program, concluding as early as May 2000 that "Effective manage
ment of the ChemicaJ Demilitarization Program has been hindered by its 
complex management structure and ineffective coordination among program 
offices and with state and local officials." 108 The GAO amplified that judgment 
in 2003, scolding that "the program remains in turmoil, affecting management 
performance because of long-standing and unresolved leadership, organiza
tional, and strategic planning issues." 109 

The GAO critiques focused on management and bureaucratic weaknesses, 
shifting leadership, changes in oversight responsibilities, and ineffective reorga
nizations, as well as safety incidents during operations, delays in environmental 
permitting, and insecurities about community protection - all of which contrib
uted to plagues of schedule delays and cost overruns.1I0 Even the Department of 
Defense concurred in those. harsh judgments. 111 

The most recent programmatic introspection, a six-month assessment culmi
nating in June 2011, was occasioned by the mushrooming cost projections at the 
final two neutralization sites. Under the Nunn-McCurdy Act, a searching federal 
review is required when a major defense program exceeds its projected budget 
by twenty-five percent. 1I2 For Pueblo and Lexington together, the estimates 
surged thirty-three percent from the previous (April 2007) $7.9 billion to $10.6 
billion. 113 The Department of Defense, therefore, reviewed and restructured 
these final aspects of the CW destruction program, certifying to Congress that: 

108. U.S. Gov'T ACCOUNTABILITY OFFICE, GAO/NSIAD-00-80, CHEMJCAL W EAPONS D1sPOsAL: IMPROVE
MENTS NEEDED IN PROGRAM ACCOUNTABILITY AND FINANCIAL MANAGEMENT, REPORT TO CONGRESSIONAL 

COMMITTEES 15 (2000). 
109. SUSTAINED LEADERSHIP, supra note 85, at 3; see also McCARTHY & F1scHER, supra note 72, at 

45-47 (presenting a time line highlighting organizational changes in oversight of the CW demilitariza
tion program); Alexander Kelle, Chemical Weapons Destruction Deadline Missed, BULL. OF THE ATOMIC 
SCIENTISTS (Apr. 24, 2012) (citing drastic budget cuts in 2006 as impeding development of the last two 
CW destruction sites), available at http://www.thebulletin.org/web-edition/columnists/alexander-kelle/ 
chemical-weapons-destruction-deadline-missed; Rumsfeld: U.S. Will Miss Chemical Weapons Disposal 
Deadline, ARMY TIMES, Apr. .13, 2006. 

110. SuSTAINED L EADERSHJP, supra note 85, at 12, 18, 20; see also DURANT, supra note 89, at 178-79. 

111. SUSTAINED L EADERSHIP, supra note 85, at 36. 
In 1997, Congress established the Assembled Chemical Weapons Assessment program (later renamed 

as Assembled Chemical Weapons Alternatives), which assumed responsibility for destruction of the 

CW at the Pueblo and Lexington sites. CDC, supra note 69, FAcr SHEET. METHODS USED TO D ESTROY 
CHEMICAL WARFARE AGENTS. The Army Chemical Materials Agency remained responsible for destroying 
the larger quantity of U.S. CW at the incineration sites. 

112. Continued Financing of Government Operations, Pub. L. No. 111-123, §206, 123 Stat. 3483 
(codified at 10 U.S.C. 2433a (2009)). A "significant" Nunn-McCurdy breach occurs when a major 
defense acqu isition program experiences an increase of 15% in budgeted costs; these must be notified 
to Congress. For the chemical destruction program, that notification was provided on July 21, 2010. A 

"critical" Nunn-Mccurdy breach occurs when the program ·s costs exceed the baseline estimates by 
25%. Any such programs must be terminated unless the U.S. Department of Defense makes specified 

findings and notifies Congress. Qu1cK FAcrs, supra note l02. 
I I 3. Schneidmiller, supra note l04; NEW CosT ESTIMATES, supra note I 03; Qu1cK FACTS, supra note 

!02; J1 S. B YUN ET AL., CHEMICAL DEMILITARIZATION - ASSEMBLED CHEMICAL WEAPONS ALTERNATIVES 
(ACWA): ROOT CAUSE ANALYSIS, iii , 9 (20 11) (reporting that the revised cost overrun reaches 39.22% 
from the 2007 estimate); STATUS REPORT 201 1, supra note 75, at 4 (citing a 37% increase); Chemical 
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• continuation of the program is essential to the national security; 
• there are no alternatives to the program that can meet the requirements 

at less cost; 
• the new estimates of total program costs are reasonable; 
• the program has a higher priority than other programs whose funding 

must be reduced in order to accommodate the increases here; and 
. d l 114 • the program's management structure is a equate to contro costs. 

Concluding that the main cause of the Nunn-McCurdy violation had been the 
unrealistic earlier budget and risk profi les, rather than a fundamental problem 
with the CW destruction program itself, the Department of Defense did not 
impose significant changes in the activities or plans at Lexington or Pueblo, but 
grafted on some additional options for responding to future difficulties, and 
inserted a more realistic set of estimates. 115 Most significantly, these revisions 
included prolonging the previously announced timetable by the additional two 
years, to culminate in 2023. 116 

With the adjustments, the Pueblo facility will employ a chemical neutraliza
tion (hydrolysis) operation, followed by secondary bio-treatment of the hydroly
sate (the byproduct of neutralization). 117 In (partial) contrast, Lexington will use 
neutralization foJJowed by supercritical water oxidation. 118 Although these two 

Demilitarization Work at Blue Grass Estimated 10 Cos, $5.3B, GLOBAL SEC. NEWSWIRE, June 18, 2012, 
http://www.nti.org/gsn/article/chemical-demiliLarization-work-blue-grass-estimated-cost-53b. 

114. Letter from Ashton B. Carter, Under Sec'y of Def., to Joseph R. Biden, Jr., President of the 
Senate (June 14, 2011). The letter addresses the five elements that must be resolved in a Nunn
McCurdy justification, arguing a) that the destruction of the remaining CW arsenal was essential 10 U.S. 
security because it was necessary to comply with the federal law and the CWC; b) that detailed metrics 
were examined to determine that no other program could accomplish the mission more successfully: 
c) that the adjusted cost estimates were based on a 50% confidence level; d) that the high priority for 
this program had been affi nned by both Congress and the executive branch; and e) that the management 
structure was evaluated in eight primary areas to facilitate evaluation. See also BYUN, ET. AL .. supra note 
113, at 9 (noting that the CW destruction program had triggered a previous Nunn-McCurdy violation in 
2006). 

115. For example, i f, following the neutraliLation operations at Pueblo or Lexington, problems are 
encountered in the on-site treatment of the hydrolysate, the restructured program could tum 10 off-site 
treatment or disposal. Likewise. a supplementary Explosive Destruction Technology could be employed 
at Lexington to deal with selected problematic mustard munitions. Qu1cK FAcrs, supra note 102. 

116. New Cost and Schedule Estimates, supra note 103. 
117. U.S. ARMY, PUEBLO CHEMICAL AGENT DESTRUCTION PILOT PLANT, FACT SHEET: NEUTRALIZATION 

FOLLOWED BY B10TREATMENT (Mar. 2012), available a, https://www.peoacwa.army.mil/info/dl/PCAPP _ 
Neut-Bio_Fact_Sheet.pdf. In this process, the first stage uses hot water to neutralize the agent, 
destroying the mustard molecules. The second stage uses bacteria to consume the remaining organic 
components. Some of the weapons at Pueblo will be destroyed by controlled detonation in a portable 
chamber, because they are so unstable that the standard method is unsuitable (and also to speed up the 
process). Pentagon Trims Plan for Detonating Pueblo Mustard Munitions, GLOBAL SEC. CWSWlRE, 
Sept. 14, 20 I 0, http://www.nti.org/gsn/artic le/pentagon-tri ms-plan-for-detonating-pueblo-mustard
munitions/; Jeffrey Wolf, Army Cuts Back Plan to Blow up Colo. Chemical Arms, DENVER POST, Sept. 
14, 2010, http://www.denverpost.com/breakingncws/ci_ I 6073498. 

118. U.S. ARMY, BLUE GRASS CHEMICAL AGF.NT D ESTRUCTION PILOT Pl.ANT, FACT SHEET. NEUTRALIZATION 
FOLLOWED BY SUPERCRITICAL WATER Ox1DATION (Sept. 2012), available at https://www.peoacwa.army.mj[/ 
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sites contain only a small fraction of the original U.S. CW inventory, they 
include some of the most troublesome types of munitions (always more difficult 
to deal with than bulk containers, because of the presence of the explosive 
components), and the risks of designing, erecting, and operating first-of-a-kind 
systems and equipment are profound. 

In sum, by April 29, 2012, the U.S. CW demilitarization program had 
accomplished a heroic task, completing the destruction of 24,923.671 tonnes of 
CW - all the inventory held at the incineration sites - some 89.75 percent of the 
original total American inventory. 119 Moreover, progress in the construction of 
the final two facilities (the neutraJization sites at Lexington and Pueblo) has 
been proceeding apace, and full financial support for the operation has been 
retained to date, despite the national economic difficulties. 120 Still, the United 
States will run well past the CWC's full obligation - complete destruction of the 
inventory - by at least eleven years. 

Ill. SOVIET, RUSSIAN, AND O THER PARTIES' CHEMICAL WEAPONS PROGRAMS 

The story of the rise and fall of the chemical weapons program in the Soviet 
Union (and Russia) is distressingly similar to that described above. 121 Like the 
United States, the U.S.S.R. willingly invested time, technology, talent, and 
treasure in developing, refining, and producing a massive, varied CW armada. 
In fact, by the 1990s, Moscow commanded an unparalleled CW infrastructure, 
having developed even more types of chemical weapons and having integrated 
them into the national military planning and training even more fully than did 

info/dl/BG_neut_scwo_FINAL_20IO.pdf. In this process, hot water first neutralizes the agent, and then 
the resulting material is exposed to very high temperatures and pressures, breaking it down into 
common compounds. 

1 I 9. UzUmcU May 22, 20 I 2, supra note 104, at 2; CMA News. U.S. ARMY, CHEMICAL MATERIALS 
AGENCY, Feb. 2012; Army Agency Wraps Up Chemical Weapons Disposal Campaign, GLOBAL SEC. 
NEwsw1R£, Jan. 24, 2012, http://www.nti.org/gsn/article/army-chemical-materials-agency-wraps-disposal
work. 

120. Chris Schneidmiller, Pentagon Eyes $1.68 for Chemical Weapons Disposal Amid Budget 
Tightening, GLOBAL SEC. NEWSWIRE, Feb. 22, 20 I 1, http://www.nti.org/gsn/article/pentagon-eyes- l 6b-for
chemical-weapons-disposal-amid-budget-tighteni ng/; Rachel Oswald, Last Two U.S. Chemical Weap
ons Disposal Sites Funded at $550M, GLOBAL SEC. NEWSWIRE, Jan. 26, 20 I 0, http://www.nti.org/gsn/ 
article/last-two-us-chemical-weapons-disposal-sites-funded-at-550m/; Budget Gives Major Boost to U.S. 
Chemical Agent Disposal Effort, GLOBAL SEC. NEWSWIRE, Feb. 15, 2012, http://www.nti.org/gsn/article/ 
obama-budget-gives-major-boost-kentucky-chemical-agent-disposal-effort/. But see Greg Kocher, Work 
ls Temporarily Halted on Plant to Destroy Chemical Weapons at Blue Grass Army Depot, LEXINGTON 
HERALD-LEADER, May 3, 2012 (reporting that construction activity was halted after several incidents and 
"near misses" to review safety procedures and practices). 

121. See generally CHEMICAL WEAPON DESTRUCTION tN RusstA: PouTrCAL, LEGAL AND TECHNICAL 
ASPECTS (John Hart & Cynthia D. Miller eds., 1998) lhereinafter Hart & Miller]; Nikita Smidovich, The 
Russian and Other Perspectives, in Morel & Olson, supra note 6, al 55; Chemical Disannament, 
Russ1AN MUNITIONS AGENCY, http://www.munition.gov.ru/eng/zapasho.html. 

Russia joined the CWC on May I 2, I 997, two weeks after the United States. DG 2011 Statement, 
supra note 65, <Jl<J[4 I -44. 
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the United States. ' 22 In 1989, the U.S.S.R. declared an inventory of 40,000 
metric tonnes of lethal CW, including the nerve agents sarin, soman and VX, as 
well as mustard , lewisite, phosgene, and other horrors, at seven sites. It esti
mated at that time that $5-6 billion would be required to destroy that inven-

l ·n tory. --
The fact that Soviet and Russian military forces had not used modern 

chemical weapons in combat did not mean that it was easy to surrender that 
capability. Indeed, defectors aJleged that even in the era of Presidents Mikhail 
Gorbachev and Boris Yelts in, secret research and development continued un
abated, to create entire new categories of novel chemical agents, possessing 
increased lethality and the ability to circumvent existing Western detection and 
protection equipment. 124 Moreover, severe national financ ial restrictions in the 
immediate post-Cold War era hobbled Russia's abil ity to undertake the expen
sive operations necessary to destroy its mountainous CW stockpiles and the 
associated production and storage facilities. 125 

To help mitigate the continuing threat posed by this looming Russian CW 
legacy, the United States and other developed Western nations volunteered 
significant financial, technological , and manageria l assistance. The U.S. Nunn
Lugar Cooperative Threat Reduction Program provided the largest support, 
totaling $1 billion in aid toward the planning and construction of a CW 

122. U.S. D1:;P'T OF DEF.. DEF. INTrLLIGENCE. AGENCY, Sov1ET CHEMICAL WEAPONS THREAT. DST- l 620F-
05 l -85 ( 1985); U.S. DEP'T OF DEF., CONTINUING DEVELOPMENT OF CJ IF.MICAL WEAPONS CAPABILITIES IN THE 
USSR (Oct. 1983); AMoRLITA M. HOEBER. Tttc CHEMISTRY OF DEFcAT. AsYM"1ETRJES Ii'- U.S. AND SovrET 
CHEMICAL WARFARE Posn,Rr.:s (Special Report Dec. 1981 ); JOACHIM 'KRALSE & CHARLES K. MALLORY. 
CHEMICAL WEAPONS IN SOVIET MILITARY DOCTRINE: MILITARY ANI) HISTORICAL EXPERIENCE, 19 I 5-199 1 
(1992). 

123. STATUS OF U.S.-Russ1AN AGREEMEl'<TS, supra note 20. at 14: Walker. supra note 2; Alexander 
Chimiskyan, Russia on the Path Towards Chemical Demilitarization, in Hart & Miller. supra note 121. 
at 14; see also Russia CW Disposal Delay Linked to Curtailed Foreign Aid. GLOBAL SEC. NbWSWIRE, 
May 29, 2012, http://www.nti.org/gsn/article/russia-cw-disposal-delay-linked-curtailed-foreign-aid {stat
ing that Russia estimates it has spent $5.7 billion to date to prepare and operate its seven CW disposal 
facilities). 

I 24. See Report I 04-33. supra note 2. at 200-202 (discussing the revelations of Russian scientist Vil 
Mi.rzayanov regarding ongoing CW work in Russia): see generally V1L S. M1RZAYANOV, STATE SECRETS: 
AN INSIDER's CHRONICLE OF THE Russ1AN CHEMICAL WEAPONS PROGRAM (2009); Bill Gertz, Russia Dodges 
Chemical Arms Ban, WASII. TIMES, Feb. 4, 1997, at A 1: KEN ALIBEK & STEVEN HANDFLMAN. BtOHAZARD: 
THE CHILLING TRUE STORY OF THE LARGEST COVERT B10LOGICAL WEAPONS PROGRAM LN THE WORLD - Tow 
FROM INSIDE BY THE MAN WHO RAN h ( 1999); JONATHAN B. TUCKER. WAR 01· NERVES: CHEMICAL WARFARE 
FROM WORLD WAR I TO AL-QAEDA 3 15-324 (2006). 

125. See Report 104-33. supra note 2, at 189-190 (noting the financial difficulties and inadequate 
management structures that inhibit Russia's ability to meet the CWC timetables). 205 (commenting that 
"[t]he administration believes thal Russia will have trouble meeting the IO year destruction deadline. 
The Russians made it clear to the United States during the final months of chemical negotiations in the 
Conference on Disarmament that this might be the case. Therefore, the Convention contains provisions 
that allow for a State Party to request and have approved under certain conditions, an extension of the 
destruction period of up lo five years."): Natalya Kalinina, The Problems of Russian Chemical Weapon 
Destruction. in llart & Miller. supra note 121, at l-3 (noting that the main obstacle to Rus ia 's initial 
implementation of the CWC was the country\ 1-,evere economic deterioration following the dissolution 
of the USSR). 
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neutralization plant at Shchuch'ye. 126 Others in the Global Partnership Against 
the Spread of Weapons and Materials of Mass Destruction (established by the 
Group of Eight at Kananaskis, Canada in 2002) also contributed greatly: 
Germany ($475 million), Canada ($82 million) and the United Kingdom ($39 
million). 127 

These cooperative ventures were not without perturbations; controversies 
about the relative size of the respective contributions by Russia and its partner 
nations, about allocation of legal liabilities for possible mishaps, and about the 
continuing Russian penchant for secrecy in the demilitarization operations were 
continuous irritants. 128 Still, funding for Russia's CW destruction program now 
seems to have stabilized at last, and progress toward complete destruction has 
accelerated. 129 

Un like the United States, Russia avoided incineration as a disposal mecha
nism, considering it a "primitive" solution - unsafe, costly and politically unsus
tainable - and opted instead for a variety of chemical neutralization processes. 130 

126. Walk.er, supra note 2; Amy E. Smithson, US Assistance to Russia's Chemical Weapon Destruc
tion Programme, in Hart & Miller. supra note 121, at 122; Statement by Andrew C. Weber, U.S. 
Delegation to the OPCW, at the 14th Session of the Conference of the States Parties, C-14/NAT.7, 
November 30, 2009, at 6. 

127. Walk.er, supra note 2; CHIMISKYAN, supra note 123, at 26-28; Germany to Contribute $26.1 M for 
Eliminating Russian Chemical Arms, GLOBAL SEC. NEWSWIRE, Mar. 14, 2012, hnp://www.nti.org/gsn/ 
article/gennany-could-cootribute-261 m-eliminating-russian-chemical-arms (reporting that Germany has 
spent $443.7 million to assist Russian CW destruction over the past ten years, and has committed $26.1 
million more for 20 I 2). Bui see Russia CW Disposal Delay linked to Curtailed Foreign Aid, GLOBAL 
SEC. NEWSWIRE, May 29, 2012, http://www.nti.org/gsn/article/russia-cw-disposal-delay-linked-curtailed
foreign-aid (noting that Russia estimates that other countries have provided a total of only $970 million 
in assistance to its CW destruction operations, roughly 48% of the amount previously pledged). 

128. U.S. GEN. ACCOUNTING OFFICE, GAO-03-482, WEAPONS OF MASS DESTRUCTION: ADDITIONAL 
RUSSIAN COOPERATION NEEDED TO FACILJTATE U.S. EFFORTS TO IMPROVE SECURITY AT RUSSIAN SITES passim, 
12 (2003) [hereinafter ADDITIONAL COOPERATION NEEDED) (describing U.S. programs to assist Russia in 
securing its nerve agents and in constructing a destruction facility, but observing that some aspects of 
the program "face significant resistance and lack of cooperation from the Russian government"); id. at 
6 (estimating that it may take 40 years to completely destroy Russia's CW stockpile); Martin Matishak. 
Russia Restric1s Transparency at Major Chemical Weapons Si1e, Group Says, GLOBAL Sec. NEWSWIRE, 
Aug. 14, 2009, bttp://www.nti.org/gsn/article/russia-restricts-transparency-at-major-chemical-weapons
si te-group-says. 

129. See Opening Statement by the Director-General to the 2nd Special Session of the Conference of 
the States Parties to Review the Operation of the Chemical Weapons Convention, OPCW, RC-2/DG.2, 
Apr. 7, 2008, <ff46, http://www.opcw.org/index.php?eID=dam_frontend_push&doclD= 1874 (opining 
that "in the Russian Federation destruction has gained momenrum and the plan concerning new 
destruction facilities is well on track"); see also ADDITIONAL COOPERATION NEEDED, supra note 128, at 62 
(reporting "good access and cooperation from the Russian government" in implementing security 
upgrades at CW storage sites); Work on Sixth Russian CW Disposal Sire Almos/ Done. GLOBAL SEC. 
NEWSWIRE, Sept. 28, 20 I 0, http://www.nti.org/gsn/article/work-on-sixth-russian-cw-disposal-site-almost
done (reporting progress in constructing and operating the CW destruction facilities); Russia CW 
Disposal Delay linked to Curtailed Foreign Aid. GLOBAL SEC. NEWSWIRE, May 29, 2012, http:// 
www.nti.org/gsn/article/russia-cw-disposal-delay-li nked-curtai led-foreign-aid (noting that Russia esti
mates it has spent $5.7 billion to date to prepare and operate its seven CW disposal facilities). 

130. Walker, supra note 2. Essentially, Russia will chemically neutralize the lethal agents and then 
dispose of the reaction biproducts through incineration or bitumiuization (converting it into a tar-like 
mass). OPCW. Destruc1ion Technologies, hrtp://www.opcw.org/our-work/demilitarisation/destruction-
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These technologies generated their own controversies, including a debate about 
how much chemical processing of the lethal agent would be required to meet 
the CWC standard of destroying the CW "in an essentia lly irreversible way," 131 

to ensure that the residue could not readily be "reverse engineered" back into 
chemical weapons form. 132 

The current status of the Russian CW destruction program depicts an enter
prise that is still running well behind that of the United States on the track 
toward total elimination of the stockpiles, but that is projected to catch up and 
surpass the American level of success in the coming years. Seven destruction 
facilities have been built (again, as with the United States, one at each of the 
CW storage sites, to minimize transportation). Russia did not begin CW destruc
tion operations until December 2002, and the country reached the CWC's first 
milestone (for eliminating one percent of the inventory) in April 2003, almost 
three years late. 133 

On October 26, 200 l , Russia requested, and on December 8, 2006, the 
OPCW Conference of the States Parties granted, the single treaty-allowed 
five-year extension of the original ten-year deadline for complete destruction of 
the stockpile, creating for Russia the parallel April 29, 2012 deadline applicable 
for the United States. 134 On May 30,201 l, Russia declared that it had destroyed 

technologies/; CW Destruction Technologies, RussIAN MUNITIONS AGENCY. hnp://www.munition.gov.ru/ 
eng/tchdel.html; Irian P. Beletskaya, The Russian-US Joim Evaluation of the Russian Two-Stage 
Process for the Destruction of Nerve Agents, in Hart & M iller, supra note 121 , at 103; Vladislav 
Sheluchenko & Anton Utkin, The Role of GosNIJOKhT in the Russian Chemical Weapon Destruction 
Programme, in Hart & Miller, supra note 121, at 113. 

131. CWC, supra note I , Annex on Implementation and Verification, Part TV(A).C.12. See KRuTZSCH 
& TRAPP, supra note 19, at 343 (commenting that the implication of the irreversibility criterion is that 
the process of reconverting the residual products back into functional chemical weapons must be at 
least as costly and difficult as a new synthesis of new CW from raw products would be). 

132. See STATE COMPLIANCE REPORT OF 2010, supra note 60, at 50 (noting that the United States and 
others are concerned that even after the first step in Russia's planned two-step process for destroying 
some of its nerve agent stocks, it might be possible 10 recapture useable chemical agent): CWC 
PROHIBITION REPORT, supra note 60, at 13-16. 

133. SUSTAINED LEADERSHIP, supra note 85, at 7. 
134. OPCW, Conference of the States Parties, Decision: Proposal by rhe Russian Federarion on 

Serting a Specific Dare for Completion of the Destruction of Its Stockpiles of Category I Chemical 
Weapons, C-11/DEC. I 8 (Dec. 8, 2006), available at http://www.opcw.org/index.php?elD=clam_frontend_ 
push&docJD= 1193 (granting Russia's request for an extension of the final destruction deadline to April 
29, 2012); STATUS REPORT 2011. supra note 75, 919[12-25; OPCW, Conference of the States Parties, 
Extension of the Intermediate and Final Deadlines for the Destruction by the Russian Federation of Its 
Category 1 Chemical Weapons, C-8/DEC.13 (Oct. 24, 2003). available at http://www.opcw.org/index. 
php?eID=dam_frontend_push&docID=4689. 

Like the United States, Russia has hosted OPCW v isits 10 its CW destruction sites. to confirm its 
progress toward CWC obligations. OPCW, OPCW Executive Council and Director-General Visit 
Russia to Review Chemical Weapons Destruction Activities (Mar. 23, 2012). http://www.opcw org/news/ 
art ic I e/opcw-executi ve-cou nci I-and-di rector-genera 1-v i si 1-ru ssi a-to- review-chemical-we a pons-de 
struction-acti/; OPCW, Conference of the States Parties, Decision: Visits by Represenrarives of the 
Executive Council, C- 11 /DEC.20 (Dec. 8. 2006): Russia Touts Progress in Chem-Weapon Disposal, 
GLOBAL Sec. NEWSWIRE. Mar. 22, 2012, http://www.nti.org/gsn/article/russia-touts-milestone-chemical
weapons-disposal. 
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fifty percent of its inventory, 135 and at the April 29, 2012 deadline, it announced 
that it had reached the sixty-two percent level, having destroyed 24,961 tonnes 
ofCW. 136 

Russia also projected that it would reach complete destruction by the end of 
2015, some three years later than permissible, but still eight years ahead of the 
current U.S. timetable. 137 However, some doubt those projections, predicting 
that Russia's program may require until 2017 or 2018 to finish the task. 

138 

In addition, it is instructive to note that five other countries, too, have 
contributed their own lethal drops into the CWC bucket of chemical weapons 
destruction. 139 Soutl1 Korea eliminated its modest declared inventory of approxi
mately 2000 tonnes by July 2008 (having received an extension of its original 
deadline). 140 Likewise, India destroyed its 2000 tonnes by March 16, 2009, 
pursuant to an extension.'~' Both those states have been quite secretive regard
ing their CW activities, and little is known about the size, composition, or 
location of their inventories, or about the process through which they were 
el iminated. In fact, South Korea is so sensitive about this whole matter that, at 

135. Russia Eliminates 50% of Chemical Arsenal, GLOBAL Sec. Newsw1RE, May 31, 2011, http:// 
www.nti.org/gsn/article/russia-eliminates-50-of-chernical-arseoal/. 

136. Russia Destroys 62% of Its Chemical Weapons, RIA/Novosti, Apr. 29, 2012, http://en.ria.ru/russia/ 
20120429/173121387.htmJ; Russia Destroys Over 60 PRC of Chemical Weapons, ITAR-TASS News 
AGENCY, Mar. 21, 2012, http://www.itar-tass.com/en/cl54/37l949_print.btmJ; Russia Touts Progress, 
supra note 134; Ozi.imci.i May 22, 2012, supra note 104, at 3. 

J37. Daniel Horner, Russia Revises Chemical Arms Deadline, 40.6 ARMS CONTROL TODAY, July/Aug. 
20IO: Russia Authorizes $1.5 Billion More for Chemical Arms Destruction, GLOBAL Sec. NEWSWIRE, 
Jan. 6, 2012, http://www.nti.org/gsn/article/russia-autborizes- l5b-more-chemical-arms-destruction/. 

138. Walker, supra note 2; Thousands of Sites Could Be Ahered to Produce Chemical Weapons, 
Expert Says, GLOBAL Sec. Newsw1Re, Mar. 5, 2012, http://www.nti.org/gsn/article/tbousands-sites-are
creating-substances-chemical-weapon-applications-expert-says (quoting Russian scientist Alexander Gor
bovsky as estimating that Russia will not complete its CW destruction until between 2017 and 2019); 
Schneidmiller, supra note 104 (quoting Paul Walker as estimating that the Russian CW destruction 
program "might drag out to 2017-18"); Russia CW Disposal Delay Linked to Curtailed Foreign Aid, 
GLOBAL SEC. NEWSWIRE. May 29, 2012, http://www.nti.org/gsn/article/russia-cw-disposal-delay-linked
curtailed-foreign-aid. 

139. See generally OPCW, Executive Council. Draft Report of the OPCW on the Implementation of 
the Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on Their Destruction in 2011, EC-69/3 (July 11, 2012) at 5-6; OPCW, Conference of the 
States Parties, Report of the OPCW on 1he implementation of rhe Convencion on the Prohibition of the 
Development, Production, Stockpiling and Use of Chemical Weapons and on Their Destruction in 2009, 
C-15/4 (Nov. 30, 20 I 0); OPCW, Conference of the States Parties, Report of the OPCW on the 
Implementation of the Convention on the Prohibition of the Development, Production. Stockpiling and 
Use of Chemical Weapons and on Their Destruction in 2010, C-16/4 (Nov. 30. 2011 ). 

140. OPCW, Conference of the States Parties, Decision: Request by a State Party for an Extension 
of the Final Deadline for Destroying All of its Category 1 Chemical Weapons, C- 11/DEC. l 2 (Dec. 8, 
2006) (granting South Korea's anonymous request for an extension of the final destruction deadline to 
December 31, 2008), available at http://www.opcw.org/index.php?eID = dam_frontend_push&doclD= 
1187; Walker, supra note 2. 

14 I . OPCW, Conference of the States Parties, Decision: Request by India for an Extension of the 
Deadline for Destroying All of Its Category l Chemical Weapons. C-1 l/DEC.16, Dec. 8, 2006, 
(granting lndia's request for an extension of the final destruction deadline to Apr. 28, 2009), available 
at http://www.opcw.org/index.php?eID =dam_frontend_push&doclD = 1191; Walker, supra note 2. 
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its insistence, in all official OPCW documents, South Korea is not even 
identified by name as having possessed and destroyed CW, but is referred to 
obliquely as "a State Party." I42 

Albania experienced more difficulty; it initially possessed only sixteen tonnes 
of CW, the smallest of any declared national inventory, and a destruction 
deadline was set for April 29, 2007. In the two months before that date, 
however, Albania indicated that it would have difficulty meeting the schedule, 
and on April 27, 2007, it formally notified the OPCW Executive Council that it 
would be unable to complete the task on time - but il never submitted an actual 
request for an extension. Albania did continue to make frequent reports to the 
OPCW about its progress in destroying the weapons, and the Executive Council 
noted that the country was quite close to finishing the process. The Conference 
of the States Parties did not address the issue. On July 4 and I 1, 2007, the 
Technical Secretariat notified the Executive Council that Albania had accom
plished the destruction - about ten weeks late, wi th no formal extension or other 
legal approval from the OPCW. 143 Albania thereby became the first country to 
complete the destruction of its CW inventory, 144 and the first to violate its 
obligations - and there was no overt, formal OPCW response to this tardiness. 

Libya, too. presents a somewhat anomalous situation: under Muammar Gadd
afi, Libya had attempted to construct a significant indigenous CW production 
infrastructure, and it had succeeded in acquiring a noteworthy arsenal of 
weaponized and bulk mustard agent. Following a major reversal of its foreign 
policy in 2003, Libya joined the CWC in 2004, and declared a CW inventory of 
twenty-three tonnes. 145 Libya was then largely on track for timely destruction 

142. See, e.g., OPCW. Conference of the States Parties, Decision: Request by a State Parry for an 
Extension of the Final Deadline for Destroying All of its Category 1 Chemical Weapons. C-11/DEC.12, 
(Dec. 8. 2006) (granting South Korea's anonymous request for an extension of the final destruction 
deadline to December 3 1, 2008), c11•oilable at hLLp://www.opcw.org/index.php?eID=dam_frontend_push& 
docID= 11 87; Walker, supra note 2. 

143. Albania was an early adopter of the CWC. ratifying the treaty on May 11, 1994, but the 
government there apparenlly did not realize, until 2003. that it possessed any chemical weapons. When 
the undocumented cache (mustard agent. lewisite, and o ther toxins, probably supplied by China in the 
mid-1970s) was discovered in a small. remote nondescript bunker in the mountains, Albania and its 
international partners quickly moved to secure the site and commence incineration operations. The 
original intention was to complete the task by the April 29. 2007 deadline. but a techntcal error 
prevented timely completion. Joby Warrick, Albania s Chemical Cache Raises Fears Abo111 Or hers, 
WASH. PosT, Jan. 10. 2005, at A I ; Walker. supra note 2: OPCW, Conference of the States Parties, 
Decision: Extensions of the Intermediate Deadlines for the Destruction by Albania of Its Category J 
Chemical Weapons, C- 11/DEC.19 (Dec. 8, 2006) (establishing deadlines for Albania's CW destruction); 
OPCW, Executive Council. Report of the Execurive Co1111cil on the Perfonnance of Its Acri1•ities in the 
Period from 8 July 2006 10 29 June 2007, EC-50/3, C- 12/3 (Sept. 26, 2007), </f12.14-17. But see 
Matthew V. Tompkins. Albania's Chemical Weapons Con. 16 NO'IPROLJH::RATION R EV. 65 (2009) (arguing 
that Albania's leadership probably knew about the hidden CW stockpile, and decided strategically first 
to retain it, and then to announce and destroy it). 

144. OPCW, Albania the First Country 10 Destroy All Its Chemical Weapons (July 12, 2007), 
http://www.opcw.org/news/artic le/a I ban ia-the-first-country-to-destroy-a 11-i ts-chem ica I-weapons/. 

145. Jonathan B. Tucker. The Rollback of Libva's Chem,cal Weapons Program. 16 NONPROLIFERATIOt-,. 

R EV. 363 (2009). Libya ab o declared 1300 metric tonnes of precursor chemicals and 3563 unfilled 
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(pursuant to an extension from the OPCW), until the "Arab Spring" outbreak of 
fighting in the country in February, 2011 froze the operation . 146 The OPCW 
immediately underscored Libya's continuing responsibili ty for safeguarding the 
CW stocks during the insun-ection and for resuming verified destruction p roce
dures as soon as possible, and the organization extended the country's deadline 
for destruction. 147 

When the fi ghting abated, the new government of Libya suddenly discovered 
and announced that the Gaddafi regime had acquired and retained several 
hundred additional, undeclared CW munitions loaded with sulfur mustard agent 
and hundreds of kilograms of additional agent stored in plastic containers that it 

aerial CW bombs. A U.S.-ltaly partnership undertook to assist Libya in destroying these items. Walker, 
supra note 2; STATUS REPORT 2011, supra note 75. 'll<J{6- I I; STATE COMPLIANCE REPORT OP 2010, supra note 
60, at 46-49; Libya Seen Delaying Chemical Agent Destruction, GLOBAL SEC. NEWSWIRE, Feb. 2, 2011 ; 
Arthur Max, Wa,chdog Says Libya Destroys Chemical Weapons, WASH. PosT, Feb. 23, 2011; Jean 
Pascal Zanders, Destroying Libya s Chemical Weapons: Deadlines and Delays, WMD JUNCTION, May 
19, 20 I I, http://wmdjunction.com/l I 0519 _destroying_libya_cw.htm; Jean Pascal Zanders, Uprising in 
Libya: The False Specter of Chemical Wa,fare, WMD JUNCTION, May 19, 2011, http://wmdjunction.com/ 
ll0519_1ibya_false_cw.htm; SHARON A. SQUASSONI & ANDREW FEICKERT, CoNG. REsEARCH SERV., RS21823, 
DISARMING LIBYA: WEAPONS OF MASS DESTRUCTION (Apr. 22, 2004). 

146. OPCW. Conference of the States Parties, Decision: Extension of the Intermediate and Final 
Deadlines for the Destruction by the Libyan Arab Jamahiriya of its Category I Chemical Weapons, 
C-14/DEC.3 (Dec. 2, 2009), available at http://www.opcw.org/index.php?eID=darn_frontend_push& 
docID= I 3625 (revising an earlier extension granted to Libya by C-11 /DEC.15, December 8, 2006, and 
fixing May 15, 20 l l as the final date for destruction of all Libyan CW). Libya's CW destruction 
operations began in October 2010; they were temporarily halted in February 2011 because of the failure 
of a heating component in the plant's mobile neutralization unit. The outbreak of violence, and the 
enforcement of subsequent United Nations sanctions, then prohibited the delivery of necessary replace
ment parts. Daniel Homer, Accord Reached on CWCs 2012 Deadline, 42.1 ARMS CONTROL TODAY, 
Jan/Feb. 2012, at 38; DG 20 I l Statement, supra note 65, <)134; OPCW, Executive Council, Draft Repon 
of the OPCW on the Implementation of the Convention on the Prohibition of 1he Development, 
Production, S1ockpiling and Use of Chemical Weapons and on Their Destruction in 2011, EC-69/3 
(July 11, 2012), at 5; OPCW, Conference of the States Parties, Report of the OPCW on the lmplemen1a
tion of the Convention on the Prohibition of the Development, Production. Stockpiling and Use of 
Chemical Weapons and on Their Destruction in 2010, C-16/4 (Nov. 30, 2011). <j[l.8. 

147. Note by the OPCW Technical Secretariat, Update on the Destruction by the Libyan Jamahiriya 
of Its Chemical Weapons Stockpiles, EC-64/S/2 (Apr. I, 2009) (including letter from Libyan authorities 
and response from the Director-General of the OPCW); The OPCW and Libya. OPCW WEBSITE, 
http://www.opcw.org/the-opcw-and-libya/; OPCW, Conference of the States Parties, Decision: Exten
sion of the Final Deadline for the Destruction by Libya of Its Category 1 Chemical Weapons, 
C-16/DEC.3 (Nov. 29, 201 l), available at http://www.opcw.org/index.php?elD= dam_frontend_push& 
docID= 15212. 

During this period there was also significant concern that the Gaddafi regime might attempt to use its 
stockpile of CW against the insurgents, or might fail to secure the inventory, allowing weapons to be 
stolen. Jay Solomon, U.S. Fears Tripoli May Deploy Gas as Chaos Mounts, WALL ST. J., Feb. 24, 20 l l, 
at l 5; Rebels Increasingly Fear Qadhafi May Use Toxins, GLOBAL SEC. NEWSWlRE, Jan. 6, 2012. 
http://www.nti.org/gsn/article/rebels-i ncreasingl y-fear-qadhafi-may-use-toxi ns; R. Jeffrey Smith, Gad.d
aft Could Turn to Libya'.r Mustard Gas Stockpile, Some Officials Fear, WASH. PosT, Mar. 19, 2011, at 
A 16; Jean Pascal Zanders, Uprising in Libya: The False Specter of Chemical Wa,fare. WMD JUNCTION, 
May 19, 201 1, http://wmdjunction.com/ 110519 _libya_false_cw.htm; Martin Matishak, Libyan Chemi
cal Materials a Proliferation Threal, U.S. Commander Says, GLOBAL SEC. NEWSWIRE, Sept. 15, 2011, 
http:/ /www.nti.org/ gsn/article/1 i by an-chemical-material s-a-proJ ifera t ion-threat-us-commander-says. 
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had illegally secreted away from OPCW authorities. 148 

The original CW destruction faci1ity has now been repaired, and additional 
work on improving the infrastructure and security arrangements is underway; 
destruction operations should resume in March 2013, to deal with both the 
original residual and the newly discovered detritus, under OPCW monitoring. 
But it is clear that the April 29, 2012 deadhne was not met, and the current 
projections indicate that the new government of Libya will not finish the job 
until December 2016. 149 

Finally, Iraq, which did not join the CWC until February 12, 2009, declared 
possession of an unspecified quantity of CW, entombed in two large under
ground bunkers at Muthanna that had been bombed by U.S. and coalition forces 
during the 1991 Gulf War. Because of the highly unstable condition of the 
bunkers, no inventory of the CW remains has been undertaken, and it is still 
undetermined how, when, or even whether, orderly excavation, recovery and 
destruction operations may be safely initiated. 150 

148. Chris Schneidmiller, Libya Sets Schedule for Eliminating Chemical Weapons, GLOBAL SEC. 
NEWSWIRE, May 31, 2012, http://www.nti.org/gsn/article/libya-sets-schedule-for-completing-chemical
weapons-disposal; Daniel Horner, Libya Sets Date 10 Destroy Chemical Arms, 42.5 ARMS CONTROL 
TODAY, June 2012; Details Emerge Abour Undeclared Libyan Chemical Arms, GLOBAL SEC. NEWSWIRE, 
Nov. 2, 2011, http://www.nti.org/gsn/article/details-emerge-about-undeclared-libyan-chemical-anns; Chris 
Schneidmiller, OPCW Verifies Secret Libyan Chemical Arms, GLOBAL SEC. NEWSWlRE, Jan. 20, 2012, 
http://www.nti.org/gsn/article/opcw-veri fies-secret-Ii byan-chemical-arrns; CWC PROH_IBITtON REPORT, su
pra note 60, at 10-13. 

149. Chris Schneidmiller, Libya Sets Schedule for Eliminating Chemical Weapons, GLOBAL SEC. 
NEwswrRE, May 31, 2012, http://www.nti.org/gsn/article/libya-sets-schedule-for-completing-chemical
weapons-disposal/; UzUmcU May 22, 2012, supra note I 04, at 3-4; Chris Schneidmiller. Libya Moves to 
Resume Chemical Weapons Disposal, GLOBAL SEC. NEWSWIRE, Apr. 24, 2012, http://www.nti.org/gsn/ 
article/un-probing-2009-north-korean-attempt-export-reagents-syria; Statement by the Libyan Delega
tion at the 661

h Session of the Executive Council, OPCW, EC-66/NAT. I 7, Oct. 4, 2011, available at 
http://www.opcw.org/index.php?eID=dam_frontend_push&docID= 15168; Xiaodon Liang, OPCW Chief 
Eyes Libyan Chemical Stocks, 41.8 ARMS CONTROL TODAY, Oct. 2011, at 30; Daniel Horner, OPCW 
Prepares for More Libya Inspections, 41.10 ARMS CONTROL TODAY, Dec. 2011, at 32: S.C. Res. 2017, 
U.N. Doc. S/RES/2017 (Oct. 3 1, 2011 ); DG 2011 Statement, supra note 65. 113 (reporting that OPCW 
inspectors reentered Libya in November 201 I and Lhat all declared CW stocks were secure). 

150. Jonathan B. Tucker, Iraq Faces Major Challenges in Destroying Its Legacy Chemical Weapons. 
CENTER FOR NoNPROUFERATtON STUDIES (Mar. 4, 20 I 0), http://cns.miis.edu/stories/ I 00304_iraq_cw _legacy. 
htm (stating that Bunker 13 contains thousands of sarin-filled rockets, which are damaged, unstable, 
and leaking; Bunker 41 is in better condition; it was used to entomb contaminated materials and 
artillery shells; there are no complete records about exactly what is contained in the two bunkers, and 
any assessment and destruction operations would be difficult expensive, and hazardous); John Hart & 
Peter Clevestig, Reducing Security Threats from Chemical and Biological Materials, SJPRI YEARBOOK 
2010, STOCKHOLM INT'L PEACE RESEARCH INST., ch. 10, at 389,397 (2010), http://www.sipri.org/yearbook/ 
20 JO/IO; Walker, supra note 2; Chemical-Weapon Destruciion Plan Proceeding in Iraq, GLOBAL SEC. 
NEWSWIRE, Sept. 8, 201 I, http://www.nti.org/gsn/article/chemical-weapon-destruction-plan-proceeding
in-iraq/; Iraq to Receive British Aid in Eliminating Chemical Arms Leftovers, GLOBAL SEC. NEWSWIRE, 
July 31, 2012, http://www.nti.org/gsn/article/iraq-get-british-aid-eliminating-chemical-arms-remnants/; 
Statement by H.E. Ahmed Bamemi, Head of the Dep't of Int'l Orgs. and Cooperation in the Iraqi 
Ministry of Foreign Affairs, at the I 61h Session of the Conference of the States Parties, OPCW, 
C-16/NAT.26, Nov. 28, 20 l I, available at http://www.opcw.org/index .php?eID=dam_frontend 
_push&docID= 15240; DG 20Jl Statement, supra note 65, <j{<Jl48-49; ewe PROHIBITION REPORT, supra 
note 60, at 9-J 0; OPCW, Executive Council, Draft Report of the OPCW on the Implementation of the 
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In addition, U.S. and U.K. forces in Iraq recovered 4530 olden (pre-1991) 
Iraqi chemical weapons during the interval between the end of major combat 
operations in 2003 and Iraq's accession to the ewe in 2009. These included 
degraded artillery projectiles loaded with sarin and mustard, which the occupy
ing forces took custody of, examined, and destroyed, in order to preclude their 
use by insurgents or terrorists. These operations were eventually disclosed to the 
Iraqi authorities and to the OPCW, but the ewe provisions for transparency in 
CW destruction operations were not followed- the U.S. position was that the 
treaty was simply inapplicable to combat-related recovery operations of this sort 
undertaken on the territory of a non-party. Iran, on the other hand, has charged 
the United States and United Kingdom with violating their treaty commit
ments - citing a party's obligation to declare CW "located in any place under its 
jurisdiction and contro1" 151 

- and has invoked the CWC's procedures for clarifi
cation and dispute-resolution. 152 

Beyond all this, it should be noted that other ewe-related chemical weapons 

Convention on 1he Prohibition of the Development, Production, Srockpiling and Use of Chemical 
Weapons and on Their Des/ruction in 2011, EC-69I3 (July 11, 2012) at 5, available at http:// 
www.opcw.org/index.php?eID=dam_frontend_ push&docID= J 5580; OPCW, Conference of the States 
Parties, Report of rhe OPCW on the implementation of the Convention on the Prohibition of the 
Development, Producrion, Stockpiling and Use of Chemical Weapons and on Their Destruction in 2010, 
C-16/4 (Nov. 30, 2011) 9[1.7, available at http://www.opcw.org/index.php?eID=dam_frontend_ 
push&docID= 15278. 

Because Iraq joined the CWC after the treaty's initial ten-year destruction period had expired, it is 
obligated to destroy its CW "as soon as possible," pursuant to an order of destruction determined by the 
Executive Council. CWC, supra note I , art. lV.8; Statement by Robert P. Mikulak, U.S. Ambassador, at 
56th Session of the Executive Council, OPCW, EC56/DG I 0, Apr. 21, 2009, available at http://www. 
opcw.org/index.php?eTD=dam_frontend_push&docID= 12961 (referring to the " uncharted territory" 
the Executive Council must enter, in establishing a destruction timetable for lraq's CW). 

151. CWC, supra note 1, arts. Ifl. l.a.i.; IV.! ; IY.9. 
152. OPCW, Conference of the States Parties, The Islamic Republic of Iran '.~ View and Concern 

Over the Discovery and Destruction of Chemical Weapons by the United States and the United 
Kingdom in Iraq, C-15/NAT. l (Nov. 29, 20 I 0), available at http://www.opcw.org/index.php?eID=darn_ 
frontend_push&docID= 14263; OPCW, Conference of the States Parties, Sratement by Iran at rhe J5'h 
Session of the Conference of rhe Stares, C-15/NAT. I 5, (Nov. 29, 2010), available ar http://www.opcw.org/ 
index.php?eID=dam_frontend_push&doclD= 14264; OPCW, Conference of the States Parties, United 
States of America, Response to the Communication of a Member State, C-15/NAT.7 (Nov. 30, 20 I 0); 
Statement by Robert P. Mikulak, U.S. Ambassador, at 69th Session of the Executive Council. OPCW, 
EC-69/NAT.15, at 3, July 11, 2012; Jonathan B. Tucker. Traq Faces Major Challenges in Destroying Its 
Legacy Chemical Weapons, CENTER FOR NONPROLIFERATION STUDIES (Mar. 4, 2010), http://cns.miis.edu/ 
stories/100304_iraq_cw_legacy.htm; Letter from John D. Negroponte, Dir. of Nat'I Intelligence. to the 
Hon. Peter Hoekstra, Chairman, Pennanent Select Comm. on Intelligence, U.S. House of Representa
tives, providing declassified ''Key Points" from a National Ground Intelligence Center report on the 
recovery of chemical munitions in Lraq (June 21, 2006); Mikulak July 12, 201 1 Statement, supra note 
99, at 5 (noting that Iran has alleged that the U.S. and U.K. actions were inconsistent with the CWC, 
but in the U.S. view, the prompt seizure, analysis and destruction of these weapons were necessary to 
support the object and purpose of the Convention. Extensive exchanges of communications between 
lran and the United States and United Kingdom have not resolved the issue); U.S. DEP'T OF STATE. U.S. 
EXERCISES THE RtGHT OF REPLY TO [RAN REGARDING THE RECOVERY AND DESTRUCTtON OF PRE-1991 CHEMICAL 

WEAPONS tN lRAQ (Dec. 23, 2011), http://www.state.gov/t/avc/rls/179692.htm; John Hart & Peter Cleves
tig, Reducing Security Threats from Chemical and Biological Marerials, STPR1 YEARBOOK 2011, 
STOCKHOLM lNT'L PEACE RESEARCH INST., at 389, 398 (2011 ), http://www.sipri.org/yearbook/20 I 1/09. 
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destruction operations are ongoing, but are beyond the scope of this article. Old, 
abandoned, obsolete, and deteriorated chemical weapons and their components 
routinely turn up in unrecognized land and water dump sites in Europe, Austra-

d d . d f . 153 lia, the United States, and elsewhere an are 1spose o as toxtc waste. 
Likewise, Japan has accepted the responsibility for findi ng, recovering, and 
destroying hundreds of thousands of chemical weapons it abandoned in China 
during and after World War II. 154 This is an undertaking of monumental scope, 
and China has complained that Japan has fallen far behind the promjsed 
schedule. 155 Disqu iet over this unfulfilled commitment may become politically 
linked to any OPCW resolution of the U.S. and Russian CW destruction 
deadline. 156 However, because the CWC treats these two kinds of issues 
separately 157 

- the obligation to destroy current inventories of functional chemi
cal weapons is an even more urgent task than the obbgation to deal with old and 
abandoned weapons, which pose a serious safety and environmental danger, but 
not a risk of use jn chemical warfare - this article will not substantively address 
the latter set of issues. 

In sum, the CWC's global "box score" to date indicates that as of April 29, 
2012, about 51,128 metric tonnes of CW agent stocks had been destroyed, 

l 53. Walker, supra note 2 (noting that in 2009, thirteen slates had reported recovery of 87,000 old 
chemical weapons awaiting destruction); Bob Drogin, Digging Up Chemical Weapons in D.C., L.A. 
T1MES, May 10, 2010, at I (discussing World War T era chemical weapons unearthed in the Spring 
Valley area of Washington, D.C.); Stuart Cumming, Mustard Gas Shells to Be Destroyed, THE 
CHRONICLE, June 9, 20 I 0, at 11 (] 44 mustard gas shells recovered near U.S. military base in Australia); 
Paul Walker, Sea-Dumped Chemical Munitions, GLOBAL GREEN, Nov. 11, 20] 0 , (describing tons of CW 
dumped after World War II in ocean areas around the world), http://globalgreen.org/docs/publ ication-168-
1.pdf. 

I 54. Walker, supra note 2 (calling Japan's actions in China "the most serious case of abandoned 
chemical weapons"); STATUS REPORT 2009, supra note 102, 'l[<J[3 l-36; OPCW, Executive Council, 
Decision: Arrangement for the Destruction at the Abandoned Chemical Weapons Mobile Destruction 
Facility of Chemical Weapons Abandoned by Japan on the Territory of the People 's Republic of China, 
EC-61/DEC.2 (June 29, 2010), available at http://www.opcw.org/index.php?eJD=dam_frontend_ 
push&docTD= 13876; OPCW, Ceremony Marks Start of Destruction of Chemical Weapons Abandoned 
by Japan in China (Sept. 8, 20 I 0), http://www.opcw.org/news/article/ceremony-marks-start-of
destruction-of-chemical-weapons-abandoned-by-japan-in-ch.ina/; D G 2011 Statement, supra note 65, 
'l[50 (noting that Japan has destroyed 35,203 chemical weapons abandoned in Nanjing, China, 74.6% of 
the total identified there). 

155. Uztimci.i May 22, 2012, supra note 104, at 5-6; Mike Brombach, Abandoned Chemical 
Weapons in China: The Unresolved Japanese Legacy, GLOBAL GREEN (May 2011 ), http://globalgreen.org/ 
docs/publication-183-1.pdf; Shari Oliver & Stephanie Lieggi, Program to Clean-up Abandoned Chemi
cal Weapons in China Moves Sluggishly, WMD INSIGHTS (June 2008). http://cns.miis.edu/wmd_insights/ 
WMDlnsights_2008_06.pdf; Japan on Abandoned Chemical Weapons, GLOBAL SEC. NEWSWlRE, Jan. 23, 
2009, http://www.nti.org/gsn/article/china-presses-japan-on-abandoned-chemical-weapons/; OPCW Coun
cil Backs Deadline Extension for Destroying Japanese Chemical Weapons in China, GLOBAL Sec. 
NEWSWIRE, Feb. 16, 20 12, http://www.nti.org/gsn/article/opcw-backs-deadline-extension-destroying
cbemical-anns-chi na/. 

156. Brombach, supra note 155. at 25. 

I 57. See CWC, supra note 1. art. I.2 (obligation lo destroy all CW a party owns or possesses or 
located at a place under its jurisdiction and control) and 1.3 (obligation to destroy CW abandoned on the 
territory of another party) and Annex on T mplementation and Verification, Part IV(A) (destruction of 
chemical weapons) and Part IY(B) (destruction of old and abandoned CW). 
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reaching 73.64 percent of the worldwide goal. This also amounts to 3.95 million 
of the 8.67 million declared CW munitions and containers subject to the treaty 
(45 .56 percent).158 Three of the seven declared "possessor states" had com
pleted the process of destroying their inventories (two of them doing so on 
time). The other four are, and will continue for some time to be, in arrears. 

IV. POLITICAL REMEDIATION EFFORTS TO D ATE 

For several years, the basic U.S. strategy for dealing with the "2012 problem" 
was fairly low-key; the effort was generally to deflect attention from the 
forthcoming inevitability, and to display the ugly projections about the future 
CW destruction timetable mostly via "unofficial" or "infonnal" presenta
tions. 159 Some of this modesty in public affairs sprang from a simple desire not 
to trigger international political controversy before it was unavoidable (why 
deal with tomorrow's problems today?) and some of it emerged from apprehen
sion that premature clarity about the corning failure to meet the 2012 deadline 
could be interpreted as an "anticipatory breach" 160 of the treaty, immediately 
triggering other parties' responsive rights, as elaborated in Part V below. 

More recently, in more overt recognition of its plight, the United States has 
instituted several noteworthy efforts at political course correction ( or at least 
transparency), to reassure its treaty partners of its continuing good faith and 
principled commitment to the CWC, 161 including: 

158. Oziimcii May 22, 2012, supra note I 04, at 2; OPCW, Demilitarisation, http://www.opcw.org/our
work/demilitarisation; OPCW, Executive Council, Draf1 Reporl of 1he OPCW on 1he Implementation of 
1he Convention on the Prohibi1ion of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on Their Des/ruction in 201 I, EC-69/3, July 11, 2012, at 48, available at http://www.opcw. 
org/index.php?elD=dam_frontend_push&docID= 15580 (summarizing, by type of chemical agent, the 
amount of CW destroyed by the end of 20 I l). 

159. Supra notes 99-100 (citing U.S. statements to OPCW organs regarding the anticipated timetable 
for U.S. CW destruction operations in 2006 and thereafter). The June 28, 2011 letter from Secretary of 
Defense Robert M. Gates was the first "official" top level statement of the U.S. inabiLity to meet the 
2012 deadline. See Gates Letter, infra note 165. 

I 60. The Vienna Convention on the Law of Treaties, discussed infra, text accompanying notes l 92 
et seq. does not explicitly employ the concept of "anticipatory breach," but includes within the 
definition of "material breach·' a "repudiation•· of a treaty. Vienna Convention on the Law of Treaties, 
May 23, 1969, 1155 U.N.T.S. 33 1 [hereinafter Vienna Convention], art. 60.3.a. It is unclear whether 
under international law, a treaty party"s announcement of a forthcoming inability to perform the 
obligations of a treaty, accompanied by a commitment to pursue the treaty's ultimate objective, would 
amount to a "repudiation" of the agreement. See MOHAMMED M. GOMAA, SUSPENSION OR TERMTNATION OF 
T REATIES ON GROUNDS OF BREACH 26-28, 123 (1996) (arguing that article 60 "does not accommodate 
preemptive or preventive measures." so only any actual breach, not a potential breach, is relevant); THE 
YtENNA CoNVENTlONS ON THE LAW OF TREATIES 1358 (Olivier Corten & Pierre Klein eds., 2011) 
fhereinafter Corten & Klein]. 

ln domestic U.S. contract law, the cognate concept of anticipatory breach by repudiation does include 
a statement by the obliger that i t will not or cannot. perform the contract without breach, or a voluntary 
act that renders the obliger unable or apparently unable to perform without breach. RESTATEMENT 
(SECOND) OF CONTRACTS §250 (l 979). 

161. See generally Mikulak November 29, 201 1 Statement, supra note 94, at 2 (outlining U.S. 
practices over the prior five and one-half years in keeping the OPCW and CWC parties aware of its 
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• accelerating the destruction process, by leveraging the successful experi
ences from the earliest sites and applying them to the later locations, and 
by providing additional financial incentives to corporations that are 
building and operating the facilities; 

• sustaining full funding for the construction of the final two sites, even in 
an era of extreme financial austerity, enabling the program to proceed 
apace; 162 

• providing frequent, detailed reporting to the OPCW about the progress 
and problems in the demilitarization process, including quarterly presen
tations in The Hague by U.S. governmental officials responsible for 
oversight of the activities; 163 

• hosting OPCW visitors (including the chair and selected members of the 
Executive Council, the Director-General, and representatives of the 
Technical Secretariat) for briefings and tours at the sites where CW 
destruction was occurring and at the sites where construction of the final 
two facilities was underway, to display first-hand the immense chal
lenges, the efforts to overcome them, and the engagement of local 
Citizens Advisory Committees in the process; 164 and 

• reaffirming at the most senior levels the absolute U.S. commitment to 
achieving complete destruction of the CW inventory. Secretary of De
fense Robert M. Gates, 165 Secretary of State Hillary Rodham Clinton, 166 

and other senior officials 167 have made this point with crystalline clarity. 

progress and difficulties in meeting the destruction obligations); Mikulak July 12, 2011 Statement, 
supra note 99, at 2. 

162. QUICK FACTS, supra note 102; Carter letter, supra note J 14. 
163. Mikulak November 29, 201 I Statement, supra note 94, at 2; Mikulak July 12, 2011 Statement, 

supra note 99, at 2; Note by the OPCW Dir.-Gen., Modalities for Implementation of the Obligarion of 
States Parties to Report on Their Destruction Activities During the Exrension Period After 29 April 
2007, EC-49/DG.1 (Mar. 8, 2007) (requiring reports to the Executive Council every 90 days). 

164. OPCW Delegation Visits U.S Chemical Weapons Destruction Facilities and Holds High-Level 
Meetings in Washington D.C., OPCW (Mar. 4. 201 I), http://www.opcw.org/news/article/opcw-delegation
visits-us-chemical-weapons-destruction-facilities-and-holds-high-level-meetings-in/; OPCW, Confer
ence of the States Parties, Decision: Visits by Representatives of the Executive Council, C-11/DEC.20 
(Dec. 8, 2006), available at http://www.opcw.org/index.php?eID=dam_frontend_push&docID= 1196 
(establishing the program for OPCW officials to visit the Russian and U.S. CW destrnction facilities): 
see also National Defense Authorization Act for FiscaJ Year 1993, Pub. L. No. I 02-484, § I 72 
(legislation directing the Anny to establish Citizens' Advisory Commissions). 

165. Robert M. Gates, Letter toAhmet Dzi.imci.i, OPCW Dir.-Gen. (June 28,201 I). 
166. Press Statement, Hillary Rodham Clinton, Sec'y of State, U.S.' Commitment to the Complete 

Destruction of U.S. Chemical Weapons Stockpiles (Oct. 3, 2011), available at http://www.state.gov/ 
secretary/rm/2011/10/174890.htm. 

167. Laura E. Kennedy, U.S. Ambassador to the Conference on Disarmament, Remarks at the USS 
Global Strategic Review Meeting (Sept. 12, 20 I 0), http://geneva.usmission.gov/20 I 0/09/12/remarks-by
ambassador-kennedy-at-the-iiss-meeting; Mikulak Nov. 29, 2011 Statement, supra note 94, at 2; 
Mikulak July 12, 2011. Statement, supra note 99, at 2; Statement by Robert P. Mikulak, U.S. 
Ambassador, at 66th Session of the Executive Council, OPCW, EC-66/NAT. I 9, at 1-2. Oct. 4, 20ll 
[hereinafter Mikulak Oct. 4. Statement]; Statement by Ambassador Robert P. Mikulak, United States 
Delegation to the OPCW at the 641h Session of the Executive Council, EC-64/NAT.5, May 3, 201 I. at 1. 
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The United States has explained that its inability to meet the treaty deadline is 
due to the delays (perhaps foreseeable in principle, but impossible to circum
vent nonetheless) in incorporating the novel, untried neutralization technologies 
at the final two sites. 168 Compounding the difficulty, the United States adds, is 
the CWC's completely appropriate insistence that a party's chosen destruction 
methodology must "assign the highest priority to ensuring the safety of people 
and to protecting the environment," 169 and must be undertaken in full interna
tional transparency, with punctilious monitoring by OPCW experts. 170 Despite a 
commitment of over $38 billion, developing a viable method for solving that 
multi-variant equation has simply taken longer than anticipated, and now, 
unfortunately, cannot reasonably be accelerated sooner than 2023. 

To date, the strongest resistance to the U. S. approach has come from Iran. 
Iranian authorities have not blinked at labeling the United States and Russia as 
moving into "non-compliance" and "blatant contradiction with the obbgations" 
of the ewe, and have argued that those countries "should be held account
able." 171 Teheran has asserted that it is not acceptable to conclude simply that 
those CW possessor states are "well-intentioned"; the rest of the treaty parties 
cannot "take it lightly, and forget about recognizing non-compliance."172 Iran 
has rejected the effort to resolve the problem through a low-key "political" 
process, but insisted upon invoking the "legal" remedies of the ewe, including 
the judgment that such a "breach" of the convention should be brought formally 

168. Mikulak Nov. 29, 2011 Statement, supra note 94, at 2, 5; Mikulak July 12, 2011 Statement, 
supra note 99, at 2; Mikulak Nov. 29, 20 IO Statement, supra note 100, at 3-4. 

l 69. ewe, supra note I, art. IV. LO. The importance of this provision is underscored by the fact that 
the treaty essentially repeats it two more times: in article V.11 (regarding destruction of CW production 
facilities) and article VIJ.3 (concerning national implementation of ewe obligations). Notably, the 
ewe specifies that in conducting the destruction operations, each party is to confonn to "its national 
standards for safety and emissions." Id. arts. TY.IO, Y.11; see also KRUTZSCH & TRAPP, supra note 19 at 
119 (summarizing numerous CWC provisions regarding envirnnmental protection). 

170. ewe, supra note 1. art. TY.3,4,5. 
171. Statement by H.E. Mr. Kazem Gharib Abadi, Ambassador and Pennanent Representative of the 

lslamk Republic oflran, at the 64th Session of the Executive Counci l, OPeW, Ee-64/NAT.1 O, May 3, 
201 I [hereafter Abadi Statement]; see also Statement by H.E. Mr. Kazem Gharib Abadi, Ambassador 
and Permanent Representative of the Islamic Republic of Iran, at the 65tl1 Session of the Executive 
Council, OPeW, EC-65/NAT. l 3, July 12, 2011, available at http://www.opcw.org/index.php?eID = dam_ 
frontend_push&docID= 15022. 

172. Abadi Statement, supra note 171, at 2; Statement by lran at the I 5th Session of the Conference 
of the States, OPCW, C-15/NAT. l 5, Nov. 29, 2010, available at hnp://www.opcw.org/index.php?eID = 
dam_frontend_push&docID= 14264 (asserting that timely destruction of the CW stocks cou ld be 
accomplished, if the United States and Russia allocate "required funds, good will and strong determina
tion," because "[a]s the saying goes, if there is a will, there is a way"); see also Mikulak Nov. 29, 2011 
Statement, supra note 94, at 5 (rejecting Tran's accusation that the United States is deliberately violating 
the CWC). 
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to the attention of the United Nations Security Council and General Assem
bly.113 

Iran has reminded the parties that it was the victim of widespread CW use not 
that long ago ( during its I 980s war with Iraq), and warned that, "The continued 
existence of even one chemical bomb wi11 compromise the international peace 
and security and the nightmare of employment of such destructive and lethal 
weapons will be perpetuated." 174 Iran calls its position one of "principle," 
founded in respect for the credibility and integrity of the CWC. I75 Similar 
critical sentiments - although perhaps more muted rhetoric - might also be 
expected from countries such as India, Pakistan, China, and Cuba, although 
observers anticipated that [ran would be "quite isolated" if it sought to impose 
meaningful sanctions. 176 

One important climax to these debates came in the November-December 
2011 meeting of the Conference of the States Parties, which adopted a "Deci
sion" regarding the impending April 29, 2012 deadline. 177 That instrument 
failed to attract "consensus," the Conference's preferred mode of decision
making, but won a 101- 1 vote, with Iran as the sole nay-sayer. 178 It followed 
more than two years of intense consultations under the aegis of successive 
chairs of the Executive Council, with informal negotiations and meticulous 

173. Daniel Horner, ewe Parties Wrestle with 2012 Deadline, 41.8 ARMS Co~OL TODAY, Oct. 
20 I I, at 38; UN. Should Address Chemical Weapons Disposal Deadline Busting: Iran, GLOBAL SEC. 
NEWSWIRE, Oct. 6, 20 11 , http://www.nti.org/gsn/article/un-should-address-chemical-weapons-disposal
deadline-busting-iran/. 

174. Abadi Statemenl, supra note 171. at 2. 
175. Id. 
176. See Statement by Kenya on Behalf of African Group of States at the 66th Session of the 

Executive Cou ncil, OPCW, EC-66/NAT.9. Oct. 4, 20 I I, available at http://www.opcw.org/fileadmin/ 
OPCW /EC/66/ec66nat09 _e_African_States.pdf; Statement by Aizaz Ahmad Chaudhry, Permanent 
Representative of Pakistan at the 66 th Session of the Executive Council, OPCW, EC-66/NAT. I 5, Oct. 
4, 201 I , available at h1tp://www.opcw.org/fileadmin/OPCW /EC/66/ec66natl 5_e_Pakistan.pdf (gener
ally endorsing what became the December I Decision). Notably, Iran's statements on this point do not 
mention Russia or Libya, but focus entirely on the United States. See also OPCW, Executive Council. 
Statement by Kenya on Behalf of African Group of States at the 66th Session of the Executive Council, 
EC-66/NAT.9, October 4, 2011, and OPCW, Executive Council, Statement by Aizaz Ahmad Chaudhry. 
Permanent Representative of Pakistan at the 66th Session of the Executive Council, Ee-66/NAT.15. 
October 4, 20 1 I (generally endorsing what became the December I Decision). 

177. OPCW, Conference of the States Parties, Decision: Final Exte11ded Deadline of 29 April 2012, 
C- I 6/DEC. I I (Dec. 1, 20 I I), available at http://www.opcw.org/index.php?eID=dam_frontend_push& 
docID= 15220 [hereinafter OPeW December I Decision]; OPeW, Conference of the States Parties, 
Report of the I 6th Session of the Conference of the Slates Parties. 28 Noi•.- 2 Dec. 20 I I. e-16/5 (Dec. 2, 
201 1 ), available at http://www.opcw.org/index.php?eID=dam_frontend_push&doclD= 15231. 

I 78. Daniel Horner, Accord Reached 011 CWC'.s 2012 Deadline, 42.1 ARMS CONTROL TODAY, Jan./ 
Feb. 2012, at 38; Kelle, supra note l 09; see Explanation of Vote on the Draft Decision on Final 
Extended Deadline of 29 April 2012, Statement by H.E. Mr. Kazem Gharib Abadi. Ambassador and 
Permanent Representative of the Islamic Republic of [ran, at the J 6th Session of the Conference of the 
States Parties to the ewe. Nov. 28-Dec. 2, 201 I (no OPew document designator yet issued) 
(expressing Iran's opposition to the December I Decision, explaining that lran is "profoundly doubtful 
of the political will of the US administration," urging that the OPeW document should recognize "the 
situation of non-compliance,'' and contending that the Conference's decision will undermine the 
credibility of the CWC). 
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wordsmithing to balance the competing national interests and perspectives. 179 

The December 1 Decision: 

• recalled the evolution of the problem, with some states timely meeting 
their treaty obligations for destruction of the CW stocks, but the United 
States, Russia and Libya not meeting even the extended final April 29, 
2012 deadline· 1 80 

' 
• noted statements from those three possessor states "underlining their 

unequivocal commitment to their Obligations" under the Convention, 
and "taking note that the inability to fully meet the final extended 
deadline of 29 April 2012 would come about due to reasons that are 
unrelated to the commitment of these States Parties to the General 
Obligations for the destruction of chemical weapons established under 
Article I of the Convention"; 181 

• decided that the destruction of the remaining CW "shall be completed in 
the shortest time possible," 182 in accordance with the Convention's 
provisions, and that the costs of verifying the destruction shall be borne 
by the possessor states; 183 

• decided that each possessor state will submit a detailed plan for the 
destruction of its remaining CW, specifying a planned completion date, 
a schedule for destruction, and a description of the destruction facilities, 
and that each state shall report quarterly to the Executive Council m 
closed session on its progress; 184 

179. In October 2009, the Executive Council requested its chair "to engage in informal consultations 
with interested delegations on how and when to initiate discussion by the Council on issues related to 
meeting the final extended deadlines for the destruction of chemical weapons and 10 keep the Council 
informed of these consultations." Subsequent Conference sessions welcomed these discussions and 
urged that they continue. OPCW, Conference of the States Parties, Report of the 141/r Session of the 
Conference of the States Parties, C-14/5 (Dec. 4, 2009), <J{9.7, available at http://www.opcw.org/ 
index.php?eID= dam_frontend_push&doclD= 13641 (welcoming the EC request "to engage in infor
mal consultations on how and when to initiate discussion by the Council on issues related to meeting 
the final extended deadlines for the destruction of chemical weapons"); OPCW, Conference of the 
States Parties, Report of the 15th Session of the Conference of the States Parties, C-1515 (Dec. 3, 2010), 
<J[9.10, available at hrtp://www.opcw.org/index.php?elD = dam_frontend_push&docID= 14276 (encour
aging the EC to continue the informal consultations); see also Statement of Kenya on Behalf of African 
Group of States at the 66th Session of the Executive Council, OPCW, EC-66/NAT.9 (Oct. 4, 201 1), 
available at http://www.opcw.org/fileadmjn/0PCW/EC/66/ec66nat09_e_African_States.pdf (African par
ties to the Convention largely endorse negotiations on what became the December 1 Decision). 

I 80. OPCW December I Decision, supra note 177, pmbl. Notably, the document does not employ 
the terms "violate," "breach," or even "fail to comply." 

181. Id., pmbl. 
182. ld. <j[3(a). 
183. id. CJ13(b). 
184. id. 'lf3(c)-(d). 
Notably, the key provisions of paragraph 3 of the December I Decision do not employ the verb 

"shall" (which is normally used in connection with legally binding provisions) in describing the 
forthcoming actions of the possessor states, but uses language that is less rigorous, stating what those 
parties "wi 11" do. 
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• decided that the Conference of the States Parties will undertake annua] 
reviews of the implementation of this agreement, with a special session 
at the annual meeting in 2017 ; 185 

• decided that the Director-General will prepare written reports about the 
destruction process to the Executive Council and the Conference, based 
on independent information obtained by the Technical Secretariat from 
OPCW inspectors; 186 

• decided that the issue will be comprehensively addressed at the next 
Review Conference for the Convention; 187 and 

• decided that the possessor states wilJ invite OPCW leadership officials 
to conduct biannual on-site visits at the destruction facilities and to meet 
with parliamentarians and government officials in capitals. I88 

This decision hardly "resolves" the problem - the organization and the parties 
will be grappling with the predicament of lingering CW stocks for years to 
come, including at the treaty's Third Review Conference, April 8-19, 2013. 189 

Nonetheless, it does provide the United States and Russia with quite a favorable 
benchmark: it is a pragmatic, non-confrontational, almost-unanimous posture, 
avoiding stark legal sanctions and harsh political rhetoric. It enables the United 
States and the OPCW to "declare victory" (or at least "success") based upon a 
judgment about the United States "unwavering commitment" to complete the 
task. 190 The organization's Director-General, Ahmet Dziimcti, concluded that: 

States Parties have dealt with this issue with characteristic wisdom and 
sagacity. Their decision to enable the major possessor States to complete the 
task within a reasonable period of time confirms the reputation of the OPCW 
as a cooperative and purposeful multilateral body. Our members have re
mained focused on the mission and what is best to accomplish it. 191 

But is this, overall, the best way to address the problem? 

V. TREATY BREACH 

This part invokes "black letter" international law standards to assess U.S. 
behavior regarding the CWC. The primary document in this area is the 1969 

185. Id. <f3(f). 
186. Id. <J!3(e)-(g). 
187. Id. 13{h). 
188. Id. '13(j). 
189. Kelle.supra note 109. 
190. Ahmet Ozumcil, OPCW Dir.-Gen., Closing Ceremony Remarks at the Chemical Materials 

Agency (May 17, 2012), http://www.opcw.org/index.php?elD = dam_frontend_push&docID= 1541 0. 
191. Statement by Ahmet Ozumcu, OPCW Dir.-Gen., at Remembrance Day for All Victims of 

Chemical Warfare, Apr. 26, 2012, http://www.opcw.org/index.php?elD=dam_frontend_push&doclD = 
15379. 
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Vienna Convention on the Law of Treaties (YCLT), 192 widely accepted as the 
authoritative international law source regarding the negotiation, implementa
tion, interpretation, and tem1jnation of international agreements. Four primary 
questions are presented: (1) Does U.S. behavior amount to a "material breach" 
of the CWC?; (2) If so, may the U.S. actions nonetheless be excusable under 
any of several plausible doctrines available under general international law?; 
(3) In the alternative, is any relief available due to a peculiar tension between 
disparate obligations of the CWC?; and ( 4) If there is a breach, what remedies 
or responses may be available to other states who regard themselves as injured 
by the American failure to meet the treaty deadline? 

The analysis begins with observance of the time-honored principle of pacta 
sunt servanda, requiring that agreements must be kept; binding treaty commit
ments must be honored. 1.

93 This maxim is perhaps the most fundamental 
proposition of the international community; the Restatement of the Law of 
Foreign Relations concludes that it "lies at the core of the law of international 
agreements and is perhaps the most important principle of international law." 194 

In furtherance of this notion, the Vienna Convention asserts that a treaty must 
be performed "in good faith" 195 and that "[a] party may not invoke the provi
sions of its internal law as justification for its failure to perform a treaty." 196 

Excuses for non-performance, largely akin to the excuses for non-performance 
of a contract under the domestic law of many states, are few and rarely 
invoked. 197 

Of particular note, the longstanding official American position regarding 
compliance with arms control agreements in general, and with the CWC in 
particular, stakes out an appropriately "high road": "The United States believes 

I 92. Vienna Convention, supra note 160. The United States has signed, but not ratified, the Vienna 
Convention, and has accepted many of its provisions as reflective of customary international law, 
binding even upon non-party states. RESTATEMENT (THIRD) OF FoRElGN RELATIONS LAw: Int'] Agreements, 
lntro. Note ( I 987); see also Gabcikovo-Nagymaros Project (Hung. v. Slovak.). 1997 l.C.J. 7, <J[46 (Sept. 
25) (the International Court of Justice accepts key provisions of the Vienna Convention as statements of 
customary international law). 

193. Vienna Convention, supra note 160, art. 26; see also id. pmbl. <J[3 (noling that the rule of pacta 
sum servanda is "universally recognized''); MARK E. V1LLJGER, COMMENTARY ON THE 1969 VIENNA 
CONVENTION ON THE LAW OFTREATLES 361-368 (2009); ANTHONY AUST, MODERN TREATY LAW AND PRACTICE 
178-181 (2d ed. 2007); Kirsten Schmalenbach, Pacta Sunt Servanda, in V1ENNA CONVENTION: ON THE 

LAW OF TREATIES: A COMMENTARY 427-451 (Oliver Dorr & Kirsten Schmalenbach eds., 2012) [hereinaf
ter Dorr & Schmalenbach) (noting that the norm is "of paramount importance in international 
relations," at 430); Corten & Klein, supra note I 60. at 659-685. 

194. RESTATEMENT (THIRD) OF FOREIGN RELATIONS LAW, supra note 192, §321, cmt. a. 
195. Vienna Convention, supra note I 60. art. 26. See Corten & Klein, supra note 160, at 677-681; 

V1LLIGER, supra note 193, at 367; Schmalenbach, supra note I 93, at 548-549. 
196. Vienna Convention, supra note 160, art. 27. Corten & Klein, supra note 160, at 688-701; 

V1LLIOER, supra note 193, at 369-375; Kirsten Schmalenbach, fnlernal Law and Observance of Treaties, 
in Dorr & Schmalenbach, supra note 193, at 453-473. The CWC, however, does incorporate (in articles 
IV. l O and V.I1) each party's domestic law in requiring conformity to the highest national standards for 
safety of persons and protection of the environment. See infra text accompanying notes 241-24 7. 

197. Vienna Convention, supra note 160, pt. V, §2. 
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that States Parties should be held to their obligations under the CWC, and 
places a high premium upon their compliance both with specific detailed 
declaration and implementation provisions (e.g., Articles III, IV, V, and VII) and 
with the 'general obligations' of Article l." 198 

A. Is the United States in "material breach" of the CWC? The United States 
has consistently declined to characterize its CWC behavior as a breach, viola
tion, or failure to comply, favoring instead more gentle (and diplomatic) vocabu
lary such as simple inability to meet the deadline. 199 Likewise, the other CWC 
parties (with the conspicuous exception of Iran) have avoided critical or conclu
sory language, including dodging the issue in the December l Decision. No 
competent international authority - the International Court of Justice (ICJ), 
U.N. Security Council, or any organ of the OPCW - has reached a judgment on 
the applicability of the term "breach." 

Despite these verbal gymnastics, however, nothing could be clearer than trus 
prominent transgression: the Convention requires that all chemjcal weapons 
must be destroyed by April 29, 20 12; the United States nonetheless continues to 
possess chemical weapons after that date - ipso facto, there is an ongoing 
violation. 

International law, however, differentiates between a "material breach" of a 
treaty and other, less consequential violations; which variety is present here? 
The VCLT defines the relevant legal term with only a parsimonious measure of 
clarity: a material breach of a treaty consists in "[t]he violation of a provision 
essential to the accomplishment of the object or purpose of the treaty. "200 The 

198. STATE COMPLIANCE REPORT OF 20 I 0, supra note 60, at 4. 
199. See, e.g., Mikulak Nov. 29, 20 11 Statement, supra note 94, at 2 (noting "the likelihood that the 

United States and Russia will miss the 29 April 2012 final extended deadline for the complete 
destruction of their chemical weapons stockpiles"); Mikulak July 12, 20 l l Statement, supra note 99, at 
2 (noting that "the United States does not expect to complete destruction by 29 April 2012"). 

200. Vienna Convention, supra note 160, art. 60.3(b); see also REsTATEMENf (THIRD) OF FOREIGN 
RELATIONS L AW, supra note 192, §335; GOMAA, supra note 160, passim: IAN Su,CLAIR, THF. V1£NNA 
CONVENTION ON THE LAW OF TREATIES 190 (2d ed. 1984) (explaining that to be "material,'' the breach 
must concern a maner of fundamental imponance to the treaty, but need not necessarily touch upon its 
"central" purposes); Frederic L. Kirgis, Jr., Some Lingering Questions about Article 60 of the Vie,ma 
Convention on the Law of Treaties, 22 CoRNcLL TNT'L L.J. 549, 552 () 989) (stating that The I nterna
tional Law Commission concluded that a provision considered by a party to be essential to the effective 
execution of the treaty may have been material in inducing that state to join the treaty, even if the 
provision was of an ancillary character); David S. Jonas & Thomas N. Saunders, The Object and 
Purpose of a Treaty: Three Interpretive Methods, 43 VAND. J. TRANSNAT'L L . 565 (2010): Corten & 
Klein, supra note 160, at 1350-1 378; VtLLJGER. supra note 193, at 742-746; AusT, supra note 193. at 
295-296; Schmalenbach, supra note 193, at 545-549: Thomas Giegerich, Tennination or suspension of 
the operation of a treaty as a consequence of its breach, in D 01T & Schmalenbach, supra note 193, at 
I 029; VLF LINDER FALK, ON THE INTERPRE1ATION OF T REATIES: THE MODERN INTERNATIONAL LAW AS 
EXPRESSED IN flff 1969 VIENNA CONVENTION ON THE LA\\ OF TREATIES 203-234 (2007); RICHARD K . 
GARDINER, TREATY INTERPRETATION 189-202 (2008); Application of Interim Accord of 13 Sept. 1995 
(Maced. v. Greece), Judgment, <n<R162- 163 (Dec. 5, 2011 ). http://www.icj-cij.org/docket/files/l42/ 
16827.pdf (finding that M acedonia's violation of the agreement with Greece did not amount to a 
material breach); Kirgi),, supra note 200, at 550 (treating article 60 as a reflection of customary 
international law). 
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VCLT offers no further elaboration of the term "object or purpose." 
Certainly, not every manifest or serious breach of a treaty rises to the level of 

"material"; it is an intensely fact-based judgment. The United States, for 
example, has criticized other CWC parties for failing to comply with the 
Convention's mandates to designate a "National Authority" as the responsible 
point of contact for the Organization; to adopt necessary domestic legislation to 
implement the Convention as part of their internal law; and to emplace appropri
ate administrative measures to control international transfers of regulated chemi
cals.20t Still, the United States has not applied the "breach" or "material breach" 
designators to these violations, and has not sought to enforce the corresponding 
remedies. This self-restraint reflects both political and legal strategy, but does 
not much inform a judgment about whether a persistent failure to meet the 
fundamental CW destruction deadline would appropriately be deemed "mate
rial." (The consequences of the distinction between a material breach and a 
lesser violation, in terms of the legally available remedies, are considered 
further in section d, infra.) 

It is important to observe at this point that the United States and Russia are 
behaving in good faith, and are not seeking or attaining any military advantage 
by exceeding the 2012 deadline. The two states are not being sneaky, are not 
attempting to nullify the CWC by subterfuge or evasion, and are not trying to 
retain operational CW arsenals for any longer than necessary (although Iran has 
expressed doubts about U.S. bona tides in this regard).202 In this sense, their 
behavior is much less threatening and legally offensive than that of Libya's 
Gaddafi, who deliberately concealed militarily significant quantities of func
tional chemical weapons, with the intention of retaining a covert, illicit capabil
ity. 

But "good faith" alone is not a complete escape; indeed, no mens rea concept 
is included in the VCLT definition of "material breach." The fact that a treaty 
party is not being deliberately malicious, and is neither seeking nor achieving a 

Domestic U.S. contract law incorporates a similar distinction. A "material breach'' of a contract 
consists of a failure of performance that is sufficiently substantial to discharge the contract; a lesser 
violation would leave Lhe contract intact, and afford the injured party a claim for damages or other 
compensation due Lo the shortcomings. RESTATEMENT (SECOND) OF CONTRACTS §237, cmt. d, §241 ( 1981 ). 

201. STATE COMPLIANCE REPORT OF 20 I 0, supra note 60. at 4; see also OPCW TODAY, Vol. 1, No. L 
Apr. 2012, p. 28 (reporting numbers and percentages of CWC parties who had not yet completed the 
required implementation steps); Statement by Robert P. Mikulak, U.S. Ambassador, at 68m Session of 
the Executive Council, OPCW, EC-68/NAT.l5, May I, 2012 [hereinafter Mikulak May I, 2012 
Statement] (saying the United States is "seriously concerned" that CWC requirements for national 
implementation have not been met by all parties). Arguably, these violations could legitimately be 
characterized as ·•material.'' especially if they resulted in behavior that contravened a central purpose of 
the CWC, such as by allowing a state to evade its treaty obligations through the subterfuge of operating 
through a private citizen or corporation, or by interfering with the OPCW's ability to exercise its 
functions inside the territory of that state. Moreover, these breaches are entirely within the political 
control of the state; there are no technical impediments that complicate compliance with these CWC 
obligations, as there are with the requirement to destroy the CW on time. 

202. See Iran's statements, supra notes 171-75. 
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significant benefit from its violation, is surely relevant. But its behavior may 
nonetheless amount to material breach, where it is sufficiently important, persis
tent, and large scale to defeat the original interests and legitimate negotiating 
expectations of its treaty partners. 203 

Looking first to the importance of the provision in question, as directed by 
the Vienna Convention, the negotiators' goals in creating the CWC, to preclude 
forever the possibility of use of CW by ensuring the complete elimination of all 
parties' CW stocks, are manifest by: 

a) the title of the treaty ("Convention on the Prohibition of the Development, 
Production, Stockpiling and Use of Chemical Weapons and on Th~i r 
Destruction"204· 

' 
b) the inclusion in the treaty's preamble of a concluding paragraph explaining 

that the parties are "[c]onvinced that the complete and effective prohibition 
of the development, production, acquisition, stockpiling, retention, transfer 
and use of chemical weapons, and their destruction, represent a necessary 

d h h. f h b. . ,,20s d step towar st e ac 1evement o t ese common o ~ecuves, : an 

c) the treaty's very blunt mandate for,206 and the elaborate and detailed 
mechanisms governing, the destruction of parties' CW,207 including the 
precise interim deadlines specified in the above-noted "order of destruc
tion,"208 and the insistence that the fi nal dead line for elimination of CW 
may be extended one time, but "in no case" any further.209 

In the same vein, the OPCW, responsible for implementing the CWC, has 
unambiguously affirmed that "[t]he most important obligation under the Conven
tion is the destruction of chemical weapons."210 Even the United States has 

203. Commentators have noted a drafting anomaly in the VCLT definition of material breach. That 
is, the concept is applicable, oa its face, to a violation of a provision essential to the treaty - it appears 
that the critical element is not necessarily how important or fundamental the breach is, but whether it 
contravenes an especially important or fundamental portion of the treaty. However, this oddity may not 
reflect the drafters' true intentions, and has not proven to affect the outcome of any reported cases or 
controversies. See Kirgis, supra note 200, at 552-555; Corten & Klein, supra note I 60, at 1358-1360; 
Giegerich, supra note 200, at I 03 I (stating that not only ''central" provisions of a treaty, but also 
"ancillary" provisions, could be deemed "essential'' for this purpose, and noting that an obstruction of 
the CWC's inspection obligations could therefore qualify as a "material'· breach). 

204. CWC, supra note I, tit (emphasis added). 
205. Id. pmbl <JI IO (emphasis added); see also Report I 04-33, supra note 2, at 2 (asserting that "The 

goals of the CWC are to eliminate the possession of chemical weapons, to reverse chemical weapons 
proliferation, and to preclude any future use of these weapons."). 

206. CWC, supra note I, art. I, <Jl1Il 1-5. 
207. Id. pt. [V(A), Annex on Implementation and Verification, 
208. Id. art. 1V(A)6. 
209. Id. pt. IV(A).C.26, Annex on Implementation and Verification. 
210. OPCW, Our Work: Demilitarization (Oct. 4, 20 I 2), http://www.opcw.org/our-work/demilitarisa 

tion; see also OPCW, Conference of the States Parties, Report of the 2nd Special Session of the 
Conference of the States Parties ro Review rhe Operation ofrhe CWC, 19.4 (2008), http://www.opcw.org/ 
index.php?eID = dam_frontend_push&docID= 1837 (Review Conference reaffim1s that "complete de-
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confirmed that "[t]he destruction of chem_jcal weapons is fundamental to the 
Convention."211 

It might be argued, however, that the parties' true intention was simply to 
accomplish the "elimination" of CW, not necessarily their ''timely elimination." 
Under this view, the specifics of the "order of destruction" would be of 
secondary importance - they are merely a metric, not the goal. From this 
perspective, the principal "object and purpose" of the CWC is to ensure that 
CW destmction is complete; dilatory performance may be accounted as a 
"breach" of the CWC, but not necessarily a "material breach."2 12 

Certainly, the parties could have based the Convention on that sort of 
proposition. They could have exhibited a less fastidious concern with timing, 
and been more relaxed about compliance with a final deadline for CW destruc
tion. But in reality, the negotiators devoted considerable energy and text to 
specifying a schedule. They deliberately combined elements of rigidity (with 
precise benchmarks at the three, five, seven, and ten-year points) with elements 
of flexibility (allowing ex.tensions of specified duration, pursuant to prescribed 
justifications.) They did as much as they could have to demonstrate that the 
cadence was fundamental to their bargain - it could "in no case" run beyond 
fifteen years.213 

In this regard, even ninety percent compliance (which the United States 
achieved before April 29, 2012, and which Russia will reach some time 
thereafter) is insufficient. Especially in the vital realm of arms control and 
national security, merely getting "close" to full conformity is inadequate, and 
the United States, in particular, has long been a vigorous leader in insisting 

struction of chemical weapons ... is essential for the realisation of the object and purpose of the 
Convention" and reaffirms "the importance of the obligation of the possessor States Parties to complete 
the destruction of their chemical weapons stockpiles within the final extended deadlines."); John 
Freeman, The Experience of the Chemical Weapons Convention: Lessons for the Elimination of Nuclear 
Weapons, in ELEMENTS OF A NUCLEAR DISARMAMENT TREATY 117, 140 (Barry M. Blechman & Alexander 
K. Bollfrass eds., 20 I 0) (observi11g that among CWC parties "there has been a general, continuing and 
unsurprising preoccupation with the core objective of destruction (in terms of both verifiability and the 
prescribed timeframe for completion)"). 

211. Statement of Eric M. Javits, U.S. Ambassador. to the 2nd Review Conference of the Chemical 
Weapons Convention, OPCW Apr. 7, 2008, http:/12001-2009.state.gov/t/isn/rls/rm/ I 03312.htm. 

212. See Oliver Meier, OPCW Chiefs Ponder Chemical Arms Deadlines, 40.1 ARMS CONTROL TODAY, 
Jan./Feb. 2010 (quoting Rogelio Pfirter, lhen Director-General of the OPCW, saying that the CWC's 
core purpose is to ensure lhe full, irreversible, complete and universal destruction of existing stockpiles 
by possessor states; but that "we need not ... make the ultimate success of the treaty dependent on any 
particular date.''). 

Domestic U.S. contract law incorporates a similar concept: parties to a contract may stipulate that 
"time is of the essence," meaning that a failure to perform on time constitutes a material breach, 
allowing the aggrieved party to rescind the contract. RICHARD A. LORD, A TREATISE ON CONTRACTS §44:9 
(Samuel Williston, ed., 4th ed. 2012). 

213. See l<RUTZSCH & TRAPP, supra note 19, at 347, n.34 (noting that a party may request only one 
extension of the ten-year deadline, to a maximum of five additional years; if a party requested, say. only 
a three-year extension, it could not thereafter request an additional two-year extension. Lf such a state 
failed to meet the 13-year deadline, " it will become non-compliant with the Convention. which could 
trigger mechanisms under Article XU.''). 
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upon the highest standards of fidelity to international weapons-related obliga
tions.214 Imagine, for comparison, how the United States would respond if, say, 
North Korea or Iran were to reply to complaints about their illegal nuclear 
weapons programs by explaining that they possessed only very small numbers 
of the contraband weapons - less than ten percent or even one percent of the 
nuclear stockpiles retained by the United States or Russia.

215 

Moreover, even the last ten percent of the initial stockpile held by the United 
States and the last forty percent or so of Russia's original holdings - the 
overages by which they are now violating the treaty - are greater than the 
initially reported CW inventories of any other CWC party. And as noted, the 
infraction here is not a "near miss" - in the case of the United States, the 
violation will persist for eleven and a half years. 

In short, this is surely a case of a continuous "breach" of the CWC, even 
though only one state, Iran, and no OPCW organ or international court, has 
labeled it as such. The better view, moreover, is that it rises to the level of 
"material breach," based upon the violence that the violation does to the 
accomplishment of an essential feature of the Convention. 

B. Are there applicable legal excuses under general international law for 
the U.S. material breach of the CWC? If the failure to meet the April 2012 
deadline must be accounted as a breach or material breach of the CWC, can any 
constructive use be made of the traditional excuses for non-performance of 
treaty obligations? Three related mitigation doctrines are considered: impossibil
ity, changed circumstances, andforce majeure. 

The Vienna Convention establishes "supervening impossibility of perfor
mance" as a valid basis for terminating or withdrawing from a treaty.216 But the 

214. See generally STATE COMPLIANCE REPORT OF 2010, supra note 60; U.S. DEP'T OF STATF, COMPLI
ANCE WITH THE CONVENTION ON THE PROHIBITION OF THE DEVELOPMENT, PRODUCTION, STOCKPILING AND Use 
OF C11EMICAL WEAPONS AND ON THEIR DESTRUCTION (20 I 1 ), available at http://www.state.gov/documents/ 
organization/ I70653.pdf. 

2J 5. Under the Treaty on the Nonproliferation of Nuclear Weapons, July I, 1968, 21 U.S.T. 483. 729 
U.N.T.S. 161 [hereinafter NPT], some countries (including the United States) are legally allowed to 
continue to possess nuclear weapons, while others (including lran and North Korea) are not. See STATE 
COMPLIANCE REPORT OF 2010, supra note 60, at 62-67 (Iran's violations of NPT), 72-76 (North Korea ·s 
violations). 

216. Vienna Convention on the Law of Treaties. supra note 160, art. 61. In the Vienna Convention. 
the doctrine is expressed as a basis for a pennissible termination or withdrawal from a treaty. but the 
same concept would also be available as a justifying excuse for non-performance of a treaty obligation, 
in defense against an allegation of breach. Cf Gabcikovo-Nagymaros, supra note 192, 151, 101; 
Thomas Giegerich. Tenni11atio11 or suspension of the operation of a treaty as a consequence of its 
breach, in Dorr & Schmalcnbach, supra note 193 at 1249-1254 (relationship between VCLT and rules 
of state responsibility); see also RESTATEMENT (THIRD) or FOREIGN R ELATIONS LAW, supra note 192. 
§§336, cmt. C, reporters' note 3, 337-338; Corten & Klein, supra note 160. at 1382-1408: S1NCLAIR, 
supra note 200, at 190-192; Thomas Giegerich, Supen·ening impossibility of performance, in Dorr & 
Schmalenbach, supra note 193, at I 051-1065; Kirgis, supra note 200. at 566: Vienna Convention, supra 
note 160, art. 73 (specifying that provisions of the VCLT are without prejudice to the international law 
of state responsibility). Int" I Law Commission, Draft Articles 011 Responsibility of States for lntemation
al/y Wrongful Acts pt. 1, ch. V (Nov. 200 I), http://untreaty.un.org/ilc/texts/instruments/english/ 
commentaries/9 _6_200 l.pdf [hereinafter JLC Draft Articles] present six circumstances that preclude 
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conditions for invoking this doctrine are quite restrictive: the central concept is 
applicable when an impossibility arises from "the permanent disappearance or 
destruction of an object indispensable for the execution of the treaty."217 

Nothing of that sort is relevant here. Moreover, a treaty party is not privileged to 
invoke impossibility when the situation is the result of that party's own viola
tion of the treaty or of another international law obligation.218 

In the leading ICJ219 case in the field, concerning the Gabcikovo-Nagymaros 
Project (Hungary vs. Slovakia) in l 997,220 the Court established a very high 
standard for claims of "impossibility." Ruling that Hungary was not justified in 
withdrawing from a joint project to construct an elaborate system of locks on 
the Danube River, the ICJ conceded that the project's economic viability had 
greatly diminished over the years and that a new environmental consciousness 
had altered the prior appreciation of the desirability of the changes in navigation 
and flood control. Nonetheless, the Court held that increased costliness did not 
make the project "practically impossible," as Hungary had asserted, and the 
heightened environmental sensitivity did not provide an easy escape hatch, 
either.221 The ICJ also noted that the underlying agreement between Hungary 
and Slovakia had incorporated a provision dealing explicitly with changes or 
revisions that might become necessary in the life of the project. The existence 
of this clause demonstrated that the parties had originally envisioned the 
possibility for some alterations, but had deliberately determined not to allow 
others.222 

Likewise, in the CWC context, the text of the treaty already contemplates a 
concept akin to impossibility and incorporates what the negotiating states 
considered an adequate response. The standard for granting an extension of the 
early phases (for destroying one, twenty, and forty-five percent of a party's CW) 
is that "a State Party, due to exceptional circumstances beyond its control, 
believes that it cannot achieve the level of destruction specified. "223 The 
Executive Council and the Conference of the States Parties may then agree to 
modulate these intermediate deadlines, as long as the ultimate deadline (to 

the wrongfulness of conduct that would otherwise amount to a breach of an international legal 
obligation; several of these are considered, infra. The United States has no interest in terminating or 
withdrawing from the CWC - quite the contrary; the United States seeks to sustain and support the 
treaty, while resisting allegations that it is unjustifiably breaching it. 

217. Vienna Convention, supra note 160, art. 61, 11; see Corten & Klein. supra note 160, at 
1387-1394; VILLIGER, supra note 193, at 755-758; AusT, supra note 193, at 296-297; Giegerich, supra 
note 216, at I 055-1059 (considering concepts of "absolute" and "relative" impossibility, and "objec
tive'' and '·subjective" impossibility). 

2 I 8. Vienna Convention, supra note 160, art. 61, <J[2; see Corten & Klein, supra note I 60, at 
1401-1402: VILLIOER, supra note 193, at 758-759; Giegerich, supra note 2 I 6, at 1060-1061. 

219. The ICJ (sometimes referred to as the World Court) is the principal judicial organ of the United 
Nations. All U.N. members are parties to the treaty that creates the ICJ. U.N. Charter art. 93. 

220. Gabcikovo-Nagymaros, supra note 192. 
221. Id. (]194, 102-103. 
222. Id. 1<JII03,104. 
223. CWC, supra note I, pt. IV(A).C.21 Annex on Lmplementation and Verification. 



366 JOURNAL OF NATIONAL SECURITY L AW & POLICY [Vol. 6:319 

destroy all CW within ten years) remains intact.224 The criteria for requesting 
the one allowable extension of the ten-year standard is that the party "will be 
unable to ensure the destruction" as originally contemplated.225 In granting no 
more than five years of relief, the Executive Council and the Conference of the 
States Parties shall set "specific actions to be taken by the State Party to 
overcome problems in its destruction programme."226 Thus, the treaty-makers 
expressly anticipated that the process of fulfilling the goal of destroying CW on 
schedule could be difficult, expensive, and time-consuming, and that a state's 
initial estimates of its ability to do the job could become inaccurate. They 
agreed to provide a limited amount of wiggle room, but were unreceptive to any 
notion that rising costs or other emerging challenges might provide a valid basis 
for lengthier or repeated delay.227 

In tacit acknowledgement of this reality, American officials in the past have 
been constrained not to assert that the United States is destroying the remaining 
chemical weapons "as quickly as possible" (because it would, in fact, have been 
quite possible to proceed even more quickly, if the United States were to devote 
additional funding to the task, to improve the management and oversight of the 
program, and/or to remove the self-imposed legislative barriers against employ
ing the established incineration technology at the final two sites or against 
transporting the remaining CW inventory to already-functioning locations). 
They have, instead, resorted to more vague formulations, such as the insistence 
that the destruction is occurring as rapidly as "feasible" or "practicable. "228 In 

224. Id. pt. IV(A).C.22-23. 
225. Id. pt. TV(A).C.24. 
226. Id. pt. lV(A).e.26. 

227. See Report 104-33, supra note 2, at 7 (noting tbat the ewe "does allow flexibility in the 
destruction process, permitting extension of the I 0-year timeframe for up to 5 years."). The ewe 
negotiators also included another provision through which a party could indicate, at the early stage of 
submitting its "general plan for destruction of chemical weapons" that there might be "issues which 
could adversely impact on the national destruction programme." ewe, supra note 1. pt. IV(A)A.6(h). 
Annex on Implementation and Verification. 

A slightly different jurisprudential theory would assert that the timetable provisions of the ewe 
should be deemed invalid due to "error" or mistake. veLT article 48 confirms this remedy when "the 
error relates to a fact or situation which was assumed by that State to exist at the time when the treaty 
was concluded and formed an essential basis of its consent to be bound by the treaty." Vienna 
Convention, supra note 160, art. 48, <JI I. Perhaps the United States could contend that its projected (but 
ultimately mistaken) ability to destroy the CW stockpile within ten (or fifteen) years was a "fact or 
situation" within the meaning of this provision. However. the veLT also specifies that this escape is 
unavailable "if the State in question contributed by its own conduct to the error or if the circumstances 
were such as to put that State on notice of a possible error." Id. art. 48.2; see also REsTATEMENT (THIRD) 
OF FOREIGN RELATIONS LAW, supra note 192, §33l(l)(a}, cmt. b. This doctrine would therefore be 
inapplicable to the CWC deadline, for the same reasons discussed in the accompanying text. 

228. See, e.g., Mikulak July 12, 2011 Statement, supra note 99, at 1-2 (saying that the United States 
is committed to destroying its CW "as rapidly as practicable" and "as soon as practicable"); Mikulak 
Nov. 29, 2011 Statement, supra note 94, at 2, 5 (employing the phrase "as rapidly as practicable"); 
Mikulak May I, 2012 Statement, supra note 20 I, at I (same); see also Vienna Convention, supra note 
160, art. 27 ("A party may not invoke the provisions of its internal law as justification for its failure to 
perform a treaty."). 
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short, this is not an " impossibility" situation. 
A second kind of justification for non-performance, changed circumstances or 

rebus sic stantibus, is conceptually something of a "special case" of the 
impossibility argument. It asserts that where somethi ng important and fundamen
tal has altered the viability of an original agreement, a party may be allowed to 
vitiate its now-unappealing bargain.229 

The Vienna Convention validates this concept, but confines it to situations in 
which: (1) the change "was not foreseen by the parties";230 (2) the original 
circumstances "constituted an essential basis of the consent of the parties to be 
bound by the treaty";23 1 and (3) "[t]he effect of the change is radically to 
transform the extent of the obligations stil I to be performed under the treaty. "232 

Here, regarding "foreseeability," the negotiating states certainly did anticipate 
that unfavorable conditions might lead to the CW elimination process requiring 
more time than contemplated in a party's original order of destruction. They 
explicitly provided for the possibility of extension of the three-, five-, and 
seven-year interim deadlines, and even of the final ten-year period. But when 
the negotiators stared at the possibility that a party might request more than 
even the allowable fifteen years, they balked. They did "foresee" that hypotheti
cal contingency, and they explicitly rejected it, writing that " in no case" could 
more than fifteen years be tolerated.233 

Likewise, what circumstances that "constituted an essential basis" for the 
treaty have changed? Costs have certainly risen, but when the ICJ addressed 
changed circumstances in the Gabcikovo-Nagymaros case, it concluded that 
even a stark diminution of the originally estimated economic feasibility of the 
project was insufficient to vitiate the original consent to be bound.234 Here, 
satisfactory chemical neutralization technologies proved more elusive than 

229. Corren & Klein, supra note 160, at 14 I 1-1433; Thomas Giegerich, Fundnmental change of 
circumsrances, in Dorr & Schmalenbach, supra note I 93, at 1067-1104. 

230. Vienna Convention, supra note 160, art. 62, 11; see also RESTATEMENT (THI.RD) OF FOREIGN 
RELATIONS LAW. supra note 192, §336 and reporters' note I (identifying the "chief example of resort to 

rebus sic stantibus in United States practice" as the suspension of the I 930 International Load Line 
Convention due to the outbreak of World War II): StNCLArR, supra note 200, at I 92-196 (recounting 
negotiators' apprehensions about the concept of rebus sic stantibus, and the limits upon it that they 
inserted into the Vienna Convention); AusT, supra note 193, at 297-300 (noting that the doctrine has 
routinely been recognized by international authorities and frequently invoked by states, but never 
applied by an international tribunal); V1LL1GER, supra note 193, at 766-781; Richard D. Kearney & 
Robert E. Dalton, The Treaty on Trearies. 64 AM. J. INT'L L. 495, 542-544 ( 1970). 

231. Vienna Convention, supra note I 60, art. 62. I (a). 
232. Id. art. 62.1 (b). The Vienna Convention also specifies that the doctrine cannot be invoked to 

withdraw from a treaty that establishes an international boundary or where the changed circumstances 
are the result of the party's own prior violation of irs international legal obligations. Id. art. 62.2; see 
also V1LL1GER, supra note 193, at 776; Giegerich, supra note 229, at 1078-1097 (identifying five 
conditions for invocation of the doctrine). 

233. CWC, supra note I, pt. TV(A).C.26 Annex on Implementation and Verification; Giegerich, 
supra note 229, at 1086 (noting that it would be •'manifestly unreasonable" to invoke the doctrine of 
changed circumstances when the parties had foreseen the possible change of circumstances). 

234. Gabcikovo-Nagymaros, supra note 192. <j[J04. 
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originally hoped, but they were certainly in contemplation when the treaty was 
concluded in 1993. At that point, incineration was almost the entire focus of the 
U.S. program, but Congress had already begun to require examination of 
alternatives. The belated switch to new methods was wholly a unilateral U.S. 
choice, not one forced upon it by the Convention, by nature, or by any other 
exogenous circumstances.235 

Similarly, the "extent of the obligations still to be performed" by the United 
States under the CWC has not been "radically transformed" (except in the sense 
that the United States has already disposed of ninety percent of its stocks). For 
example, there have been no new discoveries of additional operational chemical 
weapons that were surprisingly added to the pile to be destroyed (as did occur in 
both Libya and Albania). So an argument about changed circumstances as a 
valid exoneration for the United States missing the CWC deadline is also 
unavailing. 

FinalJy, the third related argument about legitimate non-performance of a 
treaty is force majeure. Here, too, the notion is a variant of impossibility, but the 
focus is specifically on the intervention of an "irresistible force or of an 
unforeseen event," beyond the control of the state, such as a major earthquake 
or tsunami, or the outbreak of a war, that suddenly renders the state physically 
unable to fulfill its legal commitments.236 This mitigation doctrine is also 
well-established in international law, but it has important limits, too - in particu
lar the condition that it is not applicable if the situation of force majeure is due 
to the conduct or neglect of the state attempting to invoke it, or if that state has 
assumed the risk of the situation occurring.237 There must be "no element of 
free choice" in the defaulting state 's behavior.238 

In the CWC case, the United States, unfortunately, brought most of the 
compliance trouble upon itself. The belated decision to employ neutralization 
technology at two sites, the earlier decision not to consolidate the CW invento
ries at fewer locations, and the questionable management and oversight prac-

235. See legislation, supra, note 9 1, mandating pursuit of alternative technologies for CW destruc
tion. 

236. The Vienna Convention on the Law of Treaties docs not employ the term "force majeure," but 
the concept is familiar in international law, as recognized by the ILC Draft Articles. supra note 2 I 6, art. 
23. The ILC states that the doctrine is applicable when there is an "irresistible force" that is beyond the 
contro l of the state concerned and that makes it ··materially impossible" to perfonn its obligations. It is 
not available where the performance has simply become more difficult. as, for example, due to a 
political or economic crisis. Id. U2-3 Commentary; see also Cortcn & Kle in, supra note 160. at 
1396-1398; Rainbow Warrior (N.Z. v. Fr.), vol. XX RI.A.A. 215, 217, 253 (1990), hnp://untreaty.un.org/ 
cod/riaa/cases/vol_XX/2 15-284.pdf (establishing a high standard for a claim of force majeure, "abso
lute and material impossibility," not including c ircumstances that simply render perfonnance " more 
difficult or burdensome'·). 

237. JLC Draft Articles, supra note 216. art. 23. 12. The doctrine of force majeure is inapplicable in 
situations c reated by the neglect or default of the breaching state, even if the resulting injury was 
accidental or unintended. Id. art. 23, C[9[3, 9 (stating that the doctrine might be applicable where a state 
"may have unwittingly contributed to U1e occurrence of material impossibility by something which, in 
hindsight, might have been done differently but which was done in good fai th"). 

238. Id. art. 23, <fl. 
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tices at the sites were not inherent in the treaty. Those are self-inflicted wounds, 
not ascribable to any external, uncontrollable agent, and not falling within the 
purview of the doctrine of force majeure. 

Thus, the most plausible candidate excuses for mitigating U.S. non
performance of the ewe destruction obligations will not suffice.239 More 
importantly, the United States should not want them to suffice. If the ewe, and 
treaties in general, were so malleable, so subject to escape whenever conditions 
changed, they would not be worth very much. It is decidedly not in the U.S. 
interest to cheapen the notion of pacta sunt servanda240 in international obliga
tions in that way - even if doing so might help escape liability in this particular 
instance. In the long run, the United States depends upon the reliability of 
international legal instruments and should endeavor to make them more secure, 
not enabling wrongdoers to slide blithely out of accountabil ity. 

C. Does the CWC provide another kind of relief, due to its unusual combina
tion of obligations? Even if the excuses for non-performance found in general 
international law are unavailing, one peculiar feature of the ewe may seem to 
offer yet another possible legal strategy. 

That is, it might be suggested that the 2012 deadline is soft, and that running 
well past it should not be deemed culpable because the excess time is due to 
fastidious adherence to other ewe obligations, namely the requirement to 
"assign the highest priority to ensuring the safety of people and to protecting the 
environment"241 and the requirement to conduct the destruction and other 
treaty-mandated operations with full transparency, open to OPeW inspection 
and accountability.242 

This argument has a certain facial attractiveness, and to some extent is 
grounded in the reality that safety, security, and verifiability take time and carry 
costs. But there is treachery in the concept that one treaty obligation may be 
traded off against others and that a party has liberty to decide on its own which 
legal obligations to fulfill and which to skimp or defer. The system of interna
tional law requires that a party to a treaty comply with all the obligations, even 
when there may be some unrecognized tension between them. If the negotiators 
improvidently embrace genuinely conflicting obligations, so they cannot be 

239. The ILe Draft Articles, supra note 216, discuss some additional circumstances precluding Ll-ie 
wrongfulness of a state's act that might be considered briefly. Under articles 20 and 45, for example, a 
state may "consent" to the act of another state, or may waive any objection to that act. In the ewe 
case, however, the parties have expressly not agreed to or accepted the U.S. and Russian violations of 
the destruction timetable; the December I Decision, supra note l 77, reflects no such release or waiver 
of objection. Likewise, JLC article 25, regarding the defense of ''necessity," establishes a very stringent 
benchmark, related to an act that "is the only way for the Stale to safeguard an essential interest against 
a grave and imminent peril; and does not seriously impair an essential interest of the State or States 
towards which the obligation exists, or of the international community as a whole"; the ewe case does 
not fit that description. 

240. Vienna Convention, supra note 160. 
241. ewe, supra note I, art. IV. IO. 
242. Id. art. lV.3. 
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simultaneously honored, then wise states should not join the treaty, should join 
subject to limiting reservations, or should pursue amendments to it. But once a 
state has consented to a treaty such as the ewe, it must be obligated to fi nd 
some way - difficult as it may be - to reconcile the obligations, not unilaterally 
cherry-picking the easiest among them.241 

Still , the ewe requires carrying thjs analysis one step further, because the 
treaty explicitly imports national standards about safety and environmental 
protection into the international obligations. Article IV. IO specifies that "[e]ach 
State Party shalJ transport, sample, store and destroy chemical weapons in 
accordance with its national standards for safety and emissions."244 Conformity 
with the full array of relevant federal and state laws, regulations, and judicial 
decisions is therefore built into the ewe. If the applicable U.S. national 
standards simply do not allow the destruction to be accomplished within the 
time frame articulated in the order of destruction, then perhaps the general 
reference in Article IV could be said to trump the specifics of the treaty's 
Verification Annex. 

That sort of outcome, however, should be inadmissible; standard maxims of 
treaty interpretation require parties to attempt to effectuate all provisions in a 
treaty simultaneously, to avoid constructions that contrapose different sections 
against each other.245 T he different articles in the ewe - as with any lengthy 
and complicated treaty - establish mandates that are cumulative, not alternative. 
The treaty-makers should be understood to require each party to reconcile its 
various obligations - to fi nd a way, somehow, to implement both the time
limited destruction and the adherence to national safety and environmental 
standards.246 The United States would certainly not tolerate some other ewe 
party's attempt to evade its fundamental treaty obligations via the simple 
expedient of drafting very restrictive national "safety" or "emissions" standards 

243. See CWC, supra note I, art. VII. I ("Each State Party shall, in accordance with its constitutional 
processes, adopt the necessary measures to implement its obligations under this Convention."); see also 
Mikulak Ju ly 11, 2012 Statement, supra note 103 (arguing against "[C]ontentious and pointless 
arguments about whether one provision or another [of the CWC] i1, most important .... All the 
provisions of the Convention must be effectively implemented."). 

244. CWC, supra note l. art. IV. I 0. 
245. LtNDERFALK, supra note 200, at 107-108 (stating that treaty interpretation should assume that 

d ifferent parts of a treaty were intended to be logically compatible); RESTATEMENT OF THE L AW (SECOND) 
CONTRACTS §203(b) ( 1979) (noting that under domestic U.S. contract law, "where an integrated 
agreement has been negotiated with care and in detail and has been expertly drafted for the panicular 
transaction. an interpretation is very strongly [rejected] if it would render some provisions superfluous"); 
id. at §203(a) ("an interpretation which gives a reasonable, lawful and effective meaning to all the terms 
is preferred to an interpretation which leaves a part unreasonable, unlawful, or of no effect."). 

246. See KRUTZSCH & TRAPP, supra note 19, at 75, I 09 (agreeing that the CWC allows each party 
considerable discretion regarding the speci fi c measures that will have to be adopted to fu lfill its treaty 
commitments, but concluding that a party lives up to its obligations only ·'when it national measures 
ensure the implementation of the rather broad and complex field of diverse obligations contained in all 
parts of the Convention, especially those in the complex verification mechanism''). 
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that, as a practical matter, succeeded in obliterating an underlying object and 
purpose of the treaty.247 

D. What are the available responses to a breach of the CWC? If the U.S. 
failure to destroy its CW stockpile by the final extended April 29, 2012 deadl ine 
constitutes a breach of the treaty - indeed, a material breach - and if none of the 
putative excuses offers a sufficient defense, what recourse is available to the 
aggrieved other parties to the treaty? A leading cri ticism of the efficacy of the 
system of international law focuses on the paucity of effective restorative or 
compensatory remedies for violation,248 but both legal and political responses 
must be evaluated. 

First, consider the avenues specified in the CWC itself. Here, the assessment 
is somewhat complicated by the fact that the treaty-makers did not expressly 
confer upon the OPCW organs any dear authority to make official findi ngs 
about treaty compliance (as, for example, the Board of Governors of the 
International Atomic Energy Agency is empowered to do).249 Indeed, during the 
CWC negotiations, the United States championed the concept that only indi
vidual states - not the organization as a whole or the Executive Council or the 
Conference of the States Parties within it - should exercise that important legal 
and political power.250 On the other hand, the CWC does contain numerous 

247. See ILC Draft Articles, supra note 2 I 6, art. 3, 32 (compliance with domestic law is irrelevant to 
a determination about compliance with international law); see also Vienna Convention, supra note 160, 
art. 27 ("A party may not invoke the provisions of its internal Jaw as justification for its failure to 
perfonn a treaty."); Corten & Klein, supra note 160. at 692-695. 

248. See generally DAVID LUBAN ET AL., INTERNATIONAL AND TRANSNATIONAL CRLMfNAL LAW 48-50 
(2010); BARRY E. CARTER & ALLENS. WEINER, INTERNATIONAL LAW 22-44 (6th ed. 2011 ). 

249. Statute of the International Atomic Energy Agency, art. Y.E, Yf, Oct. 26, 1956, 8 U.S.T. I 093; 
T.l.A.S. 3873; 276 U.N.T.S. 3 (entered into force July 29, 1957) available ar http://www.iaea.org/About/ 
statute_text.html (powers of General Counsel and powers of Board of Governors); Int'I Atomic Energy 
Agency [IAEA], lmplementarion of rh.e NPT Safeguards Agreemenr and Relevanr Provisions of Security 
Council Resolutions in the Islamic Republic of !ran, Reporr of the Dir. Gen. ro the Bd. of Governors, 
GOV /2011 /65 (Nov. 8, 2011), available ar http://www.iaea.org/Publications/Documents/Board/20 l 1/ 
gov2011-65.pdf (noting that the lAEA Board of Governors has adopted ten resolutions regarding the 
implementation of nuclear safeguards in Iran); IAEA, Resolution on Implementation of the NPT 
Safeguards Agreement and Relevant Provisions of Uniled Nations Security Council Resolutions in the 
Islamic Republic of Iran, Bd. of Governors, GOV /2011/69 (Nov. 18, 20 I I), available at http://www. 
iaea.org/Publications/Documents/Board/20ll/gov2011-69.pdf; fAEA, Resolution on Implementation of 
the NPT Safeguards Agreement Between the Agency and the Democratic People's Republic of Korea, 
General Council, GC(52)/2 I (Oct. 4, 2008); IAEA, Verifying Compliance with Nuclear Non
Proliferation Undertakings (Sept. 20 I I), available at http://www.iaea.org/Publications/Booklets/ 
Safeguards3/safeguards0408.pdf. 

250. DEP'T OF STATE, ARTICLE-BY-ARTICLE ANALYSIS OF CHEMICAL WEAPONS CONVENTION. Treacy Doc. 
103-21, available at http://dtirp.dtra.mil/fIC/treatyinfo/cwc.aspx (explaining article VllJ.35-36 and 
observing that the Executive Council should address concerns and situations related to compliance, as 
opposed to actually deciding whether or not there has been compliance with the Convention); see 
Report 104-33, supra note 2, 228 (recalling that Hrt)he United States insisted during the negotiations 
that the decision on determining a state's compliance was a sovereign right of inctividual state parties"); 
see also KRUTZSCH & TRAPP, supra note 19, at 220-221 (noting impasse among the CWC negotiators on 
the question of whether the Conference should be empowered to find a violation, and observing that 
"[t]he actual wording [of article XII] does not require such a formal decision" as part of a determination 
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passages related to ensuring compliance with the treaty, redressing situations 
contravening its provisions, and settling disputes under it, which implicitly 
presume an ability to take official actions in deliberate response to recognized 
breaches. 

The first, most basic, power the CWC confers upon its parties and the treaty 
organs is the ability simply to discuss compliance matters of any sort. Article IX 
contemplates "consultations" "on any matter" that may affect the object and 
purpose, or the implementation ... of [the] Convention.251 The U.S. Depart
ment of State reports that "[t]he United States has successfully used bilateral 
consultations under Article IX to clarify and resolve concerns about the compli
ance of various States Party."252 Jn addition to those "direct" consultations, both 
the Executive Council and the Conference of the States Parties have the 
authority, in "regular" or "special" sessions to raise and debate issues affecting 
the life of the organization and the CWC.251 Conversely, no one has the 
automatic right to shut off debate arbitrarily, sweeping uncomfortable issues 
under the rug. 

For example, CWC Article XII ("Measures to redress a situation and to 
ensure compliance, including sanctions") empowers the Conference of the 
States Parties to "take the necessary measures ... to ensure compliance ... and 
to redress and remedy any situation which contravenes the provisions of this 
Convention."254 If a party fails to take measures to "redress a situation raising 
problems with regard to its compliance," the Conference may "restrict or 
suspend the State Party's rights and privileges under this Convention until it 
undertakes the necessary action to conform with its obligations under this 

about appropriate responsive measures). 8111 see BuRf.AU OF VERIFICATIO~. CoMPUA'iCE, AND IMPLE:-.fE,',TA
TION, U.S. DcP'T OF STATE, FACT SHEET. VERIFICATION AND COMPLIANCE wIrn THE CHEMICAL WEAPONS 
CONVENTION (Oct. 1, 2005) [hereinafter V1,R1F1CAT10N AND CoMPI.IANCE FACT SH1:.ET]. available at http:// 
200 l -2009.state.gov/l/vci/rls/prsrl/57328.htm (The U.S. Dep't of State acknowledges that the Confer
ence of the States Parties •'is authorized to 'review compliance' with the CWC, and is to ·[t]ake the 
necessary measures to ensure compliance with this Convention and to redress and remedy any si tuation 
which contravenes the provisions of this Convention ... "' (quoting CWC, supra note I. art. Xll. I)); 
see generally DeP·T or- STATE, ARTICLE-BY-ARTICLE A'IALYSIS or CHEMICAL WEAPO'<S CON'VE",'TIO'.'<. Treacy 
Doc. I 03-21, available m http://dtirp.dtra.mil/flC/treatyinfo/cwc.aspx ("[T]he Executive Council is not 
given any special powers in regard to detennining compliance or non-compliance .... The language in 
paragraph 22 is a compromise between certain developing countries that wanted an international body 
to decide whether a violation had occurred, and other negotiating states. includmg the U.S., that wanted 
decisions on violations to be left up to each State Party itself to detennine. ") (citing CW C. supra note I , 
rut. l X.22)."). 

251. ewe, supra note l, art. fX.I; see KRUTZSCH & TRAPP, supra note 19, at 171-198 (discussing 
consultations features of CWC). 

252. V ERIFICATION AND COMPLIANCE FAC"l SHEET, supra note 250. 
253. CWC, supra note I. art. Vlll.36, IX.4.f. 

254. Id. art. XII. I ; see also Report I 04-33, supra note 2, at 184-I 85 (rebutting critics who argued 
that the Convention 's regime for sanctions and penalties for non-compliance was too vague to 
constitute an effective deterrent. asserting that "the Convention 's sanctions and provisions are more 
comprehensive than those of any other similar agreement"); KRUTZSCH & TRAPP. supra note J 9, at 
2 18-228. 
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Convention."255 Furthermore, in "cases where serious damage to the object and 
purpose" of the Convention may result, the Conference "may recommend 
collective measures" to the parties,256 and "in cases of particular gravity," the 
Conference may bring the issue to the attention of the United Nations GeneraJ 
Assembly and Security Council.257 

In addjtion, under Article XIV ("Settlement of disputes") parties to a disagree
ment about the interpretation or application of the treaty shall consult "with a 
view to the expeditious settlement of the dispute"258 and the Executive Council 
may contribute its good offices or other support to that effort.259 The Executive 
Council and the Conference are also empowered to request an advisory opinion 
from the ICJ on any legal question within the scope of the OPCW activities.260 

Each party has the right to request the Executive Council "to assist in 
clarifying any situation which may be considered ambiguous or whjch gives rise 
to a concern about the possible non-compliance of another State Party."261 A 
series of short deadlines applies to communications and responses between the 
Executive Council and the party whose behavior is questioned.262 The con
cerned state may also call upon the Director-General to establish a "group of 
experts," from within the Technical Secretruiat or outside it, "to examine all 
available information and data relevant to the situation causing concern."263 

Finally, any party has the right to request a "challenge inspection" - an 
on-site observation of a facility or location in another state, for the purpose of 
"clarifying and resolving any questions concerning possible non-compli
ance."264 Any such inspection would be conducted by the Technical Secretariat, 
and the CWC elaborates the procedures for authorizing and conducting the 
inspection.265 (To date, no challenge inspections have ever been requested or 
conducted under the CWC.) Notably, a requested challenge inspection may be 
blocked only by a three-quarters vote of the Executive Council, on the grounds 

255. CWC, supra note l, a.rt. XII.2. 
256. Id. art. XII.3. 
257. Id. art. Xfl.4. 
258. Id. art. X[Y.2; see also KRuTZSCH & TRAPP, supra note 19, at 231-238. 
259. CWC, supra note l, art. XfV.3. 
260. Id. art. XIY.5. Pursuant to the Agreement Concerning the Relationship Between the United 

Nations and the Organization for the Prohibition of Chemical Weapons. concluded in 2000 and entered 
into force in 2001, the Conference of the States Parties and the Executive Council are Authorized to 
Transmit to the General Assembly of the United Nations a Request for an Advisory Opinion from the 
ICJ, art. Vil, available at http://www.opcw.org/about-opcw/un-opcw-relationship/#c4064. 

261. CWC, supra note I, art. lX.3. lran has invoked this set of procedures to challenge the United 
States and United Kingdom regarding the validity under the CWC of those parties' actions to recover, 
examine, and destroy older CW items recovered in Iraq in 2003-09, without application of the 
Convention's transparency provisions. See supra, text accompanying notes 151-52. Jonathan B. Tucker, 
Iraq Faces Major Challenges in Destroying Its Legacy Chemical Weapons, CENTER FOR NoNPROUFERA

TION STUDIES (Mar. 4, 2010), available at http://cns.miis.edu/stories/l00304_iraq_cw_legacy.htm. 
262. CWC, supra note I, art. IX.4. 
263. Id. art. IX.4(e). 
264. Id. art. CX.8. 
265. Id. art. IX.8-25 and Verification Annex, Part X. 
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that it would be "frivolous, abusive or clearly beyond the scope" of the 
CWC.266 In the case of the missed U.S. destruction deadline, there would be 
little that an inspection could reveal, beyond all the information that the United 
States has been self-report ing. 

Beyond the avenues specified in the CWC itself, treaty parties may also take 
advantage of options available under general international law. The most con
spicuous category of these remedies is codified in Article 60 of the Vienna 
Convention, which deals with responses to a material breach. This, therefore, 
constitutes the most important consequence of a determination that the fai lure to 
destroy the CW on time constitutes a "material breach," as opposed to a lesser 
transgression.267 

Under the VCLT, three strands of response are available regarding a multilat
eral treaty such as the CWC: 

• the other treaty parties may, by unanimous consent, suspend the opera
tion of the treaty in whole or in part, or terminate it (either among all the 
parties, or just with respect to the defaulting state);268 

• a party that is "specially affected" by the breach may suspend the 
operation of the treaty, in whole or in part, in its dealings with the 
breaching state; 269 and 

• if the treaty is "of such a character that a material breach of its 
provisions by one party radically changes the position of every other 
party with respect to the further performance of its obligations," then 
any party is entitled to suspend the treaty in whole or in part.270 

There has been little operational experience in construing the key terms in 
these provisions.271 We cannot be confident, therefore, whether any individual 
CWC party could legitimately contend that it was "specially affected" by the 
U.S. delay in destroying its CW or that the CWC is of such a character that th is 
particular violation "radically changes the position" of each of the other parties. 

Commentators have suggested that these provisions might be particularly 

266. Id. art. IX.17 (if the Executive Council determines that the request for a challenge inspection ii; 
abusive, it may require the requesting party to bear the costs of the inspection) id. art. IX.22(c), 23. 

267. See ILC Draft Articles, supra note 216, art. 42, 48 GOMAA, supra note 160, at 90-106; Corten & 
Klein, supra note 160, at 1361-1366; Giegerich. supra note 200. at I 02 l - l 041 (under the Vienna 
Convention, a material breach may be invoked by a party to suspend or terminate a treaty. but the 
breach does not automatically accomplish those effects by itself); Kearney, supra note 230, at 540. 

268. See Vienna Convention. supra note 160. art. 60.2(a). 
269. Id. art. 60.2(b). 
270. Id. art. 60.2(c). 
271. See RESTATEMENT (THIRD) OF FOREIGN RELATIONS LAW, supra note 192. §335; Corten & Klein, 

supra note 160, at 1360; V1LLJGER, supra note l 93, at 749; Giegerich, in Dorr & Schmalenbach, supra 
note 229, al I 071 (referring to the "scarcity of affim1ative decisions•· regarding the doctrine of changed 
circumstances, note that there is no requirement that a party's response to a breach must be "propor
tional" to the provocation); see also Kearney & Dalton, supra note 230, at 540: GOMAA, supra note 160, 
at 120-121; Corten & Klein, supra note 160, at 1373-1375. 
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applicable to arms control treaties, where a breach by any party might under
mine the entire treaty regime, even if the violation was not targeted at any 
particular state and none of them was deliberately "specially affected."

272 

Moreover, Iran, for example, might assert that under the current conditions of 
political tension between itself and the United States, it is "specially affected" 
by its adversary's retention, for an additional decade or more, of eW.273 

The veLT establishes obligatory procedures for a country wishing to vindi
cate its Article 60 rights, including requirements for written notice of its 
intention,274 a "cooling off' period of at least three months,275 and recourse to 
the full panoply of U.N. conciliation and dispute resolution facilities.276 In the 
current instance, no ewe party has initiated any such procedures; indeed, the 
December 1 Decision represents precisely the opposite tack, reflecting the 
parties' near-consensus determination to sustain and strengthen the ewe, not to 
suspend or terminate it. 

Aside from the veLT, another category of legal response to a breach - mate
rial or otherwise - arises from the general concept of "countermeasures." Under 
this unusual self-help rubric, a state may legitimately initiate an action that 
would otherwise be illegal, if its step is a timely, temporary response to another 
state's prior violation of a legal obligation. The countermeasure must be in
tended to induce that other state to return to compliance with the original 
obligation, and must be proportional to the gravity of the initial offense.277 

Notably, a countermeasure need not be confined to responding to a "material" 
breach (even a non-material violation can provide an adequate predicate) and 
the responding state is not restricted to actions within the scope of the same 
treaty that was the subject of the triggering breach (the responding state may opt 
to derogate from some wholly different treaty or some other type of interna
tional legal obhgation, so long as the effort is to motivate the first state to 
reform its behavior.)278 A countermeasure must be non-forceful and directed 

272. eorten & Klein, supra note 160, at 1365; V1LL1GER, supra note 193, at 745; ILe Draft Articles, 
supra note 216, art. 42, cmt 13; AusT, supra note l 93, at 294; GoMAA, supra note 160, at I 04-105; 
SINCLAIR, supra note 200, at 189. 

273. ln this sort of situation, it is not clear what it would mean for Iran or any other state to suspend 
or terminate its ewe obligations only with respect to the United States, if its ewe obligations would 
nonetheless remain intact with respect to all the other parties. 

274. VCLT, supra note 160, arts. 65.1, 67.1. 
275. VeLT, supra note 160, art. 65.2. 
276. See VeLT, supra note 160, arts. 65.3, 66; Judgment in Application of the Interim Accord of I 3 

September 1995 (Fornier Yugo. Rep. of Maced. v. Greece), 20 I 1 I.CJ. para. 164 (Dec. 5, 2011) (finding 
that Greece's response to Macedonia's violation of their treaty was not justified under the doctrine 
countermeasures), available at http://www.icj-cij.org/docket/files/142/16827.pdf; see also ILe Draft 
Articles, supra note 216. 3.ri. 43; Corten & Klein, supra note 160, at 1483-1568; V1LLJGER, supra note 
193, at 799-850; AusT, supra note I 93, at 300-302; GOMAA, supra note 160, at 157-173; Revocation of 
notifications and instruments provided for in articles 65 and 67, in Dorr & Schmalenbach, supra note 
193, at 1131-1176; Kirgis, supra note 200, at 555-558. 

277. ILe Draft Articles, supra note 216, art. 22, pt. 3, ch. 2: Gabcikovo-Nagymaros, supra note 192, 
t<l[82-87; AusT, supra note I 93, at 362-366. 

278. eorten & Klein, supra note I 60, at 1376. 
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solely at the state guilty of the original breach - the concept is that the respond
ing state may attempt to induce the breaching state to rjght the wrong, but may 
not aim merely at inflicting retribution or imposing a penalty. Ordinarily, a state 
seeking to exercise countermeasures must implement good faith negotiation and 
dispute resolution procedures.279 

Again, it is largely speculation to contemplate what countermeasures might 
be undertaken by ewe parties who were attempting to put additional pressure 
on the United States to accelerate its CW destruction. But almost the entire 
realm of international legal responsibilities, including trade concessions, law 
enforcement cooperation, diplomatic relations, status of forces agreements, and 
other arms control accords might legitimately be put onto the table.280 

Finally, it is worth noting that an aggrieved party could also respond to the 
U.S. breach via a host of random political, as opposed to legal, measures and 
policies.281 It may be difficult to imagine the United States being the target, 
instead of the protagonist, of economic or trade sanctions, or other types of 
political punishments, but at least in principle, something of that sort could be 
available. In a different vein, it is likely that the gravest ramifications of the 
U.S. breach may emerge in the form of diminjshed respect by other countries 
for the United States, for the ewe, for arms control efforts more broadly, and 
for international law in general. It may become harder for the United States to 
champion effectively the cause of scrupulous adherence to other vital disarma
ment and non-proliferation treaties. Other states could more readily dismiss as 
hypocrisy the exhortations and demands they may receive from Washington, 
D.C. about the l 968 Nuclear Non-Proliferation Treaty (NPT),282 the 1972 
Biological Weapons Convention,283 the 1967 Outer Space Treaty,284 or the 

279. ILC Draft Articles, supra note 216, arts. 52-53. 
280. Id. art. 50 (specifying that countermeasures shall not affect certain types of obligations, such as 

to refrain from the use of force or to protect fundamental huma n rights): see, e.g .. Press Statement, 
Victoria Nu land, Spokesperson for Dep't of State, Implementation of 1he Treaty on Convell/1011al Armed 
Forces in Europe (Nov. 22, 201 1 ), available at http://www.state.gov/r/pa/prs/ps/20 I 1 / l I/ 177630.htm 
(describing the U.S. announceme nt that it will cease cruTying o ut certain obligatio ns under the 
Conventional Forces in Euro pe Treaty, with regard to Russia. in response to Russia ·s unjustified 
unilateral suspension of its performance under that treaty). 

281. ILC Draft Articles, supra note 216. pt. Ill, ch. II (using the term ·'countenneasure," instead of 
"reprisal" I which re fers to actions undertaken during armed contlict] and " retorsion'' [which refers to 
unfriendly conduc t that is not inconsistent with a legal obligation]). 

282. NPT is the most important instrument regulating the dissemination of nuclear weapons, the use 
of nuc lear energy for peaceful purposes, and a cap on the nuclear arms race. NPT, supra note 215. 

283. The BWC. supra note 18, was the first international agreement to outlaw an entire category of 
weapons o f mass destruction and remains the sing le most important multilateral instrument regarding 
bio logical weapons. 

284. 1967 Treaty on Principles Governing the Activities of States in the Exploration and Use of 
Outer Space, Including the Moon a nd Other Celestial Bodies, opened for signature Jan. 27, 1967, 18 
U.S.T. 24 10, T.I.A.S No. 6347, 610 U.N.T.S 205 (entered into force Oct. 10, 1967) (incorporates the 
foundational principles regarding arms control in outer space and peaceful exploration and use of 
space) [hereinafter Outer Space Treaty]. 
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CWC itself,285 when the United States has been so egregiously unable to keep 
its own house in order regarding the destruction demands of the CWC. 

Indeed, Iran has already seized the moment to excoriate the United States for 
its ewe violation, in a transparent attempt to deflect attention from the U.S. 
charges that Iran is violating the NPT by pursuing a nuclear weapons pro
gram.286 Iran's apparent "offset" strategy has to date failed to gain any traction 
with the other ewe parties and remains largely an isolated irritant to the 
OPCW's attempt to deal with the 2012 issue in a businesslike fashion. Still, the 
danger to the Convention, and to the integrity of arms control efforts in general, 
lingers ominously. 

VI. WEAPONS DESTRUCTION OBLIGATIONS UNDER OTHER ARMS CONTROL T REATIES 

How unusual is the CWC'.s rigid insistence that a relatively short deadline for 
destruction of regulated weapons may be extended only once? How have other 
arms control treaties dealt with the balance between flexibility (to accommodate 
legitimate reasons for delay) versus finality (to ensure that the job does, in fact, 
get done on a meaningful timetable)? 

Many (but not all287) arms control treaties do numerically limit or totally ban 
parties' possession of particular types of weapons - that is, after all, often the 

285 . See Rademaker statement, supra note 67 (asserting that over a dozen countries possess or are 
actively pursuing chemical weapons, and exhorting that "If this Organization [the OPCW] is to fulfill 
its promise, it must not shrink from the task of confronting those States Parties that are violating the 
Convention."). 

286. See supra notes 151-52, 171-75 (regarding Iran's complaints about the U.S. violating CWC); 
Mikulak Nov. 29, 20 l 1 Statement, supra note 94, at 5 (linking Iran's attitude on nuclear and chemical 
treaties); STATE COMPLIANCE REPORT OF 20 I 0, supra note 60. at 62-67 (regarding U.S. allegations that 
lran is violating the NPT by pursuing a nuclear weapons capability); U.S. DEP'T OF STATE, ADHERENCE TO 
AND COMPLIANCE WITH ARMS CONTROL, NONPROLIFERATION AND DISARMAMENT AGREEMENTS AND COMMIT
MENTS, 20-2 1 (Aug. 20 I I); STKrE COMPLIANCE REPORT OF 2005, supra note 61, at 72-80. 

287. Many arms control treaties are designed largely to regulate the testing, use or deployment 
locations, rather than the possession, of the regulated arms, and do not require any destruction 
operations. For example, the 1963 Limited Test Ban Treaty (Treaty Banning Nuclear Weapons Tests in 
the Atmosphere, in Outer Space and Under Water, Aug. 5, 1963, 14 U.S.T. 13 J 3, T.I.A.S. 5433, 480 
U.N.T.S. 43 (entered into force Oct. IO, 1963) and the 1996 Comprehensive Test Ban Treaty, 
(Comprehensive Nuclear Test Ban Treaty, Sept. 24, 1996, 35 I.L.M. 1439 (not in force)) restrict the 
conduct of nuclear weapons test explosions, but do not restrict continued possession of chose weapons. 
Likewise, the 1967 Outer Space Treaty, supra note 284, and the 1971 Seabeds Arms Control Treaty 
(Treaty on the Prohibition of the Emplacement of Nuclear Weapons and Other Weapons of Mass 
Destruction on the Seabed and the Ocean Floor and in the Subsoil Thereof, Feb. I 1, 197 l. 23 U.S.T. 
701, T.I.A.S. No. 7337, 955 U.N.T.S. 115, IO l.L.M. 146 (entered into force May 18, 1972) restrict 
parties' deployment of weapons in outer space or under water, but do not require destruction of the 
weapons. Other related non-legally-binding agreements are basically ''confidence-building measures," 
intended to reassure nervous countries that a neighbor's ambiguous military deployment, training or 
other activities are not a prelude to a surprise attack; again, these instruments do not mandate actual 
cuts in weaponry. See, e.g., Final Act of the Conference on Security and Cooperation in Europe, Aug. 1, 
I 975, 14 I.L.M. 1292; Document of the Stockholm Conference on Confidence-and Security-Building 
Measures and Disarmament in Europe, Sept. 19, I 986, 26 LL.M. 190; Concluding Document of the 
Vienna Meeting of the Conference on Security and Cooperation in Europe, Jan. 17, 1989, 28 LL.M. 
527. 
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whole point of the exercise. Surprisingly, however, many of the most important 
treaties do not incorporate any specifications about the weapons-destruction 
process: some do not contain explicit mandates that countries must rid them
selves of excess armaments, and some do not affix particular timetables for the 
necessary reductions. Even when a particular destruction schedule is required, 
typically the "glide path" toward the obligatory end point is so gradual that no 
problems have emerged for countries that adhere. 

For example, the NPT, the cornerstone of the global effort to preclude the 
proliferation of nuclear weapons, forbids its non-nuclear weapon state parties 
from receiving, manufacturing, or otherwise acquiring nuclear weapons,288 but 
it does not explicitly address the question of what should happen if one of these 
countries is nonetheless discovered to possess a nuclear weapon.289 Presumably, 
that state should destroy the device immediately (consistent with safety and 
security considerations), but the treaty is silent on the timing. In contrast, the 
BWC, the most important instrument in the resistance to the scourge of biologi
cal weapons, requires parties never to "develop, produce, stockpile or otherwise 
acquire or retain"290 the relevant devices and agents. The treaty includes a 
commitment to destroy or convert the contraband items "as soon as possible but 
not later than nine months after the entry into force of the Convention,"291 and 
an injunction that in effectuating that process "all necessary safety precautions 
shall be observed to protect populations and the environment."292 Notably, there 
is no specification of verification measures or of an international authority to 
oversee the destruction process, despite the fact that at the time the BWC was 
concluded, several states were known to possess the newly contraband items. 
No country publicly reported any difficulties in meeting the nine-month destruc
tion deadline. 293 

The 1981 Convention on Certain Conventional Weapons294 offers a di verse 

288. NPT, supra note 2 15, art. II. 

289. The NPT allows "nuclear-weapon States Parties" to continue to possess nuclear weapons, while 
"non-nuclear-weapon States Parties" are prohibited from doing so. NPT, supra note 215. art. lX.3. 
("Nuclear-weapon State" is defined as a country that manufactured and exploded a nuclear weapon 
before January 1, 1967. Therefore, states such as India and Pakistan, which came to possess nuclear 
weapons after January 1, 1967, could not join the NPT as nuclear-weapon States Parties. They would 
presumably have to abandon their nuclear weapons in order to join the NPT. but the treaty has no 
provisions for dealing with this scenario). 

290. BWC, supra note 18, art. I. 
291. Id. art. II. 
292. Id. art. 11. 
293. Defectors later revealed that the Soviet Union secretly violated the BWC by retaining and 

continuing to develop biological weapons. See ALIBEK, supra note 124. 
294. Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which 

May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects, Oct. 10, 1980, 1342 
U.N.T.S. 137,19 Il.,M 1523 ( 1980) (entered into force Dec. 2, 1983, entered into force for the U.S. Sept. 
24, 1995) [hereinafter CCW). 
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menu of illustrations here.295 Its Protocol 1 (dealing with weapons that produce 
fragments that are not detectable in the human body by x-rays),296 Protocol 3 
(on incendiary weapons),297 and Protocol 4 (concerning blinding lasers)298 ban 
the use (or particular types of uses) of the regulated armaments, but do not 
proscribe mere possession, and therefore do not address destruction. Mean
while, amended Protocol 2 (regulating anti-personnel land mines)299 and Proto
col 5 (about explosive remnants of war),300 although primarily concerned with 
use, also contain obligations to clear, remove, destroy or maintain the mines 
"[w]ithout delay after the cessation of active hostilities"301 and to clear, remove, 
or destroy the explosive remnants of war "[a]fter the cessation of active 
hostilities and as soon as feasible."302 But they do not describe any mandatory 
destruction process or specific timetable. 

Numerous bilateral agreements between the United States and the Soviet 
Union or Russia regarding nuclear weapons have established numerical caps on 
various categories of treaty-limited items: 

• The first such effort, the 1969 SALT I Interim Agreement on Strategic 
Offensive Arrns303 was mostly a "freeze" on existing arsenals of Intercon
tinental Ballistic Missiles (ICBMs) and Submarine-Launched Ballistic 
Missiles (SLBMs), without any requirement for elimination of existing 
systems.304 The companion Anti-Ballistic Missile (ABM) Treaty305 like
wise capped, rather than reducing, ABM systems, but it did spawn a 
Protocol on Procedures Governing Replacement, Dismantling or Destruc
tion, and Notification Thereof, for ABM Systems and Their Compo
nents, and a series of exacting subsidiary agreements and statements. 
These did not establish overalJ timetables or deadlines, but did contain 
some time-bounded steps for the dismantling procedures.306 

295. The CCW has an unusual structure. The main treaty itself contains only basic administrative 
provisions, as a chapeau for a series of five attached protocols dealing with selected topics; each state 
may decide to join any or all of the protocols independently. 

296. CCW, supra note 294, Protocol I. 
297. Id. Protocol 3. 
298. Id. Protocol 4. 
299. Id. amended Protocol 2. 
300. Id. Protocol 5. 
30 l. Id. amended Protocol II, art. I 0.1. 
302. Id. Protocol 5, art. 3.2. 
303. Interim Agreement on Certain Measures with Respect to the Limitation of Strategic Offensive 

Arms, U.S.-U.S.S.R., May 26, 1972, 23 U.S.T. 3462 (entered into force Oct. 3, 1972). 
304. fd. art. I, Ill. 
305. Treaty on the Limitation of Anti-Ballistic Missile Systems, U.S.-U.S.S.R., May 26, 1972, 23 

U.S.T. 3435 (entered into force Oct. 3, 1972, no longer in force) I hereinafter ABM Treaty). 
306. Article VIJI of the ABM Treaty, supra note 305, specifies that ABM systems and components in 

excess of those allowed "shall be destroyed or dismantled under agreed procedures within the shortest 
possible agreed period of time." Thereafter, the parties concluded a July 3, I 974 Protocol on Procedures 
Governing Replacement, Dismantling or Destruction, and Notification Thereof, for ABM Systems and 
Their Components, and an October 28, 1976 Supplementary Protocol to establish certain timing 
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• The 1987 Intermediate-range Nuclear Forces Treaty307 abolished the 
entire category of land-based ballistic and cruise missiles in the 500-
5500 kilometer range; it required each party to eliminate all such 
missiles and their launchers and all related support structures and equip
ment within three years. 308 

• The 1991 START I Treaty309 obligated the two parties to reduce their 
holdings to no more than 1600 deployed ICBMs, SLBMs and heavy 
bombers and no more than 6000 warheads attributed to those weapons, 
in three sequential phases, with interim levels to be reached after three, 
five and seven years.3I0 The 2002 Moscow Treaty31I then lowered the 
ceiling on strategic warheads to 1700-2200 within another ten years.312 

• The 2010 New START Treaty3 I 3 reduced the number of deployed 
ICBMs, SLBMs and heavy bombers to 700 and the number of associ
ated warheads to 1550, within seven years.3I4 

Meeting these generous targets on 6me never proved especially burdensome 
for either superpower. For example, Russia 's strategic nuclear inventory was 
already almost at the desired end-state when New START entered into force on 
February 5, 2011,315 and further reductions have continued on both sides.316 In 

standards, such as a requirement that destruction of excess missile launchers shall be completed within 
three months after its initiation, ABM Treaty, supra note 305, Protocol, Procedures Governing Disman
tling or Destruction, and Notification Thereof, for ABM Systems and Their Components, an. 1.3., and a 
requirement that destruction of ABM facilities at Malmscrom Air Force Base was to be completed 
within six months of the agreement on procedures, id. art. II.5, available ar http://www.acq.osd.mil/tc/ 
treaties/abrn/dord. htm. 

307. Treaty Between the United Staces of America and the Union of Soviet Socialist Republics on 
the Elimination of Their Intermediate-Range and Shorter-Range Missiles, U.S.-U.S.S.R., Dec. 8, 1987, 
27 T.L.M. 84 [hereinafter fNF Treaty]. 

308. INF Treaty, supra note 307, arts. I, II, IV. Tbere is also an interim deadline, requiring 
destruction of a signi_ficant fraction of the banned weapons within the first twenty-nine months after the 
treaty entered into force. Id. ai.1. IY.2(a). All the eliminations were completed by both countries on time. 
U.S. GEN. ACCOUNTING OFFICE, ARMS CONTROL: INTERMEDJATE-RANGE NUCLEAR FORCES TREATY IMPLEMEN
TATION 3, ( 1991 ); see JosEPH P_ HARAHAN, ON-SITE INSPECTIONS UNDER THE INF TREATY. A HISTORY OF THE 
ON-SITE lNsPECTJON AGENCY AND INF TREATY lMPLEMENTxr10N, 1988-1991, at 225-228 (] 993). 

309. Treaty on the Reduction and Limitation of Strategic Offensive Arrns, U.S.-U.S.S.R., July 31, 
199 1, S. Treaty Doc. No. I 02-20 [hereinafter START J Treaty]. 

310. Id. art. 11. START I also included numerous other sub-limits on categories such as warheads 
attributable to deployed mobile ICBMs, deployed heavy ICBMs, and warheads on deployed heavy 
ICBMs, with fixed destruction timetables for each. Id. 

3 11 . Treaty on Strategic Offensive Reductions, U.S.-Russ., May 24, 2002, S. Treaty Doc. No. l07-8 
[hereinafter Moscow Treaty]. 

3 12. Moscow Treaty, supra note 311, ai1. l. This treaty did not require acrual destruction of the 
excess warheads; they could be removed from deployment and sent co storage. 

3 l 3. Treaty on Measures for the Further Reduction and Limjtation of Strategic Offensive Arms, 
U.S.-Russ., Apr. 8, 20 10, S. Treaty Doc. No. 111-5 (entered into force Feb. 5, 2011) [hereinafter New 
START Treaty]. 

314. Id. art. U. 

3 I 5. The New START Treaty parties' initial exchange of data revealed that as of February 5, 20 I 1, 
when the treaty entered into force, Russia possessed 521 deployed strategic delivery systems (700 are 
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fact, one of the perceived problems with the original START I accord had been 
that the treaty-established procedures for eliminating the weapons, to remove 
them from accountability, were so exacting, and therefore so expensive, that 
each country avoided performing them. Instead, each state carried on its books 
numerous treaty-accountable items that were obsolete, unarmed, and non
functional, because each was comfortably below its allowable ceili ngs, and it 
was considerably cheaper to sustain these so-called "phantom weapons" than to 
complete the prescribed elimination steps.3I7 (The New START treaty consider
ably simplified the mandatory dismantling standards, ameliorating the problem.) 

The multilateral 1990 Conventional Forces in Europe (CFE) Treaty318 and its 
associated instruments3I9 may incorporate more separate numerical limits than 
any other arms control system. They establish individual caps for each of the 
thirty parties, and for various combinations of them, on each of five categories 
of weaponry: tanks, armored combat vehicles, artillery, combat aircraft, and 
combat helicopters, all to be reached within forty months. 320 Most of the 

allowed by the treaty), 865 deployed and non-deployed systems (800 are allowed) and 1537 warheads 
on deployed systems ( 1550 are allowed). The United States data were, respectively, 882, 1124, and 
1800. U.S. DEP'T OF STATE, FACT SHEET. NEW START TREATY AGGREGATE NUMBERS OF STRATEGIC 
OFFENSrYE ARMS, (20 I I). 

3 I 6. By March I, 20 I 2, the numbers were: for deployed strategic delivery systems, U.S. 8 l 2, Russia 
494; for deployed and non-deployed systems, U.S. l040, Russia 881; for deployed warheads, U.S. 
1737, Russia 1492. U.S. DEPARTMENT OF STATE, FACT SHEET. NEw START TREATY AGGREGATE NUMBERS OF 
STRATEGIC OFFENSIVE ARMS, (2012): Kingston Reif, New START: One Year Later, BULL. OF THE ATOMIC 
SCIENTISTS, Feb. 2, 2012, available at http://www.thebulletin.org/web-edition/columnjsts/k.ingston-reif/ 
new-start-one-year-later; Tom Z. Collina, Russia Back Below Treary's Warhead Limits, 42.4 ARMS 
CONTROL TODAY, May 20 l 2, at 39, available at http://www.armscontrol.org/act/20 I 2_05/Russia_Back_ 
Below_Treaty_Warhead_Limits (noting that reported numbers of weapons can fluctuate, as individual 
systems are removed from deployed status for maintenance or repair operations). 

317. See AMY F. WooLF, CONG. RESEARCH SERV., R4l219, THE NEw START TREATY. CENTRAL LIMITS 
AND KEY PRov1s10Ns, 6-9, 25 (Feb. 14, 2012) (describing how the United States and Russia had avoided 
the difficulty and expense of complying with the exacting START I procedures for eliminating weapons 
from accountability, by continuing to count under the treaty many systems that were no longer 
operational). Compare START l Treaty supra note 309, Protocol on Procedures Governing the 
Conversion or Elimination of Items Subject to the Treaty with New START Treaty, supra note 313, 
Protocol to the Treaty, Part Three, Conversion or Elimination Procedures. 

318. Treaty on Conventional Armed Forces in Europe, Nov. 19, 1990, 30 I.L.M. I (entered into force 
July 17, 1992) [hereinafter CFE Treaty]. 

319. The CFE Treaty was negotiated on a bloc-to-bloc (NATO and Warsaw Pact) basis, and defined 
a series of concentric zones with specified numerical ceilings for each type of equipment. In addition, 
an associated non-legally-binding instrument provided national limitations on military manpower. This 
original structure became outmoded when the Cold War ended; a 1999 Adaptation Agreement focused 
on national, rather than bloc, limitations, but it has not entered into force. The Conventional Armed 
Forces in Europe (CF£) Treary and the Adapted CF£ Treary at a Glance, ARMS CONTROL Ass'N (2012), 
http://www.a.rmscontrol.org/factsheet/cfe [hereinafter CFE Treaty at a Glance]; Tom Z. Colllina, CFE 
Treaty Talks Stall, 41.7 ARMS CONTROL TooAY, SepL 20 I I , at 30, available at http://www.armscontrol.org/ 
2011_09/CFE_Treaty_Talks_Stall; Treaty on Conventional Armed Forces in Europe, GLOBALSECURITY. 
ORG, http://www.globalsecurily.org/military/world/russi a/cf e-treaty.htm [hereinafter G loba ISecurity.org]. 

320. CFE Treaty, supra note 318 arts. 1-Yll. Reductions to meet the specified ceilings on mjlitary 
equipment are to be carried out in three phases, with interim deadlines at sixteen, twenty-eight and forty 
months after the treaty entered into force. Id. art. VITI.4. 
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reductions were readily accomplished on time (where Russia failed to do so, it 
was not because of financial or other impediments to the destruction process, 
but because of political dissatisfaction with the operation of the treaty in the 
post-Cold War environment, when the prior military bloc structure had unrav
eled).321 Some of the CFE reductions in treaty-bmited items were accomplished 
not through physical dismantling of excess systems, but through the simple 
expedient of moving them out of the treaty's geographic area, such as Russia's 
abrupt transfer of some 70,000 items to its military districts east of the Ural 
Mountains, and thus out of Europe.322 Still, the treaty incorporates excruciat
ingly detailed procedures for severing, welding, removing, explosively detonat
ing, deforming, smashing, or otherwise disabling each type of limited 
equipment, 323 and has accounted for the destruction of some 52,000 pieces of 
military hardware. 324 

The most conspicuous example of a recent treaty for which the mandatory 
dismantling timetable has proven problematic is the 1997 Ottawa Convention 
on Anti-Personnel Land Mines (APL).325 The Ottawa Convention has 160 
parties, including most members of NATO, but not the United States.326 It 
incorporates two different destruction obligations, with interestingly different 
schedules. First, regarding stockpiled mines (those held in a warehouse, not yet 
deployed into an operational minefield), each party is obligated to destroy all 
the APL that it owns or possesses, or that are under its jurisdiction or control, 
"as soon as possible but not later than four years after the entry into force of this 
Convention for that State Party. "327 There is no provision for extension of that 
four-year period. Second, regarding mines aJready emplaced in minefields, each 
party must destroy all mines in mined areas under its jurisdiction or control as 
soon as possible, but no later than ten years after the treaty becomes opera-

321. Russia bas objected to sustaining the original ]imitations on military equipment in the various 
zones, now that the Warsaw Pact has collapsed and many of the Soviet Union's former allies have 
joined NATO. The 1999 Adaptation Agreement was designed to provide the necessary adjustments, but 
it has not entered into force. See STATE COMPLIANCE REPORT OF 2005, supra note 6 l, at 32, 38-47 
(regarding CFE generally and regarding Russian activity under the CFE Treaty); U.S. DEP'T OF STATE, 
CONDITION (5)(C) REPORT. COMPLIANCE WITH THE TREATY ON CONVENTIONAL ARMED FORCES IN EUROPE 
11-13 (2011) (regarding Russian response in 20 I 0). 

322. While the CFE Treaty negotiations were being concluded. Russia suddenly moved a large 
quantity of soon-to-be-regulated military equipment from its European bases to Asian locations east of 
the Ural Mountains, and therefore out of the treaty's geographic coverage. Many considered this to be a 
dangerous circumvention of the treaty (since the equipment could presumably be returned to the 
European theater just as quickly); much of it was later destroyed. GlobaJSecurity.org, supra note 319. 

323. CFE Treaty, supra note 318, Protocol on Procedures Governing the Reduction of Conventional 
Armaments and Equipment Limited by the Treaty. 

324. CFE Treaty at a Glance, supra note 319. 

325. Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of Anti
Personnel Mines and on their Destruction, Sept. 18, 1997, 2056 U .N.T.S. 211 [hereinafter Ottawa 
Convention]. 

326. Mine Ban Treaty- States Parries, lNT'L. CAMPAIGN To BAN LANDMINES, http://www.icbl.org/ 
index.php/icbl/Universal/MBT/States-Parties. 

327. Ottawa Convention, supra note 325, art. 4. 
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tional.328 If a party "believes that it will be unable" to accomplish that objective, 
it may request an extension for up to another ten years, and a Meeting of the 
States Parties may vote (by simple majority) to grant the request. 329 Moreover, 
such an extension may be renewed, via the same process, apparently without 
limit.330 

The Ottawa Convention specifies that a request for an extension shaH contain: 
(I) the duration of the proposed extension; (2) a detailed explanation of the 
reasons for it, including the status of the work already conducted, the financial 
and technical means available to the country to conduct the necessary destruc
tion activities, and the "[c]ircumstances which impede the ability" of the state to 
complete the process; (3) the "humanitarian, social, economic, and environmen
tal implications of the extension"; and (4) any other relevant information.331 

To date, compliance with these two deadlines has been inconsistent. Most 
Ottawa parties do not currently possess stockpiles of APL (sixty-four parties 
declared that they had never owned any such mines). But four states - Belarus, 
Greece, Turkey, and Ukraine - are in violation of their Ottawa obligations, due 
to failure to meet the four-year timetable, and only Turkey appears to be moving 
close to compliance. (For Belarus, Greece, and Turkey, the deadline was March 
1, 2008; Ukraine joined the treaty later, and started violating this provision on 
June 1, 2010.)332 

Regarding destruction of mines fielded in mined areas, forty-four states have 
declared themselves to be (or are otherwise considered to be) subject to the 
treaty's obligation to clear the mines within ten years, but twenty-two of these 
have already requested and received one or more extensions, and several 
additional petitions are pending.333 Many of these countries are registering 
precious little progress in the clearance task, and are falling behind their own 
generous schedules.334 At the treaty 's second Review Conference, in 2009, the 
parties adopted the Cartagena Action Plan, which included Point 13, urging 
states to work toward rapid implementation of their obligations to clear mines 
within ten years (plus extensions), but little acceleration in the pace has been 
noted.335 The International Campaign to Ban Landmines, responsible for moni
toring implementation of the Ottawa Convention, concludes that even the states 
that have been granted extensions have made "disappointing progress,"336 and 
that "deadline extension requests are becoming the norm rather than the excep
tion. "337 

328. Id. art. 5.1. 
329. Id. art. 5.3, 5.5. 
330. Id. art. 5.6. 
331. Id. art. 5.4. 
332. INTERNATIONAL CAMPAIGN To B AN L ANDMLNES, LANDMINE MONITOR 2011, at 4-5 (2011 ). 
333. Id. at 22. 
334. id. at 23. 
335. id. at 22. 
336. Id. at 22. 
337. id. at 30. 
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The bifurcated Ottawa Convention structure was adapted in the 2008 Oslo 
Convention on Cluster Munitions.338 There, each party undertakes, first, to 
destroy all its stockpiled cluster munitions as soon as possible and no later than 
within eight years (and "to ensure that destruction methods comply with 
applicable international standards for protecting public health and the environ
ment." )339 Unlike the Ottawa Convention, the stockpile destruction deadline 
under the Oslo Convention may be extended, upon request to a Meeting of 
States Parties, for four years, and "in exceptional circumstances," for additional 
periods of four years, where doing so is "strictly necessary" to complete the 
destruction.340 

Second, regarding the cluster munition remnants in the field, the Oslo Conven
tion requires each party to clear and destroy all such items within ten years; that 
period may be renewed for successive fi ve-year increments.341 

What are the lessons to be learned from a]J this col lective experience with 
different forms of destruction obligations under arms control agreements? How 
could conscientious treaty-makers find the "sweet spot" that avoids both: (1) the 
excessive rigidity of an immoveable deadline that throws into a situation of 
breach a country that behaves in good faith but simply cannot meet a projected 
calendar that may have seemed perfectly reasonable when it was originally 
established; and (2) the opposite danger of a too-squishy timetable that cava
lierly allows recalcitrant countries to def er indefinitely their obligations, cyni
cally appearing to honor the treaty while not truly pursuing one of its key 
desiderata? 

The answer cannot be an automatic preference for either long deadlines or 
short ones, or for waivable or immutable targets. Likewise, it is too simplistic 
merely to call for negotiators to be "more realistic" in setting their timetables or 
for countries to be "more responsible" in carrying out their destruction obliga
tions. With hindsight, it is abundantly clear that a ten- or even fifteen-year target 
for destroying all U.S. and Russian chemical weapons was ambitious, perhaps 
foolishly so. But in the early 1990s, when the time frame was picked. the 
experts were confident; they regarded the single five-year extension as a prob-

338. ConvenLion on Cluster Munitions. M ay 30, 2008. 33 pt. 2 U.N. D1sarmamen1 Y.B. 251, 
available ar http://www.clusterconvention.org/fi les/2010/12/CCM -Text l.pdf [hcrci nafter CCM] ( en
tered into force Aug. I , 2010). A cluster munition is an explosive weapon that releases or disperses 
muhiple, small sub-munitions. allowing it to strike numerous targets simultaneously over a wider area. 
Id. art. 2.2; ANDREW FEICKERT & PAULK. KERR. CoNG. RESEARCH SERV .. RS22907, CLUSTER MUNITIONS: 
BACKGROUND AND ISSUF.S FOR CONGRESS I (June 27, 20 12). 

339. CCM, supra note 338. art. 3.2. 
340. id. art. 3.3. The request for an extension is to specify the duration of the requested extension, 

the exceptional circumstances jus1ifying it, the plan for destroying the cluster munitions, the financial 
and technical resources available to the party to complete the destruction, and the quantity of munitions 
and sub-munitions to be destroyed. Id. art. 3.4. 

341 . Id. art. 4. The request for an extension is to specify 1hc proposed duration, the reasons for the 
extension, the work already conducted under national clearance programs, the total area remaining to be 
cleared. the circumstances that have impeded the party's ability to complete the clearance, and the 
humanit.arian, social, economic, and environmental implications of the proposed extension. Id. art. 4.6. 
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ably unnecessary, extra margin of safety. What they apparently did not ad
equately take into account was the inevitability that political factors, as well as 
technical factors, would come into play. If NIMBY had not intervened, the 
deadline could probably have been met. 

It is clear that the political dynamics of modern arms control will not tolerate 
asymmetric deadlines. It would not be generally acceptable to require countries 
with relatively small inventories of the regulated weapons to destroy them 
immediately, while providing a significantly longer period for those laboring 
under a larger legacy of now-excess armaments. Whatever freedom of action is 
available to one will probably have to be extended to all.342 

Perhaps part of the solution may lie in draftjng standards that allow exten
sions, and renewals of extensions, but that specify the particular criteria that the 
requester must satisfy, as well as procedures to ensure that applications are 
well-vetted. Some may view the Ottawa and Oslo Conventions as providing 
useful models here, but others are less sanguine, concluding that even strict
sounding language may be susceptible to exploitation and endless delay. 

VII. POSSIBLE PATHS FORWARD ON THE ewe 
Returning now to the analysis of the ewe destruction mandate, what tools 

and tactics may be available for resolving the U.S. and Russian 2012 violations? 
Five clusters of options are considered. 

A. Change the treaty obligations. The first obvious kind of response would 
be to alter the mandate of the treaty - if the leading parties are unable to change 
their behavior to conform to the treaty's terms, then possibly they could change 
the treaty's terms to match better what those two chemical leviathans could 
actually accomplish. The CWC provides three possible avenues. 

First, the formal amendment provisions of the CWC outline the "front door" 
mechanism for altering the text. Article XV of the treaty provides that any party 
may propose an amendment, which is circulated to all parties.343 If one-third of 
the parties support it, an Amendment Conference is convened.344 To be adopted, 
the proposal must receive "a positive vote of a majority of all States Parties with 
no State Party casting a negative vote."345 It must then be ratified by all the 
parties who voted in favor of it at the Amendment Conference; thirty days later, 
the amendment enters into force for all treaty parties.346 

342. The NPT, regulating nuclear weapons, is "discriminatory," in that it allows t.he five states that 
tested nuclear weapons first (the United States, Russia. China, France and the United Kingdom) to 
retain nuclear weapons, while outlawing possession for all other parties. NPT, supra note 215, arts. I, 11, 
YI, IX.3. In contrast, the treaties regulating chemical and biological weapons are '·non-discriminatory," 
treating all states identically, regardless of their history as possessors (or not) of the regulated weapons. 
BWC, supra note 18, an. I; CWC, supra note I, art. I. 

343. CWC, supra note 1, art. XV. I and 2; KRuTzscH & TRAPP. supra note 19, at 239-47. 
344. CWC, supra note 1, art. XY.2. With 188 states party to the treaty, 63 would have to support t.he 

convening of an Amendment Conference. 
345. ld. art. XY.3(a). A majority vote would require ninety-five parties. 
346. id. art. XY.3. 
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As a formal matter, this procedure carries the notable virtue that an amend
ment supported by a majority (and not opposed by any party) can enter into 
force for all parties simultaneously. It avoids the irregularity that might occur if 
a state that does nothing (neither supporting nor opposing the amendment) 
would not be bound by it, while other parties would be. However, as a practical 
matter, thjs mechanism makes amendments extremely difficult; it provides each 
party two separate opportunities to veto any proposal - it may vote against the 
amendment at the Amendment Conference, or it may vote in favor, but then 
decline to ratify. Moreover, as a political matter, the United States and like
minded parties have been reluctant to propose any amendments to the CWC, 
fearing that if the treaty text were opened up to alteration, other parties might 
take the occasion to propound their own ideas for refinement of the obligations, 
many of which would be unwelcome. The CWC has never been amended. 

The second potential mechanism for modifying the treaty is the ''changes" 
procedure, also found in article XV. This provides an expedited mechanism to 
"ensure the viability and effectiveness"347 of the CWC, and is applicable only to 
"matters of an administrative or technical nature."348 Under it, a proposal is 
circulated to all parties, with an evaluation by the Director-General of the 
Technical Secretariat, and the Executive Council makes a recommendation.349 

If the Executive Council's recommendation is favorable, the proposal is consid
ered approved unless a party objects within ninety days,350 and it enters into 
force for all parties 180 days later. 35 1 

Thjs streamlined vehicle allows minor alterations in the CWC to be imple
mented more quickly (in particular, it does not require an act of "ratification" by 
the parties, thereby dodging the necessity of returning to national legislatures 
for consent). But it again relies upon the absence of any objection, and it is 
applicable only to relatively minor provisions in the Annexes of the CWC. not 
to the text of the treaty itself.352 

In the current situation, oddly, the obligation to destroy all chemical weapons 
withjn ten years is contained in article IV.6 of the treaty,353 but the provision for 

347. Id. art. XY.4. 
348. Id. art. XY.4. 
349. Id. art. XY.5(a)-(c). 
350. Id. art. XY.5(d). If the Executive Council recommends that the proposal be rejected, it is 

considered rejected unless a party objects within 90 days. If a party disagrees with the recommendation 
of the Executive Council, the matter is referred to the Conference of the States Parties. Id. art. 
XY.5(d)-(e). 

35 I. Id. art. XV.5(g). 
352. Some parts of the annexes are also exempt from the changes procedure, reflecting the 

negotiators' judgment that those particular passages were too important to be subject to the expedited 
change operations. Id. art. XY.4. 

353. Id. art. IY.6 (destruction "shall finish not later than 10 years after entry into force of this 
Convention."). 
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the one limited extension is housed in the Verification Annex, Part IV(A).C.24-
26.354 It is not clear, therefore, whether the expedited procedure could be 
legitimately implemented to address this matter. 

Moreover, in CWC experience, this "viability and effectiveness change" 
procedure has been employed only twice, regarding quite minor matters : to 
adapt the timetable for consideration of proposals to "conve rt" to benign 
appbcations, rather than to "destroy," a former chemical weapons production 
facility, in the case of a state that joins the treaty after the initially-specified 
timetable for such conversions;355 and to allow international transfers of very 
small quantities (five milligrams or less) of saxitoxin for medical diagnostic 
purposes to proceed with notification at the time of transfer, rather than thirty 
days in advance.356 

It seems extremely unlikely that a change to the fifteen-year destruction 
deadline (even though exp1:essed in the Verification Annex, instead of in the 
treaty text) would pass muster as an "administrative or technical" question. If 
even a single party objected to the gambit, the matter - including the question of 
whether the proposal truly meets the criteria for a "change" - would be referred 
to the Conference of the States Parties, where it would be addressed as a matter 
of substance, again affording any party the power to block an amendment. 357 

A third, possibly less onerous or restrictive, option for altering the CWC 
destruction obligations would rely upon an emergent pattern of practice among 
the parties in interpreting or implementing the accord. That is, the Vienna 
Convention contemplates that in construing a treaty text, there shall be taken 
into account "[a]ny subsequent practice in the application of the treaty which 
establishes the agreement of the parties regarding its interpretation."358 If the 
observed " practice" of the leading CWC parties is to careen past the fifteen-year 
timetable, without strenuous objection from others, perhaps that pattern could, 
de facto amount to a revised understanding of the legal obligations. 359 

Notably, this passage in the Vienna Convention relates to "interpretation" of a 
treaty, rather to "alterations" in it, but perhaps it may be possible in practice to 
fuzz the dividing line between ordinary implementation and modification - if 

354. id. Annex on Implementation and Verification, Part fV(A).C.24-26. 
355. id. Annex on fmplementation and Verification, Part V.D.72bis (added in 2005). 
356. id. Annex on Implementation and Verification, Part VI.B.5bis (added in 1999 and corrected in 

2000). 
357. Id. art. XY.5(e). 
358. Vienna Convention, supra note 160, art. 3 l.3(b); see also RESTATEMENT (THIRD) OF FOREIGN 

RELATIONS LAW, supra note l 92, §325, cmt c; GARDINER, supra note 200, at 225-49: VILLIGER, supra note 
193, at 431; Oliver Dorr, General Rule of i n1erpre1ation, in Dorr & Schmalenbach, supra note 193, at 
1029. It would also be possible for the CWC parties to conclude an overt "subsequent agreement" 
"regarding the interpretation of the treaty or the application of its provisions" Vienna Convention, supra 
note J 60, art. 3 I .3(a). However, it seems extremely unlikely that all CWC parties would join in the 
negotiation and conclusion of such an instrument. 

359. The Albania case, discussed supra text accompanying notes 143-44, could be instructive as a 
data point in helping to establish a possible pattern of precedents for this approach. 
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the parties were unanimous in their intentions.360 However, it is a stretch to 
describe the December 1 Decision as a tacit "waiver" or forgiveness of the U.S. 
and Russian violations, or as a consensus to alter the treaty's demands. The 
December 1 Decision was not labeled or described in those terms, and it seems 
unlikely that a general loosening of the fifteen-year deadline would have 
commanded such universal assent. Even if most parties were disinclined to 
pound the table about the major powers' failures, some, at least, would con
tinue, with reason, to regard this chain of events as simply a "violation" of the 
CWC, not as a covert consensual " re- interpretation" of one of its key provi
sions. In that connection, OPCW organs have explicitly stressed that no action 
should be taken, regarding some parties' difficulties in meeting the revised 
deadlines for destruction of chemical weapons, that would " lead to the rewriting 
of or reinterpreting of [the] Convention's provisions."361 

B. Escape the treaty obligations. A second device for addressing the destruc
tion problem would be to exercise the CWC's withdrawal provision; this 
approach could be contemplated either by the United States and Russia or by 
any other party aggrieved by the prolongation of the CW destruction process. 

Like many other modem arms control agreements,362 the CWC allows its 
parties to escape the obligations in an extreme situation, providing: 

Each State Party shall, in exercising its national sovereignty, have the right to 
withdraw from this Convention if it decides that extraordinary events, related 
to the subject-matter of this Convention, have jeopardized the supreme inter
ests of its country. It shall give notice of such withdrawal 90 days in advance 
to all other States Parties, the Executive Council, the Depositary and the 
United Nations Security Council. Such notice shall include a statement of the 
extraordinary events it regards as having jeopardized its supreme interests.363 

360. See RESTATEMENT (THIRD) OF FOREIGN RELA'nONS LAW, supra note 192, §334, reporters' note 4 
(concluding that " (t]he question of modification by subsequent practice tends to merge into that of 
interpretation by subsequent practice"). § I 02, cmt j, and reporters' note 4 (new rule of customary 
international law may supersede a prior treaty): GARDINER, supra note 200, al 243-245; AusT. supra 
note 193, at 241-243; GEORG Noi:rr, THIRD REPORT FOR THE INTERNATIO'IAL LA\\ COM\11ss10:-; STUDY GROUP 
ON T REATIES OVER TIME, SUBSEQUENT AGREEMENTS AND St.BSEQUENT PRACl ICE OF STATES OUTSIDE OF 
JUDICIAL OR QUASI-JUDICIAL PROCEEDINGS 43-45 (2012) (common practice among treaty parties can 
indicate agreement on non-application of the treaty). 

361. OPCW, Conference of the States Parties, Report of the 15th Session, Nov. 29-Dec. 3, 2010 
U9.8, C-I5/5 (Dec. 3, 20 I 0); see also Mikulak Nov. 29, 2011 Statement, supra note 94. 

362. Cf New START Treaty, supra note 313. art. XI V.3; BWC, supra note 18, art. x rn.2: ABM 
Treaty, supra note 305, art. XV.2; NPT, supra note 2 15, art. X.I. 

363. e we, supra note I , art. XVI.2. Such a withdrawal would not affect a state's obligations under 
the Geneva Protocol, supra note 13, or under customary international law. ewe, supra note 1, art. 
XVI.3. 

Withdrawal from an arms control treaty is rare; the only two instances are North Korea's 2003 
w i thdrawal from the NPT, see Arms Conrrol and Proliferation Pro.file: Norch Korea, ARMS eoN"rROL 
ASSOCIATION (Aug. 2012), http://www.armscontrol.org/factsheets/northkoreaprofile, and the United States' 
2002 withdrawal from the ABM Treaty, see Wade Boese, Missile Defense Five Years after rhe ABM 
Treaty, 37.5 ARMS CONTROL TODAY, June 2007, available ar http://www.armscontrol.org/acl/2007_06/ 
MissileDcfense. 
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First, regarding the United States and Russia, it would be a stretch for those 
states to characterize their own (or each other's) violations of the treaty as 
events that have jeopardized their supreme interests. A somewhat better ratio
nale might be to cite the unforeseen technical, financial, and organizational 
difficulties that generated those breaches as "extraordinary events." The United 
States or Russia could assert that withdrawal was preferable to overtly violating 
the CWC, because committing a material breach could lead to adverse implica
tions, as described above, casting into disrepute the CWC, other vital arms 
control agreements, and by extension, aJl of international law.364 

Notably, the concept of the w ithdrawal provision in arms control treaties 
allows each state to be entirely "self-judging" in evaluating whether its supreme 
interests have been jeopardized. It must express the reasons why it regards 
withdrawal as necessary, but as long as it is behaving in good faith, there is no 
mechanism for the other parties to object effectively or to compel the state to 
remain inside the treaty regime. 365 

Here, to mitigate the political fallout from a withdrawal, the United States 
and Russia might negotiate a new bilateral agreement committing themselves to 
expeditious destruction of their CW inventories (perhaps akin to the 1989-1990 
bilateral agreements noted above366

) and they might conclude some sort of 
agreement with the OPCW to apply the verification and related measures to 
their prolonged extra-CWC functions. And they could make clear their inten
tions to re-join the CWC as soon as their destruction operations reached 
fruition. 

But any such defection, under any terms, would surely shake the CWC to its 
core. Where the objective is to sustain the concept of an effective international 
law prohibition against chemical warfare, any decision by the United States and 
Russia to abandon the leading instrument in the field would hardly be appreci
ated as a constructive approach. 

Conversely, it is possible that other parties, perturbed by the failure of the 
United States and Russia to comply with the mandatory destruction timetable, 

364. This provision allows only for a complete '•withdrawal" from a treaty, not for a temporary 
"suspension" of its obligations. Russia has asserted an ability Lo suspend, not termjnate, its participation 
in the Conventional Forces in Europe (CFE) Treaty, and the United States and other parties have 
resolutely rejected that interpretation. U.S. DEP'T OF STATE, COMPLIANCE wrrn THE TREATY ON CoNVEN
TIONALARMED FORCES IN EUROPE, CONDITION (5)(C) REPORT, 1, 7-8 (Aug. 2011 ), http://www.state.gov/l/avc/ 
rls/rpl/170445.htm; Statement by the United States of America to the Joint Consultative Group. 
Organization for Security and Cooperation in Europe, 682nd Plenary Meeting, Agenda item 2(b), Dec. 9, 
2008, http://www.state.gov/documents/organization/138820.pdf; see also Press Statement, U.S. Dep't 
of State, Implementation of the Treaty on Conventional Armed Forces in Europe (Nov. 22, 2011 ), 
available al http://www.state.gov/r/pa/prs/ps/2011 / 11 / 177630.htm (announcing that the United States 
will cease carrying out CFE obligations with regard Lo Russia, in response to Russia's suspension). 

365. AusT, supra note 193, at 28 l-282. ]n 2006, after North Korea withdrew from the NPT and 
conducted a nuclear weapons test explosion, the United Nations Security Council deplored the 
withdrawal and demanded that North Korea rescind its action and rejoin the NPT. S.C. Res. 1718, 
<Jl<l{3-4, U.N. Doc. SIRES! 1718 (Oct. 14, 2006). North Korea has not done so. 

366. Wyoming Memorandum of Understanding, supra note 20. 
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would exercise the right to withdraw. The exiting state might, or might not, 
decide to resume production of CW; perhaps it would announce an intention to 
return to the Convention when the United States and Russia complete their 
destruction operations. No state has yet insinuated that it might consider such 
recourse, and in any neutral assessment, the prolonged possession of these 
quantities of to-be-destroyed munitions and agents by the United States and 
Russia does not pose any genuine threat to the security or other supreme 
interests of any other party. The prospect that either the United States or Russia 
would brandish or use any of these loathsome devices in combat is virtually nil, 
and even if the U.S. chemical neutralization process consumes another decade 
or more, no other state is genuinely threatened thereby. 

Still, an outlier state may see things differently, and as noted, the operation of 
the withdrawal power does not afford other states the opportunity to gainsay 
that option.367 One or more such defections would hardly "solve" the destruc
tion problem in any sense, but it cannot be dismissed as a possible response by 
states that wanted to protest the U.S. and Russian dilatory behavior, to punish 
them for it, or perhaps to incentivize them to improve it. 

C. Excuse the violation. A third approach would be to convince the CWC 
parties to waive or simply overlook the violation. At the most elementary level, 
this could be a low-key political enterprise, to persuade other states that the 
United States and Russia were behaving in an eminently reasonable fashion. 
Even if they were contravening the terms of the CWC, they were devoting so 
much money, expertise and innovation to the effort, and were not seeking or 
achieving any military, diplomatic or other benefit from the prolongation, so no 
one else should care very much. The hoped-for response would be "noth
ing" - not a whimper of protest or a wiggle of serious contrary action - in 
recognition that pressing further on this issue would be both futile and unneces
sary. 

The world might thus appreciate this situation as a variation on the concept of 
"efficient breach."368 This is the notion that strict conformity with the exact 
terms of a binding legal obligation could become wasteful, if the breaching 
party stands to gain so much by the violation that it could compensate the 
innocent parties for the loss of their expectations, and still come out ahead. 
Here, there would be little tangible benefit to the other CWC parties, even if the 
United States and Russia were now to pour even more billions into a largely 
futile effort to somehow further accelerate their CW destruction processes. A 

367. After North Korea withdrew from the NPT and conducted a nuclear weapons test explosion. the 
United Nations Security Council deplored the withdrawal and demanded that Nonh Korea rescind its 
action and rejoin the NPT. S.C. Res. 1718, supra note 365. North Korea has not done so. 

368. Under the modern "law and economics'' theory of "efficient breach." a party may be excused 
from performing a contract if breach would be economically more efficient - provided that it pays 
compensatory damages to the injured party. BLACK'S LAW D1CTtONARY 592 (9th ed. 2009). In the case of 
the CWC. there is no specific injured party, and there is no procedure for assessing compensatory 
damages. 
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more relaxed, fl exible attitude may therefore be deemed more appropriate. 
In a more formal vein, the Executive Council, the Conference of the States 

Parties, or the Director-General of the Technical Secretariat could go overtly on 
the record with similarly benign conclusions. None of those bodies has any 
express power to expunge treaty violations, and the CWC dispute resolution 
provisions do not contemplate a "Good Housekeeping seal of approval" for 
breaches, but discretion and judgment might lead in that direction. The Execu
tive Council has the general autho1ity to "promote the effective implementation 
of, and compliance with, this Convention"369 and to make recommendations 
"regarding measures to redress the situation and to ensure compliance."370 The 
Conference of the States Parties has even broader responsibilities; it may "take 
decisions on any questions, matters or issues related to this Convention''371 and 
"act in order to promote its object and purpose."372 If those organs determined 
that little or no response was necessary or appropriate in reaction to the 2012 
issue, that wisdom could not be overtumed.373 

The closest precedent for the current situation arose in April 2007 regarding 
Albania's small CW stockpile. There, the OPCW, in effect, closely monitored 
Albania's tardiness in meeting the deadline, but took no formal action, despite 
the facts that Albania had clearly violated the treaty's requirements (albeit, by a 
very smalJ margin) and that Albania had done so without even bothering to 
request an extension (which would have easily fixed the problem). A pragmatic 
"watch and wait" posture by the Executive Council (it "reiterated its con
cem"374 about the delays, but never addressed the possibility of any sanctions) 
seems to have led to a satisfactory outcome. 

The resolution of the Albania contretemps was found in the power of the 
Executive Council to negotiate a viable response plan under article VIII.C.36: 

369. ewe, supra note l, art. vm.C.31. 
370. Id. art. VHI.C.36(c). 
371. Id. art. YIIJ.B.19. 
372. Id. art. YIII.B.20. 
373. The organs of the OPCW are not themselves parties to the treaty; they are merely the agents of 

the states parties. Any legally operative determination to waive or forgive a violation would have to be 
a decision of the parties themselves, perhaps expressed through the Executive Council and the 
Conference of the States Parties. The Director-General has even less express authority to bind the 
parties, but has used his ''bully pulpit" to try to promote a consensus, low-key solution. See Ahrnet 
Oziimcti, Dir.-Gen., Opening Statement to the Exec. Council at Its 61'1 Session. <Jl<Jl J 0-11 (June 29, 
20 I 0), available at http://www.opcw.org/index.php?elD = dam_ frontend_push&doclD = 1385 l (saying 
that the United States and Russia "will not be able to meet the 29 April 2012 deadline," without 
labeling that failure as a ''breach" or "violation," and opining that those two countries have shown an 
excellent track record and firm commitment to the CWC, so "the key goal of achieving the total and 
irreversible destruction of their declared stockpiles is, in my view, not in question .... I for one have 
no doubt that they will continue to stay on track."); see also NOLTE, supra note 360, at 71-88 (surveying 
different types of treaty implementation bodies and Lhe powers they may wield in treaty interpretation 
and modification). 

374. OPCW, Executive Council, Reporr 011 the Performance of !rs Activities in the Period from 8 
July 2006 to 29 June 2007, EC-50/3, C-12/3. <)[2. 16 (Sept. 26, 2007) [hereinafter OPCW Exec. Council 
Rep.]. 
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In its consideration of doubts or concerns regarding compliance and cases of 
non-compliance, including, inter alia, abuse of the rights provided for under 
this Convention, the Executive Council shall consult with the States Parties 
involved and, as appropriate, request the State Party to take measures to 
redress the situation within a specified time. To the extent that the Executive 
Council considers further action to be necessary, it shall take, inter alia, one or 
more of the following measures: 

(a) Inform all States Parties of the issue or matter; 
(b) Bring the issue or matter to the attention of the Conference; 
( c) Make recommendations to the Conference regarding measures to re

dress the situation and to ensure compliance. 375 

While this passage does not expressly authorize the Executive Council to 
conclude, on behalf of the OPCW or the parties to the treaty, a binding 
agreement, still less to waive a serious act of non-compliance, it may be 
sufficient to provide a practical basis for reconciliation. 

The Executive Council, in grappling with the Albania situation, "emphasized 
the exceptional nature of this case, and stressed that it shall not set a precedent 
for the future, nor in any other way affect the legally binding obligations of the 
possessor States Parties to destroy their chemical weapons in accordance with 
the provisions of the Convention, and within the deadlines extended by the 
Conference at its Eleventh Session."376 Of course, the small quantities of CW at 
stake in Albania, together with the very short duration of that country's overage 
in missing the deadline, are immensely different from the situations of the 
United States and Russia. Still, in a context so starved of authoritative legal 
guidance, even a remote bit of prior state practice may be illuminating. 

The Iraq case may also suggest a whiff of similar flexibility. There, because 
Iraq joined the CWC after the original ten-year period for CW destruction had 
already expired, it is bound by a different, more indeterminate, set of rules. 
Under Article IV.8, such a latecomer is to destroy its CW "as soon as possible," 
pursuant to an order of destruction to be determined by the Execu6ve Coun
cil.377 Iraq has not yet begun, or even created a plan for, the recovery and 
destruction of its bunkered CW.378 The United States and Russia are not, of 
course, in that situation; the analogy suggests both that the concept of flexibility 
is not entirely alien to the CWC, so perhaps it could be borrowed for application 
here - and conversely, that the negotiators knew how to modulate the destruc
tion timetable when necessary and they knowingly decided not to do so for 
states that had joined the treaty at the outset. 

A different procedural tack would be to convene a "special session" of the 
Conference of the States Parties to address the issue. In addition to its annual 

375. CWC, supra note I, art. VIII.C.36. 
376. OPCW Exec. Council Rep., supra note 374, 12.17. 
377. CWC, supra note I, art. IV.8. 
378. See discussion of lraq's damaged CW caches, supra note l50. 
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meetings and its every-five-years review sessions,379 the Conference may con
vene at any time in special session to evaluate the operation of the CWC, taking 
into account "any relevant scientific and technological developments."

380 
The 

powers of a special session do not exceed those of a regular session, but the 
extraordinary, sole focus may help concentrate the minds of the participants and 
generate additional possibilities. Likewise, a party may request a special session 
of the Executive Council;381 such a conclave would have no greater powers 
than a regular session, but might catTy an extra dollop of political visibility and 
clout. To date, there have been no CWC special sessions regarding the 2012 
deadline, and the United States has resisted that recourse, favoring the more 
low-key alternatives, but the option remains on the table. 

The December 1 Decision has already begun the implementation of this type 
of strategy. In that instrument, the Conference of the States Parties balanced the 
competing political, legal, and operational considerations, and determined -
nearly unanimously - a path forward. The resolution does not "forgive" the U.S. 
and Russian transgressions, but neither does it rebuke them or invoke a litigious 
or enforcement-oriented approach. It demonstrates a strikingly flexible, prag
matic approach to "law as politics," rather than an insistence upon strict 
compliance with the letter of the law. Whether this act solves the problem, or 
merely kicks it further down the road, remains to be seen. 

D. Go to a higher authority. The CWC contemplates that some especially 
serious compliance issues may not be amenable to resolution within the context 
of the treaty itself, but may benefit from referral to outside authorities. Under 
article XII, "[t]he Conference shall, in cases of particular gravity, bring the 
issue, including relevant information and conclusions, to the attention of the 
United Nations General Assembly and the United Nations Security Council."382 

A two-thirds vote of the Conference of the States Parties would be required for 
any such referral.383 

Such a referral has never occurred under the CWC, and the experience under 
the cognate provisions of other treaties is hardly promising. If the matter were 
sent to the Security Council, the United States and Russia would, of course, be 
immunized by their veto power against any unwelcome outcomes.384 In the 
General Assembly, in contrast, the superpowers are not guaranteed of the ability 

379. The CWC provides for special sessions of the Conference of the States Parties at five year 
intervals to review the operation of the Convention. CWC, supra note 1, art. VIll.22; see generally, 
OPCW, Conference of States Parties, 2nd Special Session To Review the Operation of the Chemical 
Weapons Convention, RC-2, (Apr. 7- 18, 2008); OPCW, Report of 1he 2nd Review Conference (Apr. 18, 
2008), http://www.opcw.org/documents-reports/conference-states-parties/second-review-conference. 

380. CWC, supra note I art. VIIT.B.22. The Executive Council may request a special session. Id. 
art. VIIl.C.33. 

381. Id. art. fX.4(f). 
382. Id. art. XII.4. 
383. Id. art. VIII. I 8. 
384. U.N. Charter, art. 27 (requiring the concurring votes of all permanent members of the Security 

Council to adopt a substantive decision). 
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to control the vote, but the General Assembly lacks the power to enforce 
legally-binding results.385 The question is whether any useful political gain 
could be achieved by opening these fora to a discussion - in whatever structured 
way that could be managed - of the CWC compliance issues. 

The other form of "higher authority" is the International Court of Justice. 
Unlike many trealies,386 the CWC does not incorporate a direct referral of 
disputes to the court, and the other avenues for lodging a contentious case seem 
unlikely.387 However, the CWC does contemplate a mechanism for seeking an 
advisory opinion from the ICJ "on any legal question arising within the scope of 
the activities of the Organization."388 A variety of such legal questions might be 
posed in this situation, either mischievously or in an honest attempt to reach 
consensus - such as whether the U.S. and Russian defaults do rise to the level of 
" material breach," and whether any of the theoretical excuses surveyed above 
would provide partial mitigation. The ICJ has recognized that sometimes, 
resolution of the legal aspects of a controversy can help contribute to a larger 
political solution.389 

Additionally, perhaps some creative use could be made of another CWC 
organ, the Scientific Advisory Board. This Board, a relatively under-exploited 
feature of the OPCW infrastructure, comprises twenty-five prominent experts, 
mandated to provide scientific and technical advice to the Conference of the 
States Parties, the Executive Council, and the Director-General.190 Perhaps the 
Scientific Advisory Board could be tasked to study independently the U.S. CW 
destruction operations, evaluate the progress and problems encountered to date, 
and provide " red team" analysis and recommendations to the OPCW. Such an 
"outside" audit might be unlikely to generate revolutionary insights about the 
U.S. activities, but might nonetheless provide another form of corroborating 

385. U.N. Chaner, art. 25 (all U.N. members .. agree to accept and carry out" decisions of the 
Security Council; there is no comparable undertaking regarding decisions of the General Assembly). 

386. Many treaties do contain provisions referring disputes to the ICJ. See, e.g .. Convention on the 
Elimination of All Forms of Discri mination Against Women, ru1. 29. 1, Dec. 18, 1979, 1249 U.N.T.S. 
13; International Convention on the Elimination of All Forms of Racial Discrimination, art. 22. Dec. 
2 1, 1965, S. Treaty Doc. No. 95-18, 660 U.N.T.S. 195; Convention on the Prevention and Punishment 
of the Crime of Genocide, art. IX, Dec. 9, 1948, 102 Stat. 3045, 78 U.N.T.S. 277. 

387. Neither the United States nor Russia currently accepts the "compulsory junsdiction .. of the JCJ 
pursuant to article 36 of the ICJ Statute, and a specific referral to the court of this matter by those states 
is also unlikely. See Statute of the International Court of Justice, art. 36; Jurisdiction: Declarations 
Recognizing the Jurisdiction of the Court as Compulsory, INTERNATIO'IAL COl, RT OF JUSTICE, http://www. 
icj-cij.org/jurisdiction/index.php?p I =5&p2= l&p3 = 3. 

388. CWC, supra note I, art. XIV.5. 
389. Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.). Preliminary 

Objections Judgment, 1984 I.C.J. 392, 1'!193-97 (Nov. 26) (quoting from the ICJ's earlier ruling in the 
United States Diplomatic and Consular Staff in Teheran case, "resolution of such legal questions by the 
Court may be an important, and sometimes decisive, factor in promoting the peaceful settlement of the 
dispute"). 

390. CWC, supra note l. art. YIT1.2l(h). VUI.45: see OPCW. Temzs of Reference of the Scientific 
Advisory Board, http://www.opcw.org/about-opcw/subsidiary-bodies/scientific-advisory-board/terrns-of
reference. 
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reassurance that all avenues for alleviating the problem have been honestly 
evaluated. 

E. Negotiate a plea agreement. The final category of approaches would be 
for the United States and Russia to "confess error" in missing the CWC 
deadline, overtly apologize, and attempt to negotiate a package of responses that 
would be more or less satisfactory to all concerned, even if they involved some 
pain. Many of the steps noted below have already been incorporated into the 
U.S. approach and the December 1 Decision; one key item that has been 
conspicuously missing to date is a certain humility about the nation's failure to 
comply with its treaty obligations, and a willingness to "pay a price" to help set 
things straight. 

One element in the package, therefore, would be a public recital that forth
rightly accepts responsibility for the material breach of the CWC, and commits 
to do what we can to clean ·up the current mess and to reform our behavior in 
the future. This confession/apology/promise could come in the form of a joint 
statement by the United States and Russia, or separate undertakings from each 
of them. Valuable elements to stress could include: 

A renewed commitment to complete destruction of the remaining CW. The 
United States and Russia have no interest in retaining chemical weapons; this 
lagging destruction is not a treacherous abuse of the dismantling operation, 
designed to lull other states into disarming while the large powers sustain a 
unique military advantage. Therefore, it should be easy to emphasize the two 
countries' good will and their unswerving allegiance to the object and purpose 
of the CWC. They can affirm that they regard the CW as essentiaJly toxic 
detritus, an unwelcome legacy of an earlier era, providing no military benefit. 
The June 28, 2011 statement from outgoing Secretary of Defense Robert M. 
Gates and the equally emphatic October 3, 2011 comments by Secretary of 
State Hillary Rodham Clinton are solid illustrations of the necessary rhetoric. A 
presidential statement, even if brief, would be even better. In any event, these 
are the type of reassurances that will need to be reiterated frequently at senior 
levels in the decade to come.391 

A promise to destroy the remaining stockpiles promptly. Of course, the issue 
remains: how prompt can we realistically be? At this point, it is probably too 
late to revise the misbegotten decisions about employing the alternative, non
incineration technologies and about not transporting the chemicals to central
ized destruction facilities. Reversing those choices now would likely cost more 
money and take even more time than sticking resolutely to the current strn
bumpy course. But the United States should be earnest about avoiding any 
further delays, and should undertake whatever oversight and management initia-

39 I. See Mikulak May 1,20 12 Statement, supra note 201 (reassuring OPCW Executive Council that 
the U.S. "commitment to complete chemical weapons destruction remains unwavering. We will 
faithfully implement this treaty obligation. as well as the additional measures contained in (the 
December I Decision]."). 
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tives are necessary to sustain or even accelerate the enterprise. Ironically, it may 
now be appropriate for the United States to employ, once again, the rhetoric that 
it is destroying the CW "as rapidly as possible" - because it may now, in fact, 
not be possible to rearrange things and proceed any more quickly (but it should 
also avoid the pitfall of going any more slowly). 

A commitment to sustained high levels of funding. One obvious way in which 
the United States could grievously compound its earlier failure would be to 
relax its financial contribution to the destruction operations.392 This is a particu
lar danger in the current economic emergency, but to date, the CW demilitariza
tion campaign has been spared the worst ravages of the budget cutting zeal. 
That immunity needs to continue; otherwise, the promise to meet even the 
current, quite extended, timetable will quickly prove illusory. 

Establishment of realistic, detailed deadlines. The most recurrent feature of 
the U.S. campaign to destroy its CW has, unfortunately, been repeated delays. If 
one were making prognostications, the safest (albeit, cynical ) bet would be that 
the current projections, like most of their predecessors, would fall by the 
wayside. (The one conspicuous exception to this sorry record is the fact that in 
2006, when requesting the five-year extension, the United States predicted that 
it would be able to incinerate approximately two-thirds of its stockpile by April 
29, 2012; in fact, the program reached the ninety percent level by that point. ) It 
is hard to mandate that anyone should "be more realistic" in predicting the 
future. On each occasion, those who issued the projections sincerely believed 
they were doing the best they could. 

At this point, the estimates (that the Pueblo facility will commence CW 
destruction operations in 2015 and finish in 2019 and that Lexington will start 
in 2020 and finish in 2023) incorporate a margin of safety, to adapt to currently
unforeseen contingencies. Whether the "fudge factor" is sufficient remains to be 
seen. Certainly, the long track record of disappointed expectations counsels 
against trying to establish now a fi rm or final timetable for completing the 
destruction - although some have caJled for such a definitive endpoint, it is 
simply unrealistic to over-promise. At the same time, it might well be appropri
ate to publish detailed incremental timetables for the two remaining CW 
destruction facilities, so the world would receive "early warning" about any 
additional slippages, not being again blindsided when a major, abrupt revision 
to the announced schedule is suddenly unveiled. 

Submit to enhanced monitoring by the OPCW. The organization is already 
observ ing the U.S. and Russian destruction operations clo ely, but if there are 
any possibilities for even tighter monitoring, that is a price worth paying. The 
inspected party is generally responsible for meeting the costs of CWC verifica-

392. See SUSTAINED LJ:ADERSHIP, supra note 85, at 21 (explaining how Lhe need to meet previously 
unfunded expenses for augmented community protection equipment at some CW desLruction sites 
resulted in reprogramming funds that had been allocated for systemization and other activities at other 
sites, delaying work there). 
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tion operations,393 and those are costs that the two possessor countries should 
not try to shuck. Closer monitoring would not, in any practical sense, alter the 
reality on the ground, but in redressing a situation of messy non-compliance, it 
is important to look good, as well as to be good. Perhaps a permanent OPCW 
presence inside the facil ities at the two sites, in addition to the episodic 
leadership visits, would help provide appropriate reassurance to the world 
community. Perhaps creative use of social media could assist in projecting a 
favorable image of thorough transparency - a website or Facebook page with 
live twenty-four hour, closed-circuit television coverage of construction activi
ties, for example. Perhaps a non-adversarial, even friendly, "challenge inspec
tion" of U.S. CW destruction facil ities would be in order. It would not illuminate 
much information that has not already been provided, but it could be a vehicle 
for exercising one of the t~eaty's main (and so far, never used) verification 
mechanisms.394 

The United States has already demonstrated a firm commitment to this sort of 
transparency - it would not be accurate to call it "verification" or even "confi
dence building," because all parties should already enjoy fu]] confidence that 
the United States is dedicated to authentic compliance with the Convention (just 
later, rather than now). The U.S. acceptance of the December I Decision by the 
Conference of the States Parties promises even more accommodation. But such 
good faith measures will assume even greater importance in the decade to 
come - especially during the "gap year" periods (2012-2015 and 2019-2020). 
Construction and systemization of the final two neutralization facilities will then 
be proceeding at Pueblo and Lexington, but no actual destruction operations 
will yet be underway, and no CW will then be destroyed for years at a stretch. 

Protect the security and safety of the remaining CW stocks. Because quanti
ties of these terribly lethal substances will now linger for another decade 
beyond their originally planned lifespans, it is essential that they be adequately 
protected against the dangers of leaks, accidents, theft, attack, tornados, and 
other misfortunes.395 To date, most of the mishaps at the eight U.S. CW storage 
and destruction sites have been minor, with minimal harm, but this would be a 
good occasion to review again the security and safety procedures, to pre-empt 
potential disasters (of the real, or the public affairs, varieties). 

Ensure adequate outreach to affected communities - both international and 
local. The U.S. program is already quite transparent - the eight local communi
ties around the destruction sites and the leadership of the OPCW have been 

393. CWC, supra note 1, arts. IV. I 6, V. 19. 
394. See id. art. IX.8-25. 
395. See U.S. D Er'T OF DEF., ANNUAL STATUS REPORT ON THE DESTRUCTION OF THE U.S. STOCKPILE OF 

LETHAL CHEMlCAL AGENTS AND MuNmONS FOR FISCAL YEAR 20 I I, at 8-9, (Sept. 30, 2011) (noting that 
there was no damage to CW storage igloos at the Pueblo facility from a 201 l earthquake nearby); Andy 
Mead, Madison County Tornado Was an F3, KENTUCKY.COM, May 12, 2009, http://www.kentucky.com/ 
2009/05/12/792481 /madison-county-tomado-was-an.html (reporting tornado that crossed the Lexington 
chemical weapons facility). 
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regularly kept up to date via briefings, on-site visits and public presentations.396 

But outreach is never finished, and the appetite for more information is almost 
insatiable - and this is a function at which the U.S. program should be able to 
excel. It should display the zeal and efficacy of the program with clarity and 
pride. 

Beyond those sorts of public undertakings, what additional terms and condi
tions could be worth considering, as possible parts of a potential plea bargain? 
Here are some more unconventional variants: 

Pay a fine. There is no precedent in modern arms control practice for a 
country paying a financial penalty for violating a treaty, but it could be 
considered. Numerous questions would emerge: how much money? (This would 
be more in the nature of punitive damages, rather than measuring an amount to 
"compensate" a particular "victim."); to whom would the reparations be paid? 
(If the OPCW received it, what would be appropriate applications of the 
windfall?); what is the scope of the precedent created in this way? (Is it 
appropriate to allow a country to "buy its way out" of a treaty that implicates 
global security concerns?) One variant could be for the United States to 
compensate the OPCW fully for the additional costs of extending the Organiza
tion 's inspection capabilities for the period beyond their anticipated expiration 
of April 29, 2012. That is, the United States could recompense the OPCW for 
salaries, overhead, travel and other expenses that the Technical Secretariat 
would not have incurred, but for the U.S. violation. 

Enlarge the scope of existing security assurances and provide greater finan
cial support to international programs that oppose CW. CWC Article X already 
commits the parties to facilitate " the fullest possible exchange of equipment, 
material and scientific and technological information concerning means of 
protection against chemical weapons. "397 Each party undertakes to provide 
assistance through the OPCW, in the form of contributions to an international 
fund, negotiation of a standing agreement to provide assistance upon demand, 
or a declaration of the types of assistance it might be able to provide in response 

396. See Mikulak Nov. 29, 201 I Statement, supra note 94, at 2 (describing reports made by U.S. 
officials every 90 days; presentations at informal meetings of the Executive Council; briefings for 
delegates of the Conference of the States Parties; and hosting members of the Executive Council at the 
U.S. destruction sites); Mikulak July 12, 20 11 Statement, supra note 99. at 2 (same): Note by the 
OPCW Dir.-Gen., Modalities for Implementation of the Obligation of Stares Parties to Report on Their 
Destruction Activities During the Extension Period After 29 Apr. 2007, EC-49/DG. I (Mar. 8, 2007). 
The U.S. Army has also established Public Outreach Offices in three communities and Citizens' 
Advisory Commissions in each of the states where CW are stored, to inform and engage the local 
populations. U.S. ARMY CH.EM. MATERIALS AGENCY, FAcr SHEET: Punuc OurRF.ACH AND PARTIClmrtoN, 

http://www.cma.arrny.mi 1/fndocumentviewer.aspx?docid =003674289; see National Defense Authoriza
tion Act for Fiscal Year 1993, Pub. L. No. I 02-484, § I 72. J 06 Stat. 23 I 5 ( l 992) (legislation directing 
the Army to establish Citizens' Advisory Commissions). 

397. ewe, supra note I , art. X.3; see also KRUTZSCH & TRAPP, supra note 19, at 199-2 I 2. 
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to an appeal.398 In addition, each party has the right "to receive assistance and 
protection agajnst the use or threat of use of chemical weapons."

399 

But these commitments are vague, and the level of financial support is 
unspecified. The question is whether the United States and Russia could contem
plate providing even more voluminous assistance than already required - as the 
treaty's developing countries have regularly solicited.400 This could take the 
form of donating more money to the international fund, providing a more 
comprehensive pledge to assist any victim of a CW attack, and assembling a 
robust capability to dispatch promptly effective CW sensors, alarms, and analyti
cal equipment; protective and decontamination equipment and supplies; and 
medical countermeasures. Additional assistance to other countries that are (or 
may one day be) in the process of destroying their own CW residues might also 
be put on the table. 

Provide additional economic, technical and development assistance. Related 
to that concept, CWC Article XI requires that the parties "[u]ndertake to 
facilitate, and have the right to participate in, the fullest possible exchange of 
chemicals, equipment and scientific and technical information relating to the 
development and application of chemistry for purposes not prohibited under this 
Convention."401 Again, this rather vague language has not inspired a wellspring 
of generosity, and economically developing states have complained that the 
wealthjer parties have not fulfilled the expectations about genuine assistance in 
economic and technological growth.402 In the same vein is the treaty's require
ment that parties 

(n]ot maintain among themselves any restnct1ons, including those in any 
international agreements, incompatible with the obligations undertaken under 
this Convention, wh.ich would restrict or impede trade and the development 
and promotion of scientific and technological knowledge in the field of 
chemistry for industrial, agricultural, research, medical, pharmaceutical or 
other peaceful purposes.403 

398. CWC, supra note l , art. X.7. 
399. Id. art. X.8. 
400. Statement by Mauricio Martinez Duque, Charge D' Affaires of the Republic of Cuba, on Behalf 

of the Non-Aligned Movement and China at the 65th Session of the Executive Council, OPCW. ~<Jll 5-16 
July 12, 20 l l , http://www.opcw.org/index.php?elD=dam_frontend_push&dodD= 15021 [hereinafter 
Statement of Cuba]; see also OPCW, Executive Council, Draft Report of the OPCW on the Implementa
tion of the Convention on rhe Prohibition of the Development, Production, Stockpiling and Use of 
Chemical Weapons and on Their Destruction in 2011, at 15-22, EC-69/3 (July 11, 2012) (summarizing 
assistance programs undertaken in 20ll); Mikulak Oct. 4, 201 l Statement, supra note 167, at 3; 
Mikulak July 12, 20ll StatPment, supra note 99, at 3 (articulating the U.S. position regarding article 
X). 

401. CWC, supra note I, art. Xl.2(b); see also KRUTZScH & TRAPP, supra note 19, at2l3-217. 
402. Statement of Cuba, supra note 400. 91112- 14; see generally OPCW, Executive Council, Report 

by the Dir.-Gen. on rhe Status of Implementation of Article XI of the Chemical Weapons Convention as 
of Dec. 31, 2010, EC-64/DG.6 (Apr. 11 , 201 I). 

403. CWC, supra note I, art. Xl.2(c). 
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Again, developing states had hoped this provision would promote the dissolu
tion of expo,t control regimes that impede the commerce in dual-use chemicals, 
but it has not.404 Perhaps this would be the time for the United States to pony up 
greater international economic and chemical technological assistance to the 
developing world, and consider anew whether the existing restraints on chemi
cal trade could be relaxed somewhat. 

Lose some organizational privileges. CWC Article Xll.2 contemplates that 
where a party fails to fulfill a request from the Executi ve Council that it take 
particular measures to redress a situation raising problems about its compliance, 
the Conference of the States Parties may "restrict or suspend the State Party's 
rights and privileges under this Convention until it undertakes the necessary 
action to conform with its obligations under this Convention."405 Here, the 
Executive Council has not made any such requests that the United States and 
Russia have failed to honor, but the concept of suspending institutional privi
leges may have some applicability. 

The Executive Council and the Conference of the States Parties both need the 
active participation of the United States and Russia in order to function opti
mally, but perhaps a temporary suspension of some membership privileges 
might have a salutary effect. Among the membership benefits that might be 
reviewed for this purpose are: the right to vote in OPCW policy organs;406 the 
right to serve on the Executive Council;407 the opportunity to have nationals of 
your state be recruited to work in Technical Secretariat positions;408 the right to 
request clarification of ambiguous compliance situations in other states;409 the 
right to request a challenge on-site inspection;410 the right to request assistance 
under programs of international cooperation;4I 

L and the right to participate in 
largely unrestricted international trade in chemicaJs.412 In the extreme case, 
Article XII.3 contemplates that in cases "where serious damage to the object 

404. The most important institution in this field is the Australia Group, an infonnal collection of 
forty economically developed countries that meet periodically to align their respective national export 
control regimes regarding the international transfer of materials and equipment that could be relevant to 
chemical and biological weapons. Some developing countnes had hoped that the creation of the CWC 
would lead to a general relaxation of Australia Group activity, and have been disappointed at the vigor 
with which the institution still operates. See generally Daniel H. Joyner. INTERNATIONAL LAw AND THE 

PROLIFERATION OF WEAPONS OF MASS DESTRUCTION 116-121 (2009); AUSTRALIA GRP. WEBSITE. http:// 
www.australiagroup.net/en/index.htm1. 

405. ewe. supra note I, art. XIl.2. 
406. Id. art. YID. 17 (voting rights in Conference of the States Parties), art. YIII.29 (voting in 

Executive Council). 
407. Id. art. YIIl.23 (each party has the right to serve on the Executive Council). 
408. Id. art. Vlfl.44 (staff of the Technical Secretariat must be citizens of treaty panjes). 
409. Id. art. IX.3 (party's right to request assistance from the Executive Council in clarifying a 

situation that may be considered ambiguous). 
410. Id. art. IX.8 (party's right to request a challenge on-site inspection). 
411. Id. art X.3 (party's right to participate in international exchanges concerning means of 

protection against CW use). 
412. Id. art. VI, XI. 
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and purpose of the Convention may result," the Conference of States Parties 
may recommend unspecified "collective measures" to the partjes.

4I 3 

Admit the breach and apologize. To date, the United States has declined to 
call a spade a spade and overtly admit that it has breached (or violated or failed 
to comply with) the treaty. At this point, a frank admission and a willingness to 
employ the more direct language would not alter the objective facts, but might 
appeal as a more forthright acceptance of international responsibility. Political 
considerations, more than legal requirements, would push the United States and 
Russia in the direction of humility and contrition, but any vocabulary would be 
welcome that avoids any impression that those states are attempting to minimjze 
the significance of the transgression or to dismiss it as some sort of "technical" 
or non-substantive anomaly. Sometimes, a sincere confession and apology, not 
mincing words, can work wonders. 

Overall, the general purpose of remedies for breach of a legal obligation is to 
wipe out the effects of the illegal act, to restore the parties to the situation they 
anticipated in the original bargaining.414 In the criminal law context, the compa
rable aphorism is to "make the punishment fit the crime." Unfortunately, both 
those objectives are largely inapplicable here - no one wants to return to any 
variant of the pre-CWC status quo ante; it is just not possible to destroy the 
lingering CW stocks more rapidly; and there is no "punishment" that truly 
compensates other parties or inflicts a justifiable amount of suffering upon the 
United States and Russia. 

VIII. WHERE Do WE Go FROM HERE? 

What is the path forward for chemical weapons disarmament efforts? How do 
we minimize the damage done by the large, obvious and continuing U.S. and 
Russian failures to complete the CW destruction mission on the original time
table, and what can be done to prevent the harm from spiraling further? 

A useful first step is to honestly acknowledge - to ourselves and to the world 
at large - that this is a treaty violation, that it is a "big deal," and that we should 
not attempt to minimize or shirk it. The overshoot on the destruction time
table - especially when the United States will miss the promised ten or fifteen 
year commitment by an additional eleven and a half years or more - goes to the 
heart of the CWC and undercuts the "object and purpose" of the treaty. The 
United States has been parsimonious about talking publicly about this rnfajudg
ment, especially when the train wreck was merely looming in the future - but 
now that it is upon us, we have to acknowledge it and begin to pick up the 
pieces. 

It is absurd that the politics of NIMBY have so delayed destruction of the last 

413. Id. art. XIl.3. 
414. Gabcikovo-Nagymaros, supra note I 92. U148- I 50 (Sept. 25) (citing the 1928 judgment of the 

Permanent Court of International Justice in the Chorzow Factory case, asserting that the purpose of 
reparations is, to the extent possible, to wipe out all the consequences of che illegal act). 
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ten percent of the U.S. CW stockpile, and it is absurdity on steroids that 
elimination of the final 1.7 percent will sustain the United States in a position of 
continuous breach of a solemn international law obligation until 2023. Now that 
we know how safe and environmentally clean the incineration methodology has 
been, it becomes doubly ironic that the local communities that had so success
fu1ly insisted upon employment of a neutralization alternative technology will 
be the sites at which the hazardous materials, vulnerable to leakage, tornadoes 
and other mishaps, are sustained for more than a decade beyond their incineration
based peers. 

On the other hand, this violation does not genuinely affect the national 
security of any other CWC party - they are in no greater danger of being 
victimized by U.S. or Russian chemical warfare, and the persistence of this 
noxious stockpile for the additional years poses a greater threat to the workers at 
the Lexington and Pueblo faci lities and to the denizens of the neighboring 
communities than it does to any potential U.S. enemies. The world will surely 
get to zero chemical weapons at some point - the lurching toward that goal has 
not been pretty, but the extended timetable should not be mistaken for ambiva
lence about the ultimate achievement. U.S. Ambassador to the OPCW Robert 
Mikulak has denied as "patently false" the Iranian "political rant" to the 
contrary and has rightly dismissed as "poppycock" the notion that the United 
States intends to retain an operational chemical warfare capability.415 

Critically, this issue should not become an excuse for the CWC to unravel. 
That treaty has already performed a marvelous service for mankind. in crystaliz
ing the world's rejection of chemical wartare and substantiating that taboo by 
prompting a massive global CW disarmament campaign. The treaty faces its 
own challenges (the incessant march of new technology, the fears of covert 
violation, the fai lure to reach complete universal membership, etc.),416 but it 
should not also suffer defections - other states should not exercise their right to 
suspend or withdraw from the regime, even though the two largest participating 
states will stand in persistent, conspicuous violation. Instead, the two giants, and 
all other parties, should take the occasion to reaffirm their enduring commit
ment to the enterprise and help protect the treaty. 

As a political matter, it would be far preferable for the United States and 
Russia to stand tightly together on this matter. Neither could get much political 
mileage out of trying to highlight the other's violations - the United States had 
destroyed a larger percentage of its inventory at the time the 2012 deadline was 
reached, but Russia will probably manage to come into complete compliance 
years sooner than the United States. Each state's greater interest is in sustaining 
the CWC and surviving this whirlwind; neither could deflect international 

415. Mikulak November 29, 2011 Statement, supra note 94, at 5; Chris Schneidmiller. Russia, U.S. 
Under Microscope at Chemical Weapons Pact Meeting, GLOBAL SEC. NEWSWIRE, Nov. 30, 2011, 
http://www. n l i .org/ gs n/art ic I e/russi a-us-under-microscope-chem i caJ-weapons-pact-meeti n g/. 

416. Walker, supra note 2; Feakes, supra note 23; Trapp. supra note 26: Ballard. supra note 27; 
Tucker, supra note 61 . 
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criticism by pointing the finger of blame at the other. Moscow and Washington, 
D.C. should therefore develop a common approach and implement common 
tactics. At the same time, the United States shou ld not simply waive its 
longstanding concerns about Russia's CWC compliance, including the question 
of the completeness of Russia's neutralization process (ensuring that the chemi
cal reaction is practically irreversible) and ascertaining that the funds supplied 
by the Uruted States and other foreign donors are being conscientiously applied. 

The world needs a political, not a legal, solution to this problem.
417 

That 
means not relying essentially upon remedies built into the text of the ewe itself 
or the Vienna Convention on the Law of Treaties. Political accommodation, not 
formal invocation of the dispute-resolution mechanisms, offers the path for
ward. Most ewe parties - Iran is the conspicuous, and perhaps the sole, 
exception - have anticipateq a pragmatic, non-judgmental compromise. But 
legal mechanisms can play a facilitative role, too. The Executive Council and 
the Conference of the States Parties should not be barred from adopting the 
language of legal obligation - including use of the powerful verb "shall" - in 
their decision-making documents, and even measures that some might regard as 
"punitive" should not be presumptively off the table. 

To start, the Executive Council and the Conference of the States Parties 
should expressly find that each of the tardy parties has committed, and is 
continuing to commit, a breach of the Convention, and should formally invoke 
the compliance mechanisms of Article XII. The breaching parties should apolo
gize, admit their violations, and reimburse the organization for all the incremen
tal costs of the monitoring and inspection activities, whjch would have largely 
expired by now, but for the violations. 

These confessions and criticisms will be embarrassing; in the short run, it 
might be far preferable to finesse an issue of this sort via quiet diplomacy. But 
in the long run, the continuing vitality of international law requires its vigorous 
exercise. Among the few truly useful enforcement tools for the international 
community are "naming and shaming" - public condemnation of violations and 
censure of the guilty parties. In a perverse way, the United States should 
welcome this ordeal, because it enhances the power of international law, making 
arms control treaties including the ewe more reliable and meaningful. When 
even the superpowers are called into account for treaty breaches, others will be 
deterred from future non-compliance. 

Certainly, the current impasse should not offer the occasion for the Uruted 
States or Russia to relax their destruction vigilance or to retrench their financial 
commitments to the enterprise. Some rrught be tempted to propose, "Since 
we're going to miss the deadline anyway, and pay the associated political price, 

417. This concept - that the 2012 problem requires a political solution. not invocation of the CWC 
dispute-resolution mechanisms or an amendment to the treaty - has been a frequent theme for U.S. 
spokespersons. See, e.g., Statement by Robert P. Mikulak. U.S. Ambassador, at the 61 st Session of the 
Executive Council, OPCW, at 2, June 29, 2010, available at http://www.opcw.org/index.php?eID= dam_ 
frontend_push&doclD= 13870. 
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we might as well slow down the process and proceed more cheaply." But this is 
decidedly not a situation in which "a miss is as good as a mile"; the only way to 
escape global opprobrium is to demonstrate that we are, in truth, proceeding as 
rapidly as possible. If anything can be done to accelerate the destruction 
operations at the last two sites, Pueblo and Lexington, that would be money 
well spent. 

There will, undoubtedly, be a political price to pay for the U.S. neglect of this 
legal duty. It will diminish our abi lity to attract holdout states to join the CWC. 
It will weaken U.S. credibility in challenging suspected violators of the treaty's 
primary and secondary obligations. It wiJJ undercut U.S. leadership in helping 
to adapt the treaty to new technological challenges. More broadly, it will 
constitute a lingering stain on the Obama Administration 's theme of "construc
tive engagement" in multilateral affairs.418 As the United States seeks to repair 
the diplomatic damage of prior years, by becoming more positively involved in 
a variety of international fora and agreements (the International Criminal Court, 
the Ottawa Convention on land mines, and the U.N Human Rights Council, for 
example) disquiet about violating the CWC will send an unwelcome, contradic
tory message. 

Most fundamentally, this unexcused violation will soil the U.S. reputation as 
an advocate for the rule of law, for punctil ious compliance with the CWC and 
other arms control treaties, and for fealty to international law in general. How, 
for example, will the United States retain the moral high ground necessary to 
effectively rebut Iranian challenges that seek to juxtapose the acknowledged 
U.S. violation of the CWC with the alleged lranian violation of the NPT? The 
two cases are not, in any measure, equivalent, but a good deal of the favorable 
diplomatic posture for insistence upon the doctrine of pacta sunt servanda has 
been sacrificed amid Teheran's stage thunder. 

Even more importantly, what are the lessons for the future? How can the 
international community develop a formula for insisting upon genui ne disanna
ment (compelling countries to follow through effectively on those rare occa
sions when they accept a treaty commitment to destroy weaponry) without 
creating a straightjacket in situations where good faith efforts simply fall short? 
A timetable is often necessary to convert what could otherwise be simply an 
abstract agreement in principle into a reliable, actionable undertaking, against 

418. Press Release, White House Office of the Press Secretary. Advancing U.S. lnterests at the 
United Nations (Sept. 20, 20 I 0), available at hup://www.whitehou~e.gov/the-press-office/20 I 0/09/20/ 
advancing-us-interests-united-nations; see also Howard LaFranchi, Historic Myanmar Trip for Hillary 
Clinton: Enough Focus on Human Rights?, CHRISTIAN Sci. MONITOR, (Nov. 30, 20 l I ), available at 
http://www.csmonitor.com/USA/Foreign-Policy/2011 / I 130/Historic-Myanmar-trip-for-H illary-Clinton
Enough-focus-on-human-rights-video; James Traub, Terms of Engagement. FOREIGN PoucY (Feb. 19, 
2010), available at http://www.foreignpolicy.com/articles/20 I 0/02/ 19/ terms_of _engagement?print = 
yes&hidecomments= yes&page= full ; Cary Fraser, /11 the Shadow of Failure: Obama :r Quest for 
Constructive Engagement, SOCIETY FOR HISTORIANS OF AMERICAN FOREIGN RELATIONS (Jan. 26. 20 I 0), 
available at http://www.shafr.org/20 I 0/0 I /26/in-the-shadow-of-fai lture-obamas-quest-for-constructive
engagement/. 
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which government officials will be dri ven to commit funds and labor. Without 
some rigidity in the deadlines, it would be too easy to postpone forever any real 
(i.e., expensive) operations - but as the current problem illustrates, too much 
rigidity is unsuitable, too. 

One lesson would be to review any such treaty schedules with a jaundiced 
eye, wary about unforeseen difficulties in the destruction process, especially 
where large quantities and unproven technologies are at issue. The Ottawa 
Convention419 on anti-personnel land mines offers a current example. The 
Unjted States is not a party to this treaty, but has undertaken a thorough review 
of the desirabihty of acceding.420 That treaty requires parties to destroy their 
inventories of stockpiled mines witrun four years; no extensions are possibJe.421 

For the United States, this provision could require the abrupt destruction of up 
to ten million mostly quite old mines.4 22 These devices were not constructed 
with an eye toward their eventual orderly disposal, and there are no existing 
processes, equipment, or facilities for safely and expeditiously destroying them, 
at least not on the scale contemplated by the Ottawa drafters. In these circum
stances, it would hardly be pmdent for the United States to join the Ottawa 
Convention until it had developed and at least initiated a suitable destruction 
procedure - until it had sufficient experience to be confident that it was safely 
within four years of the finish line. 

IX. CONCLUSION 

Under the U.S. Constitution, a treaty is "the supreme Law of the Land,"423 

and the President has the obligation to " take Care that the Laws be faithfully 
executed."424 Successive administrations have conspicuously fai led in this duty 
with respect to the dismantling obligations of the CWC. 

At the same time, treaties are the "coin of the realm" in international law, and 
the United States is the leading practitioner of international agreements, relying 
upon treaties to pursue its interests in the full range of global affairs, from trade 
to human rights to environmental protection to war and peace. It hardly makes 
sense to degrade this vital resource through neglect of our own legal responsibili
ties. 

Iran will likely seek to depict the United States as a "serial violator" of the 

4 19. Ottawa Convention, supra note 325. 
420. See Jeff Abramson, Mine Ban Treaty: Time for a Positive U.S. Decision, ARMS CONTROL Ass'N 

(Feb. 28, 2011), http://www.armscontrol.org/issueb1iefs/MineBanTreatyUSDecison (stating that the 
Obama administration has undertaken a review of policy regarding land mines). 

421 . Ottawa Convention, supra note 325. art. 4. The Ottawa Convention does not allow reservations, 
which could exempt a party from application of the deadline. Id. art. 19. 

422. International Campaign to Ban Landmines, Landmine Monitor 20 I/, at I 4 (Oct. 2011 ), 
http://www.the-monitor.org/lm/201 l/resources/Landmine/MoniLOr/201 l.pdf (estimating that in 2002, 
the United States was thought to possess I 0.4 million land mines, but this inventory may have been 
significantJy reduced). 

423. U.S. CONST. art. VI. 
424. Id. art. II, §3. 
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CWC, stapling together its accusations about U.S. and U.K. handling of the 
obsolete CW devices uncovered in Iraq in 2003-09 with the complaints about 
blowing past the April 29, 2012 deadline. There are enough shreds of truth in 
that characterization that it might have legs; the obvious attempt to deflect 
attention from Iran's own violations of the NPT is unmistakable. 

In truth, there is no real legal or moral congruence between the U.S. posture 
regarding the ewe and Iran's or North Korea's violation of their obligations to 
refrain from developing or possessing a nuc lear weapons capability. The United 
States is not being "sneaky," is not attempting to retain any viable CW military 
capacity, and has a transparent pathway toward complete (if late) performance 
of its obligations. The United States is attempting (i f poorly) to conform to the 
treaty, and is not deliberately defying the will of the international community. 
The cases, therefore, are more unlike than like; a one-size response by the rest 
of the world would not fit all. 

Stil1 , the persistent U.S. and Russian vio lations of the CWC are not "victim
less offenses"; there is significant, if di ffuse hann. Proceeding from the apho
rism that one should "never let a crisis go to waste," the Uni ted States should 
use this occasion to model how a good state should behave when it finds itself, 
unfortunately, in a situation of materially breachjng a treaty. A state that wants 
to reassert its bona tides, wants to re tain as much as possible of the respect of its 
peers, and wants to strain the fabric of international law as little as possible, 
would not try to dodge responsibility, not minimize the significance of its 
wrongdoing, and not seek simply to deflect attention. It would forthrightly 
acknowledge its misjudgments and take its medicine. That would be the tiny 
silver lining on this otherwise miserable cloud - showing the world how a 
dignified, law-abiding state attempts to restore its respectability.425 

The United States has invoked the "example setting" imagery to good effect 
elsewhere in arms control. In 2006, when Libya's notorious Muammar Gaddafi 
appeared to abandon decades of quixotic support for terrorism and pursuit of 
weapons of mass destruction, the George W. Bush administration welcomed his 
volte face with a cautious embrace. The United States removed Libya from the 
official roster of state sponsors of terrorism and restored full diplomatic rela
tions with the country (ending a thirty-year hiatus). Secretary of State Condo
leezza Rice announced these " tangible results that flow from the historic 
decisions taken by Libya's leadership in 2003," saying that the world was 
witnessing " the beginning of that country's re-emergence into the mainstream 

425. See NATO Panel Urges Nations To Eradicate All Chemical Amis. GLOBAL SEC. NEWSWIRE (Oct. 
11 , 2011 ), hnp://www.nti.org/gsn/article/nato-panel-urges-nations-to-eradicate-all-chemical-arms (NATO 
Parliamentary Assembly Science and Technology Commillee urges United States and Russia to destroy 
their CW stocks "soon," rej ecting a Russian proposal to substitute the term " in due time," because the 
committee fe lt the two largest CW possessing states "<;hould act as positive role models" for other 
nations). 
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of the international community."426 Rice then proceeded to commend Gaddafi 's 
example as a prototype for other pariah regimes that, she urged, should emulate 
Libya's renunciation of policies and practices that violate international legal 
norms and embrace a new respect for international law, saying, "Just as 2003 
marked a turning point for the Libyan people so too could 2006 mark turning 
points for the peoples of Iran and North Korea. Libya is an important model as 
nations around the world press for changes in behavior by the Iranian and North 
Korean regimes - changes that could be vital to international peace and secu
rity. ,,427 

Beyond that rhetoric, the United States is right to focus attention on treaty 
compliance, particularly in the security realm. The United States has been the 
self-appointed leader in monitoring other states' behavior under arms control 
treaty regimes, publishing detailed assessments of questionable, or flat-out 
illegal, activities.428 These· have sometimes generated considerable contro
versy,429 but holding states to an exacting standard is the right thing to do - and 
the United States should not allow accusations of hypocrisy, even when they are 
well-grounded in the ewe experience, to deter it from continuing to press the 
point. Reciprocity is a key principle in international law and international 
politics, and the United States must take seriously the assertions of its treaty 
partners about possible non-compliance.430 

In the address ing the ewe specifically, in 2005 - before the ewe compli
ance issue had come to roost in the United States itself - the Department of 

426. U.S. Restores Diplomatic Relations with Libya, U.S. EMBASSY MONTEVIDEO ARCHIVES (May 15. 
2006), http://archives.uruguay.usembassy.gov/usaweb/pagi nas/2006/06- I 94EN .shtm 1. 

427. Id.; see also Tucker, supra note 145 ("Bush adm.inistration officials often pointed to Libya's 
WMD rollback as a model for how other proliferators could make a 'strategic choice' to shift course 
and become accepted members of the international community."); Wade Boese & Miles Comper, 
Interview with Assistant Secreta,y of State for Verification and Compliance Paula DeSuuer, 34.3 ARMS 
CONTROL TODAY, Apr. 2004, http://www.armscontrol.org/aca/DeSutterlnterview (stating that the United 
States believes "Libya serves as a good model" for how Iran and North Korea should behave regarding 
their nuclear weapons programs. The Libya example demonstrates how a country should conduct itself 
when it wants to abandon illegal arms, re-join the international community, and reap the benefits of 
greater security and integration.). 

428. STATE COMPLIANCE REPORT OF 2010, supra note 60; CWC PROHIBITION REPORT, supra note 60. 
429. In response to the 2010 U.S. compliance report, Russia issued its own comparable document, 

complaining about numerous alleged U.S. violations of arms control agreements. The Facts of Violario11 
by the United States of its Obligations in the Sphere of Nonproliferation of Weapons of Mass 
Destruction and Arms Control, THE MINISTRY OF FOREIGN AFFAIRS OF THE Russ. FED'N (Aug. 7, 2010), 
http://www.mid.ru/brp_ 4.nsf/e78a48070f I 28a7b43256999005bcbb3/cc9c7d I 92f0ebc5ac325777a0057 
elae?OpenDocument (alleging U.S. violations of the CWC, START I, the BWC and other arms control 
agreements); Oliver Bloom, Russian Report Faulis U.S. Compliance with Arms Comrol Trearies, 
CENTER FOR STRATEGrc AND lNT' L STUD. (Aug. 9. 2010). http://csis.org/blog/russian-report-faults-us
compliance-arms-controi-treaties. 

430. STATE COMPLIANCE REPORT OF 20 I 0, supra note 60, at 5 (noting that "[t)here are processes within 
the U.S. executive branch that operate to ensure U.S. plans and programs remain consistent with U.S. 
international obligations .... When U.S. treaty partners have raised compliance questions regarding 
U.S. implementation activities, the United States has carefully reviewed the matter to confirm that its 
actions were in compliance with its treaty obligations."). 
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State expressed the sentiment with robust clarity: 

Detecting a vio lation [ of the ewe J is not an end in itself; it is a call to action. 
Without strict compliance and without the concerted action of all States Party 
to insist upon strict compliance - and to hold violators accountable for their 
actions - the national security of all nations will erode and global stability 
will be undermined.431 

President Obama put the matter more concisely in his celebrated April 5, 
2009 Prague speech, "Rules must be binding. Violations must be punished. 
Words must mean something."432 That is true, even for the United States. 

431. VERIFICATION A~D COMPLIANCE FACT SHEET, supra note 250; see also BUREAU OF VERIFICATION, 
COMPLIANCE AND IMPLEMENTATION, U.S. DEP'T OF STATE, FACT SHEET: THE UNITED STATES' APPROACH TO 
VERIFICATION, COMPLIANCE ASSESSMENT AND CoMPUANCE ENFORCEMENT (Oct. I, 2005), http://2001-2009. 
state.gov/t/vci/rls/prsrl/57241.htm (concluding that "Detecting violations is not enough. What really 
counts is to ensure that there are sufficient consequences to a violation once it has been detected. Only 
by making violators face consequences for their violations, especially denial of the benefits of their 
noncompliance, can they be expected to take compliance seriously, and only by enforcing consequences 
will other would-be violators be deterred. These consequences may be political, economic, or ulti
mately military, and may be undertaken by international organizations or nations acting individually or 
together. If arms control, nonproliferation and disannament agreements and commitments are to 
support the security of all nations, then all nations must respond when confronted with noncompli
ance."); see also S. Exec. Doc. No. 104-133, at 228 (1996) (Senate Foreign Relations Committee 
concludes "Ultimately. the willingness of state parties to act in the face of noncompliance, more than 
the sophistication of its inspection provisions or the extent of its data reporting requirements. will 
determine the CWC's effectiveness. If the political will docs not exist to make these agreements 
important instruments of international policy, they are not worth the paper on which they are written. If 
the political commitment to action is absent, all of I.be inspection~ they mandate are so much 
unproductive frenzy. If the political strength to take on those who will not abide by the rules has 
vanished, the penalties have the impact of a mosquito - inconvenient and irritating perhaps, but no 
deterrent."); STATE COMPLIANCE R1:.PORT OF 2005, supra note 61, at 5-9 (stressing the importance of full 
compliance with anns control treaties as "a bedrock nonn of international relations," and describing the 
organizations and programs of the U.S. government that are designed to ensure U.S. compliance). 

432. Barack Obama. President of the United States, Remarks at Hankuk University (Apr. 5, 2009), 
http://www. wh i tehouse.gov /the_press_ office/Remarks-By-President-Barack-Obama-In-Prague-As
Del ivered; see also Barack Obama, President of the United States, Remarks at Hankuk University (Mar. 
26, 2012), hup://www.whitehouse.gov/the-press-office/2012/03/26/remarks-president-obama-hankuk
univcrsity ("For the global response to Iran and North Korea's intransigence, a new international norm 
is emerging: Treaties are binding; rules will be enforced; and violations will have consequences."). 
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INTRODUCTION 

The stakes are higher now than ever before in determining the First Amend
ment protections due government insiders who leak classified information to the 
press. Prior to the George W. Bush administration, only one person in American 
history had been successfully prosecuted for such a leak, and only two prosecu
tions had been brought. 1 The Bush administration placed greater heat on 
leakers. It successfully prosecuted one leaker and opened investigations against 
others.2 The Obama adminis_tration turned the heat to levels that are stifling. By 
the end of its third year, the Administration had initiated six prosecutions, 
doubling the number previously brought by all past administrations combined.3 

The rise in prosecutions, coupled with other developments - most notably a 
series of disclosures from the WikiLeaks website - has brought a renewed focus 
to the First Amendment status of classified information and those who dissemi
nate it. Most of the attention and concern, however, have centered on the 
protections due non-governmental third parties who publish information that is 
leaked to them. A common, albeit not unanimous, refrain among academic 
commentators is that third-party publishers merit substantial First Amendment 
protections.4 Commentators warn, for example, that prosecuting WikiLeaks 
would open the proverbial door to prosecuting The New York Times or other 
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I. See, e.g., Scott Shane, Administration Takes a Hard line Against Leaks to the Press, N.Y. T1MES, 
June 11, 20 lO, at Al; E li J. Lake, Trouble for Journalists: Low Clearance, NEw REPUBLIC, Oct. I 0, 
2005, at 13. 

2. See Heidi Kitrosser, What If Daniel Ellsberg Hadn't Bothered?, 45 IND. L. REV. 89, Ill (201 1); 
Heidi Kitrosser, Supremely Opaque?, Accountability, Transparency, and Presidential Supremacy, 5 U. 
ST. THOMAS J. L. & Pus. PoL'Y 62, 105-106 (2010). 

3. Charlie Savage, Ex-C.J.A. Officer Charged in Information Leak, N. Y. TIMES, Jan. 24, 2012, at A I. 
4. For dissenting views to the effect that the press and other third-party leakers merit considerably 

weaker protection than the: conventional wisdom would have it, see, for example, Gabriel Schoenfeld, 
Has The New York Times Violated the Espionage Act?, COMMENTARY, Mar. 2006; John C. Eastman, 
Listening to the Enemy: The President's Power To Conduct Surveillance of Enemy Communications 
During Time of War, 13 ILSA J. OF INT'L & COMP. L. 49, 57-66 (2006). 
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traditional news sources that reguJarly publish classified information.5 Similar 
concerns were expressed when the Bush administration brought the first prosecu
tion in history against two government outsiders to whom classified information 
was leaked.6 

Yet commentators are notably less outspoken on the topic of protecting 
government insiders who leak information to the press in the first place. There 
simply has not been much sustained academic focus on the topic. Of the 
commentary that exists, the common view is that publishers must be strongly 
protected under the First Amendment, while Jeakers can be punished with little 
or no constitutional difficulty.7 The distinction is said to turn largely on the fact 
that persons with authorized access to classified information are in special 
positions of trust and thus have effectively waived protections against prosecu
tion for leaks.8 To be sure, this argument and related points have their dissent
ers.9 Nonetheless, a comprehensive case for providing leakers with substantial 
First Amendment protections from prosecution remains to be made. 10 

5. See, e.g., Yochai Benk.ler, A Free Irresponsible Press: Wikileaks and the Battle Over the Soul of 
the Networked Fourth Estate, 46 HARV. C.R.-C.L. L. Rev. 311, 314, 365 (2011 ); Jonathan Peters, 
Wikileaks, The First Amendment, and the Press, HARV. L. & PoL'Y Rev., Apr. J 8, 2011, available at 
http://hlpronline.com/2011/04/wikileaks-the-first-amendment-and-the-press (for prepared statement of 
Stephen I. Vladeck, Professor of Law, American University Washington College of Law and testimony 
of Geoffrey R. Stone, Professor and Former Dean, University of Chicago Law School); Espionage Act 
and the Legal and Constitutional Issues Raised by Wikileaks. Hearing Before the H. Comm. on the 
Judiciary, lllth Cong. 7l (2010). 

6. See, e.g., Jack Shafer, A Gitmo for Joumalists, SLATE (Mar. 14, 2006), available at http://www.slate. 
com/articles/ne ws_and_politics/press_box/2006/03/a_gitmo_for~oumos.html; Lake, supra note l, at 16. 

7. For commentary that defends strong press protectjons, but notes in passing that leakers likely 
warrant relatively little protection, see, for example, Benkler, supra note 5, at 363-364; Mary Rose 
Papandrea, The Publication of National Security Information in the Digital Age, 5 J . NAT'L SEC. L. & 
PoL'Y 119, 127-128 (201 I). For commentary that directly considers leaker protections and reaches 
similar conclusions, see, for example, Geoffrey R. Stone, Wikileaks, the Proposed Shield Act, and the 
First Amendment, 5 J. NAT'L Sec. L. & PoL'Y !05, 111-1 I 4 (2011 ): William E. Lee, The Role of 
Whistleblowers To Facilitate Government Accountability 57 AM. U. L. REv. 1453, 1473, 1486-1489, 
1529 (2008); Keith Werhan, Rethinking Freedom of the Press After 9111, 82 TuL. L. Rev. 156 1, 
1595-1598 (2008). 

8. See Stone, supra note 7, at 111-113; Lee, supra note 7, at 1486-1489; Werhan, supra note 7, at 
[597-1598. 

9. See Mika C. Morse, Note, Honor or Betrayal? The Ethics of Government Lawyer-Whistleblowers, 
23 Geo. J. LEGAL ETHrcs 421, 422-424 (2010) (discussing democratic and constitutional value of 
national security whistleblowers, particularly those who are government lawyers); James A. Goldston, 
et al., Comment, A Nation less Secure: Diminished Public Access to information, 21 HARV. C.R.
C.L. L. Rev. 409, 436-459 (1986) (advocating strong leaker protections); cf Stephen I. Vladeck, The 
Espionage Act and National Security Whistleblowing After Garcetti. 57 AMER. U. L. Rev. 1531, 
1533-1535, 1546 (2008) (suggesting that the dearth of federal whistleblower protections is of concern, 
though not taking a position on whether and to what extent such protections should exist). 

10. While I argued for strong leaker protections in an earlier article, that article focused on 
protections both for leakers and for third-party publishers. lt also was written before the developments 
of the Obama administration and before some of the important scholarship, to which this essay 
responds, was published. See generally Heidi Kitrosser, Classified Information leaks and Free Speech, 
2008 U. lLL. L. Rev. 88 I (2008). 
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This article argues that, contrary to the conventional wisdom, leak:ers merit 
robust First Amendment protections against prosecution. In Part I, the article 
summarizes the two major arguments against protection. The first, more sweep
ing position is that all leaks of "classified speech'' - meaning the unauthorized 
conveyance or retention of classified information by anyone, whether a govern
ment insider or third-party publisher - are fully or largely unprotected. The 
second, more nuanced view is that classified speech must be protected when 
disseminated by third-party publishers, but that government insiders who leak 
classified information should be little shielded from prosecution. In addition to 
summarizing these positions as taken in academic and political forums and legal 
briefs, Part I discusses aspects of the case law that support them. 

Part II challenges the views summarized in Part I. It explains that there is 
widespread consensus that a major concern underlying the First Amendment's 
speech and press clauses is the need for information flow to support constitu
tional democracy. Furthermore, the executive branch itself is designed to enable 
insiders and outsiders to discover and respond to executive misdeeds. The free 
speech and press clauses are among the mechanisms that support this design. 
These mechanisms would lose essential meaning if speech could be stripped of 
most or all First Amendment protection by virtue of its being stamped "classi
fied," or if executive branch insiders - the only persons structurally situated to 
discover executive misdeeds - were stripped of protection by virtue of their 
insider status. These theoretical points are very much bolstered by the twin 
realities of massive over-classification and selective leaks of classified informa
tion from the top of the executive branch. Given these realities, a wide discre
tion to prosecute classified information leaks amounts to a roving commission 
to punish or chill speech that embarrasses or otherwise displeases high-level 
executive branch officers. Part II concludes by observing that while aspects of 
judicial doctrine are helpful to those who champion leaker prosecutions, there is 
precedent supporting leaker protection. 

Part III discusses the doctrinal standards that should apply to punishments of 
classified information leaks. The complicated constitutional status of govern
ment insiders and the potential value and danger of leaks call for delicate 
calibration. Standards must reflect both the dangers of leaks and those of 
excessive chilling. They also must reflect the two sides of a leaker's constitu
tional status: as insider subject to executive control and as source of potentially 
valuable information. These multiple and conflicting considerations counsel 
different levels of First Amendment protection depending on whether the leaker 
is punished by the government in the latter's capacity as employer or whether 
she is punished through criminal or civil penalties. In the former cases, the 
government's claim of right over the employee is at its apex, although free 
speech values also hang in the balance. In such cases, the balancing test 
developed by the Supreme Court for evaluating employment-based repercus
sions against government employees should be applied. In the prosecutorial and 
civil punishment contexts, a higher level of protection is warranted. Courts also 
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should consider varying the government's burden with the level of punishment 
sought in c ivil and c riminal actions. 

Part III also addresses objections to calibrating First Amendment protections 
based on a penalty's institutional nature or severity. It explains that calibrating 
by institutional context - that is, by whether one is punished by government in 
its capacity as employer or as sovereign - is consistent with existing doctrine. 
What would require new justification is not insti tutional calibration, but extend
ing government's leeway to fire or demote to the criminal or civil punishment 
context. Furthermore, calibration based on institutional context is warranted as a 
matter of constitutional theory. Calibration based solely on a penalty's severi ty, 
on the other hand, is on more tenuous doctrinal and theoretical footing. Part III 
also explains, nonetheless, that severity-based calibration is not without doctri
nal precedent and that it is warranted in at least some cases as a matter of 
constitutional theo1y. 

Finally, one clarifying point and two notes on this project's scope are in order. 
First, this article refers alternately to insider leakers of c lassified information as 
"government insiders" or "government employees." The term employee is used 
somewhat loosely, as leakers may include government employees, former em
ployees, or contractors who obtained classified information through the access 
privileges of their positions. Second, this essay does not directly address 
statutory provisions for punishing leakers. The United States does not have an 
"offic ial secrets" act that makes it categorically illegal to retain or disseminate 
classified information. Nonetheless, the breadth and malleability of the Espio
nage Act - which has been the primary vehicle used to prosecute leaks or 
publications of classified information - mean that the Act can be interpreted 
similarly to an official secrets act. 11 The extent of any First Amendment 
protections must be considered in order to determine whether certain appl ica
tions of the Act or other existing or future statutes are constitutionaJ. Third, this 
essay also does not directly consider statutory whistleblower protections. Con
gress does, of course, have the power to pass such laws, and several such 
statutes exist. Nonetheless, these statutes leave serious gap and points of 
uncertainty for whistleblowers. This is particularly so for national security 
whistleblowers who handle classified information. 12 More importantly, however 
comprehensive a set of protections Congress may or may not enact, the First 
Amendment remains the ultimate protective backstop. As we shall see in Part 

11. See, e.g., Kitrosser, What If Daniel £1/sberg Hadn't Bothered?, .mpra note 2. at 107-108 and 
sources cited therein; llarold Edgar & Benno C. Schmidt, Jr., Curtiss-Wright Comes Home: Executive 
Power and National Security Secrecy, 21 H ARV. C.R.-C.L. L. R EV. 349, 395-396 ( l 986) (noting that 
"(tlhe legislative history of' §§793(d) and (e) of the Act "indicates lhat Congress did not understand 
lhem to criminalize conduct engaged in for publication purposes. But how they can be narrowed to 
effectuate this understanding is a mystery"). 

12. See, e.g .. Vladcck, supra note 9, at 1533- 1537. 1542- 1546; Mary Rose Papandrea. Lapdogs, 
Watchdogs, and Scapegoats: The Press and National Security lnfonnation, 83 IND. L. J. 233, 245-248 
(2008); Morse, supra no te 9, at 439-442. 
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III, courts should consider statutory or regulatory whistleblower provisions in 
applying the relevant First Amendment standards to particular facts. Where a 
leaker bypasses statutory whistleblower procedures, for example, courts may 
consider that fact in determining the objective reasonableness of the leaker's 
belief that her leak would serve the public interest and that it would cause little 
harm. The inquiry also should take into account the adequacy of the statutory 
procedures. This is a very different thing, however, from the view that statutory 
or regulatory procedures can substitute for the protections of the First Amend
ment. 13 

l. THE Two MAJOR CATEGORIES OF ARGUMENT AGAINST PROTECTING LEAKERS 

A. A Broad-Brush Approach: Classified Information Leaks, Conveyances, 
or Retentions Merit- Little or No First Amendment Protection 

1. Executive Branch Legal Positions, Public and Academic Commentary 

In seeking to prosecute insider leaks or possession or - in the case of the 
George W. Bush administration - third-party transmittal of classified informa
tion, the Obama, Bush, and Reagan administrations have argued that such 
prosecutions do not implicate the First Amendment in any way. For example, 
the Obama administration argued in prosecuting alleged leaker Thomas Drake 
that "[a] restriction upon the retention of classified documents is an inhibition of 
action, not protected free speech." 14 In the alternative, the Administration 
argued that even if the possession of such documents is speech, it is speech 
"integral to criminal conduct" and thus unprotected. 15 

As if anticipating the Obama administration's first two arguments, the Bush 
administration argued in United States v. Rosen that even third-party, oral 
dissemination of classified information is not speech and warrants no First 
Amendment protection. 16 The Administration deemed classified information 
property, and its unauthorized dissemination pure theft.17 Alternatively, the 
Administration urged that even if such transmission constitutes speech, it is 
categorically unprotected speech because it is classified and "relates to the 
national defense." 18 The Reagan administration also appears - extrapolating 
from court opinions in United States v. Morison - to have made arguments very 

13. In Garcetti v. Ceballos, the Court came uncomfortably close to embracing just such a substitu
tion rationale in the limited context of government employee speech that constitutes a part of the 
employee's job. See Garcetti v. Ceballos, 547 U.S. 410, 425-426 (2006). 

14. Government's Response to Defendant's Motion To Dismiss Counts One Through Five of the 
Indictment. United States v. Drake, 818 F. Supp. 2d 909 (D. Md. Mar. 11, 2011) (No. 10 CR 00181 
RDB). 

15. Id. 
16. Government's Supplemental Response to Defendant's Motion To Dismiss the Superseding 

Indictment at 22, 29-30, United States v. Rosen, 445 F. Supp. 2d 602 (E.D. Va. Mar. 31, 2006) (No. 
I :05 cr225). 

17. Id. 
18. Id. at 34. 
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similar to those later emp1oyed in the Bush and Obama administrations. 19 That 
is, in prosecuting Samuel Morison for leaking classified information to the 
press, the Administration apparently argued that Morison had engaged in no 
speech, but instead had committed theft. 20 

The premise that classified leaks - and even third-party pub]ications - are 
non-speech crimes, or at minimum that classification status is conclusive on the 
issue whether speech is too dangerous to disclose, also is manifest in much 
public and political discourse. For example, some politicians and public commen
tators deem employees who leak classified information, and media figures that 
publish the information, akin to enemy combatants, terrorists, or traitors; some 
have even calJed for such persons to be executed.21 The same premise underly
ing these dramatic statements was manifest in Senator Joe Lieberman's success
ful call for Internet service providers "hosting WikiLeaks to immediately 
terminate [their] relationship with them," and in related boycotts of WikiLeaks 
by credit card companies and other service providers.22 

19. See United States v. Morison, 844 F.2d 1057, 1068-1070 (4th Cir. 1988); United States v. 
Morison, 604 F. Supp. 655, 664 (D. Md. 1985) 

20. Morison, 844 F.2d al 1077. 

2 1. See, e.g., Senate GOP Leader: WikiLeaks Head a "Terrorist," SALON, Dec. 5, 2010, available at 
http://www.salon.com/news/feature/20 l 0/12/05/us_us_wikileaks_mcconnell (citing Senator Mjtch Mc
Connell 's call to prosecute Julian Assange as a terrorist); Helen Kennedy, Wikileaks Should Be 
Designated a "Foreign Terrorist Organization, " Rep. Pete King Fumes, DAILY NEWS.COM (Nov. 28, 
2010), available at http://www.nydailynews.com/news/world/20 I 0/J I /28/2010- l l -28_media_u n veils_ 
classified_documents_ via_wik.ileaks_website_in_ explosive_release_of.html (citing similar call by Rep
resentative Pete King); Glenn Greenwald, Wikileaks Reveal More Than Jusr Government Secrets, 
SALON (Nov. 30, 20 I 0), http://www.salon.com/news/opinion/glenn_greenwald/2010/ 11/30/wik.ileaks/ 
index.html (quoting former Alaska Governor Sarah Palin who accused Assange of "treason" and urged 
that he be pursued "with the same urgency that we pursue Al Qaeda and Taliban leaders"); James 
Hohmann, Gingrich Faults Obama Administration Over WikiLeaks, POLITICO (Dec. 5, 2010), avail
able at http://www.politico.com/blogs/politicolive/1210/Gingrich_faults_Obama_ administration_for_ 
WikiLeaks_handling.html (describing former Speaker of the House Newt Gingrich's calJ to treat Julian 
Assange as an enemy combatant): Attack by WikiLeaks: Assange is an Enemy of the U.S., But the U.S. 
Keeps Too Many Secrets, WALL STREET J ., Dec. l, 2010. at 13 (arguing that those who provide classified 
information to Wikileaks should be subject to the death penalty and that Assange should be treated as 
an enemy combatant); Robert Booth & Haroon Siddique, How Wikileaks Altered the Way We See the 
World in Just a Week, THE GUARDIAN (Dec. 4, 2010), available at http://www.guardian.co.uk/meclia/2010/ 
dec/04/wikileaks-world-week-cables (citing Fonner Arkansas Governor Mike Huckabee's conclusion 
that Bradley Manning should be executed for providing classified files to Wikileaks): Joe Garofoli, 
Fanning the Flames: Melanie Morgan's Swing from Liberal to Right-Wing Radio Shouter May Not 
Have Happened Overnight, But It 's Permanent -And Profitable, S.F. Cl!RONICLE, Oct. 8, 2006, at CM-8 
(quoting San Francisco talk radio host's view that editors of newspapers that publish classified 
information can be convicted of treason and executed). 

22. See Benkler, supra note 5, at 313-3 14, 338-342; Mark Townsend, Paypal Joins Internet 
Backlash Against WikiLeaks, THE GUARDIAN (Dec. 4, 20 10). available at http://www.guardian.co.uk/ 
media/2010/dec/04/paypal-internet-backlash-wikileaks; Dan Gillmor, Online, the Censors Are Scoring 
Big Wins, SALON (Dec. 3, 20 I 0), available at http://www.salon.com/technology/dan_gi llmor/20 l 0/ 12/03/ 
the_ net_s_soft_underbelly/index.html; Charles Arthur, Wikileaks Cables Visualisation Pulled After 
Pressure f rom Joe Lieberman, THE GUARDIAN (Dec. 3, 2010), available at http://www.guardian.co.uk/ 
world/blog/20 I 0/dec/03/wikileaks-tableau-visualisation-joe-lieberman; Glenn Greenwald, More Joe 
Lieberman-Caused Internet Censorship, SALON (Dec. 2, 20 IO), available at http://www.saJon.com/news/ 
opinion/glenn_greenwald/20 I 0/ 12/02/censorship/index.html. 
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A somewhat less radical premise, but one conducive to similar conclusions, is 
that the President- acting either directly or through the many executive branch 
subordinates to whom the power to classify information is delegated - must 
have the final word as to when speech is too dangerous to be disclosed. From 
this perspective, it need not necessarily be the case that classified speech is not 
speech, or that all classified information truly is too dangerous to disclose. 
Rather, in an imperfect world of imperfect decision-malcing, someone must 
make the final call as to when information is too dangerous to disclose, and that 
person is the President, whether acting directly or through subordinates. To 
proponents of this view, including some academic commentators, this is the 
case either because the presidency is the institution most competent to have the 
final word, or because the Constitution demands that he have this authority, or 
both.23 

2. Doctrinal Support 

This section discusses doctrinal support for the position that conveying or 
retaining classified information without authorization, however and by whom
ever, warrants little if any First Amendment protection. In short, this sub-section 
analyzes support in the case law for the notion that classified information carries 
a very different constitutional status than virtually any other type of information 
or speech about government or public policy. For adherents to this view, the 
rigorous judicial safeguards that the First Amendment would otherwise demand 
when speech is punished for its content simply do not apply in the classified 
information context. 

The Supreme Court has decided no cases that directly involve prosecutions 
for leaking or publishing classified information. Nonetheless, some statements 
by the Court and individual Justices in related cases reflect the view that 
classification may effectively remove, or substantially diminish, any First Amend
ment protections that would otherwise attach to those who disseminate informa
tion. For example, while the Court famously refused, in New York Times Co. v. 
United States, to authorize an injunction to stop The New York Times from 
publishing the Pentagon Papers, three members of the Court suggested in 
concurrences that post-publication criminal punishment of The New York Times 
might be permissible, and three members dissented on the ground that they 
would have granted a prior restraint.24 In a dissenting opinion joined by Chief 

23. See GABRJEL SCHOENFELD, NECESSARY SErnETS 64-65, 187-191, 204 (2010); Eastman. supra note 
4, at 57-58, 64-66. 

24. N.Y. Times Co. v. United States, 403 U.S. 713,714 (]971) (per curiam) (den0ng government 
request for prior restraint); id. at 730-731, 733 (White, J., concurring) (concurring - in an opinion by 
Justice White joined by Justice Stewart - "only because of the concededly extraorrunary protection 
against prior restraints" and noting that newspapers will not be "immune from criminal action" if they 
proceed to publish the documents that the government sought to restrain); id. at 743 (Marshall. J ., 
concurring) (noting that "we are not faced with a situation where Congress has failed to provide the 
Executive with broad power to protect the Nation from disclosure of damaging state secrets," as 
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Justice Burger and Justice Blackmun, Justice Harlan deemed the judiciary's role 
in reviewing the executive's judgment on foreign affairs, including whether to 
suppress information, "very narrowly restric ted."25 

In the 1980 case of Snepp v. United States, the Supreme Court upheld a 
contract whereby former CIA agent Frank Snepp had agreed to submit any 
writings about the CIA to the agency for pre-publication review. The Court also 
approved a constructive trust against proceeds garnered by Snepp for writings 
not submitted for review.26 While the Snepp Court emphasized the existence of 
a contractual agreement, it also placed much weight on the review's purpose to 
protect classified information. The Court explained that "[ w ]hen a former agent 
relies on his own judgment about what information is detrimental, he may 
reveal information that the CIA - with its broader understanding of what may 
expose classified information and confidential sources - could have identified as 
hannful."27 The Court suggested that the government's interest would be much 
less significant were the information unclassified. Indeed, some lower courts 
have cited Snepp for the proposition that '"[t]he government has no legitimate 
interest in censoring unclassified materials,"' and, thus, '" may not censor such 
material, contractually or otherwise.'"28 For the Snepp court and lower courts, 
then, the fact that information is classified greatly enhances the government's 
constitutional power to control its dissemination through contractual conditions 
of employment. 

This theme is echoed in some other lower court opinions. Indeed, in the only 
federal appellate court opinion to rule directly on the constitutionality of 
prosecuting leakers, the U.S. Court of Appeals for the Fourth Circuit, in United 
States v. Morison, characterized an employee's leak of satellite photos to the 
press as pure theft.29 It deemed no "First Amendment rights .. . implicated" by 
his prosecution.30 Judge Russell's 1988 opinion for the court in that case relied 
heavily on Morison's position as a government employee who had signed 

statutes provide for post-publication criminal penaltie~); id. at 752, 755-759 (Harlan, J .. dissenting) 
(dissenting - in an opinion by Justice Harlan joined by Chief Justice Burger and Justice Black
mun - from the Court 's denial of the prior restraint sought by the government). 

25. Id. at 756 (Harlan, J., dissenting). 
26. Sncpp v. United States, 444 U.S. 507, 513 n.8. 515-516 (1980). 
27. Id. at 5 12. 
28. Wilson v. C IA, 586 F.3d 17 1,185 (2d Cir. 2009) (quoting McGehee"· Casey, 718 F.2d 1137, 

1141 (D.C. Cir. 1983) and c iting Snepp. 444 U.S. at 5 13 n.8, for the proposition that ''[i]f in fact 
information is unclassified or in the public domain, neither the C IA nor foreign agencies would be 
concerned"); see also Snepp, 444 U.S. at 51 1 ("the government does not deny - as a general prin
ciple - Sncpp's right to publish unclassified information"); McGehee, 718 F.2d at 114 I (quoting United 
States v. Marche11i, 466 F.2d 1309, 13 13 (4th Cir. 1972) and citing Snepp, 444 U.S. at 5 13 n.8, for the 
proposition that unclassified in formation may not be restricted by contract or otherwise); cf Weaver v. 
U.S. Information Agency, 87 F.3d 1429, 1435-1436, 1442 n.4 (D.C. Cir. 1996) (deeming review 
requirement for unclassified information acceptable because it does not entail punishments for unap
proved publications, indicating that serious First Amendment problems would exist were punishments 
imposed). 

29. Morison, 844 F.2d at 1068-1070. 
30. Id. 
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non-disclosure forms. Yet the opinion also rested implicitly on the special status 
of classified information and the executive's control of the same. Among the 
cases invoked at length by Judge Russell were Snepp and an earlier Fourth 
Circuit case, United States v. Marchetti. 31 Like Snepp, Marchetti had involved a 
former CIA employee's pre-publication clearance agreement. As the Snepp 
Court would later do, the Marchetti court emphasized that the executive branch's 
control over employee speech is substantially heightened in the context of 
classified information, given the President's constitutional authority to keep 
secrets and protect national security.32 Indeed, the Marchetti court stated that 
the First Amendment would preclude equivalent restraints on government em
ployees "with respect to information which is unclassified or officially dis
closed."33 

Finally, three recent district court opinions provide partial support for those 
who deem classified information unprotected or substantially less protected than 
other speech. In rejecting Thomas Drake's motion to dismiss the government's 
indictment against him for allegedly leaking classified information, the U.S. 
District Court for the District of Maryland, which sits within the Fourth Circuit, 
cited its circuit's controlling precedent in United States v. Morison. The Drake 
Court cited Morison for the proposition that the statute under which Drake was 
prosecuted was not overbroad in violation of the First Amendment, as Drake 
remained free under it to discuss unclassified inforrnation.34 

Two opinions of the U.S. District Court for the Eastern District of Vir
ginia - also within the Fourth Circuit - in United States v. Rosen are somewhat 
more mixed in assessing the First Amendment protections due third parties who 
disseminate leaked information. On the one hand, a 2006 opinion issued in 
response to the defendants' motion to dismiss the indictment on First Amend
ment grounds suggested that classification might effectively be decisive in 
making speech punishable.35 Yet a subsequent opinion softened the potential 
extremity of the earlier one. Among other things, the second opinion, issued in 
February 2009, clarified that the jury must independently determine if the 
Espionage Act's criteria for illegal communications are met.36 It explained: 

[E]vidence that infonnation is classified is, at most, evidence that the govern
ment intended that the designated information be closely held. Yet, evidence 
that information is classified is not conclusive on this point .... Further, the 
government's classification decision is inadmissible hearsay on the second 

3 I. Id. at 1069-1070. 
32. Marchetti, 466 F.2d at 1312, 1315-1318. 
33. Id. at 1313; see also id. at I 317 ("We would decline enforcement of the secrecy oath ... to the 

extent that it purports to prevent disclosure of unclassified information.") 
34. United States v. Drake, 818 F. Supp. 2d 909, 917-918 (D. Md. 2011). 
35. See Heidi Kitrosser, Classified Information Leaks and Free Speech, supra note I 0, at 902-903 

(citing Rosen, No. I :05cr225, slip op. at 53-56 (E.D. Va. Aug. 9, 2006) (order denying motion to 
dismiss)). 

36. Unjted States v. Rosen, 599 F. Supp. 2d 690, 695 (E.D. Va. 2009) 
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prong of the ... [statutory definition of national defense information,] namely 
whether unauthorized disclosure might potentially damage the United States 
or an enemy of the United States.37 

Still, the February 2009 opinion marks a far cry from the First Amendment 
protections ordinarily applied when speech is prosecuted as a threat to national 
security. Ordinarily - that is, at least where speech does not include classified 
information - speech can be punished as a threat to national security only when 
it is intended and is likely to cause imminent illegal activity.38 

B. A Finer-Grained Approach: Even If Third-Party Publishers Are Protected, 
Leakers Ought Not To Be 

1. An Overview of Major Arguments to the Effect that Insider Status Removes 
or Substantially Diminishes Protection 

From the view that classified information warrants little or no protection, it 
follows that neither third-party publications nor insider leaks to the press 
warrant much, if any, protection. Yet the more common position takes a mixed 
approach - namely, government insiders who leak classified information war
rant little or no constitutional protection, while third-party publishers who 
publish leaked information must be strongly protected.39 This mixed approach 
starts from the premise that classified information is speech that warrants full 
protection when conveyed by one not in a position of trust with respect to it. Yet 
that premise is joined by one or two other prerrrises. One additional premise is 
that persons who access classified information by virtue of an employment or 
contractual relationship with the government are in positions of trust with 
respect to that information. As such, they have waived much if not all of their 
constitutional rights to convey it.40 The second premise is that the mixed 
approach is a necessary, if inescapably chaotic, means to balance free speech 
and free press interests against the executive's duty to guard national security. 
Professor Geoffrey Stone articulated the latter premise in recent congressional 
testimony: 4 1 

This [mixed approach] is surely a "disorderly situation," but it seems the best 
possible solution. If we grant the government too much power to punish those 
who disseminate information useful to public debate, then we risk too great a 
sacrifice of public deliberation; if we grant the government too little power to 

37. Id. 
38. See Brandenburg v. Ohio, 395 U.S. 444, 447 (1969). 
39. See supra note 7. 
40. See supra note 8. 

41. Elsewhere, Stone clarifies that he would strongly protect classified leaks Lhat reveal illegal 
government conduct. Geoffrey R. Stone, Secrecy and Self-Government, 56 N.Y.L. SCH. L. REv. 81, 91 
(201 ]); see also Geoffrey R. Stone, Government Secrecy vs. Freedom of the Press, I HARV. L. & P~L'Y 

Rev. 185, 195-197 (2007) (making the same point in substantially more detail). 
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control confidentiality "at the source," then we risk too great a sacrifice of 
secrecy and government efficiency. The solution is thus to reconcile the 
opposing values of secrecy and accountability by guaranteeing both a strong 
authority of the government to prohibit leaks and an expansive right of 
other[s] to disseminate thern.42 

2. Doctrinal Support for According lnsjders Little or No Protection 

4 19 

As we have seen, there is very little case law directly addressing leaker 
protections from prosecution. Yet in the one such federal appellate court opinion 
and in cases involving pre-publication review, the concept of waiver figures 
prominently. In Morison, Judge Russell 's opinion for the Court emphasized that 
Morison had committed theft by stealing classified photographs to which he had 
special access as a security-cleared employee of the Navy. The opinion also 
stressed that Morison had agreed, as a condition of his employment and security 
clearance, not to disclose classified information without authorization. 43 And in 
Snepp, the Supreme Court deemed Snepp's employment relationship with the 
CIA to have "involved an extremely high degree of trust."44 The trust relation
ship was made explicit, said the Court, in the pre-publication-review agreement 
that Snepp signed.45 Most importantly, the Court stressed that the remedy it 
approved - a constructive trust on Snepp's proceeds - was perfectly tailored to 
Snepp's "fiduci ary and contractual" breaches.46 

Waiver themes invoked by courts in other contexts also have been drawn 
upon by courts addressing classified information leaks. In the 2009 decision 
Wilson v. CIA, the Second Circuit upheld Valerie Plame Wilson 's pre
publication agreement with the CIA as applied to stop the publication of 
information that, while public knowledge, remained classified.47 In so holding, 
the Court cited the 1995 case of United States v. Aguilar.48 In Aguilar, the 
Supreme Court upheld the conviction of a federal judge for revealing the fact of 

42. Espionage Act and the Legal and Constitutional Issues Raised by Wikileaks, Hearing Before the 
H. Comm. on the Judiciary, 111th Cong. 19-20 (2010) (statement of Geoffrey R. Stone, Professor and 
Former Dean, University of Chicago Law School). Professor Stone cited the work of Alexander Bickel, 
who first invoked the phrase "disorderly situation" to make a very closely related point. ALEXANDER M. 
81CKEL, THE MORALITY OF CONSENT 80 ( 1975). Bickel did not spell out his view on the prosecution of 
government leakers in particular. He did, however, embrace the general proposition that "government 
may guard mightily against ... leaks, and yet must suffer them if they occur." He endorsed, in short, an 
"adversary game between press and government," although he did not specify whether leaker prosecu
tions are among the legitimate means by which the government may "guard mightily against ... leaks." 
Id. at 80; see also Lillian R. BeVier, An Informed Public, An Informing Press: The Search for a 
Constitutional Principle, 68 CAL. L. REv. 482, 5 12-5 15 ( 1980) (endorsing Bickel's notion of a "contest" 
between government and press, though without specifying the place of leaker prosecutions in the 
contest). 

43. Morison, 844 F.2d at 1068-1069. 
44. Snepp, 444 U.S. at 5 10. 
45. Id. at 5 10-5 11. 
46. Id. at515-5J6. 
47. Wilson v. CIA, 586 F.3d 171, 174 (2d Cir. 2009). 
48. Id. 
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a wiretap order to its subject.49 The Wilson Court c ited Aguilar for the proposi
tion that: 

when a government employee "voluntari ly assume[s] a duty of confidentiality, 
governmental restrictions on disclosure are not subject to the same stringent 
standards that would apply to effor ts to impose restrictions on unwilling 
members of the public."50 

And in 2011 , the U.S. District Court for the District of Columbia, rejecting 
Stephen Kim's motio n to dismiss his criminal leak prosecution, cited the D.C. 
Circuit 's decision in Boehner v. McDermott.51 Specifically, it c ited the Boehner 
court's view that pursuant to Aguilar, " those who accept positions of trust 
involving a duty not to disclose information they lawfully acquire while perform
ing their responsibilities have no First Amendment right to disclose that informa
tion. "52 

Some commentators deem another line of judicial precedent - that involving 
the free speech protections due government employees against termination or 
other employment-based discipline - bad news for leakers seeking protection 
from prosecution. In these cases - sometimes referred to as the Pickering line of 
cases after the earliest in the series, Pickering v. Board of Education - the Court 
established that government employees sometimes are protected from being 
fired or disciplined for speech on matters of public concern. To determine 
whether an employee may be punished in a given case, courts must balance "the 
interests of the [employee], as a c itizen, in commenting upon matters of public 
concern and the interest of the State, as an employer, in promoting the effi
ciency of the public services it performs through its employees."53 In the 2006 
case of Garcetti v. Ceballos, the Court clarified that these protections do not 
apply to speech "made pursuant to the employee's official duties."54 At least 
one academic commentator interprets Garcetti to mean that employee who leak 
classified information have no First Amendment protection from prosecution 
because they accessed the information as a result of their government employ
ment.55 Another commentator concludes that the Pickering balance applies 
to classified information leaks, but that the result is a broad government 
leeway to punish leaks through discharge or criminal prosecution.56 The latter 

49. United States v. Aguilar, 5 15 U.S. 593, 595, 605-606 ( 1995). 
50. Wilson, 586 F.3d at I 83. 
5 1. United States v. Kirn, 808 F. Supp. 2d 44, 57 (D.D.C. 20 I I ) (quoting Boehner v. McDermott, 

484 F.3d 573, 579 (D.C. Cir. 2007)). 
52. Id. 
53. Connick v. Myers, 461 U.S. 138, 140 ( 1983) (quoting Pickering v. Bd. of Educ., 391 U.S. 563, 

568 ( 1968)). 
54. Garcetti v. Ceballos, 547 U.S . 4 10,4 13 (2006). See also id. at 418-423. 
55. Vladeck, supra note 9. at 1534-1535. 1540-154 1. 
56. Stone, Government Secrecy vs. Freedom of the Press, supra note 4 I , at 195. 
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commentator does, however, consider leaks that reveal illegal government 
conduct protected under Pickering balancing.57 

II. THE CASE FOR SUBSTANTIALLY PROTECTING LEAKERS FROM PROSECUTION 

A. Constitutional Text, Structure, and Principle 

This section counters, as a matter of constitutional first principle, the major 
arguments against leaker protections. The constitutional cases for protecting 
third-party publishers and for protecting insider leakers are deeply intertwined. 
For instance, the executive branch is deliberately structured to help ensure that 
the public will learn of executive abuses and incompetence. One aspect of this 
design is an appointments process meant to filter out sycophants who would 
conspire to hide presidential misdoings. As this example reflects, constitutional 
mechanisms for funneling important inside information to the public cannot so 
neatly be separated from protections for the very insiders who leak such 
info1mation against their superiors' wishes. This section thus explains why both 
classified speech generally, and leaked information from government insiders 
about national security and public policy in particular, presumptively merit 
robust constitutional protections. 

The First Amendment provides that "Congress shall make no law ... abridg
ing the freedom of speech, or of the press."58 Given the vagueness of the phrase 
"freedom of speech," commentators and courts long have sought to discern its 
underlying principles and apply them to concrete cases.59 Notwithstanding the 
occasional exception,60 even self-described originalists generally do not target 
the free speech or press clauses as vessels for narrow founding era expectations 
as to how the clauses would be applied. Indeed, the view - which is prominent 
and longstanding though by no means undisputed - that the clauses originally 

57. Id. ("Applying tbe Pickering standard, the government has no legitimate interest in keeping 
secret its own illegality, and the public has a compelling interest in the disclosure of such information"). 
Similarly, some lower court opinions deem Snepp to have implicitly applied Pickering balancing to 
classified information leaks. See, e.g., Weaver v. United States Tnformation Agency, 87 F.3d 1429, 
1439-1443 (D.C. Cir. 1996); id. at 1439-1440 (citing Zook v. Brown, 865 F.2d 887 (7th Cir. 1989)). 

58. U.S. CONST. amend. I. 
59. The literature is vast. A small but eclectic sampling of works in this area include, e.g., STEVEN H. 

SHlFFRIN, THE FIRST AMENDMENT, DEMOCRACY, AND ROMANCE ( 1990); FREDERlCK SCHAUER, FREE SPEECH: A 
PHILOSOPHICAL ENQUIRY ( 1982); ALEXANDER MEIKLEJOHN, FREE SPEECH AND ITS RELATION TO SELF
GOVERNMENT ( 1948); Vincent Blasi, The Checking Value in First Amendment Theory, 1977 AM. B. 
FOUND. RES. J. 521 (1977); Robert H. Bork, Neutral Principles and Some First Amendment Problems, 
47 IND. L. J. I ( 197 J ); Thomas I. Emerson, Toward a General Theory of the First Amendment, 72 YALE 
L.J. 877 (1963); Martin H. Redish, The Value of Free Speech , 130 U. PA. L. R.Ev. 591 (1982); Seana 
Valentine Shiffrin, A Thinker-Based Approach to Freedom of Speech, 27 CONST. COMMENT. 283 (2011 ); 
Susan H. Williams, Feminist Jurisprudence and Free Speech Theory. 68 TuL. L. REv. 1563 (1994). 

60. One notable exception is found in a recent dissenting opinion by Justice Thomas. There, he 
invoked the founders' child-rearing practices to conclude that the First Amendment today protects 
neither the right of minors to see or hear speech that their parents do not wish for them nor the right of 
speakers to convey such speech to minors. See Brown v. Entm 't Merchs. Ass' n., 131 S.Ct. 2729, 
2751-2761 (2011) (Thomas, J., dissenting). 
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Cato's "bulwark of liberty" language was repeated often by Americans both 
before and after the Revolution in explaining the necessity of a free press 

72 
and 

free speech.73 Eighteenth-century Americans also consumed, penned, and circu
lated similar sentiments.74 For instance, shortly before the Revolution, "hoping 
to make allies of the settlers in Quebec, [the Continental Congress] approved a 
declaration explaining to the northern neighbors the goals of the American 
endeavor: 

The last right we shall mention, regards the freedom of the press. The 
importance of this consists, besides the advancement of truth, science, moral
ity, and arts in general, in its diffusion of liberal sentiments on the administra
tion of Government. in its ready communication of thoughts between subjects, 
and its consequential promotion of union among them, whereby oppressive 
officers are shamed or intimidated, into more honourable and just modes of 
conducting affairs.75 

In the constitutional ratification process, the role of speech and press free
doms as pillars of democracy and the rule of law were acknowledged alike by 
Federalists - who insisted that the original Constitution implicitly protected 
speech and press - and Anti-Federalists - who demanded the explicit textual 
protection that became the First Amendment.76 Those who went on to "draft[] 
the First Amendment," like "their mentors ... placed great emphasis on the role 
free expression can play in guarding against breaches of trust by public offi
cials."77 In sho1t, there was no dispute among members of the founding 
generation that government oversight was among the most important ends of 
free speech and a free press. 

The First Amendment's promise would be empty indeed if its protections did 
not extend to information that the President wishes to keep secret. This includes 
information from government insiders, who alone are structurally situated to 
reveal it. Indeed, Federalists and Anti-Federalists alike, in the framing and 
ratification debates, deemed it crucial that the presidential office be designed to 
prevent insiders from hiding executive misconduct. Federalists boasted that by 
declining to annex a council to the President through Article II, they had 
deprived the President of a group that would eagerly do his bidding and hide his 

72. Some recent scholarship concludes that as a matter of original meaning, "the press" referred to 
the printing press. which was the only technology of the time whereby the written word could be 
disseminated en masse. In England. control of this technology had been an extremely effective form of 
censorship. See, e.g .. Eugene Yolokh, Freedom for the Press as {111 Industry, or the Press as a 
Technology? From the Framing to Today, 160 U. PENN. L. REV. 459,462 (2011); Edward Lee, Freedom 
of the Press 2.0, 42 GA. L. R Ev. 309, 316, 328-330, 339-352 (2008). 

73. See, e.g .. Anderson, supra note 65 at 463, 473. 478, 491-493 (for reference to American uses of 
the ''bulwark of liberty" language). 

74. See. e.g., Blasi, supra note 59 at 530-535. 
75. Anderson, supra note 65, at 463-464. 
76. Id. at 467-475, 490-49 I. 
77. Blasi, supra note 59, at 527. 
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secrets. Anti-Federalists, on the other hand, insisted that the department heads 
would form a de facto council to play a sycophantic, secret-keeping role on the 
President's behalf. 

One constitutional supporter urged that: "The executive power is better to be 
trusted when it has no screen. Sir, we have a responsibility in the person of our 
President; he cannot act improperly, and hide e ither his negligence, or inatten
tion; he cannot roll upon any other person the weight of his criminality."

78 

Another observed: 

lt has ... been objected, that a Council of State ought to have been assigned 
the President. The want of it, is, in my apprehension, a perfection rather than a 
blemish. What purpose would such a Council answer, but that of diminishing, 
or annihilating the responsibility annexed to the character of the President. 
From the superiority of his talents, or the superior dignity of his place, he 
would probably acquire an undue influence over, and might induce a majority 
of them to advise measures injurious to the welfare of the States, at the same 
time that he would have the means of sheltering himself from impeachment, 
under that majority.79 

Alexander Hamilton went further, boasting that the President not only would 
lack a council behind which to hide, but that his appointed subordinates would 
be unlikely to shield his bad acts. Appointees selected by the President and a 
council, Hamilton reasoned, would "possess[] the necessary insignificance and 
pliancy to render them the obsequious instruments of [the President's] plea
sure."80 Yet this unhappy state of affairs would far less likely follow, he 
predicted, from appointments contingent on Senate approval. 

Anti-Federalist George Mason argued, on the other hand, that: 

The President of the United States has no Constitutional Council (a thing 
unknown in any safe and regular government) he will therefore be unsup
ported by proper information and advice; and will generally be directed by 
Minions and Favourites ... or a Council of State will grow out of the princi
pal officers of the great departments; the worst and most dangerous of all 
ingredients for such a Council, in a free country ; for they may be induced to 
join in any dangerous or oppressive measures, to shelter themselves, and 
prevent an inquiry into their own misconduct in office. 81 

Another council proponent evinced similar concerns, noting that " the supreme 
executive powers ought to have been placed in the president, with a small 

78. 2 D OCUMENTARY HISTORY OF THE RATIFICATION OF THE CONSTITUTION 635 (Merrill Jensen ed., 1976). 
79. Id. at44. 
80. THE FEDERALIST No. 76 (Alexander Hamilton), supra note 67, at 373. 
81. Supra note 68, at 44. 
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independent council made personally responsible for every appointment to 
office or other act, by having their opinions recorded."82 

While the founders disagreed on the means to ensure executive accountability 
and to protect against self-serving secrecy, all agreed that these were crucial 
goals. Their shared idea - that the executive's energetic capacities must be 
checked through internal and external mechanisms to bring to light executive 
misbehavior - is manifest not only in historical materials, but throughout the 
text and structure of Articles I and lI of the Constitution.83 

It is deeply antithetical to these constitutional principles for the executive to 
have free reign to muzzle employees or third parties simply by deeming 
categories of information off limits. This is not to say that there are no 
countervailing factors that favor executive information control. It is only to say 
that the latter are not the only values in the constitutional balance. Of equal 
constitutional weight is the value of information and informed opinion from 
government insiders. 

B. Theory Meets Reality: The Classification System 

Of course, it is not enough to recite constitutional principles in the abstract. 
Ultimately, these abstractions must be applied to facts in the real world. This 
brings us back to the information classification system. Specifically, it brings us 
to the question of whether classification justifies a weaker level of First Amend
ment protection than constitutional principles would otherwise dictate for speech 
involving inside information about government. The answer is no, for reasons 
both logical and empirical. Logically, free speech principles demand that execu
tive inclinations to punish speech about the executive be checked by forces 
independent of the executive. Nor does it suffice to leave the extent of such 
checks to Congress's discretion. After all, the First Amendment explicitly limits 
Congress's lawmaking power in the realms of speech and press. Beyond the 
obvious textual point, statutes that deem speech punishable in part or in whole 
for its classified status, where classification decisions are matters of executive 
discretion, effectively place the First Amendment status of government informa
tion in the hands of the executive. 

Experience confirms that the political branches are woefully inadequate at 
self-policing against overreach in the classification system. The President largely 
determines classification policy unilaterally, through executive orders that can 
change between administrations. 84 Furthermore, the application of these broad 
policies is delegated to an enormous number of government employees and 

82. Supra note 78. at 635. 
83. See. e.g., Heidi Kitrosser, Macro-Transparency at 1167-1168: see also H 1:1D1 KrrRoSSER, Accocr-.,

ABTLJTY: TRANSPARENCY, EXECUTIVE POWER. AND THE U.S. CONSTITUTION (forthcoming 2013) (Chapter 3). 
84. See, e.g., R EPORT OF THE COMMISSION ON PROTECTING AND REDUCING GovHRNMENT SECRECY. S. Doc. 

No. I 05-2, at 5, 11 -13, 15 ( 1997) Lhereafler S.Doc. No. I 05-2]; H AROLD C. REt YEA. SECURITY CLASSIFIED 

AND CONTROLLED fNFORMATlON: HISTORY, STATUS ANO EMERGING MANAGEMENT ISSUES 2-5 (2007): ARTHUR 

M. SCHLESINGER, JR., THE IMPERIAL PRESIDENCY 338-341 ( 1973 ). A few discrete categories of informaiion 



2013] CALLBRATING PROTECTIONS FOR L EAKERS 427 

contractors. At present, well over a mill jon persons have such authority. Of 
these, 2,378 persons had "original classification" authority as of the end of fiscal 
year 2010.85 The average number of original classifiers between fiscal years 
1980 and 2008 was 5,400.86 Original classifiers are "authorized to determine 
what information, if disclosed without authorization, could reasonably be ex
pected to cause damage to national security." 87 Additionally, original classifiers 
create classification guides. Such guides are instructions for "derivative classifi
ers." A guide "is a set of instructions ... which identifies elements of informa
tion regarding a specific subject that must be classified and establishes the level 
and duration of classification for each such element."88 The remaining several 
million persons with classification authority are derivative classifiers. 89 In theory, 
derivative classifiers lack policy discretion because their decisions are derived 
from original classification decisions.90 In actuality, determining what is deriva
tive of already classified information - short of exact replicas of the latter -
itself entails discretion. This is particularly so where the basis for derivative 
classification is the following of classification guides. 

Given this background, it is not surprising that experts across the political 
spectrum long have acknowledged rampant overclassification. J. William Leon
ard, the former director of the Information Security Oversight Office in the 
George W. Bush administration, acknowledges a problem of "excessive classifi
cation." Leonard says that he has "seen information classified that [he's] also 
seen published in third-grade textbooks."91 At a 2004 congressional hearing, 
both Leonard and Carol A. Haave, then the Defense Department's Undersecre
tary for Intelligence, estimated that "probably about half of all classified informa
tion is overclassified."92 In 1991, Rodney B. McDaniel, who had been Executive 
Secretary of the National Security Council in the Reagan administration, esti-

are classified by statute. See, e.g., Nathan Brooks, The Pro1ecrion of Classified lnformario11: The Legal 
Framework (Cong. Research Serv. RS2 I 900), Aug. 5, 2004, at 2 n.7. 

85. lNFO. Sec. OveRSIGHT OFFICE, 2010 REPORT TO THE PRESIDENT I (2011) [hereinafter TSOO 2010 
Report). 

86. INFO. Sec. OvERSIGHT OFF1ce, 2009 REPORT TO THE P RESIDENT 4 (2010) [hereinafter ISOO 2009 
Report); see also ISOO 2010 Report, supra note 85, at 2, 4-5 (discussing recent downward trend in 
number of original classification authorities). 

87. ISOO 20 IO JSOO Report, supra note 85, at 4. 
88. Id. at 8. 
89. Precise numbers of derivative classifiers are not recorded given the fluid means by wltich they 

are designated. A 1997 Report o f the Commission on Protecting and Reducing Government Secrecy 
estimated that " three million government and industry employees ... have the ability to mark informa
tion as classified." S.Doc. No. 105-2, su1Jra note 84, at 31. 

90. ISOO 2010 Report, supra note 85, at 8. 
91. Scott Shane, Since 2001. Sharp Increase in the Number of Documents Classified by the 

Government, N.Y. TLMES, July 3, 2005, at Al. 
92. Espionage Act and the Legal and Cons1i1u1io11al Issues Raised by Wikileaks, Hearing Before the 

H. Comm. on rhe Judiciary, 111 th Cong. 27 (2010) (statement of Abbe D. Lowell, Partner, M cDermott 
Will & Emery LLP) (emphasis in original) (citing Too Many Secrets: Overclassificarion as a Barrier to 
Critical Information Sharing, Hearing Before the Subcomm. on Nat 'I Security, Emerging Threats and 
Int '[ Relations, Comm. on Gov't Reform, I08U1 Cong. 82-83 (2004)). 



428 JOURNAL OF NATIONAL SECURITY LAW & POLICY (Vol. 6:409 

mated that "only 10% of classification was for 'legitimate protection of se
crets.'"93 Former New Jersey governor and 9/11 Commission Chairman Thomas 
Kean has said that "three-quarters of the classified material (I] reviewed for the 
[9/1 I] Commission should not have been classified in the first place."94 The 
Moynihan Commission, led by Senator Daniel Patrick Moynihan in the 1990s 
to study government secrecy, observed in its 1997 report that "[t]he classifica
tion system ... is used too often to deny the public an understanding of the 
policymaking process, rather than for the necessary protection of intelligence 
activities and other highly sensitive matters."95 And Erwin N. Griswold, former 
Solicitor General under President Richard M. Nixon, deemed it "apparent to any 
person who has considerable experience with classified material that there is 
massive overclassification and that the principal concern of the classifiers is not 
with national security, but rather with governmental embarrassment of one sort 
or another."96 Statistics give an additional sense of the classification system's 
reach. As noted above, there presently are well over a million persons with 
some fonn of classification authority.97 The number of new classification deci
sions - including combined original and derivative decisions to classify - aver
aged 16.1 million per year from FY 1996 through FY 2009.98 

Coupled with over-classification is the widespread practice of selective, 
"authorized" leaking from the top.99 The White House orchestrates leaks so 
frequently as to have spawned the well worn joke that "the ship of state is the 
only vessel that leaks from the top."100 By selectively leaking only self-serving 
information, an administration can steer public sentiment in its favor. Administra
tions also leak information as "trial balloons to test public reaction to policy 
options without formally committing to them." 101 Theodore Roosevelt is cred-

93. Id. at 84 (statement of Thomas S. Blanton, National Security Archive, George Washington 
University) (citing statement of Rodney McDaniel). 

94. 108 CONG. REc. S9714 (2004). 
95. S. Doc. No. I 05-2, supra note 84, at xxi. 

96. Erwin N. Griswold, Secrets Nor Worth Keeping, WASH. PosT, Feb. 15, 1989, at A25. 
97. Supra note 89. 

98. rsoo 2009 Report, supra note 86, at 9. For the classification statistics from FY 2010 and 
comparisons between them and earlier years' numbers, see ISOO 20 IO Report, supra note 85, at 8-12. 

99. See, e.g., Espionage Act and the Legal and Constitutional Issues Raised by Wikileaks, Hearing 
Before the H. Comm. on the Judiciary, 111 th Cong. 48, 51 (2010) (testimony of Gabriel Schoenfeld, 
Ph.D., Senior Fellow, Hudson Institute) (discussing common practice of authorized leaking); The 
Espionage Statutes: A Look Back and a Look Forward, Hearing Before the Subcomm. on Terrorism and 
Homeland Security, 111th Cong. 7, 10-11, 14 (statement and testimony of Jeffrey H. Smith, Partner, 
Arnold and Porter) (same). 

100. This quote has been attributed to journalist James Reston. See David E. Rosenbaum, First a 
Leak, Then a Predictable Pauem, N.Y.TtMES, Oct. 3, 2003, at A 16. 

I 01. Richard B. Kielbowicz, The Role of News Leaks in Governance and the Law of Journalists· 
Confidentiality, 1795-2005, 43 SAN DIEGO L. REv. 425, 444 (2006) (describing Theodore Roosevelt's 
use of this strategy); see also Papandrea, supra note 12, at 251-252 (describing the ubiquity of and 
strategies behind authorized leaks from the top); William E. Lee, Deep Background: Journalists, 
Sources, and 1he Perils of Leaking. 57 AM. U. L. REv. 1453, 1469-1470 (2008) (same). 
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ited as the original master of strategic leaking from the White House.
102 

Yet 
Roosevelt was hardly the last to employ this technique. The four most recent 
books of journalist Bob Woodward alone are ''filled with classified information 
that [Woodward] could only have received from the top of the government" in 
the Obama and George W. Bush adminjstrations. 103 Given the ubiquity of leaks 
from the top and the enormous number of secrets kept by the government, 
"leaks of classified information, including classified national security informa
tion, have become one of the primary ways the government communicates 
information to the public." 104 

Given the twin realities of massive over-classification and widespread selec
tive leaks from the top, a broad executive discretion to prosecute classified 
information leaks is a powerful means for the executive - both through actual 
prosecutions and through fear of the same - to manipulate information flow. 
Such discretion can generate· a deeply slanted chilling effect. Those who leak 
information that paints an administration in a bad light have much to fear in an 
environment where prosecutions occur or are threatened regularly. 

These realities complement the theoretical problems of any scheme that 
enables the executive to qualify First Amendment protections for speech about 
itself. Such a scheme is profoundly in tension with a constitutional structure 
designed to ensure executive accountability and to do so partly through free 
speech and a free press. 

C. Confronting the Doctrine 

Leakers who seek constitutional protection must, of course, confront judicial 
precedent. As we have seen, there are aspects of existing doctrine that bode 
poorly for leakers. Leakers can respond to these doctrinal elements with the 
following four points. First, much of the precedent can be limited to the facts. 
For example, despite some sweeping statements in the Fourth Circuit's opinion 
for the Court in Morison, two of the three panel judges indicated that some 
classified leak prosecutions might raise serious First Amendment problems. 
This argument is elaborated in C. 1. below. Second, where courts have leeway 
either to depart from or narrowly interpret precedent - for example, the Fourth 
Circuit could overrule Morison, courts outside of the Fourth Circuit could 
choose not to fo1low it, and district courts within the Fourth Circuit could 
decline to extend it beyond its facts - courts should do so. They should do so 
partly in light of the constitutional arguments from first principles articulated 
above. Additionally, they should do so in light of the third point, which is that a 

I 02. See, e.g., Kielbowicz, supra note 10 I , at 444; Papandrea, supra note 12, at 236. 
103. Jane Mayer, The Secret Sharer, NEW YORKER, May 23,201 I , 46, 57 (quoting Jack Goldsmith); 

see also Michael Isikoff. ''Double S,andard" in While House Leak Inquiries?, NBCNEWS.COM (Oct. 
18, 2012), available a1 http://www.msnbc.msn.com/id/39693850/ns/us_news-security; Jack Goldsmith, 
Classified Information in Woodward's "Obama 's Wars," LAWFARE (Sept. 29, 2010), available at 
http:/ /www. I a wfareblog .com/20 I 0/09/classi fi ed-i □ formation-in-wood wards-obama' s-wars/. 

104. Papandrea, supra note 12, at 236. 
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wide swath of First Amendment precedent itself comports with the arguments 
from first principles. This third point is addressed in C.2 below. Fourth and · 
finally, leakers and publishers at minimum should argue that the political 
branches - both Congress in passing legislation and the executive branch in 
exercising prosecutorial discretion - ought to act in a manner consistent with 
constitutional first principles and with the protective elements of judicial doc
trine, as described below in C.2. 

1. The Limits of Anti-Leaker Aspects of Doctrine 

a. The Limits of Doctrinal Suggestions to the Effect that Classified Speech 
Deserves Little Protection 

As we have seen, there is an important strain of thought in the case law to the 
effect that classified information deserves far less protection than unclassified 
speech. The limited doctrinal reach of this reasoning stems partly from its 
scarcity. Many questions simply have not been decided by any federal court, or 
have been decided only by a single federal appellate court. Furthermore, of the 
few relevant judicial opinions, some are careful to note that greater protections 
might be warranted under different circumstances. 105 

As we have seen, the only federal appellate court to rule directly on the 
constitutionality of prosecuting classified leaks or publications was the Fourth 
Circuit in United States v. Morison. There, the court considered Samuel Mori
son's prosecution for leaking classified satellite photos to the press. 106 Judge 
Russell's opinion for the court contained statements to the effect that the case 
involved pure theft and implicated no First Amendment rights. 107 Nonetheless, 
two of the three panel judges concurred separately to make clear their view that 
the prosecution did implicate the First Amendment. 108 And while both concur
ring judges embraced a deferential role for the judiciary, the extent of deference 
prescribed by either - and thus agreed upon by a majority of the Morison 
court - is unclear. Concurring Judge Wilkinson suggested that very strong 
deference is in order, as the alternative "would be grave."' 09 Yet he also 
expressed confidence that sources who reveal very important stories, such as 
"'corruption, scandal, and incompetence in the defense establishment,"' were 
unlikely to be prosecuted or convicted, and that if they were, the situation could 
be "cured through case-by-case Uudicial] analysis of the fact situations.''110 

Concurring Judge Phillips endorsed "Judge Wilkinson's ... view that the First 
Amendment issues raised by Morison are real and substantial and require the 

105. See, e.g., infra notes 109-112. 
106. See Morison, 844 F.2d at 1060. 
l07. Id. at 1077. 

108. Id. at 1080-1081 (Wilkinson, J., concurring); id. at 1085-I086 (Phillips, J., concurring) 
109. Morison, 844 F.2d at 1083 (Wilkinson, J., concurring). 
110. id. at 1084. 
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serious attention which his concurring opm10n then gives them."
111 

He also 
accepted Judge Wilkinson's "general estimate" that leaks exposing important 
news will not be punished, deeming it "the critical judicial determination forced 
by the First Amendment arguments advanced in this case." 112 

To be sure, the Morison court overall was exceedingly deferential to broad 
statutory prosecution authorizations as applied to classified information leaks. 
This is deeply problematic from the perspective of free speech theory, particu
larly given the realities of over-classification and selective leaking from the top. 
Nonetheless, the concurring statements in Morison of two of the three judges 
leave room, however narrow, for case-by-case arguments to the effect that some 
prosecuted speech is of such high value as to warrant tougher judicial scrutiny 
than that accorded Morison. Similarly, recall that the District Court in Rosen, a 
court within the Fourth Cir.cuit, took a more protective view still of the 
case-by-case fact-finding demanded where third pa1ties are prosecuted for 
publishing classified information. 1 13 

While no Supreme Court precedent directly addresses classified speech pros
ecutions, some do, as we have seen, contain reasoning that could be deemed 
dismissive of any First Amendment concerns about the same. 114 Yet there are 
forceful reasons against extending such cases beyond their facts. As for Penta
gon Papers, it would be imprudent for courts to extrapolate very much from the 
dissenting or concurring opinions. Prosecutions - of either leakers or the press -
simply were not at issue in the case. 115 While this point alone counsels caution, 
it is further warranted in light of the tremendous time pressure under which the 
case was briefed, argued, and decided. As observed in Justice Harlan's dissent
ing opinion: 

Both the Court of Appeals for the Second Circwt and the Court of Appeals for 
the District of Columbia Circuit rendered judgment on June 23. The New 
York Times' petition for certiorari, its motion for accelerated consideration 
thereof, and its application for interim relief were filed in this Court on June 
24 at about 11 a.m. The application of the United States for interim relief in 
the Post case was also filed here on June 24 at about 7: 15 p.rn. This Court's 
order setting a hearing before us on June 26 at 11 a.m., a course which I 
joined only to avoid the possibility of even more peremptory action by the 
Court, was issued less than 24 hours before. The record in the Post case was 
filed with the Clerk shortly before I p.m. on June 25; the record in the Times 
case did not arrive until 7 or 8 o'clock that same night. The briefs of the 
parties were received less than two hours before argument on June 26. 116 

l l I. Id. at I 085 (Phillips, J., concurring). 
112. Id. at 1086. 
11 3. United States v. Rosen, 487 F. Supp. 703, 707 (2007). 
ll4. Garcetti v. Ceballos, 547 U.S. 410,421 (2006). 
115. N.Y. Times Co. v. United States, 403 U.S. 7 13. 714 (J 971). 
116. Id. at 753 (Harlan, J., dissenting). 
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The Court's decision, the concurrences, and the dissents all were issued just 
four days after oral argument, on June 30, 1971. Given the sense of urgency 
surrounding the case, one should hesitate to draw broad lessons from the 
dissenters' view that the prior restraint should have been continued long enough 
to permit thorough judicial consideration. The same caution applies to concur
ring statements to the effect that a prior restraint was out of order, but that the 
government might have other viable options, including criminal prosecution. 117 

Snepp, too, can and should be limited to its facts. It is true that the Snepp 
Court emphasized the executive's prerogative to control classified information. 
Given that prerogative and given Snepp's employment with the CIA, the Court 
deemed a pre-publication review agreement a reasonable and constitutional 
means for the CIA to protect classified information. Yet much of the opinion's 
force comes in its approval of the trial court's remedy for Snepp's breach of the 
agreement. Specifically, the Court approved a constructive trust on the proceeds 
of Snepp's book, which Snepp had failed to submit to the CIA for review. A 
constructive trust, the court explained, is "the natural and customary conse
quence of a breach of trust. It deals fairly with both parties by conforming relief 
to the dimensions of the wrong. . . . [S]ince the remedy reaches only funds 
attributable to the breach, it cannot saddle the former agent with exemplary 
damages out of all proportion to his gain."118 Snepp thus does not embrace an 
unfettered executive discretion to control classified information or an unfettered 
legislative discretion to authorize any means of control. To the contrary, it 
leaves room for fact-sensitive analyses to detennine whether a given punish
ment for classified speech goes too far.119 

Furthermore, Snepp was rife with procedural irregularites. In his petition for 
certiorari, Snepp had asked the Supreme Court to consider the constitutionality 
of the injunctive and damages remedies upheld by the appellate coun. The 
government responded with a conditional cross-petition, asking the Court, if it 
granted Snepp's certiorari petition, also to review the appellate court's rejection 
of the constructive trust remedy that the trial court had approved. 120 The 
Supreme Court's per curiam opinion focused on the constructive trust issue. 
The Court's response to Snepp's First Amendment objections was shoe-horned 
into a single footnote. Because the Court barely addressed the issues raised by 
Snepp, the dissent argued that the Court had effectively denied Snepp's petition 

117. Cf Edgar & Schmidt, supra note 11, at 36 l ("A number of the Justices volunteered readings of 
the espionage statutes in relation to hypothetical criminal proceedings against the publishers, reporters 
and information sources involved, even though such questions had not been briefed, were dreadfully 
difficult, and were quite unnecessary to a ruling about the injunction."). 

118. Snepp v. United States, 444 U.S. 507, 515-516 ( 1980). 
119. See also Goldston, et al., supra note 9, at 441 -442 (citi ng the case's unusual procedural posture 

and "cursory attentio n to First Amendment questions" as an additional basis for caution in applying its 
holding). 

120. Snepp, 444 U.S. at 524-25 (Stevens, J., dissenting); Goldston, et al., supra note 9 at 442 n.165; 
Diane F. Orentlicher, Snepp v. United States: The CIA Secrecy Agreement and the First Amendment, 8 1 
COLUM. L. Rev. 662,665 n.23 (1981). 
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for certiorari and thus lacked jurisdiction over the case, given the conditional 
nature of the government's cross-petition. 121 Moreover, the Court decided the 
case without benefit of merits briefs or oral argument. 122 As Archibald Cox 
wrote at the time, "One would have supposed that the extent of the govern
ment's authority to silence its officials and employees and thereby deprive the 
public of access to infonnation about government activity was not too obvious 
to deserve deliberate judicial consideration." 123 

b. The Limits of the Waiver Theory in the Case Law 

As we have seen, aspects of the case law also support a second basis to deny 
leakers much if any First Amendment protection. This basis rests on the grounds 
that government insiders effectively waive rights to disclose information that 
they access through goverm:nent employment or as a result of secrecy agree
ments. 

The limited reach of this proposition as it appears in two important 
cases - Morison and Snepp - parallels the two cases' limits as they relate to the 
argument against classified speech protections generally. As for Morison, the 
Court's opinion - despite its sweeping rhetoric to the effect that Morison en
gaged not in speech but in theft and a violation of his employment terms - again 
must be viewed in light of the separate opinions of two of the three judges on 
the panel. While those opinions too are broadly deferential to the executive, 
they acknowledge that serious First Amendment issues are at stake and suggest 
that Morison does not preclude future courts from taking into account the value 
of particular leaks in assessing prosecutions. As for Snepp, the opinion's reach 
is limited by its remedy-specific reasoning. The Snepp Court did deem a former 
CIA employee to have waived his First Amendment rights when he agreed to 
submit future writings to the CIA for pre-publication review so that the agency 
could check for classified information. Yet an important feature of the Court's 
reasoning was its attention to the tight fit between the remedy that it approved -
a constructive trust against book proceeds - and the nature of the contractual 
breach at issue. Furthermore, Snepp's procedural irregularities independently 
warrant caution in extending its holding beyond its facts. 

Moving to other cases that provide some support for the waiver theory, it also 
is too great a stretch to read language in Aguilar v. United States to mean that 
government employees are fully unprotected in all contexts from revealing 
information that they have agreed not to reveal. Recall that the Supreme Court 
in Aguilar upheld a federal judge's conviction for revealing a wiretap order to 
its subject. Citing Snepp, the Aguilar Court explained that "[a]s to one who 
voluntarily assumed a duty of confidentiality, governmental restrictions on 

121 . Snepp, 444 U.S. at 524-525 (Stevens, J., dissenting). 
122. Archibald Cox, Foreword: Freedom of Expression in the Burger Court, 94 HARV. L. REv. I, 

9-10 (l 980); Orentlicher, supra note 120, at 665 n.23. 
l 23. Cox, supra note 122, at 9-10. 
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disclosure are not subject to the same stringent standards that would apply to 
efforts to impose restrictions on unwilling members of the public." 124 This 
statement tells us only that the voluntary commitment element is a factor that 
lowers the level of constitutional protection relative to what it otherwise would 
be. It does not mean that First Amendment protections fail to apply at all. 
Indeed, the Aguilar Court stressed that the relevant statute targeted only disclo
sures of wiretap orders or applications intended to impede the same. 125 The 
Court also cited the obvious state interests in preventing this narrow set of 
disclosures. 126 To the extent that lower courts cite Aguilar for the broader 
proposition that voluntary non-disclosure agreements erase a contracting party's 
First Amendment rights, they misread it. Furthermore, to the extent that the U.S. 
Courts of Appeals for the District of Columbia and Second Circuits in particular 
have cited Aguilar for this overly broad proposition, they have done so in a 
manner unnecessary to their holdings and in cases !imitable to their facts. 127 

The Pickering line of cases should not be construed to bear negatively on 
leakers' constitutional protections against prosecution. As with Snepp, the reason
ing of the Pickering cases is tied c losely to particular remedies. Throughout the 
latter precedents, the Supreme Court considers government's discretion to act as 
an employer to discipline its employees - that is, to fire or demote them - for 
their speech. The Court engages in case-by-case balancing between "the inter
ests of the [employee], as a citizen, in commenting upon matters of public 
concern and the interest of the State, as an employer, in promoting the effi-

124. United States v. Aguilar, 515 U.S. 593, 606 (1995). 
125. Id. at 602. 
126. ld. at 605-06. 
127. In Wilson v. CJA, the Second Circuit correctly cited Aguilar's limited statement about the 

relative protection accorded speakers who voluntarily take on non-disclosure obligations. Wilson v. 
CIA, 586 F.3d 171, 183 (2d Cir. 2009). It went on, however, to suggest the broader point that "once a 
government employee signs an agreement not to disclose information properly classified pursuant to 
executive order, that employee 'simply has no First Amendment right to publish' such information." Id. 
at 183- I 84. For the latter point it relied on Snepp and other cases specific to the issue of pre-publication 
review contractual enforcement. Id. at 183-186. Two years after Wilson, the D.C. Circuit framed 
Aguilar's reasoning more broadly still. In Boehner v. McDermott, the D.C. Ciicuit wrote: ''Aguilar 
stands for the principle that those who accept positions of trust involving a duty not to disclose 
information they lawfully acquire while performing their responsibilities have no First Amendment 
right to disclose that information." Boehner, 484 F.3d 573, 579 (2007). The Boehner Court upheld a 
damages award against U.S. Representative McDermott for disclosing an illegally obtained recording 
of a conference call that took place among a group of other congresspersons. Id. at 575, 58 I. The court 
explained that Representative McDermott, as a member of the House Ethics Committee investigating a 
party to the phone call, had explicitly taken on special duties of confidentiality. Id. at 579-58 l. Boehner 
can and should, however, be limited to its facts, which are not incompatible with the notion that 
executive branch insiders who leak classified information merit a degree of First Amendment protec
tion. Boehner's characterization of the Aguilar Court's reasoning is dicta, and it misstates the Aguilar 
Court's limited position. See id. at 588-589 (Sentelle, J., dissenting) (criticizing the Boehner majority's 
reading of Aguilar on grounds similar to those advanced here). For its part, the U.S. District Court for 
the District of Columbia also erred in citing Boehner's mischaracterization of Aguilar to support its 
own rejection of Stephen Kim's motion to dismiss his indictment for leaking classified information. 
United States v. Kim, 808 F. Supp. 2d 44. 57 (D.D.C. 2011). 
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ciency of the public services it performs through its employees." 128 UnderJying 
the employer's side of the balance, then, is the Court's view that public 
employers, like private ones, need discretion to deal with employee speech that 
negatively impacts the workplace. To protect such discretion, the Garcetti Court 
went so far as to deem the Pickering balancing test - and hence First Amend
ment protections - inapplicable to employees disciplined for "statements [made] 
pursuant to their official duties." 129 Such a limit was necessary, said the Court, 
to avoid "constitutionaliz[ing] the employee grievance." 130 

The Pickering cases, in short, are concerned with the government's need for 
discretion when it acts as an employer in disciplining or dismissing employ
ees. 131 The deference that the cases give government employers to fire or 
discipline employees for their speech - whether through the application of 
Pickering balancing or through Garcetti's categorical exclusion of some speech 
from protection - is not translatable to the realm of criminal punishment. 

Finally, recall that at least one commentator reads Garcetti - which deemed 
Pickering's protections inapplicable to speech "made pursuant to the employ
ee's official duties" - to remove any First Amendment protections for classified 
information leaks because leakers access such information through their employ
ment. Even if we assume that Garcetti applies to criminal prosecutions, its 
categorical exemption should not be construed so broadly. True, the Garcetti 
Court stated that "[r]estricting speech that owes its existence to a public 
employee's professional responsibilities does not infringe any liberties the 
employee might have enjoyed as a private citizen."132 But the logic of Garcetti 
on the whole - and of the earlier cases on which it builds - cuts against interpret
ing the statement to preclude protection for information gleaned through govern
ment employment. Rather, the statement is best read to mean that speech that is 
itself part of one's job is not protected. The latter interpretation is tailored to the 
Garcetti Court's goal to avoid "constitutionaliz[ing] the employee griev
ance."133 The former interpretation, on the other hand, would dramatically 
undercut a premise - cited throughout the Pickering cases and reiterated in 
Garcetti itself - underlying the speech value side of the Pickering balance. That 
is, government employees have special value to add to the public debate by 
virtue of their inside knowledge, and the public has an impo1tant "interest in 

128. Connick v. Myers, 461 U.S. 138, 140 (1983) (quoting Pickering v. Bd. of Educ., 391 U.S. 563, 
568 ( 1968)). 

129. Garcetti v. Ceballos, 547 U.S. 410,421 (2006). 
130. Id. at 420 (quoting Connick, 461 U.S. at 154). 
131. The cases, in other words, are about " managerial prerogative." See Rosenthal, Lawrence. The 

Emerging First Amendment Law of Managerial Prerogative, 77 FoRDHAM L. REv. 33, 43 (2008) 
(deeming managerial prerogative "critical lo the outcome in Garce1ti"). 

132. Garcetti, 547 U.S. at 421-422; see also Vladeck, supra note 9, at 1540 (citing this language and 
interpreting it to preclude constitutional protection for leaking classified information). 

133. Garcetti, 547 U.S. at 420 (quoting Connick, 461 U.S. at I 54). 
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receiving [their] well-informed views." I34 Indeed, the D.C. Circuit in Wilson v. 
CIA, which involved Valerie Plame Wilson's efforts to include some classified · 
information about her CIA service in a book, observed in a footnote that "[t]his 
case does not implicate the concerns discussed in Garcetti." 135 Other federal 
courts similarly have found Garcetti inapplicable to speech conducted outside 
of one's employment responsibilities, even where the speech consists of informa
tion learned through, and about, that employment. 136 

2. The Doctiinal Seeds of an Affirmative Case for Protecting Leakers 

Precedent also contains the seeds of an affirmative case for robustly protect
ing leakers. Two foundational elements of the case are the notions that informa
tion about government is of central importance under the First Amendment and 
that suspicion is warranted when the government seeks to shield information 
about itself from the public. Both ideas find substantial support in precedent. On 
the first point, the Supreme Court has made clear that speech on matters of 
public importance js at the heart of the First Amendment. 137 Such speech not 
only benefits speakers, but is vital to the constitutional system. If elections and 
inter-branch checks and balances are to be more than mere facades, the people 
must have opportunities to learn and convey information and debate ideas. 138 

Expounding on these points, the Court has observed: 

The freedom of speech and of the press guaranteed by the Constitution 
embraces at the least the liberty to discuss publicly and truthfully all matters 
of public concern without previous restraint or fear of subsequent punishment. 
The exigencies of the colonial period and the efforts to secure freedom from 
oppressive administration developed a broadened conception of these liberties 
as adequate to supply the public need for information and education with 
respect to the significant issues of the times. 139 

Appreciation for the value of speech about government and public affairs is 

134. Id. at 419; see also id. at 4 J 9-420 (approvingly citing earlier cases to the effect that government 
employees are especially well qualified to comment on matters that pertain to their employment). 

135. Wilson v. CIA, 586 F.3d 171, 185 n.15 (2d Cir. 2009); see also Lawrence Rosenthal, The 
Emerging First Amendment Law of Managerial Prerogative, 77 FORDHAM L. REV. 33, 63 n.99 (2008) 
(agreeing that Garceui does not preclude protection for classified information leaks); Morse, supra note 
9, at 430. 

136. See, e.g., Fairley v. Fermaint, 482 F.3d 897, 899, 902 (7th Cir. 2006) (noting that testimony by 
county jail guards as to knowledge of inmate abuse acquired on the job was not part of their 
employment duties and thus not within Garcetti exemption); Pattee v. Ga. Ports Auth., 477 F. Supp. 2d 
1253, 1257-1258, 126 I n.4 (S.D. Ga. 2006) (explaining that Georgia Port Police officer's whistle
blowing e-mails containing information acquired on the job were not covered by the Garcetti exemp
tion because they were not sent in the course of his employment). 

I 37. See, e.g., N.Y. Times Co. v. Sullivan, 376 U.S. 254, 269-271, 273-276 ( 1964). 
138. See, e.g., Thornh ill v. Alabama, 310 U.S. 88, 95, 101-102 (1940); Grossjean v. Arn. Press Co., 

297 U.S. 233, 243, 249-250 (I 936). 
139. Thornhill, 310 U.S. at 101-102. 
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closely intertwined with fears that the government will abuse censorial powers 
to single out speech that it dislikes, including that which it perceives to threaten 
its comfort or credibility. As the material just quoted reflects, the Court recog
nizes the very real risk - and long history - of such abuses as important factors 
underlying its free speech jurisprudence. Fear of government abuse, combined 
with recognition of speech's affirmative value, are manifest in doctrines de
signed to limit government's discretion to punish speech for its content. Among 
these doctrines is the "content distinction" rule, which amounts to a strong 
presumption against laws or law enforcement based on the viewpoint, subject 
matter, or communicative impact of speech. I40 

Long experience also demonstrates the special risks posed where government 
seeks to punish speech that ostensibly threatens to cause violence or harm 
national security. From World War I through the early Cold War years, the Court 
regularly upheld prosecutions for anti-war, communist, and socialist speech. 
There is wide consensus in retrospect that the prosecutions were poorly justified 
and that the Court unduly deferred to the government in upholding them. 14I The 
Court appeared to have internalized these lessons by 1969, when it decided 
Brandenburg v. Ohio. I42 In Brandenburg, the Court announced that one cannot 
constitutionally be punished for speech linked to terrorism or to other dangerous 
activity unless the speech is intended to incite, and likely to incite, imminent, 
lawless action. I43 The Brandenburg Court also made clear that the judiciary has 
the final word in striking this balance. 144 

The Supreme Court's appreciation for the informing and deliberative func
tions of speech and its wariness of government abuse are manifest further in the 
Court's attentiveness to the chilling effect of speech restrictions. The Court has 
repeatedly observed that free speech is harmed not only by unwarranted punish
ments, but by the self-censorship of those who fear the same. 145 Speakers may 
play it safe in the face of vague or far-reaching laws, saying nothing that risks 
angering powerful members of society. Such reasoning was central to the 
Supreme Court's opinion in New York Times Co. v. Sullivan establishing strong 
First Amendment protections for speakers accused of defaming public offi
cials. 146 The Court deemed it better for protections to be so strong that some 

140. See, e.g., Heidi KHrosser, From Marshall McLuhan 10 An1hropomorphic Cows: Communicative 
Matter and 1he First Amendment, 96 Nw. U. L. REY. 1339, 1339- 1342, 1345-1349 (2002) (summarizing 
the rule and citing cases, though noting that the Supreme Court does not always treat communicative 
matter as content). 

141. For discussions reflecting this consensus, see, e.g., GEOFFREY R . STONE, PERILOUS TlMES: FREE 
SPEECH IN WARTIME 179-207, 403-4 l I (2004) and Martin H. Redish, Advocacy of Unlawful Conduct and 
the First Amendment: in Defense of Clear and Present Danger, 70 CAL. L. Rev. 1159, l 166-1173 
(1982). 

142. See, e.g., HARRY KALVEN, JR .. A WoRTJ-IY TRADITION: FREEDOM OF SPEECH IN AMERICA 227-236 
(Jamie Kalven ed., 1988) (discussing doctrinal evolution from Schenck through Brandenburg). 

l43. Brandenburg v. Ohio, 395 U.S. 444, 447 (1969). 
144. Id. at 447-449; see also Landmark Commc'ns, Inc. v. Virginia, 435 U.S. 829, 842-844 ( 1978). 
145. N.Y. Times Co. v. Sullivan, 376 U.S. 254,279 (1964). 
146. Id. 
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defamatory speech will go unpunished, than so weak that "would-be critics of . 
official conduct may be deterred from voicing their criticism." 147 

These aspects of precedent lend support not only to protecting classified 
speech generally, but to protecting Jeakers in particular. A government em
ployee, lacking the high-level political support of an authorized leaker or the 
resources of many third-party publishers, is especially vulnerable to chilling 
with respect to classified speech that high-level officials are likely to deem 
unwelcome for its content. 

The Pickering line of cases shines the most direct light on the unique 
constitutional value of leaks from government insiders. In Garcetti, the Su
preme Court explained that "the First Amendment interests at stake extend 
beyond the individual speaker. The Court has acknowledged the importance of 
promoting the public's interest in receiving the well-informed views of govern
ment employees engaging in civic discussion." 148 Indeed, public employees can 
make uniquely important contributions to the speech marketplace precisely 
because of knowledge gained through their work. In Pickering, the Court 
observed that "[t]eachers are, as a class, the members of a community most 
likely to have informed and definite opinions as to how funds allotted to the 
operations of the schools should be spent. Accordingly, it is essential that they 
be able to speak out freely on such questions without fear of retaliatory 
dismissal." 149 

Such speech value does not disappear in the context of national security and 
classified information. To the contrary, the very secrecy of these contexts 
heightens the value of the information flow, even as the state's interests on the 
other side of the balance may be heightened as well. 

Ill. CALIBRATING LEAK.ER PUNISHMENTS AND PROTECTIONS 

A. The Problem With the Mixed Approach 

To be sure, the government has a compelling interest in protecting informa
tion that will harm national security if released. The executive branch also 
requires leeway to control its employees and operations so that it may execute 
the law effectively. But profound interests also counsel against excessive execu
tive discretion to punish information leaks, and those interests too are deeply 
grounded in the Constitution. 

Perhaps the closest that we have seen to a resolution of this tension - primar
ily among commentators, though also through indirect judicial suggestion - is a 
mixed approach whereby third-party publishers and government insiders are 
placed on opposite ends of the free speech spectrum. From this perspective, the 
former are fully protected when they publish classified information, and they 

147. Id. 
148. Garcetti v. Ceballos, 547 U.S. 410,419 (2006). 
149. Pickering v. Bd. of Educ., 391 U.S. 563, 572 (I 968). 
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cannot be punished unless publication is intended to, and likely does, create a 
danger of imminent illegality. The default status for the latter, on the other hand, 
is a complete lack of protection, although some exceptions might be established, 
for example, when the leaker can prove that the leaked information concerned 
illegal activity. 

The mixed approach has a certain intuitive appeal. The tensions raised in the 
classified leaks context arise not only from competing substantive interests, but 
also from competing institutionaJ roles and competencies. The mixed approach 
hinges protection on one's institutional relationship to classified information, 
that is, on whether one accessed the information through affiliation with the 
institution charged to protect it, or from outside of that institution. The approach 
thus appears, on the one hand, to support the constitutional and practical 
interests of the executive by according it nearly full control over its own 
operations and personnel. On the other hand, it leaves outsiders free to check 
executive secrecy by exercising their speech and press rights. 

Yet despite the validity of the mixed approach's core insight - that the 
different institutional positions of leakers and third-patty publishers are constitu
tionally important - the approach is oversimplified and under-protects leakers as 
a result. Its oversimplification - and resulting under-protection - occurs on two 
levels. First, the approach overlooks the constitutional role of checks from 
within the executive branch. As we have seen, internal checks - including 
informational checks against secrecy abuses - are an important feature of the 
constitutional scheme for the separation of powers. The First Amendment is 
designed partly to support this scheme. Second, the mixed approach underesti
mates the degree to which executive control of leakers can chill speech of 
public impo11ance, cut off news to third-party publishers, and upset the flow of 
information among citizens. 

Indeed, we are in unchartered territory at present, given the extraordinary 
number of leaker prosecutions brought thus far in the Obama administration. 
There are many reasons for this dramatic uptick. First, as I have explored 
elsewhere, theories of strong presidential power increasingly are moving into 
the mainstream, and these include theories to the effect that information ceases 
to be speech once it is classified by the executive branch. 150 While many 
assumed that these theories were outliers that would disappear with the George 
W. Bush administration, the Obama administration in fact has had more politi
cal leeway to implement these theories, albeit in different forms and with less 
inflammatory rhetoric. 151 Second, political and legal developments of the past 

150. See, e.g., Heidi Kitrosser, Supremely Opaque?: Accountability, Transparency, and Presidential 
Supremacy, 5 ST. THOMAS J. L. & Pua. PoL'Y 62, 66-68. 79-80 (20 LO); Heidi }(jtrosser, National 
Security and the Article JI Shell Came, 26 CONST. COMM. 483, 483-486 (20 I 0). 

151. See, e.g., JACK GOLDSMITH. PowER AND CoNSTRALNT 40 (2012) ("Because the Obama policies 
played against type and (in some quarters of his pruiy) against interest, they appeared more likely to be 
a necessary response to a real te1TOr threat and thus less worrisome from the perspective of presidential 
aggrandizement than when the Bush administration embraced essentially the same policies."). 
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several years have made the executive branch increasingly willing to subpoena 
journalists to demand source information. 152 Third, new investigative powers 
and methods have opened new avenues for the Justice Department to track 
down leakers, even without journalistic cooperation. 153 

These explanations surely are not exhaustive. In any event, the reasons for 
heightened executive boldness in pursuing leak prosecutions, while important 
and instructive, are beside the immediate point. The immediate point is simply 
this: It is faulty to assume that a constitutionally healthy information flow can 
be maintained in the face of nearly unfettered executive discretion to classify 
information and punish its leaking. Even if third-party publishers themselves 
retain broad freedoms to publish such information, they cannot do so without 
insider leaks. The "mixed approach" thus depends on executive restraint to 
operate properly. Yet as a theoretical matter, the information flow necessary to 
support constitutional checks and balances should not hinge on voluntary 
executive restraint. As a practical matter, we may be witnessing the end of 
executive restraint and the disintegration of any previously maintained balance. 

B. Calibrating Leaker Protections and Punishments 

Executive branch insiders thus occupy a constitutional position more compli
cated than that reflected in the mixed approach. On the one hand, insiders are a 
part of the executive branch's machinery. As such, they properly are subject to 
executive control beyond that to which ordinary citizens are subject. The 
executive should not be required to tolerate employees who actively undermine 
the execution of the law. Nor must it support employees' use of government 
resources and special access privileges to do so. At the same time, executive 
branch insiders have a constitutional significance that is not exhausted by their 
role as servants of the branch. They occupy another, equally important position 
in the constitutional structure - that of potential checks on abuses or mistakes to 
which they alone may be privy. 

The constitutional balance between executive control and checks on the 
executive thus cannot be satisfied by a scheme that grants the executive 
complete or near complete control over classified information leaks. What is 
called for is a more nuanced calibration of protections and allowable punish
ments. The calibration should reflect two factors. First, it must be grounded 
partly in the relationship between the employee's institutional role and the 

I 52. See, e.g., Sandra Davidson, Leaks, Leake rs, and Journalists: Adding Historical Context to the 
Age of Wikileaks, 34 HASTINGS COMM. & ENT. L. J. 27, 70-72 (2011); Laura Rozen, Hung Out To Try, 
COLUM. JoURNALISM REV. 33, 33-35 (Jan. / Feb. 2009); William E. Lee, supra, note 101 at 1458-1459, 
I 471-1473 (2008). 

153. See, e.g., Adam Liptak, A High-Tech War on Leaks, N.Y. TIMES, Feb. 12, 2012, at SR5; Michael 
Jsikoff, DOI Gets Reporter's Phone, Credit Card Records, MSNBC.coM (Feb. 25, 2011 ), available at 
http://www.msnbc.msn.com/id/41787944/ns/us_news-security/t/doj-gets-reporters-phone-credit-card
records-leak-probe/#.UDfees3YrJM; Samantha Fredrickson, Tapping into the Reporter's Notebook, 32 
NEWS, MEDIA & THE L. I 0, 10- 11 (2008). 
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punishment sought by the government. Second, it must reflect a considered 
balance between the constitutional value in deterring leaks and that in avoiding 
over-deterrence of leaks. 

For present purposes, three outcomes of this calibration warrant note. First, 
classified leaks should be treated like other government employee speech when 
employment sanctions such as dismissal or demotion are at issue. Under current 
doctrine, this means that the Pickering balancing test should apply when 
employees are disciplined for leaks. Second, the government must meet a 
considerably higher threshold to impose criminal or civil , rather than employ
ment-based administrative penalties. Third, courts should consider varying the 
precise nature of the government's burden with the severity of the penalty 
sought in the criminal or civil context. I propose that efforts to impose severe 
sanctions - for example, prosecutions with the possibility of several years in 
prison or potentially bankrupting monetary penalties - require a showing that 
the leaker lacked an objectively reasonable basis to believe that the public 
interest in disclosure outweighed identifiable national security harms. Efforts to 
impose less severe sanctions - for instance, prosecutions that raise the possibil
ity of little if any incarceration time - may warrant a lesser standard. I would 
propose that the government in the latter cases be required to demonstrate that 
the leaker lacked an objectively substantial basis to believe that the public 
interest in disclosure outweighed identifiable national security harms. 

In the context of employment-based, administrative sanctions, the govern
ment's case for control is at its apex as a matter both of institutional position 
and leaker incentives. As for institutional position, arguments that the govern
ment needs control over its employees are most plausible when that control is 
tied to employment. Arguments from the employment relationship become 
more strained when the government seeks to step out of its employer role and 
into its sovereign role to prosecute employees criminally or to impose civil 
punishments. The institutional point also intersects with concerns over leaker 
incentives. CertainJy, a job loss, demotion, or security clearance loss can be 
devastating. This is why the government must not have unfettered power to 
impose such sanctions, given the free speech value in insider leaks. Yet employ
ment sanctions may pale next to the prospect of a lengthy prison sentence or 
bankrupting fines. The Pickering test - which accords the government substan
tial but not unfettered discretion over employee leaks - thus strikes a fair 
balance with respect to the government's power to impose employment-based 
penalties. As a practical matter, the outcome of the Pickering test as applied to 
classified information leaks may well result in a situation whereby the govern
ment is free to impose employment sanctions for leaks of classified information 
except where an employee exposes illegality or other fairly clear-cut wrongdo
ing_ 1 s4 

154. This point calls to mind Professor Stone's proposal that leaks of illegal conduct be shieided 
from either employment-based or criminal punishment. See supra note 41. But see also infra text 
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In the context of prosecution, the threshold for government success must be 
considerab]y higher. As a matter of institutional position, the government as · 
emp]oyer is very differently situated from the government as prosecutor. In a 
free society, government necessarily has far Jess control over persons qua 
persons than it has over persons qua government employees. This translates to a 
much narrower discretion on the government's part to prosecute its employees 
under the criminal law than to punish them through the tenns and conditions of 
their employment. The need to strike a balance between under-deterring and 
over-deterring leaks also militates in favor of a high prosecutorial burden. Even 
with a high burden, the possibility of prosecution surely has a chilling effect, as 
does the likelihood of employment-based repercussions. 

Given the importance of calibrating penalties and punishments in this con
text, it also is advisable for courts to consider varying the government's burden 
with the severity of the offense charged and the associated penalties. Such 
calibration is hardly unprecedented. This is particularly so in the free speech 
context where speech value must be balanced against different types and levels 
of harm, and where chilling effects complicate matters further. In the defama
tion setting, for example, courts long have subjected plaintiffs to burdens that 
vary with their status as private or public figures and with the types of damages 
sought. 155 

Finally, two additional points bear mention. First, plaintiffs' burdens in civil 
damages actions against leakers ought generally to parallel those of the govern
ment in criminal cases.156 Thus, plaintiffs seeking punitive damages generally 
should be subject to the higher burden of proof described above, while plaintiffs 
seeking only actual damages generally should be subject to the lower burden of 
proof. However, there may be factors that require more tailored analysis in 
particular civil cases. Recall, for instance, the constructive trust at issue in 
Snepp, and the Court's analysis linking that remedy to contractual breach. 

Second, leakers should be categorically protected from criminal prosecution 
or employment based sanctions for leaks that disclose illegal government 
conduct. To be c1ear, such protection would not suffice were it leakers' only 
constitutional shield. Controversy inevitably will surround questions of what is 
"illegal," particularly insofar as administrations can be expected to argue that 

accompanying notes 159-161 (explaining that such protection is necessary but not sufficient to satisfy 
First Amendment concerns in the criminal prosecution context). 

155. See, e.g., ERWIN CHEMERJNSKY, CONSTITUTIONAL LAw: PRINCIPLES AND POLICIES, §11.3.5.2, Defama
tion, 1008-1018 (2d ed. 2002) (summarizing these distinctions in defamation and libel law). 

156. Cf N.Y. Times Co. v. Sullivan, 376 U.S. 254, 279 (1964) ("What a State may not constitution
ally bring about by means of a criminal statute is likewise beyond the reach of its civil law of libel. The 
fear of damage awards under a rule such as that invoked by the Alabama courts here may be markedly 
more inhibiting than the fear of prosecution under a criminal statute."); Garrison v. Louisiana, 379 U.S. 
64, 74 (1964) (stating that the reasons for imposing a high burden on defamation plaintiffs in Sullivan 
"apply with no less force merely because the remedy is criminal''). Thanks very much to Mary Rose 
Papandrea for suggesting that I address the question of civil damages. 
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some statutory violations are legal under Article Il. 157 More fundamentally, such 
protection, standing on its own, would misallocate the appropriate burdens. 
Both constitutional reasoning and the reality of classification militate against 
embedding into constitutional law the presumption that classified information 
leaks are punishable unless they reveal particular categories of information, 
such as illegal conduct. Rather, the centra lity of speech about government to our 
system, the risk of a chilling effect on speech, and well-justified fears that 
government will abuse secrecy and censorial powers warrant broader-based 
leaker protections. Nonetheless, the categorical permissibility of leaks about 
illegal activity, wrule inadequate standing alone, is a useful supplement to the 
other protective elements suggested above. 

On this latter point, the defamation context again offers an instructive paral
lel. The Supreme Court long has taken the positions both that " there is no 
constitutional value in false statements of fact" and that the First Amendment is 
not satisfied by a mere defense of truth for persons accused of defamation. 158 

The Court has explained that, under a truth defense regime: 

[W]ould-be critics of official conduct may be deterred from voicing their 
criticism, even though it is believed to be true and even though it is in fact 
true, because of doubt whether it can be proved in court or fear of the expense 
of having to do so. They tend to make only statements which "steer far wider 
of the unlawful zone." The rule thus dampens the vigor and limits the variety 
of public debate. 159 

In the context of classified information leaks, the argument for protections 
beyond an "illegality defense" is even stronger. The risk of deterring leaks about 
illegal activities roughly parallels the risk of chi11ing truthful speech in the 
defamation context. Yet in the classified leaks setting, there is another, indepen
dent basis for concern. That is the risk of stifling other valuable classified 
speech, beyond that exposing illegality. As we have seen, much classified 
speech, including but not limited to that revealing illegality, is of high value. 
Furthermore, wide government discretion to punish classified speech generally 
is a dangerous tool by which government can manipulate the flow of news and 
information. 

157. See, e.g., Heidi Kitrosser, Shell Game, supra note 150, at 483-486 (citing influence and 
ubiquity of such "exclusivity'' arguments). 

158. Gertz v. Robert Welch Inc. 418 U.S. 323, 340-34 1 (1974). The Supreme Court did, however, 
hedge on the question of falsity's value in a footnote in New York Ti.mes Co. v. Sullivan, where it quoted 
John Stuart Mill to the effect that "Even a false statement may be deemed to make a valuable 
contribution to public debate, since it brings about 'the clearer perception and livelier impression of 
truth, produced by its collision with error.'" Sullivan, 376 U.S. at 279 n.19. 

159. Sullivan, 376 U.S. at 279 (internal citation omitted). 
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C. Addressing Objections to Calibration 

One might object to the very notion of calibrating First Amendment protec
tions by the nature of the penalty that the government seeks to impose. An 
objector might point out that First Amendment protections typically hinge on 
what a restriction targets - whether, for instance, a law targets speech on the 
basis of its content and whether that content falls into an unprotected speech 
category - rather than the type of penalty imposed. He or she might deem it 
unwise to stray from this approach. Calibration could prove unwieldy. Or it 
might dilute speech protections, making judges more willing to approve restric
tions than they otherwise would, so long as those restrictions are paired with 
relatively light penalties. 160 

In responding to these concerns, it is useful to divide caLibration into two 
categories. The first category involves calibration based on the institutional 
nature of the punishment. For our purposes, that means calibration based on 
whether the government seeks to impose an administrative punishment in its 
capacity as employer - such as to fire or demote - or whether it seeks to impose 
a criminal or civil punishment in its capacity as sovereign. The second category 
entails calibration based on a punishment's severity. 

With respect to institutional calibration, there is a growing scholarly literature 
that evaluates the extent to which courts do, and should, differentiate between 
speech restrictions imposed on and within different types of institutions. 161 This 
essay's focus, however, is solely on one such differentiation - that between 
penalties imposed by the government as employer and those imposed by the 
government as sovereign. The distinction is warranted for two reasons. First, it 
is justified as a matter of constitutional theory. As elaborated earlier, leakers 
occupy two very different roles in the constitutional framework from the 
perspectives of both separation of powers and free speech theory. In their role as 
parts of the executive branch machinery, the government has a strong claim to 
controlling them. In their role as potentially uniquely valuable contributors to 
the marketplace of ideas, the government has a much weaker claim to control
ling them. This tension is best reconciled by giving the government relatively 
wide leeway to punish leakers through means tied to their status as executive 
branch insiders, while keeping tight reigns on government punishments that 
target leakers' personal freedom or property apart from their insider roles. 

Second, courts already rely on institutionally specific reasoning to argue that 
the First Amendment grants government employers substantial discretion to 
punish employees for their speech. As explained earlier, courts rationalize this 

160. I am very grateful to Geof Stone for raising and vigorously debating these points with me. 
161. See generally Gia B. Lee, First Amendment Enforcement in Government Institutions and 

Programs, 56 UCLA L. REv. 1691 (2009); Joseph Blocher, Institutions in the Marketplace of Ideas, 57 
D UKE L.J. 821 (2008); Scott A. Moss, Students and Workers and Prisoners - Oh My! A Cautionary 
Note About Excessive Institutional Tailoring of First Amendment Doctrine, 54 UCLA L. REv. 1635 
(2007); Frederick Schauer, Towards an Institutional First Amendment, 89 MJNN. L. REV. 1256 (2005); 
Frederick Schauer, Principles, Institutions, and the Firs1 Amendment, 112 HARV. L. REV. 84 (1998). 
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approach in no small part by c1t111g the government's heightened needs to 
control speech when it acts as an employer. It is extending such discretion to 
government in its role as sovereign, and not resistance to the same, that 
demands a new and independent justification. 

As for calibration based on penally severity, it is clearly warranted in at least 
two cases, and worth serious consideration in a third. First, it is clearly 
warranted as a basis to limit the reach of Snepp's dismissive approach to the 
First Amendment considerations raised in that case. As discussed above, the 
Snepp Court itself relied heavily on the tight fit between the penalty imposed 
and the nature of Snepp's transgression. Second, it is warranted as a supplemen
tal justification for distinguishing employment-based sanctions from criminal or 
civil penalties. The central theoretical rationale for the institution-based distinc
tion is the need to reconcile .the tension between government employees' roles 
as part of the executive branch machinery and their roles as uniquely valuable 
potential speakers. As we have seen, this concern justifies distinguishing govern
ment's capacity to punish as an employer from its capacity to do so as a 
sovereign. This distinction is important not only as a matter of institutional 
separation, but because it balances the value of government discretion over 
speech against the dangers of the same. It does so by limiting the realms in 
which, and hence the extent to which, government can punish speech with 
relative ease. 

A third reason to calibrate protections by penalty severity simply is to enable 
a more delicate fine-tuning of the competing interests at stake, even where 
penalties are not institutionally distinct. This rationale would apply where, for 
example, criminal penalties are assessed under different standards depending on 
their relative severity. Such an approach is not the norm in First Amendment 
law, though it also is not unprecedented as defamation law and the strong 
presumption against prior restraints reflect. As discussed above in Part III.B, a 
two-pronged standard for judicial review of criminal or civil leak punishments, 
varying with the punishments' relative severity, may be warranted in light of the 
competing constitutional considerations at stake and the consequent difficulty in 
calibrating speaker incentives. Yet given possible problems with this ap
proach - including unwieldiness or diluted constitutional protections - this sug
gestion is made tentatively, as a call for further consideration. For reasons 
already discussed, however, judicial distinctions clearly are called for as be
tween employment-based punishments and criminal or civil punishments. 

CONCLUSION 

Executive branch insiders who spilJ secrets without authorization embody a 
necessary paradox of the constitutional design. The executive branch is struc
tured to nm energetically, and, when necessary, with secrecy. Yet it is also built 
not just to withstand, but to facilitate occasional leaks. The founders, as we have 
seen, wanted no part of a presidency staffed with "minions and favourites," 
persons whom the President could use as a "screen ... [to] hide ... his negli-
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gence, or inattention ... [or] criminality." 162 This paradox is an aspect of the 
separation of powers, one that the First Amendment is designed to support. 

Honoring this design entails remembering that classified information is, first 
and foremost, information about government. It also entails a healthy suspicion 
of government declarations to the effect that such information is off limits for 
public review. Such suspicion is justified not only as a matter of theory, but in 
light of the realities of massive over-classification and longstanding practices of 
selective leaking. 

None of this is to deny that some secrets are very necessary, that some leaks 
deserve to be prosecuted, or that the executive branch has a constitutionally 
legitimate interest in managing its operations and employees. But these points 
must be placed in perspective. Some secrets are necessary, but many - perhaps 
most, if experts from across administrations and parties are to be believed - are 
not. Indeed, unnecessary secrecy itself can harm the national interest, including 
national security. More to the point, the notions that the executive alone can and 
must decide what shall be secret and what shall be known, and that checks on 
free speech can turn on these designations, are a bridge too far. These notions 
overlook a crucial half of the constitutional scheme for presidential power, a 
scheme reflected in founding assurances that the President, while capable of 
secrecy and vigor, will be "narrowly watched" so that the people can "dis
cover[] with facility and clearness" his misdoings. 163 

162. See supra notes 78, 81. 
163. See supra note 68. 



Even If It Ain't Broke, Why Not Fix It? 
Three Proposed Improvements to the Uniform 

Code of Military Justice 

Geoffrey S. Corn* & Victor M. Hansen** 

Some might wonder what military justice has to do with national security. It 
is a fair question. While there is little doubt that the debate over the use of 
military commissions to try terrorist suspects involves important national secu
rity matters, it may be somewhat less obvious how the Uniform Code of 
Military Justice (UCMJ), the system Congress established to discipline our own 
military forces, relates to national security. It does for several reasons. First and 
foremost, good order and discipline within the military is a key component of 
military readiness and effect~veness. Second, the military justice system is a 
vital tool in the military commander 's arsenal to ensure subordinate forces 
comply with the laws of war. Additionally, high profile incidents frequently 
arise which draw the attention of our allies, or enemies, and the general public 
to the military justice system. In those situations, the military justice system 
operates under intense scrutiny, and how the U.S. military disciplines its own 
forces can have a significant impact on the success or failure of the overall 
mission. For these and other reasons, an article that focuses on military justice is 
directly related to national security issues. 

The UCMJ came into effect in 1951. Over the past sixty years it has proved 
to be an effective, resilient system of justice in both peacetime and war. Its 
resilience is in large measure a result of two important influences. 1 First, the 
system has been responsive to societal evolutions, ensuring that good order and 
discipline is achieved through a process considered fundamentally fai r by 
participants within the system and observers without.2 Second, the system's 
resilience is a result of continual efforts by military law experts to critique 
existing rules and recommend important adjustments to substantive and proce
dural aspects of military law.3 In the spirit of responsiveness and resilience, this 
article proposes what the authors believe are three important changes to the 
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UCMJ: (1) incorporating a "no-adverse-inference" warning into Artic]e 31 (b )4 
(the military version of Miranda warnings), (2) transforming the Article 325 

pretrial investigation into a preliminary hearing process, and (3) expressly 
enumerating a limited category of offenses for which civilians accompanying 
the force in the field can be held responsible. While each proposal focuses on a 
different aspect of military justice - criminal investigations, pretrial hearings, 
and trial procedures for civilians accompanying the force - each proposal is 
connected to a broader theme of ensuring fairness in the system whiJe preserv
ing military readiness. These proposals reflect the fact that an important aspect 
of maintaining good order and discipline is having a justice system that is seen 
by those within the system as fair. A system that gives lip-service to fairness but 
fails to provide important protections for those subject to military jurisdiction 
erodes confidence and trust in the system and in military authority itself. While 
we do not beJieve such erosion has yet occurred, we do believe that these three 
proposals will enhance actual and perceived fairness of the military justice 
system without producing any degradation to mission effectiveness or any 
significant additional burden on the resources relied upon to implement military 
justice. 

This article explains how each of these proposed changes will eliminate 
aspects of the military justice process that are no longer rationally justifiable. 
For each proposed change, the article demonstrates how the change will actu
ally further the underlying objective of the relevant UCMJ provision, and how, 
accordingly, these changes will further the interests of military justice by 
enhancing the reality and perception of legitimacy without undermining the 
ability to ensure good order and discipline. 

I. ARTICLE 3l(B): FULLY PROTECTING THE PRIVILEGE AGAINST SELF-INCRIMINATION 

BY ADDING A No-ADVERSE-INFERENCE WARNING 

In 1966, the Supreme Court issued its landmark decision in Miranda v. 
Arizona. 6 Based on its extensive analysis of contemporary police interrogation 
practices, the Court concluded that the inherent coercion associated with custo
dial interrogation was so pervasive that it impermissibly undermined the Fifth 
Amendment privilege against self-incrimination.7 As a result, the Court held 
that statements made in custodial interrogation were presumptively coerced, and 
therefore inadmissible unless the interrogators ensured a knowing and voluntary 
waiver of the privilege against self-incrimination.8 The Court imposed the 

4. See Uniform Code of Military Justice, Art 31b, 10 U.S.C. §83lb [hereinafter all UCMJ citations 
will be to the U.S.C.]. 

5. 10 u.s.c. §832. 
6. 384 U.S. 436 (1966). 
7. Id. at 458 (noting that, without adequate constitutional safeguards to combat the inherently 

coercive nature of custodial interrogation, no suspect's confession can be considered truly voluntary). 
8. Id. at 475. 
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requirement that the government comply with certain procedural safeguards - ad
vising a witness of his or her rights during custodial interrogation and obtaining 
a waiver of those rights from the witness - as a condition precedent to introduc
tion at trial of statements made by a witness while in custody.9 The ubiquitous 
Miranda warnings have become perhaps the most readily recognizable aspects 
of any decision in the Court's history. '0 

Underlying the decision to require the warnings and waiver was the Miranda 
Court's conclusion that informing a suspect of his or her rights and eliciting a 
voluntary waiver effectively restores confidence in the voluntariness of the 
suspect's decision to submit to custodial interrogation. 11 Accordingly, use in 
trial of statements made following the requisite warnings and waiver would not 
violate the privilege against self-incrimination because proof of waiver would 
insure the presumptive voluntariness of the statements. 12 Absence of waiver left 
the presumption of involuntanness intact, rending the statement inadmissible. 

Compliance with Miranda was never, however, required for all police question
ing. For the Supreme Court, it was the specific context of custodial interroga
tion that produced the level of inherent coercion to trigger compliance with 
these new procedural protections. 13 Miranda was not the first recognition that 
the inherent coercion associated with interrogation undermined the free exercise 
of the privilege against self-incrimination, and that procedural safeguards were 
necessary to restore confidence that statements made by a suspect subjected to 
interrogation were in fact the result of a knowing and voluntary waiver of the 
privilege. Sixteen years prior to the Miranda decision, Congress incorporated 
into the UCMJ the military predecessor to the Miranda rule: Article 3l(b). 14 

Article 31(b) provides: 

No person subject to this chapter [persons subject to the UCMJ] may interro
gate or request any statement from an accused or a person suspected of an 
offense without first informing him of the nature of the accusation and 
advising him that he does not have to make any statement regarding the 
offense of which he is accused or suspected, and that any statement made by 
him may be used as evidence against him in a trial by court-martial. 15 

9. Id. 
10. See, e.g., Miranda Waivers and Invocations, Po1NT OF Vmw, I (Alameda County District 

Attorney's Office, Alameda, California), 2006, available at http://le.alcoda.org/publications/files/ 
MIRANDAWAfVERSfNVOCATfONS.pdf ("While not as exalted as McDonald's, Microsoft, or Ma
donna, Miranda also qualifies as an instantly recognizable name that is safely lodged in contemporary 
American culture"). Additionally, television programs such as COPS and Dragnet have made Miran
da's warning requirements an easily identifiable part of the detention and arrest process. See, e.g., Todd 
S. Purdum, The Nation; Miranda as a Pop Cu/lure Icon, N.Y. TIMES, July 2, 2000, at §4. 

11. 384 U.S. at 476. 
12. Id. at 477. 
13. Id. 
14. 10 U.S.C. §83l(b). 
15. Id. 
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of the absence of a requjrement to inform the suspect of the evidentiary 
consequence, or lack thereof, of deciding not to submit to questioning. 

Of course, a high waiver rate could be attributable to causes other than the 
absence from the existing warnings of an explanation of the consequences of 
remaining silent. This, however, seems unhkely. As Professor Com noted in a 
prior article critiquing the civilian Miranda warnings: 

How did Miranda ultimately produce a net gain for the government - the 
high probability of waiver with the accordant "virtuaJ ticket" to admissibility? 
Three apparent answers emerge. First (as Justice Scalia periodically asserts), 
perhaps waiver and confession by a criminal suspect is a logical and laudable 
action motivated by contrition and the desire to accept responsibility for 
criminal wrongdoing - a natural product of human catharsis. This conclusion 
is suspect. If true, the interrogation techniques on which police routinely rely 
to obtain confessions (albeit after a valid Miranda waiver) would generally be 
unnecessary; suspects would be inclined to confess of their own immediate 
volition. Second, perhaps the whittling away of the breadth of the Miranda 
decision by subsequent jurisprudence has practically nullified the protective 
impact of Miranda. This explanation is equaJly unlikely considering most 
confessions are obtained in the traditional custodial interrogation environment 
where compliance with Miranda remains an admissibility requirement that is 
routinely satisfied. Third, perhaps the Miranda warnings never truly achieved 
the intended objective of providing a suspect with the information necessary 
to ensure the decision to cooperate during a police interrogation was made 
knowingly and voluntarily and not the product of the coercion inherent during 
custodial interrogation. If the purpose of the warnings was to educate a 
criminal suspect of his right to refuse to assist the government in establishing 
guilt, perhaps suspects do not clearly and completely understand this right? 

This Article embraces the latter explanation. Accordingly, it asserts that, 
contrary to the criticism that Miranda was overly protective of the rights of 
criminal suspects, the warnings required by that decision are, in fact, not 
protective enough. This accounts for the reality that most criminal suspects 
waive their rights and facilitate their own convictions.26 

It can be assumed that most military suspects, like their civilian counterparts, 
continue to waive their right to silence and submit to interrogation that fre
quently provides prosecutors with decjsive evidence against them. This assump
tion calls into question the efficacy of even the expanded military protection. 
Even without such an assumption, a review of the core purpose of Miranda type 
warnings - to protect the privilege against self-incrimination by facilitating an 
informed decision as to whether to submit to government interrogation - justi
fies considering whether the existing range of warnings is sufficient to achieve 
this purpose. 

26. See Geoffrey S. Com, The Missing Miranda Waming: Why What You Don't Know Really Can 
Hurt You, UTAH L. REv. 761, 769-780 (2011). 
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A. Do the Current Rights Warnings Genuinely Protect the Privilege? 

Article 3 l (b), like Miranda, is premised on a critical assumption: informing a 
suspect of the right to remain silent and the consequence of submitting to 
interrogation effectively ensures a meaningful exercise of the privilege against 
self-incrimination.27 Is this assumption valid? The facts suggest the answer is 
"no." Contrary to the dire predictions that Miranda warnings would almost 
always result in invocation of the right to silence (and thereby deprive police of 
confessions), the vast majority of custodial suspects waive their Miranda rights, 
submit to questioning, and routinely provide powerful evidence that may be 
used against them.28 Post-Miranda experience demonstrates that the warning 
and waiver requirement in no way disabled the efficacy of custodial interroga
tion as a police investigatory tool. This experience contributed to the Supreme 
Court's subsequent decision to uphold Miranda when the constitutionality of 
the core ruling was challenged several decades later.29 

Ironically, Miranda has produced a net benefit for the government. Because 
most suspects waive their Miranda rights, the government continues to success
fully elicit confessions in almost ninety percent of the situations where suspects 
are subjected to custodial interrogation.3° Furthermore, because the Miranda 
waiver is almost conclusive proof that these confessions are in fact voluntary, 
the government is rarely forced to litigate, much less face challenges based 
upon assertions of actual coercion in violation of due process. Indeed, as Justice 
Anthony Kennedy noted in Missouri v. Seibert, "giving the warnings and 
getting a waiver has generally produced a virtual ticket of admissibility; [a 
suspect's] maintaining that a statement is involuntary even though given after 
warnings and voluntary waiver of rights requires unusual sta1nina, and litigation 
over voluntariness tends to end with the finding of a valid waiver."31 

27. This section builds Corn ·s argument that the Miranda warnings themselves never fulfilled the 
objectives of that decision because they did not include a requirement to inform suspects that 
no-adverse-inference may be drawn from invocation of the right to silence. 

28. Corn, supra note 26, at 770. 
29. See Dickerson v. United States, 530 U.S. 428 (2000). In Dickerson, the Supreme Court was 

offered the opportunity to overrule Miranda by concluding that a federal statute resurrecting the 
pre-Miranda actuaJ voluntariness test for admissibility of custodial statements trumped the Miranda 
warning and waiver requirement. Writing for a seven-Justice majority, Chief Justice William H. 
Rehnquist held that because Miranda was a constitutional decision, Congress could not substitute a less 
protective standard for the requirement. The Court's analysis relied, in part, on its recognition that 
Miranda never produced the debilitating effect on law enforcement predicted when it was decided. 
Instead, the Court recognized that the high proclivity of suspects to waive their rights and the almost 
insurmountable presumption of actual voluntariness resulting from waiver indicated that the clarity 
provided by the Miranda requirement actually produced a net gain for the government. The Court noted 
that the voluntariness test Congress sought to re-impose lacked the benefit of clarity provided by 
Miranda - clarity that over time proved to contribute to the efficient prosecution of criminal miscon
duct. Thus, the benefit of overruling the decision did not outweigh the uncertainty it would produce. 

30. Id. 
3 1. 542 U.S. 600, 608-609 (2004). 
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A logical explanation for the inconsjstency between the expected conse
quences of the Miranda decision and the actual consequences is that Miranda 
warnings were deficient from inception.32 The one warning a suspect truly 
needs to make an informed decision to waive the right to silence and submit to 
questioning is the one that has always been missing: that silence cannot be used 
against her.33 An average lay person can rationally deduce that the answers to 
police questions will be used against her. But what the average lay person 
cannot rationally deduce is that silence in the face of police accusation cannot 
be used as evidence to infer guilt.34 Accordingly, unless a suspect is informed 
that invoking the right to silence wil l not result in any adverse evidentiary 
inference, the decision to waive the right and submit to questioning can never 
be the product of a knowing and intelligent waiver.35 

This proposal to add to existing Miranda warnings the information that the 
choice to invoke the right to silence cannot result in any negative evidentiary 
consequence is bolstered by analogy to Supreme Court decisions prohibiting 
prosecutors from commenting on an accused's silence at trial, a prohibition 
equaJly applicable to military criminal practice.36 These decisions, which also 
provide an accused with an absolute right to a no-adverse-inference instruction, 
are based on the Court's determination that the lay instinct to equate silence 
with guilt is so powerful that absent these protections an accused will be 
compelled to testify at trial. 37 The logical extension is clear: if this "silence 
equals guilt" instinct is so powerful an invalid influence among jurors, then it 
must produce an even more powerful (and invalid) influence on a suspect 
confronted with an allegation of wrongdoing by police. 38 Therefore, like the 
jury, the suspect should receive notice that as a matter of law, silence in the face 
of the accusation has absolutely no evidentiary impact. 39 

Article 3l(b)- even when supplemented by MRE 305 - does not require a 
servicemember subject to questioning to be informed that invoking the right to 
silence produces no adverse evidentiary consequence.40 Instead, military sus
pects, like their civilian counterparts, are vulnerable to the identical lay instinct 
that refusing to submit to questioning will produce an inference of guilt. As in 
the civilian context, the potential impact of this instinct on the proclivity of 
servicemembers to waive their Article 31 (b) rights and submit to questioning is 
difficult to ignore. Indeed, the subtle pressure to respond to allegations of 

32. Corn, supra note 26. at 779. 
33. See id. at 763. 
34. See id. at 78 J -782. 
35. Id. at 771. 
36. Id. at 783-784 (citing Griffin v. California, 380 U.S. 609, 614 ( 1965)). 
37. Id. at 784-785. 
38. Id. at 770-771. 
39. Id. at 795. 
40. Cf M1L. R. Evm. 305(c). 
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misconduct is probably even stronger in the military environment.
41 

This reality 
only exacerbates the impact of what we call "the missing Miranda warning." 

B. Military Society, Inherent Coercion, and the Absence of a 
Custody Trigger for Article Jl(b) 

Proposing an expansion of Miranda warnings undoubtedly cuts against the 
grain of contemporary Miranda jurisprudence. Since the Miranda decision, the 
Court has engaged in an ongoing restriction of Miranda's impact, ranging from 
endorsing a public safety exception to restiicting the evidentiary impact of a 
Miranda violation. If, however, the Miranda warnings are in practice function
ally deficient to fully offset the subtle, inherent coercion of interrogation, their 
deficiency is logically most notorious in the military context. This is because the 
very nature of military society exacerbates that inherent coercion. Accordingly, 
there is no context where the need for this additional no-adverse-inference 
warning is more important than in the military. 

The pervasive degree of inherent coercion naturally associated with military 
society was, in fact, the primary rationale for expanding the triggering situations 
for the warning and waiver requirement of 3l(b). As noted above, this remains 
one of the most significant differences between Miranda and Article 31(b).42 

Unlike Miranda, Article 3 l(b) is triggered whenever: (l) the person being 
questioned is suspected of having committed an offense, and (2) the person 
doing the questioning is subject to the UCMJ.43 In relation to the no-adverse
inference warning proposed here, the significance of this expanded scope is not 
that Article 3l(b) warnings are required in many circumstances in which 
Miranda warnings are not. It is, instead, the underlying rationale for requiring 
31 (b )'s expanded scope of applicability. 

Custody has always been central to understanding the Miranda warning and 
waiver requirement. Miranda and subsequent Supreme Court decisions interpret
ing the meaning of custody for purposes of triggering Miranda's requirements 
emphasize that while all police questioning produces some inevitable coercion, 
it is only the type of coercion produced in the custodial environment that erodes 
confidence in the voluntariness of a suspect's cooperation with police so 
pervasively that a procedural offset is necessary.44 Miranda warnings and 
waiver have never been required outside the context of custody because only 
custodial interrogation necessitates requiring the government to establish that 
the suspect's cooperation with police was the product of a voluntary relinquish
ment of the privilege against compelled self-incrimination. 

Why then would applicability of Article 3 l(b) be so much broader in scope? 
One possible answer is that Congress incorporated Atticle 3l(b) into the UCMJ 

41. SCHLEUTER, supra note I, at 20 I. 
42. See supra notes 24-25, and accompanying text. 
43. 10 U.S.C. §831b. 
44. Miranda, 384 U.S. at 479. 
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several years before Miranda was decided, and therefore adopted a warning and 
waiver requirement triggered by any interrogation, irrespective of the context. 
Had this been the case, then arguably Congress would have amended the scope 
of Article 31 (b) following the Miranda decision, an amendment never at
tempted. Instead, the answer is far more rational. Like Miranda, Article 31(b) 
was intended to offset a special type of inherent coercion that erodes confidence 
that a suspect's cooperation with interrogators was in fact voluntary, and that the 
mere decision to submit to interrogation implied a knowing and intelligent 
waiver of the privilege against self-incrimination.45 However, the absence of a 
custody trigger for the Article 31 (b) warning requirement suggests Congress 
recognized that in military society, custody is not necessary to produce the 
coercion that results in this erosion. The very nature of military society itself, 
when coupJed with official questioning, produces sufficient inherent coercion to 
necessitate a procedural offset to restore confidence that the submission to 
questioning was truly voluntary.46 Indeed, this understanding of the relationship 
between military society and inherent coercion related to questioning of service
members has been a consistent theme in military appellate jurisprudence. 

In United States v. Jones,47 the Court of Military Appeals overturned an Air 
Force Senior Airman's conviction for violating lawful general regulation48 

under UCMJ Article 92,49 in regard to tax-exempt vehicles she was accused of 
importing into the Philippines and illegally transferring to local residents.50 The 
court reasoned that the regulation, as applied, violated Jones' Fifth Amendment 
right against self-incrimination.51 Jones invoked her right not to incriminate 
herself, and was prosecuted for her silence. 52 Had the investigators been under a 
requirement to warn her that her silence could not be used against her, it would 
have been difficult, if not impossible, to prosecute her on that basis alone. 

In United States v. Swift, 53 an Airman appealed his conviction for a number of 
UCMJ offenses, including making false official statements54 (3 specifications), 
impeding an investigation, bigamy, and writing bad checks55 (2 specifications). 
Ai1man Swift's wife (the first Mrs. Swift) became suspicious that he was 
involved in another relationship after receiving a call from someone claiming to 
be his wife.

56 
The caller also claimed that Swift had divorced the first Mrs. 

45. ScHLEUTER, supra note 1, at 203-204. 
46. Id. at 201. 
47. 3 1 M.J. 189 (C.M.A. 1990). 
48. Id. 
49. 10 U.S.C. §892. 
50. Jones,31 M.J.at 190. 
5 I. 1d. at 192. 
52. Cf id. at 192-93. 
53. 53 M.J. 439 (C.A.A.F. 2000). 
54. 10 u.s.c. §907. 
55. IO U.S.C. §934. 
56. 53 M.J. at 441. 
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Swift in 1994.57 The first Mrs. Swift relayed this information to Airman Swift's 
commander and stated that although she lived apart from him, she was not 
aware of any divorce.58 In response, Swift's commander initiated an investiga
tion.59 

During the investigation, Swift's first sergeant informed him of the phone call 
from his wife, questioned him about the purported divorce, directed Swift to 
produce a copy of the divorce decree, and informed him of the UCMJ penalty 
for bigamy.60 Airman Swift maintained that he had divorced the first Mrs. Swift 
in 1994 and produced what later proved to be a falsified divorce decree.61 

When Airman Swift was brought to trial by court-martial , he moved to 
suppress the statements made in response to his first sergeant's questioning and 
the false divorce decree. The military judge denied the motion and admitted all 
this evidence.62 The Court of Appeals for the Armed Forces (CAAF) reversed 
Swift's conviction for makirig a false official statement because, without the 
unwarned statements, there was no evidence to support the charge.63 In its 
discussion of the rights warnings required under Article 3l(b), CAAF acknowl
edged the inherently coercive nature of the military environment, describing it 
as follows: 

In the armed forces, a person learns from the outset of recruit training to 
respond promptly to the direct orders and the indirect expectations of superi
ors and others, such as military police, who are authorized to obtain official 
information. Failure to respond to direct orders can result in criminal offenses 
unknown in civilian life, see, e.g., Arts. 90 and 91, UCMJ, 10 USC §§890 and 
891, respectively. Failure to respond to the expectations of military life can 
lead to charges of dereliction of duty, see, e.g., Art. 92, UCMJ, 10 USC 
§892, as well as serious administrati ve consequences, see, e.g., Department of 
Defense (DoD) Directive 1332.14 Enlisted Administrative Separations(] 993). 

In such an environment, a question from a superior or an investigator is 
likely to trigger a direct response without any consideration of the privilege 
against self-incrimination. The Article 3 l(b) warning requirement provides 
members of the armed forces with statutory assurance that the standard 
military requirement for a full and complete response to a superior's inquiry 
does not apply in a situation when the privilege against self-incrimination 
may be invoked. See United States v. Gibson, 3 USCMA 746, 752, 14 CMR 
164, 170 (1954). 

57. Id. 
58. Id. at 442. 
59. Id. 
60. Id. at 442-443. 
61 . Id. at 443. 
62. Id. at 444. 
63. Id. 
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Another special feature of military life is the blending of both administra
tive and law enforcement roles in the performance of official duties. Officers 
and non-commissioned officers (NCOs) in particular, have broad responsibil
ity not only for the accomplishment of specific missions, but also for the 
health, welfare, morale, good order, and discipline of their subordinates. As a 
result, a servicemember may perceive that a question from an officer or NCO 
is being asked for admjnistrative purposes, although the purpose actually may 
be to acquire information for use in disciplinary proceedings.64 

This discussion of the inherently coercive nature of questioning in the 
military emphasizes the underlying rationale for Article 31 (b) and the protec
tions of the military courts: to protect servicemembers from a pressure they 
intuitively understand from the inception of their service. The very nature of 
military society produces subtle (and oftentimes not so subtle) coercion to be 
responsive when confronted with an allegation of misconduct.65 This subtle 
coercion undermines the ability of servicemembers to exercise their constitu
tional right to silence in the face of accusation, which is precisely why Article 
31 (b) is applicable in non-custodial situations. 66 If, therefore, a no-adverse
inference warning is a justifiable - if not essential - enhancement to the prophy
lactic protection of the privilege against self-incrimination, the need for this 
warning seems most compelling in the military questioning context. 

The expanded scope of Article 3 l(b) is therefore a logical response to the 
almost axiomatic proposition that questioning of a servicemember by another 
person acting in a position of official military authority is itself sufficient to 
produce the type of inherent coercion that motivated the Miranda Court to 
impose procedural safeguards for the exercise of the privilege against self
incrimination. Custody certainly exacerbates this inherent military coercion, but 
custody is not the key which triggers a prophylactic warning requirement under 
Article 31 (b ). It is equally logical to conclude that the inherent pressure from 
the natural (albeit legally invalid) lay assumption that silence in the face of 
accusation infers guilt is much more pervasive in the military context.67 Adding 
to Article 3l(b) a warning that invoking the right to silence produces no-adverse
inference would, like adding it to Miranda warnings,68 be an important step in 
fulfilling the original protective purpose of the article: to enable a knowing and 
intelligent exercise of the privilege against self-incrimination.69 

The nature of military society supports the conclusion that this additional 
warning is essential to effectuate the free exercise of the privilege against 

64. Id. at 445-446. 
65. Cf id. at 445. 
66. Id. 
67. See id. at 439. 
68. Corn, supra note 28. 
69. See Manuel E.F. Supervielle, Article 3/(b): Who Should Be Required to Give Warnings ?, 123 

MrL. L. REv. 151, 187 (1989). 
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self-incrimination. Servicemembers live within a culture that prizes candor, 
integrity, and personal responsibility.70 The values of military society - values 
that are drilled into the minds of servicemembers from the very outset of their 
training - conflict sharply with the privilege against self-incrimination, a privi
lege at the very core of the adversarial legal tradition.71 The absolute right to 
remain silent in the face of government accusation is regarded as perhaps the 
most important constitutional protection afforded to crimj nal suspects,72 and 
Congress explicitly extended it to members of the armed forces when it adopted 
Article 3l(b). Nonetheless, because these required warnings do nothing to offset 
the powerful instinct that duty demands candor in response to official question
ing, in military society standing on that right may often be perceived as 
inconsistent with the core duties of military service.73 

Article 31 (b) was a progre~si ve and important step to ensure servicemembers 
do not confuse the duties inherent in military service with an obligation to assist 
the government in substantiating allegations directed against them.74 By requir
ing notice of the right to remain silent, Congress sought to ensure that service
members would not assume an obligation to cooperate with military authorities 
when questioned about a suspected criminal offense.75 However, like their 
civilian counterparts, the proclivity of military suspects to waive the right to 
silence calls into question the efficacy of the existing warnings. For servicemem
bers, this efficacy is further undermjned by the intense military cultural ethos 
requiring servicemembers to be forthcoming and candid with superior authority, 
and to accept responsibility for transgressions.76 

Servicemembers confronted with an allegation of misconduct by superior 
military authority - whether a member of the fo1mal chain of command or 
military law enforcement personnel acting in their official capacity - need to be 
told more than the obvious in order to make an informed and intelligent 
decision as to whether to submit to questioning. The warning currently required 
by Article 31 (b) is relatively self-evident: that anything servicemembers say can 
be used against them.77 While it is clear that Article 31 (b) is more protective 
than the warnings required by Miranda (both in scope of applicability and 
because of the required notice of the suspected offense),78 without the addition 
of a no-adverse-inference warning, even Article 3l(b) may be insufficient to 

70. Id. 
71. Id. 
72. Miranda, 384 U.S. at 460. 
73. See Swift, 53 M.J. at 452. 
74. Id. at 445. 
75. Id. at 448. 
76. Id. 
77. 10 U.S.C. §83l(b). 
78. See United States v. Gardiner, 65 M.J. 60 (C.A.A.F. 2007) (holding that Miranda warnings are 

not a sufficient substitute for Article 3l(b) warnings, because even though Gardiner had been properly 
read his required Miranda rights, Article 31 (b) notice is a "corresponding requirement" with "particular 
significance in the military context"). Id. at 62-63. 
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fully effectuate the underlying objective of a truly knowing exercise of the 
privjJege against self-incrimination. 

When questioned by military authorities, it is fairly logical for servicemem
bers to assume their answers will be used for official purposes.79 Article 3l(b)'s 
requirement to notify the suspect of the general nature of the offense for whlch 
she is suspected adds to the strength of this assumption. 80 As a result of thls 
notice, the servicemember knows that the questioning authority is in the process 
of investigating misconduct.8 1 This can only bolster the assumption that any 
statements provided will be used to resolve the accusation of misconduct. 

However, this assumption arises only when questioning is clearly part of an 
underlying official investigation. United States v. Norris was an appeal from the 
U.S. Navy-Marine Corps Court of Criminal Appeals.82 Norris was charged with 
raping a teenager whose father was also a member of his unit (although not in 
his chain of command),83 and superior in rank to him. During a meeting in the 
father's office, during which the father inquired about letters exchanged be
tween Norris and his daughter, Norris made statements that led to a subsequent 
investigation of his illegal conduct with the teenage girl.84 Norris thought the 
meeting was not personal in nature, instead claiming he assumed he was subject 
to the military authority of the father, who outranked him, throughout the 
conversation. 85 Because of this, Norris believed his conversation should not be 
admitted because he was questioned by a member of the armed forces of 
superior rank who failed to advise him of his Article 3l(b) rights.86 

Rejecting Norris' assertion, the court noted that an accusation of rape did not 
arise until after the initial meeting.87 Though the father suspected there might be 
something unusual occurring between Norris and his daughter, there was no 
criminal investigation and Norris was not subject to questioning as a suspect. 88 

Indeed, there was not enough information available yet for any charge in 
violation of the UCMJ.89 Since "Congress did not intend [Article 3l(b)] to 
apply to every conversation between members of the armed forces regardless of 
the circumstances," the personal conversation between the father and Norris did 
not rise to a level requiring a strict notice requirement.90 Such a notice require-

79. Jones, 31 M.J. at 192; see also United States v. Williams, 29 M.J . 112 (C.M.A. 1989) 
(recognizing a required records exception to Article 3 l (b)): United States v. Lee, 25 M.J. 457, 459 
( 1988) (holding compulsory "show and tell" regulation unconstitutional, as applied to servicemember 
suspected of violating the regulation). 

80. 10 U.S.C. §831 (b); see also Supervielle, supra note 69. at 206. 
81. IOU.S.C.§83I(b). 
82. 55 M.J. 209 (C.A.A.F. 2001 ). 
83. Id. at 213-214. 
84. Id. 
85. Id. 
86. Id. at 214. 
87. ld.at215. 
88. id. 
89. Id. 
90. Id. 
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ment is thus only required in the context of investigation into suspected criminal 
activity. 

What is not obvious to a lay person, and especially not to a member of the 
armed forces, is that silence in the face of official accusation results in no 
adverse evidentiary consequence. 91 Like Miranda warnings, Article 31 (b) warn
ings ( even when supplemented by a MRE 305 right to counsel warning), do not 
provide this notice to a suspect.92 Instead, suspects are left to ponder the 
consequence of silence. Requiring a military suspect to make such a critical 
(and often detrimental) decision to waive a fundamental statutory and constitu
tional right without being adequately informed of the full consequence of both 
waiver and invocation of silence is difficult to justify when considered in the 
context of the purpose of the existing warning and waiver requirement. 

Ironically, in the context of the criminal trial, military law recognizes the 
pervasiveness of the lay instinct that silence in the face of accusation infers 
guilt.93 However, in this context the focus is not on ensuring the accused 
understands his or her right not to testify (although the accused is informed of 
this right). Instead, instruction is provided to prevent lay jurors (panel members) 
from drawing any adverse inference from the accused's silence at trial.94 In 
order to offset the lay instinct that any person falsely accused would contest the 
accusation, court-martial instructions require panel members to be informed that 
the accused has an absolute right to remain silent, and that as a result it is 
impermissible to draw any adverse inference against the accused for failing to 
testify.95 

These instructions are analogous to instructions required in all civilian trials. 
This requirement is the result of Supreme Court jurisprudence.96 This jurispru
dence, based on protecting the privilege against self-incrimination, established 

9 I. Supervielle, supra note 69, at 187. 
92. Cf MIL R. EvID. 305. 
93. For example, the standard instruction used for Army courts-martial provides: 

MJ: (You heard)(A question by counsel may have implied) that the accused may have 
exercised (his)(her) (right to remain silent)(and)(or)(right to request counsel). It is improper 
for this particular (question)(testimony)(statement) to have been brought before you. Under 
our military justice system, servicemembers have certain constitutional and legal rights that 
must be honored. When suspected or accused of a criminal offense, a servicemember has (an 
absolute right to remain silent)(and)(or) (certain rights to counsel). That the accused may have 
exercised (his)(her) right(s) in this case must not be held against (him)(her) in any way. You 
must not draw any inference adverse to the accused because (he)(she) may have exercised 
such right(s), and the exercise of such right(s) must not enter into your deliberations in any 
way. You must disregard (question)(testimony)(statement) that the accused may have invoked 
his right(s). Will each of you follow this instruction? 

See HEADQUARTERS DEP'T OF THE ARMY, DEP'T OF THE ARMY PAMPHLET 27-9, MILITARY JUDGES· BENCHBOOK 

§2-7-20 (2002); see also United States v. Garrett, 24 M.J. 413,418 (CM.A. 1987) vacated in pan sub 
nom. Garrett v. Lowe, 39 M.J. 293 (CM.A. 1994); United States v. Sidwell, 51 M.J. 262, 262 (C.A.A.F. 
1999); United States v. Jackson, 23 M.J. 841,842 (A.F.CM.R. 1987). 

94. Cf id. 
95. Id. 
96. See, e.g., Doyle v. Ohio, 426 U.S. 610, 611 ( l 976). 
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two now-universal rules of criminal trial procedure.97 First, it is per se revers
ible error for prosecutors to comment on an accused's silence at trial.98 Second, 
an accused who chooses not to testify has an absolute constitutional right to a 
no-adverse-inference instruction on request.99 Interestingly, in the latter case, 
the government argued that the lay instinct that silence infers guilt is so 
pervasive that a no-adverse-inference instruction can never eliminate the effect 
of this instinct. 100 The Supreme Court agreed with this argument, but held that 
the Constitution requires efforts to mitigate this invalid influence on the trial 
process, if requested by the defendant. 101 

It is difficult to reconcile the Supreme Court's express acknowledgment that 
the lay instinctual response to silence in the face of accusation is so pervasive 
that it necessitates a mandatory no-adverse-inference instruction - an acknowl
edgment also reflected in military trial practice - with its failure to provide a 
no-adverse-inference warning for suspects subject to government question
ing.102 The same difficulty applies to Article 31(b). Court-martial instructions 
indicate a genuine concern that lay members of the armed forces do not 
properly understand the privilege against self-incrimination but, instead, harbor 
a legally invalid instinct that silence in the face of accusation infers guilt. 103 

These instructions attempt to mitigate the impact of this inference by instructing 
panel members of its legal invalidity. 104 However, when the military suspect is 
confronted with accusation, no analogous effort is made to ensure she under
stands the same: that invoking the right to silence produces no adverse eviden
tiary consequence. 

United States v. Dowell was an appeal from the Army Court of Military 
Review in which Private Dowell was being charged with unauthorized absences 
and aggravated assault. 105 His company commander visited him in pretrial 
confinement to discuss the charges against him and, during the visit, Dowell 
contested the charges. 106 The problem with this chain of events was not that the 
commander's visit occurred almost two weeks after Dowell was given initial 
Article 31 (b) notice. 107 Instead, the court focused on "human nature ... that per
sons falsely accused of a crime [ will] deny the accusation rather than remain 
silent."108 

97. Cf. id. 
98. Id. at 619-620. 
99. Carter v. Kentucky, 450 U.S. 288,305 (1981). 
100. Id. 
101. Id. 
102. Corn, supra note 26, at 23-24. 
103. Jackson, 23 M.J. at 842. 
I 04. United States v. Suttles, 6 M.J. 921, 924 (A.F.C.M.R. 1979). 
105. United States v. Dowell, 10 M.J . 36, 36-37 (C.M.A. 1980). 
I 06. Id. at 40. 
107. Id. 
108. Id. 
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The court said such a response from Dowell was "reasonably foreseeable" 
and warranted proper Article 31 (b) notice. 109 However, even the most thorough 
and deliberate reading of Article 31 (b) in its current form would Jikely not have 
changed Dowell's response in the heat of the moment. Since a servicemember 
facing "serious charges ... will feel a need to say something," Article 31 (b ), as 
it stands, fails to properly inform servicemembers that immediate responses are 
not required to help him preserve his innocence. 1I0 

This incongruity can, and should, be eliminated by adding a no-adverse
inference warning to Article 31(b). The form of the warning need only be to tell 
the suspect that choosing to remain silent cannot be used as evidence against 
her. 11 1 For example, following the existing warnings, the suspect would be 
notified that "if you decide not to answer questions, your decision to remain 
silent is not evidence and cannot be used against you in any disciplinary 
proceeding." 

It is impossible to predict how adding this additional warning would impact 
investigatory efforts. However, it is fair to assume it would result in an 
increased percentage of suspects who invoke the right to silence, thereby 
making it more difficult for the government to resolve allegations of miscon
duct. This is not, however, a justification for continuing to subject military 
suspects to an insufficiently informed waiver decision. Waiver of the right to 
silence is a windfall for the government, but certainly not an entitlement. On the 
contrary, our adversarial system has always demanded that the government be 
prepared to prove accusations without the assistance of the accused. 112 If 
providing a suspect with the information necessary to make a truly informed 
choice as to whether to cooperate with the government or stand on the right to 
silence and require the government to prove an allegation without such coopera
tion results in a reduction in confessions, that is a cost imposed by the 
Constitution itself, and not our proposal. 

Ultimately, incorporating a no-adverse-inference warning into Article 31 (b) 
may make it more difficult for military authorities to prove alJegations of 
misconduct. It will, however, ensure that when they do so based on confessions, 
those confessions are the result of a genuine waiver of the fundamental constitu
tional right to silence. This is a tradeoff well worth embracing and long 
overdue. 

II. ARTICLE 32 INVESTIGATIONS AS A " TRUE" PRELIMINARY HEARING 

As background to this proposal, we begin with an overview of the court
martial system and the role of the commander, essential context to understand-

109. id. 
110. Id. 
l 11 . See Corn, supra note 26, at 30. 
112. Cf U.S. Const. amend. V; Supervielle, supra note 69, at 153-164 (discussing development of 

right against self-incrimination in Anglo-American jurisprudence). 
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ing need for reform. The military commander plays a central role in the military 
justice system. Commanders who have the responsibility and authority to 
convene a m_jlitary court-martial are referred to as convening authorities. The 
responsibilities and powers of a convenfog authority at the pretrial , trial, and 
post-trial stages of a court-martial are significant. 

Before trial, a commander has the authority to order investigations into 
alleged misconduct. 113 Each branch of service has investigative agencies to 
conduct criminal investigations ranging from minor infractions to the most 
serious offenses. None of these agencies, however, have independent authority 
or ability to dispose of a criminal charge against a servicemember under the 
UCMJ. Only a commander of the accused servicemember has the authority to 
dispose of the case.' 14 The commander can dismiss the charges, adjudicate the 
charges within the commander's level of authority, or forward the case to a 
superior commander for disposition. 115 

The commander must determine whether to dispose of the case or refer the 
matter to a higher-level commander for disposition. 116 Commanders have the 
auth01ity to refer the charges to a military court-martial. A military court-martial 
is an ad hoc tribunal, which the convening authority can convene to hear the 
charges against the accused servicemember in order to determine guilt or 
innocence of the accused. If the servicemember is found guilty, the court
martial then decides the punishment that the accused servicemember will 
receive. A finding of not guilty by the court-martial is binding on the convening 
authority. 117 Likewise, the convening authority cannot impose a greater punish
ment than the sentence imposed by the court-martial tribunal. 11 8 The convening 
authority may however exercise clemency with respect to both the findings and 
sentence handed down by the court-martial. 119 

At the pretrail stage of a court-martial, the convening authority must deter
mjne whether the accused servicemember will be tried by a special court
martial of limited jurisdiction, 120 or a general court-martial empowered to 
sentence the accused to the full range of punishments authorized by the UCMJ. 121 

The convening authority also selects the military members who will hear the 
case. Article 25 of the UCMJ charges the commander with personally selecting 
those members who, in his opinion, are "best qualified for the duty by reason of 

113. See, e.g., MCM, supra □ote 18, Rules for Courts-Martial (R.C.M.) 303 (2008) [hereinafter 
R.C.M.]. 

114. See R.C.M. 306. 
115. id. 
I 16. Id. 306(5). 
117. See id. ll07(b)(4). 
I 18. See id. l l07(d)(l). 
119. Jd. ll07(d)(2). 

120. See IO U.S.C. §819 (special court-martial is limited to imposing punishments not to exceed one 
year of confinement and a Bad Conduct Discharge). 

121. See 10 U.S.C. §818. 
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age, education, training, experience, length of service, and judicial tempera
ment." 122 

In addition to selecting the members who will hear the case, the convening 
authority pe1forms several significant functions during the course of the trial. 
The convening authority can order depositions to be taken in a pending case. 

123 

The convening authority aJso approves and authorizes funding for witness 
travel, as well as the employment and funding of expert witnesses, requested by 
either the prosecution or the defense. 124 The convening authority is authorized 
to grant both transactional and testimonial immunity for any witness who would 
otherwise be subject to punishment under the UCMJ. 125 If the accused desires 
to enter a guilty plea, any pretrial agreement is negotiated on behalf of the 
convening authority with the accused, and the convening authority must ap
prove of any pretrial agreement. 126 The convening authority can also order an 
inquiry into the mental capacity or mental responsibility of the accused. 127 

At the conclusion of the trial, if the accused is found guilty of any offense, 
the convening authority continues to play a significant role in the case. Before 
the verdict becomes final, the convening authority must approve both the 
findings and the sentence of the court-martial. 128 After a decision has been 
reached by the court, the convening authority may still dismiss any charge or 
specification (by setting aside findings of guilt), change the findings of guilt to a 
lesser included offense, modify the sentence to any lesser sentence, or order a 
proceeding in revision or rehearing. 129 The commander's authority to modify 
the findings and sentence in this manner is viewed as "a matter of command 
prerogative involving the sole discretion of the convening authority." I30 

It is important to note that the convening authority's power is not absolute 
and there are several protections built into the system to provide safeguards 
against untrammeled exercise of the convening authority's power. One impor
tant check is the requirement under Article 46 of the UCMJ that all parties to the 
court-martial shaJI have equal opportunity to obtain witnesses and evidence. 131 

There are also a number of prohibitions within the UCMJ and the Rules for 
Courts-Martial (RCM) which prohibit the convening authority from exercising 
unJawful command influence over a case. 132 These protections include Article 
37 of the UCMJ, which prevents the commander from unlawfully influencing 
any action of the court, such as taking any adverse actions against a court 

122. See 10 U.S.C. §825(d)(2). 
123. See R.C.M., supra note I 13, 702(b). 
124. See id. 703. 
125. Id. 704. 
126. Id. 705. 
127. Id. 706. 
128. Id. 1107. 
129. Id. ll07(c). 
130. 10 u.s.c. §860. 
131. 10 U.S.C. §846. 
132. IO U.S.C. §837; see also R.C.M., supra note I 13, 401-406. 
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member because of that member's vote in a case. 133 Finally, the military has a 
robust appellate system whereby cases are reviewed first by a military service 
court of appeals, followed by discretionary review by civiJian judges on the 
Court of Appeals for the Armed Forces and possible review by the Supreme 
Court on a writ of certiorari. 134 

The considerable authority that a military commander has within this scheme, 
coupled with the checks that exist to prevent the commander from abusing his 
authority, reflect the structure and purpose of the mihtary justice system. First 
and foremost, military justice is one of the primary tools available to a military 
commander to effectively maintain discipline within the ranks. Military opera
tions, particularly in war, often require immediate and unquestioned obedience 
to orders and commands. Even in peacetime, commanders must establish and 
maintain a high level of respect for authority. Military leaders in the United 
States are trained to develop and maintain this level of discipline primarily 
through positive leadership techniques such as leading by example, maintaining 
high standards of performance and readiness, and attending to the needs of both 
the individual soldiers and the requirements of the military organization.135 

However, because military organizations are unique, in that soldiers may be 
ordered to sacrifice their lives to accomplish a mission or an objective, positive 
leadership may not always be enough to maintain the necessary level of 
discipline required to sustain operations. The military justice system gives a 
commander the means to impose punishment in order to maintain order and 
discipline within the ranks. In the United States, a commander's disciplinary 
authority is viewed as a critical component of his or her command. Many 
offenses specified in the UCMJ involve common law crimes such as murder, 
rape, arson, larceny, assault, as well as statutory crimes like possession of child 
pomography. 136 Even crimes that occur off the battlefield can adversely impact 
unit cohesion and mission readiness, and, if not prosecuted and punished, they 
can undermine the commander's authority. 

One must also consider how the military justice system relates to the command
er 's personal responsibility and the associated criminal liability if he or she fai ls 
to adequately prevent, suppress, and punish law-of-war violations committed by 
the forces under his command. The doctrine of command responsibility holds 
that a commander may be criminally liable for law-of-war violations committed 
by the forces under his command. 137 Over the years, the doctrine has obtained 
the status of customary international law and has been codified in various 

133. 10 u.s.c. §837. 
134. IO U.S.C. §§866-867. 
135. See U.S. DEP'T OF THE ARMY, REG. 600-100, ARMY LEADERSHrP il-6 (Mar. 8, 2007) [hereinafter 

AR 600-100). 
136. l O U .S.C. §§918-93 l. 
137. See Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the 

Protection of Victims of International Armed Conflicts (Protocol I), art. 85-87, June 8, 1977, 1125 
U.N.T.S. 4 [hereinafter Additional Protocol I] (entered into force Dec. 7, 1978). 
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international agreements. 138 Under this doctrine, if a commander fails to pre
vent, suppress, or punish law-of-war violations that he knew existed, or reck
lessly or negligently failed to notice, he can be punished as if he committed the 
crimes personally. 139 

This doctrine is based on the commander's unique position within a military 
organization. It recognizes the commander as the focal point of military disci
pline and order. It is the commander's responsibility to maintain command and 
control of his subordinate forces. The doctrine of command responsibility 
reflects the traditional role of the military commander as the person ultimately 
responsible for maintaining order and discipline and dispensing justice within 
the military unit. The doctrine is based on the recognition that there is often a 
very thin line separating a disciplined military force from an armed mob. It is 
the commander who stands on that line and, through the use of all resources and 
authority available to him, ensures that his forces do not violate the Jaws of war. 
When a military force violates the laws of war, it is in large part attributable to 
the commander's failings. Because of this considerable responsibility, it is 
important that the commander have the necessary authority to operate a justice 
system in which he is able to maintain order and discipline within the military 
organization. 

Maintenance of discipline is a hallmark of military justice, but it is not the 
be-all and end-all of military justice, particularly in a democracy. Loyalty to 
both superiors and subordinates is an essential part of the military ethos. 
Soldiers must be loyal to their superiors and willing to support the unit's 
mission. In turn, senior leaders owe a measure of loyalty to the soldiers they 
command. A justice system seen as arbitrary and unfair, particularly by the 
enlisted ranks, detracts from that loyalty. In such a system, soldiers may become 
resentful of their superiors. This resentment can lead to a lack of trust and 
confidence and, ultimately, to a weakening of discipline. It is important that an 
effective military justice system strike the right balance between discipline and 
fairness. 

Of all the commander's responsibilities in the military justice system, none is 
as important as determining whether to refer a military accused to a court
martial and, if so, what charges to pursue against the accused. While these 
decisions are within the sole purview of the commander, he does not make these 
decisions without advice. 

138. See, e.g., Additional Protocol I, supra note 137; Rome Statute of the International Criminal 
Court, July 17, 1998, 2 I 87 U.N.T.S. 3 [hereinafter Rome Statute) (entered into force July I, 2002); 
Statute of the International Criminal Tribunal for the Former Yugoslavia, S.C. Res. 808, U.N. Doc. 
S/RES/808 (Feb. 22, 1993); Statute of the International Tribunal for Rwanda, S.C. Res. 955, U.N. Doc. 
S/RES/955 (Nov. 8, 1994). 

139. Victor M. Hansen, Whats Good for the Goose is Good for the Gander - Lessons from Abu 
Ghraib: Time for the United States To Adopt a Standard of Command Responsibility Toward Its Own, 
42 GoNZ. L. REv. 335 (2007). 
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Before a commander can refer a case to a general court-martial, he must first 
obtain legal advice from a Judge Advocate General legal advisor. 140 The legal 
advisor must advise the commander on the legality of the charges, whether the 
evidence supports the charges, whether there is court-martial jurisdiction over 
the offense and the accused, and what actions the commander can take on the 
case. 14I 

In addition, Article 32 of the UCMJ requires that a prelfrninary investigation 
into the charges be conducted prior to the convening authority's referral for a 
general court-martial. Article 32(a) states: 

No charge or specification may be referred to a general court-martial for 
trial until a thorough and impartial investigation of all the matters set forth 
therein has been made. This investigation shall include inquiry as to the truth 
of the matter set forth in the charges, consideration of the form of charges, and 
recommendation as to the disposition which should be made of the case in the 
interest of justice and discipline. 142 

These preliminary investigations are commonly referred to as Article 32 
investigations. There is no precise civilian counterpart to these investigations. 
The investigations are frequently referred to as the military counterpart to a 
grand jury. I 43 However, this comparison is not accurate. 

An Article 32 investigation differs considerably from a grand jury proceed
ing, and in most ways the Article 32 investigation provides more rights to the 
military accused. 144 For example, unlike a grand jury proceeding, the accused 
can be present at the Article 32 hearing. 145 The accused has the right to be 
represented by counsel at the hearing, the right to cross-examine witnesses, the 
right to object to irrelevant or privileged evidence, and the right to call wit
nesses and introduce evidence in his defense or mitigation. 146 The accused also 
has the right to a summary of all the testimony taken at the Article 32 
hearing. I 47 The statue itself does not state what standard of proof the investigat
ing officer should apply in evaluating the "truth of the matter charged."148 

However, Rule for Court-Martial 405U)(2)(H) states that the investigating 
officer's conclusion should be based on "reasonable grounds to believe that the 

140. R.C.M., supra note 113, 601(d); LO U.S.C. §834. 
141. LO U.S.C. §832. 
142. 10 U.S.C. §832 (a). 
143. Kirk Johnson, Pretrial Hearing Starts for Solider Accused of Murdering 16 Afghan Civilians, 

N.Y. TIMES, Nov. 5, 2012, at A 16. James Risen, The Struggle for Iraq : Treatment of Prisoners; G./. '.s 
Are Accused of Abusing Iraqi Cap1ives, N. Y. TIMES, Apr. 29, 2004, at A15. Ernesto Londono, 
Accusations Against Generals Casi Dark Shadow over Army, WASH. POST, Oct. 27, 2012, at A03. 

144. Note that the Fifth Amendment specifically exempts military proceedings from the requirement 
of a grand jury indictment. U.S. CoNST. amend. V. 

[45. FED. R. CRIM. P. 6(d)(l). 
146. 10 U.S.C. §832. 
147. Id. 
148. 10 u.s.c. §832. 
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accused committed the offenses alleged." 149 In comparison to the rights af
forded to the criminal defendant in a grand jury proceeding, the Article 32 
hearing provides greater protections and greater pretrial access to evidence and 
information. 

The Article 32 hearing is more similar to preliminary hearings used in many 
states at the pretrial vetting stage. In many ways the A1ticle 32 hearing provides 
even greater protections to the accused than is generally available in civilian 
preliminary heatings. Preliminary hearings, in most jurisdictions, do not allow 
the defendant to present evidence, call witnesses, and examine the government's 
case in as robust a way. I50 Also, the standard of proof in most civilian systems 
that use a preliminary hearing is simply that the government must prove there is 
probable cause to support the charges. 151 Probable cause is a low standard that 
allows the government to obtain a criminal indictment with little evidence. By 
contrast, the A11icle 32 hearing requires the investigating officer to determine 
whether there are reasonable grounds to believe that the accused committed the 
offenses. 152 This is a higher standard of proof that approaches a preponderance 
of the evidence standard. It requires the government to produce more evidence 
and it requires the investigating officer to consider and resolve factual and 
credibility disputes before making a recommendation on whether to refer the 
case to trial. 

In many ways the Article 32 investigation already strikes a fundamentally fair 
balance between protecting the rights of the individual service member and the 
need to preserve order and discipline within the military unit. However, there is 
one key aspect where the protections provided by the Article 32 investigation 
are deficient. This critical deficiency has the potential to render most of the 
other protections of AI·ticle 32 moot. The deficiency is the nature of the 
non-binding recommendation by the Article 32 investigating officer. Reform in 
the nature of the recommendation can improve the fairness of the system 
without degrading the commander's essential function. 153 

In a grand jury proceeding or a civilian preliminary hearing, if the govern
ment fails to meet its burden of proof, no criminal indictment or information is 
filed and the case is dismissed. 154 This is not so with an Article 32 investigation. 
The recommendation by the Article 32 investigation officer to the convening 
authority is just that, a recommendation. 155 It is not binding on the convening 
authority. If the investigating officer examines witnesses and evidence and 
recommends that reasonable grounds do not exist to support the accused's guilt, 
the convening authority can disregard that recommendation and still refer the 

149. R.C.M., supra note 113, 405. 
150. See MASS. R. CRil\/1.. P. 5.; N.Y. CRIM. PROC. LAW§ 190.25; N.M. STAT. ANN. §31-6-4. 
151. FED. R. CRtM. P. 5.l(e). 
152. R.C.M., supra note 113, 405(j)(2)(D). 
153. 10 u.s.c. §832. 
154. FED. R. CRrM. P. 5.l(f). 
155. 10 U .S.C. §832. 
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case to a general court-martia1. 156 It is difficult to discern a principled reason 
why the rules give the convening authority a veto power over an investigating 
officer's finding that the evidence is insufficient to warrant a general court
martiaJ. It is the investigating officer who examines the witnesses and the 
evidence and, assuming that the officer is performing his or her duty to ful)y 
investigate the matter, the investigating officer has the best perspective to 
determine the sufficiency of the evidence. 

Perhaps the best explanation for allowing the commander to exercise veto 
authority over an insufficiency-of-evidence finding is that the commander, as 
the official responsible for maintaining justice within the unit, should have the 
final say over the disposition of any criminal proceeding. However, deference to 
the commander's authority in this circumstance is problematic and unjustified. 
Because the commander appoints another officer to investigate the charges, 157 

the commander does not personally assess the quality and sufficiency of the 
evidence, nor is the commander able to personally assess the credibility of the 
witnesses. The investigating officer makes these important assessments and is in 
a better position than the commander to make accurate determinations. There is 
no legitimate reason why the commander should have the authority to trump a 
finding that the evidence is insufficient. In contrast, there seem to be several 
reasons why a commander should not have this sweeping veto authority. 

The commander does not need this authority to legitimately maintain good 
order and discipline within the unit. If the Article 32 investigator determines 
that there is not sufficient evidence for a case to proceed to a general court
martial, fairness and good order are not maintained where a convening authority 
ignores the recommendation and proceeds to trial with inadequate evidence. 
The most likely consequence is that the case will ultimately be dismissed or the 
servicemember will be found not guilty on the charges. If the dismissal or 
acquittal occurs in a case where the commander was aware that the evidence did 
not support a court-martial, members of the unit are likely to view the discipline 
system as arbitrary and spiteful. This kind of impression does not enhance good 
order and discipline within the unit. 

Giving the commander a veto authority also potentially renders the signifi
cant protections of the Article 32 process moot. It hardly matters that the 
servicernernber can be represented by counsel, question witnesses, present 
evidence, and argue against the sufficiency of evidence when the commander, 
who is not even present at the investigation, can disregard these findings and 
refer the case to trial in spite of the investigating officer's recommendation to 
h 15s Th. . t e contrary. JS JS not to suggest that commanders frequently abuse the 

process or ignore the recommendations of the investigating officer. The point is 
that the potentia] exists for an arbitrary abuse of the system and it gives a 

156. 10 U.S.C. §832; R.C.M., supra note I 13, 405, 60 l. 
157. R.C.M., supra note 113, 405(d)( l ). 
158. 10 U.S.C. §832. 
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commander who is of a mind to abuse the process the ability to do so. It is also 
difficult for a military judge or an appellate court to subsequently correct a 
commander's arbitrary exercise of his authority because the statute currently 
gives the commander the unreviewable discretion to reject the investigating 
officer's recommendation and refer the case to a court-martial. 159 Because the 
commander's authority to reject the recommendation is absolute, there is noth
ing for a military judge or an appellate court to review with respect to that 
decision. 

A commander's veto authority can further undermine the Article 32 investiga
tion in even a more fundamental way. One clear purpose for the Article 32 
investigation is to provide the military accused valuable information about the 
charges against him. 160 Such a broad discovery right of the government's case 
does not exist in the civilian g_rand jury proceeding or in most jurisdictions that 
have preliminary hearings. Because of the convening authority's veto power, the 
prosecution may be able to undermine the accused's discovery rights by simply 
not providing certain information to the Article 32 investigating officer. The 
prosecution faces no 1isk by withholding evidence because, even if the investigat
ing officer does not recommend the case be referred to a general court-martial, 
the prosecution can still petition the commander to disregard that recommenda
tion. Because the military prosecutor in most instances works under the supervi
sion of the convening authority's legal advisor, 161 the prosecutor enjoys special 
access to the convening authority, and as a result the convening authority is 
likely to take the advice of his legal advisor/prosecutor over the advice of the 
Article 32 investigating officer. 

The current rule is also extremely inefficient. If the commander refers the 
case to trial against the recommendations of the investigating officer who 
personally evaluated the evidence of a case, significant resources must now be 
committed to a case that has little chance of a successful prosecution. Time and 
resources are diverted away from other priorities at the unit. This also under
mines good order and discipline within the unit. The costs of giving the 
commander this veto authority outweigh the benefit of giving him the absolute 
final word on what cases should proceed to a general court-martial. 

Some may contend that if the commander did not have this veto authority 
over an investigating officer's recommendation, the investigating officer's role 
would be elevated above that of the convening authority. This is not the case. 
Removing the commander's veto authority would not prevent later charges 
being pursued against the accused service member if more evidence comes to 
light at a later date. With federal grand juries, for example, if the grand jury 
votes against an indictment and the charges are dismissed, the prosecutor is not 
precluded from reinitiating charges if more evidence is found or developed 

159. 10 U.S.C. §834. 
160. United States v. Roberts, LO M.J. 308,311 (C.M.A. l981). 
161. U.S. DEP'T OF THE ARMY. REG. 27- IO, MILITARY JUSTICE (Oct. 3. 2011) (hereinafter AR 27- IO]. 
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later.162 The same is also true in the military system. Even if the commander 
declines to refer the case to a court-martial, that does not preclude a later 
prosecution. 163 A commander's ability to ensure good order and discipline is not 
eroded by the proposed change. A recommendation by the investigating officer 
that the case should not be referred to trial would simply mean that based upon 
the evidence currently presented to the investigating officer, the government has 
not met its standard of reasonable grounds to believe that the accused commit
ted the offenses. Nothing would preclude the initiation of those or other charges 
at a later date if more evidence becomes available. 

Removing the convening authority's veto power in this context also does not 
convert the Article 32 hearing into a mini-trial. The standard of proof does not 
change. The investigating officer's function does not change. The only change is 
to the investigating officer's finding. If the investigating officer concJudes that 
there are not reasonable grounds to believe that the accused committed the 
offenses, that finding cannot be vetoed or ignored by the convening authority. 

This proposal also does not take away the commander's authority not to refer 
a case to a general court-martial even when the investigating officer recom
mends that the case proceed to trial. The commander's veto authority in this 
situation is very different and there are important reasons why that authority 
should be preserved. First, the commander must assess the value of referring the 
case to a general court-martial against the cost and the impact such a trial would 
have on the resources of the unit and how such a trial would impact overall 
good order and discipline. An investigating officer's recommendation that there 
is sufficient evidence for the case to go to trial is in essence a statement that the 
case could go to trial and that under the facts, the prosecution could be 
successful. That recommendation says nothing about whether the case should 
go to trial. That decision is left to the commander because the commander is in 
the best position to make that assessment and is the one who ultimately is 
responsible for that decision. 

Likewise the commander must make the assessment as to what is best for the 
accused servicemember. The commander is responsible for that servicemember 
and he or she needs the power to determine whether a general court-martial is in 
the best interest of that servicemember and the unit. In the post-trial phase of a 
court-martial, the commander has unlimited authority to exercise clemency 
towards the convicted servicef!lember up to and including the authority to set 
aside the findings of guilt on any charges and return the servicemember back to 
the unit. 164 This clemency power is part of the commander's inherent authority 
to maintain good order and discipline. 165 For this same reason, the command
er's authority to disregard an Article 32 investigating officer's recommendation 

162. FED. R. CRtM. P. 5.l(f). 
163. R.C.M., supra note 113,401, 604. 
164. See 10 U.S.C. §860. 
165. See United States v. Jones, 15 M.J. 890 (A.C.M.R. 1983). 
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to refer the case to trial should be preserved. The proposed modification set out 
below preserves this authority. 

In order to remove the convening authority's veto power when an investigat
ing officer recommends that there is insufficient evidence for the case to 
proceed to trial but preserve the convening authority's ability to maintain good 
order and discipline, the following should be added as new section (t) to Article 
32 UCMJ: 

The convening authority may not refer a specification under a charge to a 
general court-martial for trial unless the investigating officer finds that reason
able grounds exist to believe that the accused committed the specification 
under charge. 

In addition, Rule for Courts-Martial 60l(d)(2)(A) should be amended as 
follows: "There has been substantial compliance with the pretrial investigation 
requirements of R.C.M. 405 and the investigating officer finds that reasonable 
grounds exist to believe that the accused committed the specification under 
charge. 

These proposed changes to Article 32 of the UCMJ and Rule for Courts
Martial 601(d) accomplish the goal of preserving the convening authority's 
appropriate authority over the court-martial system to ensure good order and 
discipline. The recommended changes prevent the convening authority from 
overriding the important protections which Congress intended when it created 
Article 32. 

Ill. JURISDICTION OVER CIVlLJANS ACCOMPANYING THE FORCE: IMPOSING A LOGICAL 
LIMITATION ON THE SCOPE OF UCMJ PROSCRIPTION 

In October of 2006, Congress resurrected the long dormant UCMJ jurisdic
tion over civilians accompanying the armed forces in the field. 166 Although 
Article 2(10) of the UCMJ subjected civilians accompanying the force in time 
of war to UCMJ jurisdiction since it was enacted in 1950 (a continuation of 
analogous jurisdiction that dates back to the inception of the armed forces in 
1775), the 1970 Averette decision by the Court of Military Appeals (COMA) 
significantly restricted exercise of this jurisdiction. 167 That decision interpreted 
Article 2(10) to apply only during periods of formally declared war. 168 Because 
the United States has not declared war since World War II, and was unlikely to 
do so after 1970, this decision led to a de facto nullification of UCMJ jurisdic
tion over civilians accompanying the force. Indeed, an entire generation of 

166. John Warner National Defense Authorization Act for Fiscal Year 2007. Pub. L. No. 109-364. 
§552, 120 stat. 2083, 2217, codified at 10 U.S.C. §802(a)(J0) (2006). 

167. UoHed States v. Averette, 41 C.M.R. 363 (C.M.A. 1970). 
168. Id. at 365. 
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Judge Advocates learned that it was almost inconceivable civilians would ever 
again be court-martialed. 

The conflict in Iraq produced a shift from inconceivable to conceivable. The 
high profile cases of alleged misconduct by subcontractors in Iraq and the 
perception that they acted with impunity 169 set the conditions for a radical 
change in the landscape of mi]jtary jurisdiction over civilians. Responding to 
this perception of impunity, Congress enacted an amendment to Article 2(a)(l0) 
of the UCMJ that effectively overruled the restriction imposed by COMA in 
Averette.110 This amendment expanded Article 2(a)(l0)'s grant of jurisdiction 
beyond time of war to include any "contingency operation."171 Accordingly, 
enactment of this amendment resurrected military criminal jurisdiction over 
more than 100,000 civilian employees and contractors deployed in support of 
the U.S. military. 172 

To date, only one civilian has been tried by court-martial pursuant to this 
resurrected jurisdiction. 173 Although the defendant pied guilty, he challenged 
the validity of the amendment to Article 2(10). The Court of Appeals for the 
Armed Forces recently affirmed the constitutionality of the amendment and 
upheld rus conviction. 174 In response, the defendant is preparing a petition for 
certiorari with the Supreme Court of the United States. 175 

Prevailing on this constitutional challenge will certainly present a sigruficant 
burden considering Congress expressly resurrected the exercise of military 
jurisdiction over this limjted category of civilians. 176 Furthermore, the exercise 
of military jurisdiction over civilians accompanying the force in the field is 

l69. See, e.g., More Women Reporl Sex Assaults in Jraq, USA TODAY, Dec. 19, 2007. 
170. Supra note 166. 
171. Id. 
172. See Renae Merle, Census Counts 100,000 Contractors in Iraq, WASH. PosT, Dec. 5, 2006, at 

DI. 
173. United States v. Ali, 7l M. J . 256 (C.A.A. F. 2012). Ali, who was born in Iraq and subsequently 

became a naturalized Canadian citizen (and thereafter held dual citizenship) worked for a contractor 
providing interpreters to U.S. forces in Iraq. After participating in a fight in which he allegedly stabbed 
another contractor, Ali was charged pursuant to the 2006 UCMJ amendment and pied guilty to 
wrongful appropriation of a knife owned by a U.S. soldier, obstruction of justice for wrongfully 
disposing of the knife after it was used in a fight with another interpreter, and making a false official 
statement to military investigators. A military judge sentenced Ali to five months confinement. Ali 
chaJlenged the legality of the NDAA's resurrection of military jurisdiction over civilians accompanying 
the force during any "contingency" operation in both the Army Court of Criminal Appeals and the 
Court of Appeals for the Armed forces. Both courts rejected his challenge and upheld the exercise of 
jurisdiction. 

174. United States v. Ali, 71 M.J. 256, No. 12-0008/AR (C.A.A.F. 2012). 
I 75. See Dwight Sullivan, Ali's Counsel Asks for More Time To File a Cert Petition, NATIONAL 

INSTITUTE OF M1uTARY JUSTICE BLoG-CAAFLOG, http://www.caaflog.com/2012/l J/14/alis-counsel-ask-for
more-time-to-fi I e-a-cert-petition/. 

176. See, e.g. Brief of Appellee at 269, United States v. Alaa Mohammad Ali, No. 20080559 (M.J. 
Apr. 5, 2012) (arguing that "Congress's 'war powers' provided constitutional authority for Uniform 
Code of Military Justice (UCMJ) provision subjecting persons serving with or accompanying an armed 
force in the field during a contingency operation to mjJitary jurisdiction''). 
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presumably based on a solid constitutional foundation. 177 Although the seminal 
Supreme Court decision in Reid v. Covert struck down the exercise of military 
jurisdiction over civilian dependents, that case addressed a different provision 
of Article 2. 178 Reid involved an exercise of jurisdiction over civilians pursuant 
to an executive agreement, which triggered the jurisdiction provided by Article 
2(a)(l 1) of the UCMJ (granting military jurisdiction over civilians when such 
jurisdiction was established by treaty or international agreement). 179 The Su
preme Court held that an executive agreement could not trump the Constitution 
by depriving U.S. citizens of certain fundamental constitutional trial rights - most 
notably the right to indictment by grand jury and trial by jury. 180 However, the 
holding in Reid was more limited than is often understood. 

First, only a plurality of Justices concluded that these constitutional rights 
applied at all times and in all circumstances. 181 Justice Harlan joined the 
opinion, but only because the defendants were tried for capital offenses. 182 For 
Harlan, indictment by grand jury and trial by jury were required for capital 
cases no matter where the United States exercised jurisdiction. 183 However, he 
broke with the plurality's conclusion that these rights applied for all offenses 
subject to trial by courts-martial because he was unwilling to conclude that 
indictment and trial by jury were fundamental rights in relation to all potential 
offenses. 184 Second, and far more significant in relation to the resurrection of 
Article 2(a)(10) jurisdiction, the Court explicitly exempted from its opinion the 
very narrow grant of jurisdiction over civilians accompanying the armed forces 
in the field. 185 According to the Court, "[f]rom a time prior to the adoption of 
the Constitution the extraordinary circumstances present in an area of actual 
fighting have been considered sufficient to permit punishment of some civilians 
in that area by military courts under military rules."186 

Of course, Reid addressed only the specific question of the constitutionality 
of exercising military jurisdiction over U.S. citizens pursuant to a stationing 
agreement, and therefore a narrow reading of the decision indicates it should not 
implicate the permissibility of asserting such jurisdiction over non U.S. nation-

177. See Geoffrey S. Com, Bringing Discipline to the Civilianization of the Ban le.field: A Proposal 
for a More Legitimate Approach to Resurrecting Military Criminal Jurisdiction over Civilian Augmen
tees, 62 U. MIAMJ L. REv. 491 (2008) (analyzing the constitutional validity of subjecting civilians 
accompanying the force to military jurisdiction); see also John F. O'Connor, Contractors and Courts
Martial, 77 TENN. L. REv. 75 J (20 l 0) (reviewing the history and practice of military jurisdiction over 
civilians and concluding that the 2006 amendment cannot be justified because of the availability of 
civilian trial alternatives). 

178. Reid v. Covert, 354 U.S. I, l 6 (1957). 
179. Id. 
l80. fd. at 16-17. 
181. Id. at 3. 
182. Id. at 65 (Harlan, J. , concurring in the result). 
183. Id. at 74. 
184. Id. 
185. ld. at 35. 
186. Id. al 33. 
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als or even over U.S. c1t1zens during contingency operations. However, the 
Court's skepticism over the use of military courts to try civilians created 
uncertainty as to the constitutionality of exercising such jurisdiction in other 
contexts. This doubt was seized upon by the COMA in Averette to support the 
limitation on the exercise of jurisdiction it adopted by narrowly interpreting the 
meaning of "time of war." 187 Nonetheless, by exempting Article 2(a)(l0) from 
its holding, the Reid decision provides substantial support for the 2006 resurrec
tion of jurisdiction over cjvilians accompanying the armed forces during contin
gency operations. 188 It is simply impossible to predict the ultimate outcome of 
the pending constitutional challenge to this resurrection of jurisdiction, or of 
subsequent challenges pressed by U.S. citizens subjected to it. 189 

Upholding this resurrection wj]l not, however, eliminate contemporary con
cern that trying civilians by courts-martial is an overreaction to the problem of 
misconduct committed by civilians supporting military operations in the field. 
This concern is not based only on the historical reticence to subject civilians to 
trial by military courts, a concern mitigated but certainly not eliminated by the 
substantial process provided to military defendants and the widely recognized 
credulity of the military justice system. It also derives from the fact that unlike 
in eras past, most civilians now accompanying the armed forces are already 
subject to federal civilian criminal jurisdiction for the type of serious offenses 
that most likely motivated this jurisdictional resurrection. Thus, trial by court
martial is not the exclusive remedy available to the government to address 
misconduct by civilians operating with the armed forces. Instead, in most cases 
they may be tried in Article III courts pursuant to the Military Extraterritorial 
Jurisdiction Act190 or the War Crimes Act. 191 

Ideally, careful analysis of the constitutionality of the amendment to Article 
2(10) will bring into sharp focus two underlying flaws in this effort to enhance 
the accountability of civilians accompanying the force: first, the unlimited scope 
of the subject-matter jurisdiction and the accordant broad range of military 
proscriptions resulting from the amendment; second, the failure to provide for 
the inclusion of civilian panel members (jurors) in cases involving civilian 
defendants tried by courts-martial. 192 If this jurisdictional resurrection continues 
to survive judicial challenge, these flaws should be addressed through additional 
amendments to the UCMJ, amendments that can be as easily enacted as the 
jurisdictional resurrection itself. 

187. Averette, 41 C.M.R. at 364. 
188. Reid, 354 U.S. at 35. 
189. See David L. Snyder, Civilian Military Contractors on Trial: The Case for Upholding the 

Amended Exceptional Jurisdiction Clause of the Uniform Code of Military Justice, 44 TEx. lNT'L L.J. 
65 (2008). 

I 90. Military Extraterritorial Jurisdiction Act, I 8 U.S.C. §3261. 
191. War Crimes Act, 18 U.S.C. §2441. 
192. lO U.S.C. §825. 
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A. Limiting Subject-Matter Jurisdiction 

Including civilians within the scope of UCMJ criminal jurisdiction was 
almost certainly intended to provide a criminal remedy to acts of serious 
civilian misconduct. 193 This is a laudable objective, as the perception of impu
nity for both U.S. and non-U.S. nationals associated with U.S. armed forces 
during contingency operations almost certainly undermines the military objec
tive of legitimacy. 194 However, pursuant to Article 2(10), any individual subject 
to UCMJ jurisdiction is subject to prosecution for all of the offenses established 
in punitive articles of the Code. 195 These enumerated offenses can generally be 
categorized either as traditional common law crimes (like murder, larceny, rape, 
robbery, etc.), or as uniquely military crimes (like disobedience, absence with
out leave, disrespect, missing movement etc.). While subjecting civilians to 
prosecution for offenses derived from the common law is a logical response to 
the perception of civilian impunity, it seems illogical to subject them to criminal 
liability for violating the uniquely military crimes enumerated in the Code. 
Instead, based on the type of contractor misconduct that caught public attention 
leading up to the 2006 amendment, it is reasonable to assume Congress sought 
to provide a viable criminal remedy for serious common law offenses only. 196 

As noted above, the constitutionality of resurrecting military jurisdiction over 
civilians is the subject of an ongoing judicial challenge. However, if this 
resurrection is ultimately upheld, it should be restricted to the type of offenses 
normally applicable to civilians subject to U.S. criminal law. The resurrection 
enacted by Congress goes far beyond this. 197 Accordingly, Congress should 
enact an amendment enumerating only those UCMJ offenses logically appli
cable to civilians and therefore falling within the jurisdiction of Article 2(a)(10), 
or, in the altemati ve, exempting from jurisdiction offenses of a military nature. 

One model that Congress might follow is that of the proposed Civilian 
Extraterritorial Jurisdiction Act (CEJA). 198 Like the Military Extraterritorial 
Jurisdiction Act (MEJA), this legislation was introduced to provide more compre-

193. H.R. REP. No. 109-664, pt. I (2006). 
194. See Jeffery Thumner, Drowning in Blackwa,er: How Weak Accountability over Private Security 

ConLraclOrs Significantly Undermines Counterinsurgency Efforts, ARMY L AW 64 (July 2008). 
195. 10 U.S.C. §802(a). 
196. See Hearing Before the H. Comm. on 1he Judiciary. E,!forcement of Federal Criminal Law To 

Protec/ Americans Working for U.S. Contractors in Iraq (2007) ("This hearing was convened in 
response to accusations that contractors in Iraq act with impunity and disregard for the law.''); see 
generally Jennifer K. Elsea, Moshe Schwartz, & Kennon N. Nakamura, Private Security Contractors in 
Iraq: Background, Legal Status, and 01her Issues, (Cong. Res. Serv.), Aug. 25. 2008; Private Security 
Contractors at War: Ending the Cul1ure of impunity (Human Rights First, 2008); Daniel Frisk & R. 
Derek Trunkey, Contractors' Support of U.S. Operations in Iraq (Cong. Budget Office, 2008) ('·Contrac
tor personnel have a different legal status than government employees and are subject to different 
regulations and laws (both U.S. and international). Those differences have led some Members of 
Congress to express concern about using contractors as part of military operations - concerns that date 
back to the use of contractors in the Revolutionary War ... ''). 

197. See supra note I 95 and accompanying text. 
198. Civilian Extraterritorial Jurisdiction Act of 20 I I, S. 1145, I 12th Cong. (201 I). 
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hensive Article III jurisdiction for civilians associated by employment or contrac
tual relationships with the U.S. government abroad. In fact, like the 2006 
amendment to the UCMJ, it was motivated by the MEJA jurisdictional limits 
exposed by contractor misconduct. Because MEJA required a contractual relation
ship with the Department of Defense, some civilian contractors working for 
other federal agencies fell beyond the reach of federal criminal sanction for 
serious misconduct. CEJA is supported by the Department of Justice, and 
although not enacted as of this date, may be in the future. 199 

CEJA, while complementing MEJA, is different from MEJA in two impor
tant respects. First, its jurisdiction extends beyond civilians associated with the 
armed forces to all civilians (employees, dependents, or contractors) working 
for any other federal government agency.200 Second, unlike MEJA's incorpora
tion by reference of all offenses specified in the Special Maritime and Territorial 
Jurisdiction of the United States, CEJA expressly enumerates offenses for which 
these civilians can be held accountable.201 This enumeration will provide more 
explicit notice to civilians subject to the proposed statute, and will limit these 
offenses to those most relevant to civilians operating outside the United States. 

CEJA is a contemporary reflection of Congress's view of the offenses for 
which civilians associated with the U.S. government overseas appropriately and 
necessarily should be held accountable. The offenses enumerated in CEJA 
include, inter alia, murder, manslaughter, assault, arson, larceny, burglary, kidnap
ping, sexual assault, manufacture and distribution of narcotics, bribery, and 
certain attempts and conspiracies.202 CEJA enumerates offenses similar to 
offenses enumerated by the UCMJ for which civilians can be prosecuted when 
accompanying the force. A similar enumeration in the UCMJ would limit 
criminal proscriptions applicable to civilians to serious common law offenses 
and several other offenses uniquely appropriate to the extraterritorial employ
ment context. This would eliminate the applicability of military offenses to 
civilians - the most questionable outcome of the 2006 jurisdictional amend
ment. 

Prosecutorial discretion, exercised by both Judge Advocates and the conven
ing authorities they advise, will be decisive in the actual range of offenses 
civilians will be charged with pursuant to the 2006 amendment. As a result, it 
may be relatively unlikely that this newly resurrected scope of military jurisdic
tion will be used to prosecute civilians for purely military offenses. However, 

199. See Holding Criminals Accountable: Extending Criminal Jurisdiction for Government Contrac
tors and Employees Abroad Before S. Comm. on the Judiciary, I 12th Cong. (2011) (statement of Lanny 
R. Breuer, Assistant Att'y Gen. of the United States), available at http://www.justice.gov/criminal/pr/ 
testimony/2011/crm-testimony- I 10525.html. 

200. CEJA S. I 145 §2. 
201. Id. 
202. Id. 
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such prosecutions are not without precedent.203 More importantly, the fundamen
tal question raised by the jurisdictional expansion is whether commanders 
should ever be authorized to consider such charges. Ensuring accountability for 
civilians accompanying the force is certainly a legitimate goal, a goal that 
Congress chose to accomplish - at least in part - by resurrecting military jurisdic
tion over these civilians.204 However, exposing civilians to prosecution for 
uniquely military offenses is inconsistent with this goal for the simple reason 
that civilians are not expected to conform their conduct to the type of military 
norms from which these offenses arise. Therefore, restricting the scope of the 
2006 resurrection of military criminal jurisdiction to offenses analogous to 
those enumerated in CEJA will enhance the legitimacy of any future exercise of 
this jurisdiction without compromising the purpose for the resurrection. 

B. Provid.ing for Civilian Panel Members 

Even if the UCMJ offenses applicable to civilians are narrowly tailored by 
legislation (or in practice through the exercise of prosecutorial discretion), 
trying civilians by courts-martial will still result in a deprivation of a number of 
fundamental constitutional rights applicable to defendants in Article III criminal 
courts.205 None of these is more significant than the right to trial by jury.206 In 
Duncan v. Louisiana, the Supreme Court held that trial by jury is a fundamental 
aspect of due process, and therefore confirmed the right applied to the states 
through the conduit of the due process clause of the Fourteenth Amendment. 207 

In support of its holding, the Court explained that the right to trial by a jury of 
peers is central to the concept of legitimate justice in the Anglo-American legal 
tradition and characterized the right as an ''inestimable safeguard" against 
oppressive or arbitrary government prosecution.208 The Court subsequently held 
that this right is triggered by trial for any offense with a potential punishment in 
excess of six months' confinernent.209 

Although an accused facing trial by special or general court-martial (the type 
of court-martial that would likely be used to try a civilian) has a right to request 
trial by "members," this is not analogous to a jury of peers. Indeed, the "military 
jury" is selected from a pool chosen by the commanding officer ordering trial by 
court-martial, based on a number of statutorily defined factors.210 One statutory 
requirement is that each member be superior in rank to the accused.21 

L How this 

203. See generally, Geoffrey S . Corn, Bringing Discipline to the Civilianization of the Battlefield: A 
Proposal for a More Legitimate Approach to Resurrecting Military Criminal Jurisdiction over Civilian 
Augrnentees 62 U. MIAMI L. REv. 491 (2008). 

204. 10 U.S.C. §802(a)(l0). 
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207. Duncan v. Louisiana, 391 U.S. 145 (1968). 
208. Id. at 156. 
209. Baldwin v. New York, 399 U.S. 66, 90, ( 1970). 
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requirement will be interpreted in choosing a jury for the trial of a civilian is 
unclear. Any effort to include individuals superior in rank to the accused civilian 
would obviously be inconsistent with a pool of peer jurors. 

Indeed, the inconsistencies between the Sixth Amendment right to trial by 
jury and the court-martial panel were the focal point of the Supreme Court's 
Reid decision.2 I 2 The Court relied heavily on its conclusion that the court
martial panel structure did not satisfy the requirements of the right to trial by 
jury.2I3 This was also the key consideration that led Justice Harlan to join the 
plurality - at least in the context of capital cases.2 I4 As noted above, the Court 
explicitly declined to address in its ruling trial of civiLians who accompanied the 
forces in the field. However, it seems significant that Reid predated Duncan's 
holding that the right to trial by jury is so fundamental it extends to the states as 
a component of minimal due process. This conclusion only bolsters the argu
ment that any prosecution of a civilian for a criminal offense carrying a risk of 
confinement in excess of six months triggers the right to a jury trial. Excluding a 
civilian tried pursuant to the jurisdiction of Article 2(a)(10) from this fundamen
tal component of due process seems difficult to justify, even though it is 
permissible to deny this protection to members of the armed forces. 

This consideration did not, however, deter Congress from subjecting civilians 
to trial by courts-martial. As with consideration of the scope of that jurisdiction 
itself, it is useful to consider how court-martial procedure might be adjusted to 
balance the interests of the timely and efficient military trial with the rights of 
the civilian defendant. Abandoning the panel system altogether in favor of a 
jury drawn randomly from the civilian population seems utterly illogical, as the 
offense, and quite frequently the court-martial, wilJ occur in the territory of 
another nation. Indeed, the difficulty in empanelling such a jury has always 
been partial justification for subjecting civilians in the field to trial by courts
martial. Furthermore, even if it were feasible to utilize an entirely civilian jury, 
it would in large measure nullify one of the most important aspects of the 
military justice process: selection of panel members based on their age, experi
ence, education, and judicial temperament.2 15 However, retaining a purely 
military panel exacerbates the perception (if not the reality) that the civilian 
defendant is being deprived of a fundamental component of fair justice - a jury 
reflecting a fair cross section of members of her own society.2 16 

One possible solution would be to adopt the approach currently used to 
enhance the fairness of panels sitting in judgment of enlisted servicemembers: 
including the right to demand a panel composed of one-third members drawn 

212. Reid, 354 U.S. I. 
213. Id. at 9. 
214. Id. at 77 (Harlan, J ., concurring in the result). 
2 15. IO U.S.C. §825. 
216. Duncan v. Louisiana, 391 U .S. 145 (1968). 
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from the defendant's peer group, in this case civilians.2 '7 When an enlisted 
servicemember is tried, the UCMJ provides the enlisted accused an absolute 
right to demand that at least one-third of the panel members be enlisted 
personnel.2 18 A similar provision could be added to the Code to allow civilian 
defendants tried pursuant to Article 2(a)(10) to demand one-third civilian panel 
members (other civilian employees or contractors). Considering the population 
of civilians normally associated with U.S. military contingency operations, it is 
difficult to imagine the inability to find several civilians capable of serving as 
panel members. Furthermore, because military panel members are instructed 
that rank shall play no role in their deliberations, the fact that a civilian panel 
member is not subject to the orders of the senior mjlitary member of the panel is 
irrelevant. 

Civilian panel members are not currently contemplated in Article 25 of the 
UCMJ - the article establishing the criteria for Convening Authority selection 
of court-martial members. Therefore, an amendment to the UCMJ (and not the 
Rules for Courts-Martial alone) would be necessary to provide this option.219 

Furthermore, any such amendment would have to specify the qualifying criteria 
for civilian panel members in order to facilitate the selection process. Such an 
amendment does not, however, seem particularly difficult to conceive. 

Congress could easily amend Aiticle 25 to establish these selection criteria. 
Like the criterion for selection of military panel members, this amendment 
could require selection based on age, experience, education, and judicial tempera
ment. It would be difficult to include some analogue to the superior rank 
requirement;220 however, it would be possible to require that civilian members 
satisfy a minimum time with the service to be eligible. In order to deal with the 
reality that civilian employees associated with the mission on a de facto basis 
are often not de jure part of the commander's unit, it might be necessary to 
authorize the selection of civilian panel members who are not technically 
members of the Convening Authority's command. 

Were Congress to adopt such an amendment, other modifications to the Rules 
for Courts-Martial and standard instructions on deliberation and voting would 
likely also be necessary. For example, the norm.al requirement that panel 
members not be of the same unit as the accused would need to be modified to 
address the relationsrup between the civilian accused and the civilian panel 
member.22 1 Similar adjustments to the chain-of-command connection between 

217. This is the practice used by the United Kingdom when courts-martial are convened to try 
civilians. See Regina v. Martin l 19971 UKHL (appeal taken from Her Majesty's Courts-Martial Appeal 
Court) (upholding the trial by courts-martial of a civilian dependent of a member of the U.K. armed 
forces in Germany for crimes committed in Gem1any while his father was stationed there pursuant to 
The Army Act of 1955), available at http://www.publications.parliament.uk/pa/ld I 99798/ldjudgmt/ 
jd97 l 216/mart01.htm. 
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221. Id. at §825(c)(l ). 
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military and civilian panel members would be required.222 As for instructions, 
there would need to be some method of ensuring that the normal admonition 
that "rank play no role in deliberations" extends to military or civilian status. 223 

Trying civilians by courts-martial may be constitutional under limited circum
stances, and may actually at times offer the most effective means for criminal 
accountability. However, subjecting civilians to military trials must be consid
ered an exceptional measure, with recognition that such trials will almost 
inevitably create a perception of military overreaching. Assuming the resurrec
tion of military jurisdiction enacted by Congress in 2006 will withstand appel
late scrutiny, it is in the interests of the military and potential civilian defendants 
to adjust the scope of this jurisdiction. Congress should define a limited range of 
common law offenses applicable to civilians in order to exclude them from 
UCMJ proscription for uniquely military offenses. Furthermore, Congress should 
provide for inclusion of civilian panel members on the "juries" that will sit in 
judgment of civilian defendants. Neither of these adjustments is overly com
plex, and both will enhance the credibility of the 2006 jurisdictional resurrec
tion. 

CONCLUSION 

These three modest but important proposals will improve overall fairness in 
the system: (1) incorporating a no-adverse-inference warning into the Article 
3 l(b)224 military version of Miranda warnings; (2) transforming the Article 
32225 pretrial investigation into a process more like a preliminary hearing 
process; and (3) expressly enumerating a limited category of offenses to which 
civilians accompanying the force in the field are subject to prosecution. These 
improvements come at no significant cost to military readiness. Each strikes an 
appropriate balance between justice and discipline and each takes into account 
the unique features of military service. Accordingly, we believe that Congress 
should implement these changes. 

222. Id. at §822 and 823. 
223. See R.C.M., supra note 113, 921 (a) . 
224. IOU.S.C. §831(b). 
225. Id. at §832. 
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The field of national securi ty law has grown eno1mously over the last decade. 
U.S. activities devoted to countering terrorism, particularly after 9/11 , the wars 
in Iraq and Afghanistan, the continuing shadow wars against al Qaeda and its 
affiliates, the Arab Spring and its repercussions, and sharply increased attention 
to cyber war and cybersecurity have contributed to a complex legal, strategic, 
and policy maze that cha1Ienges our abilities to advise our clients and teach our 
students. Our generation must try to bring coherence and structure to this 
emerging discipline. Throughout its fifty-year history, the American Bar Associa
tion (ABA) Standing Committee on Law and National Security (SCOLANS) 
has strived to address the most important national security law issues and 
advance understanding among members of the bar and the public. In recent 
years, SCOLANS has recognized the importance of educating the next genera
tion of lawyers to advise clients concerning national security law, including 
tensions between security and liberty, and anticipate problems on the horizon. 
The Journal of National Security Law & Policy (founded with support from 
SCOLANS) aims to advance the conversation on national security law and 
policy education and is launching a series that will focus on national security 
teaching and curricula. This article and the one by Laura K. Donohue in this 
collection open this discussion. 1 

In September 2012, SCOLANS and the Institute for National Security and 
Counterterrorism (INSCT) of the College of Law and Maxwell School of 
Citizenship & Public Affairs at Syracuse University co-hosted the third annual 
National Security Law Teaching Conference, Educating the Next Generation of 
Decision Makers: The Intersection of National Security Law and International 
Affairs. 2 The conference engaged national security law and international affairs 
experts from academia, government, and private practice in thoughtful discus
sions about translating legal advice into policy in civilian and military settings. 
It identified interdisciplinary lessons and methods to improve education for 

* Board of Advisers Distinguished Professor of Law, Professor of Public Administration, and 
Director, Institute for National Security and Counterterrorism, Syracuse University; and Editor-in
Chief, Journal of National Security Law & Policy. 

** Chair, Advisory Committee, ABA Standing Committee on Law and National Security, and 
Professor, Drexel University iSchool, and School of Law, Board of Visitors, National Intelligence 
University.© 2013, William C Banks and Harvey Rishikof. 

l. Laura K. Donohue, National Security Law Pedagogy and The Role of Simulations, 6 J. NAf''L 
SECURITY L.& PoL'Y (2013). 

2. For conference information and materials, see http://teaching-national-security-law.insct.org and 
http://insct.syr.edu/insct_events/teaching-law-national-security/. 
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students of national security law and policy. 
The organizers' founding premise was that in modem foreign affairs and 

national and international security governance, policy and subject area experts 
and lawyers attend the same meetings, hash out common policy positions, and 
worry about how to implement their prescriptions. This approach has become 
the hallmark of the "whole of government" policy process. Yet international 
affairs experts and national secmity lawyers are educated in parallel, not 
together. They speak different professional languages, and their analytic refer
ence points and methods are normally divergent, if not at times conflicting. In 
short, a good deal of energy and time in governance is spent finding common 
ground between lawyers and policy experts. The conference explored ways to 
enrich education in related and complementary disciplines by exposing both 
sides to new methods and ways of approaching problems. 

Panel discussions were led by distinguished experts from academia, private 
practice, and government, and included several who had served in multiple 
capacities. Translating Legal Advice into Policy - How It Actually Happens was 
led by Elizabeth Rindskopf-Parker, Mary DeRosa, Joel Brenner, and Richard 
Falkenrath. 3 Panelists emphasized how lawyers applying national security law 
must be able to present a wide aiTay of ideas and lead policy makers to make 
educated decisions within legal constraints. Lawyers advising government policy 
makers must offer a variety of options and outline a plausible way for policy 
makers to accomplish their stated policy goals. 

In discussion, panelists agreed that while policy makers can feel constrained 
by their legal counsel's advice, a good attorney tries to understand not only 
what the client is asking, but also what the client ultimately wants to achieve. 
The national security lawyer needs to be constructive, providing policy makers 
with options for what they can do, not just what is prohibited. Unequivocal 
"yes" or "no" answers are rare in national security law. Lawyers must also 
clarify the difference between their legal and policy advice, and ensure that their 
client participates in the process. 

Panelists opined that executive and legislative branch lawyers have different 
priorities and often do not work well together or trust each other since each 
approaches tasks with deep institutional equities. Furthermore, their interactions 
may raise separation of powers issues and create tactical problems, particularly 
during times of war, when each branch asserts its respective Article I or II 
powers. 

3. Elizabeth Rindskopf Parker, Professor and fonner Dean, Pacific McGeorge School of Law, 
General Counsel, CIA (1990-1995) and NSA (1984-1989), Principal Deputy Legal Adviser, U.S. 
Department of State (1989-1990); Mary B. DeRosa, Professor, and former Deputy Assistant and 
Deputy Counsel to the President, National Security Council Legal Adviser, Chief Counsel for National 
Security, Senate Judiciary Commjttee; Joel Brenner, practicing lawyer and former Inspector General at 
NSA and Counterintelligence Executive at ODNI; and Richard Falkenrath, Chertoff Group Principal 
and former Deputy Commissioner for Counterterrorism for New York City. 
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Panelists pointed out that legal scholars can contribute to the development of 
national security law by presenting government attorneys with research concern
ing emerging issues that government attorneys may not have the time to 
explore. Law schools' core function should be to graduate students who have 
multi-disciplinary analytical and pragmatic skills. 

The second panel, Teaching our Law and International Affairs Students: 
Learning from Each Other, was chaired by law professors, Steve Vladeck and 
Laura Donohue, and international affairs professors, Cindy Williams and Mi
chael Glennon.4 They discussed national security pedagogy and the importance 
of simulations or "gaming," arguing that law schools do not adequately prepare 
students for situations they will face after graduation. For instance, law students 
should learn how to interject law into policy discussions, be the "+ l" in the 
room. Students should learn to accommodate uncertainties that pervade national 
security law and communicate advice effectively and succinctly. The panel also 
decried students' inadequate knowledge of history and agreed that national 
security courses should teach the historical context of modern national security 
problems. Teaching the historical foundation will give our students an important 
perspective during crisis situations. 

The third panel, led by David E. Graham, Charles J. Dunlap, Jr. , Geoffrey S. 
Com, and Harvey Rishikof, examined the intersection of national security legal 
advice and policy from the perspective of the military and service branch 
educators.5 The panel explored changes in how the miLitary seeks legal advice 
and criticism that lawyers play too large a role in mjlitary decisionmaking and 
even establish policy. Specifically, panelists considered whether the role of 
military lawyers should be to advise only on the law or whether they should 
also address the policy ramifications of their legal advice. Panelists agreed that 
in most situations it is important to know who the final decision maker is and 
what the process is, and to know whether you, the lawyer, have a seat at the 
table when the final decision is being made. Dunlap introduced the notion of the 
"strategic corporal" to illustrate that decisions are not always made at tbe top 
and pushed down, but that a decision made at a checkpoint by a corporal, 
informed by good legal advice, for example, can have strategic national security 
consequences. 

The panel also discussed the importance of moral courage in national secw-ity 
law and being able to say "no" to your client. Panelists stressed the need to 
know who your client is and build a relationship with the client. Clients will 

4. Stephen I. Vladeck, Professor and Associate Dean for Scholarship, American University Washing
ton College of Law; Laura K. Donohue, Associate Professor, Georgetown Law; Cindy Williams, 
Principal Research Scientist, Security Swdies, Massachusetts lnstitute of Technology; and Michael J . 
Glennon, Professor of International Law. Fletcher School of Law and Di plomacy, Tufts University. 

5. David E. Graham. Executive Director of the Anny JAG Legal Center and School, former Director 
of the Center for Law and Military Operations: Charles J. Dunlap, Jr., Executive Director of the Center 
on Law, Ethics and National Security, Duke Law School, and former Deputy TJAG, U.S. Air Force; 
Geoffrey S. Corn, Professor, South Texas College of Law, and former Anny JAG; and Harvey Rishikof. 
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look to lawyers for judgment on issues beyond the law, and this additional 
advice can regard Jife and death situations. A panelist remarked that one of the 
greatest qualities of a good lawyer is to understand what you do not know. A 
military lawyer must know how to inform a captain without telling him how to 
steer his ship. Increasing]y, military JAG officers are being asked to work with 
civilian counterparts from the Department of Justice or the Department of State 
on missions of whole of government in the field. A sound grounding in 
international law and theory will prove invaluable to the next generation of 
JAGs. 

The final panel, Problem Solving in the Real World of National Security: 
Interdisciplinary Approaches and Lessons, was chaired by Kathleen Clark, 
Cynthia R. Ryan, Laurie R. Blank, and W. George Jameson. 6 Clark framed the 
discussion by noting that problem solving in national security law is necessarily 
interdisciplinary because the essential facts pertinent to a problem may spring 
from any source, and non-lawyers are as likely as lawyers to be central to 
coming to thoughtful policy and law recommendations. Jameson described 
national security law problems as presenting "dawn and dusk alternatives," not 
night and day options. Decisions are often based on shades of gray and require 
judgment grounded in pragmatic considerations. 

Cynthia Ryan emphasized that the agency lawyer must know her client's 
business, which in Ryan's case is imagery analysis. The National Geospatial
Intelligence Agency is a technologically sophisticated agency that moves fast, 
and lawyers have to keep up. She instructs agency attorneys to read and 
understand the agency's mission strategy because the strategy reflects the 
priorities of the client. At an intelligence briefing, she learned about an agency 
plan to use aggregate data from Twitter to identify potential hotspots around the 
globe. Without prompting from the Director, the Office of General Counsel 
(OGC) identified the use of Twitter as an emerging legal issue that its lawyers 
wanted to address proactively. The office created a guide designed for non
lawyers about using social media information. The guide was disseminated 
from the director through the agency to operations, and OGC followed up with 
training for NGA staff. 

Laurie Blank directs an international humanitarian law clinic that pairs 
students with clients, including NGOs, the International Committee of the Red 
Cross, and international tribunals. She noted that law students are taught 
research and writing, but receive less instruction on how to give advice. 
Students must learn about their clients and their clients' interests using whatever 
sources they can find, and then communicate with the client by phone and 

6. Kathleen Clark, Professor, Washington University School of Law, and former Chair, National 
Security Law Section, Association of American Law Schools; Cynthia R. Ryan, General Counsel, 
National Geospatial-Intelligence Agency; Laurie R. Blank, Professor and Director of International 
Humanitarian Law Clinic, Emory University School of Law; and W. George Jameson, Principal, 
Jameson Consulting, and formerly, Director, Office of Policy and Corporate Coordination (2006-2009) 
and attorney, Office of General Counsel, CTA. 
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email, rather than traditional legal memorandum. They learn to present info1ma
tion to their clients in a way that generates more client requests so the student 
can better address the client's core problem. 

In their respective plenary speeches, Harold Hongju Koh,7 State Department 
Legal Adviser, and James B. Steinberg,8 Dean, Maxwell School, Syracuse 
University, illuminated the conference's core themes. Koh reviewed several 
Obama administration national security actions to illustrate the dynamic relation
ship between national security law and policy and the unyielding need to shape 
baseline legal principles to new and unanticipated circumstances. Koh reminded 
his audience that the law matters, even in the face of asymmetric attacks by 
those who use our fidelity to law as a weapon. Yet the law is inevitably playing 
from behind in our high-stakes and always changing national security environ
ment. Koh reviewed the Cuban Missile Crisis to illustrate how lawyers were 
able to expand the choice of options through shrewd international law interpreta
tions. In his remarks, Steinberg highlighted the importance of good lawyers in a 
national security policy environment. Lawyers as skillful as Harold Koh say 
what the law is, map out options that fall within available authorities, and stitch 
the policy imperatives together with legal guidance in a coherent package. 
Steinberg, an attorney, noted the advantage of legal training to enhance the role 
of national security lawyers in the policy process. 

In sum, the conference underscored the need for cross-training lawyers and 
international policy specialists in each other's disciplines. Emerging national 
security issues do not fit into departmental silos. Senior national security leaders 
are often lawyers who have later taken on policy positions. Conversely, interna
tional relations experts selected for senior policy positions increasingly find 
themselves locked into windowless rooms wi th senior attorneys. A curriculum 
that teaches law and policy skills and challenges students with the interdisciplin
ary conundrums often faced by policy makers will better prepare our next 
generation of leaders. The conference initiated dialogue about how to create 
such a curriculum, and we hope that other institutions, following the lead of 
Syracuse's INSCT and the AB A's SCOLANS, will continue this discussion. 

7. Harold Hongju Koh, Legal Adviser, State Department (2009-20 I 3). and Professor and former 
Dean, Yale Law School. 

8. James B. Steinberg, Dean, Maxwell School, Syracuse University, and formerly Deputy Secretary 
of State, Deputy National Security Adviser to President William J. Clinton, and Dean, Lyndon B. 
Johnson School of Public Affairs. 
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National Security Law Pedagogy and the 
Role of Simulations 

Laura K. Donohue* 

I NTRODUCTION 

Much has been made as of late about the impact of the retracting economy on 
law students. 1 The loss of big firm jobs and the breakdown of the tradi6onaJ 
apprenticeshjp structure have reverberated in law schools, as they struggle to 
address the consequences, not least of which has been a renewed public debate 
about the value of legal education.2 The uneasy compromise forged in the 1870s 

* Associate Professor of Law, Georgetown Law. Special thanks to Judge James E. Baker, Bill 
Banks, Canie Cordero, Dakota Rudesill, and Robin West for their thoughtful comments on earlier 
drafts of this article. My appreciation also goes to John Benton and Marc Sorel, who have been central 
in developing the concept behind NSL Sim 2.0, as well as Alan Cohn, Dakota Rudesill, and Mitt Regan, 
fellow control team members and teachers in National Security Crisis Law in Spring 20 12. Dean Bill 
Treanor has been unfailingly supportive, including serving as President of the United States during the 
simulation. Kathleen Sullivan kindly supported the first iteration of the course al Stanford Law in 2009, 
at which time Corey Gruber, Kevin O'Prey, and J.P. Schnapper-Casteras helped to develop the tabletop 
design. Peter Bing generously provided a grant to support the project. 1 thank my students for their 
dedication, as well as those who have returned to help run the simulation on the control team - particu
larly John Benton, David Cavell, Andrew Christy, Eric Day, Zach Garthe, Rebecca Givner-Forbes, Alix 
Holtsclaw, Benjamin Klein, Thomas Mcsorley, Christopher Morgan-Reiss, Sarah Mortazavi, Logan 
Pere!, Alaric Piette, J.P. Schnapper-Casteras, Marc Sorel. and Amanda Wall. Thanks also to Nadia 
Asancheyev and Carrie Cordero for their assistance in assembling materials related to national security 
programs at various law schools. A short clip of the simulation can be found at: http://www. 
law.georgetown.edu/about/academic-excellence/index.cfm. © 2013, Laura K. Donohue. 

I. See, e.g .. THOMAS D. MORGAN, THE VANISHING AMERICAN LAWYER (2010); Catherine Ho, Officials 
Press ABA on Law School Debt, WASH. PosT, Jul. 24, 20 I 1, at Al4; Alan Scher Zagier, Law Schools 
Lure Fewer Studenrs as Jobs D,y Up, HuFFTNGTON PosT (Sept. 1, 201 1), available at http://www. 
huffingtonpost.com/2011/09/0 l/law-schools-lure-fewer-st_0_n_944662.html; Libby Sander, Despite Dis
mal Job Market, Many Law Students Forgo Key Opportuni1ies on Campus. CHRON. OF HtGHER EDUC., 
Jan. 6, 2012, available at http://chronicle.com/article/Despite-Dismal-Job-Market/130229/; Michele 
Goodwin, Law Schools' Failure To Prepare Students ... It's complicated, CHRON. OF HIGHER EDUC., 
Dec. I 3, 20 I I, available a1 http://chronicle.com/blogs/brainstorm/law-schools' -failure-to-prepare
students ... it's-complicated/42163; Frank Pasquale, New York Times Financial Advice: Be an Unpaid 
Intern Through your 20s (Then Work till You're JOO), CONCURRING OPrNtONS, available at http:// 
www.concurringopinions.com/archi ves/2011 / J l/new-york-times-fi nancial-ad vice-be-an-unpaid-i ntem
through-your-20s-then-work-ti ll-youre- I 00.html (considering the roots of rising un- and underemployment 
in the legal industry). 

2. See, e.g., David Segal, For Law Schools, A Price To Play the A.B.A. '.s Way, N.Y. TtMES, Dec. 17, 
2011, at BU I; David Segal, Law School Economics: Ka-Ching!, N. Y. TIMES, July J 6, 20 11, at BU 1; 
Katherine Mangan, legal Educators Grapple with How To Meet a Changing Profession's Needs, 
CHRON. OF HIGHER EDUC., Jan. 6, 2012, available at http://chronicle.com/article/LegaJ-Educators-Grapple
With/l 3023 J /; Katherine Mangan, Law Schools on the Defensive Over Job-Placement Data: Other 
Professional Schools Wonder If They'll Be Next To Hear Demands about Career Prospects, CHRON. OF 
H1GHER EDuc., Oct. 16, 2011 , available at hnp://chronicle.com/article/Crisis-of-Confidence-in-Law/ 
129425/; Katherine Mangan, Law Schools Revamp Their Curricula To Teach Practical Skills, CHRON. 
OF HIGHER EDUC., Feb. 27, 2011, available at http://chronicle.com/article/Law-Schools-Revamp-Their/ 
126512/. Also note that the January 20 12 meeting of the Association of American Law Schools in 
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by Harvard President Charles William Eliot and law school Dean Christopher 
Columbus Langdell now stands in question. 3 

On the one hand, the practice oflaw itself requires judgment, public responsi
bility, and exercise of legal doctrine. These skills prove paramount in defining 
the profession, and they are taught in some form through the Socratic and 
case-based method. On the other hand, the research strand of the modem 
university emphasizes critical thought and scholarly independence, driving the 
engine of normative debate. The public discourse of late has eschewed the latter 
as unnecessary and superfluous in the context of the making of lawyers, 
suggesting that law schools should instead narrowly emphasize lawyering skills 
in new, more efficient ways, so as to reduce the costs of legal education and 
more adequately prepare students to become members of the trade.4 

There is much to lament about the current state of affairs. Yet the most 
unfortunate aspect of the current debate is the anti-intellectual nature of the 
Sirens' song, which calls for the academy to abandon the pursuit of scholarship 
in favor of an assembly line model. Equally regrettable is the assumption that 
one size fits all when it comes to different areas of the law. The demands placed 
on lawyers in specialized fields cry out for more careful consideration. 

Three points here with respect to national security law deserve notice. First, 
the generalizations made about diminishing job prospects for students following 
graduation generally do not apply.5 To the contrary, job opportunities in the field 

Washington, D.C., an event attended by more than 3,000 educators, included a daylong session on 
changes in the profession and the consequent impact on legal education. 

3. See, e.g., David Segal, What They Don't Teach Law Students: Lawyering, N.Y. TlMES, Nov. 19, 
201 1, at Al; David Segal, Is law School a losing Game?, N.Y. TIMES, Jan. 8, 2011, at BU I; Katherine 
Mangan, Law Schools Resist Proposal To Assess Them Based on What Students Learn, CHRON. OF 
HlGHER Eouc. (20 IQ), available at http://chronicle.com/article/Law-Schools-Resist-Proposal-to/63494/ 
(noting the emphasis at the 2010 AALS on potential revisions to the accreditation standards proposed 
by the AB A's Section of Legal Education and Admjssions to the Bar); AALS Workshop on the Future of 
the Legal Profession and Legal Education - Changes in Law and Practice: Implications for Legal 
Education, Washington, D.C., Conference Program, Jan. 5, 2012, at 6 (considering new and different 
kinds of trainings that law schools will in the future need to provide, changes in the legal academy, and 
how "projected changes in the economics of the legal profession affect law students' priorities," as well 
as what the legal academy should be doing to prepare for the changes); Richard A. Matasar, Financing 
and Organizing Law Schools of the Future, Remarks Prepared for AALS Annual Conference, Jan. 5 , 
2012 (calling for quicker legal education focused on practice). 

4. See, e.g., supra notes 2 and 3; Brent E. Newton, Preaching What They Don't Practice: Why Law 
Faculties' Preoccupation with Impractical Scholarship and Devaluation of Practical Competencies 
Obstruct Reform in the Legal Academy, 62 S.C. L. REv. 105 (2010). 

5. T use the term "national security law" here broadly, cognizant that its contours continue to be 
subject to much debate. (See discussion, infra). At a minimum, it applies to the instruments related to 
the Unjted States' geopolitical concerns as well as weaponized threats to the territorial integrity and 
well-being of the population, such as insurrection, aggression from other countries, the potential use of 
weapons of mass destruction (chemical, biological, radiological, or nuclear) within U.S. bounds, 
instability in regions central to U.S. security, catastrophic terrorist attack, and inte lligence gathering. 
Broader understandings might include pandemic disease, climate change, international organized crime, 
energy supply, and economic concerns. For a more detailed discussion of the rapidly expanding nature 
of the field, see Laura K. Donohue, The Limits of National Security, AM. CRLM. L. Rev. (2012); see also 
JAMES E. BAKER, IN THE COMMON DEFENSE: NATIONAL SECURITY LAW FOR PERILOUS TlMES 13-22 (2007). 
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are expanding. There is a demand for talented and well-trained national security 
lawyers in the federal government, law firms, private industry, consultancies, 
think tanks, advocacy groups, special interest organizations, journalism, interna
tional organizations, state and local government, and the legal academy. 

Second, while an important part of the picture, economic considerations may 
be only partially relevant to understanding what is driving this debate. It is 
remarkable how frequently, throughout U.S. history, major conflicts have been 
followed by legal reform movements. The present may be no different. Perhaps 
the reason that war gives rise to such debate stems in part from the deeply 
political and policy-oriented role that lawyers serve. 

Law is a public function, and lawyering not merely a service rendered, but 
action that at once both reflects and shapes government power. Law and 
lawyering are thus sensitive to the political environment and forced to conform 
to the changing conditions occasioned by war. The War of 1812 and the U.S. 
Civil War were both followed by periods of innovation in legal education.6 

World War I gave birth to new ideas, as a generation of soldiers returned. Little 
disposed to blindly accept inherited formulas, they critica11y scrutinized legal 
education, adjusting it to suit an altered wor1dview.7 It was with this in mind 
that the 1921 Reed Report was issued - an effort to consider the function of 
lawyers in light of rapidly changing circumstances. Jerome Frank's widely cited 
article on the importance of clinical education came in the wake of World War 
II,8 while the ABA at the close of the conflict in Vietnam commissioned a report 
to consider the appropriate role of Jaw schools.9 This point is not to be 
over-emphasized, as numerous other factors contribute to the need for the legal 
profession to re-evaluate its position. But it is worth recognizing that the end of 
the Cold War saw a similar phenomenon, with the release of the ABA's now 
famous MacCrate Report. 10 And since 9/11 the country has been engaged in 
military conflict. Domestic and international threats faced by the country have 
morphed and federal institutions and powers have radically altered. 

The question that now faces law schools is how to conform legal education to 
changing realities. Economic downturn thus may be an important consideration, 
but it is not the only driving force. With this in mind, it is particularly important 
to look carefully at national security law, which is playing such a pivotal role in 
the formation of new institutions, new social arrangements, and the evolution of 
U.S. Constitutional, statutory, and regulatory law. 

6. ALFRED Z. R EED, TRAINING FOR THE PUBLIC PROFESSION OF THE LAW 6 ( 192 J) 
7. ld., at 3. 
8. Jerome Frank, A Plea for Lawyer-Schools, 56 YALE L.J. 1303 ( 1947). 
9. AMERICAN BAR ASSOCIATION, SECTION OF LEGAL EDUCATION AND ADMISSIONS TO THE BAR, REPORT AND 

R ECOMMENDATIONS OF THE TASK FORCE ON LAWYER COMPETENCY: THE ROLE OF L AW SCHOOLS (1979) 
[hereinafter Cramton Report] . 

J 0. AMERICAN BAR ASSOCIATION SECTION OF LEGAL EDUCATION AND ADMISSION TO THE BAR, L EGAL 

EDUCATION AND PROFESSIONAL DEVELOPMENT: AN EDUCATIONAL CONTINUUM, REPORT OF THE TASK FORCE ON 

LAw SCHOOLS AND THE PROFESSION: NARROWING THE GAP ( 1992) [hereinafter MAcCRATE REPORT]. 
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Third, looking more carefully at national security law in the contemporary 
context, there are features unique to its practice that sit uneasily in the tradi
tional pedagogical approach. It is one thing to question the function of legal 
education writ large, within society, in light of swiftly changing social, political, 
and economic conditions. It is another thing entirely to look specifically at one 
sub-field - indeed, an area that has profound influence on the broader dia
logue - and to question how this particular area should adapt. New and innova
tive thinking is required. This does not mean that law schools should abandon 
the enterprise embraced by Eliot and Langdell in the wake of the Civil War - that 
of critical distance and thoughtful scholarly debate. 11 If ever such conversation 
were needed, it is now. Yet the times do raise the question whether law schools 
could do a better job of preparing students for the types of challenges they will 
be facing in the years to come, specifically in relation to national security. 

This article challenges the dominant pedagogical assumptions in the legal 
academy. It begins by briefly considering the state of the field of national 
security law, noting the rapid expansion in employment and the breadth of 
related positions that have been created post-9/11. It considers, in the process, 
bow the legal academy has, as an institutional matter, responded to the demand. 

Part II examines traditional legal pedagogy, grounding the discussion in 
studies initiated by the American Bar Association, the Carnegie Foundation, and 
others. It suggests that using the law-writ-large as a starting point for those 
interested in national security law is a mistake. Instead, it argues, it makes more 
sense to work backwards from the skills most essential in this area of the law. 

The article then proposes six pedagogical goals that serve to distinguish 
national security law: (1) understanding the law as applied, (2) dealing with 
factual chaos and uncertainty, (3) obtaining critical distance - including, inter 
alia, when not to give legal advice, (4) developing nontraditional written and 
oral communication skills, (5) exhibiting leadership, integrity, and good judg
ment in a high-stakes, highly-charged environment, and (6) creating opportuni
ties for self-learning. Equally important to the exercise of each of these skills is 
the ability to integrate them in the course of performance. 

These goals, and the subsidiary points they cover, are neither conclusive nor 
exclusive. Many of them incorporate skills that all lawyers should have - such 
as the ability to handle pressure, knowing how to modulate the mode and 
content of communications depending upon the circumstances, and managing 
ego, personality, and subordination. To the extent that they are overlooked by 
mainstream legal education, however, and are present in a unique manner in 
national security law, they underscore the importance of more careful consider
ation of these skills in this particular field. 

11. BRUCE A. KIMBALL, THE I NCEPTION OF MODERN PROFESSIONAL EDUCATION: C. C. LANGDELL, 1826-
1906, 84-165 (2009). 
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Having proposed a pedagogical approach, the article turns jn Part III to the 
question of how effective traditional law school teaching is in helping students 
to reach these goals. Doctrinal and experiential courses both prove important. 
The problem is that in national security law, the way in which these have been 
taught often falls short of accomplishing the six pedagogical aims. Gaps left in 
doctrinal courses are not adequately covered by devices typically adopted in the 
experiential realm, because these - clinics, externships, and moot court competi
tions - are in many ways ill-suited to national security. 

The article thus proposes in Part IV a new model for national security legal 
education, based on innovations currently underway at Georgetown Law. Na
tional Security Law Simulation 2.0 (NSL Sim 2.0) adapts a doctrinal course to 
the special needs of national security. Course design is preceded by careful 
regulatory, statutory, and constitutional analysis, paired with policy consider
ations. The course takes advantage of new and emerging technologies to 
immerse students in a multi-day, real-world exercise, which forces students to 
deal with an information-rich environment, rapidly changing facts, and abbrevi
ated timelines. It points to a new model of legal education that advances 
students in the pedagogical goals identified above, while complementing, rather 
than supplanting, the critical intellectual discourse that underlies the value of 
higher legal education. 

I. STATE OF THE FIELD 

Establishment law firms were never the fount of legal pos1t10ns in the 
national security field. Thus, hiring in this area has remained relatively insulated 
from the rapid consolidation currently underway at these firms across the 
country. The number of jobs available, for better or worse, is increasing in 
response to the growing demand for national security lawyers. The executive 
branch, the federal legislature, contractors, commercial entities, law firms, 
advocacy organizations, non-profit organizations, think tanks, journalism, inter
national organizations, state and local government, the legal academy, and other 
realms need more, not fewer, national security lawyers, and particularly lawyers 
well-trained in established and emerging areas. Law schools, in tum, are 
responding to the growing demand. New degree programs, centers, institutes, 
student organizations, law reviews, clinics, and courses are beginning to prolifer
ate. For the most part, however, these initiatives have evolved within traditional 
structures, adopting the prevalent legal pedagogy that marks the academy. 

A. Growing Demand for National Security Lawyers 

The government drives the growth of national security law, and since mid
twentieth century, federal emphasis on this area has grown. Indeed, many 
scholars credit the 1947 National Security Act as marking the creation of the 
so-called "national security state" - one that continued to expand following the 
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Cold War. 12 The post-9/1 l era has, if anything, witnessed even greater accelera
tion in the construction and reach of national security institutions and authori
ties. This growth owes as much to ever-broader understandings of what 
constitutes a threat to U.S. national security as to military engagement over
seas. 13 An increased demand for legal expertise has emerged, resulting, at a 
federal level, in both more national security lawyers and more lawyers practic
ing national security law. Private industry has kept pace. 

1. More Federal National Security Lawyers 

Consider first the institutional growth that has created new jobs for attorneys 
who work in the field. The demand for national security-savvy attorneys within 
the executive branch has soared, as virtually every department has become 
swept up in the intense focus on U.S. national security. The formation of the 
Department of Homeland Security (DHS) provides perhaps the most dramatic 
example. In January 2003, OHS consolidated twenty-two agencies under one 
new organizational structure. 14 It has since grown to more than 200,000 employ
ees, making it the third largest Cabinet department. 15 Its Office of General 
Counsel alone comprises more than 1,750 attorneys located at headquarters and 
the department's operating components. 16 To meet this demand, DHS created an 
Honors Attorney Program, in the course of which national security attorneys are 
provided with two years' employment in six-month rotations throughout 
OHS - with the aim of eventually working for the department. 17 

DHS is not alone in the creation of new positions. In March 2006, the USA 
PATRIOT Reauthorization and Improvement Act gave birth to a National 
Security Division (NSD) at the Department of Justice (DOJ). 18 NSD houses a 

12. National Security Act of 1947, ch. 15, 61 Stat. 496. For discussjon of the impact of the 1947 
National Security Act and the evolution of associated authorities, see DOUGLAS T. STUART, CREATING THE 
NATIONAL SECURITY STATE: A HISTORY OP THE LAW THAT TRANSFORMED AMERICA (2008): AMY ZEGART, 
FLAWED BY DESIGN: THE EVOLUTION OP THE CIA, JCS, AND NSC ( 1999). But see Donohue, supra note 5, at 
1573-1756 (contending that the rise of totalitarianism in the 1930s marked the advent of the national 
security state). 

13. See, e.g., Donohue, supra note 5, at 1573- I 756 (arguing that U.S. national security interests are 
no longer limited to the geostrategic goal of containing the spread of communism and the influence of, 
particularly, the U.S.S.R., as they were from the rise of totalitarianism in the 1930s until the fall of the 
Berlin Wall. To the contrary, since the late I 980s, national security has become a trump card played by 
myriad special interests to try to attract attention, resources, and power in areas ranging from public 
health and climate change to organized crime, counter-narcotics, terrorism, and natural disasters). 

14. Homeland Security Act of 2002, Pub. L. No. I 07-296; see also Dep't of Homeland Sec. Exec. 
Staffing Project, NA'.l''L. ACAD. OF Pus. ADMIN., http://www.napawash.org/pc_management_studies/ 
dhs.html. 

15. Dep' t of Homeland Sec. Exec. Staffing Project, supra note 14. 
16. Office of the General Counsel, Overview, DEP'T OF HOMELAND SEC., http://www.dhs.gov/office

general-counsel. 
17. Office of the General Counsel Honors Attorney Program, DEP'T OF HOMELAND SEC. http://www. 

dhs.gov/office-general-counsel-honors-attorney-program. 
18. USA PATRIOT Reauthorization and Improvement Act, Pub. L. No. l09-177 NSD consolidated 

operations from the former Office of Intelligence Policy and Review and the Couoterterrorism and 
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Counterterrorism Section, a Counterespionage Section, an Office of Intelli
gence, an Office of Justice for Victims of Overseas Terrorism, a Law and Policy 
Office, and an Executive Office. From fiscal year (FY) 2008 through FY 2013, 
the NSD allocated funding for 236 attorneys per year. 19 Other components of 
DOJ have similarly created new positions for national security lawyers. In FY 
2013 the department requested a total of four billion dollars to support its 
national security program, whose contours include critical counte1terrorism and 
counterintelligence programs, as well as increases related to DOJ's intelligence 
gathering and surveillance capabilities (such as the Comprehensive National 
Cybersecurity Initiative, the Thgh-Value Detainee Interrogation Group, the Joint 
Terrorism Task Forces, and the Weapons of Mass Destruction/Render Safe 
Program).20 A significant amount of this total is funneled to attorney functions. 
Since FY 2001, for instance, the FBI has expanded the Legal Attache Program 
by more than forty percent.21 DOJ's budget for the number of national security 
agents and attorneys (combined) at the FBI for FY 2013 will exceed 4,800, with 
nearly 1,800 more positions lodged in other DOJ components.22 (These posi
tions are in addition to the 236 dedicated attorneys at NSD.23

) 

The Department of Defense (DoD) as a whole boasts more than 10,000 full 
and part-time military and civilian attorneys.24 Further breakdown of the mili
tary and civilian sectors shows a steady expansion. The number of Active Army 
(AA) Judge Advocate General Corps (JAGC) attorneys, for instance, has steadily 
increased. In 1999, the AA JAGCs numbered 1,426. By 2005, this number had 
increased to 1,603, with The JAG (TJAG) reporting a total of 1,897 by the end 

Counterespionage Sections of the Criminal Division. Id.; see also Nalional Security Division - About 
the Division, DEP'T OF JusT., http://www.justice.gov/nsd/about-nsd.htrnl. 

19. NATIONAL SECURITY Div1s10N, FY 2009 BUDGET REQUEST AT A GLANCE 52 (20 I 0), available at 
h.ttp://www.justice.gov/jmd/201 0summary/pdf/nsd-bud-surnrnary.pdf; NATIONAL SECURITY D1v1s10N, FY 
2013 BUDGET REQUEST AT A GLANCE (2012), available ar http://www.justice.gov/jmd/20l3surnmary/pdf/ 
fy I 3-nsd-bud-summary.pdf. The division also participates in the Attorney General's Honors Program, 
hiring more entry-level attorneys than the Office of the Solicitor General, the Civil Rights Division, or 
even the Tax Division, and the same number as awarded to the Civil Division, the Drug Enforcement 
Administration, and the Federal Bureau of Prisons. Entry•-Level Attorneys, Honors Program Parricipm
ing Componen1s, DEP'T OF JusT., http://www.justice.gov/careers/legal/entry-participants.html. But note 
the relatively small number of entry-level hires through this program (4). Nevertheless, it exceeds the 
number of attorneys allocated to, e.g., the Office of the Solicitor General (I), the Civil Rights Division 
(3), and the Tax Division (3); and it is on a par with the number of billets awarded to, e.g., the Civil 
Division (4), the Drug Enforcement Administration (4), and the Federal Bureau of Prisons (4). Id. 

20. us DEPARTMENT OF JUSTICE FY 2013 BUDGET REQUEST, NATIONAL SECURITY, $4.0-BILLION DOJ 
NATIONAL SECURITY PROGRAMS (2012), available at http://www.justice.gov/jmd/20 I 3factsheets/national
security. pdf. 

21. Id. at 1. 
22. ld. at 2. 
23. Id. at 2. 
24. Office of the Secreta,y of Defense Honors Legal fniernship Program, DEP'T OF DEF., http://www. 

dod.mil/dodgc/contact.html. But note that some percentage of these attorneys focus not on national 
security law, per se, but on the plethora of other legal specialties required to operate the DoD. 
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of FY 2011.25 In addition to the more than 400 new positions created in the 
previous decade, TJAG reported a total of ninety-eight warrant officers, 561 
civilian attorneys, and 1,942 enlisted paralegals supporting operations world
wide in 2011, with the Reserve Component Judge Advocate General's Corps at 
the close of FY 2011 numbering 1849 and the attorney strength of the Army 
National Guard at the end of FY 2010 at 822.26 

Reorganization of the Intelligence Community (IC) has brought further de
mand. The Intelligence Reform and Terrorism Prevention Act of 2004 created 
the Office of the Director of National Intelligence (ODNI).27 ODNI conducts 
oversight of the IC's programs and operations.28 As noted by ODNI's Office of 
the Inspector General, resolving major legal issues presents one of the five most 
critical management challenges for the agency.29 The Weapons of Mass Destruc
tion (WMD) Commission Repo1t similarly recognized the legal challenges 
faced by the IC and called for more lawyers to address the problem.30 Indeed, 

25. The numbers for each year are as follows: 1,426 for 1999; 1,427 for 2000; J ,462 for 200 J; 1,474 
for 2002; 1,506 for 20032, 1,547 for 2004; 1,603 for 2005; 1,638 for 2006; 1,643 for 2007; 1,647 for 
2008; I ,730 for 2009; 1,858 for 2010; and 1,897 for 2011. For 1999-2001, see MAJOR GENERAL THOMAS 
J. ROMIG, TJAQ, ANNUAL REPORT SUBMITTED TO THE COMMITTEES ON ARMED SERVICES OF THE UNITED STATES 
SENATE AND THE UNITED STATES House OF REPRESENTATIVES AND TO THE SECRETARY OF DEFENSE, SECRETARY 
OF TRANSPORTATION, AND THE SECRETARIES OF THE ARMY, NAVY, AND ALR FORCE, PURSUANT TO THE UNTFORM 
CODE OF MrLITARY J usTJCE FOR THE PERIOD OCT. 1, 2000 TO SEPT. 30, 200 L at 11-12 (200 I). For 200 I 
through 201 I, see LIEUTENANT GENERAL DANA K. CHIPMAN, TJAG, ANNUAL REPORT SUBMITTED TO THE 
COMMlTTEES ON ARMED SERVICES OF THE UNITED STATES SENATE AND THE UNITED STATES House OF 
REPRESENTATIVES AND TO THE SECRETARY OF DEFENSE, SECRETARY OF HOMELAND SECURITY AND THE SECRETAR
IES OF THE ARMY, NAVY, AND AlR FORCE, PURSUANT TO THE UNIFORM CODE OF MILITARY JUSTICE, FOR THE 

PERIOD OCT. I, 20 JO TO SEPT. 30, 20 I 0, at 19-20 (20 J 0). 
26. Td. 
27. Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, 118 Stat. 3638, 

Dec. 17, 2004; see also Exec. Order 13,470, Further Amendmenis to Executive Order 12333, United 
States intelligence Activities, 73 Fed. Reg. 45,325 (July 30, 2008) (amending Exec. Order 12,333 and 
strengthening the position of DNI). 

28. EowARD MAGUIRE, I NSPECTOR GENERAL, (u) CRITICAL lNTELLIGENCE COMMUNITY MANAGEMENT 
CHALLENGES 1 (2008) available at http://www.fas.org/irp/news/2009/04/odni-ig-1108.pdf. 

29. id. at l, I 1. 
30. THE COMMISSION ON THE INTELLIGENCE CAPABILITIES OF THE UNITED STATES REGARDING WEAPONS OF 

MAss DESTRUCTION, REPORT TO THE PRESIDENT OF T!--IE UNITED STATES 335 (2005) available at http:// 
www.fas.org/irp/offdocs/wmd_report.pdf. ("Throughout our work we came across lnteUigence Commu
nity leaders. operators, and analysts who claimed that they couldn't do their jobs because of a 'legal 
issue.' These ' legal issues' arose in a variety of contexts. ranging from the Intelligence Community's 
dealing with U.S. persons to the legality of certain covert actions .... [A]lthough there are. of course, 
very real (and necessary) legal restrictions on the Intelligence community, quite often the cited legal 
impediments ended up being either myths that overcautious lawyers had never debunked or policy 
choices swathed in pseudo-legaJ justifications. Needless to say, such confusion about what the Jaw 
actuaJly requires can seriously hinder the lntelligence Community's ability to be proactive and 
innovative. Moreover, over time, it can breed uncertainty about real legaJ prohibitions. We believe this 
problem is the result of several factors. but for present purposes we note two. First, in the past there has 
not been a sizable legal staff that focused on Community issues ... Second, many rules and regulations 
governing the Intelligence Communiry have existed for decades with little thought given to the legal 
basis for the rules, or whether circumstances have changed the rules' applicability ... The recent 
creation of a DNI General Counsel 's office wilJ increase the probability lhat Community legal issues 
are addressed more seriously. But the existence of the office alone does not guarantee an ongoing and 
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all IC members have an increased need to address the myriad legal issues that 
arise. The CIA's office of General Counsel, for instance, regularly interacts with 
the other IC agencies, the White House, the National Security Council, and the 
Departments of Defense, State, Justice, Treasury, Commerce, and Homeland 
Security. The types of legal issues addressed involve, inter alia, civil and 
criminal litigation, foreign intelligence and counterintelligence activities, coun
terterrorism, counter-narcotics, nonproliferation and arms control, and person
nel and security matters. 31 

Further institutional changes, such as the 2001 creation of the Homeland 
Security Council, have increased the number of positions avaiJable, even as a 
number of departments, such as State, Treasury, and Health and Human Ser
vices, have increasingly built up their national security components.32 These 
changes mean two things: first, as discussed above, there are more national 
security attorney positions available at the federal level. Second, as addressed 
below, those attorneys who are already working in these agencies are practicing 
more national security law. 

2. More Federal Lawyers Practicing National Security Law 

Let us tum first to the military component. Two wars over the past decade 
have resulted in the expansion of the armed forces, the creation of a new legal 
system in Guantanamo Bay, the detention of thousands of inclividuals overseas, 
revisions to the Uniform Code of Military Justice, the use of new technologies 
to support intelligence-gathering efforts, and the initiation of covert action 
implicating both domestic and international law.33 These and other changes 

systematic examination of the rules and regulations that govern the fntelligence Community. We 
therefore recommend that the DNl General Counsel establish an internal office consisting of a small 
group of lawyers expressly charged with taking a forward-leaning look at legal issues that affect the 
fntelli.gence Community as a whole.") (emphasis in original). 

31. General Counsel - Attorney Positions ( Honors and Lateral), CIA, https://www.cia.gov/offices-of
cia/general-Ocounse1/careers/honors-attorneys-program.html. 

32. Exec. Order 13,228, Establishing the Office of Homeland Security and the Homeland Security 
Council, 66 Fed. Reg. 51,812 (Oct. 29, 2001) (subsequently codified in the Homeland Security Act of 
2002). Note that in 2009 the Obama administration merged the NSC and HSC staff. See, e.g., Helene 
Cooper, In Security Shuffte, White House Merges Staffs, N.Y. TIMES, May 26, 2009, at A 13. 

33. It could be argued that the tide of federal activity in national security may have reached its 
height. For instance, specifically in regard to the military, the 2011 Budget Control Act, passed as a 
condition for Republican support for increasing the debt ceiling, heralded a JO percent across-the-board 
cut in defense spending. Budget Control Act of 2011. Pub. L. 112-25, S. 365, Aug. 2, 2011. Such 
reductions would, presumably, hit across DoD, including the number of attorney positions. The 
reductions hinged on the success (or failure) of the so-called "Supercommittee'' to agree on a deficit 
reduction plan of$ l.5 triUion. The committee's subsequent failure to reach agreement, if one looks to 
the letter of the law, will result in 2013 witnessing some $30 billion in cuts, with another $510 billion 
reduction over the next decade. Dylan Matthews. Republicans Hate Obama 's Defense Cuts. The 
Trouble ls, They Voted for Them, WASH. POST (Aug. 29, 20 I 2), http://www.washingtonpost.com/blogs/ 
ezra-klei n/wp/2012/08/29/republ icans-hate-obamas-defense-cuts-the-trouble-is-they-voted-for-them/. It 
is too early, however, to consider such reductions as a fair accompli. Republicans, for instance, are 
already trying to reverse the statute's provisions on the grounds that some 44,000 jobs stand to be lost. 
House Speaker John Boehner. Majority Leader Eric Cantor, Armed Services Ranking Member Buck 
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have led to an increased demand for talented and well-trained lawyers. 
Looking more carefully at the roles of these attorneys, however, it is impor

tant to note that the nature of practicing law in the military appears to be 
changing. Specifically, the presence of active hostilities bas increased the 
number of JAG lawyers deployed in operational billets, even as there has been a 
corresponding shift to DoD's civilian lawyers to practice what could be consid
ered "garrison" law. 

The first is apparent in the deployment of JAGs down to the Battalion level in 
the Marine Corps, and to the Brigade level in the Army - a situation almost 
unheard of before. The shift is a direct result of the type of national security 
challenges faced by the military. Counterintelligence and counterterrorism place 
particular emphasis on more traditional laws of war/law of armed conflict, as 
well as critical thinking.34 In April 2011, General Mark Martins, Commander of 
the Rule of Law Field Force - Afghanistan, explained the resultant need to 
deploy JAGs: 

[I]n all of the examples, we had lawyers deployed with us who could help. I 
have not come close to exhausting all that operational lawyers must be, know, 
and do in modem U.S. military operations. They must be soldiers - physically 
fit to endure the rigors and stresses of combat while keeping a clear bead, as 
well as able to navigate the area of operations, communicate using radios and 
field systems, and, when necessary, fire their assigned weapons. They must 
also be prepared, when called upon to foster cooperation between local 
national judges and police, to plan and supervise the security and renovation 
of courthouses, to support the training of judges and clerks on case docketing 
and tracking, to establish public defenders' offices, to set up anti-corruption 
commissions to mentor local political leaders and their staffs, to explain 
governmental happenings on local radio and television, to develop mecha
nisms for vehicle registration. Because of their work ethic, creativity, intelli
gence, and common sense; because of their ability to think and write quickly, 
persuasively, and coherently; and because of their talent for helping leaders 
set the proper tone for disciplined and successful operations - I and other 
commanders tend to deploy as many field-capable lawyers as we can. The 
number of judge advocates in the 101 st Airborne Division reached 29 under 
General Petraeus's command. At the Multi-National Force-Iraq, a force of 

McKeon, Senate minority leader Mitch McConnell, minority whip Jon Kyl, and others are carnng for 
the cuts to be repealed. ld. Mitt Romney and Paul Ryan, the Republican ticket for 2012, also stated that 
a Republican Administration would not allow the cuts to proceed. Mitt Romney Press, Press Release, 
President Obama's Defense Cuts Will Devastate North Carolina, MITTROMNEY.COM (Aug. 23, 2012), 
http:/ /www.mittromney.com/news/press/2012/08/president-oba mas-defense-cuts-will-devastate-north
carolina; and Amanda Weber, Paul Ryan: Military Cuts Would Cost NC 50,000 Jobs, NEws 14 
CAROLINA (Aug. 23, 2012), http://charlotte.newsl4.com/content/top_stories/662712/paul-ryan-mjJitary
cuts-would-cost-nc-50-000-jobs. 

34. See, e.g., Major Winston S. Williams, Training the Rules of Engagement for the Counterinsur
gency Fight, THE ARMY LAWYER, Jan. 2012, 41-48, available at http://www.loc.gov/rr/frd/Military_Law/ 
pdf/01-2012.pdf. 
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about 16,000, we had 670 uniformed legal personnel, including 330 opera
tional lawyers ... and 340 paralegal specialists and sergeants. In Afghanistan, 
we have nearly 500 judge advocates and paralegal specialists.35 

499 

According to The JAG, by the end of FY 2011, over 6J 2 Army JAG Corps 
personnel (officer and enlisted, Active Army and Reserve Component) were 
deployed in operations in Afghanistan, Africa, Bosnia, Cuba, Kosovo, Egypt, 
Honduras, Iraq, Kuwait, and Qatar.36 

The increased demand for lawyers to be present in the field has prompted a 
change in the type of Jaw practiced by JAGs - from garrison law to national 
security law. This shift has been accompanied by a corresponding transfer of the 
more traditional functions to civilian attorneys. General Counsel Offices must 
address intellectual property . law, employment law, environmental concerns, 
ethics, personal and real property law, tax questions, bankruptcy, copyright and 
trademark, and a variety of other areas.37 The shift in the JAG Corps to 
deployment in the field means civilian attorneys may also practice more na
tional security law - creating new positions in this area as well. In sum, the type 
of law being practiced has altered, bringing with it an increased demand for 
attorneys trained in national security law. 

This phenomenon is not unique to the military. Myriad executive agencies 
have had to implement new statutory authorities, in the process drafting, 
finalizing, and publishing directives, guidelines, memoranda of understanding, 
and other documents embedded in the national security infrastructure.38 These 
changes do not necessarily entail the creation of new positions, but they do 
suggest a shift in the type of lawyering required of government attorneys. 

Paralleling changes in the executive branch, the number of Congressional 
committees handling some aspect of national security law has also expanded. 
Hundreds of bjlls have been introduced and dozens of new laws with national 
security implications have been passed over the past decade.39 Congressional 
staff (and members of Congress) have thus had to quickly become informed 
about changes in the field. Since 9/11, all but two of the twenty-one permanent 
committees in the U.S. House of Representatives have held hearings and/or 
originated and passed new bills related to national security.40 In the Senate, all 

35. Mark Martins, Remarks a, Harvard Law School, Apr. 18, 20 I I, quoted and reprinted by Jack 
Goldsmith, Mark Martins Speech at Harvard, LAWFARE (Apr. 21, 20ll), http://www.lawfareblog.com/2011/ 
04/mark-martins-speech-at-harvard/. 

36. CHIPMAN, supra note 25, at 20 
37. See, e.g., What Makes OGC Practice Different. NAVY OFF. OF GEN. CoUNS., http://ogc.navy.mil/ 

careers/practice.aspx. 
38. Much of ODNI's work, for instance, centers on legal concerns - such as finalizing and publish

ing critical intelligence community directives on MASINT, GEOTNT, access to and dissemination of 
intelligence, and the like. MAGUIRE, supra note 28 at 4. 

39. See, e.g., DAAs, USA PATRIOT ACT, FISAAA, IRTPA, HSA, etc. 
40. The permanent House committees include: Agriculture; Appropriations; Armed Services; Bud

get; Education and the Workforce; Energy and Commerce; Ethics, Financial Services; Foreign Affairs; 
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but one of the standing committees has done the same.
41 

Many of these 
committees have overlapping authorities with regard to executive branch agen
cies. The DHS alone is overseen by 108 committees, subcommittees, and 
commissions.42 It is thus both the c reation of new positions that creates a 
demand in national security law, as well as a shift in the type of materials 
attorneys are expected to know, that fuels the engine of growth. 

3. Private Sector Growth 

The p1ivate sector has kept pace with the federal expansion. AJong with the 
new federal positions come a host of other potential career paths for students 
interested in national security I.aw. 

Consider industry - specifically, government contractors . By 2010, DHS had 
more contractors working for it than full-time employees.43 Similarly, the 
number and strength of defense contractors has rapidly grown, with more 
contractors than military personnel in Iraq and Afghanistan.

44 
These companies 

require lawyers to negotiate government contracts, consider employment issues, 
oversee security clearances and classification matters, handle civil suits arising 
out of their activities, address patent and copyright issues in sensitive technol
ogy areas, respond to calls to appear in congressional hearings, and, at times, 
consider criminal defense strategies.45 

In-house lawyers at non-traditional defense contractors, such as Internet firms 
or telecommunications companies, have had to become knowledgeable about a 
range of national security provisions. Microsoft, for instance, has a Regulatory 
Affairs team, which supports Microsoft's Trustworthy Computing (TwC) secu-

Homeland Security: House Administration; Intelligence (permanent Select); Judiciary; Natural Re
sources; Oversight and Government Reform; Rules; Science, Space, and Technology; Small Business; 
Transportation and lnfrastructure; Veterans' Affairs; Ways and Means (Whole). 

41. The permanent Senate committees include Aging (Special); Agriculture; Nutrition and Forestry: 
Appropriations; Armed Services; Banking, Housing, and Urban Affairs; Budget; Commerce, Science 
and Transportation; Energy and Natural Resources; Ethics (Select); Environment and Public Works; 
Finance; Foreign Relations; Health, Education, Labor, and Pensions; Homeland Security and Governmen
tal Affairs; Indian Affairs; fntelligence (Select); Judiciary; Rules and Administration; Small Business 
and Entrepreneurship; and Veterans' Affairs. 

42. Homeland Security, Issues 2012, HERITAGE FOUND., hrtp://www.candidatebriefing.com/homeland
secudty/#facts. 

43. Jeanne Meserve, Contractors Outnumber Full-Time Workers at DHS; Lawmakers 'astounded', 
CNN PoL. (Feb. 24, 20 I 0), http://articles.cnn.com/2010-02-24/politics/dhs.contractor_l_federaJ
em p loyees-and-con tractors-secretaty-j anet-napo litano-senate-homeland-secu ri ty? _s = PM: PO LIT 1 CS. 

44. Some of the major defense contractors include BAE Systems, Bechtel, Boeing Company, Booz 
Allen Hamilton, General Dynamics Corporation, Haliburton, ITT Defense Electronics and Services, 
Science Applications International Corporation, Lockheed Martin, L-3 Communications, Northrop 
Grumman Corporation, Raytheon, SRI International, and United Technologies Corporation. For a 
complete list of the top 100 U.S. defense contractors, see Top JOO Defense Contractors, Gov. ExEc. 
(Aug. 15, 2007), www.govexec.com/features/0807- l 5/0807- l 5s3s I .htm. 

45. See Laura K. Donohue. The Shadow of State Secrets, 159 U. PA. L. Rev. 77-216 (2010) 
(discussing the role of contractors in lawsuits asserting state secrets as a defense to alleged violations of 
patent law, environmental law, criminal law, personal injury and wrongful death, intellectual property 
disputes, and violations of international law). 
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rity business and provides company-wide expertise on various cyber security 
and national security issues.46 Not only must lawyers in these contexts deal with 
regulatory and technology-specific concerns, but they must be familiar with 
infonnation-gathering authorities. A broad range of Internet Service Providers 
and companies providing email access, such as Yahoo! Groups, libraries, schools, 
and companies, now fall within Section 505 of the USA PATRIOT Act, making 
them subject to the issuance of National Security Letters (NSLs).47 By Novem
ber 2005, some 30,000 NS Ls were being issued per year - more than one 
hundred times the annual number prior to 9/11.4 8 These NSLs impacted numer
ous institutions, all of whom had to be familiar with new areas of the law. A 
similar expansion is occurring in financial reporting and other areas that have 
been given increased attention over the past decade. 

To meet the need for lawyers trained in national security matters, boutique 
law firms have been created. · Increasingly, so too do big law firms provide 
competence in this area. Inside the Beltway, for instance, more than a dozen 
major firms now bill themselves as having national security law as one of their 
major areas of practice.49 Simultaneously, consulting companies with a heavy 
concentration of lawyers who specialize in national security law have begun to 
appear.50 Various other firms offer strategic advice, with varying degrees of 

46. Microsoft Careers, Global, Job Opening Announcement, M1cROSOFf https://careers.microsoft.com/ 
jobdetails.aspx?ss=&pg= 0&so= &rw= I &jid=72048&jlang=EN. 

47. USA PATRIOT Act Section 210 (codified as amended at 18 U.S.C. § 2703(c)(2) (2000 & Supp. 
2001 )); see also LAURA K. DONOHUE. THE CosT OF CouNTERTERRORISM, (2008). 

48. This number was first published by Barton Gellman, The FBl's Secret Scrutiny: in Hunt for 
Terrorists, Bureau Examines Records of Ordinary Americans. WASH. PosT, Nov. 6, 2005, at Al. It was 
later supported by the Inspector General's Report of 2007. 

49. See, e.g., Practices - National and Homeland Security, ARNOLD & PORTER LLP, http://www. 
arnoldporter.com/practices.cfm?action =view&id =302; Defense & Global Security, BUCHANAN INGER
SOLL & ROONEY, http://www.bipc.com/defense - global-security-industry/; Defense, Homeland & National 
Security, COVINGTON & BURLING, www.cov.com/industry/homeland_and_national_security/; Defense & 
Homeland Securiry, GREENBERG TRAURJG, http://www.gtlaw.com/Experience/Practices/Defense-Homeland
Security; National Security, KAYE SCHOLER LLP, http://www.kayescholer.com/practice/national_security _ 
govemment_contracts_and_regulatory_compliance; Homeland Securiry, LATHAM & WATKINS www.lw.com/ 
practices.aspx?page=practicedetail&practice= 172; Government Contracts, N1xoN PEABODY, www.nixon 
peabody.com/services_overview.asp?SfD= 198; Homeland Security, Defense, and Technology Transfer, 
PATTON BOGGS LLP, www.pattonboggs.com/services/ServiceDetail.aspx?firmService=42;Pub1ic Policy 
and Law - Homeland Security, K&L GATES, http://www.klgates.com/public-policy-and-law-practices/; 
Government Affairs and Public Policy, STEPTOE & JoHNSON, www.steproe.com/practices-174.html; 
Homeland Security, VENABLE LLP, hllp://www.venable.com/homeland-security-practices/; Federal Pro
grams and National Defense, WILLIAMS & CONNOLLY LLP, http://www.wc.com/practice-profile-515.html; 
Defense and National Security, WILMER HALE, http://www.wilmerhale.com/defense_national_security/. 

50. The Ashcroft Group, for instance, founded by former Attorney General John Ashcroft, provides 
strategic consulting for crisis management, homeland security, and regulatory measures. ASHCROFT GRP., 
http://www.ashcroftgroupllc.com/. The firm was founded in 2005 by Ashcroft, his former Chief of Staff 
David Ayers and Juleanna Glover, who served on the senior staffs of then President-elect George W. 
Bush, Mayor Rudy Giuliani, Vice President Dick Cheney, Senator John McCain, and then Senator John 
Ashcroft DC Thought Expertise Consulting Groups Think Tank: Resources for the GovConExecutive, 
GovCoNEXEC (July 22, 20 IO), http://www.govconexec.com/2010/07 /22/d-c-lhought-expertise-consulting
groups-think-tank-resources-for-the-govconexecutive/. The Chertoff Group, founded by former OHS 
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emphasjs on law and policy.51 While some of the growing business in this area 
supports government initiatives, other sectors challenge the application of the 
laws. Law firms - large and small- have taken on pro bono activities for 
individuals caught up in new national security initiatives, representing individu
als held as material witnesses, immigrants detained in the United States pending 
hearings or deportation, and individuals detained in the United States on 
criminal charges. The Guantanamo Bar has rapidly grown, even as some of the 
country's largest and most prominent firms - such as Wilmer, Cutler, Pickering, 
Hale, & Dorr; Clifford Chance; Covington & Burling; Dorsey & Whitney; and 
Allen & Overy - have directed sjgnificant resources to the issue.5 2 

These attorneys are not alone in their concern about the impact of govern
ment activity on individual rights or the U.S. Constitution. Private non-profit 
organizations have moved into this area, increasing the demand for attorneys 
highly-trained in current and emerging national security fields. The American 
Civil Liberties Union, for instance, now has a dedicated National Security 
Project.53 It has lodged several lawsuits challenging the Bush and Obama 
administrations' actions as well as new legislation.54 The Electronic Frontier 
Foundation (EFF) focuses on rights in the digital world. It is engaged in 
litigation related to such issues as border security provisions, intelligence 
gathe1ing, wiretapping, material support, the use of GPS devices for tracking, 

Secretary Michael Chertoff, similarly provides strategic advice and risk management strategies for 
commercial and government clients in a broad range of homeland and national security matters. 
CHERTOFF GRP., http://chertoffgroup.com/cgroup/. The company employs attorneys with ties to the DoD, 
the DHS, the DOJ, the National Security Agency, and the CIA. Team, CHERTOFF GRP., http:// 
chertoffgroup.com/cgroup/about/team/. The Cohen Group, in tum, founded by former Secretary Wil
liam S. Cohen, provides business and political intelbgence on trends that could affect its clients, while 
helping them to shape their "political, legal, regulatory, and media environments."' Expertise, COHEN 
GRP., http://www.cohengroup.net/expertise/index.cfm. Its Principals are linked to the State Department, 
DoD, and Congress. Id. 

51. Ridge Global, for instance, founded by fonner DHS Secretary Tom Ridge, similarly focuses on 
risk management, crisis management, and event and campus security. Our Practice Areas, RIDGE 
GLOBAL, http://www.ridgeglobal.com/expertise/index.php. Renaissance Strategic Advisors LLC, in turn, 
focuses on global defense, space, government services, homeland security and commercial aerospace. A 
lesser concentration of JDs, however, marks the Senior Staff and Senior Advisors of the firm. Team, 
RENAISSANCE STRATEGIC Anv1s0Rs LLC, http://www.rsadvisors.net/team.htrnl. 

52. See Neil A. Lewis, In Rising Numbers, Lawyers Head for Guantanamo Bay, N.Y. TIMES, May 30, 
2005, at AJO. 

53. Nation.al Security Project, ACLU, http://www.aclu.org/national-security. 
54. See, e.g., Complaint, Mohamed et al. v. Jeppesen Dataplan, Inc., No. 07-2798 (N.D.Cal. May 30, 

2007), available at http://www.aclu.org/national-security/mohamed-et-al-v-jeppesen-dataplan-inc
complaint; Padilla v. Rumsfeld, No. 2:07-410-RMG (D.S.C. February 7, 2011), available at http:// 
www.aclu.org/national-security/padilla-v-rumsfeld (ACLU joining the case as co-counsel for Padilla in 
2011); Complaint, El Masri v. Tenet, No. 05-1417 (E.D. Va. Dec. 6, 2005), available at http:// 
www.aclu.org/files/safefree/rendition/asset_up1oad_file829_222J l.pdf; ACLU v. Department of Justice, 
No. I 0-5159 (D.C.App. 2011) (FOCA suit for information about use of 2008 FISA Amendments Act): 
Complaint, Amnesty et al v. McConnell, No. 08-6259 (S.D .N.Y. July JO, 2008), available at http:// 
www.aclu.org/files/pdfs/safefree/faa_complaint_20080710.pdf. 
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and gag orders related to National Security Letters.55 The Electronic Privacy 
Information Center (EPIC), in turn, has considered the legal and policy implica
tions of the FBI watch list, fusion centers, the use of body scanners, cybersecu
rity, social network privacy, surveillance, facial recognition, intelhgence oversight, 
the USA PATRIOT Act, and the treatment of personal information.56 The 
organization pairs FOIA litigation with suits directed at challenging legislation 
both on its face and as applied.57 Human Rights First, formerly the Lawyers 
Committee for Human Rights, has been sharply c,itical of Guantanamo Bay, 
focusing on detainee issues and advancing the aim of closing the facility.58 

Think tanks focused on the constitutional, legal, and policy impljcations of 
new initiatives also have an increased demand for well-trained national security 
lawyers. The Constitution Project, for example, has formed a Liberty and 
Security Committee and a Coalition to Defend Checks and Balances.59 The 
left-leaning Center for Ame1ican Progress, founded in 2003 in response to the 
growing dominance of the Heritage Foundation and the American Enterprise 
Institute, lists national security as one of its major emphases. The organization 
focuses on matters related to terrorism, homeland security, human rights, nuclear 
and biological weapons, the U.S. military, the war in Iraq, and various regions 
and countries.60 The Center for a New American Security, founded in 2007, 
provides further analysis.61 It concentrates on numerous national security areas, 
including Iraq, Afghanistan, and natural resources.62 

It is not just new think tanks that are expanding in this area, in the process 
raising the demand for national security lawyers. Long-standing institutions 
have begun to focus on national security law. The Center for Strategic and 

55. See, e.g., United States v. Jones, 132 S.Ct. 945 (2012) (No. 10--1259), available at https:// 
www.eff.org/cases/us-v-jones; Hepting v. AT&T, No. 09-16676 (9th Cir. 201 I). available at https:// 
www.eff.org/node/68082; Jewel v. NSA, No. 10-15638 (9th Cir. 201 I), available al https://www.eff.org/ 
node/68083; Doe v. Mukasey, Nos. 05-0570-cv(L), 05-4896-cv(CON) (2d Cir. 2006), available at 
https://www.eff.org/node/54375; CCR v. Obama, No. 07-1115 (N.D. Cal. 2011) (formerly CCR v. 
Bush), available at https://www.eff.org/cases/ccr-v-bush; Al Haramain v. Bush, No. 06-274-Kl (D. Or. 
2006); NSA Multi-District Litigation, ELec. FRONTIER FoUND., https://www.eff.org/cases/nsa-mu1ti-clistrict
litigation (listing pleadings of general applicability or not otherwise included in specific case pages for 
multi-district litigation arising from warrantless wiretapping); NSA Spying - State Administrator Cases, 
ELEc. FRONTIER FouND., https://www.eff.org/cases/nsa-spying-state-administrator-cases (listing cases 
"brought by the federal government against various state administrators to tenninate subpoenas seeking 
information from the telecoms about whether they violated state privacy laws as part of the warrantless 
survei !lance"). 

56. ELEc. PRIVACY INFO. CENT., http://epic.org/. 
57. Id. 
58. HUMAN RIGHTS FIRST, http://www.humanrightsfirst.org/. 
59. THE CONSTITUTION PROJECT, A CRITIQUE OF "NATIONAL SECURITY COURTS," A REPORT BY THE 

CONSTITUTION PROJECT'S LlBERTY AND SECURITY COMMITTEE AND COALITION TO DEFEND CHECKS AND 
BALANCES (2008), available at http:/ /www.const i tution pro j ect.org/pdf/Cri tique_ of_the _N ational_Securi ty _ 
Courts.pdf. 

60. National Security Issues, CENT. FOR AM. PROGRESS http://www.americanprogress.org/issues/security/ 
view/. 

61. About GNAS, CENT. FOR ANEW AM. SEC .. http://www.cnas.org/about. 
62. Topics, CENT. FOR A NEw AM. SEC., http://www.cnas.org/topics. 
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International Studies (CSIS), for instance, an entity that is more than fifty years 
old, employs 220 fu11-time staff linked to an extensive network of scholars.

63 

CSIS places a significant amount of emphasis on Defense and Security, which 
translates into government acquisition and resources, homeland security, interna
tional security, military strategy, nuclear weapons, and terrorism.64 The right
Jeaming Heritage Foundation, another 50l(c)(3) entity, has issued a range of 
pertinent legal analyses related to national security and homeland defense.

65 

The American Enterprise Institute, founded in 1943, employs lawyers who 
comment at length on foreign and defense policy matters, as well as legal and 
constitutional concem s.66 The Brookings Institution and the Lexington Institute 
emphasize current and emerging national security laws.67 These entities repre
sent just the tip of the iceberg: the American Bar Association lists some 
fifty-four think tanks that provide potential career paths for J .D. students 
interested in national security law.68 

63. About Us, CBNT. FOR STRATEGIC AND lNT'L STUD., http://csis.org/about-us. 
64. Topics, CENT. FOR STRATEGrc AND lNT'L Snm. http://csis.org/topics. 
65. See, e.g., issues 2012: The Candidate's Briefing Book, HERITAGE FouND., http://www.candidatebrief

ing.com/homeland-security/ (outlin ing the key national security issues and recommending reform of 
congressional oversight, a transformation in the homeland security grant process, elimination of the 
unworkable elements of the USA PATRIOT Act, modification of the Stafford Act, and new protections 
for the critical information infrastructure); see also PAUL ROSENZWEIG, TEN CONSERVATIVE PRlNCIPLES FOR 
CYBERSECURJTY POLICY, BACKGROUNDER #2513 (2011 ), available at http://www.beritage.org/research/ 
repons/2011/0I/10-conservative-pri nciples-for-cybersecurity-policy (Rosenzweig, a senior editor of the 
Journal of National Security Law & Policy, is also a lecturer at The George Washington School of 
Law). 

66. American Enterprise Institute, www.aei.org. 
67. See, e.g., Joint Brookings-Harvard Law Project on National Security Law, discussion infra Part 

III.B. l ; DANIEL GouRE, THE CONTRI.BUTION OF THE JONES ACT TO U.S. SECURITY (201 J ), available at 
http:/ /www.lexingtoninsticute.org/1 i brary /resou rces/docu men ts/Defense/Contribution_ of _the_J ones_ 
Act.pdf. 

68. Careers in National Security Law, ABA, http://www.Abanet.org/natsecurity. The think tanks and 
research centers listed include American Enterprise fnstitute for Public Policy Research, Center for 
Democracy and Technology, American Foreign Policy Council, Century Foundation, Anser institute for 
Homeland Security, Center for International Po licy, Aspen Institute, Center for National Policy, Atlantic 
Council of the United States, Center for National Security Studies, Brookings, Center for Naval 
Warfare Studies, Business Executives for National Security, Center for Security Policy, Carnegie 
Endowment for International Peace, Center for Strategic and Budgetary Assessments, The CATO 
Institute, Center for Strategic and International Studies, Center for Defense lnforrnation, Center for 
Technology and National Security Policy (National Defense University), Center for Defense [nforma
tion, Center for Technology and National Security Policy, Chicago Council on Global Affairs, Hudson 
Institute, Claremont Institute, Institute for Advanced Study of Information Warfare, Council on Foreign 
Relations, Institute for the Analysis of Global Security, Electronic Privacy Infoonation Center, Institute 
for Defense Analyses, Federation of American Scientists, Institute for Foreign Policy Analysis, Foreign 
Policy Association, Institute for Policy Studies, Foreign Policy Research Insti tute, Institute for Science 
and International Security, GlobalSeecurity.org, Investigative Project, Henry L. Stimson Center, The 
Jamestown Foundation, Heritage Foundation, Lexi ngton lnstitute, National Academies, National Acad
emy of Sciences, Strategic Studies Institute, National Institute for Public Policy, the United Stares 
Institute of Peace, National Institute of Military Justice, Washington lnstitute for Near East Policy. 
National Strategy Forum, Woodrow Wilson lntematiooal Center for Scholars, Nautilus Institute, World 
Policy Institute, Manhattan Institute for Policy Research, The Middle East Institute, Potomac Institute 
for Policy Studies, Project on National Security Reform, RAND Corporation, and Site Institute. Id. 
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Special interest groups, in turn, have seen an increased need for legal 
representation in this area. The Council on American-Islamic Relations, for 
instance, the largest Islamic civil rights organization in the country, has begun to 
concentrate more on this area. The San Francisco chapter focuses on the Joint 
Terrorism Task Forces, documenting FBI surveillance practices, filing amici 
briefs, and suing the federal government for rights violations.69 

Myriad other potential career paths for J.D. students interested in national 
security law present themselves. National security law journalism, for instance, 
a route taken by prominent writers such as Chisun Lee of Pro Publica, provides 
further opportunities. Other students may have a strong interest in going into 
international law and serving at The Hague, the United Nations, or other bodies 
that have been active in this area. Conversely, students may be interested in 
going local, as state and local .governments have moved into this area - often at 
the behest of the federal government. According to the Washington Post, DHS 
has given some $31 billion to state and local governments since 2003, with the 
express aim of enhancing homeland security and improving their ability to 
defend agrunst terrorism - this includes some $3.8 billion in 2010 alone.70 

Far from reflecting, then, the dire predictions of those focused on the shrink
ing economy, national security law practice offers significant opportunities for 
students interested in the practice. Here it is important to reiterate that not only 
is the demand for national security-trained lawyers growing, but the range of 
matters incorporated into this area of the law is expanding, calling for its 
broader understanding within the legal academy. Lawyers practicing in this area 
therefore must be familiar with areas that have traditionally constituted the 
field - such as the law of anned conflict, law of the sea, intelligence law, 
military law, diplomatic and foreign relations, and law enforcement, as well as 
non-traditional and emerging areas such as homeland security, domestic prepared
ness, immigration. cyber law, and public bealth.71 

B. Law Schools' Expansion into National Security Law 

For decades, legal scholars and, indeed, the American Bar Association's 
Standing Committee on Law and National Security, have made efforts to draw 
attention to the field.72 These efforts gained ground in the 1970s, 1980s, and 
1990s, but it is only recently that interest in national security law - at least in 
the civilian sector - has surged.73 In 1974, for instance, only one accredited law 

69. See, e.g., Brief for the Council on American-Tslamic Relations as Amicus Curiae, United States 
v. Jones, I 32 S.Ct. 945 (2012) (No. 10-1259), available al https://www.eff.org/node/58622. 

70. Dana Priest and William Arkin, Monitoring America, WASH. POST, Dec. 20, 2010, at Al. 
7 1. In addition to knowir,g these areas. they must be familiar with the arc of history: to address 

covert action, for instance, as a matter of law, lawyers have to be familiar with the past - because the 
law expressly incorporates history into the law. 

72. ABA Standing Committee on Law and National Security, History, ABA, http://www.americanbar. 
org/groups/pu bl ic_services/law _national_security/about_us.html. 

73. The military has long recognized the importance of the study of national security law; the 
following sections thus largely focus on the growing attention paid to the field in the civilian sector. 
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Law's Human Rights Institute, for example, has over the past five years held 
events related to, inter alia, military commissions, challenges in India and 
Pakistan, the use of immigration authority in the realm of counterterrorism, and 
the use of torture and coercive interrogation. 89 

In addition to the creation of formal degrees and the estabJishment of centers 
and institutes, many schools now have clinics focused on national security law. 
Georgetown Law's Federal Legislation and Administrative Clinic, for example, 
emphasizes textual drafting, policy developments, and administrative solutions 
in the national security realm. Senate ratification of the New START nuclear 
arms control treaty with Russia, cyber-defense, intelligence reform, and nuclear 
non-proliferation mark just some of its initiatives. The Guantanamo Defense 
Clinic at the University of Duke School of Law has focused on legislative and 
judicial challenges to the Military Commissions Act of 2006 as well as other 
laws applying to Guantanamo Bay.90 The University of Texas School of Law's 
National Security Clinic has considered material support provisions, habeas 
corpus applications related to Guantanamo Bay, civil damages related to the 
treatment of individuals held in detention, and military commission cases 
against unprivileged enemy belligerents.91 UCLA's International Justice Clinic 
emphasizes International Humanitarian Law.92 Emory's International Humanitar
ian Law Clinic offers both amici briefs and commentary on the tribunals at 
Guantanamo and the European Convention on Human Rights.93 And the Bluhm 
Legal Clinic Roderick MacArthur Justice Center at Northwestern Law repre
sents Guantanamo prisoners pro-bono.94 

2. Student Organizations and Journals 

Mirroring law schools' growing institutional focus on national security law is 
increased student interest in the field, manifest through student organizations 
and student-run journals. Of the top 100 ranked law schools, nearly three dozen 
have student organizations relating to national security law.95 Sixteen of these 

89. H UMAN RlGHTS INST., http://www.Jaw.georgetown.edu/humanrightsinstitute/. 
90. GUANTANAMO DEF. CLINIC, http://www.law.duke.edu/guantanamo. 
9 1. NAT' L SEc. CLINIC, http://www.utexas.edu/law/clinics/nationa1security/. 
92. lNT'L JusT. CLINIC, http://www.law.ucla.edu/centers-programs/clinical-program/in-house-clinics/ 

Pages/lntemational-J ustice-Clinic .aspx. 
93. See International Humanitarian Law Clinic. EMORY UN1v. ScH. OF L., http://www.law.emory.edu/ 

?id=5093. 
94. MacArthur Justice Center attorney Joseph Margulies, for instance, represents Zayn al-Abidin 

Muhammad Husayn (abu Zubaydah). For more information on his role in this case as well as the 
Center, see Roderick MacArthur Justice Center, Guantanamo Bay, Nw. UNIV. L. ScH., http:// 
www.law.northwestern.edu/legalclinic/macarthur/projects/guantanarno/. 

95. See, e.g., Georgetown Law students groups, GEO. UNJv. L. CENT., http://www.law.georgetown.edu/ 
academics/academic-programs/ grad ua te-programs/degree-programs/n a tional-securi ty /intellectual
life.cfrn (noting Georgetown's National Security Law Society and Military Law Society as two of four 
national security law student groups on campus); National Security Lc1w Society, COLUM. L. ScH., 
http://www.law.colurnbia.edu/national-security-law-society; Yale Law Veterans Association, YALE L. 
SCH., http://www.law.yale.edu/studentlife/StudentOrganizations.htm; National Security and Law Associa-
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have military law societies.96 In the law review realm, not only have main
stream journals increasingly published articles in this area, but eight journals 
have adopted a strong focus on this area, with three solely dedicated to national 
security law: the Georgetown Law-Syracuse Law Journal of National Security 
Law & Policy, the annual William Mitchell College of Law Journal of the 
National Security Forum, and the Harvard Law's National Security Journal 

tion, HARV. L. SCH., http://www3.1aw.harvard.edu/students/orgs/ns1a/; Stanford National Security & the 
Law Society, STAN. L. Sett., hnp://www.law.stanford.edu/organizations/student-organizations/stanford
nationaJ-security-the-law-society; Columbia Law School Military Association, COLUM. L. Sett., http:// 
web.law.columbia.edu/s1udents/student-services/connecting/student-organizations/list#columbia-law
school-111ilitary-association; Boalt Association of Milita,y Veterans, BERKELEY. L., http://www. 
law.berkeley.edu/227 .htm: National Security Law Society, UNN. OF M1rn. L. Sett. http://www. 
law.umich.edu/JOURNALSANDORGS/Pages/orgs.aspx); National Security Law Society, DUKE UNIV. 
Sett. OF L., http://www.law.duke.edu/students/orgs/#security; National Security Law Society, CORNELL 
L. Sett., http://sao.comell.edu/SO/org/09- I 0/589); National Security and Law Society, VAND. UNrv. L. 
Sett., http ://law. v anderbi It. ed u/pros pecti ve-students/studen t-resou rces/ student-organ i za ti ons/nati on a 1-
securi ty-and-Ia w-society /index. aspx; National Security Law Society, WASH. UNrv. Sett. OF L., http:// 
law.wustl.edu/students/pages.aspx?id=7616; National Security Law Association, Geo. WASH. UN1v. L. 
Sett .. http://www.law.gwu.edu/Students/Organizations/Pages/NSLA.aspx; Military Law Society, Geo. 
WASH. UNIV. L. ScH .. http://www.law.gwu.edu/Students/Organizations/Pages/Military.aspx; Interna
tional Law Society, Geo. WASH. UNIV. L. Sett., http://www.law.gwu.edu/Students/Organizations/Pages/ 
lLS.aspx; National Security Law Society, B.U. SCH. OF L., http://www.bu.edu/law/centraJ/nsls/; National 
Security & Law Society, EMORY UN1V. SCH. OF L. http://www.Jaw.emory.edu/student-life/studenl 
organizations.html; Military Law Students Assoc., NoTRe DAME L. Sett., http://law.nd.edu/student-life/ 
student-organizations/aLl-student-organizations/#military; Military Law Society, WILLIAM & MARY L. 
Sett., http://www. wm .edu/offices/studentacti vi ties/clubsandorgan izations/directory/law/mls. php: M ili
tary Justice Society, UNIV. OF GA. SCH. OF L., http://www.law.uga.edu/georgia-law-student
organizations#MilitaryJusticeSociety; National Security and Law Society, UNIV. OF WASH. Sett. OF L., 
http://www.law.washington.edu/students/orgs/; Military Law Students' Association, UNrv. OF WASH. Sett. 
OF L., http://www.law.washington.edu/Students/Orgs/; Military Law Students Association, OHIO. ST. 
UNIV. MORITZ C. OF L.. http://moritzlaw.osu.edu/students/groups.php?ID=33; Mi/ital)• Law Society, 
UNJv. OF AL. Sctt. OF L., http://www.law.ua.edu/students/student-organizations/; National Security Law 
Society, Geo. MASON. UNrv. ScH. OF L., http://www.law.gmu.edu/students/orgs/nsls; Milital}' Law 
STUdents Association, UNIV. OF CA. Sett. OF L., http://www.uchastings.edu/student-services/student-orgs/ 
military-law-assoc.html; Military Law Student Association, UNlV. OF FL. LEvrN. C. OF L., http://www. 
law.ufl.edu/studenr-affairs/additional-infonnation/student-organizations/extracurricular-organizations; 
National Security and Law Society, AM. UNIV. WASH. C. OF L., http://www.wcl.american.edu/org/nsls/; 
Military Law Society, TULANE UN1v. L. Sctt., http://www.law.tulane.edu/tlsstudentlife/index. 
aspx?id = 2204; Military Law Society, UNJV. OF CONN. SCH. OF L., http://www.law.uconn.edu/military-law
society-mls; Student National Security and Law Society. CASE. W. RES. UNlV. Sett. OF L., http:// 
law.case.edu/centers/igslp/; Milita,y Law Society, UNJv. OF HousTON Sett. OF L. http://www.law.uh.edu/ 
organizations/mis/; Military Law Society, UN1v. OF MIAMI Sett. OF L., http://www.law.miarrti.edu/ 
studentorg/military_law_society/index.php; Armed Forces Society, ST. JoHN's UNJv. Sett. OF L., http:// 
www.stjohns.edu/academics/graduate/law/journals; National Security and Law Society, Cm-KENT. C. OF 
L., http://www.kentlaw.edu/student_orgs/nsls/; Mili1al}1 Law Society, CHJ-KENT. C. OF L., http:// 
www.kentlaw.edu/students/organizations. html: National Security and Law Society, Ne. U~nv. Sett. OF L., 
http://northeastem.edu/law/campuslife/studentorganizations.html; Mili1ary Law Society, UNJv OF THE 
PAC., MCGEORGE SCH. OF L., http://blogs.mcgeorge.edu/mls/; Military and National Securiry Law 
Student Association, CATH. UNTV. L. Sett., http://www.law.edu/Students/Orgs/mi1itarylaw.cfm; Na1ional 
Security and Law Society, WrLLIAM MITCHELL L. Sett., http://www.wmitchell.edu/law-school/organizations/ 
basics.asp?org = 37. 

96. See id. Note that lhree schools - George Washington Law, University of Florida Law, and 
Chicago-Kent Law - have mixed national security law and military law groups. 



510 JOURNAL OF NATIONAL SECURITY LAW & PoucY [Vol. 6:489 

(initiated in Spring 2010).97 

These institutional developments suggest that law schools, as a structural 
matter, are responding to the growing demand for well-trained students. Thus 
far, the approach has been an organic process of responding on a case-by-case 
basis. The problem is that, for the most part, these programs and institutions are 
situated within traditional models, thus reflecting the dominant divisions and 
pedagogical aims of the broader institutions. Yet many of these approaches were 
adopted with a view towards the practice of law generally, and not with specific 
focus on the challenges facing lawyers who want to move into national security 
law. 

II. LEGAL PEDAGOGY 

The practice of law, as suggested above, is deeply political in nature, with 
lawyers not merely providing a service to the community, but exercising and 
seeking to limit government power. This makes the profession susceptible to 
political shifts. It is thus perhaps unsurprising that the compromise forged 
between conflicting aims (the practical realities of the practice of law, paired 
with the aspirations of critical distance and debate) repeatedly surfaces in the 
wake of military conflict. It was, after all, following the Civil War that Harvard 
confronted the outmoded, receptive nature of legal education. Subjected to 
recitation of treatises prepared years in advance, students had little to no agency 
in the pre-war classroom.98 Harvard Law Dean Christopher Columbus Langdell 
sent shock waves through the system with his introduction of three fundamental 
innovations, the aim of which was to inculcate academic achievement in 
students: he began sequencing courses, he created the case method of teaching, 
and he invented the (now infamous) issue-spotter examination, requiring stu
dents to respond in writing to complex hypothetical problems.99 At the time, 
Oxford and Cambridge considered a liberal education to be sufficient prepara
tion for the professions; the study of common law and other professional 
education was left to the apprenticeship process. Langdell's innovations thus 

97. NAT'LSEC. J., http://www.harvardnsj.com/. 
98. BRUCE A. KIMBALL, THE lNCEPTION OF MODERN PROFESSIONAL EDUCATION: C. c. LANGDELL, 

1826-1906, I 30 (2009). Those subjects that did require student participation were limited to ensuring 
transfer of the basics. Civil procedure, for instance, was confined to pleading, as described by 
Blackstone in his Commentaries and explained in more depth by Chitty and Stephen. 3 WILLIAM 
BLACKSTONE, COMMENTARIES *293-3 I 3; JOSEPH CHITTY, TREATISE ON PLEADING A.ND PARTIES TO ACTIONS, 
WITH A SECOND VouJME CONTAINING MODERN PRECEDENTS OF PLEADINGS, AND PRACTICAL NOTES (1879); 
HENRY JoHN STEPHEN, A TREATISE ON THE PR1NCTPLES OF PLEADING rN C!v1L ACTIONS ( I 824 ). Students 
would be asked merely to present clients' complaints in the appropriate legal form (i.e., the correct 
"writ" or "form of action," as appropriate to the facts of the case) to gain access to the courts. Professor 
Myron Moskovitz explains, "Students listened to lectures (some by professors, but many by judges and 
practicing lawyers) and read textbooks that distilled the rules from the cases. Both activities were 
essentially passive: the student absorbed information but did not interact much with the teacher." 
Myron Moskovitz, Beyond the Case Method: Ir's Time To Teach with Problems, 42 J. LEGAL Eouc. 241, 
242 (1992). 

99. KIMBALL, supra note 11, at 130-13 I. 
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flew in the face of both U.S. norms and those adopted across the Atlantic. 100 

They at once recognized the importance of the practice of law, while providing 
to the legal academy the distinction of critical scholarly analysis. 

The decision to expand Langdell 's innovations into the actual practice of Jaw 
subsequently created divisions within the research university. Scholars saw their 
role as ensuring that students obtained a certain distance from the law, enabling 
them to subject it to more rigorous critique. The goal of practitioners in many 
ways proved the opposite: to immerse students so directly in the law as to give 
them :fluency in its practice. 

In the ensuing years, new evaluations of legal pedagogy have accompanied 
the country's engagement in military hostilities. World War I, for instance, gave 
way to the Reed Report, which considered how those returning from war would 
seek to re-shape the existing institutions. Jerome Frank's work, calling for 
greater engagement of the academy in the practice of law, bookended World 
War II. The close of the conflict in Vietnam witnessed the first ABA Task Force 
Report on the role of legal education. The Cramton Report was soon followed 
by the MacCrate Report - coincident with the ending of the Cold War. 101 

A crucial weakness in many of these studies is that they have assumed the 
practice of law writ large to be the object of the inquiry - obfuscating, in the 
process, the practice of law in discreet contexts. Simultaneously, much of the 
discussion assumes as a given the division between doctrinal and clinical 
education, missing in the process the potential for developing a new framework 
for legal education. Perhaps most importantly, these inquiries, like many occur
ring in the current pedagogical debate, have failed to appreciate the importance 
of the goals most appropriate to national security law. 

A. Limitations of the Current Pedagogical Debate 

One problem with the current pedagogical debate in the JegaJ academy is that 
it is almost entirely grounded in a general understanding of the practice of law. 
There is very little new about this approach. In 1978, for instance, the ABA's 
Task Force on Lawyer Competency: The Role of Law Schools, chaired by Dean 

I 00. REED, supra note 6, at 23 ("In accordance with this tradition of the ultimate responsibility of 
lawyers for their own educational qualifications, the English universities have not on ly been denied any 
control over the admission of a law student to practice. They have not even been made directly 
responsible for providing any portion of his education, in which they participate only as volunteer 
agencies. In the field of general education they offer much more than the practitioners demand .... The 
conception ... of institutional instruction in technical law as an essential part of a lawyer's education, 
whether given in a university or whether given elsewhere. has never thoroughly reestablished itself in 
England since the decay of the original inns of Courts. The pedagogical doctrine that this should 
constitute a distinct intermediate phase of his preparation, to be entered upon after he has completed his 
general education but before his practical training begins. is still more foreign to English thought. As a 
rule, an English student, having secured such general education as he thinks worthwhile or can afford, 
proceeds directly into a lawyer's office."); see also KIMBALL, supra note 11, at 161 (2009). 

IO I. See REED, supra note 6; Frank, supra note 8; Cram ton Report, supra note 9; M ACCRATE REPORT, 
supra note 10. 
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Roger Cramton, identified three competencies required for the practice of law 
writ large: (1) knowledge about law and legal institutions; (2) fundamental 
skills; and (3) professional attributes and values. 102 Instead of considering any 
of the sub-fields in depth, the report focused on general legal education. It 
identified fundamental ski lls as legal analysis, legal research, fact investigation, 
written and oral communication, interviewing, counseling, negotiation, and 
organization. 103 Professional values, in turn, centered on discipline, integrity, 
conscientiousness, continued professional development, critical self-assessment, 
and hard work. 104 

The report was not uncritical of the current state of play: while legal 
education did a relatively good job of providing students with knowledge of the 
law and legal analytical skills, as well as legal research and writing, it failed in 
three essentia1 respects: 

(a) developing some of the fundamental skills underemphasized by traditional 
legal education; (b) shaping attitudes, values, and work habits critical to the 
individual's ability to translate knowledge and relevant skills into adequate 
professional performance; and (c) providing integrated learning experiences 
focused on particular fields of lawyer practice. 105 

The Report offered dozens of recommendations to address the gap. 106 

Ten years later, following the end of the Cold War, the American Bar 
Association's Section of Legal Education and Admissions to the Bar appointed 
yet another task force to look at the role of legal education in preparing 
attorneys for practice. Once again, it took a cookie-cutter approach to the 
subject, assuming legal education prepared students for a uniform field. 

Chaired by Robert Macerate, the resulting 414-page report included within it 
a "Statement of Fundamental Lawyering Skills and Professional Values" in 
which it highlighted ten fundamental skills and four values to guide those 
seeking to enter the profession. 107 The goal of legal education was and ought to 
be developing students' skills in problem-solving, legal analysis and reasoning, 
legal research, factual investigation, communication, counseling, negotiation, 
litigation and ADR, organization and management of Jegal work, and recogniz
ing and resolving legal dilemmas. 108 With the aim of legal education thus 
defined, the report went on to note the fundamental values of the profession: 
providing competent representation, striving to promote justice, fairness, and 
morality, working to improve the profession, and developing professionally. 109 

I 02. Cramton Report, supra note 9, at 9-10. 
103. Id. 
104. Id. at 10. 
105. Id. at 14. 
106. Id. at 3-7, recommendations 3-5. 
107. MACCRATE REPORT, supra note LO. 
108. Id. at 121-122. 
109. Id. at 140-141. 
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Cognizant of the critjques that would inevitably follow, the Report noted that 
the presentation of skills and values was not definitive, but rather provided a 
starting point for further discussion of different areas of the profession. The aim 
was not to lock schools into a specific curriculum, to create criteria for accredita
tion, or to cement bar examiners into one approach. To achieve its goals, the 
Report emphasized the importance of clinical education: 

Clinics have made, and continue to make, an invaluable contribution to the 
entire legal education enterprise. They are a key component in the develop
ment and advancement of skills and values throughout the profession .... CJjn
ics provide students with the opportunity to integrate, in an actual practice 
setting, all of the fundamental lawyering skills. In clinic courses, students 
sharpen their understanding of professional responsibility and deepen their 
appreciation for their own values as well as those of the profession as a 
wbole. 110 

Clinicians, to be sure, played a central role in developing the Report. 111 

Nevertheless, the authors argued effectively that the clinical experience played a 
key role in obtaining the ends thus defined. 

Opinion on the value of the report divided. 112 One commentator hailed it as 
"the greatest proposed paradigm shift in legal education since Langdell envi
sioned legal education as the pursuit of legal science through the case method in 
the late 19th century."113 Others found it unrealistic. 114 A number of confer
ences, some of which were dedicated to clinical teaching, subsequently used the 
MacCrate Report as grounds for discussion. 115 The ABA and AALS took 
note. 11 6 

110. ld. at 238. 
11 I. Russell Engler, The Macerate Report Turns JO: Assessing Its Impact and Identifying the Gaps 

We Should Seek To Narrow, 8 CLINICAL L. REv. I 09, 114-115 (2001 ). 
112. See, e.g., John J. Cost◊nis, The MacCrate Report: Of Loaves, Fishes and the Future of 

American Legal Education, 43 J. LEGAL Eouc. 157 (1993); Jack Stark, Dean eostonis and the 
Macerate Report, 44 J. LEGAL Eouc. 126 (1994): Robert MacCrate, Preparing Lawyers to Participate 
Effectively in the Legal Profession, 44 J. LEGAL Eouc. 89 (1994); Jonalhan Rose, The MacCrare 
Report's Restatement of Legal Education: The Need for Horse Sense, 44 J. LEGAL Eouc. 548 ( 1994); 
Brook K. Baker, Beyond Macerate: The Role of Context Experience, Theory, and Reflection in 
Ecological Leaming, 36 AR12. L. Rev. 287 (1994). The report continues to be controversial. See, e.g., 
Russell G. Pearce, Macerate 's Missed Opportunity: The Macerate Reporr 's Failure to Advance 
Professional Values, 23 PACE L. REv. 575, (2003). 

113. Wallace Loh, The Macerate Report - Heuristic or Prescriptive?, 69 WASH. L. REV. 505, 505 
(1994). 

114. Engler,supra,note lll ,atll4-115. 
115. THE MACCRATE REPORT: BLJJLDJNG THE EoucATJONAL CONTINUUM 145 ( 1994) (noting the joint 

ABA, University of Minnesota, and West Publishing Conference on the Report). Engler, supra note 
111, at 116 n. 33 (noting clinical conferences on the same in I 993, 1994, and 1995. AALS held a 
one-day workshop on the topic during its 1995 annual meeting. See Program Materials, AALS 
Mini-Workshop on Professors in the Profession, Jan. 5, 1995. 

116. See, e.g., Resolution 8a, adopted by the ABA House of Delegates February 1994 (inviting the 
Section of Legal Education and Admissions to the Bar to recommend how to integrate skills and values 
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Initially, much of the report's effect was felt within the realm of clinical 
education. 117 But, notably, it did not focus on the relationship between the 
clinical and the doctrinal side of the house, instead implicitly accepting them as 
two separate pursuits. Reflecting this di vision, the report glossed over tensions 
in the legal academy between the actual practice of law and the research strand 
of the modern university, wherein critical thought and scholarly independence 
drive normative debate. 

This tension was not lost on the Carnegie Foundation for the Advancement of 
Teaching, which in 1999 turned its gaze to sixteen law schools, to more 
carefully examine how such institutions actually develop legal understanding 
and form professional identity. 118 Under scrutiny was the model, forged at 
Harvard in the 1870s, wherein the Socratic, case-based method was used to 
teach students, in short order, how to "think like a lawyer." The Carnegie Report 
found that the emphasis on legal analysis was not matched by a similar 
emphasis on the skills required to serve clients or an emphasis on a solid ethical 
grounding. 119 If the legal academy were serious about the importance of develop
ing the latter skill sets, it would have to adopt a more integrated approach to 
legal education. 

The Carnegie Report made five key observations: that law schools rapidly 
socialize students into analytical legal thinking; that they heavily rely on one 
approach; that the case-dialogue method of teaching has both strengths and 
weaknesses (foremost amongst the weaknesses its tendency to drive consider
ations of justice and ethics out of the room); that the assessment tools used by 
law schools fall radically short; and that legal education has failed to take a 
comprehensive look at what needs to be done to evolve to the next level, instead 
proceeding in jerks and starts, in a piecemeal fashion. 120 

The Carnegie Report found fault in particular with the lines between doctrinal 
courses and c1inical education. Rivalries proved more than a passing distraction; 
they were undermining the value of legal education. Some schools therefore 
followed the Carnegie Report with serious efforts to re-evaluate the structure of 
legal education, seeking to re-orient according to pedagogical goals. 12I The 
Carnegie Report itself created a consortium on the future of legal education, 

into the accreditation process); see also Carl C. Monk, Notes from the Executive Director: The Law 
Schools and the Profession, AALS NEWSL. 6-7 (1993); Statement of the Association of American Law 
Schools on the MacCrate Reporr. AALS NEWSL. 8-9 (1993), cited in Engler, supra note l 11. at 116 n. 
34. 

117. See, e.g., Engler, supra note 111, at 133 (highlighting the impact on New England School of 
Law). 

118. William M. Sullivan, Anne Colby, Judith Welch Wegner, Lloyd Bond & Lee S. Shulman, 
Educating lawyers: Preparation for the Profession of Law, CARNEGlE FOUNDATION FOR THE ADVANCE
MENT OF TEACHTNG: PREPARATION FOR THE PROFESSIONS (2007). [hereinafter CARNEGIE REPORT]. This report 
itself followed from a line of studies sponsored by the Carnegie Foundation for the Advancement of 
Teaching, a body that stemmed from the 1910 Flexner report on medical education. 

119. ld. at 4. 
120. Id. at 5-7. 
121. See also STUCKEY ET AL., BEST PRACTICES FOR LEGAL EDUCATION (2007). 
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naming Southwestern Law, Stanford Law, City University of New York School 
of Law, Georgetown University Law Center, Harvard Law School, Indiana 
University-Bloomington School of Law, New York University School of Law, 
University of Dayton School of Law, University of New Mexico School of Law, 
and Vanderbilt Law School to the group. t 22 In 2009, the University of Denver 
Sturm College of Law sponsored Legal Education at the Crossroads, v. 3.0. 123 

On the table were methods of assessment, clinical course models, case-based 
analyses, and curricular design. 124 The Institute for the Advancement of the 
American Legal System (IAALS) at the University of Denver, led by the lead 
author of the 2007 Carnegie Report, subsequently launched Educating Tomor
row's Lawyers, a program dedicated to improving legal pedagogy and teaching. 

These initiatives have been important efforts to try to understand the place of 
legal education in the profession. They suggest a significant shift in the legal 
academy, away from the doctrine-centric approach and towards a broader view 
of the skills, aptitudes, and types of intelligence necessary to be a successful 
lawyer. They reflect the theory of multiple inteJligences put forward by Howard 
Gardner, suggesting that intelligence is not limited to a discreet area, but instead 
is comprised of different faculties, each of which contains different sets of skills 
needed to solve real-world problems and conflicts. 125 Legal analytical skills 
thus represent just one type of ability required; for Gardner, broader logical, 
linguistic, interpersonal and intrapersonal abilities (the latter being distin
guished by self-knowledge and insight into others' behavior), affect judgment 
and action. 126 

But many of these initiatives suffer from two flaws. First, in laying out the 
overarching pedagogical goals they continue to adopt a one-size-fits-all ap
proach, looking at legal education as a whole rather than as a product of its 
sub-parts, which may significantly differ from each other. Second, with the 
exception of some of the consortia affiliated with Denver's IAALS, almost all 
of these initiatives continue to embrace the division in the academy between 
clinical education and doctrinal courses. Both flaws, particularly in regard to 
national security Jaw, deserve further scrutiny. 

B. National Security Pedagogy 

In contrast to the traditional pedagogical approach, six goals in particular 
stand out in considering the role of legal education with regard to national 

122. Carnegie Foundation Selects Southwes1ern for Groundbreaking Legal Education Study, Sw. L. 
SCH. (Nov. 29, 2007), http://www.swlaw.edu/news/overview/; see also CARNEGIE FoUND. FOR THE 
ADVANCEMENT OF TEACHING, hrtp://www.camegiefoundation.org/. 

l 23. Legal Education at rhe Crossroads, v. 3.0, UNIV. OF DENVER STURM C. OF L., http:/naw.du.edu/ 
index. php/assessment-con ference. 

124. Conference Schedule, UN1v. OF DENVER STURM C. OF L., http://www.law.du.edu/index.php/ 
assessment-conference/program. 

125. HOWARD GARDNER, FRAMES OF MINO 60 ( 1993). 
126. Id. at 239. 
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security law: (1) understanding the law as applied (that is, knowledge of 
relevant legal authorities and processes, understanding what can be termed "the 
Washington context", and considering the broader policy environment), (2) deal
ing with factual chaos and uncertainty, (3) obtaining critical distance despite 
significant pressure, (4) developing nontraditional written and oral communica
tion skills, (5) demonstrating leadership, integrity, and good judgment in a 
high-stakes, highly-charged environment, and (6) creating opportunities for 
future learning. Students, moreover, must integrate these skills, performing on 
multiple levels at once. 127 These goals are not conclusive - nor are they necessar
ily exclusive to national security law. But calling attention to them suggests that 
more careful examination of the field, and not just legal education writ large, 
may yield a more effective method of developing the next generation of 
national security lawyers. 

1. Law as Applied 

Law schools tend to do a relatively good job at conveying legal authorities. 
Doctrinal courses focus on this area, further developing students' analytical 
reasoning skills. In national security, however, it is equally important for 
students to understand a number of other mechanisms. Perhaps most impor
tantly, lawyers must understand the relevant legal processes - that is, the bureau
cratic and administrative emphases and mechanics that have a significant impact 
on the course of practice. Also critical is an understanding of the way in which 
relationships and frictions play into the exercise of law. That is to say, the focus 
on law, typical of the law school environment, may lead students to rely 
overmuch on legal authority and to fail to appreciate the importance of the 
broader contextual relationship between different actors in Washington, D.C., 
and beyond. Additionally, there is a strong policy component to national 
security lawyering. This means that law becomes one of many different consider
ations that is taken into account before decisions are made on what action to 
take. These considerations - themselves in flux - constitute what can be consid
ered the law as applied, an area equally important for those serving in govern
ment as for those in the myriad national security positions outside of 
governmental structures to understand. 

a. Legal Authorities and Processes. It is necessary, but not sufficient, for 
students to read and digest the 1947 National Security Act and associated laws 
that followed this statute, to understand bodies such as the CIA, the NSC, or the 
DoD. The formal - and informal - processes that drive these organizations are 
equally important. 

127. While the following discussion centers at times on the experience of the executive branch or 
legislative national security lawyer, it is important for those working outside of government structures 
to both understand and reflect the same skills in their practice of law. 
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Perhaps the most prolific writer on this aspect of the practice of national 
security law is Judge James E. Baker, Chief Judge of the Court of Appeals of 
the Armed Forces, who has considered the different types of processes that 
influence the life of a nationaJ security lawyer. Not only must students under
stand these processes, Baker argues, but they must take into account the way in 
whjch processes unique to nabonaJ security law influence lawyers' ability to 
engage in traditional legal analysis and recommendation. The opportunity, for 
instance, for lawyers to engage in considered debate about legal interpretations 
or to have their work cross-checked by other attorneys, perhaps even more 
steeped in these fields, may be limited. Baker explains, 

Lawyers tend to focus on the formal aspects of constitutional govern
ment - legislation, the oversight hearing, the Justice Department opinion, and 
presidential statements. For sure, these legal events domjnate constitutional 
history and precedent. However, much of constitutional practice within each 
branch, and between each branch, is informal in nature, outside public view, 
and without documentation. 128 

Beyond the informal nature of such processes is the classified context within 
which government attorneys operate. 

Two salient points here stand out: first is the difficulty of working collabora
tively in a classified context when time is of the essence. That is, even where a 
number of legal experts may be privy to the information, the abbreviated 
timeline under which nationaJ security attorneys must work limits the extent to 
which collaboration may occur. The second point centers on limitations on the 
number of individuals with whom a lawyer can discuss the specific matter in 
question. There may be very few legal experts with whom an attorney can 
consult. Nevertheless, decisions reached in these contexts may have significant 
implications: they may shift the U.S. legal posture on domestic and interna
tional instruments, with formidable consequences for operations, U.S. policy, 
safety, and security. 

These characteristics of national security law mean that law schools must 
sharpen students' analytical skills, as well as their substantive knowledge. That 
js, schools must not just teach students how to think about the law, but they 
must convey a significant amount of what the law actually is so that students 
have some idea of the current authorities and the framing and the groundwork 
on which future initiatives are built. Simultaneously, they must make students 
aware of the way in which formal and informal processes influence the quality 
of their legal analysis and understanding, and help them to develop different 
tools to manage such processes to ensure better performance. 

With the black letter law in national security rapidly changing and growing, 
law schools must further look at what the emerging topics are and adjust 

128. BAKER, supra note 5, at 63. 
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existing courses and offer new topics accordingly. This is a different model than 
the relative stasis marking much of the twentieth century's approach to legal 
education. Most schools have generally agreed for decades that criminal law, 
criminal procedure, constitutional law, civil procedure, contracts, torts, and 
property merit attention. Eventually schools began to offer courses in new areas, 
such as international law and environmental law. But the sudden explosion in 
national security law means two things. First, traditional classes will need to be 
re-evaluated to include new and emerging areas. Material support provisions, 
new surveillance authorities, and the difference between Title III orders and 
Foreign Intelligence Surveillance Court warrants may thus become an important 
part of Criminal Procedure. Regulatory courses, in turn, may need to expand to 
include new financial regulations unique to the national security world. Second, 
new courses will need to be created to offer both novel combinations of subjects 
as well as new substantive areas, such as international law and habeas corpus, 
pandemic disease and consequence management law, intelligence law, or cyber 
threats. 

As a pedagogical matter then, examination of new and emerging areas must 
be incorporated into the doctrinal study of legal authorities, even as the pro
cesses at work in the national security realm are featured. Active review of 
courses across the board will further accomplish this aim - an approach some
what antithetical to traditional approaches to teachjng, where faculty members 
typically offer (relatively static) introductory courses, paired with upper level 
courses on matters of particular interest. New organization may therefore be 
required to bring national security law faculty and curriculum together, as an 
intellectual and structural enterprise, to consider the breadth and range of 
current course offerings. 

b. "Washington Context." While recognizing the importance of legal authori
ties and processes, in the field of national security law both may be overridden 
by considerations unique to what may be called the "Washington context." The 
inherent political friction between the branches of government, the institutional 
frictions between departments and agencies, and the interpersonal components 
that accompany the exercise of power all influence the manner in which 
national security law evolves. To the extent that law schools ignore this aspect 
of the practice, they do students a great disservice. Students may, for instance, 
(correctly) read Homeland Security Presidential Directive (HSPD)-5 and the 
Homeland Security Act of 2002 to mean that the Secretary of Homeland 
Security has the authority to order an evacuation of the capitol. To act on this 
authority, however, without direct communication with (and permission from) 
the White House, would be inappropriate. This type of Washington-based, 
political authority is critical to the exercise of power. 

Herein lies the rub: national security instruments often incorporate power that 
has significant domestic and international political ramifications. The stakes are 
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high. It is thus imperative that students understand the broader authorities and 
processes at work. Such processes extend beyond the executive branch to 
dealings with Congress - a branch often side] ined in law school curricula. 
Lawyers working in the field, from the executive branch and legislative branches 
to private industry, must understand the political processes in Congress in order 
to be more effective. The relative strength of different committees, the contours 
of legislative oversight, the range of policy documents applicable to the field 
(and required by Congress via statute), the formal and informal mechanisms to 
obtain information relating to executive branch national security matters, the 
role of party politics - all prove relevant. Understanding political authority 
extends to chain of command, as well as inter-agency processes. 

c. Policy Environment. The "Washington context" can be distinguished from 
a second area in which political considerations enter into national security law: 
namely, the broader policy environment. One way to understand this is in terms 
of the push and pull of policymaking. In the Washington context, law consti
tutes just one of many competing demands that policymakers take into account 
before deciding which actions to pursue. In the latter area, the impact of the 
actions taken is felt in both the domestic and international arena. Each consti
tutes an ex ante consideration for lawyers operating in this domain. 

Within government practice, in determining which course to set, the role that 
law plays may be just one of many competing demands on the policymaker's 
decision-making strategy. In order to secure a place for legal considerations, 
lawyers must therefore be cognizant of the different pressures influencing the 
process. Part of this is learning how to communicate clearly with those involved 
in making and implementing policy. It also entails developing a feel for when 
and how to initiate appropriate participation. That is, lawyers must insert 
themselves into the conversation, representing the interests of law itself. 

In policy discussions, lawyers are often not seated at the table. They may be a 
"plus one" in the discussion, and, in this capacity, they must come to terms with 
the fact that the law is only one consideration at play. They may have to accept 
being relegated to a supporting role, with their recommendations overridden. In 
this context, they must grapple with not just personality management, but issues 
related to ego and subordination. They must then decide how to react to each 
situation, when and how to take the initiative, when to concede, and when to 
proceed through other channels. In brief, they must learn both how to insert 
legal considerations into what is essentially a policy debate, and how to treat the 
outcome of such efforts in the context of professional and personal goals. 

At the back end, legal recommendations carry with them strong policy 
implications. It is worth noting at the outset that there is disagreement over 
whether national security lawyers need to take this into account. Professor John 
Yoo, for instance, argues that it is not the national security lawyer's role to think 
about the policy impact of legal advice given - even when delivered at the 
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highest levels of government. 129 The logic behind this arrangement is that 
separating law from policy is essential to good lawyering, and that to combine 
pohcy considerations with strict legal analysis undermines the strength of the 
intellectual endeavor, as well as the integrity of the advisory system itself. As an 
ex ante consideration, taking into account either competing interests or the 
resulting policy impact thus runs counter to the purpose of obtaining strict legal 
advice. Instead, it is for policymakers to balance competing concerns and to 
determine the most appropriate course of action. 

There is much to commend this strict adherence to the distinction between 
law and policy. The problem with this approach, however, is that it results in a 
sort of false silo, where lawyers ostensibly operate in a manner completely 
insulated from policy concerns. In national security law, this is simply not the 
case. Law and policy - for reasons discussed in Part I of this article - often 
overlap. 

The result of attempting to ignore the policy side of the equation, moreover, 
may sideline law at the front end: that is, when lawyers present not just a 
particular legal analysis, but act to insert considerations of law qua law into the 
pohcymaker's decisionmaking process. Here, identifying and thinking about 
competing policy concerns provides lawyers with important knowledge about 
how and when to insert legal considerations. 

Failure to take account of policy concerns may further entail a breach of 
professional responsibility and ethical obligations at the back end. It may be, for 
instance, that there is no legal bar to acting in a certain manner. (It is precisely 
for this reason that criminal law continues to evolve.) But absence of prohibi
tion does not automatically translate into permission for action. A strict legal 
analysis may thus suggest legality, where the actual implications of such actions 
would run contrary to legal or ethical norms. The role of national security law is 
here of great importance: as an exercise of power - indeed, at one extreme, the 
most coercive powers available to the state - failure to take into account the 
implications of the legal analysis may suggest a failure of professional responsi
bility. 

d. Adaptation and Evolution. Not only must students learn about legal authori
ties and processes, the "Washington context," and policy concerns, but they 
must learn how to adapt and evolve to deal with new and emerging bureaucratic 
and administrative structures. Innovation is the hallmark of this skill, and it is 
one that requires a different kind of learning than dominates in doctrinal 
settings. 130 

In the national security world, political leadership rapidly changes, with 

129. John Yoo, Remarks at the Stanford Law School Debate on Guantanamo Bay Detainees, 
co-sponsored by the Federalist Society and the American Constitution Society (Oct. 12, 2005). 

130. For related discussion of innovation in the context of self-learning for corporate law, see Karl S. 
Okamoto, Learning and Learning-to-Learn by Doing: Simulating Corporate Practice in Law School, 
45 J. OF LEGAL ED. 498 (1995). 



2013] NATIONAL SECURJTY LAW PEDAGOGY AND SIMULATIONS 521 

constant movement of personnel. Institutions themselves are in flux: the cre
ation of DHS, as aforementioned, placed under one umbrella twenty-two execu
tive branch agencies - some of which were major and complex organs of the 
government, such as the U.S. Customs Service, Coast Guard, Secret Service, 
Transportation Security Administration, and Federal Emergency Management 
Agency-grew by 2012 to some 216,000 people. 131 DHS agencies continue to 
evolve and morph as DHS's mission steadily expands. The DoD's creation of 
the U.S. Northern Command (NORTHCOM) similarly generated two new 
domestic intelligence institutions and a substantial infrastructure for their sup
port. Treasury, the Department of Health and Human Services, the Department 
of State, and others have had to adapt to the new environment, in the process 
shifting institutional structures. 

Collectively, what the expilflsion of the national security world means to 
those who take up positions within it is that they need to be able to quickly 
adapt to new and changing legal and political authorities and processes. So, too, 
must those who take positions outside of government, who need to respond to 
new initiatives and rapidly changing institutional arrangements. The sheer size 
of the infrastructure and the number of new initiatives requires the ability to 
work in a fluctuating environment and to quickly identify changing power 
structures. 

2. Factual Chaos and Uncertainty 

One of the most important skiJJs for students going into national security law 
is the ability to deal with factual chaos. The presentation of factual chaos 
significantly differs from the traditional model of legal education, in which 
students are provided a set of facts which they must analyze. Lawyers working 
in national security law must figure out what infonnation they need, integrate 
enormous amounts of data from numerous sources, determine which informa
tion is reliable and relevant, and proceed with analysis and recommendations. 
Their recommendations, moreover, must be based on contingent conditions: 
facts may be classified and unavailable to the legal analyst, or facts may change 
as new information emerges. This is as true for government lawyers as it is for 
those outside of governmental structures. They must be aware of what is 
known, what is unsure, what is unknown, and the possibility of changing 
circumstances, and they must advise their clients, from the beginning, how the 
legal analysis might shift if the factual basis alters. 

a. Chaos. Concern about information overload in the national security environ
ment is not new: in the 1970s scholars discussed and debated how to handle the 
sequential phases of intelligence gathering and analysis in a manner that yielded 

131. Overview of the Executive Branch, THE WHITE House, http://www.whitehouse.gov/our
govemment/executive-branch. 
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an optimal result. 132 But the digital revolution has exponentially transformed 
the quantitative terms of reference, the technical means of collection and 
analysis, and the volume of information available. The number of sources of 
information - not least in the online world - is staggering. 

Added to this is the rapid expansion in national security law itself: myriad 
new Executive Orders, Presidential Directives, institutions, programs, statutes, 
regulations, lawsuits, and judicial decisions mean that national security law 
itself is rapidly changing. Lawyers inside and outside of government must keep 
abreast of constantly evolving authorities. 

The international arena too is in flux, as global entities, such as the United 
Nations, the European Court of Human Rights, the G-7/G-8, and other coun
tries, introduce new instruments whose reach includes U.S. interests. Rapid 
geopolitical changes relating to critical national security concerns, such as 
worldwide financial flows, the Middle East, the Arab Spring, South American 
drug cartels, North Korea, the former Soviet Union, China, and other issues 
require lawyers to keep up on what is happening globally as a way of understand
ing domestic concerns. Further expanding the information overload is the 
changing nature of what constitutes national security itself. 133 

In sum, the sheer amount of information the national security lawyer needs to 
assimilate is significant. The basic skills required in the 1970s thus may be 
similar - such as the ability (a) to know where to look for relevant and reliable 
information; (b) to obtain the necessary information in the most efficient 
manner possible; (c) to quickly discern reliable from unreliable information; 
( d) to know what data is critical; and ( e) to ascertain what is as yet unknown or 
contingent on other conditions. But the volume of information, the diversity of 
info1mation sources, and the heavy reliance on technology requires lawyers to 
develop new skills. They must be able to obtain the right information and to 
ignore chaos to focus on the critical issues. These features point in opposite 
directions - i.e. , a broadening of knowledge and a narrowing of focus. 

A law school system built on the gradual and incremental advance of law, 
bolstered or defeated by judicial decisions and solidified through the adhesive 
nature of stare decisis appears particularly inapposite for this rapidly-changing 
environment. An important question that will thus confront students upon 
leaving the legal academy is how to keep abreast of rapidly changing national 
security and geopolitical concerns in an information-rich world in a manner that 
allows for capture of relevant information, while retaining the ability to focus 
on the immediate task at hand. 

Staying ahead of the curve requires developing a sense of timing - when to 
respond to important legal and factual shifts - and identifying the best means of 

132. See, e.g., Myres S. McDougal, Harold D. Lasswell & W. Michael Reisman, The Intelligence 
Function and World Public Order, 46 TEMP. L.Q. 365 ( 1973), reprinted in Faculty Scholarship Series, 
Paper 2,569, Yale Law School Legal Scholarship Repository, available at http://digitalcomrnons.law. 
y aJe.edu/fss_papers/2569/. 

133. See discussion, infra, and Donohue, supra note 5. 
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doing so. Again, this appl ies to government and non-government employees. 
How should students prioritize certain information and then act upon it? This, 
too, is an aspect of infom1ation overload. 

b. Uncertainty. National security law proves an information-rich, factually
driven environment. The ability to deal with such chaos may be hampered by 
gaps in the information available and the difficulty of engaging in complex 
fact-finding - a skill often under-taught in law school. Investigation of relevant 
information may need to reach far afield in order to generate careful legal 
analysis. Uncertainty here plays a key role. 

In determining, for instance, the contours of quarantine authority, lawyers 
may need to understand how the pandemic in question works, where there have 
been outbreaks, how it will spread, what treatments are available, which social 
distanc ing measures may prove most effective, what steps are being taken 
locally, at a state- level, and internationally, and the like. Lawyers in non-profit 
organizations, legal academics, in-house attorneys, and others, in turn, working 
in the field, must learn how to find out the re levant information before comment
ing on new programs and initiatives, agreeing to contractual terms, or advising 
clients on the best course of action. For both government and non-government 
lawyers, the secrecy inherent in the field is of great consequence. The key here 
is learning to ask intelligent questions to generate the best legal analysis 
possible. 

It may be the case that national security lawyers are not aware of the facts 
they are missing - facts that would be central to legal analysis. This phenom
enon front-loads the type of advice and discussions in which national security 
lawyers must engage. It means that analysis must be given in a transparent 
manner, contingent on a set of facts currently known, with indication given up 
front as to how that analysis might change, should the factual basis shift. This is 
particularly true of government attorneys, who may be advising policymakers 
who may or may not have a background in the law and who may have access to 
more information than the attorney. Signaling the key facts on which the legal 
decision rests with the caveat that the legal analysis of the situation might 
change if the facts change, provides for more robust consideration of c ritically 
important issues. 

c. Creative Problem Solving. Part of dealing with factuaJ uncertainty in a 
rapidly changing environment is learning how to construct new ways to address 
emerging issues. Admittedly, much has been made in the academy about the 
importance of problem-based learning as a method in developing students' 
critical thinking skills. 1 34 Problem-solving, however, is not mere I y a method of 

l 34. See, e.g., Gun)l, To EF1+<.iWE TEACIIING: A NATIONAL R EPORT ON E1G11TY-ONE OUTSTANDING 

COLLEGE TEACHERS AND How THFY TEACH: LE:.CrtJRES, co~lPUTER, CASE STUDIES. PEER TEACHING, SIMULA

TIONS. SE:.LF-PACING, MuLTIMEDIA. FJELD STUDY, PROBLEM SOL\ING. AND RESEARCH ( 1978); B RINGING 

PROBLEM-BASED L EARNING ro H 1GHl' R EDUCATION: THEORY AND P RAC11CE (LuAnn Wilkerson & Wim H. 
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teaching. It is itself a goal for the type of activities in which lawyers will be 
engaged. The means-ends distinction is an important one to make here. Problem
solving in a classroom environment may be merely a conduit for learning a 
specific area of the law or a limited set of skills. But problem-solving as an end 
suggests the accumulation of a broader set of tools, such as familiarity with 
multidisciplinary approaches, creativity and originahty, sequencing, collabora
tion, identification of contributors' expertise, and how to leverage each skill set. 

This goal presents itself in the context of fact-finding, but it draws equally on 
strong understanding of legal authorities and practices, the Washington context, 
and policy considerations. Similarly, like the factors highLighted in the first 
pedagogical goal, adding to the tensions inherent in factual analysis is the 
abbreviated timeline in which national security attorneys must operate. Time 
may not be a commodity in surplus. This means that national security legal 
education must not only develop students' complex fact-finding sJciUs and their 
ability to provide contingent analysis, but it must teach them how to swiftly and 
efficiently engage in these activities. 

3. Critical Distance 

As was recognized more than a century ago, analytical skills by themselves 
are insufficient training for individuals moving into the legal profession. 135 

Critical thinking provides the necessary distance from the law that is required in 
order to move the legal system forward. Critical thought, influenced by the 
Ancient Greek tradition, finds itself bound up in the Socratic method of 
dialogue that continues to define the legal academy. But it goes beyond such 
constructs as well. 

Scholars and educators disagree, of course, on what exactly critical thinking 
entails. 136 For purposes of our present discussion, I understand it as the meta
conversation in the law. Whereas legal analysis and substantive knowledge 
focus on the law as it is and how to work within the existing structures, critical 
thought provides distance and allows students to engage in purposeful discus
sion of theoretical constructs that deepen our understanding of both the actual 

Gijselaers eds., 1996); Mark Broida, Creative Problem Solving. 8 LAW TcHR 9 (2001 ): Bruce Green, 
Teaching Lawyers Ethics, 51 ST. Louis U. L.J. 1091 (2007); Suzanne Kurtz, et al., Problem-Based 
Leaming: An Alternative Approach to Legal Education, 13 DALHOUSIE L.J. 797, 801-03 (1990); 
Moskovitz, supra note 98 at 244; Steven Shapiro, Teaching First-Year Civil Procedure and other 
Introductory Courses by the Problem Method, 34 CREIGHTON L. REv. 245 (2000). 

135. For continued emphasis on critical thinking skills in the context of law. see, e.g., Katherine A. 
Currier & Thomas E. Eimermann, THE STUDY OF LAw: A CRJTICAL THINKING APPROACH (2d ed. 2009). 

136. See, e.g., Richard Paul & Linda Elder, Defining Critical Thinking, THE CRITICAL THINKING 
CMTY., available at http://www.criticalthinking.org/pages/defining-critical-thinking/766; Steven A. Slo
man, Two Systems of Reasoning, in HEURISTICS AND BIASES: THE PSYCHOLOGY OF lNTuJTTVE JUDGMENT 
(2002); STEVEN A. SLOMAN, THINKJNG AND REASONING IN HUMAN DEC(S!ON MAKJNG: THE METHOD OF 
ARGUMENT AND HEURISTIC ANALYSIS (2007); Stephen Brookfield, Contesting Criticality: Epistemological 
and Practical Contradictions in Critical Reflection, in PROCEEDINGS OF THE 4 lsT ANNUAL ADULT 
EDUCATION REsEARCH CONFERENCE (2000); DANIEL PASKO, CRITICAL THINKING AND REASONING: CURRENT 
RESEARCH, THEORY, AND PRACTICE (2003). 
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and potential constructs of law. It is inherently re flective. 
For the purpose of practicing national security law, critical thought is para

mount. This is true partly because of the unique conditions that tend to 
accompany the introduction of national security provisions: these are often 
introduced in the midst of an emergency. Their creation of new powers fre
quently has significant implications for distribution of authority at a federal 
level, a diminished role for state and local government in the federalism realm, 
and a direct impact on individual rights. 137 Constitutional implications demand 
careful scrutiny. 

Yet at the time of an attack, enonnous pressure is on officials and legislators 
to act and to be seen to act to respond. 138 With the impact on rights, in 
particular, foremost in legislators' minds, the first recourse often is to make any 
new powers temporary. However, they rarely turn out to be so, instead becom
ing embedded in the legislative framework and providing a baseline on which 
further measures are built. 139 In order to withdraw them, legislators must 
demonstrate either that the provisions are not effective or that no violence will 
ensue upon their withdrawal (either way, a demanding proof). Alternatively, 
legislators would have to acknowledge that some level of violence may be 
tolerated - a step no politician is willing to take. 

Any new powers, introduced in the heat of the moment, may become a 
permanent part of the statutory and regulatory regime. They may not operate the 
way in which they were intended. They may impact certain groups in a 
disparate manner. They may have unintended and detrimental consequences. 
Therefore, it is necessary for national security lawyers to be able to view such 
provisions, and related policy decisions, from a distance and to be able to think 
through them outside of the contemporary context. 

There are many other reasons such critical analysis matters that reflect in 
other areas of the law. The ability to recognize problems, articulate underlying 
assumptions and values, understand how language is being used, assess whether 
argument is logical, test conclusions, and determine and analyze pertinent 
information depends on critical thinking skills. Indeed, one could draw argue 
that it is the goal of higher education to build the capacity to engage in critical 
thought. Deeply humanistic theories underlie this approach. The ability to 
develop discerning judgment - the very meaning of the Greek term, Kp1,Txoa -

provides the basis for advancing the human condition through reason and 
intellectual engagement. 

Critical thought as used in practicing national security law may seem some
what antithetical to the general legal enterprise in certain particulars. For 
government lawyers and consultants, there may be times in which not providing 

137. For fuller exposition of this dynamic as exhibited by both the United States and the United 
Kingdom. see L AURA K. D ONOHUE, THE CosT OF CouNTERTERRORISM (2008). 

138. Id. 

139. See, e.g., USA PATRIOT Act of 200 I, Pub. L. No. l 07-56; see also DONOHUE, supra note 137. 
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legal advice, when asked for it, may be as important as providing it. That is, it 
may be important not to put certain options on the table, with legal justifications 
behind them. Questions whether to advise or not to advise are bound up in 
considerations of policy, professional responsibility, and ethics. They may also 
relate to questions as to who one's client is in the world of national security 
law. 140 It may be unclear whether and at what point one's client is a supervisor, 
the legal (or political) head of an agency, a cross-agency organization, the White 
House, the Constitution, or the American public. Depending upon this detennina
tion, the national security lawyer may or may not want to provide legal advice 
to one of the potential clients. Alternatively, such a lawyer may want to call 
attention to certain analyses to other clients. Determining when and how to act 
in these circumstances requires critical distance. 

4. Nontraditional Written and OraJ Communication Skills 

Law schools have long focused on written and oral communication skiJls that 
are central to the practice of law. Brief writing, scholarly analysis, criminal 
complaints, contractual agreements, trial advocacy, and appellate arguments 
constitute standard fare. What is perhaps unique about the way communication 
skills are used in the national security world is the importance of non-traditional 
modes of legal communication such as concise (and precise) oral briefings, 
email exchanges, private and passing conversations, agenda setting, meeting 
changed circumstances, and communications built on swiftly evolving and 
uncertain information. 

For many of these types of communications speed may be of the es
sence - and unlike the significant amounts of time that accompany preparation 
of lengthy legal documents (and the painstaking preparation for oral argument 
that marks moot court preparations.) Much of the activity that goes on within 
the Executive Branch occurs within a hierarchical system, wherein those closest 
to the issues have exceedingly short amounts of time to deliver the key points to 
those with the authority to exercise government power. Unexpected events, 
shifting conditions on the ground, and deadlines require immediate input, 
without the opportunity for lengthy consideration of the different facets of the 
issue presented. This is a different type of activity from the preparation of an 
appellate brief, for instance, involving a fuller exposition of the issues involved. 
It is closer to a blend of Supreme Court oral argument and witness cross
examination - although national security lawyers often may not have the luxury 
of the months, indeed, years, that cases take to evolve to address the myriad 
legal questions involved. 

Facts on which the legal analysis rests, moreover, as discussed above, may 
not be known. This has substantive implications for written and oral communica
tions. Tension between the level of legal analysis possible and the national 

140. For a thoughtful discussion of who constitutes the client in national security law, see BAKER, 

supra note 5, chapter I 0. 
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security process itself may lead to a different norm than in other areas of the 
law. Chief Judge Baker explains, 

If lawyers insist on knowing all the facts all the time, before they are willing 
to render advice, or, if they insist on preparing a written legal opinion in 
response to every question, then national security process would become 
dysfunctional. The delay alone would cause the policymaker to avoid, and 
perhaps evade, legal review. 141 

Simultaneously, lawyers cannot function without some opportunity to look 
carefully at the questions presented and to consult authoritative sources. "The 
art of lawyering in such context," Baker explains, "lies in spottjng the issue, 
accurately identifying the timeline for decision, and applying a meaningful 
degree of formal or informal review in response." 142 The lawyer providing 
advice must resist the pressure of the moment and yet still be responsive to the 
demand for swift action. The resulting written and oral communications thus 
may be shaped in different ways. Unwilling to bind clients' hands, particularly 
in light of rapidly-changing facts and conditions, the potential for nuance to be 
lost is considerable. 

The political and historical overlay of national security law here matters. In 
some circumstances, even where written advice is not formally required, it may 
be in the national security lawyer's best interests to commit informal advice to 
paper in the form of an email, notation, or short memo. The process may serve 
to provide an external check on the pressures that have been internalized, by 
allowing the lawyer to separate from the material and read it. It may give the 
lawyer the opportunity to have someone subject it to scrutiny. Baker suggests 
that "on issues of importance, even where the law is clear, as well as situations 
where novel positions are taken, lawyers should record their informal advice in 
a formal manner so that they may be held accountable for what they say, and 
what they don't say." 143 

Written and oral communication may occur at highly irregular moments - yet 
it is at these moments (in the elevator, during an email exchange, at a meeting, 
in the course of a telephone call), that critical legal and constitutional decisions 
are made. This model departs from the formalized nature of legal writing and 
research. Yet it is important that students are prepared for these types of written 
and oral communication as an ends in and of themselves. 

5. Leadership, Integrity and Good Judgment 

National security law often takes place in a high stakes environment. There is 
tremendous pressure on attorneys operating in the field - not least because of 

141. B AKER, supra note 5, at 65. 
142. Id. 
143. Id. at 66. 
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the coercive nature of the authorities in question. The classified environment 
also plays a key role: many of the decisions made will never be known publicly, 
nor will they be examined outside of a smaJl group of individuals - much less in 
a court of law. In this context, leadership, integrity, and good judgment stand 
paramount. 

The types of powers at issue in national security law are among the most 
coercive authorities available to the government. Decisions may result in the 
death of one or many human beings, the abridgment of rights, and the bypassing 
of protections otherwise incorporated into the law. The amount of pressure 
under which this situation places attorneys is of a higher magnitude than many 
other areas of the law. Added to this pressure is the highly political nature of 
national security law and the necessity of understanding the broader Washington 
context, within which individual decision-making, power relations, and institu
tional authorities compete. Policy concerns similarly dominate the landscape. It 
is not enough for national security attorneys to claim that they simply deal in 
legal advice. Their analyses carry consequences for those exercising power, for 
those who are the targets of such power, and for the public at large. The 
function of leadership in this context may be more about process than substan
tive authority. It may be a willingness to act on critical thought and to accept the 
impact of legal analysis. It is closely bound to integrity and professional 
responsibility and the ability to retain good judgment in extraordinary circum
stances. 

Equally critical in the national security realm is the classified nature of so 
much of what is done in national security law. All data, for instance, relating to 
the design, manufacture, or utilization of atomic weapons, the production of 
special nuclear material, or the use of nuclear material in the production of 
energy is classified from birth. 144 NSI, the bread and butter of the practice of 
national security law, is similarly classified. U.S. law defines NSI as "informa
tion which pertains to the national defense and foreign relations (National 
Security) of the United States and is classified in accordance with an Executive 
Order." Nine primary Executive Orders and two subsidiary orders have been 
issued in this realm. 145 

144. Atomic Energy Act of 1946, 42 U.S.C. §2014(y). 
145. Exec. Order 8,381, Defining Certain Vital Military and Naval Installations and Equipment, 5 

Fed. Reg. 1,147 (Mar. 22, 1940); Exec. Order 10,104, Defining Certain Vital Military and Naval 
Installations and Equipment as Requiring Protection Against the General Dissemination of lnformation 
Relative Thereto, 15 Fed. Reg. 597 (Feb. l, 1950); Exec. Order I 0,290, Prescribing Regulations 
Establishing Minimum Standards for 1he Classifica,ion, Transmission, and Handling. By Department 
and Agencies of the Executive Branch, of Official Information Which Requires Safeguarding in the 
Interest of the Security of the United States, 16 Fed. Reg. 9,795 (Sept. 24, I 951); Exec. Order 10,501, 
Safeguarding Official Information in the Interests of the Defense of the United States, 18 Fed. Reg. 
7,049 (Dec. 15, 1953); Exec. Order L0,964, Amendment of Executive Order No. 10501,f Fnl J Entitled 
"Safeguarding Official Information in the Interests of the Defense of the United States," 26 Fed. Reg. 
8,932 (Sep. 20, 196 l); Exec. Order l l ,652, Classification and Declassification of National Security 
Information and Material, 37 Fed. Reg. 5,209 (Mar. 8, 1972); Exec. Order 12,065, National Security 
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The sheer amount of information incorporated within the classification scheme 
is here relevant. While original classification authorities have steadily decreased 
since 1980, and the number of original classification decisions is beginning to 
fall, the numbers are still high: in fiscal year 20 I 0, for instance, there were 
nearly 2,300 original classification authorities and almost 225,000 original 
classification decisions. 146 

The classification realm, moreover, in which national security lawyers are 
most active, is expanding. Derivative classification decisions - cJassification 
resulting from the incorporation, paraphrasing, restating, or generation of cJassi
fied infonnation in some new form - is increasing. In FY 2010, there were more 
than seventy-six million such decisions made. 147 This number is triple what it 
was in FY 2008. Legal decisions and advice tend to be based on information 
already classified relating to programs, initiatives, facts, intelligence, and previ
ously classified legal opinions. 

The key issue here is that with so much of the essential information, 
decisionmaking, and executive branch jurisprudence necessarily secret, lawyers 
are limited in their opportunity for outside appraisal and review. 

Even within the executive branch, stove-piping occurs. The use of secure 
compartmentalized information (SCI) further compounds this problem as only a 
limited number of individuals - much less lawyers - may be read into a pro
gram. This diminishes the opportunity to identify and correct errors or to engage 
in debate and discussion over the law. Once a legal opinion is drafted, the 
opportunity to expose it to other lawyers may be restricted. The effect may be 
felt for decades, as successive Administrations reference prior legal decisions 
within certain agencies. The Office of Legal Counsel, for instance, has an entire 
body of jurisprudence that has never been made public, which continues to 
inform the legal analysis provided to the President. Only a handful of people at 
OLC may be aware of the previous decisions. They are prevented by classifica
tion authorities from revealing these decisions. This results in a sort of genera
tionaJ secret jurisprudence. Questions related to professional responsibility thus 
place the national security lawyer in a difficult position: not only may opportuni
ties to check factual data or to consult with other attorneys be limited, but the 
impact of legal advice rendered may be felt for years to come. 

The problem extends beyond the executive branch. There are limited opportu
nities, for instance, for externaJ judicial review. Two elements are at work here: 

information, 43 Fed. Reg. 28,949 (June 28, 1978): Exec. Order 12,356, National Security Information, 
47 Fed. Reg. 14,874 (Apr. 2, 1982); Exec. Order 12,958, Classified National Security Information, 60 
Fed. Reg. 19,825 (Apr. 17, 1995); Exec. Order 13,292. Further Amendment to Executive Order 12,958, 
as Amended, Classified National Security Information, 68 Fed. Reg. 15,315 (Mar. 25. 2003); Exec. 
Order 13,526, Classified National Security, 75 Fed. Reg. 707 (Dec. 29, 2009). 

146. lNFORMA:rION SECURITY OVERSIGHT OFFICE. 2010 REPORT TO THE PRESIDENT, NATIONAL ARCHIVES 
AND RECORDS ADMINISTRATION 1 (2010). available at http://www.archives.gov/isoo/repo11s/2010-annual
report.pdf. 

147. id. 



530 JOURNAL OF NATIONAL S ECURITY L AW & P OLICY [Vol. 6:489 

first, very few cases involving national security concerns make it into court. 
Much of what is happening is simply not known. Even when it is known, it may 
be impossible to demonstrate standing - a persistent problem with regard to 
challenging, for instance, surveillance programs. Second, courts have histori
cally proved particularly reluctant to intervene in national security matters. 
Judic ially-created devices such as political question doctrine and state secrets 
underscore the reluctance of the judic iary to second-guess the executive in this 
realm. The exercise of these doctrines is increasing in the post-9/1 J environ
ment. Consider state secrets. While much was made of some five to seven state 
secrets cases that came to court during the Bush admjnistration, in more than 
100 cases the executive branch formally invoked state secrets, which the courts 
accepted. 148 Many times judges did not even bother to look at the evidence in 
question before blocking it and/or dismissing the suit. In numerous additional 
cases, the courts treated the claims as though state secrets had been as
serted - even where the doctrine had not been formally invoked. 149 

In light of these pressures - the profound consequences of many national 
security decisions, the existence of stovepiping even within the executive 
branch, and limited opportunity for external review - the practice of national 
security law requires a particularly rigorous and committed adherence to e thical 
standards and professional responsibility. This is a unique world in which there 
are enormous pressures, with potentially few external consequences for not 
acting in accordance with high standards. It thus becomes particularly impor
tant, from a pedagogical perspective, to think through the types of situations 
that national security attorneys may face, and to address the types of questions 
related to professional responsibility that wilJ confront them in the course of 
their careers. 

Good judgment and leadership similarly stand paramount. These skills, like 
many of those discussed, may also be relevant to other areas of the law; 
however, the way in which they become manifest in national security law may 
be diffe rent in important ways. Good judgment, for instance, may mean any 
number of things, depending upon the attorney's position within the political 
hierarchy. Policymaking positions will be considerably different from the provi
sion of legal advice to policymakers. Leadership, too, may mean something 
different in this field intimately tied to political c ircumstance. It may mean 
breaking ranks with the political hierarchy, visibly adopting unpopular public or 
private positions, or resigning when faced by unethical situations. It may mean 
creating new bureaucratic structures to more effectively respond to threats. It 
may mean holding off clients until the attorneys within one's group have the 
opportunity to look at issues while still being sensitive to the political needs of 
the institution. Recourse in such situations may be political, either through 
public statements and use of the media, or by going to different branches of 

148. See Donohue, supra note 45, at 77. 
149. Id. 
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government for a solution. 

6. Creating Opportunities for Leaming 

In addition to the above skills, national securily lawyers must be able to 
engage in continuous self-learning in order to improve their performance. They 
must be able to identify new and emerging legal and political authorities and 
processes, systems for handling factual chaos and uncertainty, mechanisms to 
ensure critical distance, evaluating written and oral performance, and analyzing 
leadership skills. Law schools do not traditionalJy focus on how to teach 
students to continue their learning beyond the walls of academia. Yet it is vital 
for their future success to give students the ability to create conditions of 
learning. 

Some of this learning may be generated by interpersonal feedback. Supervi
sors, law partners, and formal and informal mentors have traditionally per
formed a similar function. But in a highly political environment, where personnel 
frequently change, individuals repeatedly cross agencies in the course of their 
careers, and classification limits cross-pollination, such opportunities may be 
limited. Thus, while feedback and growth may involve students' ability to create 
and inculcate mentoring relationships, it may equally depend upon creating 
peer-to-peer learning opportunities, gaining feedback from colleagues, develop
ing ex ante markers for reaching certain goals, and following through with ex 
post analysis of one's performance. 

In addition to the foregoing, national security lawyers need to be able to 
perform the six goals in tandem. That is, they need to be able to integrate these 
different sblls into one experience. It is thus incumbent on law schools not just 
to emphasize these skills, but to give students the opportunity to layer their 
experiences. Students must learn to perform on all these fronts at once. Recogniz
ing the importance of integrative learning, of course, is not new; however, for 
reasons discussed below, the structures that have been more broadly adopted 
within the legal academy to accomplish this aim are, on the whole, ill-suited to 
the substantive nature of the necessary skills or the task of performing such 
skills in near-simultaneous manner. 

Ill. EXPERIENTIAL LEARNING JN THE DOMINANT LAW SCHOOL MODEL 

Much of the analysis shaping the contemporary pedagogical discourse turns 
to experiential learning as a way to accomplish the broader goals for legal 
education. Elements of the actual practice of law have thus been integrated into 
doctrinal courses, even as clinics focus primarily on experiential learning. Many 
of these initiatives offer important ways to address deficiencies in traditional 
legal pedagogy. There are, however, problems with how this plays out in both 
realms that influence how effective these devices are for students interested in 
national security law. Moot courts, moreover, another form of experiential 
learning, fail in important ways to address the gap. 
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A. Doctrinal Courses 

Structurally, experiential learning has become integrated into doctrinal courses 
in the form of hypotheticals, doctrinal problems, single-experience exercises, 
extended or continuing exercises, tabletop exercises, and simulations 150 (see 
Figure 1). 
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One way to think about these different tools is as a continuum. At one end of 
the scale are hypotheticals, where a set of facts or circumstances may be 
presented to students in the course of a lecture, giving them an opportunity to 
respond to the information presented. The amount of time allocated to such 
scenarios is typically less than a full class, wi th the pedagogical aim being fairly 
narrow: driving home a particular doctrinal concept, addressing finer points of 
the Court's jurisprudence, discussing a particular issue of professional responsi
bility, or illuminating a theory of the case. A discussion of facts, for instance, 
invoking the Court's position in Youngstown, may thus give rise to a discussion 
of separation of powers in the conduct of foreign affairs. 

Doctrinal problems, which tend to take longer to integrate into a class 
discussion, are more complex. Not only may they involve legal manipulation, 
but they may incorporate client information, the lawyer 's role, and associated 
legal doctrines. They are often more drawn out than a simple hypothetical and 
result in multiple points of learning. An examination of war powers, for 

150. Jay Feinman, Simulations: An Introduction, 45 J. L EGAL Eouc. 469, 470 ( 1995) (proposing the 
categories employed, infra, as a typology for simulations). 
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example, may involve the integration of the relevant Constitutional Provisions, 
the War Powers Resolution, Nixon's veto, the Prize Cases, Dellums v. Bush, the 
2001 AUMF, and the White House Libya Report. A specific scenario may then 
be posed, placing students in an OLC role, where they are confronting a series 
of options for overseas intervention. The contours of the discussion can be 
handled in a single class. This approach offers a more robust understanding of 
the many facets involved in the doctrine under discussion than that conveyed 
via the use of hypotheticals. 

Single-experience exercises, in tum, add a performance quality to the stu
dents' manipulation of legal doctrine. They tend to be of moderate complexity 
and limited duration. They may be used either in the course of a class, or, 
following the doctrinal portion of the course, as part of an examination. An 
example from national security law might be placing students either singly or as 
a team in the role of the DOJ's National Security Division, presenting them with 
factual data, and then requesting recommendations from them about the options 
available, in the process requiring them to provide detail on which instruments 
(e.g., Title III warrants, Foreign Intelligence Surveillance Court orders, or 
NSLs) they would pursue, in conjunction with other responses. The active 
nature of the exercise alJows the professor to continue to teach (and to test) 
multiple pedagogical aims. 

Extended exercises last longer and involve several and varied points of 
performance. They are conducted in parallel with the doctrinal discussion that 
accompanies the course. During the term, students may thus need to meet with 
"clients," negotiate, or argue before a "judge." Continuing exercises are similar. 
They extend throughout a term coincident with the doctrinal discussion. Unlike 
the extended exercises, however, they stem from a sirnjlar set of facts to which 
the students return throughout the life of a course. The aim of a course on the 
Law of the Sea may therefore be the negotiation of a Treaty on the same, broken 
down into discreet units that progress through the legal steps necessary to reach 
a final agreement. These activities involve a greater time commitment than 
hypotheticals, doctrinal problems, and single-exercises, but they allow the 
instructor to broaden the learning in an experiential mode. 

Tabletop exercises can be distinguished from extended exercises in that they 
tend to come after the doctrinal portions of the course. In these, students must 
demonstrate their ability to perform on multiple levels. Simultaneously, the 
instructor must control for externalities to achieve the pedagogical aims. Roles 
assigned to the students allow the class to approach a problem from multiple 
perspectives at once. They then meet in common discussion, as a facilitator 
presents them with a series of facts and legal questions that must be addressed. 
For instance, students may be assigned to represent different parties on the 
NSC. They then meet, as the NSC, to consider a series of concerns, which they 
then must analyze. 

In some cases, experiential learning has been taken to the next level, which is 
that of a simulation, where the course culminates in an intensive lawyering 
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experience, enriching didactic learning. 151 This approach can be found in a wide 
range of subject areas, such as administrative law, 152 bankruptcy, 153 civil proce
dure, 154 constitutional law, 155 contracts, 156 criminal law, 157 corporations, 158 and 
deals. 159 In some cases, simulations have entered the clinical field as well. I60 It 
is in simulations that overlap between the immersion typical of clinical educa
tion merges with the doctrinal components of the research side of education. 

There has been no discussion in the secondary literature, however, about how 
simulations might work their way into the doctrinal side of national security 
law. What makes this remarkable is that it can be such a powerful tool to 
accomplish the pedagogical aims that mark the field. We will return to this 
point, below. 

In sum, each of these tools brings an important value to legal education: 
namely, teaching from practical experience, while embracing the strengths of 
doctrinal approaches to the law. Which of the tools proves optimal heavily 
depends upon the specific goals of the professor. When time is short and the 
point to be conveyed bounded or discrete, a hypothetical provides a much more 
effective tool than, for instance, a Tabletop exercise. In seeking a more complete 
preparation for students for national security law, however, more attention needs 
to be paid to the role of simulations. The military and, indeed, government 
officials, have made great use of simulations as a training device. But coverage 
of the simulations in the Jiterature addressing civilian national security legal 
education has been found wanting. 

151. Id. 

152. Michael Botein, Simulation and Roleplaying in Administrative Law. 26 J. LEGAL EDUC. 234 
(1974). 

153. Patricia Brumfield Fry, Simulating Dynamics: Using Role-Playing To Teach the Process of 
Bankruptcy Reorganization, 37 J. LEGAL EDUC. 253 (1987). 

I 54. Philip G. Schrag, The Serpent Strikes: Simulation in a Large First-Year Course, 39 J. LEGAL 

EDuc. 555 ( 1989); Lloyd C. Anderson & Charles E. Kirkwood, Teaching Civil Procedure with the Aid 
of Local Tort Litigation, 37 J. LEGAL Eouc. 215 (1987). 

155. Robert P. Davidow, Teaching Constitutional Law and Related Courses Through Problem
Solving and Role-Playing, 34 J. LEGAL EDUC. 527 (1984). 

156. Carol Chomsky and Maury Landsman, Introducing Negotiation and Drafting into the Con
tracts Classroom, 44 ST. LOUIS U. L.J. I 545 (2000); Kennedy F. Hegland, Fun and Games in the First 
Year: Contracts by Roleplay, 3 l J. LEGAL EDUC. 534 ( 1981 ). 

157. Stacy Caplow, Autopsy of a Murder: Using Simulation To Teach First Year Criminal Law, 19 
N.M. L. Rev. 137 (1989). 

158. Professor Brian Quinn at Boston College School of Law, for instance, teaches a Corporations 
course in which he requires the students to file for incorporation, form firms, and then dissolve them at 
the end of the term. 

159. Professor Josh Tietelbaum at Georgetown Law, for instance, teaches a Deals course along these 
lines. 

160. Michael Meltsner & Philip G. Schrag, Report From a CLEPR Colony. 76 CoLUM. L. REv. 581 
(1976) (discussing the use of simulations as a supplement to clinical education at Columbia Law); 
Philip G. Schrag, Teaching Legislative Process Through an Intensive Simulation. 8 SEITON HALL LEGJS. 
J. 19 ( 1984). 
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B. Clinical Education 

Clinics, unlike doctrinal courses, are built on the premise that the best way to 
teach lawyers is to immerse them in the practice of law. Students are thus 
provided with a real world client, to whom they must be responsive and in 
regard to whom they must effectively perform. Under the guidance of faculty, 
students have the opportunity to then reflect on the experience to gain further 
insight into procedural, substantive, and professional concerns. Clinics may, of 
course, incorporate hypotheticals, doctrinal problems, single exercises, extended 
or continuing exercises, tabletops, and simulations outside the real world experi
ence. A national security legislative law clinic may, while drafting a bill on 
behalf of a congressional client, go through the process of committee mark-up 
to help the students to understand the next stages that will occur in the 
legislature. But the traditional model in clinical education is one in which 
students work with real-world clients outside the law school setting, under the 
supervision of a faculty member. 

The difficulty with the traditional clinical model in national security law is 
twofold: for government entities working in this area, classification may well 
prevent student participation. It may be difficult, if not impossible, for students 
to obtain the security clearances necessary to be able to work with these entities. 
Classification may prove an equally formidable barrier. Contractors, for in
stance, who have access to classified materials, cannot employ students to assist 
in procurement, employment, technological, and other areas of the business. 

Classification and the special rules that mark national security law, moreover, 
may, in important ways, run contrary to the goals of legal education. Some law 
school clinics that have attempted to represent detainees have had to shut down 
in part because of concerns about their failure to train students adequately even 
as they convey extraordinary conditions as a norm. In other words, if part of the 
value of clinics is client interaction, having one's client held, incommunicado, 
in Guantanamo Bay, inhibits students' ability to have that experience. Military 
detention based on information not provided to the attorneys, may be impos
sible to challenge. In the process, a norm is being conveyed to students that 
raises serious questions about the rule of law. 

Yale Law, for instance, started a national security clinic in the wake of 9/11 
specifically to take the cases of those indefinitely detained by the United States. 
The clinic, however, has now closed, on the grounds that it is difficult for 
students to have a meaningful experience when they can neither interview their 
clients nor see the information supporting their clients' detention. 161 Other 
clinics have attempted to get around these issues by ensuring that clinical 
faculty have the necessary security clearances; but this alters the students' 
experiences with regard to representing clients by relegating them to a subsid
iary role. 

l61. Hope Metcalf, Panel Remarks, ABA Pedagogy Meeting, September 2012, Georgetown Law. 
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These considerations do not mean clinical education is impossible in the 
realm of national security law. To the contrary, there are numerous ways in 
which clinicians play a critical role in the field. But it is important to recognize 
that efforts to directly take part in executive branch action or in responding to 
such actions may be limited. 

There are, of course, other experiential learning opportunities for students 
interested in national security law within the clinical domain. Externships, for 
instance, give students the opportunity to work in professional settings, then 
confer with academics outside the work environment to critically reflect on the 
expenence. 

Many of the difficulties that assail clinicaJ work in national security law, 
however, are also present in extemships. For work in the executive branch, for 
instance, positions in this area generally require security clearances. Applying 
for and obtaining clearances may take a significant amount of time, precluding 
students from having the opportunity to work in sensitive areas. Any work that 
externship students do, moreover, may be prevented through classification from 
broader dissemination, limiting the extent to which professors can supplement 
the placement within an educational structure. This barrier, of course, is lower 
for students who may wish to practice national security law outside of the 
government or in conjunction with government contractors. 

C. Moot Court 

A third model of experiential learning centers on Article III. Indeed, the use 
of Moot Courts in legal education has ancient and well-established roots. In the 
third century Aristotle referred to the use of rhetoric as the "ability in each 
particular case to see the available means of persuasion." 162 Starting in 1820, 
Harvard and other academic institutions in the United States began using the 
same. Gradually, however, the practice died out, leaving the delivery of treatises 
and passive student learning the norm. Langdell's more active form of teaching 
paved the way for the eventual re-introduction of moot court into an active 
learning environment. 163 It has again become entrenched in the American 
curriculum. 

The basic structure of moot court allows students to simulate the work of a 
lawyer, in the process learning not just the principles and application of 
substantive law, but how to argue a case. One of the great advantages to this 

162. From the Lalin moveo, 10 move, agi1a1e, or debate, British Inns of Court adopted the device in 
the fourteenth century as a way to more effectively teach students in preparation of practice at the bar. 
Nicholas Bacon subsequently wrote about the value of such moots in a report prepared for King Henry 
Vlll, with Lord Justice Atkin following nearly three centuries later with his Moot Book of Gray's Inns. 
Yvonne Marie Daly and Noelle Higgins, The Place and Efficacy of Simulations in Legal Education: a 
Prelimina,y Examination, ALL IR. J. OF T EACIIING & L EARNING IN H1GHFR EDuc. 58 (201 l). 

I 63. See, e.g., W.S. McAninc h Experiential Leaming in a Traditional Classroom. 36 J. OF LEGAL ED. 
420-426 ( 1986); Moskovitz, supra note 98; D. Maranville, Infusing Passion and context imo the 
Traditional Law Curriculum Through Experiemial Leaming, 5 I J . OF LEGAL ED.51-74 (200 I). 
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model is that students are required to engage in both written and oral advocacy 
developing analytical and problem-solving skills in the process. 

While there are many impo1tant court cases that have dealt with national 
security-related issues, Article III practice represents only a subset of national 
security law. It also often sidesteps the characteristic tensions associated with 
national security practice in Article I and Article II environments. As aforemen
tioned, most national security legal decisions will never see light of day. They 
occur within classified constraints and often in informal settings. When cases do 
come to court, problems of standing often arise, paired with a broader judicial 
reluctance to become involved. Various doctrines that further sideline meaning
ful judicial participation, such as the political question doctrine, or state secrets 
considerations, further limit the judicial role. 

Together, what the above considerations suggest is that perhaps there is a 
different model of legal education that might be more effective at accomplish
ing the pedagogical aims that mark national security law. One potential solution 
is total immersion simulations, in which doctrinal strengths are paired with 
experiential design, to deepen students' experiences. Technology, in this con
text, has an impo1tant role to play. 

IV. TOTAL IMMERSION SIMIJLATIONS 

The concept of simulations as an aspect of higher education, or in the law 
school environment, is not new. 164 Moot court, after all, is a form of simulation 
and one of the oldest teaching devices in the law. What is new, however, is the 
idea of designing a civilian national security course that takes advantage of the 
doctrinal and experiential components of law school education and integrates 
the experience through a multi-day simulation. In 2009, I taught the first module 
based on this design at Stanford Law, which I developed the following year into 
a full course at Georgetown Law. It has since gone through multiple iterations. 

The initial concept followed on the federal full-scale Top Official ("TopOff') 

164. See, e.g., Karen Barton, et al., Authentic Fictions: Simulation, Professionalism, and Legal 
Leaming, 14 CLINICAL L. REv. 143 (2007); Paul S. Ferber, Adult Leaming Theo,y and Simula
tions - Designing Simulations to Educate Lawyers, 9 CLINICAL L. REv. 417 (2002); Jan Weinstein, 
Testing Multiple Intelligences: Comparing Evaluation by Simulation and Wriuen Exam, 8 CLINICAL L. 
REV. 247 (2001); Schrag, supra note 152 (di scussing legislative drafting simulation); Caplow, supra 
note 155 (discussing simulations in the criminal law context); Feinman, supra note 148 (considering the 
attributes of simulations in the law school environment); Use Of Simulation In the Law School 
Classroom & Seminar Teaching [Sound Recording] ( 1985); Margaret H azen & Thomas Lee Hazen, 
Simulation of Legal Analysis and Instruction on the Computer, 59 IND. L.J. I 95 ( I 983); G UIDE To 

EFFECTIVE TEACHlNG: A NATlONAL R EPORT ON EIGHTY-ONE OUTSTANDING COLLEGE TEACHERS AND How THEY 
TEACH: LECTURES, COMPUTER, CASE STUDIES, PEER T EACHING, SIMULATIONS, SELF-PACING, MULTLMEDIA, 
F1ELD STUDY, PROBLEM SOLVlNG, AND REsEARCH (1978); Suzanne Schmidt, et al., Session Fl2, Developing 
the Perspective of the "lawyer as Problem Solver" through Selected Classroom Exercises and 
Simulations, ABA Section of Disp. Resol. Fourth Annual Conference, New Vistas in Dispute Resolu
tion (Seattle, WA April 4-6, 2002) (describing drafting an ADR clause, negotiation, preventative 
problem-solving and a cross-cultural communication simulations). 
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exercises, used to train government officials to respond to domestic crises. 165 It 
adapted a Tabletop Exercise, designed with the help of exercise officials at OHS 
and FEMA, to the law school environment. The Tabletop used one storyline to 
push on specific legal questions, as students, assigned roles in the discussion, sat 
around a table and for six hours engaged with the material. 

The problem with the Tabletop Exercise was that it was too static, and the 
rigidity of the fonnat left little room, or time, for student agency. Unlike the 
government's TopOff exercises, which gave officials the opportunity to fully 
engage with the many different concerns that arise in the course of a national 
security crisis as well as the chance to deal with externalities, the Tabletop 
focused on specific legal issues, even as it controlJed for external chaos. 

The opportunity to provide a more full experience for the students came with 
the creation of first a one-day, and then a multi-day simulation. The course 
design and simulation continues to evolve. It offers a model for achieving the 
pedagogical goals outlined above, in the process developing a rigorous training 
ground for the next generation of national security lawyers. 166 

A. Course Design 

The central idea in structuring the NSL Sim 2.0 course was to bridge the gap 
between theory and practice by conveying doctrinal material and creating an 
alternative reality in which students would be forced to act upon legal con
cerns. 

167 
The exercise itself is a form of problem-based learning, wherein 

students are given both agency and responsibility for the results. Towards this 
end, the structure must be at once bounded ( directed and focused on certain 
areas of the law and legal education) and flexible (responsive to student input 
and decisionmalcing). 

Perhaps the most significant weakness in the use of any constructed universe 
is the problem of authenticity. Efforts to replicate reality will inevitably fall 

165. TopOff (derived from "Top Officials") is a rigorous, full-scale exercise designed initially by 
Department of Justice and the Department of State and then transferred to the Department of Homeland 
Security Office of Local and State Preparedness. Four such exercises have been held to date, each 
involving thousands of federal, state, territorial, and local officials. A week-long exercise, the simula
tion highlights policy and strategic issues related to prevention and response, as highlighted in the 
National Planning Scenarios. For more information on TopOff 4, see The TopO.ff 4 Full-Scale Exercise, 
DEP'T OF HOMELAND SEC., http://www.dhs.gov/files/trainjnglgc_] 179430526487.shtm. 

166. While NSL Sim 2.0 focuses on federal and state government, a similar design could address 
different aspects of the practice of national security law. Georgetown Law's Federal Legislation and 
Administrative Law Clinic, for instance, conducts a national security legislative drafting exercise in 
which members of the Senate Foreign Relations Commjttee propose and attempt to enact legislation. 
This model differs in some important ways from NSL Sim 2.0: for example, it is limited to a 10-day 
module within a broader clinic that has real-world clients. The students do not spend the term on the 
doctrinal underpinnings of the areas of the law that apply. The alternative universe is more limited (no 
new facts are created, with students instead assuming only existing facts in the real world). Fewer 
students take part in the exercise. There are also various other differences which make sense in light of 
the aims of the clinic. 

167. See, e.g., P.J. TANSEY AND DERICK UNWIN, SrMULATION AND GAMING CN EDUCATION 31 (1969). 
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short. There is simply too much uncertainty, randomness, and complexity in the 
real world. One way to address this shortcoming, however, is through design 
and agency. The scenarios with which students grapple and the structural design 
of the simulation must reflect the national security realm, even as students 
themselves must make choices that carry consequences. Indeed, to some extent, 
student decisions themselves must drive the evolution of events within the 
simulation. 168 

Additionally, while authenticity matters, it is worth noting that at some level 
the fact that the incident does not take place in a real-world setting can be a 
great advantage. That is, the simulation creates an environment where students 
can make mistakes and learn from these mistakes - without what might other
wise be devastating consequences. It also allows instructors to develop multiple 
points of feedback to enrich student learning in a way that would be much more 
difficuJt to do in a regular practice setting. 

NSL Sim 2.0 takes as its starting point the national security pedagogical goals 
discussed above. It works backwards to then engineer a classroom, cyber, and 
physical/simulation experience to delve into each of these areas. As a substan
tive matter, the course focuses on the constitutional, statutory, and regulatory 
authorities in national security Jaw, placing particular focus on the interstices 
between black letter law and areas where the field is either unsettled or in flux. 

A key aspect of the course design is that it retains both the doctrinal and 
experiential components of legal education. Divorcing simulations from the 
doctrinal environment risks falling short on the first and third national security 
pedagogical goals: (1) analytical skills and substantive knowledge, and (3) criti
cal thought. A certain amount of both can be learned in the course of a 
simulation; however, the national security crisis environment is not well-suited 
to the more thoughtful and careful analytical discussion. What I am thus 
proposing is a course design in which doctrine is paired with the type of 
experiential learning more common in a clinical realm. The former precedes the 
latter, giving students the opportunity to develop depth and breadth prior to the 
exercise. 

In order to capture problems related to adaptation and evolution, addressing 
goal [l(d)], the simulation itself takes place over a multi-day period. Because of 
the intensity involved in national security matters (and conflicting demands on 
student time), the model makes use of a multi-user virtual environment. The use 

168. A truly authentic experience can neither be predetermined nor pre-ordained; instead, it must be 
paired with a realistic depiction that enables students to suspend disbelief and engage in the process. 
JoSEPH f>TRAGLIA, REALITY BY DESIGN'. THE RHETORIC AND T ECHNOLOGY OF AUTHENTICITY lN EDUCATION 11 
(I 998); see also Barton, supra note 164 (arguing that where simulations maintain a sense of profes
sional authenticity, students can learn effectively and deeply, and suggesting that simulations are 
essential for the future of legal education). 
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of such technoJogy js critical to creating more powerful, immersive simula
tions. 169 It also allows for continual interaction between the players. Multi-user 
virtual environments have the further advantage of helping to transform the 
tradjtional teaching culture, predominantly concerned with manipulating textual 
and symbolic knowledge, into a culture where students learn and can then be 
assessed on the basis of their participation in changing practices. 170 I thus 
worked with the Information Technology group at Georgetown Law to build the 
cyber portal used for NSL Sim 2.0. 

The twin goals of adaptation and evolution require that students be given a 
significant amount of agency and responsibility for decisions taken in the course 
of the simulation. To further this aim, I constituted a Control Team, with six 
professors, four attorneys from practice, a media expert, six to eight former 
simulation students, and a number of technology experts. Four of the professors 
specialize in different areas of national security law and assume roles in the 
course of the exercise, with the aim of pushing students towards a deeper 
doctrinal understanding of shifting national security law authorities. One profes
sor plays the role of President of the United States. The sixth professor focuses 
on questions of professionaJ responsibility. The attorneys from practice help to 
build the simulation and then, along with all the professors, assume active roles 
during the simulation itself. Returning students assist in the execution of the 
play, further developing their understanding of national security law. 

Throughout the simulation, the Control Team is constantly reacting to student 
choices. When unexpected decisions are made, professors may choose to pursue 
the evolution of the story to accomplish the pedagogical aims, or they may 
choose to cut off play in that area (there are various devices for doing so, such 
as denying requests, sending materials to labs to be analyzed, drawing the 
players back into the main storylines, and leaking information to the media). 

A total immersion simulation involves a number of scenarios, as well as 
systemic noise, to give students experience in dealing with the second pedagogi
cal goal: factual chaos and information overload. The driving aim here is to 
teach students how to manage information more effectively. Five to six story
lines are thus developed, each with its own arc and evolution. To this are added 
multiple alterations of the situation, relating to background noise. Thus, unlike 
hypotheticals, doctrinal problems, single-experience exercises, or even Tabletop 
exercises, the goal is not to eliminate external conditions, but to embrace them 
as part of the challenge facing national security lawyers. 

The simulation itself js problem-based, giving players agency in driving the 
evolution of the experience - thus addressing goal [2(c)]. This requires a real
time response from the professor(s) overseeing the simulation, pairing bounded 
storylines with flexibility to emphasize different areas of the law and the 
students' practical skills. Indeed, each storyline is based on a problem facing the 

169. Barton, supra note 164, at 158. 
] 70. Id. (internal quotation marks omitted). 
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government, to which players must then respond, generating in turn a set of new 
issues that must be addressed. 

The written and oral components of the simulation conform to the fourth 
pedagogical goal - the types of situations in which national security lawyers 
will find themselves. Particular emphasis is placed on nontraditional modes of 
communication, such as legal documents in advance of the crisis itself, meet
ings in the midst of breaking national security concerns, multiple informal 
interactions, media exchanges, telephone calls, Congressional testimony, and 
formal briefings to senior level officials in the course of the simulation as well 
as during the last class session. These oral components are paired with the 
preparation of formal legal instruments, such as applications to the Foreign 
Intelligence Surveillance Court, legal memos, applications for search warrants 
under Title III, and administr~tive subpoenas for NSLs. In addition, students are 
required to prepare a paper outlining their legal authorities prior to the simula
tion - and to deliver a 90 second oral briefing after the session. 

To replicate the high-stakes political environment at issue in goals (I) and 
(5), students are divided into political and legal roles and assigned to different 
(and competing) institutions: the White House, DoD, DHS, HHS, DOJ, DOS, 
Congress, state offices, nongovernmental organizations, and the media. This 
requires students to acknowledge and work within the broader Washington 
context, even as they are cognizant of the policy implications of their decisions. 
They must get used to working with poLicyrnakers and to representing one of 
many different considerations that decisionmakers take into account in the 
national secmity domain. 

Scenarios are selected with high consequence events in mind, to ensure that 
students recognize both the domestic and international dimensions of national 
security law. Further alterations to the simulation provide for the broader 
political context - for instance, whether it is an election year, which parties 
control different branches, and state and local issues in related but distinct areas. 
The media is given a particularly prominent role. One member of the Control 
Team runs an AP wire service, while two student players represent print and 
broadcast media, respectively. The Virtual News Network ("VNN"), which 
performs in the second capacity, runs continuously during the exercise, in the 
course of which players may at times be required to appear before the camera. 
This media component helps to emphasize the broader political context within 
which national security law is practiced. 

Both anticipated and unanticipated decisions give rise to ethical questions 
and matters related to the fifth goal: professional responsibility. The way in 
which such issues arise sterns from simulation design as well as spontaneous 
interjections from both the Control Team and the participants in the simulation 
itself. As aforementioned, professors on the Control Team, and practicing 
attorneys who have previously gone through a simulation, focus on raising 
decision points that encourage students to consider ethical and professional 
considerations. Throughout the simulation good judgment and leadership play a 
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key role, determining the players' effectiveness, with the exercise itself hitting 
the aim of the integration of the various pedagogical goals. 

Finally, there are multiple layers of feedback that players receive prior to, 
during, and following the simulation to he]p them to gauge their effectiveness. 
The Socratic method in the course of doctrinal studies provides immediate 
assessment of the students' grasp of the law. Written assignments focused on the 
contours of individual players' authorities give professors an opportunity to 
assess students' level of understanding prior to the simulation. And the simula
tion itself provides real-time feedback from both peers and professors. The 
Control Team provides data points for player reflection - for instance, the 
Control Team member playing President may make decisions based on player 
input, giving students an immediate impression of their level of persuasiveness, 
while another Control Team member may reject a FISC application as insuffi
cient. 

The simulation goes beyond this, however, focusing on teaching students 
how to develop (6) opportunities for learning in the future. Student meetings 
with mentors in the field, which take place before the simulation, allow students 
to work out the institutional and political relationships and the manner in which 
law operates in practice, even as they learn how to develop mentoring relation
ships. (Prior to these meetings we have a class discussion about mentoring, 
professionalism, and feedback). Students, assigned to simulation teams about 
one quarter of the way through the course, receive peer feedback in the lead-up 
to the simulation and during the exercise itself. Following the simulation the 
Control Team and observers provide comments. Judges, who are senior mem
bers of the bar in the field of national security law, observe player interactions 
and provide additional debriefing. The simulation, moreover, is recorded through 
both the cyber portal and through VNN, allowing students to go back to assess 
their performance. Individual meetings with the professors teaching the course 
similarly follow the event. Finally, students end the course with a paper 
reflecting on their performance and the issues that arose in the course of the 
simulation, develop frameworks for analyzing uncertainty, tension with col
leagues, mistakes, and successes in the future. 

B. Substantive Areas: Interstices and Threats 

As a substantive matter, NSL Sim 2.0 is designed to take account of areas of 
the law central to national security. It focuses on specific authorities that may be 
brought to bear in the course of a crisis. The decision of which areas to explore 
is made well in advance of the course. It is particularly helpful here to think 
about national security authorities on a continuum, as a way to impress upon 
students that there are shifting standards depending upon the type of threat 
faced. One course, for instance, might center on the interstices between crime, 
drugs, terrorism and war. Another might address the intersection of pandemic 
disease and biological weapons. A third could examine cybercrime and cyberter
rorism. This is the most important determination, because the substance of the 
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doctrinal portion of the course and the simulation follows from this decision. 
For a course focused on the interstices between pandemic disease and 

biological weapons, for instance, preliminary inquiry would lay out which 
authorities apply, where the courts have weighed in on the question, and what 
matters are unsettled. Relevant areas might include public health law, biological 
weapons provisions, federal quarantine and isolation authorities, habeas corpus 
and due process, military enforcement and posse comitatus, eminent domain 
and appropriation of land/property, takings, contact tracing, thermal imaging 
and surveillance, electronic tagging, vaccination, and intelligence-gathering. 
The critical areas can then be divided according to the dominant constitutional 
authority, statutory authorities, regulations, key cases, general rules, and consti
tutional questions. This, then, becomes a guide for the doctrinal part of the 
course, as well as the grounds on which the specific scenarios developed for the 
simulation are based. The authorities, simultaneously, are included in an elec
tronic resource library and embedded in the cyber portal (the Digital Archives) 
to act as a closed universe of the legal authorities needed by the students in the 
course of the simulation. Professional responsibility in the national security 
realm and the institutional relationships of those tasked with responding to 
biological weapons and pandemic disease also come within the doctrinal part of 
the course. 

The simulation itself is based on five to six storylines reflecting the interstices 
between different areas of the law. The storylines are used to present a coherent, 
non-linear scenario that can adapt to student responses. Each scenario is mapped 
out in a three to seven page document, which is then checked with scientists, 
government officials, and area experts for consistency with how the scenario 
would likely unfold in real life. 

For the biological weapons and pandemic disease emphasis, for example, one 
narrative might relate to the presentation of a patient suspected of carrying 
yersinia pestis at a hospital in the United States. The document would map out a 
daily progression of the disease consistent with epidemiological patterns and the 
central actors in the story: perhaps a U.S. citizen, potential connections to an 
international terrorist organization, intelligence on the individual's actions over
seas, etc. The scenario would be designed specifically to stress the intersection 
of public health and counterterrorism/biological weapons threats, and the associ
ated (srufting) authorities, thus requiring the disease initially to look like an 
innocent presentation (for example, by someone who has traveled from over
seas), but then for the storyline to move into the second realm (awareness that 
this was in fact a concerted attack). A second storyline might relate to a different 
disease outbreak in another part of the country, with the aim of introducing the 
Stafford Act/Insurrection Act line and raising federalism concerns. The role of 
the military here and Title 10/Title 32 questions would similarly arise - with the 
storyline designed to raise these questions. A third storyline might simply be 
well developed noise in the system: reports of suspicious activity potentially 
linked to radioactive material, with the actors linked to nuclear material. A 
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fourth storyline would focus perhaps on container security concerns overseas, 
progressing through newspaper reports, about containers showing up in local 
police precincts. State politics would constitute the fifth storyline, raising 
question of the political pressures on the state officials in the exercise. Here, 
ethnic concerns, student issues, economic conditions, and community policing 
concerns might become the focus. The sixth storyline could be further noise in 
the system - loosely based on current events at the time. In addition to the 
storylines, a certain amount of noise is injected into the system through press 
releases, weather updates, private communications, and the like. 

The five to six storylines, prepared by the Control Team in consultation with 
experts, become the basis for the preparation of scenario "injects:" i.e., newspa
per articles, VNN broadcasts, reports from NGOs, private communications 
between officials, classified information, government leaks, etc., which, when 
put together, constitute a linear progression. These are all written and/or filmed 
prior to the exercise. The progression is then mapped in an hourly chart for the 
unfolding events over a multi-day period. All six scenarios are placed on the 
same chart, in six columns, giving the Control Team a birds-eye view of the 
progression. 

C. How It Works 

As for the nuts and bolts of the simulation itself, it traditionally begins 
outside of class, in the evening, on the grounds that national security crises 
often occur at inconvenient times and may well involve limited sleep and 
competing demands. 171 Typically, a phone call from a Control Team member 
posing in a role integral to one of the main story lines, initiates play. 

Students at this point have been assigned dedicated simulation email ad
dresses and provided access to the cyber portal. The portal itself gives each 
team the opportunity to converse in a "classified" domain with other team 
members, as well as access to a public AP wire and broadcast channel, carrying 
the latest news and on which press releases or (for the media roles) news stories 
can be posted. The complete universe of legal authorities required for the 
simulation is located on the cyber portal in the Digital Archives, as are forms 
required for some of the legal instruments (saving students the time of develop
ing these from scratch in the course of play). Additional "classified" mate
rial - both general and SCI - has been provided to the relevant student teams. 
The Control Team has access to the complete site. 

For the next two (or three) days, outside of student initiatives (which, at their 
prompting, may include face-to-face meetings between the players), the entire 
simulation takes place through the cyber portal. The Control Team, immediately 
active, begins responding to player decisions as they become public (and 
occasionally, through monitoring the "classified" communications, before they 

171. This facet was adopted following Chief Judge Baker's prescient remarks regarding the same at 
the ABA Standing Committee on National Security's first pedagogy meeting in 2010. 
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are released). This time period provides a ramp-up to the third (or fourth) day of 
play, allowing for the adjustment of any substantive, student, or technology 
concerns, while setting the stage for the breaking crisis. 

The third (or fourth) day of play takes place entirely at Georgetown Law. A 
special room is constructed for meetings between the President and principals, 
in the form of either the National Security Council or the Homeland Security 
Council, with breakout rooms assigned to each of the agencies involved in the 
NSC process. Congress is provided with its own physical space, in which 
meetings, committee hearings and legislative drafting can take place. State 
government officials are allotted their own area, separate from the federal 
domain, with the Media placed between the three major interests. The Control 
Team is sequestered in a different area, to which students are not admitted. At 
each of the major areas. the cyber portal is publicly displayed on large flat panel 
screens, allowing for the streaming of video updates from the media, AP wire 
injects, ru·ticles from the students assigned to represent leading newspapers, and 
press releases. Students use their own laptop computers for team decisions and 
communication. 

As the storylines unfold, the Control Team takes on a variety of roles, such as 
that of the President, Vice President, President's chief of staff, governor of a 
state, public health officials, and foreign dignitaries. Some of the roles are 
adopted on the fty, depending upon player responses and que1ies as the story
lines progress. Judges, given full access to each player domain, determine how 
effectively the students accomplish the national security goals. The judges are 
themselves well-experienced in the practice of national security law, as well as 
in legal education. They thus can offer a unique perspective on the scenarios 
confronted by the students, the manner in which the simulation unfolded, and 
how the students performed in their various capacities. 

At the end of the day, the exercise terminates and an immediate hotwash is 
held, in which players are first debriefed on what occurred during the simula
tion. Because of the players' divergent experiences and the different roles 
assigned to lhem, the students at this point are often unaware of the complete 
picture. The judges and formal observers then offer reflections on the simulation 
and determine which teams perfo1med most effectively. 

Over the next few classes, more details about the simulation emerge, as 
students discuss it in more depth and consider limitations created by their 
knowledge or institutional position, questions that arose in regard to their grasp 
of the law, the types of decision-making processes that occun-ed, and the 
effectiveness of their - and other students' - performances. Reflection papers, 
paired with oral briefings, focus on the substantive issues raised by the simula
tion and introduce the opportunity for students to reflect on how to create 
opportunities for learning in the future. The course then formally ends. 172 

172. As previous! y noted, a short video depicting the simulation is available at http://www. law.georgetown. 
edu/ about/acadcm ic-cx eel l ence/i ndex. cfrn. 
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Learning, however, continues beyond the temporal confines of the semester. 
Students who perform well and who would like to continue to participate in the 
simulations are invited back as members of the control team, giving them a 
chance to deepen their understanding of national security law. Following gradua
tion, a few students who go in to the field are then invited to continue their 
affiliation as National Security Law fellows, becoming increasingly involved in 
the evolution of the exerc ise itself. This system of vertical integration helps to 
build a mentoring environment for the students while they are enrolled in law 
school and to create opportunities for learning and mentorship post-graduation. 
It helps to keep the exercise current and reflective of emerging national security 
concerns. And it builds a strong community of individuals with common 
interests . 

CONCLUSION 

The legal academy has, of late, been swept up in concern about the economic 
conditions that affect the placement of law school graduates. The image being 
conveyed, however, does not resonate in every legal field. It is particularly 
inapposite to the burgeoning opportunities presented to students in national 
security. That the conversation about legal education is taking place now should 
come as little surprise. Quite apart from economic concern is the traditional 
introspection that follows Ame1ican military engagement. It makes sense: law 
overlaps substantially with political power, being at once both the expression of 
government authority and the effort to limit the same. 

The one-size fits all approach currently dominating the conversation in legal 
education, however, appears ill-suited to address the concerns raised in the 
current conversation. Instead of looking at law across the board, greater insight 
can be gleaned by looking at the specific demands of the different fields 
themselves. This does not mean that the goals identified will be exclusive to, for 
instance, national security law, but it does suggest there will be greater nuance 
in the discussion of the adequacy of the current pedagogical approach. 

With this approach in mind, I have here suggested six pedagogical goals for 
national security. For following graduation, students must be able to peiform in 
each of the areas identified - (1) understanding the law as applied, (2) dealing 
with factual chaos and uncertainty, (3) obtaining critical distance, (4) develop
ing nontraditional written and oral communication skills, (5) exhibiting leader
ship, integrity, and good judgment in a high-stakes, highly-charged environment, 
and (6) creating continued opportunities for self-learning. They also must learn 
how to integrate these different skills into one experience, to ensure that they 
will be most effective when they enter the field. 

The problem with the current structures in legal education is that they fall 
short, in important ways, from helping students to meet these goals. Doctrinal 
courses may incorporate a range of experiential learning components, such as 
hypotheticals, doctrinal problems, single exercises, extended or continuing 
exercises, and tabletop exercises. These are important classroom devices. The 
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amount of time required for each varies, as does the object of the exercise itself. 
But where they fall short is in providing a more holistic approach to national 
security law which wi ll allow for the maximum conveyance of required skills. 
Total immersion simulations, which have not yet been addressed in the second
ary literature for civil ian education in national security law, may provide an 
important way forward. Such simulations also cure shortcomings in other areas 
of experiential education, such as clinics and moot court. 

It is in an effort to address these concerns that I developed the simulation 
model above. NSL S im 2.0 certainly is not the only solution, but it does provide 
a starting point for moving forward. The approach draws on the strengths of 
doctrinal courses and embeds a total immersion simulation within a course. It 
makes use of technology and physical space to engage students in a multi-day 
exercise, in which they are. given agency and responsibility for their decision 
making, resulting in a steep learning curve. While further adaptation of this 
model is undoubtedly necessary, it suggests one potential direction for the years 
to come. 
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Chutzpah 

Derek E. Bambauer* 

I NTRODUCTION 

Transparency, like sobriety and chastity, is a virtue easy to aspire to but 
difficult to practice. 1 The Administration of President Barack Obama has demon
strated this hard lesson repeatedly. 

This article analyzes two examples of the gap between rhetoric and practice 
in transparent governance, Internet freedom and intellectual property negotia
tions, and argues that the Obama administration's lack of transparency results 
from structural features of the modern executive branch. 2 This largely explains 
the puzzling - and, to Obama supporters, disappointing - similarities between 
the current administration and its predecessor under President George W. Bush.3 
The lesson is that when a presidential candidate promises to operate transpar
ently, voters should expect disappointment. 

Transparency, of course, is a relative concept.4 Descriptively, it is measured 
against previous examples, particularly the pattern of p1ior administrations. 
Normatively, transparency must be weighed against competing commitments, 
such as to efficiency, national security, or institutional allocation of power.5 

Thus, how transparent the federal government ought to be depends on the 
balance of virtues transparency promotes, such as reducing corruption and 
encouraging participation, relative to the virtues it inhibits.6 Also, where a 
particular administration rates on that measure is driven significantly by how 
other ones have fared. 

* Associate Professor of Law, University of Arizona James E. Rogers College of Law. Thanks for 
helpful suggestions and discussion are owed to David Ardia, Jane Yakowitz Bambauer, Bi ll Banks, 
Catherine Crump, Dan Hunter, Jameel Jaffer, Heidi Kitrosser. David Levine, Thinh Nguyen. Mary
Rose Papandrea, Molly Pyle, and Chris Soghoian. The author welcomes comments at 
derekbambauer@email.arizona.edu. © 2013, Derek E. Bambauer. 

l. See generally Mark Fenster, The Transparency Fix: Advocating Legal Rights and Their Al1erna
tives in the Pursuit of a Visible Stale, 74 U. Pn,. L. REV. _ ( forthcoming 20 I 2). 

2. See Ronald J. Krotoszynski, Jr., Transparency, Accountability, and Competency: An Essay on the 
Obama Administra1ion, Google Go1'ern111e111, and the Difficulties of Securing Ejfecth•e Governance, 65 
U. MIAMI L. REV. 449 (2011 ). 

3. Cf Charlie Savage, Shift 011 Execulive Power Leis Obama Bypass Rimls, N.Y. TIMES, Apr. 23, 
2012, at A I (describing similarities in use of executive branch authority under Presidents Obama and 
Bush). 

4. See Derek E. Bambauer, Cybersieves, 59 DuKE L.J. 377, 393-396, 4 10-4 14 (2009). 
5. Cf Frederick Schauer, Transparency in Three Dimensions, 2011 U. Ju,. L. R.Ev. 1339, 1342-1343 

(offering a framework to assess transparency's costs and benefits, and relationship to other normative 
commitments); Anita Bernstein, Toward More Parsimony and Transparency in "The Essentials of 
Marriage," 2011 M1cH. ST. L. REv. 83, 136(2011) (defending transparency on normative grounds). 

6. See generally Mark Fenster, The Opacity of Transparency, 91 lowA L. REV. 885 (2006) (develop
ing theory of transparency in governance). 
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The Obama administration seems, overall, to be more transparent than its 
immediate predecessor.7 Yet, the prevailing sentiment regarding Obama's track 
record is disappointment.8 Here, candidate Obama set expectations that Presi
dent Obama has been unable to fulfill. He campaigned on pledges to increase 
transparency in both policymaking and implementation - indeed, one of his first 
official announcements was a promise to produce "the most open and transpar
ent [administration] in history."9 Yet, these pledges have largely been unfulfilled 
or simply abandoned. 10 

By contrast, President George W. Bush placed little weight on transparency 
as a goal. 11 Indeed, key figures in the Bush administration, such as Vice 
President Richard B. Cheney, were actively hostile to public disclosure and 
worked to thwart information sharing. 12 For example, Cheney refused to dis
close the identities of the members of the Administration's energy task force 
(the National Energy Policy Development Group) even after being sued under 
the Freedom of Information Act by Judicial Watch and the Sierra Club. 13 

Ironically, the Bush administration's posture should have redounded to Presi
dent Obama's benefit, since even a moderate level of transparency would appear 
significant by comparison. Yet, the Administration's transparency troubles are 
not only due to the gap between soaring rhetoric and pedestrian practice. 14 

Rather, the government has deliberately chosen to block public participation in, 
and scrutiny of, its policymaking in several areas. This article concentrates on 

7. See, e.g., Emily Badger, Assessing Obama's Record on Transparency, INoex ON CENSORSHJP (July 
29, 20 I I), available at http://www.indexoncensorship.org/20 I 1 /07 /assessing-obamas-record-on
transparency/; Peter Nicholas, Obama '.s Transparency Record Appears Cloudy, L.A. TIMES. Feb. I, 
20 LO, available al http://articles.latimes.com/2010/feb/O l/nation/la-na-transparency 1-201 0feb0 1. 

8. See, e.g., John Hudson, Obama Administration Distorted its Transparency Record: Ex-DOJ 
Official, THE ATLANTIC WIRE, Mar. 9, 2012, available at http://www.theatlanticwire.com/politics/2012/03/ 
foia-advocates-skeptical-about-obamas-claims-foia-progress/49668/ (noting that "the Obama administra
tion has faced particularly disappointed advocates because he came into office promising to open 
government records"); Mike Masnick, FBI Almost Entirely Arbitrary in Redacting Info on Freedom of 
Information Requests, TECHDlRT, Dec. 10, 20 I 0, http://www.techdirt.com/articles/20101209/18050412224/ 
tbi-almost-eotirely-arbitrary-redacting-info-freedom-inforrnation-requests.shtml. 

9. Macon Philips, Change Has Come to WhiteHouse.gov, THE WHITE HousE (Jan. 20, 2009), 
http:/ /www. w hi tehouse. gov lb log/change _has_ come _to_ wh i tehou se-go v. 

10. See, e.g., Josh Gerstein, President Obama's Muddy Transparency Record, Pounco. Mar. 5, 
20 I 2, http://www.politico.com/news/stories/0312/73606.html; Sharon Theimer, Obama 's Broken Prom
ise: Federal Agencies Not More Transparent Under Obama Administration, Assoc. PRESS, Mar. 17, 
20 I 0, available at http://www.huffingtonpost.com/2010/03/ l 6/obamas-broken-promise-fed_n_500526. 
html. 

ll. See Geoffrey R. Stone, Secrecy and Self-Governance, 56 N.Y.L. ScH. L. REv. 81 (2011). 
12. See, e.g., Scott Shane, U.S. Reclassifies Many Documents in Secret Review, N.Y. TIMES, Feb. 21, 

2006, at Al. 
13. Judicial Watch v. U.S. Dep't of Energy, 412 F.3d 125 (D.C. Cir. 2005). 
14. See David Kravets, It '.s Sunshine Week, But Obama 's Transparency Record Is Cloudy, WlRED 

(Mar. 14, 2011 ), available at http://www.wired.com/threatlevel/2011/03/obama-transparency-clouded/; 
Kathleen Clark, "A New Era of Openness?": Disclosing Intelligence to Congress Under Obama, 26 
CONST. COMMENT. 313 (2010). 
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two: Internet freedom and IP negotiations. 15 While both areas present important 
policy questions, they are helpfully peripheral. If the Obama administration will 
not open its books on topics that are relatively low-stakes and nonpartisan, it is 
not likely to do so on weightier matters. Information Jaw issues are thus a 
weathervane for transparency: they demonstrate that, while President Obama's 
admjnistration claims the mantle of transparency, its actions point towards 
opacity. This is chutzpah. 

l. INTERNET FREEDOM 

Internet freedom is one of the areas in which the Obama administration's 
rhetoric clashes with its practices. President Obama emphasized information 
technology policy during his campaign, and his presidency began with a firm 
commitment to open Internet communication, both in the United States and 
abroad. 16 Domestically, the Federal Communications Commjssion (FCC), under 
Chairman Julius Genachowski, implemented network neutrality regulations 
designed to prevent Internet service providers (ISPs) from discriminating against 
content on their networks based on origin, destination, or application type. 17 

The FCC attempted to implement these rules initially via an order enjoining 
Comcast Corporation from slowing peer-to-peer traffic on its network. 18 Even 
after the U.S. Court of Appeals for the District of Columbia Circuit voided the 
order, ruling that the FCC Jacked ancillary authority over the practices, the 
Commission persisted. 19 The FCC issued rules codifying three principles - trans
parency, a ban on blocking lawful traffic, and a ban on unreasonable discrimina
tion - and defending its statutory authority for this action.20 Initially, President 
Obama's government both enshrined transparency as a touchstone of Internet 
policy and moved to implement the principle through regulation, even in the 
teeth of determined industry opposition.2 1 

Similarly, Secretary of State Hillary Clinton made Internet freedom a core 
theme of the Administration's international agenda. 22 She delivered two major 

15. See, e.g., David S. Levine, Transparency Soup: The ACTA Negotiating Process and '"Black Box" 
Lawmaking. 26 AM. U. lNT.L L. REV. 811 (2011 ). 

16. Hiawatha Bray, Obama Preparing Comprehensive Technology Policy. N.Y. TIMES. Nov. 12, 
2008. available at http://www.nytimes.com/2008/ I I/I 2/technology/ l 2iht-otech.4.17766 I 26.html?_r= L. 

l 7. See Brad Reed, FCC's Genachowski Gives Strong Net Neutrality Endorsement. NETWORK 
WORLD. Sept. 21, 2009. http://www.networkworld.com/news/2009/092 I 09-genachowski-net-neutraliry
speech.html. 

J 8. In re Formal Complain, of Free Press & Public Knowledge Against Comcast Co1p. for Secretly 
Degrading Peer-10-Peer Applications, 23 F.C.C.R. 13028 (2008). 

19. Comcast Corp. v. FCC. 600 F.3d 642 (D.C. Cir. 2010). 
20. Presen·ing the Open /11/ernet, 76 Fed. Reg. 59.192 (Sept. 23,201 l) (to be codified at 47 C.F.R. 

pts. 0 and 8). 

21. See Maisie Ramsay, Verizon. MetroPCS Net Neutrality Suit to Proceed, WIRELESS WEEK. Mar. 2, 
2012, http://www.cedmagazine.com/news/20 12/03/verizon-metropcs-net-neutrality-suit-to-proceed. 

22. See generally Derek E. Bambauer, Orwell's Armchair, 79 U. CH1. L. REv. 863, 898 (2012). 
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speeches on the topic - one in January 201023 and another in February 
201124 

- and paid homage to the role of Internet communication, including 
sociaJ media, in the Arab Spring revolutions of 2011.25 Agencies such as the 
State Department and the Department of Defense have sought to translate this 
commitment into action. The State Department funds the New America Founda
tion's Commotion Wireless Project, which seeks to offer activists "Internet in a 
suitcase" technology, designed to help users bypass restrictions by forming ad 
hoc wireless networks.26 Additionally, the State Department awarded $1.5 
million to the GlobaJ Internet Freedom Consortium, which helps develop the 
FreeGate and UltraSurf circumvention tools that bypass online censorship.27 

The U.S. Navy designed28 and patented29 the first generation Onion Router, 
which has been developed into the TOR networking tool.30 TOR uses a series of 
encrypted connections to hide traffic, including origin and destination, from 
network monitors. 

The Administration's commitment to Internet freedom, however, is belied by 
its extensive efforts to control and interdict online content, both within the 
United States and abroad.31 Most prominently, the Department of Homeland 
Security and the Deparrtment of Justice have worked in concert to seize over 
750 domain names of sites they believe offer unlawful content - primarily, 
material that infringes U.S. copyright law.32 Some of these sites are plainly 
illegal,33 while others, such as the Spanish website, Rojadirecta, have been 

23. Hillary Rodham Clinton, U.S. Sec'y of State, Remarks on Internet Freedom. (Jan. 2 1, 2010), 
available at http://www.state.gov/secretary/rm/2010/01/135519.htm. 

24. Hillary Rodham Clinton, U.S. Sec'y of State, lnternet Rights and Wrongs: Choices & Challenges 
in a Networked World, (Feb. 15, 20 11 ), available at http://www.state.gov/secretary/rm/201 l/02/ 
156619.htm. 

25. Gloria Goodale, Hillary Clinton Champions Internet Freedom, but Cautions on Wikileaks, 
CHRISTIAN SCIENCE MONITOR, Feb. 15, 2011 , http://www.csmonitor.com/USA/Foreign-Pol icy/2011/02 I 5/ 
Hi! lary-Clinton-cham pions-1n ternet-freedom-bu t-cau ti ons-on-Wi kiLeaks. 

26. New America Foundation, Commotion Wireless, http://oti.newamerica.net/commotion_wire
less_O; John Markoff, U.S. Underwrites lnterner Detour Around Censors, N.Y. TrMES, June 12, 2011, at 
Al. 

27. Global Internet Freedom Consortium, Our Solutions, http://www.intemetfreedom.org/Products
and-Services; John Pomfret, U.S. Risks China's Ire with Decision to Fund Software Maker Tied to 
Falun Gong, WASH. PosT, May 12, 2010, at Al. 

28. See, e.g., Kim Zetter, Tor Torches Online Tracking, WrRED, May 17, 2005, available at 
http://www.wired.com/politics/security/news/2005/05/67542?currentPage=all. 

29. Onion routing network for securely moving data through communication networks, U.S Pat. No. 
6,266,704 (filed May 29, 1998) (issued July 24, 2001 ). 

30. Tor: Overview, ToR, https://www.torproject.org/about/overview.htm1.en. 
3 l. Bambauer, supra note 22. 
32. Grant Gross, Feds Seize More Domain Names of Siies Accused of Selling Counterfeits, CoMPUTER

W0RLD, Apr. 10, 2012, http://www.computerworld.com/s/article/9226045/Feds_seize_more_domain_ 
names_of_sites_accused_of_selling_counterfeits?taxonomyJd=7 1. 

33. Press Release, U.S. Dep't of Homeland Security, Joint DHS-DOJ "Operation Protect Our 
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15, 201 1 ). available at http://www.dhs.gov/ynews/releases/pr_ 1297804574965.shtm. 
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judged to be operating lawfully by their domestic courts.34 Furthermore, and 
critically, the government has repeatedly obfuscated and impeded efforts by 
website owners to challenge the seizures of their domain names. For example, 
Stanford law professor Mark Lemley, who works for Durie Tangri , the finn that 
represents Rojadirecta, had difficulty determining who in the federal govern
ment to contact regarding the seizure.35 Federal officials repeatedly evaded his 
attempts to negotiate.36 After eighteen months of litigation, federal prosecutors 
dropped their efforts to maintain the seizure without explanation.37 

Similarly, when the government seized the domain name for the hip-hop 
blog, Dajazl, the site's attorney sought to secure its release.38 The federal 
government refused to provide the attorney with copies of the seizure docu
ments, refused to notify him of requests for extensions of the statutory deadline 
for commencing forfeiture proceedings, and filed extensions under seal.39 When 
the government was finally forced to address the merits of the seizure, it simply 
dropped the case - after keeping Dajaz I offline for a year.40 The Obama admin
istration is not only engaged in straightforward Internet censorship, it also wants 
that censorship to be as opaque and impervious to challenge as possible.41 

Beyond direct measures such as domain name seizures, the federal govern
ment has used indirect means to interdict disfavored on-line information. The 
Obama administration deployed a set of formal and informal pressures against 
the WikiLeaks website after it published sensitive materials related to the 
conflicts in Iraq and Afghanistan, American diplomacy, and U.S. foreign policy.42 

Formally, the government convened a grand jury to consider indictments against 
contributors to the site, such as WikiLeaks founder, Julian Assange.43 Infor
mally, State Department legal advisor Harold Hongju Koh sent a letter to 

34. Memorandum of Points and Authorities In Suppo11 of Puerto 80's Pei it ion for Release of Seized 
Property and in Support of Request for Expedited Briefing and Hearing of Same 3, Puerto 80 Projects v. 
Uniced Stales, No. l:201 l-cv-03983 (S.D.N.Y. June 12. 201 I). 

35. Id. al 4-6. 
36. Id. 
37. Jennifer Martinez, US Government Dismisses Piracy Case Against Rojadirecta Site, THE HtLL. 

Aug. 29, 2012, http:/ /Lheh i I I.corn/biogs/hi) licon-valley/technology/246529-us-government-dismisses-case
agai nst-rojadirecta. 

38. Declan McCullagh, DHS Abruptly Abandons Copyright Sei-z,ure of Hip-Hop Blog. CNET NEws. 
Dec. 8. 2011, hLtp://news.c.:net.com/830 J -3 1921_3-57339569-281 /dhs-abruptly-abandons-copyrighl
seizure-of-hip-hop-blog/. 

39. Michael Masnick, Breaking News: Feds Falsely Censor Popular Blog For Over A Yea,; Deny All 
Due Process, Hide All Details. TECHDrRT, Dec. 8, 2011, http://www.techdirt.com/articles/201 l I 208/ 
082252170 I 0/break i ng-news-feds-falsel y-censor-popu tar-blog-over-year-deny-al 1-due-process-h ide-a 11-
detai ls.shtrn I. 

40. Id. 
41. Barnbauer, supra note 22. 
42. Derek E. Bambauer, Consider lhe Censor, I WAKE FOREST J.L. & PoL·Y 3 I (20 I I ): Yochai 

BenkJer, A Free Irresponsible Press : Wikileaks and the Ba/lie Over the Soul of the Networked Fourth 
Estate, 46 HARV. C.R.-C. L. L. REv. 3 I I (20 I I). 

43. Ed Pilkington, Wikileaks: U.S. Opens Grand Jury Hearing. THE GUARDIAN, May 11, 20 11 , 
http://www.guardian.co. uk/media/20 I I /may/ I I /us-opens-wikileaks-grand-jury-hearing. 



554 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 6:549 

WikiLeaks accusing the site of violating the Espionage Act by distributing the 
materials.44 The Administration also sent threatening warnings to federal employ
ees and college students, advising them that viewing materials from Wik.iLeaks 
could result in termination (for employees) or the loss of job prospects (for 
students).45 These efforts are notable in light of both the minimal deleterious 
consequences of the WikiLeaks documents - Secretary of Defense Robert Gates 
dismissed their effects on American national security46 

- and also the lack of 
sanctions targeted at estabbshed media outlets, such as The New York Times, 
that also participated in distributing information.47 The Obama administration 
does not trifle with formal legal constraints in seeking to drive information 
offline. 

Lastly, on the domestic front, the Administration has pressured U .S. ISPs to 
agree to a new copyright enforcement system that is largely designed by content 
providers, such as motion picture studios and recorded music distributors.48 

Although U.S. ISPs are shielded from copyright liability for their users' infring
ing activities under Title II of the Digital Millennium Copyright Act,49 the 
Obama administration (along with then-New York State Attorney General An
drew Cuomo) pressured the providers to engage in voluntary policing of such 
infringement,50 allegedly by threatening to push for legislation that would 
achieve the same ends, but in a less flexible fashion. The threats are entirely 
plausible in light of the Administration's efforts to pass legislation that would 
compel ISPs to retain data for eighteen months after informal negotiations with 

44. Letter from Harold Hongju Koh, Legal Advisor, State Dep't, to Julian Assange and Jennifer 
Robinson (Nov. 27, 20 I 0), available at http://www.reuters.com/article/2010/ll/28/us-wikileaks-usa-letter
idUSTRE6AR lE420101128. The suspect constitutional status of the Act did not deter Koh, the former 
dean of Yale Law School; perhaps respect for free speech diminishes with distance from New Haven. 
See MARTIN H. REDISH, THE Lo01c or P ERSECUTION: FREE EXPRESSION AND THE McCARTHY ERA l O I (2006) 
(criticizing Act's constitutionality). 

45. Some Columbia U. Students Warned About Wikileaks, Fox NEWS, Dec. 4, 2010, available at 
http://www.foxnews.com/us/20 I 0/12/04/columbia-u-students-wa.rned-wiki leaks/; Howard LaFranchi, US 
to Federal Workers: If You Read Wikileaks, You 're Breaking the law, CHRJSTIAN SCIENCE MONlTOR, 

Dec. 7, 20 10, http://www.csmonitor.com/USA/Foreign-Policy/2010/1207/US-to-federal-workers-lf-you
read-WikiLeaks-you-re-breaki ng-the-law. 

46. Lewis Page, Gates: Nothing Really New in Bradley Manning Leak Siorm, Tl-CE REGISTER, Dec. 2, 
20 l 0, http://www.theregister.co.uk/20 I 0/ 12/02/gates_ wikileaks_poohpooh/. 

47. Benkler, supra note 42, at 327 (noting that "the Obama administration treated Wikileaks as 
though it were in a fundamentally different category than it did the newspapers") . 

48. Disclosure: the author represents Christopher Soghoian, a security researcher, in a Freedom of 
Information Act lawsuit against the Office of Management and Budget to obtain documents describing 
the scope of the Administration's involvement in the "Six Strikes" copyright enforcement plan. See 
Soghoian v. Office of Mgmt. & Budget, No. l: I 1-CV-02203-ABJ (D.D.C. Dec. 12, 2012). 

49. 17 U.S.C. §512 (2006). 
50. Jason Mick, Obama Conscripts ISPs as "Copyright Cops," Unveils "Six Strikes" Plan, DAILYTECH, 

July 8, 2011, http://www.dailytech.com/Obama+Conscripts + ISPs+as+Copyright+Cops+ Unveils+ 
Six+ Strikes+ Plan/article22107 .htm. 
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providers failed to produce an agreement for quasi-voluntary data retention.51 In 
both cases, the Administration has sought to create policy through non-public 
negotiations with, and pressure on, stakeholders. 

In short, while the Obama administration has consistently lauded transpar
ency in its rhetoric regarding Internet freedom, its actions reveal not only 
censorial tendencies, but also efforts to resist and evade scrutiny of them. The 
government's actions are impossible to reconcile with the lofty rhetoric of 
Secretary Clinton or the aspirations of candidate Obama. 

II. I NTELLECTUAL PROPERTY 

As with Internet freedom, the Obama administration has strenuously resisted 
efforts to gain access to details of jts policymaking on intellectual property 
(IP).52 This lack of transparency is important for two substantive reasons, in 
addition to the perspective it offers on the government's commitment to open
ness more generally. First, IP-related industries are critical components of 
Ame1ica's economy, and they are becoming ever more so.53 These economic 
sectors include everything from software, to fashion, to pharmaceuticals. Thus, 
IP matters. Second, as scholars such as Jessica Litman and William Patry have 
documented, IP policy suffers from significant public choice problems.54 Enti
ties seeking increased IP protections and enforcement have a concentrated 
pecuniary interest in the issue.55 Moreover, they have accumulated considerable 
political power through donations and lobbying.56 Entities that benefit from 
more limited protection, or from exceptions to protection such as fair use, 
generally have far lower or more diffuse financial stakes in the outcome of 
policy debates, and often lack incentives to form lobbying or advocacy organiza-

5 I. Declan McCullagh. DOJ Wants Mandatory Data Retention, CBS NEWS. Jan. 25, 2011 . http://www. 
cbsnews.com/8301-501465_ 162-20029440-501465.btmJ; H.R. 1981. Protecting Children.from J111eme1 
Pomographers Act of 2011, http://www.govtrack.us/congress/bi lltext.x pd?bi II = h 112- 198 I. 

52. Ironically, the Administration's IP enforcement coordinator issued a report stating that she 
"continues to encourage improved transparency in intellectual property policy making." 2011 U.S. 
lntelleciua1 Properry Enforcement Coordinator Annual Reporr 011 /111el/ectual Property Enforcement 8 
(Mar. 2012), available at http://www.whitehouse.gov/sites/defaulr/files/ombnPEC/ipec_annual_report_ 
mar20 l 2. pdf. 

53. Economics and Statistics Admin. & U.S. Parent and Trademark Office. illtellectual Property and 
the U.S. Economy: industries in Focus vi-vii (Mar. 2012). al'ailable at http://www.uspto.gov/news/ 
publications/IP _Report_March_2012.pdf (stating that IP-intensive industries accounted for l 8.8% of 
jobs in the American economy. and 34.8% of GDP. in 20 I 0). 

54. See JESSICA LITMAN, DIGITAL COPYRIGHT (200 I): WILLIAM PATRY. MORAL PANICS AND THE COPYRIGHT 
WARS (2009). 

55. See, e.g., Jolie O'Dell, Here 's What Hollywood and Silicon Valley are Spending 011 SOPA, 
VENTUREBEAT, Dec. 19, 2011, http://venturebeat.com/201 l/ 12/19/sopa-lobbying/ (finding that 80% of 
the $2.5 million spent on lobbying about the Stop Online Piracy Act was from content industries). 

56. This political power does not always reflect economic importance. The motion picture and 
recorded music industries hold considerably more sway than the video game industry does, though 
games are far larger in economic terms. 
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tions.57 The table is tilted towards greater IP protection. This pattern holds 
across time, and across presidential administrations of both political parties. The 
Obama administration is no exception. 

The Administration's IP policymaking, however, is notably opaque, as two 
examples demonstrate. First, the Administration has taken the lead in negotiat
ing a new international regime for IP enforcement: the Anti-Counterfeiting 
Trade Agreement (ACTA).58 The ACTA would create a multi-lateral legal 
framework that sets standards for dealing with IP violations, such as on-line 
copyright infringement, counterfeit pharmaceuticals, and goods that infringe 
trademarks.59 Adoption of the ACTA, and its subsequent transposition into 
federal law, would have wide-ranging consequences. The treaty augments exist
ing criminal provisions in IP law;60 increases border enforcement;61 and imple
ments a more generous measure of damages for IP violations.62 Negotiations 
over the ACTA's text resulted in significant changes. For example, the treaty 
initially envisioned a graduated response system that would have mandated 
ISPs to disconnect users accused of multiple instances of copyright infringe
ment, but that provision was dropped after objections by the European Union 
Parliament, among others. 63 

The Administration, however, strenuously resisted scrutiny of, or input into, 
the negotiations. Indeed, the Office of the U.S. Trade Representative (USTR) 
denied a Freedom of Information Act request for copies of the ACTA negotia
tions and drafts by Knowledge Ecology International. The USTR stated that the 
documents were "information that is properly classified in the interest of 
national security."64 Classifying an IP treaty as related to national security 
borders on ludicrous; al Qaeda has not gone into the business of selling 
counterfeit National Football League jerseys.65 The Administration did, how
ever, make the text of the draft treaty available to select stakeholders, provided 
they signed non-disclosure agreements. This select audience was limited to IP 

57. See WILLIAM M. LANDES & RlcHARD A. POSNER, THE ECONOMIC STRUCTURE OF INTELLECTUAL 

PROPERTY LAW 405-412 (2003). 
58. See Peter K. Yu, Six Secret (and Now Open) Fears of ACTA, 64 SMU L. Rev. 975 (2011). 
59. Office of the U.S. Trade Representative, Anti-Counte,feiting Trade Agreement (ACTA), http:// 

www.ustr.gov/acta. 

60. Anti-Counterfeiting Trade Agreement, art. 23. L Oct. 1, 2011, available at http://www.mofa.go.jp/ 
policy/economy/i_property/pdfs/actal I 05_en.pdf. 

61. Id, art. 16. 
62. Id. art. 9.1. 
63. David Kravets, ACTA Backs Away from 3 Strikes, WtRED, Apr. 21, 2010, available at http:// 

www. wired.corn/threatlevel/2010/04/acta-treaty/; Annemarie Bridy, ACTA and the Specter of Gradu
ated Response, 26 AM. U. lNT'L L. REv. 558 (201 I). 

64. Letter from Carmen Suro-Bredie to James Love (Mar. 10, 2009), available at http://www. 
keionline.org/misc-docs/3/ustr_foia_den_ial.pdf; David Kravets, Obama Administration Declares Pro
posed IP Treaty A "National Security" Secret, WIRED, Mar. 12, 2009, available at http://www.wired.com/ 
threatlevel/2009/03/obama-declares/. 

65. Mike Masnick, ICE Seized 20 Domain Names for the NFL over the Weekend, TECHDIRT, Oct. 25, 
2011, available at http://www.techdirt.com/articles/20111024/10293116490/ice-seized-20-domain-names
nfl-over-weekend.shtml. 
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rights holde rs and lobbying organizations, such as the Business Software Alli
ance, Time Warner, eBay, and Google.66 With the exception of Public Knowl
edge, organizations that represented IP consumers, or that tended to press for 
looser legal regulation of intellectua l property, were excluded from the pro
cess.67 

Moreover, the Obama administration takes the position that the ACTA would 
be a ''sole executive agreement" that requires approval only from the Presi
dent.68 This bypass mechanism removes the chance for Congress to debate the 
ACTA's merits, and for interested parties to provide testimony, information, and 
perspective on the treaty during those deliberations.69 The notion that the ACTA 
is a sole executive agreement is not only dubious constitutionally, as Jack 
Goldsmith and Lawrence Lessig have argued, it is problematic from the perspec
tive of democratic governance theory.70 

Recent negotiations over a similar treaty, the Trans-Pac ific Partnership (TPP), 
reveal that the lack of transparency displayed with the ACTA is the rule, not the 
exception. The TPP is a multilateral trade agreement negotiated among nine 
countries and it includes provisions on IP rules.71 The negotiations take place in 
secret. 72 The text is secret. 73 Participation by the public and ci vii society groups 
has been limited to short stakeholder sessions where the negotiators refused to 
reveal the text of the proposed agreement or comment on leaked text.74 Even 
members of Congress have been refused access to the negotiations.75 As with 
the ACTA, the TPP has been roundly criticized for its lack of transparency.76 

Also, as with the ACTA, the Obama administration (via the U .S. Trade Represen-

66. James Love. While House Shares the ACTA lntemel Text wi1h 42 Washing1011 Insiders. Under 
Non-Disclosure Agreeme111s, KNOWLEDGE ECOLOGY JNT' L, Oct. 13, 2009, available al http://keionline.org/ 
node/660: David M. Quinn, A Cri1ical Look al the Anti-Countetfeiring Trade Agreement. XVU R1cH. 
J.L. & TECH. 16. 20-22(2011 ). 

67. Love, supra note 66. 
68. Sean Flynn. ACTA s Constilutional Problem: The Treary Is Nor a Treaty, 26 AM. U. 11\T'L L. REv. 

903 (2011 ). 
69. Id. at 926. 
70. Jack Goldsmith & Lawrence Lessig, An1i-coun1e1fei1ing Agreement Raises Co11stit111ional Con

cerns, WASH. PosT, Mar. 26, 20 I 0. at A23. 
71. Office:: of the U.S. Trade Representative, Outlines of !he Trans-Pacific Partnership Agreelllent. 

Nov. 12. 2011, http://www.ustr.gov/about-us/pres:,-office/fact-sheets/20J l/november/outlines-trans
paci fic-partnersh i p-agreement. 

72. Mike Masnick, This Is Nor Transparency: TPP Delegates Refuse To Re,•eal Texr. Refuse To 
Discuss Leaked Text, TECHDfRT, Sept. 17, 20 12. hllp://www.techdirt.com/articles/201209 J 6/23445720397/ 
th i s-is-not-tra nsparency-tpp-de legates-refuses-to-reveal-text-ref u sc-to-d i scuss-leaked-text. sh tml. 

73. Id. 
74. Id.: Maira Sutton, TPP Trade Delegales Shut Ou, lnlernel Users' Concerns as They Continue 10 

Mee/ Behind Closed Doors, EFF, Sept. 14. 2012, https://www.eff.org/deeplinks/2012/09/tpp-trade
de I egates-sh ut-ou t- in tern et-use rs. 

75. Mike Masnick. USTR Rejects Rep. Issa s Request to Observe TPP Nego1iations, TECHDIRT (June 
29, 2012), http://www.techdirt.com/articles/20 I 20629/13095 119537/ustr-rejects-rep-issas-request-to
observe-tpp-negotiations.shtml. 

76. See, e.g., Sean Flynn, Law Professors Call for Trans-Pacific Partnership Transparenn-, lr.FoJus
TICE. May 9, 20 I 2. http://infojustice.org/archives/2 I 137; Drew Wilson, An Analysis of 1he TPP ·s 



558 JOURNAL OF NATIONAL SECURITY LAW & P OLICY [VoJ. 6:549 

tative, Ambassador Ron Kirk) has boasted of its transparency. Ambassador Kirk 
stated that he "has conducted the most, active outreach to all stakeholders 
relative to the TPP than in any FIA [Free Trade Agreement] previously," and 
that he was "strongly offended by the assertion that our process has been 
non-transparent and lacked public participation."77 Kirk lauded the "extraordi
nary efforts our staff has engaged in relative to drafting our proposed texts for 
the TPP."78 l(jrk's response exemplifies the chutzpah this article describes. 

In sho11, the Obama administration has engaged in classic policy laundering: 
it is hiding an increase in IP enforcement under the cloak of national security 
concerns and avoiding scrutiny of its efforts by casting the ACTA as beyond 
congressional ratification.79 

Another example of the opacity in the Administration's IP policy-making 
shows that the Administration has effectively outsourced certain policy deci
sions to IP rights holders, without input from other affected stakeholders. The 
USTR recently issued its second Out-Of-Cycle Review of Notorious Markets, 
which lists Web sites and physical markets that allegedly engage in or enable IP 
infringement. 80 While the USTR issued a formal request for submissions for the 
list of markets,8 1 its final elements were drawn heavily from comments from IP 
owners, such as the Motion Picture Association of America (MPAA),82 and their 
trade organizations, such as the International Intellectual Property Alliance. 83 As 
with the inclusion of Public Knowledge in the ACTA discussions, the USTR's 
solicitation of comments is pretense: the Obama administration pays heed to 
content owners first and foremost. 

In addition, the Departments of Justice and Homeland Security rely heavily 
on MPAA and Recording Industry Association of America (RIAA) allegations 
and data when determining which domain names to seize for allegedly enabling 
IP infringement.84 The Departments' documentation, which they submit to 

Infamous lntellectual Property Draft Chapter, ZEROPAlD, June 27, 20 I 2, http://www.zeropaid.com/news/ 
IO 1412/an-analysis-tpps-infamous-intellectual-property-draft-chapter/. 
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i nfojustice.org/archives/21385. 
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ship agreement, including the remarkable claim by U.S. Trade Representative Ron Kirk that his staff 
had made "extraordinary efforts" to ensure transparency. See Flynn, supra note 76. 

80. Office of the U.S. Trade Representative, Out-of-Cycle Review of Notorious Markets (Feb. 28, 
2011), available at http://www.ustr.gov/webfm_send/2595. 

8 1. 2011 Special 30 I Out-of-Cycle Review of Notorious Markets: Request for Public Comments, 76 
Fed. Reg. 58,854 (Sept. 22, 2011). 

82. Letter from Michael P. O 'Leary to Stan McCoy, Oct. 26, 2011, available at http://www.regulations. 
gov/#!documentDetail;D=USTR-201 1-0012-0016. 

83. Letter from Michael Schlesinger to Stanford K. McCoy, Oct. 26, 201 1, available at http://www. 
reguJations.gov/#!documentDetail;D= USTR-2011-00 12-0017. 

84. See, e.g., Application and Affidavit for Seizure Warrant, No. J0-2822M, at 17 (C.D. Cal. Nov. 
17,2010), available at http://documents.nytimes.com/requesHo-seize-web-sites-for-piracy (noting agent's 
"discussion with MPAA and RlAA representatives" regarding rapgodfathers.com domain name); 
Darlene Storm, [CE Domain Seizures Relied on Twisted Evidence and MPAA Say So, CoMPUTERWORLD, 
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federal magistrate judges who authorize wa1Tants for the seizures, is drawn 
principally from RJAA investigators.85 T his system - where the government 
restrains Internet communication based on ex parre allegations from parties 
with a financial stake in the decision, and where that government then resists 
efforts to challenge its findings and decis ions - is one with little transparency or 
accountability. 86 

In tellectual property pol icy shapes America's economy in critical ways. Yet, 
IP regulation affects more than gross domestic product: it influences cultural 
production, communication, and values.87 Every citizen has a stake in how IP 
functions. Yet, the Obama administration has deliberately chosen to exclude all 
but a handful of stakeholders from its IP decision-making - and those stakehold
ers share a common belief in the desirabi lity of stronger and broader enforce
ment. Thus, the President's policymaking is biased towards protectionism, and 
his efforts to impede scrutiny of his program belie his rhetorical paeans to 
transparency. 

III. DISAPPOINTMENT 

President Obama entered the White House after a campaign based on hope 
and change.88 Both premises were nai've. The structural features of the modern 
American presidency bend alJ administrations in similar ways.89 Transparency 
in particular is impeded by these structural constraints.90 Thus, even if his 
intentions were genuine, candidate Obama (along with the rest of the electorate) 
should have known that he promised more than he could deliver. 

After World War II. with the looming threat of the Soviet U nion and 
communism, the American executive branch developed in precisely the way 
that the country's founders feared.91 The Constitution seeks to check the 
executive in myriad ways: by limiting its powers,92 by giving the legislature 
control over taxation and spending, 93 by providing for impeachrnent,94 and 
(later) by limiting the number of consecutive terms to which one person can be 

Dec. 22, 20 I 0, available a, http://blogs.computerworld.com/l 7575/ice_domain_seizures_relied_on_ 
twisted_evidence_and_mpaa_say _so. 
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riaa-tries-to-down p la y-i ts-role-feds-u n justi fi ablc-censorship-dajaz I .sh tml. 
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87. See, e.g., Neil W. Netanel, Copyright and a Democratic Cil·il Society, 106 YALE L.J. 283 (1996). 
88. See, e.g., Jeff Mason, Obama'.~ Sloga,1: Looking for Hope and Change, REUTERS, Feb. 18, 2012, 

http://www.reuters.com/article/2012/02/l 8/us-usa-campaign-obama-slogan-idUSTRE8 I H0632012 
0218. 

89. See, e.g .. ARTHUR M. SCHLJ:SINGER, THE 1MPERIAL PRESIDENCY (2004 ed.) (l 973). 

90. See Seth F. Kreimer, Rays of Sunlight in a Shadow War, 11 LEWIS & CLARK L. REV. 1141 (2007). 
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DEMOCRACY (2009). 
92. U .S. CONST. art. fl, §§2, 3. 
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elected.95 Yet, the presidency has developed into an increasingly powerful and 
less fettered office. This larger trend has been enhanced by the complexity of 
the administrative state and, of late, by fears of terrorism's threat to national 
security.96 

Additionally, external forces have shaped presidential policy-making. Two 
critical forces are the rapid fall in the costs of creating and disseminating 
information,97 and the increased political partisanship of the federal govem
ment.98 The first of these forces - driven by technology, and in particular by 
networked computing - is potentially quite helpful for transparency. However, 
combined with the second, it has counter intuitively made transparency more 
difficult for politicians. In effect, scrutiny of pohtical actions, speech, and 
deal-making has increased. Journalists and voters can more easily track their 
elected representatives. Increased partisanship means that politicians who are 
seen as too moderate, or too willing to entertain compromise with their oppo
nents, are at risk of not being re-elected (or even re-nominated).99 Politicians 
are increasingly wary of taking positions, even during negotiations, that might 
harm their election prospects. 

In the long run, transparency conduces to accountable government and 
sensible policymaking. In the short run, it leads to criticism. 100 President 
Obama felt this tension acutely during the protracted struggle to enact his health 
care reforms, when he shifted from a position of dramatic openness (during his 
campaign) to closed-door negotiations (during the final legislative maneuver
ing). 101 There is a structural asymmetry to the politics of transparency. Costs 
accrue quickly. Benefits, by contrast, emerge slowly - possibly too slowly for 
electoral benefit and, perhaps, for politicians to be correctly identified with 
them. 102 Transparency is thus a promise that appears more attractive during a 
political campaign than during the hard reality of governing. 

95. Id. amend. XXII, §I. 
96. See Sidney A. Shapiro & Rena I. Steinzor, The People's Agent: Executive Branch Secrecy and 

Accountability in an Age of Terrorism, 69 L. & CONTEMP. PROBS. 99 (2006). 

97. YocH.AJ BENKLER, THE WEALTH OF NETWORKS 52 (2006); David S. Levine, The Social Layer of 
Freedom of information Law, 90N.C. L. REv.1687 (2012). 

98. See, e.g. , NOLAN McCARTY, KEtTH T. POOLE, & HOWARD ROSENTHAL, POLARIZED AMERICA: THE 
DANCE OF IDEOLOGY AND UNEQUAL RICHES (2006). 

99. See, e.g., Catalina Carnia, Ex-Senators Specter, Bennett Reflect on Lugar 's Loss, USA TODAY, 
May 9, 2012, http://content.usatoday.com/communjties/onpoli tics/post/2012/05/richard-lugar-defeated
mourdock-arlen-specter-/1 #.T7BB fJ9Yv NU. 

100. See, e.g., Negotiate Health Care Reform in Public Sessions Televised on C-SPAN, TAMPA BAY 
TIMES, July I 0, 2009, http://www.politifact.com/truth-o-meter/promises/obameter/promise/517/health
care-reform-public-sessions-C-SPAN/; Chip Reid, Obama Reneges on Health Care Transparency, CBS 
NEws, Jan. 7, 20 I 0, http://www.cbsnews.com/2 l 00-18563_162-6064298.html. 

JOI. ld. 
I 02. See Jennifer Shkabatur, Transparency With( out) Accountability: Open Government in the 

United States, 3 1 YALE L. & PoL'Y REv. _ (forthcoming 2013), available at http://papers.ssrn.com/sol3/ 
papers.cfm?abstract_ id= 2028656. 
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The President operates under increased scrutiny and greater responsibility for 
policymaking than previously. This is true even in areas such as IP rules, which 
have historically been the province of the legislature. 103 In areas such as IP 
policy. where the political choice calculus ensures that pressure tilts heavily 
towards greater protection and enforcement, transparency only invites criticism. 
The Obama administration's failings are, first, to recognize this configuration 
quickly, and second, to cease pretending to transparency once it had done so. 
Naivete can be forgiven, but in time, it transforms into duplicity. The similari
ties between the Obama administration and the Bush Administration, in terms of 
their transparency regarding pol icymaking, should not be surprising: both Presi
dents confronted similar structural realities that press towards inhibiting scru
tiny. 

CONCLUSION 

The Obama administration is caught in a contradiction. Its public rhetoric 
favoring openness, in areas such as Internet communication and IP policymak
ing, is controverted by its calculated decision to minimjze trm1sparency in 
practice for each of these issues. If hypocrisy is the great American sin, then 
President Obama has much to repent. 

At first, assessing Obama's transparency through the lens of information Jaw 
issues seems parochial - these problems are, perhaps, of interest only to geeks 
and IP lawyers. Their importance pales in comparison to problems such as 
overly aggressive prosecution of whistleblowers, 104 survei llance of ordinary 
citizens, 105 and the abuse of the state secrets doct1ine to shield unlawful 
behavior by the government. 106 Yet, this approach is helpful for at least two 
reasons. First, as events in Egypt, Iran, and Libya demonstrate, freedom of 
communication is of considerable importance, to states in tunnoil and to those 
with democratic governments alike. 107 Second, even if IP and Internet jssues are 
peripheral, they constitute a potent measure of transparency for precisely that 
reason. A president can summon profound arguments for limjting access to 
deliberations about military conflicts, to classified information, and to analysis 

I 03. See, e.g .. Prioritizing Resources and Organi~a,ion for Intellecllta! Property Act of 2008, 
S.3325, I 10th Cong., (2008) (creating the office of the JP Enforcement Coordinator in the executive 
branch and mandating various enforcement activities). 

104. See, e.g., Peter Van Buren. Obama 's Unprecedented War on Whistleblowers. SALON, Feb. 9, 
20 I 2, http://www.salon.com/2012/02/09/obamas_unprecedented_ war_on_whistleblowers/; David Can-, 
Blurred Line Between Espionage and Truth, N. Y. TIMES, Feb. 27, 20 I 2. at BI. 

I 05. Pete Yost, Administration Urges Terror Swwil/ance Renell'a!. Assoc. PRESS, Sept. 11, 2012, 
available at http:/ /bigstory.ap.org/article/adm i nistration-u rges-terror-surveil lance-renewal. 

106. John Schwartz, Obama Backs Off a Reversal on Secrets, N.Y. Times. Feb. 10, 2009, al Al 2: 
Ryan Devereaux, Is Obama 's Use of State Secrets Privilege the Nell' Normal?, THE NATION, Sept. 29, 
20 J 0, http:/ /www. then a ti on .com/article/I 55080/obamas-use-state-secrets-pri vi Jege-new-nonnal. 

I 07. See, e.g., Zeynep Tufecki & Christopher Wilson, Social Media and the Decision to Par1icipate 
in Political Protest: Observations from Tahrir Square, 62 J. CoMM'N 363 (20 I 2). 
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of eavesdropping by intelligence services. Whatever importance one attaches to 
transparency, countervailing values carry significant weight for such topics. 

In contrast, contending that national security requires keeping negotiations 
about counterfeiting secret - about cracking down on purveyors of fake Coach 
handbags - is laughable at best, and dishonest at worst. It is chutzpah. Intellec
tual property and Internet policymaking are leading indicators of an administra
tion's implementation of its purported commitments to openness. For 
transparency, then, the Obama administration has plunged the country into a 
bear market. 



The Dark Future of International 
Cybersecurity Regulation 

Michael J. Glennon* 

States are not likely to consent to new international rules that restricl the use 
of cyber weapons. 

Law is a form of cooperation. Certain conditions normally exist when 
cooperatjve mechanisms like law emerge and function properly. 1 Actors within 
the system, for example, are relatively equal. Future dealings are expected. 
Trust is high. A consensus exists concerning foundational values. The cost of 
non-cooperation is high. Individual and collective interests align. Underlying 
social norn1s reinforce legal norms. Free-riders and transgressors are easily 
spotted and penalized. For b~tter or worse, however, these and other conditions 
necessary to promote the emergence and development of legalist constraints are 
not present in sufficient degree to support further international rules governing 
cyber conflict - any more than those conditions have been present in the past to 
support the emergence of rules governing clandestine or covert intelligence 
operations of which cyber activity normally is a part. 

When states are possessed of equal military capabilities, the imposition of 
legal limits cannot by definition freeze in an advantage or disadvantage. Be
cause cyber capabilities are concealed, however, relative capability becomes 
speculative, leaving states without the ability to evaluate beforehand the appar
ent advantages and disadvantages that new rules might reify. 2 States will not 
regulate the pursuit of core security jnterests based upon speculation (hence the 
muted international enthusiasm for Russia's proposal for an international cyber 
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Sloane. and Gary Solis for comments on an earlier draft. Errors and views are mine.© 2013, Michael J. 
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I. Andrew Hurrell has noted Lhat "fundamental differences in rel igion. social organization. cultw·e 
and moral outlook ... may block or, al leas1. complicate cooperative action." Andrew Hurrel l, Powe,: 
Institutions, and the Production of lnequali(}', in POWER IN GLOBAL GOVERNANCE 35, 36 (Michael Barnett 
& Raymond Duvall eds .. 2005); see also SIMON MAXWELL, WHY COOPERATE? (2004) (paper distributed at 
forum, Reforming the United Nations Once and for All. World Economic Forum, Davos. Switzerland) 
(on file with author): Sarah Gillinson. Why Cooperare? A Multi-Disciplinary Srudy of Collective A er ion 
(Overseas Dev. lnst.,Working Paper No. 234, 2004), available ar http://www.odi.org.uk./resources/docs/ 
2472.pdf; see generally COOPERATION UNDER ANARCHY (Kenneth A. Oyc ed., I 986): ROBERT AXELROD. 
THE EVOLUTION OF COOPERATION (1984 ): ROBERT 0. KEOHANE, AFTER H EGEMONY: COOPERATION AND 
DtSCORD IN THE WORLD POLITICAL ECONOMY ( 1984). 

2. For an argument along similar l ines see Jack Goldsmith, Cybersecurity Treaties: A Skeptical View, 
in FUTURE CHALLENGES IN NATIONAL SECURITY AND LAW 6 (Peter Berkowitz ed .. 2011 ). arnilable at 
http://media.hoover.org/si tes/defau It/fl les/docu men ts/Fu tureChal lcnges_ Goldsmith. pd f (''Offensive cy
ber weapons arc guarded secrets because knowledge about the weapon enables the building of defenses 
and because revelation about attack capabilities would reveal a Jot about exploitation capabilities.''): see 
also Jack Goldsmith. The New Vulnerability, NEW RErusuc, June 7. 2010, at 21. 
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weapons ban).3 For similar reasons, customary international rules on these 
issues are unlikely. Customary international law depends upon connecting dots 
of historical precedents that form patterns of practice, but states have been 
disinclined to talk publicly about cyber incidents in whjch they have been 
involved.4 

When future dealings are expected, states confront a greater incentive to 
come up with a mutually advantageous rule, such as the U.N. Charter's prohibi
tion against non-defensive use of force. 5 If, however, the sponsor of a cyber 
attack can't be identified because sponsorship of the attack - or the attack 
itself - is concealed, as is often true of cyber attacks, then the future casts no 
shadow, and no state need be concerned about future rewards or penalties; law 
can impose no punishment. 

More than anything else, however, it is this element of attributability - the 
reciprocal ability to say "who did it" - that makes law work. When a transgres
sor can be identified, penalties can be assessed, and retaliation and deterrence 
are possible - and so is legal regulation. Attribution permits the target to assign 
responsibility. It provides the rules' ultimate enforcement mechanism - the 
ever-present threat of retaliation and punishment. It therefore establishes compli
ance incentives. And attributability enables legal recourse against transgressors, 
not only in the International Criminal Court and other international tribunals but 
also in the domestic courts of nations that comply with their international 
obligation to investigate and prosecute war crimes. If cyber activity and its 
sponsor are concealed, however, and verification of compliance is impossible, 
so too is deterrence6 and effective legal regulation. No verifiable international 
agreement can regulate the covert writing or storage of computer code useful 
for launching a clandestine cyber attack. 

Indeed, this single reciprocal condition - the ability of a target nation to 
identify and threaten assailants in one way or another-underpins the entire legal 
edifice that regulates armed conflict.7 The prohibition against aggression is 
empty absent an ability to ascertain the aggressor. The protection of noncomba
tants disappears unless the assailant is identifiable. The law of neutrality is 

3. See U.N. GAOR, Letter dated September 23, 1998 from the Pennanent Representative of the 
Russian Federation to the United Nations to the Secretary General concerning Agenda Item 63, U.N. 
Doc. AJC. 1 /53/3 (Sept. 30, 1998). 

4. See, e.g., Scott Shane, Cyberwa,fare Emerges from Shadows for Public Discussion by U.S. 
Officials, N.Y. TIMES, Sept. 27. 2012, at AlO. ("For years, even as the United States carried out 
sophisticated cyberattacks on Iran's nuclear program and the Pentagon created a Cyber Command, 
officials have been hesitant to discuss American offensive cyberwarfare programs openly."). 

5. See U.N. Charter art. 2, para. 4. 
6. For commentary on deterrence in cyber conflict, see Patrick M. Morgan, Applicability of Tradi

tional Deterrence Concepts and Theory to the Cyber Realm, in NATIONAL ACADEMY OF SCIENCES, 
PROCEEDINGS OF A WORKSHOP ON DETERRING CYBERATIACKS: INFORMING STRATEGIES AND DEVELOPING 
OPTIONS FOR U.S. POLICY 55 (20 I 0); Mike McConnell, To Win 1he Cyber-Wa,; Look to the Cold War, 
WASH. POST, Feb. 28, 20 I 0, at B 1. 

7. See James D. Morrow, When Do States Follow the Laws of War? 101 AM. PoL. Ser. REV. 559,560 
(2007) (describing the role of "reciprocal enforcement" in "(c}ompliance with the laws of war"'). 
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meaningless absent an ability to identify a belligerent. The possibility of reprisal 
or self-defense evaporates absent an ability to know what nation to take 
measures against. The notion of command responsibility dissolves absent knowl
edge of who the commander is. In marginal instances states' interests induce 
compliance with the law of war despite attribution difficulties; compliance 
sometimes can produce extrinsic benefits for the law-abiding, such as shorten
ing conflicts or stabilizing post-conflict environments even when adversaries 
flout the law of war. 8 But the modern rules of war are effectively premised on 
attributabi I ity. 

Internationally, the reciprocal possibility of identification thus makes violence 
less likely because it exposes the attacker to risk in three ways. First, retaliation 
is possible. While the modern laws of war generally prohibit reciprocal viola
tion. in practice the vitality -of those rules often has depended upon the threat of 
retaliation. It would not, for example, have been permissible under international 
law to use chemical weapons against Nazi Germany in response to its putative 
use of such weapons, but it is entire ly plausible that Hitler exercised restraint 
because of the credible threat to do so by Roosevelt and Churchill. 9 Second, the 
identification of transgressors makes remedial legal action possible. For states, 
penalties for unlawful aggression or disproportionate and indiscriminate attacks, 
for example, can take the form of economic sanctions, reparations or other 
remedies, as Iraq discovered following its invasion of Kuwait. 1° For individu
als, acts perpetrated during periods of armed conflict that transgress the laws of 
war, such as targeting civilians or torturing adversaries, give rise to individual 
criminal responsibility. The war crimes against Bosnian and Croat Muslim 
civilians during the Bosnian war of the 1990s could not be prosecuted had the 
alleged perpetrators, such as Radovan Karadzic ::rnd Ratko Mladic, not been 
identified and indicted. 11 Third, identification can impose reputational costs that 

8. Compliance with interna1ional law, of course, can occur for counlless reasons; State Department 
Legal Adviser Harold Koh once noted Lhat "'[l]ike most laws, international rules are rarely enforced, but 
usually obeyed.'' Harold Hongju Koh. Why Do Natio11s Obey lntemational Law!, I 06 YALE L.J. 2599, 
2603 ( 1997). For an analysis of 1he benefits states can garner from voluntarily following the law of war, 
see Robert D. Sloane, Prologue to a Volt1nwris1 War Conl'ention. 106 MICH. L. REv. 443, 451 (2007) 
(advocating for a non-reciprocal "voluntarist war convention," while rejecti ng the view "that no 
benefits accrue to the party that follows the convention"' simply because it is not reciprocal). 

9. President Franklin D. Roosevelt warned that any use of poisonous or noxious gases by the enemy 
would be met by the "fullest possible retaliation:·· 

[TJhere have been reports that one or more of the Axis powers were seriously contemplating 
use of poisonous or noxious gases or other inhumane devices of warfare .... We promise to 
any perpetrators of such crimes fu ll and swift retaliations in kind .... Any use of gas by any 
Axis power, therefore, wi ll be fo llowed by Lhe fullest possible retaliation upon munition 
centers, seaports, and other military objectives U1roughout the whole extent of the territory of 
such Axis country. 

Use of Poison Gas. 8 D1or'1 STATE BULL. 507 ( 1943). 
10. See S.C. Res. 661. U.N. Doc. S/RES/661 (Aug. 6, 1990). 

11. Karadzic was apprehended in July 2008 and his trial is still ongoing. See Marlise Simons. 
Former Bosnian Leader Begins His Defense al Genocide Trial. N. Y. TIMES. Oct. 17, 20 12, at A8. 
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are not without consequences. More than one prominent American official has 
escaped formal punishment for the mistreatment of prisoners in recent years but 
endured widespread denunciation because the chain of command was transpar
ent enough to pinpoint responsibility. 12 

Sometimes, of course, those costs are light enough or improbable enough for 
a transgressor to absorb painlessly. Muammar Gaddafi flouted all legal obbga
tions in his effort to remain in power in Libya, and Syrian President Bashar 
al-Assad, while attempting to exonerate himself of personal liability, has long 
seemed undeterred by the possibility of criminal prosecution for crimes against 
his country's civilians. An effective rule of law ultimately relies on making the 
costs of non-compliance exceed the costs of compliance; the history of interna
tional law has been a struggle to do just that. 13 Anonymity makes violation 
cost-free, however, because the assignment of responsibility and imposition of 
penalties are impossible. Attributability, in contrast, creates reciprocity-induced 
restraints. It produces greater regularity in conflict management, enhanced 
predictability in interstate relations, and increased systemic stability. 

How, then, do the conditions needed for effective international rules affect 
the amenability of cyber operations to international regulation of cyber weapons 
and cyber attacks? Cyber operations' "attribution problem,"14 so-called, in 

Mladic was apprehended in May 201 I and his trial is also ongoing. See Marlise Simons, The Hague: 
Mladic's Trial Resumes, N.Y.T1MES, July 9, 2012, at A8. 

12. See, e.g., Jordan J. Paust, Civil Liabiliry of Bush, Cheney, et al. for Torture, Cruel, Inhuman, and 
Degrading Treatment and Forced Disappearance, 42 CASE W. RES. J. TNT'L L . 359, 359 (2009) ("It is 
well beyond reasonable doubt that during an admitted 'program' of serial criminality designed to use 
secret detention and coercive interrogation of human beings from the waning months of 2001 until 
2009, former President Bush, former Vice President Cheney, Alberto Gonzales, and several other 
members of the Bush Administration authorized, ordered, and/or abetted the forced disappearance of 
persons [and] other war crimes ... including torture [and] cruel, inhuman. and degrading treatment of 
human beings .... "); Diane Maiie Amann, Abu Ghraib, 153 U. PA . L. REv. 2085, 2086 (2005) 
(describing how in the aftermath of the Abu Ghraib scandal, "[a] few soldiers were prosecuted for 
detainee abuse, but generals implicated in government reports were not, and high-ranking civilians won 
promotion"). 

13. See generally Michael W. Doyle & Geoffrey S. Carlson, Silence of the Laws? Conceptions of 
International Relations and International Law in Hobbes, Kant, and Locke, 46 CoLtJM. J. TRANSNAT'L L. 
648, 655 (2008) ("The key message of Hobbesian Realism is that law is weak, but relevant. Any law 
that reflects the material. prestige, or security interests of a state would be complied with. Moreover, 
even when those interests dictate defection, states will be reluctant to acquire the reputation of 
faithlessness when they rely on cooperation for survival (citing THOMAS HOBBES, LEVIATHAN 115 
(Michael Oakeshon ed., Collier 1962) (J 651)); see also Andrew Hurrell, international Society and the 
Study of Regimes: A Reflective Approach, in REGIME THEORY AND INTERNATIONAL RELATIONS 56 (Volker 
Rittberger ed., l 993) ("The core claim is that regimes are created and that states obey the rules 
embodied in them because of the functional benefits that they provide."'); Louis HENKJN, How NATIONS 
BEHAVE 47 (1968) (observing that "nations will observe international obligations unless violation 
promises an important balance of advantage over cost"). 

14. See Duncan B. Hollis, An e-SOSfor Cyberspace, 52 HARV. INT'LL.J. 373, 397-408 (2011). For an 
excellent review of the technological difficulties involved in attribution with regard to cyber operations, 
see JoEL BRENNER, AMERICA THE VULNERABLE: INSIDE THE NEW THREAT MATRIX OF DIGITAL EsPJONAGE, 
CRIME, AND WARFARE 50-51, 133-34, 234-35 (20 I I); David D. Clark & Susan Landau, Untangling 
Attribution, 2 HARV. NAT'L Sec. I. 531 (2011). 
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reality exists at three levels. To attribute a cyber attack to a state, it's necessary 
to establish what computer was used, who was sitting at the computer (if it's not 
government-owned), and what government or organization that person worked 
for. Sophisticated cyber attacks of the sort launched by governments normally 
are extremely difficult to trace at any of those levels. Most experts believe that 
the possibility of concealment is baked into the structure of the Internet and 
cannot feasibly be eliminated. 15 Circumstantial evidence and inferred motives 
have led experts to suspect state involvement in a number of cyber attacks over 
recent years but have not provided the level of probability long thought neces
sary to justify military retaliation. 

It remains likely, therefore, that the Jaw of war, compl iance with which 
depends heavily upon attributability and related background conditions, will not 
be refined to funher regulate cyber operations. 

The possibility of further·regulation cannot be dismissed. however, particu
larly after The New York Times confirmed that the United States and Israel were 
behind Stuxnet. 16 Policymakers cannot automatically assume deniability, for 
secrecy is not the only incentive that drives states. Policymakers confront a 
dilemma: they seek secrecy, of course, for all the reasons that plausible deniabil
ity is sought in covert operations; "[n]on-attribution to the United States for 
covert operations," the Church Committee found, "was the original and princi
pal purpose of the so-called doctrine of 'plausible denial. "' 17 But policymakers 
at the same time want the world - and often need the world - to know of their 
successes. They are credit-seeking, blame-avoiding actors. They seek praise for 
what they do.

18 
They don't want to be found at fault if the public in the fullness 

of time comes to learn that war might have been avoided through the discrete 

15. See Clark & Landau. supra note 14, at 531 ("The Internet was not designed with the goal of 
deterrence in mind .... "): see also Susan W. Brenner. ··At Lighl Speed'': A11ribwio11 and Response to 

Cybercrime!Terrorism/Warfare, 97 J. CRIM. L. & CRIMINOLOGY 379 (2007) (discussing how computing 

technology complicates attribution): W. Earl Boerbert, A Sun•ey of Challenges in Attribution, in COMM. 

ON DETERRING CYBERATTACKS. NAT'L RESEARCH COUNCIL, PROCEEDINGS OF A WORKSHOP ON DETERRING 
CYBERATIACKS: INFORMING STRATEGIES AND DEVELOPING OPTIONS FOR U.S. POLICY 41, 41-52 (2010), 

available at http://www.nap.edu/openbook.php?record_id = l 2997 &page = 41 ( out] ining the barriers to 
both technological and human attribution in cyberspace). 

16. See David E. Sanger, Obama Order Sped Up Wave of Cybera11acks Against Iran. N.Y. TIMES. 
June I, 2012, at A J. 

17. SELECT COMM. To STUDY GOVERNMENTAL OPERATIONS WITH RESPECT TO INTELLIGENCE ACTtVITJES. 
lNTERIM REPORT: ALLEGED AssASStNATION Pwn INVOLVING FOREIGN LEADERS. S. RFr. No. 94-465, at l l 
(1975), available at http://www.intelligence.senate.gov/pdfs94th/94465.pdf. 

18. A brief glance at recent political history bears om this observation. See Scott Wilson. Bin laden 
Raid Now a Flash Point 011 Trail, WASH. PosT. May l. 2012. at A4 ("President Obama has placed the 

killing of Osama bin Laden at the center of his reelection effort in a way that is drawing criticism for 
turning what he once described as an American victory into a partisan political asset."): Dan Froomkin. 
Four Years Ajier 'Mission Accomplished,' WASHINGTONP0ST.COM (May I. '2007). http://www.wa~hington 
post.com/wp-dyn/content/blog/2007/05/01/BL2007050 I 00936.html ( .. Four years ago today. Bush flew 
aboard the USS Abraham Lincoln aircraft carrier in 'Top Gun· style. stood under a banner proclaiming 
'Mission Accomplished.' and proudly declared: 'Major combat operations in Iraq have ended. In the 
battle of Iraq. the United States and our allies have prevailed."'). 
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use of some amazing new app like Stuxnet. They want to make their nations ' 
politjcal leaders look tough, their software designers look smart, and their 
nation's adversaries look twice before attacking. AU this requires public disclo
sure, which typically occurs through leaks. 19 Attribution, therefore, cannot be 
masked entirely by computer technology, even if the Internet does remain 
opaque. No "HAL 9000" runs the show - yet - and human involvement is a 
trapdoor, waiting to be exploited by spies and reporters.20 

That being true, what lies ahead? The answer depends largely upon the 
course of future events. At one end of the spectrum lies an overt, immediately 
attributable cataclysmic cyber shock - a "digital Pearl Harbor" involving, say, a 
massive, sustained East Coast power outage in mid-winter, breaking pipes and 
disabling ATM machines, police communications, and air traffic control sys
tems. In that event, pressure would be brought to bear on the U.S. government 
to take the lead in devising new international rules to prevent a recurrence, 
much as occurred in 1919 at Versailles and 1945 in San Francisco. At a 
minimum, new rules could take the form of targeted, universal sanctions 
directed at wrongdoers; at a maximum, one could envision an explicit re
definition of self-defense to permit the use of kinetic force in response to a 
cyber attack. 

At the other end of the spectrum lie "drip-drip" clandestine cyber attacks - an 
occasional "flash crash" on a stock exchange that no one can explain, a 
mysterious airline accident here, a strange power blackout there, incidents 
extending over months or years, with no traceable sponsorship. Although the 
ultimate cost of these attacks could be great, they are likely to be tolerated 
because the costs are incurred gradually and incrementally, because no sponsor 
can be quickly identified,21 and because the countervailing benefits of cyber 
weapons seem greater by comparison (as with Stuxnet). For a financially
strapped and war-weary public and an American military establishment inclined 

19. "That's another of those irregular verbs, isn' t it? 1 give confidential press briefings; you leak; 
he's being charged under section 2A of the Official Secrets Act." JoNATHAN LYNN & ANTONY JAY, THE 

COMPLETE YES MINISTER ("Man Overboard") (1984). 
20. Independent experts have also attributed some attacks. For example, Stuxnet was discovered by 

anti-virus companies, named by a Microsoft technician, and was later decoded and analyzed by a 
world-wide group of computer security specialists. The connection between Sruxnet and the failing 
centrifuges in Iran was first made by an industrial control system expert in Hamburg and only later 
picked up by the Westem media. See Michael Joseph Gross, A Declaration of Cyber-Wa,fare, VANITY 

FA1R, Apr. 201 I, at 152. 
2 l. As the time required to identify an attacker increases, the likelihood of a forceful response 

decreases. The Libyan bombing of Pan Am flight 103 is one example. Confirming the Libyan 
government's involvement took years, during which the aggrieved states relied upon law enforcement 
rather than military remedies. Immediate confinnation might have drawn comparisons to the German 
sinking of the Lusitania in 1915, which contributed significantly to U.S entry into World War I. See 
Jonathan B. Schwartz, Dealing with a "Rogue State": The Libya Precedent, 101 AM. J. INT'L L. 553, 
555-56 (2007) (describing how the United States and United Kingdom ·'elected to treat the bombing of 
Pan Am 103 as a crime under their domestic legal processes" rather than "consider[ing] [it] an 'act of 
war,' as the United States had treated the Libyan-sponsored attack on off-duty U.S. military personnel 
at a Berlin nightclub ... in 1986"). 
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toward "light footprints," those are strong reasons not to bargain away cyber 
weapons. 

In thjs scenario, cyber weapons research is driven not by adversaries' actual 
capabilities but by the reciprocal assumption that if we can discover it, an 
adversary can also discover it - the classic security dilemma that creates an 
inexorable forward momentum. Cyber operations can in this view be regarded 
as merely the latest efforts - the latest successes - at injecting less risk into 
combat, merely the most recent in a long history of efforts by states to fight at a 
greater distance, to afford greater protection to non-combatants (and combat
ants), to enhance proportionality - in effect to pursue many of the ends of 
humanitarian law.22 States in this scenario will continue to seek concealment 
but wilJ recognize that the operation is discoverable and attributable. In the 
recognition of that risk lies the possibility of some international legal regulation. 
But that regulation, if it occurs, will not likely be deep or broad because it will 
be limited by the same incentive stmcture that drives it: policymakers wilJ 
continue to seek out mies, here as elsewhere, intended to pennit what they're 
doing but to limit what their adversaries might do. So the blades of such rules 
are likely to be pretty dull, for the authors' own protection. 

How likely is each of those scenarios? The truth is that only a handful of 
people in the world - if that - are knowledgeable enough to say. I am not one of 
them. It would be a mistake, however, to underestimate the humanitarian and 
institutional costs lurking in the seemingly benign, second scenario of drip-drip 
attacks and counter-attacks. If they have anything in common with warriors of 
the past, cyber warriors will be less inhibited in initiating computer-induced 
violence. Anonymity, and the distance from violence that provides it, will afford 
not only safety and insulation against retaliation; distance removes inhibitions 
against committing acts of violence. Cyber and drone technologies insert greater 
separation between hunter and victim than ever before: no screams are audible 
and no blood is visible when pain is inflicted thousands of miles away, merely 
by hitting the "enter" button on a keyboard.23 The hunter may not even know 
whether a "kill" has ever occurred. In a sequence of relentless cyber attacks and 
counter-attacks, the risk assessment of war-fighting is carried out behind dosed 

22. See, e.g., Duncan Blake & Joseph S. Imburgia, "Bloodless Weapons"? The Need to Conduct 
Legal Reviews of Certain Capabilities and the Implications of Defining them as "Weapons," 66 A.F. L. 
REv. 157, 161 n.7 (2010) ("The 2007 cyber attacks against Estonia and the 2008 cyber attacks against 
Georgia demonstrate how cyber warfare can be used against a country to influence that country's 
actions without causing widespread human injury or death."). 

23. Joshua Greene's research has shown that the thought of killing with one's bare hands is more 
disagreeable than the thought of killing by throwing a switch that kills from afar. Primates find screams 
of pain aversive. See Joshua D. Greene, The Secret Joke of Kant's Soul, in 3 MORAL PSYCHOLOGY: THE 
NEUROSCIENCE OF MORALITY: EMOTION, BRAIN DISORDERS, AND DEVELOPMENT 35, 43 (Walter Sinnott
Armstrong ed., 2008) ("[W]hen harmful actions are sufficiently impersonal, they fail to push our 
emotional buttons, despite their seriousness, and as a result we think about them in a more detached, 
actuarial fashion."). For the philosophical origins of the "trolley problem," see Judith Jarvis Thomson, 
The Trolley Problem, 94 YALE L.J. 1395 ( 1985); Philippa Foot, The Problem of Abortion and Negative 
and Positive Duty: A Reply to James LeRoy Smith, 3 J. MED. & PHIL. 253 (1978). 
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doors, in the security of Sensitive Compartmented Information Facilities (SCIFs), 
safely immune from legislative or public scrutiny.24 Cyber attacks, as "sources 
and methods," are kept secret from Congress.25 No citizenry is aroused to 
object. Indeed, the public doesn't even know that an attack has been launched. 
Which states or terrorists are behind the attacks is - in the public sphere - any
one's guess. Retaliatory attacks, as well as preventive and preemptive attacks, 
are thus triggered by an adversary's presumed capability and inferred motives 
rather than by actual or apparent provocations. As a result, drip-drip strikes - and 
something very like war - occur more often, in more places, against more 
targets, based upon weaker evidence. 

If that's the road ahead, we are in for a rough ride. 

24. See Andru E. Wall, Demystifying the Title JO-Title 50 Debate: Distinguishing Military Opera
tions, Intelligence Activities & Covert Action, 3 H ARV. Ni>:r'L SEC. J. 85, 92 (2011) (describing how 
"cyberwarfare" is "conducted in secret and in environments where public acknowledgement of the U.S. 
military's involvement may raise diplomatic and national security concerns"). 

25. See Vicki Divoll, The "Full Access Doctrine": Congress's Constitutional Entitlement ro Na
tional Security Information from the Executive, 34 HARV. J .L. & PUB. PoL'Y 493, 522 n. I 04 (2011) 
(describing the National Security Act's broad "sources and methods" exception to the intelligence 
community's obligation to keep Congress "fully and currently informed"). 
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Reviewed by M. E. (Spike) Bowman* 

In the opening sentence of Leak: Why Mark Felt Became Deep Throat, Max 
Holland makes clear why he wrote the book. He posits that after forty years, 
almost everything about the Watergate scandal is known - except for William 
Mark Felt' s motivation for leaking information to Bob Woodward of The 
Washington Post. 1 Leaking to the media was far from uncommon in the FBI at 
the time of Watergate, and there were several "favorites" to whom the leaks 
nonnally went. Why Felt selected an unknown and very junior reporter on the 
Metro Section of The Washington Post is a curiosity that has not been widely 
explored. 

Despite having this overriding purpose for writing the book, Holland does 
more than present what is certainly a more nuanced explanation for the leaks by 
the whistleblower "Deep Throat." The research that goes into this relatively 
short book (200 pages of text, plus exhaustive footnotes) not only collects in 
one place the facts surrounding the investigation of Watergate, but also assesses 
many of the myths that have developed around that rather remarkable period of 
history. 

l. EXPLAINING MARK FELT' S MOTIVATIONS 

Holland examines three principal reasons advanced by others for the motives 
of Deep Throat, and he credibly dismisses each one. Some have argued that 
Deep Throat was a selfless, high-ranking official intent on exposing the lawless
ness of the Nixon White House.2 Holland, however, points out that Felt himself 
participated in the lawlessness of the era, having authorized illegal entries into 
the homes of those associated with the Weather Underground.3 Another motive 
advanced is that Felt was trying to protect the FBI from the White House, which 
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Navy (Ret.). © 2013, M.E. (Spike) Bowman. 

1. MAX HOLLAND, L EAK: WHY MARK FELT BECAME DEEP THROAT I (2012). 
2. Id. (stating that Carl Bernstein and Woodward suggested this motive in All the President's Men 

(1974)). 
3. HOLLAND, supra note 1, at 2. 
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was undermining the FBI's investigation of Watergate.4 As Holland points out, 
however, Felt later acknowledged that nothing could have stopped the FBI from 
conducting its investigation.5 The third motive ascribed to Felt was "pure 
pique" for not having been named Director of the FBI upon the death of J. 
Edgar Hoover.6 

This third explanation comes a bit closer to the truth, according to Holland. 
Felt did want, very badly, to be named Director of the FBI, but Holland 
convincingly portrays Felt as having acted with too much subtlety to have been 
responding in blind malice. Holland looks at virtually all that has been written 
about Watergate and the investigation. He documents, almost to a fault, nearly 
every fact he writes. Holland demonstrates that Felt was, indeed, duplicitous, 
but he also shows that Felt's duplicity was omni-directional. Felt's leaks were 
accompanied by a masterful network of lies to virtually everyone, with the 
rather singular purpose of undermining President Richard M. Nixon 's selection 
of L. Patrick Gray, III, to be the next Director of the FBI. Felt's goal was to 
convince the President that an experienced agent was needed at the helm of the 
FBI.7 Felt likely believed that leaking to an unknown reporter like Woodward 
would make it seem unlikely that the leak was coming from a senior FBI officer 
because Woodward was not one of the favored reporters to whom information 
was routinely fed. 

II. CHALLENGING POPULAR BELIEFS ABOUT W ATERGATE 

Holland also exposes many of the myths that have developed around Water
gate. Perhaps the most poignant is one romanticized by the Hollywood film All 
the President's Men. 8 Holland alleges that, contrary to popular belief, Watergate 
was not a situation in which wrongdoing was exposed mostly through the 
enterprise of reporters. Rather, Holland very convincingly demonstrates that 
most of the facts surrounding Watergate were uncovered by the FBI investiga
tion and were then leaked to a variety of recipients.9 Holland remains disturbed 
by the myth, which endures and shapes the public's understanding of Water
gate. 10 

4. Id. at 1-2 (explaining that Woodward later changed his account of Felt's motive; see Boa 
WOODWARD, THE SECRET MAN: THE STORY OF WATERGATE'S DEEP THROAT 104- l05, 215 (2005)). 

5. HOLLAND, supra note l , at 3. 
6. Jd. at 2. According to HoIJand, this is a generally held, Jong-standing explanation of Felt's motive. 

Holland points out that the first publjcation to advance this theory was John Limpert, Deep Throat: If ft 
Isn 't Tricia lt Must Be ... " WASHINGTONIAN, June 1974, at 17. HOLLAND, supra note 1, at 2, 202 n.3. 

7. With adept use of sources, Holland demonstrates that, unknown to Felt, President Nixon sus
pected Felt of being a leaker and would never have picked him to be Director of the FBI. 

8. ALL THE PRESIDENT'S MEN (Warner Bros. 1976). 
9. Holland focuses entirely on Felt as the source of leaked information that fonned the core of 

Woodward and Bernstein's articles. He leaves it to readers to judge whether they had other sources as 
well. 

10. See HOLLAND, supra note 1, at 88. This view that The Washington Post's reporting misled its 
readers is heavily criticized by Barry Sussman, who was The Washington Post editor in charge of the 
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Additionally, while Felt acknowledged being Deep Throat, Holland demon
strates that he was not the source of all the really important information leaked 
during the Watergate investigation. It is not even clear that Felt was the only 
source providing Woodward and Bernstein with leaked information.11 Most of 
the participants in the Watergate drama, including the FBI investigators, were 
initially of the opinion that there was a single leaker - and that belief served to 
confuse everyone. Holland suggests that one reason Felt leaked information was 
because he seriously wanted to undermine Gray. Felt thought that leaking 
information would give the FBI a reason to accelerate the investigation, the 
results of which he was convinced would show Gray to be an inept administra
tor. Holland's thesis is that Felt believed that if Nixon lost confidence in Gray he 
would be removed and Felt would have a chance to become the Director. 
Ironically, Nixon had already lost confidence in Gray and would never have 
selected Felt to be the Director because Nixon suspected him of leaking 
information. 12 

Holland also notes that it has been reported that Deep Throat was not always 
correct. Although not explicitly stated, one gets the impression that Felt was 
sufficiently underhanded that he presumed that others acted similarly, and 
actions that he "supposed" and "reported" as true "facts" may not have been 
true. For example, Holland suggests that Felt may have reported that Gray was 
blackmailing Nixon into appointing him Director of the FBI. 

Holland notes that Felt was believed, by several people, to be a source of the 
leak. It is intimated that others in the FBI may also have known this. More 
dramatically, Nixon appears to have beJieved Felt to be the leaker, but was 
reluctant to fire him because he knew too much. Nixon reportedly told Gray that 
Felt was leaking information, but when confronted by Gray, Felt lied so 
convincingly that Gray believed him to be a loyal servant. It was only when Felt 
claimed to be Deep Throat that Gray came to realize how accomplished a liar 
Felt was. 

Later, when William D. Ruckelshaus was interim FBI director, he received a 
phone call from someone identifying himself as John M. Crewdson, a reporter 
who had broken the story of Nixon-era wiretaps on reporters. The caller 
identified Felt as Deep Throat, but when Ruckelshaus confronted Felt, he again 
vehemently and convincingly denied the accusation. 13 Years later, when asked 

Watergate investigation. Sussman claims that The Washington Post reporting was solid and of high 
quality. See Barry Sussman, Commentary, Did Mark Felt Even Know He Was Deep Throat?, NIEMAN 
WATCHDOG (2012), http://www.niemanwatchdog.org/index.cfm ?fuseaction = background. view&background 
id=624. 

11. Woodward and Bernstein's origi nal Watergate notes are now on deposit at the University of 
Texas. News reports based on the notes indicate there were at least two, and possibly three, sources of 
leaked information. See Wate1;gate: Myth vs. Reality, lN NtxoN's WEB, http://www.lpatrickgrayiii.com/ 
watergate.html. 

12. See HOLLAND, supra note I, at 27-42. 
13. Not long after this, Felt retired from the FBI. Holland reports that Felt retired rather than face a 

probable leak investigation and the polygraph test that was sure to follow. 
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about this phone call, Crewdson denied that he had ever made such a call and 
proclaimed that he would never reveal a source. 

There were others who thought the leaker had to be in the White House, 
which served to further confuse the issues. John W. Dean , III, for example, 
suspected a White House leak because he thought that certain disclosures were 
known only by those working at the White House - but Felt did know the 
information. 14 Despite having been both suspected of being a leaker, and 
identified as a high level leaker, Felt was able to hang on for quite a long 
time - in part because he retained the support of Gray and because he knew 
where all the bodies were buried. 

CONCLUSION 

In all, this is a very interesting book because Holland takes virtually all that is 
known about the Watergate era and puts together a very plausible thesis about 
the frame of mind of Mark Felt, a central figure. In this attempt, Holland is 
convincing. He does not set out to correct the historical record, although in 
some matters he does so. He does not delve into the reporting, per se, although 
he does comment that Woodward and Bernstein were too junior to have 
perceived Felt's purposes in leaking to them. 

Holland's writing is heavily documented - sometimes there are so many 
sources that it is impossible to know, precisely, where the material in quotes 
comes from. Additionally, Holland disconcertingly tends to footnote entire 
paragraphs with multiple sources. Holland also has a tendency to attribute 
mental attitudes and opinions to individuals he writes about, without clear 
indication of whether the statement is his opinion, or if he is actually citing a 
source. Again, the multiple citations sometimes make it difficult to assess the 
degree to which the sources support the proposition being asserted. 

Holland's book is valuable, but some readers will be disappointed that the 
author does not do more to explore the writings, background, and sources of 
Woodward and Bernstein. There are indications that Deep Throat was a compos
ite. Felt was likely the most important source they had for their series on 
Watergate, but it does seem that Holland is incorrect in assuming that only 
Felt' s motivation remained to be exposed. Nonetheless, Ho11and presents a 
revealing picture of an FBI that, under Hoover, was itself duplicitous and, in 
some cases, lawless. Mark Felt was a product of that environment. 

14. The information at issue had to do with erasures of the tapes that recorded conversations in the 
Oval Office. 
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