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Developing Client-Ready Practitioners: 
Learning How to Practice National Security Law at 

Military Law Schools 

Lisa L. Turner* 

l. INTRODUCTION 

To lead an untrained people to war is to throw them away.-Confucius 

"[W]ar is not an independent phenomenon, but the continuation of politics by 
a different means ." 1 Likewise, the body politic shapes law.2 Reflecting the 
political realities over the past half a century, national security law and associ
ated legal policy has expanded substantially in complexity, specificity, and 
volume. National security law is no longer limited to traditional state-versus
state armed conflict, and. now includes a range of issues from terrorist and 
cyberattacks to pandemic influenza. 3 The practice of uniformed lawyers, known 
as judge advocates (JAGs),4 has been increasingly integral to and effected by 

* Staff Judge Advocate (SJA) for Air Mobility Command, U.S . Air Force. Col. Turner previously 
served as SJA for Air Education and Training Command, U.S. Northern Command and North American 
Aerospace Defense Command, and as an instructor at the Air Force Judge Advocate General's School. 
The author thanks Chief Judge James Baker, USCAAF; Major General Steven Lepper, USAF; Major 
General William Moorman, USAF (ret. ); Colonel David Graham, USA (ret.); Captain Kevin Lundy, 
USCG ; Colonel John Martinez, USAF (ret.) ; Colonel Adam Oler, USAF; and Colonel Charles 
Plummer, USAF, for their assi stance and thoughtful comments on earlier drafts of this article. The 
author also thanks Stephanie V. Turner for her edits on this and other publications. The views expressed 
in this article are those of the author and do not necessarily reflect the official policy or position of the 
U .S. government, the Department of Defense, the U.S. Air Force, or the Air Force Judge Advocate 
General's Corps. © 2014, Lisa L. Turner. 

1. CARL VON CLAUSEWITZ, ON WAR 8 (Michael Howard & Peter Paret eds . & trans ., 1984) (1832). 
2. "The life of the law has not been logic : it has been experience. The felt necessities of the time, the 

prevalent moral and political theories, intuitions of public policy, avowed or unconscious , even the 
prejudices which judges share with their fellow-men , have had a good deal more to do than the 
syllogism in determining the rules by which men should be governed" OLIVER WENDELL HOLMES, THE 
COMMON LAW 5 (Mark D. Howe ed., 1963) (1881). 

3. There is not a single legal academy, practitioner, or public definition of "national security law." 
This article uses "national security law" to describe jurisprudence associated with " national security" as 
defined in 10 U.S.C. §801(16): " the national defense and foreign relations of the United States." For 
this article, it also includes those areas for which the military is charged to provide support to civil 
authorities when tasked, such as Homeland security threats from natural or manmade disasters . This 
article applies thi s definition from strategic to tactical levels of practice. For a discussion on the 
definitions of national security, see Laura K. Donohue, The Limits of National Security, 48 AM. CRIM. L. 
REv. 1573 (2012); see also JAMES E. BAKER, IN TH E COMMON DEFENSE: NATIONAL SECURITY LAW FOR 
PERILOUS TIMES 13-22 (2007); Peter Raven-Hansen , et. al, Remarks at "What is National Security 
Law?" panel, Am. Bar Ass' n Standing Comm. on L. and Nat ' ! Security (hereinafter SCOLANS); 
Georgetown Law Second Annual Seminar on Teaching National Security Law (Sep. 17, 2011); Ben 
Powell, Remarks at "Careers in National Security" Panel (Oct. 7, 2011). 

4. A judge advocate general (JAG) is defined in 10 U.S.C. §801 (13) as "(A) an officer of the Judge 
Advocate General's Corps of the Army or the Navy ; (B) an officer of the Air Force or the Marine Corps 

1 



2 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

these changes.5 

During this same time, the Army, Navy, and Air Force created military legal 
schools to supplement the legal education and training a lawyer gained in the 
civilian legal academy. Over the past three decades, these military legal schools 
have increasingly included formal instruction in various aspects of national 
security law. Some might argue that our current national priorities combined 
with national debt will lead to a contraction in national security law practice and 
should drive a corresponding reduction in associated legal education. This 
article would disagree with such an assessment in part. History proves that the 
demand for trained and educated national security lawyers, including those in 
the military, is not going to lessen.6 However, budgetary constraints will, and 
already have, affected military legal education and training. The problem or 
challenge is to meet the demand for these lawyers within shrinking resources. 
Therefore, the military law schools must be as focused and efficient as possible 
in delivery of legal education to train the right student, at the right time, in the 
right way. This article proposes an analytical process to address the problem. 

In order to continue to meet the requirement 7 for trained and educated 
national security military lawyers, the military Services (Army, Navy, Air 
Force, Marine Corps, and Coast Guard) must first identify national security 
legal training as a core or "mission essential" Service function. Second, the 
Services should integrate the Joint (and perhaps interagency) legal community 
into the existing process for identifying and deconflicting legal education 
requirements. Third, the new process should deliberately assess what legal 
knowledge, skills, and professional ethos judge advocates require to practice 
national security law at the tactical,8 operational,9 and strategic 10 levels. Finally, 

who is designated as a judge advocate; or (C) a commissioned officer of the Coast Guard designated for 
special duty (law)." See also JoINT PUBLICATION 1-04, LEGAL SUPPORT TO MILITARY OPERATIONS (2011 ), 
available at http://www.dtic.mil/doctrine/new _pubs/jp 1_04.pdf. 

5. See, e.g., Terry Carter, Meet the Man Who Would Save Guantanamo, ABA J. 35 (Mar. 2013). 
6. For more information on other careers as a national security lawyer, see Laura K. Donohue, 

National Security Law Pedagogy and the Role of Simulations, 6 J. NAT' L SECURITY L. & PoL'Y 489 
(2013); Careers in National Security Law, NAT' L SECURITY L. REP. (Special Issue) (Aug. 2005); Am Bar 
Ass ' n, Transcript of the Careers in National Security Brown Bag and Teleconference (Oct. 7, 2011 ) 
[hereinafter Careers in Nat'l Security Brown Bag] (on file with author) . 

7. This article will not enter the debate on the necessity or propriety of the involvement of military 
lawyers in national security matters except to provide the historic development of the demand for such 
lawyers , pointing out how the Armed Forces senior leadership has already made that decision by 
allocating manpower resources to legal corps and assigning them national security tasks. For one 
example of an article that discusses this topic, see Michael A. Newton, Modem Military Necessity: The 
Role & Relevance of Military Lawyers, 12 ROGER WILLIAMS U. L. REv. 877 (2007) . 

8. Tactical level of war is defined by the Department of Defense as " [t]he level of war at which 
battles and engagements are planned and executed to achieve military objectives assigned to tactical 
units or task forces." JoINT CHIEFS OF STAFF, JoINT PUBLICATION 1-02, DEPARTMENT OF DEFENSE DICTIONARY 
OF MILITARY AND Assoc1ATED TERMS (Nov. 2010) (as amended through Dec. 2012), available at http:// 
www.dtic.mil/doctrine/new _pubs/jp 1_ 02. pdf. 

9. Operational level of war is defined by the Department of Defense as "[t]he level of war at which 
campaigns and major operations are planned, conducted, and sustained to achieve strategic objectives 
within theaters or other operational areas." Id. 
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this process should identify which parts of the required knowledge, skills, and 
ethos lawyers can effectively and economically gain from civilian legal educa
tion, on-the-job-training, and the various forms of distance learning. The pro
cess should also identify those areas best delivered in traditional Service 
brick-and-mortar schoolhouses. 

By way of introduction to this discussion, Section II of this article provides a 
broad overview of the legal structures associated with judge advocates. Since 
before the founding of the United States, there has been an identified need for 
legal skills and knowledge associated with the military. As a result, judge 
advocates have served our Nation since before the signing of the Declaration of 
Independence. 11 For the first two hundred years, their primary focus was on 
crimes allegedly committed by servicemembers (known as "military justice"), 
legal assistance to servicemembers, some contract law, and other laws unrelated 
to national security law. 12 Post-World War II, and particularly after the Vietnam 
conflict, a variety of factors significantly influenced the manner in which 
military lawyers were educated and organized, and how they practiced. 

Section III introduces the military judge advocate legal schools (JAG schools). 
It describes those schools today with an emphasis on national security law 
courses. Prior to the Korean War, military legal training was primarily on-the
job training or self-education which supplemented any civilian legal education a 
judge advocate obtained. The military Services concluded that such informal 
education and training was ineffective and inefficient; thus, institutionalized and 
deliberate programs for judge advocate education and training were established. 

In Section IV, the article discusses the ways JAG schools provide education 
and training by using a variety of teaching techniques, including experiential 
capstone events. Military courses have been and continue to be taught using a 
range of instructional styles and often address practice skills. The article 
provides in-depth descriptions of simulation training events held at each school. 

Although Joint organizations do not operate, and are not responsible for, JAG 
schools, they do provide some legal training for the joint environment. Section 
V briefly discusses this training as part of the development of a national security 

10. Strategic level of war is defined by the Department of Defense as "[t]he level of war at which a 
nation, often as a member of a group of nations, determines national or multinational (alliance or 
coalition) strategic security objectives and guidance, then develops and uses national resources to 
achieve those objectives." Id. 

11 . The position of judge advocate of the Army was created on Jul 29, 1775 and filled by William 
Tudor, a law pupil of John Adams and a Boston lawyer. J.W. Cwus, JUDGE ADvocATE GENERAL'S DEP'T, 
THE ARMY OF THE UNITED STATES: H1sTORJCAL SKETCHES OF STAFF AND LrNE WITH PORTRAITS OF GENERALS-rN
CHIEF (Theophilus F. Rodenbough & William L. Haskin ed. 1896). On the other hand, the Navy did not 
have a Judge Advocate General until 1865. 

12. That is not to say that military justice is never an issue of national security. Rather, there are any 
number of military justice cases of national security import, from the trial of Jefferson Davis to that of 
detainees under the military commissions and the court-martial of Bradley Manning. See David K. 
Watson, The Trial of Jefferson Davis: An Interesting Constitutional Question, 24 YALE L.J. 669 (1915); 
Army Officer Orders Court-Martial for Wikileaks Suspect, ASSOCIATED PRESS, Feb. 4, 2012, available at 
http://www. fo xnews.com/us/2012/02/03/ army-officer-orders-court-martial-for-wiki leaks-suspect. 
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lawyer. Section VI then provides cameo examples of ways that trained and 
fielded judge advocates are employed. 

Section VII examines the evolution of the practice of military national 
security law and the accompanying increase in JAG school education to support 
a burgeoning practice area. The trained and developed judge advocates intro
duced in Section VI have a relatively new set of skills and core knowledge 
compared to judge advocates in the preceding centuries. Historically, few 
military lawyers have practiced national security law, although aspects of their 
practice had national security implications. For example, military lawyers have 
always supported the requirement for good order and discipline necessary for an 
effective uniformed force, but most individual military justice actions do not 
involve national security law. Judge advocates became increasingly involved at 
all levels of military operations only in the wake of the Vietnam conflict. Since 
the early 1980s, military national security law has consistently expanded in 
breadth and depth of practice. A historical evaluation clearly demonstrates that 
planners should not expect the trend to reverse. A historical review can also help 
guide planners in anticipating future requirements. 

For training and education to be worth the resources they cost, they must link 
to requirements. Section VIII discusses some of the knowledge, skills, and 
professional ethos necessary for military national security practitioners. This 
section draws from the historical review of Section VII and builds on Joint 
doctrine because there is no single Department of Defense (DoD) or Joint 
mandate for national security legal knowledge or skills. There is also no formal 
process to obtain Joint input on the JAG school curricula. 

The article concludes with a future focus. The problem that the Services must 
confront is budget reductions without a commensurate reduction in the require
ment for trained judge advocates. The article asks questions of planners, 
suggests a refined requirements-based planning process, and identifies some 
available institutional courses of action to solve the problem. Even if the 
expected budgetary cuts do not occur, these efficiencies represent good steward
ship of taxpayer dollars and lend themselves to adapting the delivery of 
information to the modem technology-savvy learner. 

II. JUDGE ADVOCATES AND MILITARY LEGAL STRUCTURES 

It is also clear from the commanders who testified that legal advice is 
essential to effective combat operations in the current environment-legal 
advice is now part of the tooth not the tail. ~ Independent Review Panel 13 

13. INDEPENDENT REvrnw PANEL TO STUDY THE RELATIONSHIPS BETWEEN MILITARY DEP'T GEN. COUNSELS 
& JUDGE ADVOCATES GEN., LEGAL SERVICES IN THE DEPARTMENT OF DEFENSE: ADVANCING PRODUCTIVE 
RELATIONSHIPS 60 (2005) [hereinafter ADVANCING PRODUCTIVE RELATIONSHIPS], available at http://www. 
wilmerhale.com/uploadedFiles/WilmerHale_Shared_Content/Files/Editorial/Publication/Preston_ 
DODReport_0905.pdf. 
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Judge advocates have all volunteered to serve their Nation in uniform as 
military officers with a legal specialty. Military Services recruit, organize, and 
train them. They have all graduated from an American Bar Association (ABA) 
accredited civilian law school, passed at least one bar examination, and been 
admitted to practice in at least one state or federal jurisdiction. They undergo 
background checks so they can obtain and retain a security clearance. They are 
commissioned into one of the military Services and take an oath to support and 
defend the Constitution of the United States. 14 Those in the Army National 
Guard and Air National Guard additionally take an oath to support and defend 
their State. 15 

The Services assign judge advocates to, and provide support for, a variety of 
DoD organizations (and a few interagency positions). They change assignments 
on an average of every two to three years. The majority of judge advocates are 
in the military grades of 0-3 (captain/lieutenant) and 0-4 (major/lieutenant 
commander). 16 Only Marine Corps and Coast Guard judge advocates regularly 
move in and out of legal positions. The majority of judge advocates serve at the 
tactical and operational levels on a commander's staff or in a legal field support 
organization within their individual military Service. Some serve in Joint 
organizations at the Joint Staff17 or the Unified Commands18 (also known as 
Combatant Commands or COCOMs, such as United States Central Com
mand).19 Judge advocates assigned to a COCOM serve as staff officers in 
support of the commander. 

Many judge advocates are assigned as part of a commander's staff below the 
Service or COCOM level, such as a Major Command, a battalion or brigade, a 

14. 5 U.S.C. §3331 (2006). 
15. 32 U.S.C. §312 (2006). 
16. The Services have a pyramid manpower structure with junior grades in the majority and senior 

grades increasingly a smaller percentage of the force . Military lawyers come in at the junior grades and 
promote up through the ranks. Judge advocates do not come into the military at mid-level or senior 
grades, although occasionally a mid-level officer will transfer from one Service to another. Fundamen
tally, it takes twenty years to grow a twenty-year colonel. 

17. Joint Staff is "the staff under the Chairman of the Joint Chiefs of Staff as provided for in Title 
10, United States Code, Section 155. The Joint Staff assists the Chairman of the Joint Chiefs of Staff 
and, subject to the authority, direction, and control of the Chairman of the Joint Chiefs of Staff and the 
other members of the Joint Chiefs of Staff in carrying out their responsibilities ." DICTIONARY OF 
MILITARY TERMS, supra note 8. 

18. Unified Command is a "command with a broad continuing mission under a single commander 
and composed of significant assigned components of two or more Military Departments that is 
established and so designated by the President, through the Secretary of Defense with the advice and 
assistance of the Chairman of the Joint Chiefs of Staff." Id. 

19. Combatant Command is "a unified or specified command with a broad continuing mission under 
a single commander established and so designated by the President, through the Secretary of Defense 
and with the advice and assistance of the Chairman of the Joint Chiefs of Staff. Combatant Commands 
typically have geographic or functional responsibilities." The subset of a COCOM, specified command, 
is "a command that has a broad, continuing mission, normally functional, and is established and so 
designated by the President through the Secretary of Defense with the advice and assistance of the 
Chairman of the Joint Chiefs of Staff. It normally is composed of forces from a single Military 
Department." Id. 
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wing, or a Joint Task Force (JTF).20 Other judge advocates are in concentrated 
legal staffs and headquarters elements such as the international law and/or 
"operations law" or "operational law"21 legal staffs in the Pentagon, Navy Legal 
Services Command, Air Force Legal Operations Agency, and the Coast Guard 
Legal Service Command. The legal commands typically include military crimi
nal defense services, appellate offices, and those who perform complex civil 
litigation. Other judge advocates serve as faculty to the judge advocate schools 
and the military Service academies. 

A handful of military lawyers are assigned at the DoD level, outside DoD 
(e.g., State Department), and other specialty positions (e.g., Congressional 
liaison). Others are assigned as students at various ten-month long schools (e.g., 
Masters of Law programs [LL.M.], and professional military education [PME]).22 

Judge advocates apply legal knowledge and practice skills tailored to the 
requirements of the mission of the organization to which they are aligned. 23 

Judge advocates currently practicing national security law range from strategic-

20. See JoJNT PuBLJCAflON 1-04, supra note 4 . 
21. "Operational Law encompasses all relevant aspects of military law that affect the conduct of 

operations" and recognizes it as a core legal discipline. U.S. DEP'T OF ARMY, FIELD MANUAL 1-04, LEGAL 
SUPPORT TO THE OPERATIONAL ARMY (2012) [hereinafter FM 1-04]. Similarly, the Marine Corps defines 
Operational Law as "that body of international, foreign (host nation), and United States domestic laws, 
regulations, and policies that directly affect United States military operations across the operational 
spectrum - from peacetime activities to combat operations." U .S. MARINE CoRPs, ORDER 3300.4, 
MARINE CoRPs LAW OF WAR PROGRAM, Enc. 1, <][2 , at 1 (2003). The Sea Services (Navy, Marine Corps, 
and Coast Guard) jointly published a "Commander's Handbook on the Law of Naval Operations and an 
Annotated Supplement" that "sets out those fundamental principles of international and domestic law 
that govern U.S. naval operations at sea [ ... ] [and] is designed to provide officers in command and 
their staffs with an overview of the rules of law governing naval operations in peacetime and during 
armed conflict." U.S. DEP'T OF NAVY, OFF. OF THE CHIEF OF NAVAL OPERAl'IONS, THE CoMMANDER's 
HANDBOOK ON THE LAW OF NAVAL OPERATIONS, NWP 114M/MCWP 5-12.1/COMDTPUB P5800.7A, at 19 
(2007) [hereinafter COMMANDER'S HANDBOOK]. LEGAL SUPPORT TO OPERATIONS, AlR FORCE DOCTRINE 
DocUMENT 1-04 (2011), available at http://static.e-publishing.af.mil/production/l/af_cv/publication/afddl -
04/afddl-04.pdf [hereinafter AFDD 1-04] provides details on legal support to operations but does not 
define operations law. Air Force policy defines "operational readiness" as "[The Judge Advocate 
General's Corps or TJAGC] core competency that encompasses the ability to provide the warfighter 
with a complete set of legal capabilities at any time and place and provide the services necessary to 
enhance and sustain the readiness of the Total Force" and explains "TJAGC supports air and space 
operations by providing responsive legal capabilities configured to support home station and expedition
ary operations." TJAG Poucy MEMORANDUM: OPERAl'IONAL READINESS - 1 (2005). AIR FORCE JUDGE 
ADvoCAfE GENERAL' S Sm., ArR FORCE OPERATIONS & THE LAW: A GumE FOR AIR, SPACE & CYBER FORCES 
(2009) , available at http://www.afjag.af.mil/shared/media/document/ AFD- 100510-059 .pdf [hereinafter 
AIR FORCE OPERAl'JONS & THE LAw]. The first version in 2002 divided legal support to warfighters into 
three chapters: international matters, strategic matters, and operational matters. The second version in 
2009 divided legal support into international law, operations law, and expeditionary law. 

22. PME is also termed Developmental Education (DE) in the Air Force. 
23. For example, the Office of the Staff Judge Advocate at U.S . Northern Command (USNORTH

COM) provides advice on the core judge advocate practice areas of military justice, fiscal and contract 
law, claims, legal assistance, administrative law, and employment and personnel law. They also provide 
national security law advice as tailored for the USNORTHCOM mission (e.g., international law 
primarily dealing with Canada, Mexico, and the northern pole region; homeland defense; homeland 
security; domestic law; other aspects of operations law; and law and policy on intelligence collection in 
the homeland). See generally Donna Miles, Strict Law, Policies Frame Northcom, NORAD Operations, 



2014] DEVELOPING CLIENT-READY PRACTITIONERS 7 

level senior lawyers in the grade of 0-9 (lieutenant general/vice admiral) 
assigned to headquarters offices in Washington D.C., down to the most junior 
0-3 judge advocates deployed in the field or assigned to legal offices in support 
of tactical-level operations. At the strategic level, the most senior judge advo
cates in DoD, the Judge Advocates General24 (commonly known in the Air 
Force and Army as TJAG and the JAG in the Navy), and Staff Judge Advocate 
(SJA) to the Commandant of the Marine Corps (CMC) (hereinafter collectively 
the TJAGs), are assigned to their respective Services. They are components of 
their Service's headquarters staff with specific statutory responsibilities for 
military justice. They have broad responsibility to assist their Service Secretary 
and Chief of Staff, Chief of Naval Operations, CMC, or Commandant of the 
Coast Guard (hereinafter collectively the Chiefs) in discharging their Service 
responsibilities. They also provide advice and support to the Chiefs in their 
roles as members of the Joint Chiefs of Staff. 

The legal authority and ·influence held by the TJAGs is impacted by both the 
way DoD is organized and the authority of the Service Secretaries and Chiefs. 
For example, for the brief period of time after World War II when the Service 
Secretaries were also members of the then-new National Security Council 
(NSC), the TJAGs advised NSC principals .2 5 As a more recent example, the 
Navy JAG is the DoD representative to the interagency and international 
community for Ocean Policy Affairs. 

The TJAGs in the Army, Air Force, Navy, and Marine Corps have long
standing significant statutory and policy authority and responsibilities for the 
functional direction of judge advocates aiigned within their Service.26 For the 
Air Force and Army, this includes authority to "direct" the judge advocates in 
their Service "in the performance of their duties"27 and specific statutory 
authority associated with assigning judge advocates to particular jobs.28 The 
TJAGs' authority also includes establishment and enforcement of professional 

AMER. FORCES PRESS SER., Jan 23 , 2013, available at http://www.defense.gov/news/newsarticle. 
aspx ?id= 119082. 

24. The term "Judge Advocate General" means , severally, the Judge Advocates General of the Army, 
Navy, and Air Force. Except when the Coast Guard is operating as a service in the Navy, it is also an 
official designated to serve as Judge Advocate General of the Coast Guard by the Secretary of 
Homeland Security. 10 U.S.C. §801 (2006) . 

25. This was long before the National Security Council had a legal counsel. 
26. Army Judge Advocate General, Deputy Judge Advocate General , and general officers of the 

Judge Advocate General's Corps are established in 10 U.S.C. §3037 and the Judge Advocate General's 
Corps in 10 U.S.C. §3072; the Navy Judge Advocate General is established in 10 U.S.C. §5148 and the 
Navy Deputy Judge Advocate General , Assistant Judge Advocate General is at 10 U.S.C. §5149 and the 
Navy staff corps of Judge Advocate General's Corps at 10 U.S.C. §5150; the Air Force Judge Advocate 
General and Deputy Judge Advocate General at 10 U.S.C. §8037; Staff Judge Advocate to the 
Commandant of the Marine Corps at 10 U.S.C. §5046 and the Marine Corps judge advocates in 10 
U.S.C. §5587a; and the Judge Advocate General for the Coast Guard is recognized in 10 U.S.C. §801. 

27 . 10 U.S.C. §8037(c)(2) (2006); 10 U.S.C. §3037(c) (2006). 
28. 10 U.S.C. §806 (2006). 
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standards of practice.29 These authorities and responsibilities translate into 
direct authority related to the recruiting, training, educating, and much of the 
employment of judge advocates, including those who practice national security 
law. Law established the Coast Guard TJAG position in 2003 and his authorities 
and responsibilities have grown since that time, to include a 2011 decision to 
include the Coast Guard TJAG in decisions on Coast Guard judge advocate 
assignment. 30 

The TJAGs have small supporting staffs aligned at their level who practice 
national security law in the form of policy reviews, and who assist in guiding 
judge advocates assigned at subordinate levels (in the field/fleet). These special
ists are typically in international and operations law branches of headquarters 
staff. For example, the Navy headquarters includes the following divisions: 
International and Operational Law (Code 10); Admiralty and Maritime Law 
(Code 11); Cyber, Information Operations, and Intelligence Law (Code 18); and 
National Security Litigation (Code 30).31 The Army, Navy, and Air Force 
TJAGs also oversee their Service JAG schools. Marine and Coast Guard judge 
advocates attend the Navy JAG school (called the Naval Justice School or NJS) 
for initial skills training. They attend NJS and the other JAG schools for 
additional training. 

Although this article focuses on judge advocates, it is important to understand 
that there are a substantial number of civilian attorneys within DoD and the 
Services. Some are organizationally aligned under their TJAG or a senior judge 
advocate at a command level. Others, at the highest levels, are General Counsel 
(GC) and their staff.32 The Secretary of Defense and each Service Secretary are 
supported by a GC with a staff of civilian lawyers.33 The Marine Corps, as part 
of the Department of Navy, also has a senior executive service civil servant 
Counsel for the CMC.34 The DoD/GC is the senior DoD lawyer and Chief 

29. Service Rules of Professional Conduct are based upon the American Bar Assoc ' n Model Rules 
of Professional Conduct and include modifications necessitated by the requirements of military 
practice. TJAG Policy Memo.: TJAGC Standards - 2, Air Force Rules of Prof' ! Conduct R. 3.6 (2005) 
[hereinafter Air Force Rules]; U.S. Dep't of Army, Army Regulation 27-26, Rules of Prof'! Conduct for 
Lawyers R. 3.6 (1992), available at http://www.army.mil/usapa/epubs/pdf/r27 _26.pdf [hereinafter ARMY 
RULES]; U.S. Dep't of Navy, JAG Instruction 5803.lC, Professional Conduct of Attorneys Practicing 
Under the Cognizance and Supervision of the Judge Advocate General R. 3.6 (2004) , available at 
http://www.jag.navy.mil/library/instructions/5803_lc.pdf [hereinafter Navy Rules] . 

30. History of the Coast Guard Legal Program, U.S. COAST GUARD, www.uscg.mil/legal/History.asp. 
31. For discussion of the responsibilities associated with the various offices within the Office of the 

Judge Advocate General of the Navy, see Instruction 5400.lC, JAG/COMNAVLEGSVCCOM, STAN
DARD ORGANIZATION MANUAL (2012). 

32. For information on the history of the GC positions and offices, see ADVANCING PRODUCTIVE 
RELATIONSHIPS, supra note 13. 

33. The DoD GC position was established by DoD in 1953 and is codified in 10 U.S.C. § 140 (2006). 
See also DoD Directive 5145.01, General Counsel of the Department of Defense (2001). The General 
Counsel of the Army is codified at 10 U.S.C. §3019(a) (2006), the Air Force at 10 U.S.C. §8019 (2006), 
and the Navy at 10 U.S.C. §5019 (2006). 

34. Counsel for the Commandant, U.S. MARINES CORPS, http://www.hqmc.marines.mil/Agencies/ 
CounselfortheCornmandant/Counsel.aspx. 
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Legal Officer. 35 

The GCs are civilian lawyers appointed by the President with the advice and 
consent of the Senate to perform duties their Secretary directs, including 
national security issues. Because their term in office is associated with a 
particular political administration, they bring a different perspective to legal 
policy than the career-service TJAGs. The lawyers on GC staffs are civilian 
employees. Most are long-term employees and some were formerly judge 
advocates or are currently Reserve or Guard judge advocates. Some of them 
practice national security law. 

GCs also advise 15 DoD agencies and seven field activities which are under 
the authority, direction, and control of the Secretary of Defense (e.g., Defense 
Intelligence Agency, National Geospatial-Intelligence Agency, the National Se
curity Agency, and the Defense Threat Reduction Agency). The TJAGs and 
Service GCs work together closely to support their principals, while the TJAGs 
retain functional statutory·responsibility for their JAG organizations (hereinafter 
called JAG Corps even though all JAG organizations are not technically a 
Corps). There is no TJAG at the Department of Defense level. 

Since 1949, the Chairman of the Joint Chiefs of Staff (CJCS) has had a 
full-time uniformed legal counsel assigned to the Joint Staff (now identified as 
Office of the Chairman of the Joint Chiefs of Staff, Legal Counsel [OCJCS/ 
LC]).36 The Legal Counsel has a small staff of senior judge advocates from all 
Services. The OCJCS/LC and his staff are full-time judge advocates assigned on 
duty tours to that office for typically two to three years in length and all practice 
national security law. The first nine OCJCS/LC were Navy captains, the Army, 
Marine Corps, and Air Force equivalent of colonel.37 A Navy judge advocate 
was the first OCJCS senior legal counsel promoted to rear admiral (0-7) when 
the legal counsel position was statutorily created and appointed to a positional 
grade of no less than brigadier general or rear admiral (lower half) .38 The 
second and current LC is an Army judge advocate. 

OCJCS/LC is responsible for providing counsel and advice to the CJCS and 
his staff on legal aspects of Joint39 operations.40 The OCJCS/LC represents the 

35. 10 U.S.C. §140; JOINT PUBLICATION 1-04, supra note 4. 
36. In 2001, then-Secretary of Defense Donald Rumsfeld briefly considered consolidating OCJCS/LC 

with Dep' t of Defense General Counsel (GC) under GC. Then-CJCS General Henry H. Shelton wrote 
to Secretary Rumsfeld, objecting to such a consolidation and stating: "While you and I usually agree on 
issues, there may be times when my military advice, and that of the Joint Chiefs of Staff, may differ 
from your position. Likewise, the separation of functions and responsibilities of the officers that has 
heretofore existed allows the examination of issues from the military perspective independent of that of 
the OSD organizations. While their advice is frequently in accord, there are occasions when they 
diverge." Memorandum from Henry H. Shelton to Secretary of Defense, Subject: Consolidation of 
Offices (Aug. 22, 2001). 

37. The 10th senior counsel was a Marine, followed by an Army judge advocate and then an Air 
Force judge advocate in 1975. 

38. 10 U.S.C. §156 (2006). 
39. The term "Joint" connotes activities, operations, organizations, etc., in which elements of two or 

more Military Departments participate. DICTIONARY OF MILITARY TERMS, supra note 8. 
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CJCS in the interagency process, in negotiations and discussions with nongovern
mental organizations, and with foreign governments in coordination with geo
graphic COCOMS' senior lawyer (most often called a staff judge advocate 
[SJA]).41 

The OCJCS/LC does not have statutory functional authority over judge 
advocates. However, the Chairman's Legal Counsel is the principal judge 
advocate and advisor to the CJCS, and the· primary judge advocate in a joint 
position who interacts with the DoD GC, and as such, he is in a unique position 
to advise and assist the COCOM SJAs. Depending upon the OCJCS/LC priori
ties and resources, OCJCS/LC hosts short continuing legal education (CLE) 
conferences on regular intervals with COCOM SJAs and a few other key DoD 
and Joint national security senior lawyers. 

Bridging from the strategic level to operational level, the COCOMs are the 
Joint "warfighting" elements of DoD. Although it has not always been this way, 
today the Services recruit, organize, train, and equip a force and then transfer 
command of those forces to the appropriate COCOM for operational activities. 
A SJA and legal staff support each COCOM. Today, all COCOM SJAs are 0-6s 
(colonels/captains). As with OCJCS/LC, they serve tours that typically last two 
or three years. The Service TJAGs nominate judge advocates to serve as 
COCOM SJAs. The COCOM commander selects his SJA from the nominees. 
TJAGs assign the other legal staff members to the SJAs' staffs. 

COCOM SJAs work for their commanders and in conjunction with DoD, the 
Services, and LC. They also represent their commanders on interagency and 
international matters. Similarly to LC, they advise and assist subordinate com
mand SJAs but do not recruit or organize other judge advocates.42 They do not 
supervise JAG schools, although most of them have annual CLE conferences in 
their specific area of practice for advanced practitioners. Interagency, coalition, 
or allied partners are sometimes included in the CLE events. 

The subordinate unified (subunified) command level, Joint Task Force, Func
tional Component, and Service Component conduct operational and tactical 
level activities.43 At each of these levels, the SJA and supporting legal staff 
advise the commander and other staff members. JTFs are the most common 
Joint force command established for a particular mission function or geographic 
area. Joint doctrine lists substantial aspects of a JTF SJA's duties and responsibili
ties.44 To the degree desired by a Service, JAG schools can use this doctrine to 

40. JoINT PUBLICATION 1-04, supra note 4. 
41. Staff Judge Advocate (SJA) "means a judge advocate so designated in the Army, Air Force, or 

Marine Corps, and means the principal legal advisor of a command in the Navy and Coast Guard who 
is a judge advocate." MANUAL FOR CoURTs-MARTIAL, UNITED STATES, RULES FOR COURTS-MARTIAL 103(17) 
(2012). Joint doctrine provides an almost identical definition to Rule of Court-Martial 103(17) but also 
recognizes that a judge advocate who is the principal legal advisor to a Joint force command is an SJA. 
JOINT PUBLICATION 1-04, supra note 4. 

42. JorNT PUBLICATION 1-04, supra note 4. 
43. Id. 
44. Id. 
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guide curriculum development. 

Ill. JUDGE ADVOCATE SCHOOL EDUCATION AND TRAINING OVERVIEW 

The civilian bar has made a stunning discovery. The legal profession is the 
only profession in which you can get a license to practice without knowing 
how. Any staff judge advocate could have told the civilian bar that. ~ Briga
dier General Dulaney L. O'Roark, Jr. (ret.)45 

11 

Because the military Services train and educate46 forces as part of a Service 
responsibility to Organize, Train, and Educate (O,T &E), TJAGs are function
ally responsible for their Services' JAG schools. The schools, to varying 
degrees, also train the enlisted and support forces associated with their JAG 
Corps (e.g., paralegals, legal clerks, and court reporters). The Navy articulates 
the mandate this way: "All JAGC personnel will receive training, throughout 
their career, designed to prepare them for the future leadership, management, 
and legal challenges they will encounter."47 Accordingly, over a course of a 
career, military and civilian lawyers of all Services attend a wide range of JAG 
school courses at their Service school as well as courses offered by JAG schools 
of other Services. 

45. Dulaney L. O'Roark, Jr. , The First Annual Hugh J. Clausen Leadership Lecture: Transforma
tional Leadership Teaching the JAG Elephant to Dance, 146 MIL. L. REv. 224 (1994). 

46. Neither law nor policy consistently define or distinguish the terms "training" and "education." 
Department of Defense and Service regulations often use the terms interchangeably. Congress has 
provided legislative authority, direction, and associated fiscal authorization and appropriations for a 
broad range of military learning, termed both "education" and "training." For example, each Service 
has several accredited degree-granting schools whose statutory authority is under their respective 
Service Title 10 chapter entitled "Training Generally" or "Education and Training." Some authorities, 
which primarily focus on funding, do provide definitions applicable to that section and distinguish 
between "training" and "education." See, e.g., Advanced Education Assistance: Active Duty Agreement; 
Reimbursement Requirements, 10 U.S.C. §2005 (2006). Section (d)(l) states "The term 'advanced 
education' means education or training above the secondary school level but does not include technical 
training provided to a member of the armed forces to qualify such member to perform a specified 
military function, to workshops, or to short-term training programs." See also Air Force Instruction 
34-254, Services Education and Training, 'l[3. l.2 (2007) ("Education and training at the tactical level 
includes training in a primary skill and education in the fundamentals of leadership. The following 
activities accomplish tactical education and training: fundamental education, specialty training, continu
ation training, and leadership education"); AFI 36-2639, EoucATION WITH INDUSTRY PROGRAM , 'l[l. l 
(2009) (providing for "non-degree educational assignment" with industry); Degree-granting authority 
for United States Army Command and General Staff College, 10 U.S.C. §4314 (2006); Training 
Generally, 10 U.S.C. §401 (2006); Degree-Granting Authority for United States Air Force Institute of 
Technology, 10 U.S.C. §9314 (2006); Degree-Granting Authority for Air University, 10 U.S.C. §9317 
(2006); Training , 10 U.S.C. §9301 et seq. (2006). "Professional Military Education Schools," which are 
a portion of the degree-granting institutions, are also listed in other locations under that specific title. 
Preparation of Budget Requests for Operation of Professional Military Education Schools, 10 U.S.C. 
§2162; 10 U.S.C. §6901, et. seq. (2006) (Navy and Marine Corps "Education and Training"); Degree
granting authority for Naval War College, 10 U.S.C. §7101, et. seq. (2006); 10 U.S.C. §4301, et. seq 
(2006) (Anny) . 

47. U.S. Navy, JAG Instruction 1500.4A, JAG Corps Training Program 2 (2012). 
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Most state bars accept JAG school courses to satisfy state professional bar 
CLE requirements. Thus, the schools support both professional military develop
ment as well as legal licensure requirements. Use of JAG school courses to 
satisfy CLE requirements is beneficial to the institution because they develop 
lawyers who are trained for their area of practice. JAG school CLE is also 
beneficial to individuals in that they do not have to pay for the military CLE 
courses. 

All JAG schools support a variety of other schools and programs with JAG 
school instructors (e.g., Air Force JAG school instructors regularly teach in the 
degree-granting programs at Air University). All JAG schools are "interservice" 
in that they have at least one member of another Service attached to the school. 
Some JAG school courses are also open to international and interagency 
lawyers. 

The Amy JAG school is located on the campus of the University of Virginia 
(UVA) in Charlottesville at The Judge Advocate General's Legal Center and 
School (TJAGLCS) with advanced enlisted training courses also held at Fort 
Lee, Virginia. Only TJAGLCS is an ABA degree-granting institution and only 
for the LL.M. in Military Law. TJAGLCS trains more than 6,000 students a 
year in more than thirty-eight courses for some sixty offerings a year, which 
range from a few days to the ten-month LL.M. program.48 TJAGLCS students 
may also take classes at UVA and UVA students may take certain courses at 
TJAGLCS.49 Part of TJAGLCS is the Center for Law and Military Operations 
(CLAMO). CLAMO conducts significant research, produces advanced scholar
ship, and provides education on national security issues.50 Specifically, CLAMO 
examines legal issues associated with "the preparation for, deployment to, and 
conduct of military operations."51 

The Naval Justice School at Newport, Rhode Island trains all Sea Service 
judge advocates (Navy, Marine Corps, and Coast Guard). NJS also has teaching 
detachments in San Diego, California; Norfolk, Virginia; and a three-person 
Branch at TJAGLCS. Typically, NJS instructs more than 28,000 students a year 
worldwide with more than 3,000 attending more than thirty-four resident courses 
with approximately 140 total offerings a year, which range from three days to 
eleven weeks in length. 52 

48. ANNuAL BULLETIN, THE JUDGE ADVOCATE GENERAL'S LEGAL CENTER AND SCHOOL 4, 29-30 (2012-
2013) . 

49. Rob Seal, Unique Military Law School Marks 60 Years at V. Va ., UVA TODAY, Aug. 1, 2011, 
available at http://news.virginia.edu/content/unique-military-law-school-marks-60-years-uva. 

50. CLAMO is an interservice (as opposed to Joint) and multinational organization. Some CLAMO 
publications are available through the Library of Congress. The Center for Law and Military Opera
tions, LIBR. OF CONG., http://www.loc.gov/rr/frd/Military_Law/CLAMO.html. 

51. JOHN 0. MARSH, JR. CLAMO PROMULGATING LETTER (Dec. 21, 1988) (on file with author); David 
E. Graham, email information on CLAMO Mission (Mar. 17, 2012) (on file with author). 

52. Telephone interview with NJS, Office of Academic Director (Feb. 19, 2013) . The NJS mission is 
"To oversee formal training of naval judge advocates and legalmen to ensure their career-long 
professional development and readiness; to provide comprehensive formal training to all Sea Service 
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From 1992 until 2000, NJS also ran the Defense Institute of International 
Legal Studies (DIILS), after which Defense Security Cooperation Agency 
became the executive agent. DIILS is across the street from NJS and NJS still 
provides instructors to the program. DIILS is a highly successful program that 
provides professional legal education and training to international military and 
civilian students through worldwide mobile training teams, resident courses, 
and courses held at various U.S. locations. DIILS is jointly staffed and aug
mented by judge advocates from all the Services and the Coast Guard as well as 
experienced civilian lawyers who are experts in applicable fields. Courses cover 
a range of aspects of international and national security law, to include war 
crimes, human 1ights, rule of law, anti-corruption, civilian control of the mili
tary, aspects of combating terrorism, operations law, and military justice codes.53 

The Air Force Judge Advocate General's School (AFJAGS) is collocated 
with most of the other Air Force post-graduate level degree-granting programs 
on Maxwell Air Force base in Montgomery, Alabama, home to Air University 
(AU). AFJAGS also holds a few courses at other population centers.54 AFJAGS 
instructors teach approximately 20,000 students a year with almost 2,900 of 
them at one or more of the twenty-eight resident legal courses with approxi
mately forty-five offerings a year, which last from a couple of days to just over 
two months in length.55 AFJAGS instructors also teach at AU. Since 1997, 
AFJAGS has also offered courses by distance learning (DL). In addition to DL 
paralegal training, AFJAGS hosts web-based courses for the newest judge 
advocates to take when assigned to a particular job for the first time at 
installation level.56 These courses are currently PowerPoint presentations with a 
prerecorded lecture and include a multiple-choice final exam. AFJAGS also 
regularly delivers individual lectures on topics of JAG Corps relevance via DL 
in a format that permits students to input questions and the lecturer to respond 

judge advocates and other legal personnel in order to promote justice and ensure the delivery of quality 
legal advice and other services to the commander; and to train commanders and senior officers in the 
practical aspects of military law to enable them to perform their command and staff duties, and train 
other personnel to assist in the sound administration of military justice." V1cE ADMIRAL JAMES W. 
HOUCK, JAG, ANNUAL REPORT SUBMITTED TO THE COMMITTEES ON ARMED SERVICES, PURSUANT TO THE 
UNIFORM CODE OF MILITARY JUSTICE, FOR THE PERIOD OCT. 1, 2012 TO SEPT. 30, 2011 (2011), available at 
http://www.armfor.uscourts.gov/newcaaf/ann ual/FY 11 AnnualReport. pdf. 

53 . See generally DEF. INST. OF lNT'L LEGAL STUD., https://www.diils.org/organization/defense-institute
intemational-legal-studies. 

54. Specifically, courses are presented in or at the following locations; Washington, D.C. , Nellis Air 
Force Base, Nevada, Lackland Air Force Base, Texas, Yokota Air Base, Japan, and Ramstein Air Base, 
Germany. JUDGE ADvoc. GEN.'s SCH. , ANNuAL BULLETIN 2012-2013 , at 6-8 (2012) , available at http:// 
www.afjag.af.mil/shared/media/document/ AFD-121017-034.pdf. 

55 . THE AIR FORCE JUDGE ADVOCATE GENERAL' S SCHOOL, FISCAL YEAR 2013 COURSE SCHEDULE (2013) . 
In 2012, AFJAGS held 53 courses. LIEUTENANT GENERAL RrcHARD C. HARDING, TJAG, ANNUAL REPORT 
SUBMITTED TO THE COMMITTEES ON ARMED SERVICES, PURSUANT TO THE UNIFORM CODE OF MILITARY JUSTICE, 
FOR THE PERIOD OCT. 1, 2012 TO SEPT. 30, 2011 at 15-16 (2011) , available at http://www.armfor.uscourts. 
gov/newcaaf/annual/FYl lAnnua!Report.pdf. 

56. For example, a ten-hour course for new chiefs of military justice and a 2.5-hour course for new 
chiefs of operations law is always available on-line from an AFJAGS hosted website behind a firewall . 



14 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

orally to all attendees. Most of these courses qualify for CLE credit. 
The Services should allocate and apply military training and education 

resources based upon requirements for judge advocates to have certain knowl
edge, skills, and a professional ethos. TJAGs, SJA to the CMC, the JAG school 
advisory boards, field judge advocates, judge advocates assigned to Joint com
mands, Service or Joint commanders, and others can identify the need for 
specific legal knowledge and skills. As mentioned, Joint doctrine identifies 
desired Joint Task Force SJA knowledge and skills,57 but JAG schools are not 
required to link courses to this doctrine. 

TJAGs, or their delegates, validate training requirements and determine 
training priority. Civilian GC or JAG Corps lawyers may also attend JAG 
school courses, although most attendees are uniformed lawyers. Neither DoD, 
nor OCJCS/LC, nor the COCOMs control or direct JAG school curriculums or 
set student prioritization. As such, to some degree, the schools' curriculums 
reflect the priorities of a TJAG leading his JAG Corps and his views of client 
requirements. If his focus is significantly influenced by the Joint community as 
the ultimate client, there will be a different set of priorities than if the focus is 
primarily on supporting a Service in garrison (at home station rather than in the 
deployed environment). For example, school curriculum and prioritization (along 
with assignment progression) will vary depending on whether the TJAG views 
the role of the JAG Corps as developing as many JAGs as possible to serve, as 
in garrison SJAs, or if he views the JAG Corps role to develop as many Joint 
force SJAs as possible, or something in between. The number of Joint versus 
Service SJA positions available to JAG Corps members may influence which
ever approach the TJAG takes. However, the number of Joint positions avail
able to judge advocates from a particular Service may result from the JAG 
Corps training and development objectives. 

When a JAG Corps determines that law or policy has changed, or when skill 
or knowledge deficiencies arise, it can adjust curriculums or add courses. A JAG 
Corps can eliminate courses when a skill or knowledge set is no longer required 
or is not a high enough priority to compete for available resources. TJAGLCS 
must also comply with ABA requirements because their LL.M. program is 
AB A-accredited. 

To limit curriculum overlap between schools, the JAG school leaders (com
mandants or deans) meet on a biannual basis at the Interservice Legal Education 
Review Committee (ISLERC), which was established in 1977. Its charter is to 
"facilitate all Services training and education with a goal of eliminating duplica
tion, reducing cost, standardizing instruction, and increasing training and educa
tion efficiency, consistent with readiness."58 The committee examines all 
curriculums and associated legal training and education requirements. They 
coordinate on educational policy, program quality, and "maximize cooperation" 

57. JoINT PUBLICATION l-04, supra note 4. 
58. Thomas L. Strand, The Commandant's Comer, THE REP., Mar. 2004, at 3. 
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to permit interservice sharing of faculty, course materials, and publications. 
59 

Most JAG school courses focus on the tactical and operational levels, rather 
than the strategic policy-maker level. All of the schools have mandatory initial 
basic level courses. The courses vary in length but generally range from two to 
three months long. They introduce new judge advocates to military justice, legal 
assistance, basic operations law, and other topics as appropriate for each Service 
and prepare the lawyers for their first military assignment. The schools have a 
number of other postgraduate CLE courses that provide more in depth training 
on particular areas of military practice, including national security law. The 
CLE courses range in length from a day to a few weeks. Some of these are 
resident courses with an increasing number of them delivered as DL, either in 
whole or in part. 

Both resident and adjunct legal faculty teach JAG school courses. Paralegals 
and other support personnel teach courses for paralegals and support staff, and 
selectively assist with atto·rney-level courses. The significant majority of instruc
tors are uniformed members rather than civilian employees. The few civilian 
legal instructors are almost all former military members and have extensive 
practice experience in the area they are teaching. Many instructors have at
tended at least one course designed to enable them to be an effective academic 
educator. Most adjunct faculty are practitioner-specialists. Because practitioners 
teach the courses, there is a close tie between practice and learning. Instructors 
have inherent credibility with students who are eager to learn the law, clients, 
context, and the instructors' view of and tips on practical application. JAG 
school instructors use a variety of teaching techniques. 

IV. JAG SCHOOL PEDAGOGY 

[I]f wars of the coming century look more like Iraq and less like Korea, we 're 
going to see an increased demand for legal services .... We' re going to need 
to provide the point man who is going to be less senior and less experienced 
than he used to be-[and] we're going to have to provide him with legal 
services. ~ General Michael Williams, USMC (ret.)60 

JAG schools liberally combine lectures, seminars, and experiential teaching 
techniques (most commonly known in the military as simulations or exer
cises). 61 In the classroom, instructors usually use visual aids such as PowerPoint 
slides and/or application of "primacy and recency" techniques to remind stu-

59. As with all areas of study, the Service JAG schools each develop courses that focus on different 
aspects of the law and operations. For example, AFJAGS offers a classified cyber law course; the Army 
school teaches a course on intelligence law; and the Naval Justice School provides a course entitled 
Information Operations Law Training. This arrangement was done purposely to avoid redundancy 
between the schools and to provide judge advocates practicing in the cyber communities with the 
opportunity to attend all of these courses. 

60. ADVANCING PRODUCTIVE RELATIONSHIPS, supra note 13, at 3. 
61. See J. Jeremy Marsh , Teaching a Law of War Class, ARMY LAW. , June 2010, at 50. 
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dents of the previous day 's key points or summarize the current lesson's key 
points.62 The Socratic Method is not the primary teaching style and is rarely 
used in lecture halls. Case law reviews are not common and instructors often 
draw lessons from the headlines and from their experiences and those of other 
judge advocates. Seminars and simulations reinforce knowledge but primarily 
focus on developing application skills and reinforcing professional ethos. Out
come-based evaluations also include production of scholarship, such as required 
in the TJAGLCS LL.M. program and the Coast Guard/Homeland Security 
course. 

Experiential events allow students to be creative in their reaction to various 
legal challenges and to experiment with different ways of addressing problems. 
They reinforce legal knowledge learned in a class by forcing the student to 
understand and apply that knowledge. They build professional ethos by testing 
moral courage and practicing teamwork and leadership. They prepare students 
to practice in a real-world environment by creating patterns of responses that 
will later contribute to a sense of familiarity and control when the graduated 
student confronts an actual stressful event. 

Students encounter experiential learning in their first JAG school course and 
in many courses thereafter. The smaller exercises focus on a particular skill set. 
For example, the basic courses generally introduce a specific legal concept such 
as a rule of courts-martial procedure or evidence in a lecture format combined 
with reading assignment. Students then discuss the rule during a smaller semi
nar where they also perform a very short role-playing exercise. The seminar 
instructor and other students comment on the exercise. Capstone experiential 
events bring all training and education together. For example, in the basic 
courses and after several weeks of military justice education, the students 
participate in a moot court-martial. 

National security law experiential events range from small classroom tabletop 
exercises to full-scale field exercises that simulate deployed environments. As 
with training in other areas of practice, classroom exercises typically focus on 
discrete skill sets while the capstone events bring together a range of skills. 
During a small exercise, students may perform a short role-playing scenario in a 
seminar about the Law of Armed Conflict (LOAC, also called the law of war) or 
the rules of engagement (ROE). Large simulations push participants and pro
cesses to identify seams and gaps - to "exercise to failure." Post-training analy
sis then reduces or eliminates gaps and errors in the future. 6 3 Examples of 
capstone national security law events follow. 

TJAGLCS Gauntlet: The TJAGLCS basic legal officer course has used a day 
long role-playing simulation as a capstone event since the mid 1990s. After 
eight days of operations law instruction, instructors evaluate students' perfor-

62. Id. 
63. The military is able to exercise this way because they do not have political consequences to 

exercise failures or gaps like some civilians, such as a locally elected Sheriff or Mayor may have. 
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mance in the "Gauntlet." These new military lawyers learn a general scenario 
and applicable rules and then confront a variety of issues including rule of law, 
hostile act, hostile intent, wounded and sick personnel, triage, and detention and 
interrogation scenarios . After the exercise, the faculty, role players, and other 
experienced lawyers conduct an after-action review with each student. Student 
evaluations examine legal knowledge and skills such as demonstrated ability to 
interact with, and provide advice to, their client.64 

NJS OPLA WEX: The NJS Law of Military Operations (LOMO) course has a 
classroom element, to include lectures, panels, and seminar discussions . The 
course then builds to an outcome-based table-top scenario (Operational Law 
Exercise or OPLA WEX) which presents students with an escalating fictional 
scenario and a range of associated legal issues. The students divide into groups 
and are assigned role-playing positions on the staff of a multi-national force 
(MNF) commander of a fictitious nation. The OPLAWEX is conducted in a 
seminar format and participants are required to respond rapidly to assigned legal 
questions and to draft various levels of rules for the use of force in support of 
the ever-escalating scenario. Students brief their solutions to the class and 
instructor. Issues include noncombatant evacuation operations, disputes on terri
torial seas, exclusive economic zones, drawing of baselines, maritime interdic
tion operations, hostage rescue associated with state-sponsored terrorist groups, 
legality and enforcement of no-fly zones, request for a non-United Nations 
commanded multinational force participation in an invasion, humanitarian and 
disaster assistance, stability operations, and more. 65 

AFJAGS JAGWAR: The Air Force has a course entitled Gateway for mid
level career judge advocates.66 Gateway focuses heavily on leadership, manage
ment, and communication skills, in addition to advanced instruction on law. 
Combining skills development with operational law, Gateway includes a realis
tic capstone exercise held in the Air Force \Vargaming Center. The exercise is 
called "JAGWAR" and builds on the classic military wargaming construct. 
Students role-play through a scenario built on a five-phased campaign to 
suppress terrorist activities. Students confront issues that include status of 
forces, rules of engagement, cyber attacks, and hot pursuit. 

AFJAGS JAG FLAG: The JAG Corps began the most robust JAG school 
national security law course with full-scale role-player field simulations in 1997 
and called it "JAG FLAG."67 Field lawyers first identified the need for such a 

64. David E. Graham & Richard P. DiMeglio, emails with author (Feb. 22, 2012) (on file with 
author). 

65 . LAW OF MILITARY OPERATIONS & INTERNATIONAL LAW OF MILITARY OPERATIONS, SCENARJO, SEMINARS, 
AND ROE EXERCISE (June 2011) (on file with author). 

66. The Air Force JAG Corps suspended this course for 2013 . 
67. Air Force "FLAG" training exercises are designed to provide students training in an environ

ment similar to ones that they will encounter in real-world missions. For example, "RED FLAG" is an 
aerial combat training exercise developed during the Vietnam Conflict. It was designed to provide 
fighter pilots with simulated combat experience prior to actual combat in order to increase combat 



18 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

course. 6 8 For the first two years, the legal team in an Air Force Major Com
mand, the Air Combat Command, envisioned, developed, and led the course. 
Thereafter, AFJAGS added it to the Operations Law Course.69 JAG FLAG 
attendees have included lawyers from all military Services, as well as individu
als from the international legal community.70 

JAG FLAG provides legal training in a simulated environment and measures 
effectiveness by combining a capstone performance with ongoing role-player 
and phased instructor feedback. 71 Before the JAG FLAG portion of the course 
begins, students divide into teams of one lawyer and one paralegal so that they 
can build this relationship throughout the week. Upon arrival at the school, 
teams group with other students who have the same roles. Students attend the 
OLC classroom element prior to the JAG FLAG simulation. OLC instruction 
includes lectures, seminars, panels, and video teleconferences conducted by 
lawyers who are currently supporting military operations or have returned 
recently from such a deployment. Students also receive written materials. 

Throughout the classroom week and in addition to substantive legal briefings 
and seminars, students watch mock TV news rep~rts and receive scenario-based 
intelligence briefings that describe problems in the fictional country to which 
they will deploy. Students role-play positions on the staff of a military opera
tional deployed commander. Either a judge advocate with extensive operational 
law experience or an officer who is not a lawyer plays the commander role. It is 
preferable to use a non-judge advocate officer as the simulation commander 
because of the real-world operational experience and perspective he brings to 
the simulation. Simulations that only include lawyers as role players both risks 
negative training by lawyers taking over roles outside their proper lane and 
misses the opportunity to provide learning through client interaction. 

After OLC classroom instruction is completed, students and instructors "de
ploy" to the field. Each group of students has one instructor to act as their 
shepherd (marshal) and evaluator. As a group, the students travel to an austere 
environment, typically in a secluded wooded area. Although there is food, 
water, and basic hygiene facilities, there are no creature comforts. The students 
put their bag of gear - clothing, toiletries, and work material - in an assigned 
sleeping tent. The tents contain standard-issue military cots, a naked light bulb 

effectiveness and reduce combat losses. See JAMES KITFlELD, PRODIGAL SoLDlERS: How THE GENERATION 
OF OFFICERS BORN OF VIETNAM REVOLUTIONIZED THE AMERICAN STYLE OF WAR 165-174 (1997). 

68. The field lawyer, William A. Moorman, who led this training, was the same lawyer who led the 
first major air-focused operations law activity (Operation JUST CAUSE). By this time, he was the Air 
Combat Command Staff Judge Advocate. 

69. Patricia A. Kerns, THE FIRST 50 YEARS: U.S. AIR FORCE JUDGE AovocATE GENERAL'S DEPARTMENT 
175 (2004) [hereinafter FIRST 50 YEARS]. 

70. For example, in 1999, class attendees included students from Australia, Canada, Chile, the 
Dominican Republic, the Netherlands, and Venezuela. W. DARRELL PHILLIPS, TALKING PAPER ON OPERA
TIONS LAW CouRsEIJAG FLAG (1999) (on file with author) . 

71. Because military lawyers attend other non-legal training focused on physical security and 
designed to reduce combat-related losses, these matters are only cursorily addressed in legal courses. 
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hanging from the tent ceiling, a few chairs, and nothing else. They live and 
sleep in that environment for the entire exercise. Students have meals provided 
by a contracted field food kitchen and/or MREs (meal, ready to eat).72 

Throughout the rest of the exercise, the student teams are presented with a 
number of written and role-player scenarios in order to cha11enge their legal 
knowledge and refine their ability to apply skills. Teams take turns as the senior 
advisor for their assigned commander, sometimes in the presence of their fellow 
students, who therefore are able to learn from their colleagues, and other times 
alone. Instructional days are long and stressful in order to create a realistic 
environment. Students have laptop computers and printers but are given limited 
time to create documents and even less time to conduct research. Instructor/ 
commanders and marshals provide students with daily feedback. Students partici
pate in end-of-course feedback. Instructors assess their legal knowledge and 
skills such as application of that knowledge to the fact situation and delivery of 
the information in the scenario environment. 

Currently, the JAG FLAG scenario is a notional peacekeeping mission in the 
year 2020. Halfway through training, the mission shifts to offensive operations. 
Students confront a range of issues, including: self-defense and defense of 
others (nongovernmental actors as well as self and hostile act/intent); humanitar
ian and civic assistance to include transport of humanitarian aid; and issues 
which may or may not be governed by a notional status of forces agreement, 
such as importation of military weapons by the United States, taxation of the 
United States by the host nation, inspection of U.S. aircraft by the host nation, 
and foreign criminal jurisdiction. Other issues include discussion of interna
tional agreements and authority to bind the government; right to detain and use 
force; Geneva Convention Common Article Three, treatment and status of 
civilians, terrorists, and uniformed troops; interrogations; use of riot control 
agents in the context of coalition-partner concerns, rules for the use of force and 
chemical weapons convention; cross-cultural communication with local individu
als about claims brought against the United States for military damage; protec
tion of classified material at a helicopter crash site; military training of foreign 
forces; and security assistance activity. Students interact with a variety of role 
players, such as nongovernmental organization actors, coalition military, media, 
and local citizens. Although the number of role players may sound extensive, 
they are almost all volunteers who get professional satisfaction from helping the 
students learn. 

V. JOINT LEGAL TRAINING 

The support forces that deploy with an operational unit, to include judge 
advocates, are war-fighting assets and must be deployable, as survivable and 

72. MREs are high-caloric prepackaged food that is heated by adding fluid to an individual chemical 
heating bag and then placing the bag next to the food package. 
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as thoroughly trained as the operational forces they accompany. Otherwise, 
they are merely a logistical drain. 73 

In addition to JAG school training, some military lawyers receive a degree of 
training in the joint environment. Joint operational organizations, such as 
COCOMs, do not operate degree-granting programs, nor do they operate initial 
military or technical skills-training programs or legal schools. However, they 
are responsible for the readiness of forces assigned to their command and 

· provide mission-specific training, including seminars and in-house courses.74 

They also rely heavily on both table-top and field scenario-based exercises and 
"war games," or Rehearsal of Concept (ROC) drills. This type of training is not 
the primary emphasis of this article but will be addressed briefly because it is 
important to understand that military national security lawyers have organized 
and deliberate learning opportunities outside of the JAG schools which support 
their national security legal practice. 

Joint legal doctrine recognizes Joint training as "the cornerstone to joint 
readiness [ ... ] one of the most critical components to providing adequate legal 
support to the JTF."75 Joint training is comprised of two elements: individual 
and organizational training. Individual training has three elements: Joint, tacti
cal, and legal. Individual Joint training is professional military education as 
provided by organizations such as Command and General Staff College; Air 
Command and Staff College; and the Naval, Army, Air, and National War 
Colleges. These and other programs qualify as Joint PME for service members, 
regardless of their job specialty. For the lawyer, PME is an important compo
nent of understanding the client and the context in which to apply law and legal 
policy. Individual tactical training is designed to enable a military member to 
physically operate and survive in a deployed Joint environment through weap
ons training, first aid training, and convoy operations. Individual legal training 
supplements Service JAG school training and education with more focused 
emphasis on Joint operational legal issues.76 

As of 2011, Joint doctrine specifically recommended that "before serving as 
the JTF SJA or a supervisory JA, senior JAs should attend the Joint Operational 
Law Course. This course provides advanced legal knowledge and Joint training 
focused on the Joint operational Environment."77 As of 2013, that course no 
longer exists. Today, and for the foreseeable future, the only Joint legal course is 

73. Harry L. Heintzelman, IV & Edmund S. Bloom, A Planning Primer: How to Provide Effective 
Legal Input Into the War Planning and Combat Execution Process, 37 A.FL. REv. 5, 6 (1994) , 
available at http://www.afjag.af.mil/shared/media/document/AFD-090108-035.pdf [hereinafter A Plan
ning Primer]. 

74. CHAIRMAN OF THE JOlNT CHIEFS OF STAFF, MANUAL 3500.03C, Jo1NT TRAINING MANUAL FOR THE 
ARMED FORCES OF THE UNITED STATES (2011), available at http://www.dtic.mil/doctrine/training/ 
cjcsm3500_03.pdf [hereinafter JoINT TRAlNlNG MANUAL] . 

75. JorNT PUBLICATION 1-04, supra note 4, at III-11. See also JolNT TRAINING MANUAL, supra note 74. 
76. JOINT PUBLICATION 1-04, supra note 4, at III-12-13. 
77. Id. at III-12. 
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run by U.S. Special Operations Command, Joint Special Operations Univer
sity - the 4.5-day Joint Special Operations Legal Advisor's Course. 

Joint organizational training has two components: legal office staff training 
and training for the JTF commander and staff. Legal office training is in-house 
training designed to ensure all staff understand their particular unit's mission, 
authorities, processes, superior and subordinate organizations, and their place in 
this process. This training builds on any Joint training plan the overall unit may 
have.78 It includes legal office participation in the unit exercises and training 
drills, or mission rehearsals. These exercises have significant value, particularly 
when conducted across a coalition and/or interagency as they quickly identify 
gaps and seams that are not readily apparent otherwise. The training for JTF 
commanders and staffs is for the entire unit, of which there is a small legal part. 
In the JTF training, the legal team provides training on relevant topics such as 
LOAC, rules of engageme_nt or rules for the use of force, applicable domestic or 
host-country law, fiscal law, detention operations, and any other mission
specific law and legal policy.79 

VI. A TRAINED NATIONAL SECURITY MILITARY LAWYER 

"Bombs, firearms, and air support are usually the weapons of choice in 
military exercises. But sometimes the most effective soldiers in the field are 
those carrying laptop computers and attaches." ~ Air Force Times80 

The education and training of a judge advocate produces a valuable military 
legal asset. This section of the article provides cameos of national security 
military lawyers in a variety of operational law settings. Because a COCOM 
SJA supports the most senior military operational commander, the paper will 
first describe in some detail a typical judge advocate assigned to a COCOM. It 
will then introduce judge advocates at a Navy-led installation in the Hom of 
Africa, a deployed-battalion command, a Combined Air Operations Center, a 
Combined Interagency Joint Task Force, and in rule of law operations. The next 
section of the article will provide more detailed examples of military national 
security lawyers in the context of history as their roles expanded. 

Let's first look at a lawyer assigned as part of the staff of the Office of the 
Staff Judge Advocate that supports both United States Northern Command 
(USNORTHCOM) and North American Aerospace Defense Command (NO
RAD). He will arrive at the COCOM with a law degree and having attended a 
number of JAG school courses. He received basic operations law, skills train
ing, and an introduction to the JAG Corps ethos at his first JAG course about 

78. Id. at III-11-15. For further detail on the development of the JTP, see Jo1 NT TRAINING M ANUAL, 

supra note 74. 
79. JOINT PUBLICATION 1-04, supra note 4, at III-11-15. 
80. David Castellon, JAGs Train as Vital Force for Deployments, AIR FORCE TIM ES, June 4, 2001 , at 

24. 
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ten to fifteen years earlier. He would have probably attended two to four 
advanced JAG school courses, most of which are a week in length, such as the 
Army Domestic Operations Law course. He may have a LL.M. from TJAGLCS 
or the civilian legal academy with an emphasis on some aspect of national 
security law, such as Air and Space law or Cyber law. He will have had two to 
three levels of Joint PME. One or two of those may have been a resident 
ten-month long program that awarded him a Master of Science degree in either 
military operations or national security. 

He will most likely have deployed outside the United States at least once and 
received training specific to that deployment in the Joint arena. He may have 
had one or two prior assignments to legal offices that addressed operations-law 
issues, such as at the Military Commissions or a headquarters element of a 
Service component of a COCOM (e.g., U.S. Army North, Air Forces North, 
Marine Forces North). He would have engaged in self-study over the years, 
reading various books and journal articles on military operations or national 
security and operations law. He has probably attended a few legal conferences 
that discussed various aspects of national security law, such as those hosted by 
the ABA's Standing Committee on Law and National Security or the annual 
Homeland Security Law Institute CLE conference. He may have even published 
on a national security legal topic. 

During his ten to fifteen years of practice, he would have received significant 
on-the-job training and informal mentoring designed to develop his practice 
skills. He will know the overall DoD and Service processes, and have a strong 
network of colleagues and mentors he can go to for guidance and assistance. 
His moral courage has probably been tested on multiple occasions, and he may 
have had his physical courage tested. 

Once at NORAD/USNORTHCOM, he will attend the USNORTHCOM-wide 
two-week orientation course on Homeland Defense and Defense Support of 
Civil Authorities. Judge advocates, along with everyone else new to USNORTH
COM, attend the course that includes instruction on a number of laws and legal 
policies (i.e., federalism, National Response Framework, Stafford Act, Posse 
Comitatus Act, and Executive Order 12333, United States Intelligence Activi
ties). The judge advocate will then move into the legal office and start on-the
job training on the particular authorities that apply to both NORAD and 
USNORTHCOM missions. 

He will study authorities of Department of Homeland Security, Department 
of Health and Human Services, Department of Justice, and others. He will learn 
laws, authorities, and processes that govern the Army and Air Guard when they 
are under the command of a Governor. He will study State laws as they impact 
USNORTHCOM missions, such as who has the authority to issue a mandatory 
evacuation notice and which States permit non-State licensed medical personnel 
to practice in that State during an emergency. In his NORAD role, he will learn 
laws, authorities, and processes that govern the bi-national defense cooperation 
agreement between Canada and the United States. This includes authorities in 
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support of the NORAD missions of Aerospace warning and control and Mari
time warning. Depending upon the SJA, there may be regular in-house training 
sessions led by one of the legal experts more experienced in the subject matter. 
When resources permit, the legal office also hosts an interagency legal confer
ence, which he will attend to hear from a range of experts. 

He may attend or be part of a training session involving Canadian and/or 
Mexican lawyers. He will participate in tabletop exercise inside the legal office 
as they prepare for USNORTHCOM and National-level exercises (NLEs). He 
will then participate in the NLEs. All of this training, education, and experience 
will prepare him for the day every fiber of him hopes will never come, but 
which he fully expects will come and for which he must be ready - when the 
Armed Forces are called upon to support their fellow Americans suffering from 
a natural or manmade disaster, or to respond when the United States or Canada 
is attacked by air. 

JAG school educated and trained judge advocates enable the full array of 
DoD activities . For example, the Navy operates the only U.S.-military installa
tion in Africa at Camp Lemonnier under Combined Joint Task Force-Hom of 
Africa (CJTF-HOA), an organization under U.S. Africa Command. 81 Since its 
formation in 2002, CJTF-HOA Navy judge advocates have advised on a wide 
range of national security issues, from engaging terror cells in East Africa to 
humanitarian missions, regional stability, and capacity building. 82 They advise 
on matters related to the status of U.S. personnel and port and air operations 
under the Agreement Between the Government of the United States and the 
Government of the Republic of Djibouti on Access to and Use of Facilities in 
the Republic of Djibouti. 83 They support use of an Acquisition and Cross
Servicing Agreement with the Japanese Self-Defense Force related to counter
piracy operations, conduct legal reviews of multinational operations, and provide 
basic LOAC training.84 

As another example, Marine Corps judge advocates who deploy with a 
regimental or battalion command are primarily intended to provide counsel on 
national security law matters such as LOAC, targeting, ROE, detainee opera
tions, and sensitive site exploitation.85 As line officers, they can also fill 
non-legal roles, either full- or part-time.86 Battalion-level Marine judge advo
cates in Iraq advised commanders on a range of issues including LOAC, ROE, 
targeting, detainee operations, military justice, as well as rule-of-law matters, 

81 . David Melson, The Horn of Africa: Building the Future, JAG MAG., Nov. 13, 200 I , at 8. 
82. Id. 
83. Agreement Between the Government of the United States and the Government of the Republic 

of Djibouti on Access to and Use of Facilities in the Republic of Djibouti , U.S.-Djibouti, Feb. 19, 2003 , 
T.I.A.S . 03-219. 

84. Melson, supra note 81 , at 9. 
85 . STAFF JUDGE ADVOCATE TO THE COMMANDANT, HEADQUARTERS, U.S . MAR1NE CORPS, MARINE CORPS 

LEGAL SERV. - STRATEGIC ACTION PLAN 2010-2015 , 6 (2010), available at http://www.hqmc.marines .mil/ 
Portals/135/Docs/JRS/Legal_Service_SAP.pdf. 

86. See id. at 5-6. 
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such as advising and assisting the local political structures in their efforts to 
establish court systems and address military justice matters.87 

Air Force judge advocates assigned to the Combined Air and Space Opera
tions Center (AOC, or CAOC given that it is Combined) at Al Udeid Air Base, 
Qatar are fully integrated into this combat weapons system. The U.S. forces at 
this CAOC are a component of U.S. Air Forces Central Command, a sub
command of U.S. Central Command. There are a number of other Combined 
and/or Joint AOCs. The judge advocate at Qatar is counsel for the Joint Air 
Force Component Commander (JFACC) and staff. Among other activities, he 
supports creation of the daily Air Tasking Order (ATO), which disseminates air 
assets and missions in furtherance of command objectives. Often by their 
commander's side, the attorneys ensure legal compliance on all deliberate 
(pre-planned) and dynamic (ad hoc) target prosecutions. In addition, they 
provide liaison and counsel to coalition headquarters, especially for partner 
countries with different LOAC standards and policy approaches. As impor
tantly, these lawyers formulate legal policies in congruence with the command
er's long-term planning, so that tactical and operational objectives can be 
achieved within the parameters of governing doctrine, norms, principals, and 
law. 88 

Among other positions, Coast Guard judge advocates are assigned to the U.S. 
Southern Command subordinate command entitled Joint Interagency Task Force 
South (JIATF-South). These lawyers advise on issues that include wide-ranging 
intelligence-collection management authorities, illicit trafficking, counterterror
ism (CT), support of civil authorities, law of the sea, ROE, Rules for the Use 
Force, Posse Comitatus, laws of and agreements with multiple countries related 
to interdictions and arrests, counterintelligence operations, and asylum and 
refugee law and policy. For example, they address issues such as those that arise 
from a Law Enforcement Detachment embarked on a Coast Guard cutter, Navy 
vessel, or boat of an international partner intercepted, boarded, searched and 
seized as a suspected narco-trafficker. 89 

Army (and other Service) judge advocates have served in Iraq and Afghani
stan in a variety of organizations over the past decade, supporting Counterinsur
gency Operations (COIN) through rule of law development, such as in the Iraqi 
Joint Area of Operations with the 25 th Infantry Division deployment as part of 
Multi-National Division North or Special Operations Task Force - Central, or in 

87. See, e.g., Public Service Profiles, Siddhartha Velandy LL.M. '11, Captain, U.S. Marine Corps, 
HARV. L. SCH. , http:/ /www.law.harvard.edu/news/spotlight/public-service/related/siddhartha-velandy _us
marine-corps.html. 

88. Interview with Col. Adam Oler, Judge Advoc., U.S. Air Force (Apr. 15, 2013) (interviewee was 
also former CAOC legal counsel). 

89. For a review of JIATF-South operations, see Evan Munsing & Christopher J. Lamb, Joint 
lnteragency Task Force-South: The Best Known, Least Understood lnteragency Success, INST. FOR 

NAT'L STRATEGIC STUD. , STRATEGIC PERSPECTIVES 5, June 2011, available at http://www.ndu.edu/inss/ 
docuploaded/Strat%20Perspectives%205%20_ %20Lamb-Munsing.pdf. 
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Afghanistan with the NATO Rule of Law Field Support Mission for Afghanistan/ 
Rule of Law Field Force-Afghanistan. These judge advocates address issues 
such as status of forces, ROE, LOAC, and CT operations. However, they focus 
on assisting the receiving state with rule-of-law development. For example, 
these missions have included helping to develop, organize, and train local 
police, judges, prosecutors, inspectors general, and build associated infrastruc
ture.90 They have mentored and trained the Afghan National Army on issues 
such as LOAC, including reporting and prosecuting war crimes, and they have 
worked to help the Afghans to create a military justice process, including a 
judge advocate program.91 They have also worked on human rights issues such 
as assisting with development of laws against violence against women and 
associated public educational campaigns efforts.92 Even when the programs in 
Afghanistan are reduced or eliminated, lawyers will continue to provide this 
support through other organizations such as DILLS and other military opera
tions. 

VII. HISTORICAL DEVELOPMENT OF JUDGE ADVOCATE PRACTICE OF AND 

EDUCATION ON NATIONAL SECURITY LAW 

A lawyer without history or literature is a mechanic, a mere working mason; 
if he possesses some knowledge of these, he may venture to call himself an 
architect. ~ Sir Walter Scott 

90. See generally, Ellen Klein, Bridging the Potomac: How a Rule of law Field Force Strikes 
Balance Between Security and Development Operations, SMALL WARS J., Mar. 25 , 2013, http:// 
small warsj ournal.com/j ml/ art/bridging-the-potomac-how-a-rule-of-1 aw-field-force-strikes-balance
between-security-and-dev; Brig. Gen. Mark S. Martins, ROLFSOs: One Individual Augmentation, Five 
Different Experiences, THE OFFICIAL BLOG OF THE US NAVY JAG CoRPs, Mar. 22, 2012, http://usnavy 
jagcorps.wordpress.corn/2012/03/22/rolfso-one-indi vidual-augmentation-fi ve-di fferent-experiences/; Lt. 
Nicolaus Gruelsen, ROLFSOs: One Individual Augmentation, Five Different Experiences , OFFICIAL 
BLOG OF THE us NAVY JAG CORPS, Mar. 27, 2012, http://usnavyjagcorps.wordpress.com/2012/03/27/ 
rolfso-one-individual-augmentation-five-different-experiences-2/; Lt. Philip Rohlfing, ROLFSOs: One 
Individual Augmentation, Five Different Experiences, OFFICIAL BLOG OF THE US NAVY JAG CORPS, Apr. 
3, 2012, http:/ /usnavyjagcorps.wordpress .corn/2012/04/03/rol fsos-one-indi vidual-augmentation-fi ve
different-experiences; Lt. Chris Cook, ROLFSOs: One Individual Augmentation, Five Different Experi
ences, OFFICIAL BLOG OF THE US NAVY JAG CORPS, Apr. 12, 2012, http://usnavyj agcorps.wordpress.com/ 
2012/04/ l 2/rolfsos-one-indi v idual-augmentation-fi ve-differen t-ex periences-2/; Rear Adm. James W. 
Crawford III , ROLFSOs: One Individual Augmentation, Five Different Experiences, THE OFFICIAL BLOG 
OF THE US NAVY JAG CORPS, Apr. 3, 2012, http://usnavyjagcorps.wordpress.corn/2012/04/ l 7 /982/; 
Geoff Guska, The Rule of law at Dawn: A Judge Advocate's Perspective on Rule of Law Operations in 
Operation Iraqi Freedom from 2008 to 2010, SMALL WARS J. , Feb. 11 , 2011 , http://smallwarsjournal.com/ 
jml/art/the-rule-of-law-at-dawn. 

91. See Daniel J. Hill & Kevin Jones, Mentoring Afghan National Army Judge Advocates: An 
Operational law Mission in Afghanistan and Beyond, ARMY LAW., Mar. 2007, at 12, 17, available at 
http://www.loc.gov/rr/frd/Military_Law/pdf/03-2007.pdf; see also DEP'T OF DEF., REPORT ON PROGRESS 
TOWARD SECURITY AND STABILITY IN AFGHANISTAN (2012) , available at http://www.defense.gov/news/ 
I 230 _Report_final. pdf. 

92. Lt. Jennifer Myers, ROLFSOs: One Individual Augmentation Five Different Experiences, OFFI
CIAL BLOG OF THE US NAVY JAG CORPS (Apr. 17, 2012), available athttp://usnavyjagcorps.wordpress.com/ 
2012/04/17 /982/. 
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The preceding part of this article described the education and training of 
judge advocates today and provided cameos of some of those fielded forces. 
Deliberate development of judge advocates for national security law practice 
has only existed for the past three decades . The JAG schools' national security 
law curriculum developed in response to emerging requirements. During that 
time, the JAG schools had sufficient resources to develop and offer courses on a 
liberal basis . 

Today, increasingly constrained resources are affecting the schools. There is 
reason to anticipate the fiscal challenges will become more severe over the next 
several years. Deliberate prioritization of resources is critical during such times. 
In 2013, the schools canceled, delayed, or transitioned some courses to a DL 
format, including at least one national security law course. When a JAG school 
cancels a course, those seats are not easily recoverable and a group of judge 
advocates has lost a developmental opportunity. That means a loss of knowl
edge and skills in the force . It can also have a negative impact on morale and 
harm judge advocate retention rates if JAG Corps members do not believe their 
Service will invest in their professional development. 

A. Major Historical Trends 

At least three major themes emerge in a historical study of the development 
of national security law, practice, and education. An understanding of these 
themes can inform future difficult resource decisions. A historical study helps 
anticipate future trends and requirements for trained lawyers and associated 
legal education, including that offered at the JAG schools. 

First, the development of national security law and practice are deeply and 
clearly interconnected. Together, they demonstrate the accuracy of Clausewitz's 
theory on war and Oliver Wendell Holmes's observations on law - law and war 
are aspects of politics.93 As such, war is guided by law and law responds to war. 
Thus, it is not surprising that history demonstrates that as the array and numbers 
of U.S. military operations have grown in scope, scale, number, and complexity, 
so too have the corresponding laws and legal policy. Logically, increasing 
numbers of judge advocates have become involved in this practice area. 

As an example, the nature and degree of the threat from international 
terrorism evolved from hijacking airplanes and street bombs on foreign shores 
in the 1960s and 1970s to mass murder in the 1990s to the growing existential 
threat of chemical, biological, radiological, or high-yield explosives . The in
creased complexity of this threat corresponded with increased global reach by 
bad actors. As this evolution occurred, so too the complexity and amount of law 
and policy grew. 

As another example, the deployed use of the military instrument of power 
multiplied as U.S. global reach and power expanded while simultaneously 

93 . See YON CLAUSEWITZ, supra note 1; H OLM ES, supra note 2. 
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globalization increased public awareness of atrocities and disasters worldwide. 
As the fear of nuclear war with the Soviets subsided, the American public 
decided that use of its powerful military could alleviate some of that human 
suffering. Humanitarian missions raised a new set of international, coalition, 
nongovernmental, and civilian (for example, internally displaced people) legal 
challenges. The sense that Americans could and should help others led to the 
integration of humanitarian relief efforts into nation-state versus nation-state 
combat operations. Each step of this expansion stretched and challenged laws, 
policies, and legal practice. 

Likewise, U.S. counterinsurgency (COIN) operations of the Vietnam era were 
tentative and not highly regulated. As the United States found itself in "Phase 
4" - post-conflict operation in Iraq and Afghanistan, COIN and associated 
rule-of-law development took on proportions and complexities previously un
seen. Compared to the Cold War highly-structured environment of a force-on
force model, COIN demanded more nuanced and creative governance systems. 
Combined with CT efforts, COIN operations took on more urgency and de
manded more political space. As these operations and laws developed and 
expanded, so too did the demand for judge advocates to practice in this area. 

A similar historical review of other legal areas such as cyber operations and 
homeland security reveals the same pattern. 

Second, major defense structural changes have affected legal practice due to 
associated shifts in authorities. Judge advocates advise senior leaders and 
commanders in matters relating to the leaders' authorities. Milestone transitions 
include the creation of the National Military Establishment and passage of 
Goldwater-Nichols. More recent structural changes, such as the creation of the 
sub-unified command U.S. Cyber Command, continue to require lawyers to 
adapt so that they can learn and apply new process and policy. 

Third, legal education has been largely reactive to the political forces of law, 
war, and economy. The development of military law schools followed the 
development of civilian law schools and both were associated with the profession
alization of the practice of law. Military national security law education devel
oped as a reaction to requirements for an increased number of educated judge 
advocates, and a requirement that they be educated in an ever-broadening array 
of legal complexities. Civilian national security law education developed much 
more recently, also in response to a need for educated lawyers, as well as other 
reasons. The expanding U.S . economy, from the time of the Great Depression 
until recently, enabled the employment of the military instrument of power and 
professionalization of these legal capabilities, including the JAG schools. 

This article will now examine the history of military national security law, 
practice, and education chronologically. The article describes military national 
security issues and legal practice in each major era. The discussion of each era 
ends with a review of the military and civilian legal education as it existed 
during that period. 
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B. Pre-World War II 

The presence of one of our regular civilian judge advocates in an army in the 
field would be a first-class nuisance. ~ General William T. Sherman, 1875

94 

National security law as an aspect of military practice primarily began during 
the Civil War, when President Lincoln recognized the requirement for a written 
code to govern Army conduct in war. He commissioned a law professor, Francis 
Lieber, to draft what was to become the first written United States law of war.95 

This 1863 code was formally known as "General Order No. 100: Instructions 
for the Government of Armies of the United States in the Field" and informally 
called the "Lieber Code."96 During the late 1800s and early 1900s, lawyers and 
statesmen built on the Lieber Code, culminating in the Hague Conference of 
1899 and 1907.97 By the early 1900s, an Army Field Manual entitled "The Law 
of Land Warfare," the revision of which is still in effect, replaced General Order 
No. 100.98 However, by 1920, "[u]nlike Military Law Proper, the Law of War in 
this country [was] not a formal written code, but consist[ed] mainly of general 
rules derived from International Law, supplemented by acts and orders of the 
military power and a few legislative provisions."99 

Starting in the early 1900s, a few senior judge advocates provided legal 
opinions on a limited range of national security issues, including "prisoners of 
war, the rights and duties of the forces abroad, the interpretation of treaties, and 
kindred subjects."100 Army judge advocates were also employed in "foreign 
intercourse," as with Spain in the Philippines and with then-Governor William 
H. Taft on his mission as a special envoy to the Vatican in 1901. 101 On the other 
hand, "[a]s late as World War I, 'the Navy Judge Advocate General's Office 
boasted that there was not a single lawyer on its staff."' 102 The first comprehen
sive U.S. treatise on military law, concerning both military justice and law of 
war, was written by an Army colonel judge advocate and published by the War 
Department in 1886. Colonel William Winthrop's Military Law and Precedents 

94. R. HEINL, DICTIONARY OF MILITARY QUOTATIONS 168 (1966). 
95. Burrus M. Carnahan, Lincoln, Lieber and the Laws of War: The Origins and Limits of the 

Principle of Military Necessity , 92 AM. J.INT'L L. 213, 213-214 (1998). 
96. Id. at 213; see also U.S. WAR DEP'T, GEN. ORDERS No. 100 (1863), available at http:// 

avalon .law. yale.edu/l 9th_century/l ieber.asp. 
97. See WILLIAM WINTHROP, MILITARY LAW AND PRECEDENTS 773 (2d ed. 1920); see also Gregory P. 

Noone, The History and Evolution of the Law of War Prior to World War II, 47 NAVAL L. REv. 176, 194 
(2000). 

98. See TELFORD TAYLOR, THE ANATOMY OF THE NuREMBURG TRIALS: A PERSONAL MEMOIR 10 (1992); 
DEP'T OF DEFENSE, U.S. ARMY FrELD MANUAL FM 27-10, THE LAW OF LAND WARFARE (1956) [hereinafter 
FM 27-10]. 

99. WINTHROP, supra note 97 (emphasis in original). 
100. E.g., E. H. CROWDER, REPORT OF THE JUDGE ADVOCATE GENERAL U.S. ARMY TO THE SECRETARY OF 

WAR 8 (1919) . 
101. Simeon E. Baldwin, The Mission of Gov. Taft to the Vatican, 12 YALE L. J. 1, 2 (1902). 
102. Frederick L. Borch, Discipline in the Age of Sail, THE JUDGE ADvoc., Nov. 2011, at 6, 7. 
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was a landmark text that expanded upon the author 's digest of opinions of The 
Judge Advocate General. 103 Other judge advocates produced less notable but 
still useful publications. 104 

During this period, military lawyers learned their practice through on-the-job 
training and self-study. The absence of institutionalized military legal training 
and education was consistent with the way civilian lawyers developed during 
this era. Through the 1800s, legal education slowly began to transform from a 
law office apprentice-model to institutional professional education. 

Very early law school education was haphazard and primarily consisted of 
lectures. In the late 1800s, Harvard Law School Dean Christopher Columbus 
Langdell developed the case-study education technique. This pedagogy remains 
the preferred civilian legal academy method today, particularly in doctrine 
courses. The ABA, founded in 1878, and the Association of American Law 
Schools (AALS), founded in 1900, guided the institutionalization of case-study 
methods. 105 

Recalling that judge advocates are initially civilian lawyers, a small number 
may have received education on national security law in their civilian education 
and training. The young civilian academy offered courses such as "Law of 
Nations" and "Admiralty and Maritime Law" as early as 1817. 106 Professor 
Francis Lieber taught law at the newly created Columbia Law School both 
before and after drafting the "Code for the Government of the Armies." 107 

During WWI, some schools temporarily added courses on "Military Law" and 
"Issues of War." 108 The War Department, Committee on Education and Special 
Training the Student Army Training Corps (precursor to Reserve Officer Train
ing Course [ROTC]), briefly prescribed specialized curriculum for a law school 
course entitled "Military Law and Wartime Legislation." 109 World War I (WWI) 
briefly affected the young civilian legal academy, forcing law schools to tempo-

103. See WILLIAM WINTHROP, MILITARY LAW AND PRECEDENTS (1886). 
104. Additional early materials on national security matters written by judge advocates include: 

Frederick Wiener, Book Review: When Civil Law Fails, 53 HARV. L. REv. 356 (1 939); A . Robert 
Ginsburg, Book Review: De Re Militari Et Bello Tractatus , 50 HARV. L. REv. 1333 (1937); S.T. Ansell, 
Status of State Militia Under the Hay Bill, 30 HARV. L. REv. 712 ( 1917); S.T. Ansell, Legal and 
Historical Aspects of the Militia, 26 YALE L.J. 471 ( 1917). 

105. See BRUCE A . KIMBALL, THE INCEPTION OF M ODERN PROFESSIONAL EDUCATION: C.C. L ANGDELL, 
1826-1906 (2009) (providing a historical perspective on legal education in America); WILLIAM P. 
LAPIANA, LOGIC AND EXPERIENCE: THE ORIGIN OF MODERN AMERICAN L EGAL EDUCATION (l 994) (same) ; 
ROBERT STEVENS, LAW SCHOOL: LEGAL EDUCATION IN AMERICA FROM THE 1850s TO THE 1980s ( 1983) 
(same). 

106. ALFRED Z. REED, TRAINING FOR THE PUBLIC PROFESSlON ON L AW, CARNEGIE FOUNDATION REPORT 456 
(1921). 

107. See Carnahan, supra note 95, at 214; PAUL D . CARRINGTON, LIEBER, FRANCIS (]798-1872), 
AUTHOR AND PROFESSuR (1987) available at http://scholarship.law.duke.edu/cgi/viewcontent.cgi 
?article= 26 l 8&context = faculty _scholarship. 

108. Comment, The Law School, 28 YALE L.J. 60, 61 (I 918). 
109. THE STUDENT ARMY TRAINING CORPS D ESCRIPTIVE CIRCULAR 6 (191 8), available at http:// 

libcudl .colorado.edu/wwi/pdf/i7375352x.pdf. 
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rarily close or reduce education. 110 A sourcebook was prepared, but not pre
scribed, and not implemented because it was printed at the conclusion of the 
"War to End all Wars." 111 The George Washington University law department 
selected the judicial opinions for inclusion. 112 The Post-WWI era was notable 
for the dearth of publication on any military law topic. 113 

C. World War II, Korea, and Vietnam 

During the WW II to mid-Vietnam decades, military national security prac
tice was primarily limited to more senior judge advocates who had acquired 
much of their knowledge through on-the-job training and self-study rather than 
formalized education. Post-WW II, national security law practice included 
international meetings such as the 1958 United Nations Law of the Sea Confer
ence, and the drafting of international agreements and treaties such as the 
United Nations Charter, Geneva Conventions and the 1948 Genocide Conven
tion, United Nations Convention on the Law of the Sea, and inputs on United 
States legislation such as the War Powers Act of 1941, Second War Powers Act 
(1942), the National Security Act of 1947, the 1949 National Security Act, and 
the DoD Reorganization Act of 1958. The "Space Race" launched space law, a 
particular area of concern for a few senior Air Force lawyers in the late 1950s 
and thereafter. 114 There were few Coast Guard positions for lawyers, severely 
limiting their practice despite major reorganizations and expanded authorities 
from the WW II era. us 

A larger group of lawyers participated in prosecution of war crimes, "which 
was, in effect, an extension of one of their traditional core missions, the 
administration of military justice." 116 The Korean Conflict brought with it 
practice and study areas on issues such as those leading to the Steel Seizure 
case. 117 Judge advocates produced Service regulations that explained LOAC but 
it appears that judge advocates did not deliver that training in the field, and if 
they did, it was on a very limited basis. 118 Even during combat operations in 

110. Comment, supra note 108. 
111. U.S. WAR DEP'T COMM. ON EDUC. AND SPECIAL TRAINING, A SOURCE-BOOK OF MILITARY LAW AND 

WAR-TIME LEG[SLATION m (J.H. Wigmore ed. 1919); T.W.S., Book Review: A Source-Book of Military 
Law and War-Time Legislation, Prepared by the War Department Committee on Education and Special 
Training Book Review, 28 YALE L. J. 847 (1919). 

112. See U.S. WAR DEP'T, supra note 111. 
113. See Austin W. Scott, Book Review: The Anny and the Law, 32 HARV. L. REv. 187, 187 (1918). 
114. FIRST 50 YEARS, supra note 69, at 42-43. 
115 . History of the Coast Guard Legal Program, supra note 30. 
116. Michael F. Lohr, Legal Support in War: The Role of Military Lawyers, 4 CHI. J. lNT' L L. 465, 

470 (2003). 
117. Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952). 
118. See, e.g., FM 27-10, supra note 98 (explaining LOAC but not discussing how often, how much, 

or how to train on LOAC). In the Air Force, Basic Military Training - the training for new enlisted 
accessions - included very limited training content on LOAC and the Code of Conduct for Prisoners of 
War but there is no known evidence in the Air Force that judge advocates provided that training. Email 
from Air Education and Training Command Historian (Jan. 15 , 2013) (on file with author). 
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Vietnam, judge advocates were involved in a few other areas of military 
operations on a very limited basis. 119 

As previously mentioned, judge advocate roles and responsibilities are associ
ated with the authorities of their principals. As such, major military reorganiza
tions affected the practice of judge advocates. Although the National Security 
Act of 1947 created the "National Military Establishment,"120 it was weak, with 
limited powers and a small staff. The Joint Chiefs of Staff now had formal legal 
standing, each still supported by their TJAG, but there was no Chairman until 
the 1949 revision. Once there was a Chairman, his authorities were limited, so 
his legal staff's authorities, practice, and influence was limited. At first, he did 
not even have a vote with the Joint Chiefs. Once he had a vote, each Joint Chief 
effectively had veto power over an issue even when the other Chiefs supported 
an issue. The 1958 revision was the last major change to defense organization 
until 1986. 12 1 

The DoD Reorganization Act of 1958 authorized the President, through the 
Secretary of Defense and with advice of the Joint Chiefs of Staff, to establish 
both specified and unified commands; it also clarified that the operational chain 
of command runs from the President and Secretary of Defense to the combatant 
forces rather than to the Services. Unified commands, such as U.S. Caribbean 
Command (which evolved into U.S. Southern Command), had supporting legal 
staffs. However, despite the law, "the military departments retained a de facto 
role in the operational chain of command and never complied with the provi
sions strengthening the unified commanders." 122 As such, the TJAGs retained 
primacy in operational legal advice - such as it was. 

Although military national security practice was not yet expanding, the 
TJAGs were building JAG schools during this era. Between the 1940s into the 
end of the 1960s, at the same time the civilian law school education was 
becoming de-rigueur, the military Services developed formal curriculum to train 
new lawyers for service as judge advocates as well as to provide CLE and 
training in various specialized areas of practice. The Services institutionalized 
their legal training because it had become clear that lack of formal military 

119. See, e.g., Terri M. Gent, The Role of Judge Advocates in a Joint Air Operations Center: A 
Counterpoint of Doctrine, Strategy, and Law, AlRPOWER J. , Spring 1999, at 40, 43; DEP'T OF ARMY, THE 
ARMY LAWYER: A HISTORY OF THE JAGC, 1775-1975 (1975) ; GEORGES. PRUH, VIETNAM STUDIES, LAW AT 

WAR: VIETNAM 1964-1973 (197 5), available at http://www.history.arrny.mil/booksNietnam/Law-War/ 
law-fm.htm; Ted B. Borek, Legal Services During War, 120 MIL. L. REv. 19, 53-54 (1988); Lohr, supra 
note 116; FREDERIC L. BORCH, JUDGE ADVOCATES IN COMBAT: ARMY LAWYERS IN MILITARY OPERATIONS FROM 
VIETNAM TO HAm 3-52 (2004) [hereinafter JUDGE ADVOCATES IN COMBAT]. 

120. National Security Act of 1947, Pub. L. No. 80-253. The National Military Establishment 
became the Department of Defense. See Act of Aug. 10, 1949, Pub. L. No. 81-216, 63 Stat. 578. 

121. James R. Locher III, Has it Worked? The Goldwater-Nichols Reorganization Act, NAVAL WAR 
COLL. REv., Autumn 2001 , at 95, 99, available at http://www.usnwc.edu/getattachment/744b0f7d-4a3f-
4473-8a27-c5b444c2ea27. 

122. Id. 
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training hindered quality development of new lawyers. 123 

NJS was established in 1946. The Army legal training that evolved into The 
Army Judge Advocate General's School (and is now TJAGLCS) began during 
World War II and was formally established in 1951 on the campus of the 
University of Virginia. 124 From 1950 through 1955, new Air Force lawyers 
received formal military legal training, but that program was dismantled in 1955 
in favor of on-the-job training. 125 Training had become all the more important 
when the UCMJ went in effect in 1951. In the early 1960s, the Air Force began 
to send a few students to obtain a LL.M. in International Law. 126 In 1968, 
AFJAGS was formally re-established. 127 This was the same year of a major 
revision to the UCMJ and associated major expansion of the role of military 
lawyers. 128 In 1987, the Army's law school became a congressionally
authorized degree-granting institution and an ABA-accredited law school which 
awards a LL.M. in Military Law. 12 9 

During this era, the practice of the majority of judge advocates focused on 
military justice, claims, legal assistance, some contracts, and administrative 
regulatory matters, rather than on national security law. JAG school curriculum 
reflected that practice. Military legal curriculum included limited discussion of 
LOAC.130 A few Army JAG school students ' theses examined emerging areas of 
the law and national security. 131 

The institutionalization of JAG school education reflected trends in civilian 
legal education. As in WW I, the civilian legal academy suffered from loss of 
students and instructors during World War II (WW II). Schools not accredited 
by ABA suffered most. Later, funding for veterans' education (G.I. Bill) resulted 

123. See R. Scott Howard, The Great Big School House , THE REP. , Special Anniversary Edition, 
1999, at 79-80. 

124. JoHN W. BURTCHAELL, HISTORY OF THE JUDGE ADVOCATE GENERAL'S SCHOOL, COMMANDANT'S 
ANNUAL REPORT 1965-1966 1 (1966), available at http://www.loc.gov/rr/frd/Military _Law/pdf/CAR_ 
1965-1966. pdf. 

125. Howard, supra note 123, at 80. 
126. Future Air Force TJAG Major General Walter Reed obtained his LL.M. in International Law in 

1963 from McGill University. Major General Walter D. Reed, U.S . AIR FORCE, http://www.af.mil/ 
information/bios/bio.asp?bioID=6866; see also FIRST SO YEARS, supra note 69, at 54. The Air Force 
still sends judge advocates to this program for their emphasis in Air and Space law. 

127 . Howard, supra note 123, at 79. 
128. Military Justice Act of 1968, Pub. L. No. 90-632, §2(27), 82 Stat. 1335 (1968). 
129. 10 U.S.C. §4315 (2006). The course of instruction that evolved into the LL.M. began decades 

earlier and the 1960s versions included international law training. See also TJAGSA Gains Statutory 
Authority to Award a Master of Laws (LL.M.) in Military Law, 27-50-181 ARMY LAW. 3, 3-4 (1988). 

130. BuRTSCHAELL, supra note 124, at 15. 
131. See, e.g., BENJAMIN B. FERRELL, LEGAL CONTROL OF RESOURCES IN A CouNTERrNSURGENCY WAR: A 

THESIS PRESENTED TO THE JUDGE ADVOCATE GENERAL'S SCHOOL, U.S. ARMY (1966) , available at http:// 
www.archive.org/stream/lega1controlofre00ferr#page/n 1/mode/2up; THOMAS E. DONAHUE, SELF-DEFENSE 
AND FREEDOM OF THE SEAS: A THESIS PRESENTED TO THE JUDGE ADVOCATE GENERAL'S SCHOOL, U.S. ARMY 
( 1964 ), available at http://ia600800.us .archive.org/10/items/selfdefensefreedOOdona/selfdefensefreedOO 
dona.pdf; KEITH D. LAWRENCE, MILITARY-LEGAL CONSIDERATIONS rN THE EXTENSION OF THE TERRJTORIAL 
SEA: A THESIS PRESENTED TO THE JUDGE ADVOCATE GENERAL'S SCHOOL, U.S. ARMY (1964) , available at 
http://www.archive.org/stream/rnilitarylegalcon00lawr#page/n5/mode/2up. 
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in an influx of students, primarily at accredited schools. By the 1950s, these 
influences, combined with state legislation restricting legal practice and impos
ing bar examinations, solidified law schools as the path to practice. 132 

D. 1970s: Impact of Vietnam 

The responsibility to ensure compliance with the laws of war, more than any 
other responsibility, accounts for the emergence of the lawyer as an advisor 
on the conduct of military operations ~ Rear Admiral Michael Lohr, USN 
(ret.) 133 

That aspect of national security law now termed "operational law" or "opera
tions law" by military lawyers grew out of the post-My Lai massacre 1970 
"Peers Inquiry." The Peers Inquiry found that the United States "in part ful
filled" its "obligation to instruct its military personnel concerning the conven
tional law of war[ ... ]by [providing] formal military instructions and 
directives ." 134 It summarized the U.S. obligations under U.S. and international 
law to investigate alleged war crimes. 135 The Inquiry then found that contribu
tory causes of the murders included inadequate law-of-war training and unclear 
directives prescribing the procedures for the reporting of war crimes. 136 As a 
result, the Army immediately mandated that judge advocates provide the law-of
war training, preferably in conjunction with experienced commanders. 137 Like
wise, young Air Force judge advocates assigned at installations began to teach 
the law of war to new military accessions during Basic Military Training. 138 In 
1974, DoD published DoD Directive 5100.77, DoD Law of War Program, 
which made the Army JAG Corps lead organization for implementation. 139 The 
DoD Directive mandated that judge advocates participate in the development 
and review of operational plans and troop training on the law of war. 140 In order 
to review operational plans, judge advocates were then required to obtain 

132. See generally KIMBALL, supra note 105, LAPIANA, supra note 105, STEVENS supra note 105 
(providing a historical perspective on legal education in America) . 

133. Lohr, supra note 116, at 471. 
134. U.S . DEP'T OF THE ARMY, REPORT OF THE DEPARTMENT OF THE ARMY REVIEW OF THE PRELIMINARY 

lNvESTrGIXI'IONS INTO THE MY LAI lNcIDENT 9-2 (1970), available at http://www.loc.gov/rr/frd/Military _Law/ 
pdf/RDAR-Vol-I.pdf. 

135. Id. at 9-3 to 9-5. 
136. Id. at 4-7 to 4-8, 8-13, 12-7 to 12-8; see also David E. Graham, My Lai and Beyond: The 

Evolution of Operational Law, in JOHN NORTON MOORE & ROBERT F. TURNER, THE REAL LESSONS OF THE 
VIETNAM WAR: REFLECTIONS TWENTY-FIVE YEARS AFTER THE FALL OF SAIGON 363-379 (John Norton 
Moore & Robert F. Turner eds ., 2002) [hereinafter REAL LESSONS OF THE VIETNAM WAR] ; JUDGE 
ADVOCATES IN COMBIXI', supra note 119, at 30. 

137. JUDGE ADVOCATES IN CoMBIXI', supra note 119, at 30. 
138. Air Education and Training Command, Historian email (Jan. 7, 2013) ( on file with author). 
139. DoD Directive 5100.77, DoD Program for the Implementation of the Law of War (1974) 

[hereinafter DoD Dir. 5100.77]; see also JUDGE AovocfXI'ES IN COMBAT, supra note 119, at 31. 
140. DoD Dir. 5100.77, supra note 139. 
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. 1 db ". h d t " 141 necessary secunty c earances an e m t e comman cen er. 
The Peers Inquiry report would later become the identifiable point at which 

military national security law practice began to shift from the exclusive practice 
of a handful of strategic-level senior Service lawyers to an inclusive practice 
conducted by officers of all ranks and in broad range of assignments. The DoD 
Directive's second-order effect was the development of judge advocates that 
had an awareness of, and familiarity with, national security issues and opera
tional activities on a scale never before seen. 142 Meanwhile, senior judge 
advocates in the Pentagon and some judge advocates assigned to legal offices 
overseas continued to perform a variety of international law and law-of-war 
functions, including matters associated with prisoners of war and law-of-war 
violations. 143 

While ground forces were managing and adapting to events such as the My 
Lai massacre, air forces suffered from frustration over combat losses associated 
with highly complex air operation ROE; ROE was also closely associated with 
the White House. Then, in 1972, General John D. Lavelle was relieved of 
command and retired as a major general for having allegedly ordered attacks in 
violation of the ROE and then directing aircrew to report their actions falsely. 144 

The Inspector General investigated; there was negative media attention and a 
Congressional hearing, but General Lavelle was not court-martialed. Decades 
later, the Air Force Board for Correction of Military Records concluded that the 
White House, DoD, and JCS "all possessed evidence which, if released, would 
have exonerated him. This evidence indicates that bombing missions into North 
Vietnam were authorized by then President Nixon." 145 Throughout the Vietnam 
era, almost no judge advocates were involved in drafting, reviewing, or advising 
on air ROE. Post-Vietnam, the pilots who went on to lead the Air Force 
employed their lawyers in a manner that recognized the increasingly complex 
and high-risk legal and political environments . 

Likewise, the Navy experienced deep frustration over the Vietnam-era ROE. 

141. Lohr, supra note 116, at 471. 
142. JUDGE ADVOCATES IN COMBAT, supra note 119, at 62 ; FIRST 50 YEARS, supra note 69, at 137 . 
143 . The Air Force Judge Advocate General's Corps "participates in and monitors all international 

negotiations affecting USAF interests , prepares opinions of various international legal matters, provides 
inputs to certain DoD reports, monitors all Foreign Criminal Jurisdiction (FCJ) cases, and is responsible 
for all matters involving the Law of Armed Conflict. Overseas bases monitor all cases being processed 
under FCJ and prepare reports for interested commanders. They also pursue local matters arising from 
treaties and Status of Forces Agreements." GORDON A. GtNSBURG, ET AL, THE JUDGE ADvocATE GENERAL'S 
1982 BLUE RIBBON PANEL ON DATA AUTOMATION 88 (1983) (on file with author). 

144. Gent, supra note 119, at 44. 
145. BOARD OF PROCEEDfNGS, AlR FORCE BOARD OF CORRECTION OF MILITARY RECORDS, IN THE MATTER 

OF JOHN D. LAVELLE (DECEASED) , DOCKET NUMBER BC-2008-03624, at 7 (2009) (on file with author). 
General Lavelle died in 1979. In 2010, upon Air Force and DoD recommendation, the White House 
nominated General Lavelle for retirement with his four stars. Larry Shaughnessy, General dead for 31 
years nominated for promotion to clear his record, CNN, Aug. 4, 2010, http://www.cnn.com/2010/US/ 
08/04/general.posthumous.promotion/index.html. The matter of General Lavelle remains unresolved 
and both military and civilian lawyers are involved in efforts or response to efforts to clear his name. 
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In 1979, then-CNO, Admiral Thomas B. Hayward, ordered a study to standard
ize the worldwide Maritime ROE. 146 That study contributed to significant ROE 
changes DoD-wide through the early and mid- l 980s. 147 These changes had less 
impact on the Coast Guard, which was focused on its expanding role in fisheries 
laws and environmental protection due to various 1970s-era laws. 148 

In the 1970s, the Army expanded national security law JAG school course 
offerings. For example, the Army created a one-week course on the study of the 
Law of War.149 The Army JAG school also began to teach the "lessons" of 
Vietnam to Army lawyers, offering "[e]xtensive instruction [ ... ] on how to 
teach the Law of War in the field" and encouraging military practitioners to 
produce scholarly articles on the topic. 150 

The Services increasingly sent judge advocates to civilian law schools to 
obtain a LL.M. in various subjects, including International and Comparative 
Law. 151 The first civilian national security law course was offered in the 
mid- l 970s. That first University of Virginia course was taught by Professor 
John Norton Moore, who had studied the UCMJ at Duke Law School under a 
former Air Force judge advocate and judge, Professor Robinson 0. Everett. I52 

By 1978, a casebook existed that addressed the military justice system, law of 
armed conflict, and powers and control of the Armed Forces, but no national 
security law texts yet existed. 153 

E. 1980s: Military National Security Law Practice Comes of Age 

Lest there be any doubt, OPLA Wis a new concept. It is not simply a modified 
form of international law, as traditionally practiced by Army judge advocates, 
dressed in a battle dress uniform and given a 'catchy' new name. ~ Col David 
E. Graham, USA (ret.) 154 

146. W. Hays Parks, Righting the Rules of Engagement, U.S. NAVAL INST. PROCEEDINGS, May 1989, at 
84. 

147. Id. 
148. See generally History of the Coast Guard Legal Program, supra note 30. 
149. REAL LESSONS OF THE VIETNAM WAR, supra note 136, at 365-366. 
150. Id. 
151. The Services continue to send some judge advocates to civilian institutions for LL.Ms today. 

All Army mid-level judge advocates obtain an LL.M. from either a civilian institution or TJAGLCS. 
152. Chief Judge Everett served as an Air Force judge advocate during the Korean conflict. He later 

went on to serve on the United States Court of Military Appeals, now the Court of Appeals of the 
Armed Forces, from 1980-1990, retiring as the Chief Judge. He continued to promote the study of 
national security law and was one of the most respected authorities on military justice at the time of his 
death in 2009. Likewise, Professor Moore has continued to further the study, teaching, and practice of 
national security law, including co-authoring the first key text on the subject. 

153. Stephen Dycus, Teaching National Security Law, The Law Teacher as Peacemaker: National 
Security in the Classroom, 55 J. LEGAL EDuc. 42, 43 n.3 (2005) (citing DONALD N. ZILLMAN ET AL., THE 
MILJTARY IN AMERICAN SocIETY: CASES AND MATERIALS (New York, 1978)). 

154. David E. Graham, Operational Law-A Concept Comes of Age, ARMY LAW., July 1987, at 9 
(emphasis in original). 
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The seeds of the judge advocate legal training first sown in the 1970s bore 
fruit leading up to and during the 1983 invasion of Grenada in Operation 
URGENT FURY. Other judge advocates deployed to Grenada with combat 
troops and provided advice on a range of matters beyond military justice and 
claims. At the request of commanders, they advised on policy on war trophies, 
treatment of captives, status of forces agreements and more; they also liaised 
with the International Committee of the Red Cross. 155 Operation URGENT 
FURY further focused military attention on the requirement for improved 
organization, and for a need for increased amount and breadth of operational 
legal education and experience. 156 URGENT FURY legal support was a suc
cess, and in 1984, the Marine Corps published a doctrine document that defined 
how legal services should be employed to support the Fleet Marine Forces. 157 In 
1988, a Joint Chiefs of Staff Memorandum reinforced and expanded upon the 
pre-Grenada requirement that commanders should have lawyers immediately 
available to them for a range of support, including employment and restraint of 
the armed force. 158 

Concurrently, following the failed April 1980 rescue attempt of the U.S. 
hostages in Tehran, Iran, President Reagan transformed the Rapid Deployment 
Joint Task Force, which President Carter had established in March 1980 into 
U.S. Central Command (USCENTCOM). USCENTCOM was activated in Janu
ary 1983 with supporting legal staff. Over the next three decades, USCENT
COM was to become a strategic linchpin in U.S. engagement in the Middle East 
and it commanded U.S. involvement in multiple hostilities. A significant num
ber of lessons learned for employment of judge advocates in operations have 
arisen from the USCENTCOM Area of Responsibility (AOR). Many of DoD's 
most experienced national security lawyers were previously assigned to the 
USCENTCOM legal office or the office of one of its subordinate Joint com
mands. 

The 1983 bombing of the United States Marine Corps barracks in Beirut, 
Lebanon marked the continued evolution of judge advocate practice into CT, a 
trend that would increase in the decades to come. The United States bombed 
Libya in Operation EL DORADO CANYON in April 1986, in response to the 
Libyan-sponsored terrorist bombing of a Berlin discotheque earlier that year, 
and to previous attacks in the Rome and Vienna airports. In 1988, state
sponsored terrorists downed Pan Am Flight 103 over Lockerbie, Scotland. 

155. JUDGE ADVOCATES IN COMBAT, supra note 119, at 62. 
156. JUDGE ADVOCATES IN COMBAT, supra note 119; FIRST 50 YEARS, supra note 69, at 137; REAL 

LESSONS OF THE VIETNAM WAR, supra note 136, at 370-373. 
157. U.S. MARINE CORPS, OPERATIONAL HANDBOOK NUMBER 4-10, LEGAL SERVICES SUPPORT (1984), 

available at https://www.fido.gov/facadatabase/docs_meetings/2010-73653-177332_ USMC%20SAP% 
20Tab%205%20-%20USMC%20OH%204-10%20LSS%20(1984)_(2010-08- l 7-l l-21-49).pdf. 

158. MEMORANDUM oF THE Jo1NT CHIEFS OF STAFF (MJCS) 0124-88, IMPLEMENTATION oF DoD LAw oF 
WAR PROGRAM (1988) followed MEMORANDUM OF THE JOINT CHIEFS OF STAFF 59-83. IMPLEMENTATION OF 
THE DoD LAW OF WAR PROGRAM (1983). 
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Judge advocates published their thoughts on this subject as some of the earliest 
modem mate1ial on terrorism and law. I59 Samuel Huntington would not publish 
his first article positing "The Clash of Civilizations" for four more years. 

160 

Significantly, Congress passed the Goldwater-Nichols Department of Defense 
Reorganization Act of 1986 (Goldwater-Nichols). 161 The CJCS now became the 
principal military advisor to the Secretary of Defense and the President of the 
United States. The Joint Staff became responsible exclusively to the Chairman. 
As such, the Joint Staff Legal Counsel became the Chairman's Legal Counsel 
and took on more significant responsibility and influence. Goldwater-Nichols 
strengthened the COCOM I62 force employment power over the military Ser
vices, expanding COCOM interaction with Congress and its voice in the DoD 
budget process. More operational authority brought with it more legal responsi
bility. Judge advocate knowledge and understanding of good process has always 
been important - it is even more so during times of major structural and 
authority changes. During such times, judge advocates often teach or remind 
non-lawyers about the distinctions in authority and function between the admin
istrative and operational chains of command. 

This shift to a Joint structure also extended to those units subordinate to 
COCOMs, many of which now required a staff, including judge advocates with 
operational and strategic knowledge and skills. The lawyers in each layer of the 
post-Goldwater-Nichols Joint organizations now primarily provided legal ad
vice, and thus accountability for military operations, to a degree and scale that 
had not existed before Goldwater-Nichols. For example, the previously men
tioned DoD Law of War Program requires COCO Ms to have their legal counsel 
review all plans, policies, directives, and rules of engagements, and to supervise 
the administration of the law-of-war program dealing with enemy violations. 163 

In addition to changing the organization structure, process, and authorities, 
Goldwater-Nichols linked future promotion eligibility to Joint operational expe
rience and education. 1 64 This was not an insignificant part of the Act. It 
increased the incentive for those officers most competitive for senior military 
leadership positions to serve in the Joint commands. Before the Act, these 
high-performing officers did better from a career-progression perspective if 
their assignments were in their Service. As such, Goldwater-Nichols shifted the 
tide of quality officer assignments. 

Congress permitted SecDef to waive certain military occupational profes
sional specialties, including judge advocates, from satisfying the Joint experi-

159. See, e.g., RICHARD J. ERICKSON, LEGITIMATE UsE OF MILITARY FORCE AGArNST STATE-SPONSORED 
INTERNATIONAL TERRORISM (1989), available at http://www.au.af.mil/au/awc/awcgate/au/erickson.pdf. 

160. Samuel P. Huntington, The Clash of Civilizations?, FoR. AFFAIRS, Sununer 1993, at 22. 
161. Goldwater-Nichols Department of Defense Reorganization Act of 1986, 10 U .S.C. §619 (1986). 
162. Id. 
163. Dep't of Def., Directive 2311.0lE, DoD Law of War Program, U5.ll.5, 5.11.8 (2006), 

available at http://www.dtic.mil/whs/directi ves/corres/pdf/23110 l e.pdf. 
164. Goldwater-Nichols Act, supra note 161. 
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ence and education requirement. 165 However, the recent congressionally 
commissioned Independent Review Panel to Study the Judge Advocate Require
ments of the Department of the Navy recommended a requirement for "formaliz
ing judge advocate participation in the Joint officer management program and 
Joint Qualification system." 166 Certainly, this recommendation is worth serious 
consideration by each of the JAG Corps. Concerns to overcome include the 
challenge to obtaining enough seats for high-performing judge advocates to 
attend resident joint PME. For example, the Air Force sends only four judge 
advocates to War College each year - two to Air War College and two to 
National Defense University. Additionally, there are only a certain number of 
qualifying joint assignments compared to the percentages of otherwise competi
tive individuals. At a minimum, DoD should phase in any elimination of the 
waiver over an extended time, just as it was phased in for those without the 
waiver. 

Nonetheless, all JAG Corps strongly encourage appropriate-level PME be
cause it increases the ability of judge advocates to provide quality legal services 
to the Services and Joint force. 167 Additionally, although judge advocates have 
not been formally processed and tracked as part of the Joint system that 
advances other officers, the requirement nonetheless stimulated increased na
tional security operational-level practice. 168 Today, almost all general and flag 
officer judge advocates have both Joint experience and Joint education. Many 
have served at least once as a staff judge advocate for a COCOM, component 
thereof or as part of the OCJCS/LC. 169 Making one or more assignments in a 

165. 10 U.S.C. §619A(b)(3)(C) (2006); Dep't of Def., Instruction 1300.19, DoD Joint Officer 
Management Program, at Enc. 2, ~[2.23 (Oct. 31, 2007 in corp. Change 2, Feb. 16, 2010); Chairman of 
the Joint Chiefs of Staff, Instruction 1331.0lD, Manpower and Personnel Actions Involving General 
and Flag Officers, at Enc. E, <J[6(b)(3) (2010). 

166. INDEPENDENT REVIEW PANEL TO STUDY THE JUDGE ADVOCATES REQUIREMENTS OF THE DEP'T OF THE 

NAVY, FINAL REPORT 70 (2011) [hereinafter REVIEW PANEL REPORT ON NAVY], available at https://sites. 
google.com/site/506panel/documents. 

167. See, e.g., JAG Instruction 1500.4A, supra note 47. Additionally, in some Services, failure to 
have appropriate-level professional military education substantially eliminates an individual from 
promotion to the next level. For example, between 1989-2013, of the hundreds of active-duty AF JAGs 
considered for promotion to colonel, only six individuals who had not completed grade-appropriate 
PME were selected for promotion. Only one of those six was selected for promotion after 1993 . The Air 
Force Judge Advocate General's Professional Development Directorate Central Selection Board histori
cal statistics (on file with author). 

168. Promotion board composition includes non-JAG members who are subject to the Joint duty 
requirements and education preferences. Most of these board members value operational experience 
and education. Promotion boards also receive instructions from Service Secretaries that include 
direction regarding needs of the Service, such as identifying leaders who have Joint, Coalition and 
Interagency experience. For more information on promotion board procedures and processes, see, e.g., 
10 USC §619 et seq. (2006); 10 USC §14301 et seq. (2006); Dep't of Def. Instruction 1320.12, 
Commissioned Officer Promotion Program (2005); Dep ' t of Def. Instruction 1320.14, Commissioned 
Officer Promotion Program Procedures (1996). 

169. All of the current and immediate past most-senior lawyers have Joint operational experience. 
For example, Lieutenant General Richard C. Harding, USAF, was the Staff Judge Advocate for U.S. 
Strategic Command; Lieutenant General Flora D. Darpino was the Staff Judge Advocate for U.S. 
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Joint operation a priority does lag in some pockets of the legal community, 
depending upon personalities and appreciation of the importance of Joint opera
tions. 

The November 1986 revelations to Congress over the transfer of weapons to 
Iran in exchange for their assistance in securing the release of U.S. hostages 
held in Lebanon, and transfer of associated proceeds of those weapon sales to 
the Nicaraguan Contras, commonly known as the "Iran-Contra affair," also 
resulted in transformational national security changes. Congress and others 
scrutinized DoD (including its lawyers) for its part in the scandal. 170 Legisla
tive, policy, and organizational changes at a number of levels and within a 
number of organizations were enacted. Among other organizational changes, in 
1987, the position of legal counsel to the National Security Council was created 
and filled .17 1 

The Services, and the Army in particular, reformed procedures and regula
tions identified by the investigations as areas of concern. Reflecting back on 
Iran-Contra in 1988, the Army General Counsel stated: "The Army has virtually 
escaped criticism in this area, because Army lawyers assumed the lead in 
identifying what needed to be done, and following through on the tough 
decisions that had to be made." 172 The practices of judge advocates at the 
strategic levels, such as the Service Judge Advocates General, OCJCS/LC, and 
those involved in intelligence and special operations, were particularly impacted 
by these changes. Field judge advocates were primarily impacted by the in-

Forces-Iraq in Baghdad; Lieutenant General Dana K. Chipman, USA (retired in September 2013), 
served as the Staff Judge Advocate for both U.S. Central Command and U.S. Special Operations 
Command; Vice Admiral Nanette M. DeRenzi, USN, was the staff judge advocate to U. S. Southern 
Command; Major General Steven J. Lepper, USAF, who has a LL.M. in International and Comparati ve 
Law, was Deputy Counsel in the Office of the Legal Counsel to the Chairman of the Joint Chiefs of 
Staff and was Staff Judge Advocate for U.S. Forces Japan ; Major General Clyde J. "Butch" Tate, USA, 
served at U.S. Special Operations Command and was one of the first judge advocates on the ground 
during Operation URGENT FURY in Grenada; and Rear Admiral James W. Crawford, III, USN, was 
the Legal Counsel to the Chairman of the Joint Chiefs of Staff, staff judge advocate U.S. Pacific 
Command, and commander, NATO Rule of Law Field Support Mission/Rule of Law Field Force
Afghanistan. 

170. For example, Ms. Susan Crawford, General Counsel of the Army, was deposed in 1987 by the 
U.S. House of Representatives, Select Committee to Investigate Covert Arms Transactions with Iran . In 
her testimony, she described the standard legal review process for matters related to classified and 
special access programs primarily associated with transfer of equipment to the CIA. Thi s description 
included comment on standard process legal reviews on matters of this nature by the Army Judge 
Advocate General and his staff. Transcript of Congressional Deposition, MARY FERRELL FouNo., at 3, 9, 
10, 18, 19, 25, 30, 31 , available at https://www.maryferrell.org/mffweb/archive/viewer/showDoc.do? 
absPageld= 1575963. 

171. National Security Decision Directive 266, Implementation of the Recommendations of the 
President's Special Review Board 5 (Mar. 31 , 1987) adopted the recommendation to appoint a legal 
counsel by the REPORT OF THE PRESIDENT'S SPECIAL REv1Ew BoARD, pt. V, at l (Feb. 26, 1987); Office of 
the Historian, U.S. Department of State, History of the National Security Council: 1947-1997, FAS, 
Aug. 1997, http://www.fas.org/irp/offdocs/NSChistory.htm. 

172. Susan Crawford, Opening Remarks for the General Counsel's Conference: June 1988, ARMY 
LAw., July 1988, at 13, 14. 
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creased fiscal law oversight on military operations. 
In 1989, the President authorized the U.S. invasion of Panama in Operation 

JUST CAUSE. 173 While strategic level national security lawyers provided 
guidance to the highest levels, an Army judge advocate parachuted into Panama 
with Joint combat forces. 174 "Within an hour he received his first legal ques
tion," not on military justice or legal assistance, but on the legality of seizure of 
Panama Defense Force helicopters. 175 "Legal issues loomed large in the delibera
tions, as U.S. officials had emphasized that none of the actions contemplated 
should violate the canal treaties or other applicable laws." 176 As a result, the 
Task Force Atlantic commander "found himself (as did other commanders) 
relying as much or more on his staff judge advocate for advice as on his 
operations officer." 177 

At the Service Component levels, lawyers were heavily engaged in issues, 
including ROE. At US Army-South, the colonel SJA was deeply involved in 
intense discussions with USSOUTHCOM on ROE. 178 At Air Forces-South, Air 
Force judge advocates assigned to Joint operational units provided legal and 
legal policy planning and execution advice. 179 This legal activity was led by a 
judge advocate who would later become the Air Force TJAG, 180 and built upon 
judge advocate participation in air control center exercises, and in Joint and 
combined exercises that had begun in 1980. 181 The USSOUTHCOM SJA was 
also involved in all manner of planning and execution, such as advocating to 
lawyers in OCJCS/LC for declassification of the ROE. 182 

Throughout the 1980s, JAG schools responded to the increased requirement 
for trained national security lawyers at the operational and tactical levels. 
Because civilian national security law education remained almost non-existent 
through the 1970s and early 1980s, new judge advocates were not entering the 
military with this knowledge. 183 JAG schools modified their curriculums and 
added new courses to concentrate on field judge advocate issues as they were 
learning them from the above-described operations. New offerings included 

173. President Bush authorized Operation JUST CAUSE on Dec. 17, 1989. 
17 4. JUDGE ADVOCATES IN COMBAT, supra note 119, at 99-100. 
175. Id. at 99. 
176. LAWRENCE A. YATES, THE U.S. MILITARY INTERVENTION 1N PANAMA: ORIGINS, PLANNING, AND CRJSIS 

MANAGEMENT JUNE 1987-DECEMBER 1989, 202 (2008), available at http://www.history.army.mil/htrn.V 
books/just_cause/CMH_55- l-1 _Just_ %20Cause_opt.pdf. 

177. Id. 
178. Id. at 212. 
179. GINSBURG ET AL., supra note 143. 
180. Then-Colonel William A. Moorman was the dual-hatted as the Twelfth Air Force and Air 

Forces-South Staff Judge Advocate during Operation JUST CAUSE. He continued to guide the Air 
Force forward in operations law training, education, and practice until his retirement as a major general. 

181. GINSBURG ET AL., supra note 143, at 45. 
182. YATES, supra note 176, at 119. 
183. The first law school center dedicated to the study of law and national security was created in 

1981 at the University of Virginia. By 1984, only seven law schools taught national security law 
courses. Center on Law, Ethics and National Security, DUKE LAW, http://www.law.duke.edu/lens; Scott 
L. Silliman, Teaching National Security Law, I J. NAT'L SECURITY L. & PoL'Y 166 (2005): 
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Law of the Sea, Air and Space Law, and an Advanced Law of War seminar. 
184 

The Goldwater-Nichols organizational impact and shift in authorities was part 
of the training. At the end of this period, the JAG school instruction on fiscal 
law in the context of operations · quickly began to expand in the wake of 
Iran-Contra. Because of international terrorist activities, the Army created and 
then expanded a course entitled "Legal Aspect of Terrorism." 185 With judge 
advocates now in AOCs, the Air Force began its first post-graduate course in 
this subject in 1986, entitled "International Operations Law." 186 As in most of 
these areas, previously, the air operational judge advocates had relied on 
self-study and on-the-job training. 187 This course reflected the significant devel
opment in the operational practice of Air Force lawyers. 

In 1987, then-Lieutenant Colonel and Army Chief, International Law Divi
sion, David E. Graham, published an article entitled, "Operational Law-A 
Concept Comes of Age," which introduced operational law as a new area of 
practice. 1 88 The Army also developed and taught a formal operational law 
curriculum to the LL.M. students. 189 As the first national security law textbook 
was not published until 1987, military instructors created their own materials. 190 

In 1987, the Army JAG school faculty published the first edition of the 
Operational Law Handbook, a book that quickly became a key legal re
source. 19 1 For the first time, their national security law courses employed 
in-classroom role-playing seminars in order to prepare students to apply theory 
to practical situations they would encounter in the field, and to improve their 
client interaction skills. in 

184. DAVID L. MINTON, THE JUDGE ADVOCATE GENERAL'S SCHOOL, ANNUAL BULLETIN 1980--1981 , 6 
(1981), available at http://www.loc.gov/rr/frd/Military_Law/pdf/AB_l980-l98l.pdf; WrLLIAM K. SUTER, 
ANNUAL BULLETIN 1983-1984, THE JuoGE ADVOCATE GENERAL'S SCHOOL 7 (1984), available at http:// 
www.loc.gov/rr/frd/Military _Law/pdf/ AB_l 983-1984.pdf; ROBERT E. MURRAY, ANNUAL BULLETIN 1984-
1985, THE JUDGE ADVOCATE GENERAL'S SCHOOL 7 (1985), available at http://www.loc.gov/rr/frd/ 
Military_Law/pdf/AB_l984-1985.pdf; DULANEY L. O' RoARK, JR. , 1985-1986 ANNUAL BULLETIN, THE 
JUDGE ADVOCATE GENERAL'S SCHOOL 6 (1986), available at http://www.loc.gov/rr/frd/Military_Law/pdf/ 
AB_l985-1986.pdf. 

185. SUTER, supra note 184; O'RoARK, supra note 184. 
186. FIRST 50 YEARS, supra note 69, at 137. 
187. "[T]hey relied on DOD Directive 5100.77, Air Force Pamphlet (AFP) 110-31, International 

Law-The Conduct of Armed Conflict and Air Operations (1976), Air Force Regulation (AFR) 110-32, 
Training and Reporting to Insure Compliance with the Law of Anned Conflict (1976), and AFP 110-34, 
COMMANDER'S HANDBOOK on the Law of Armed Conflict (25 July 1980)." GINSBURG, ET AL., 

supra note 143, at 46. 
188. Graham, supra note 154. 
189. R EAL LESSONS OF THE VIETNAM WAR, supra note 136, at 371 . 
190. Stephen Dycus, Teaching National Security Law, The Law Teacher as Peacemaker: National 

Security in the Classroom, 55 J. LEGAL EDUC. 42, 43 n.4 (2005) (citing THOMAS M . FRANCK & MICHAEL 
J. GLENNON, FOREIGN RELATIONS AND NATIONAL SECURITY LAW (1987]). 

191. The handbook was first published in 1987 and has been updated every year following. lNT'L 
AND OPERATIONAL LAW DEP'T, THE JUDGE ADVOCATE GENERAL'S LEGAL CENT. & SCH., OPERATIONAL LAW 
HANDBOOK (2013), available at http://www.loc.gov/rr/frd/Military _Law/pdf/operational-law-hand 
book_2013.pdf. 

192. See MINTON, supra note 184. 
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F 1990s: The New World Order 

"[O }perational law is going to become as significant to a commander as 
maneuver, as fire support, and as logistics. It will be a principal battlefield 
activity."~ General Anthony C. Zinni, USMC (ret.) 193 

The 1990s further advanced military national security law practice and 
education. Although the 1990s began with traditional nation-state set-piece war 
in Iraq, this decade was largely characterized by small-scale conflicts, humanitar
ian interventions, and terror attacks rather than large-scale nation-state v. nation
state conflict. Because the United Nations (U.N.) Security Council was now no 
longer constrained by Cold War politics, the U.N. exercised its authorities 
through various Security Council Resolutions which authorized member states 
to use means "as may be necessary to maintain or restore international peace 
and security" under Chapter VII of the U.N. Charter. 19 4 The rule of law also 
spread through vehicles such as the International Criminal Tribunal for former 
Yugoslavia and the Rome Statute of the International Criminal Court. 

Operations DESERT SHIELD and DESERT STORM reflected the new 
normal: "lawyers were everywhere during the Gulf War" and they were not 
doing much traditional military justice.19 5 Then-Chairman of the Joint Chiefs of 
Staff, General Colin Powell, later explained that "( d]ecisions were impacted by 
legal considerations at every level . .. lawyers proved invaluable in the decision 
making process." 196 In the early to mid 1990s, when the post-Desert Storm 
manpower force reductions occurred, Service leaders reduced military lawyers 
to a lesser degree than many other specialties. In individual cases, commanders 
valued legal skills so highly that they traded combat specialty manpower 
positions for lawyer positions. 197 

Experienced national security military lawyers were heavily engaged in 
preparing for, and using, the military instrument of power. At a tactical level, for 
example, an Army JAG who had been one of the first operational lawyers as a 
captain during Grenada in 1983, served as a senior judge advocate a decade 
later during the "Battle of Mogadishu" in Somalia. In Somalia, he advised his 
commander on more than just legal issues and was so close to his commander 

193. Anthony C. Zinni , The SIA in Future Operations, MARINE CORPS GAZETTE, Feb. 1996, at 15 , 17. 
See also Raymond E. Ruhlmann III, Legal Services Support to Operational Commanders, MARINE 
CORPS GAZETTE, Nov. 2006, at 79 (quoting then-Lieutenant General Anthony C . Zinni). 

194. U.N. Charter art. 42. 
195. Steven Keeva, Lawyers in the War Room, 77 A.B .A. J. 52 (1991 ); see also FIRST 50 YEARS, 

supra note 69, at 138-150; JUDGE ADVOCATES IN COMBAT, supra note 119, at 121-197; GINSBURG, ET AL., 

supra note 143; W. Hays Parks, The Gulf War: A Practitioner 's View, 10 DtcK. J. INT' LL. 393 (1992) ; A 
Planning Primer, supra note 73 , at 6; Jane G . Dalton, The Influence on Seapower in Desert Shield I 
Desert Storm, 41 NAVAL L. REv. 27 (1993). 

196. Keeva, supra note 195. 
197. For example, on more than one occasion, Air Force commanders gave up other staff officer 

spaces, or even unfilled pilot slots, to gain lawyer spaces. 
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during combat that he administered first aid to his commander for a bullet 
wound sustained during the battle. 19 8 Likewise, in Haiti, Operation UPHOLD 
DEMOCRACY, judge advocates supported commanders by advising on every
thing from detainee interrogations and rules of engagement to preparing the 
Commanding General for politically significant meetings and statements. 199 Air 
Force, Navy, Marine, and Coast Guard lawyers were also equally and fully 
employed in these and other operations on issues including Law of the Sea, 
LOAC, international overflight rules , support to nongovernmental organiza
tions, international access rules , failed state governance, and the status and 
protections (or lack thereof) of U.S. individuals captured during operations 
abroad. 

By 1996, judge advocates were fully integrated into deliberate and crisis 
action planning, targeting reviews, and intelligence collection processes, among 
other processes, and they addressed use-of-force standards, sovereignty issues, 
international mandates, treatment of internally-displaced people and refugees, 
detainee treatment, maritime interception operations, freedom of navigation 
operation issues, no-fly zone issues, actual or suspected law-of-war violations, 
and more. As an example, lawyers were integral to the United States and North 
Atlantic Treaty Organization (NATO) military operations during the Kosovo 
War. The large-scale air campaign involving militaries from a number of 
countries was highly complex on a number of levels. NATO countries do not 
have identical treaty obligations or uniform views of customary international 
law and they have different political considerations for the use of force. Legal 
processing of target sets at all levels of command, including the Commander-in
Chief, was indispensable to ensure LOAC was properly applied for each allied 
partner. Given the air-focused operation, AOC lawyers and other air-minded 
judge advocates were deeply involved in this mission. The lawyers also served 
to provide political credibility to the use of force, and they helped clarify policy 
issues for decision makers all in the context of a fragile political NATO 
consensus. 200 

While troops were deployed overseas, the 1990s was also the first time in 
decades that the President had employed federalized troops in the Homeland. 
This era opened a front of national security law practice to a new and much 
larger generation of practitioners. In accordance with the Insurrection Act201 

and at the request of the California Governor, in April 1992, the President 
ordered the military to respond to riots in Los Angeles after the Rodney King 
trial verdict. Judge advocates at headquarters and in the field explained to 

198. Lieutenant Colonel Gary Walsh (ret. ), is now a senior operational lawyer at USNORTHCOM. 
199. JUDGE ADVOCATES lN COMBAT, supra note 119, at 229-265. 
200. See James E. Baker, LBJ's Ghost: A Contextual Approach to Targeting Decisions and the 

Commander In Chief, 4 Ctt1. J . lNT'L L. 407 (2003); James E. Baker, When Lawyers Advise Presidents 
in Wartime: Kosovo and the Law of Armed Conflict, NAVAL WAR C. REv., Winter 2002, at 11 , 18 , 
available at http://www.usnwc.edu/getattachment/8160cd34-fl 7e-4d9 l-838e-445d209ea35d. 

201. 10 U .S.C. §§331-335 (2006). 
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commanders and their troops the Insurrection Act and Posse Comitatus Act of 
1878,202 the Presidential "cease and desist" proclamation,203 and the associated 
executive order (EO).204 They also ensured ROE and arming orders were 
appropriate to Homeland activity, forces were in the appropriate status for 
employment, and equipment was loaned and used properly.205 Lawyers accom
panied troops "into the streets, providing both training and legal support. "206 

Lawyers both advised on the law and policy as well as on political issues 
associated with extremely sensitive use of the Armed Forces in the Homeland. 
Then, in August 1992, Hurricane Andrew decimated south Florida near Miami. 
Consequently, national security lawyers across federal agencies and among 
states worked together on the domestic disaster response that would lay the 
groundwork for later disaster responses such as for Hurricane Katrina.207 Legal 
support aided in authority clarification and proper flows of funding between 
federal departments and agencies, and state and local authorities. 

Throughout the 1990s, military and intelligence operations continued largely 
unabated, but were not always reported in public settings. International terror
ism reached the shores of the United States with the 1993 bombing of the World 
Trade Center. After the 1995 Tokyo subway Sarin gas attacks, national security 
experts increased planning for mass terrorist-delivered chemical, biological, 
radiological, nuclear, high-yield explosive attacks. By the mid 1990s, practitio
ners had become more deeply involved with creation of laws, presidential 
directives, and executive department and agency policies and regulations on 
terrorism. Even before the 1998 bombings of the U.S. embassies in both 
Tanzania and Kenya, national security lawyers at all levels were assessing the 
applicability of LOAC and other rules to the terrorist threat posed by Al
Qaeda.208 The final assessment was that Osama Bin Laden and Al Qaeda were 
legitimate military targets - a "significant shift in the U.S. legal posture."209 

Thereafter, U.S. efforts to kill Osama Bin Laden began, such as the August 1998 
missile strikes on Afghanistan and Sudan.210 

The mid-to-late 1990s also ushered in a new era of military and civilian 
national security legal practice and study-Information Warfare ( cyberwar or 
cyber security). The first notable cyber-based attack occurred in April 1994 at 
Rome Laboratories in New York. While public discussion was limited, the DoD 

202. 18 U.S.C. §1385 (2006). 
203 . Law and Order in the City and County of Los Angeles, and Other Districts of California, Pres. 

Proc. No. 6427, 57 Fed. Reg. 19,359 (May 5, 1992). 
204. Executive Order 19,361, 57 Fed. Reg. 19361 (May 5, 1992). 
205. JUDGE Aovoc..:rEs IN COMB..:r, supra note 119, at 296-300; see also Christopher M. Schnaubelt, 

The 1992 Los Angeles Riots: Lessons in Command and Control from the Los Angeles Riots, PARAME
TERS, Summer 1997, at 88. 

206. JUDGEAovoc..:rEs TN CoMB..:r, supra note 119, at 297; see also Schnaubelt, supra note 205. 
207. See JUDGE ADvoc..:rEs IN CoMB..:r, supra note 119, at 300-304. 
208. BAKER, supra note 3, at 64. 
209. Id. at 64, 200-201. 
210. Id. at 27, 64, 200-201. 
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enacted structural, regulatory, process, and doctrinal changes and developments 
in reaction to the attack. The first class of "infowar" officers trained at DoD's 
National Defense University graduated in 1995.211 Organizations such as the 
Air Force Information Warfare Center and an Air Combat Command informa
tion warfare squadron were created and required legal counsel. 212 Experts 
warned, "Cyberwar is not merely a new set of operational techniques. It is 
emerging ... as a new mode of warfare that will call for new approaches to 
plans and strategies, and new forms of doctrine and organization."213 A SecDef
commissioned RAND Corporation series of exercises entitled "The Day After 
in Cyberspace" reinforced concerns. The increasing national security risk of 
cyber attacks was hammered home in 1998 when two U.S. teenagers aided by 
Israel gained access to hundreds of military computers in what became known 
as "Solar Sunrise."214 That year, the Presidential Decision Directive on Critical 
Information was issued and stated: "I intend that the United States will take all 
necessary measures to swiftly eliminate any significant vulnerability to both 
physical and cyber attacks· on our critical infrastructures, including especially 
our cyber systems."215 

The military schools continued to rapidly expand and evolve offerings, 
curriculums, and educational materials to support the growing breadth and 
depth of national security law practice at the operational and tactical levels. 
Civilian legal academy national security offerings and texts were still very 
limited.216 By 1994, 83 law schools offered courses in this area of study,217 

211. Robert G. Hanseman, The Realities and Legalities of Infomiation Warfare, 42 A.FL. REv. 173 
(1997). 

212. Id. 
213. John Arquilla and David Ronfeldt, Cyberwar is Coming, 12 COMP. STRATEGY 141, 154 (1993) . 
214. See, e.g., Hanseman, supra note 211. See also Sean P. Kanuck, Information Warfare: New 

Challenges for Public International Law, 37 HARV. INT'L L.J. 272 (1996); Michael N. Schmitt, 
Computer Network Attack and the Use of Force in International Law: Thoughts on a Normative 
Framework, 7 CoLUM. J. TRANSNAT'L L. 885, 885 (1998); James P. Terry, The Lawfulness of Attacking 
Computer Networks in Armed Conflict and in Self-Defense in Periods Short of Armed Conflict: What 
Are the Targeting Constraints?, 169 MIL. L. REv. 70, 84 (2001); Roger D. Scott, Legal Aspects of 
Information Warfare: Military Disruption of Telecommunications, 45 NAVAL L. REv. 57, 66-67 (1998) ; 
Charles Dunlap, The Law of Cyberwar: A Case Study from the Future, in CYBERWAR 2.0: MYTHS, 
MYSTERIES AND REALITY (Alan Campen & Douglas Dearth eds., 1998); LAWRENCE GREENBERG ET AL., 
INFORMATION WARFARE AND INTERNATIONAL LAW (1998); WALTER GARY SHARP, SR., CYBERSPACE AND THE 
UsE OF FORCE 129-32 (I 999); Walter Gary Sharp, Sr., Balancing Our Civil Liberties with Our National 
Security Interests in Cyberspace, 4 TEX. REv. L. & PoL. 69, 70 (1999); Mark R. Shulman, Discrimina
tion in the Laws of Information Warfare, 37 CoLUM. J. TRANSNAT'L L. 939, 955-956 (1999); MARTIN C. 
LIBICKJ. DEFENDING CYBERSPACE AND OTHER METAPHORS (2002); Richard Clarke, Threats to U.S. National 
Security: Proposed Partnership Initiatives Towards Preventing Cyber Terrorist Attacks, 12 DEPAUL Bus. 
L.J. 33, 36-39 (1999/2000); Richard W. Aldrich, How Do You Know You Are at War in the Information 
Age?, 22 Hous. J. INT'L L. 223, 234 (2000); Jason Barkham, Information Warfare and International 
Law on the Use of Force, 34 N.Y.U. J. lNT'L L. & PoL'Y 57, 68 (2001). 

215 . White House, Presidential Decision Directive/NSC 63, Critical Infrastructure Protection (1998), 
available at www.fas.org/irp/offdocs/pdd/pdd-63.pdf. 

216. In 1990, the second and third national security law textbooks were published: STEPHEN DYCUS, 
ARTHUR L. BERNEY, WILLIAM C. BANKS, PETER RAVEN-HANSEN, NATlONAL SECURITY LAW (5th ed. 2011) 



46 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

some taught by current or former judge advocates. 218 The Army school hosted 
the first Joint operational law symposium.2 19 The Air Force formally recognized 
the legal discipline of "operations law" and the Army published a capstone legal 
doctrine manual on legal support to military operations.220 The Army Field 
Manual contained several chapters on legal services in a range of the opera
tional spectrum.22 1 In 1992, the Air Force divided the International and Opera
tions Law Course into two courses entitled "International Law Course" and 
"Operations Law Course. "222 Because reserve and Guard judge advocates had 
been so integral to legal support during military operations, the JAG schools 
began to include them in training and the Air Force even designed a course 
specifically for them.223 DoD conducted the first interagency course on national 
security aspects of crime and intelligence. 224 The Army began an annual 
Intelligence Law Course and the Air Force started the first annual cyber law 
course. The Services expanded operations law training in their initial courses 
for the newest judge advocates. NJS started a Legal Considerations for Peace
keeping and Military Operations in 1998 and invited international students. By 
2000, the course was offered twice a year and students included representatives 
from forty-three nations. 225 

(first published in 1990); JOHN NORTON MooRE & ROBERT TURNER, NATIONAL SECURITY LAW (2nd ed. 
2005) (first published in 1990). In 1993, Duke Law School opened the second center dedicated to the 
study of national security law, this one headed by a former Air Force judge advocate. See Center on 
Law, Ethics, and National Security, DuKE LAW, http://www.law.duke.edu/lens/; see also Silliman, supra 
note 183. 

217. SCOLANS, STANDING COMMITTEE ON LAW AND NATIONAL SECURITY - 1962-2002: A BRIEF 
HISTORY 7 (2002) , available at http://www.americanbar.org/content/dam/aba/migrated/natsecurity/ 
publications/committee_history.authcheckdam.pdf. 
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224. The DoD held a four-day National Security Crime Symposium in February 1997 . The four-day 

course brought together practitioners and investigators and included presentations by individuals such 
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G. September 11, 2001 and Thereafter 

In essence, we "threw" lawyers at very difficult problems and they produced 
solutions in virtually every case - often under very challenging circumstances 
and in an uncertain security environment. [. . . ] I tried to get all the lawyers 
we could get our hands on - and then sought more. ~ General David H. 
Petraeus, USA, (ret.)226 

47 

As December 7, 1941 was the "date which will live in infamy,"227 September 
11, 2001 (9/11) was a defining moment in U.S. history. In the minds of many 
civilians and military alike, 9/11 delineated a time between national security and 
insecurity. It removed the perception that the geography of the United States 
would protect her from national security threats. By 9/11, memories of the fears 
that the U.S.S.R. or Japan posed an existential threat had faded. Now, the clear 
and present danger was less definable, more fluid, and less able to be influenced. 
Response options raised issues about the fault line between security and liberty. 
New governance structures, laws, and policies were created. The world in 
which judge advocates operated became much more complex and demanded 
significantly more legal resources. 

Since 2001, judge advocates have deployed to locations that include Iraq, 
Afghanistan, the Hom of Africa, Haiti, Cuba, Bosnia, Colombia, Thailand, Sri 
Lanka, Indonesia, Djibouti, Egypt, Honduras, Kuwait, Saudi Arabia, Qatar, and 
Bahrain.228 The percentage of the legal force deployed at any given time has 
varied. However, deployments alone do not reflect the full scale of legal 
support. For example, cyber operations have increased significantly and are 
generally conducted from the Homeland. Air operations are controlled from 
AOCs (to include Joint and/or Combined AOCs), some of which are in the 
United States, others at permanent stations in Europe and the Pacific. As 
discussed, one is in Qatar. Navy and Marine Corps judge advocates are assigned 
to permanently deploying forces and during the decade after 2001, "permanent 
operational law assignments for Navy judge advocates" increased by seventy 
five percent and by 135 percent for Marine judge advocates. 229 The Coast 
Guard national security legal practice exploded in size post-9/11 and its opera
tions are primarily in the Homeland. There are more Joint legal jobs now at the 

2000, at 13 (2010), available at http://www.armfor.uscourts .gov/newcaaf/annual/fy00/FY00Navy 
Report.pdf 

226. JoINT PUBLICATION 1-04, supra note 4, at 36. 
227 . A phrase used in the December 8, 1941 speech by then president Franklin D . Roosevelt 

addressing a joint session of Congress and the Nation via radio and only hours before he signed the 
declaration of war against Japan . 

228. See TJAG and JAG ANNUAL REPORTS (1997-2012), U.S. CT. APP. FOR THE ARMED FORCES, 
http://www.armfor.uscourts.gov/newcaaf/ann_reports.htm [hereinafter TJAG and JAG ANNUAL RE
PORTS]. These reports identify end strength numbers of the Army, Marine Corps, and Air Force JAG 
Corps and identify some of the deployments. 

229. REvrnw PANEL REPORT ON NAVY, supra note 166, at 42. 
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OCJCS/LC and COCOM level. Those pos1t10ns are primarily in the United 
States, and even the overseas COCOMs are not deployments. Likewise, strategic
level Service jobs, such as those in the Pentagon, are not deployments. 

As an alternative to counting deployments, one might point to the size of a 
JAG Corps as reflecting the size of its national security legal practice.230 This is 
one factor, but not the only factor, and must be considered over time in relation 
to the Service end-strength, additionally recognizing that other factors impact 
JAG Corps size.23 1 The danger of assuming JAG Corps size is a direct reflection 
of national security legal practice is that it is both inaccurate and sets up 
unrealistic expectations for JAG Corps reductions when the number or size of 
military operations reduce. Perhaps except for the Army, the total numbers of 
judge advocates has not increased over the past decade as much as existing 
resources have shifted when priorities changed to satisfy the substantial growth 
in national security legal practice. The assumption about cause and effect for 
deployments and JAG Corps size can also lead to a misperception about JAG 
Corps core legal functions in relation to the practice of the Service General 
Counsel. 232 As previously discussed, the scope of the GCs' practice is Service 
specific. JAG Corps have not given up practice areas to GCs as a direct result of 
the expansion of national security law practice. 

For example, after 9/11, the Marine Corps expanded legal assignments to the 
Battalion-level. However, their size has remained relatively small. In 2000 and 
again in 2005, they had about 420 active- duty judge advocates.233 The Marine 
Corps had 450 judge advocates in 2004 and again in 2008, then dropped to 390 
in 2009.234 In 2011, the Marine Corps grew to an all-time high of 530 active 
duty judge advocates and growth to 550 judge advocates was projected for 

230. Donohue, supra note 6, at 495 . 
231 . Congress allocates a certain manpower end-strength to the Armed Forces each year. Each 

Service has a manpower standard to determine how to allocate their share of the manpower (spaces). 
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the Department of Defense or above through a variety of requirements and authorities. The forces not 
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manpower growth, if a Service decides it needs more tank or submarine drivers or fighter pilots so that 
it can support actual or anticipated COCOM requirements, and the Service is willing to take that 
position out of another specialty, it will reduce the authorized manpower for other areas. Below the 
Service-level, military commanders have significant influence over, and at some levels control, what 
military specialist functions fill the manpower slots. For example, four-star major command command
ers have a certain degree of flexibility to move their manpower "spaces" from one functional specialty 
to another specialty based upon their organizational requirement. The new slot will then be filled with 
an appropriate person, or "face," who possesses the right special skills . Although on a much lesser 
degree, lower level commanders, even to the colonel level, have some flexibility in the "spaces" 
equation. They can also ask that they be overmanned in a particular specialty area beyond the number 
of "spaces" earned from a manpower calculation. This faces-and- spaces equation reflects a prioritiza~ 
tion of resources . 

232. See, e.g. , Donohue, supra note 6, at 499. 
233 . See TJAG and JAG ANNUAL REPORTS , supra note 228. 
234. Id. 
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Fiscal Year 2012. But, the 2011 and 2012 growth was a direct result of the need 
for more Marines to practice military justice rather than national security 
deployments. 235 

"Wherever there are Naval personnel, there are Navy judge advocates advis
ing their commanders - from the Chairman's Legal Counsel [ ... ] to the Carrier 
and Expeditionary Strike groups, and with the Coalition Provisional Authority 
in Baghdad and the Joint Task Force in Guantanamo Bay, Cuba."236 In 2004, 
when those words of now-retired Rear Admiral Jane Dalton, USN, JAGC, were 
published, the Navy inventory had dropped from 784 judge advocates in 2000 
down to 769. Between 2004 and 2008, the numbers dropped to 648 and then 
rebounded to 767 judge advocates. From 2009 until 2012, the numbers have 
steadily increased until there were 826 Navy judge advocates in the inventory as 
of 20 September 2012.237 The increase during this period was due to a number 
of factors, including increased lawyer retention rates due to the economic 
downtum.2 38 

As for the Air Force, although the national security practice has expanded, 
Air Force JAG Corps end-strength is currently lower than it was for any year 
between 1983 and 2004.239 The Air Force legal manpower standard is largely 
linked to installation (garrison) manpower size. As installations closed after the 
end of the Cold War, resources were lost or shifted elsewhere. More manpower 
cuts came with various Program Budget Decisions. Manpower gains have 
typically come in small numbers and from commanders who convert other 
positions or from senior Air Force leadership decisions to expand legal practice. 
National security practice, particularly deployments, have largely been absorbed 
by taking people out of installation offices and requiring the remaining staff to 
work to make up for the absence. The JAG Corps has tried to mitigate the 
recent manpower reductions in a variety of ways, including JAG Corps reorgani
zations and technological efficiencies. 

The Army is the one JAG Corps which has seen consistent growth sipce 9/11. 
After 9/11, the Army began to assign lawyers down to the Brigade-level, which 
drove the need for more lawyers.240 In 1999, there were 1,426 active duty Army 
judge advocates . This number has steadily increased every year; it was 1,897 by 

235. REvrnw PANEL REPORT ON NAVY, supra note 166; Vice Admiral James W. Houck, JAG, ANNUAL 
REPORT SUBMITTED TO THE COMMITTEES ON ARMED SERVICES, PURSUANT TO THE UNIFORM CODE OF MILITARY 
JUSTICE, OCT. 1, 2010 TO SEPT. 30, 2011, at 21 (2011). 

236. Jane G. Dalton, Challenges and Opportunities in the Law, 8 JoNEs L. REv 27, 32 (2004). 
237 . Emails from Military Personnel Division (Code 61) Office of the Navy Judge Advocate 

General, to author with attached PowerPoint chart (Feb. 14 and 15 , 2013) (on file with author). 
238. Id. 
239. As a sampling, in 2010 there were 1,237 active duty AF JAGs; in 2009 - 1,203 ; in 2008 - 1,198, 

but in 2005 it was 1,283 , in 2004- 1,377; in 1999 - 1,330, in 1995 - 1,341 , in 1993 - 1,375 , and its 
all-time high in 1991 of 1,399. In 1983 it was 1,283; in 1981 - 1,208; in 1978 - 1,111 , and in 1975 
there were 1,258 active duty Air Force judge advocates. In 1972 there were 1,097 ; in 1971 - 1,296; and 
in 1965, there were 1,339. FIRST 50 YEARS, supra note 69, at Appx. 3; see also TJAG and JAG ANNUAL 
REPORTS, supra note 228 . 

240. See, e.g. , ADVANCING PRODUCTIVE RELATIONSHIPS, supra note 13, at 2-3 . 



50 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

2011.241 Although that is an increase, a 470-person increase in an organization 
the size of the U.S. Army is a fraction of a percentage of total Army manpower. 

Deployments and new national security military jobs after 9/11 opened up 
new areas of practice and expanded on other areas. Most obvious were the legal 
issues in the wars in Iraq and Afghanistan. 242 Those issues ranged from the 
application of LOAC in traditional and nontraditional conflicts to post-conflict 
(re)construction with operations such as a Rule of Law Task Force and Provin
cial Reconstruction Teams. Even five years before those operations, lawyers 
would not have been able to envision the scope of knowledge and skills 
required for these operations. As Harvard Law graduate and Army judge 
advocate Brigadier General Mark Martins stated: 

They must also be prepared, when called upon to foster cooperation between 
local national judges and police, to plan and supervise the security and 
renovation of courthouses, to support the training of judges and clerks on case 
docketing and tracking, to establish public defenders' offices, to set up 
anti-corruption commissions to mentor local political leaders and their staffs, 
to explain governmental happenings on local radio and television, to develop 
mechanisms for vehicle registration. 243 

CT and associated matters now includes legal practice on detainee operations, 
military commissions, intelligence collection, interagency covert operations, 
sovereignty issues, "targeted killing," the convergence of Title 50 and Title 10 
law, renditions, wear of uniforms, and ongoing conflict issues associated with al 
Qaeda in a variety of locations, including in the Islamic Maghreb, and more. In 
the Homeland, terror issues require judge advocates to address the line between 
security and defense, and the legal and political complexities in Homeland 
intelligence collection. 

In addition to CT-related issues, judge advocates continued to be involved in 
the areas of practice developed in prior decades such as (but not limited to), 
freedom of navigation operations and overflight rights, navigation in the polar 
regions, the right of self defense, the law of neutrality, and deception during 

241. The numbers for each year are as follows: 1,426 for 1999; 1,427 for 2000; 1,462 for 2001; 
1,474 for 2002; J ,506 for 2003, 1,547 for 2004; 1,603 for 2005; 1,638 for 2006; 1,643 for 2007; 1,647 
for 2008; 1,730 for 2009; 1,858 for 2010; and 1,897 for 2011. TJAG and JAG ANNUAL REPORTS, supra, 
note 228. 
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the Potential of Military Lawyers at the Strategic Level, ARMY LAW., Sept. 2006, at 1; John A. Weil, The 
Battle for Fallujah, One Soldier 's Memoir, ARlz. ATT'Y, July-Aug. 2005, at 13; Paul E. Kantwill & Sean 
Watts, Hostile Protected Persons or "Extra-Conventional Persons "; How Unlawful Combatants in the 
War on Terrorism Posted Extraordinary Challenges for Military Attorneys and Commanders, 28 
FORDHAM lNT'L L.J. 681 (2005); M. Scott Holcomb, View from the Legal Frontlines, 4 CHI. J. lNT'L L. 
561 (2003). 

243. Mark Martins, Remarks at Harvard Law School (Apr. 18, 2011), available at http://www. 
la wfareblog.com/2011 /04/mark-martins-speech-at-harvard/. 
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armed conflict. They advise on rules related to weapons such as the law of 
targeting; rules on mines, cluster, and fragmentation weapons; directed energy 
weapons; and nuclear, chemical, and biological weapons. They are involved in 
repression of piracy issues; cyber law;244 law and policy related to civilians in 
the operational environment, such as asylum and temporary refuge; and issues 
that resulted from increased DoD and State Department use of contractors in the 
deployed environment. Today, legal issues are also associated with transnational 
threats such as narcotics trafficking and military operation in failed states and 
ungoverned spaces. Several COCOM legal offices and higher-level organiza
tions address legal issues associated with North Korea and Iran. Judge advo
cates were consulted on issues that flowed out of the "Arab Spring," the 
overthrow of Muammar Gaddafi in Libya, ongoing conflicts in Syria, and more. 

Humanitarian operations continue to produce legal issues. DoD is substan
tially more involved now in Homeland civil support issues with USNORTH
COM as the DoD lead. Haiti earthquake relief efforts required many hours of 
judge advocate work from the tactical to strategic levels. Likewise, support to 
the Tsunami responses in Japan and Indonesia generated legal issues at all 
levels. 

Whereas the Peers Inquiry was the turning point for DoD legal practice of 
national security law, September 11, 200 I was that point for Coast Guard judge 
advocates. Prior to 9/11, they largely focused on military justice, claims, legal 
assistance, and environmental protection, and addressed some law enforcement 
issues associated with the "War on Drugs."245 In the 1980s, they had played an 
active part in reflagging vessels in the Persian Gulf. They were also involved 
with Maritime Interdiction Operations in the Middle East during Desert Shield/ 
Storm and before the fall of Saddam Hussein. 246 Since 9/11, judge advocates 
are involved daily with international and operational legal issues as well as 
intelligence law oversight and domestic law enforcement.247 Sea Service law
yers were involved in drafting and are now involved in enforcing multiple 
layers of new rules targeted at maritime and port security.248 Coast Guard legal 
practice significantly and permanently expanded because of the organizational 
changes created by the 2002 Intelligence Authorization Act. 249 It amended the 

244. For a partial list of cyber incidents between 2006 and March 2012, see Significant Cyber 
Incidents Since 2006, CENT. FOR STRATEGIC & lNT'L STUD. , http://csis .org/files/publication/120302_ 
Significant_Cyber_Incidents_Since_2006_0.pdf. 

245 . History of the Coast Guard Legal Program, supra note 30. 
246. Dalton, supra note 195. 
247. See REAR ADMIRAL FREDERJCK J. KENNEY, TJAG, REPORT OF THE JUDGE ADVOCATE GENERAL OF THE 

UNITED STATES COAST GuARD, PRESENTED TO THE AMER. BAR Assoc ' N (2011). 
248. For example, Coast Guard lawyers were with the International Maritime Organization Resolu

tion, Review of Measures and Procedures to Prevent Acts of Terrorism which Threaten the Security of 
Passengers and Crews and the Safety of Ships; Amendments to the International Convention for the 
Safety of Live at Sea; and the Maritime Transportation Security Act of 2002. History of the Coast 
Guard Legal Program, supra note 30. 

249. Id. 
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National Security Act of 1947 so that Coast Guard intelligence elements moved 
within the Intelligence Community. "As the intelligence program would grow, 
so would the number and [legal] sophistication of military and civilian counsel 
supporting it. "250 

The creation of the Department of Homeland Security (DHS) and associated 
legislation and regulations also altered Coast Guard legal practice and struc
tures. In the early to mid 2000s, both the Coast Guard under Admiral Thad 
Allen, and the Coast Guard JAG Corps under its first TJAG, reexamined and 
reorganized the Coast Guard and its legal services.251 

The Coast Guard is a key interagency partner in natural and manmade 
disaster response. They were integral in responding to the 2005 Hurricanes 
Katrina and Rita and the 2012 Deepwater Horizon disasters, providing on-scene 
commanders. With their skills in disaster response, they deployed to Haiti and 
supported humanitarian efforts after the 2012 earthquake. Legal advice for 
disaster response includes interagency authorities, forcible evacuations, force 
protection, inland search and rescue operations, support to nongovernmental 
organizations, Stafford Act support, and more.252 

Coast Guard judge advocates have also expanded their involvement with 
more traditional DoD missions. They have supported war crimes investigations 
and the military commissions process. They are engaged in world-wide counter
piracy efforts. They have and are deployed to Afghanistan. They serve on Joint 
Staff, COCOM staff, and one is currently a COCOM SJA.253 

During this decade and through the present, JAG schools continued to fill the 
demand for trained national security military lawyers. They expanded the 
breadth, depth, and number of national security law courses and offerings. For 
example, in 2002, the Marine Corps began Basic Operational Legal Training 
(BOLT), a five-day course in international and operational law for new judge 
advocates. In 2006, BOLT was absorbed into the NJS Basic Lawyer Course 
curriculum so that now all new Navy, Marine, and Coast Guard judge advocates 
attend the training. The Marine Corps has inserted operational law issues and 
judge advocates into an existing Marine Corps field-exercise training program 
called Mojave Viper. The NJS LOMO course previously mentioned began in 
1999. Held in conjunction with the International Law of Military Operations 
(ILOMO), sponsored by DIILS, these courses, which include students from 
American and foreign militaries, have a classroom element, including lectures, 
panels, and seminar discussions. Additionally, NJS offers a semi-annual, week
long course called the Law of Naval Operations that focuses on legal issues 
faced by forward-deployed maritime forces operating across the range of mili
tary operations. The Navy JAG Corps has hosted an annual Information Opera-

250. Id. 
251. Id. 
252. Id. 
253. Id. The first Coast Guard COCOM SJA is currently assigned to USNORTHCOM. 
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tions Law Training Course since 2009. 
The Coast Guard sends their new judge advocates to NJS for initial skills 

training, including Coast Guard-specific training on basic operational law authori
ties. New attorneys also attend the annual DHS Homeland Security Conference 
where they gain an operational understanding of all of the DHS components. 
More senior judge advocates, civilian attorneys, as well as interagency counsel, 
attend the biannual Advanced Missions Law Course on the application of broad 
Coast Guard military, law enforcement, regulatory, and intelligence authorities 
to perform a broad spectrum of marine safety and security missions, including 
interagency response to domestic incidents. Since 2006, along with a civilian 
law school security institute, they hold an annual Coast Guard/Homeland 
Security course. Beginning in 2013, the Coast Guard began sending a judge 
advocate or civilian attorney to earn a LL.M. in National Security Law. Addition
ally, Coast Guard judge advocates attend other Service advanced courses. 254 

The Army conducts several operational law courses. Since the mid 1990s, the 
Army basic course has included a national security law simulation-based cap
stone evaluation event previously described. They have now merged the Law of 
War course, which began in 1972, with the Operational Law course, which 
began in 1990. The new course is entitled the Operational Law of War course. 
TJAGLCS also holds a Rule of Law course. Additionally, for more than a 
decade, the Army has conducted an annual week.long domestic operations law 
course that includes students and presentations from and by other federal 
agency, state, and local-level partners.255 

TJAGLCS incorporates a substantial amount of national security law into its 
ten-month LL.M. in Military Law curriculum, including public international 
law; use of force; Hague and Geneva Conventions; LOAC; occupation law; war 
crimes; human rights; air, space. and sea law; ROE; intelligence law; detention 
and interrogation operations; peace operations; information operations; home
land support; and combating terrorism. More in-depth electives are available on 
most of those topics and for History of Warfare and Comparative Law. 25 6 

Through the years, operations law instruction also significantly expanded in 
the Air Force basic legal course. Since shortly after 9/11, the Air Force 
conducted an annual Homeland Defense/Homeland Security course with an 
airspace flavor as the Air Force primarily performs the Homeland air defense 
role and has many installations inside the United States.257 Because the Air 

254. Email from Commander Tom Emerick, Off. of Legal Pol'y and Program Dev. , U.S.Coast 
Guard (Feb. 10, 2012) (on file with author) ; see also REAR ADMIRAL FREDERJCK J. KENNEY, supra note 
247. 

255. For an example of the way TJAGLCS teaches the application of the 1949 Geneva Conventions, 
see Paul E. Kantwill & Sean Watts, Hostile Protected Persons or "Extra-Conventional Persons;" How 
Unlawful Combatants in the War on Terrorism Posted Extraordinary Challenges for Military Attorneys 
and Commanders, 28 FORDHAM lNT'L L.J. 681 (Feb. 2005). 

256. ANNUAL BULLETIN, THE JUDGE ADVOCATE GENERAL'S LEGAL CENTER AND SCHOOL 22-23 (2012-
2013), available at http://www.loc.gov/rr/frd/Military _Law/pdf/ AB_2012-2013 .pdf. 

257. As of 2013, this course has been suspended. 
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Force heavily utilized reserve and Guard judge advocates on overseas deploy
ments, there was an Air Reserve Component operations law course. The Air 
Force offered a cyberlaw course in the late 1990s until 2001. Since 2009, the 
Air Force has hosted an annual cyber law workshop in a Top Secret environ
ment. In 2012, the Air Force instituted a two-day Cyber Law Basic Course.

258 

Other Air Force courses touch on aspects of national security law, such as the 
mid-level officer course and the course for new staff judge advocates. 

Today, there are also more civilian legal academy educational opportunities. 
Current and prospective judge advocates can reach out to more schools for this 
education, either through military-funded programs or on their own through 
full-time, distance learning, or night and weekend courses. Now, approximately 
half of all ABA-accredited law schools offer one or more courses in some or 
multiple aspects of national security law. 259 Since 9/11, additional casebooks 
have been published on more narrow aspects of the fie!d. 260 At the request of a 
member of the legal academy, the Association of American Law Schools now 
has a section on national security law, created in 2003.261 In 2004, George 
Washington University Law School began to offer one of, if not the, first 
civilian LL.M. with "National Security" in the: title and which judge advocates 
attend.262 There are a number of national-security-law-focused clinics, classroom
based simulation exercises, and student-led organizations.263 As of early 2013, 
more than three dozen law schools employ former military officers as professors 
and/or senior administration officials.264 Many more practitioners are adjuncts. 

258. As with all areas of study, the legal schools for the three Services develop courses that focus on 
different aspects of the law and operations. 

259. Ed., The War on Terror in Classrooms and Clinics: An Inventory, 60 J. LEGAL EDuc. 480 
(Symposium 2011); History of ABA SCOLANS, ABA, http://www.americanbar.org/groups/public_ 
services/law _national_security/about_us.html; see, e.g., National Security Law, GEO. UNIV. L. CENT., 
http://apps.law.georgetown.edu/curriculum/tab _ courses.cfm ?Status= Course&Detail = 79. 

260. See e.g., CURTIS A. BRADLEY & JACK L. GOLDSMITH, FOREIGN RELATIONS LAW (4th ed. 2011); 
NORMAN ABRAMS, ANTI-TERRORISM AND CRIMINAL ENFORCEMENT (3d ed. 2008); VICTORIA SUTTON, LAW AND 
B10TERRORISM (2003); GARY D. Sous, THE LAW OF ARMED CONFLICT: INTERNATIONAL HUMANITARIAN LAw AT 
WARD (2010); HENRY J. STEINER, ET AL., INTERNATIONAL HUMAN RIGHTS IN CONTEXT: LAW, POLITICS, 
MORALS (3d ed. 2008). 

261. Telephone interview with the author, National Security Law Section staff, Association of 
American Law Schools (Dec. 2011). 

262. This was a subtle but important shift from other LL.Ms with titles such as "International and 
Comparative Law." See generally ABA STANDING COMM. ON NAT. SEC., CAREERS IN NATIONAL SECURITY 
LAW (Laura Bean ed., 2008), available at http://www.americanbar.org/content/dam/aba/migrated/nat 
security/nsl_text.authcheckdam.pdf. 

263. For a more complete discussion of the development of civilian academy instruction on and 
support for national security law, see Donohue, supra note 6. 

264. According to school websites located through Google searches, law school educators with 
military law experience are currently at a number of law schools, including (in no particular order and 
including senior administration but not including adjunct faculty): University of New Hampshire 
School of Law; Texas Tech School of Law; Thomas M. Cooley Law School; Washburn University 
School of Law; South Texas College of Law; Northwestern California School of Law; Ave Maria 
School of Law; University of Virginia School of Law; John Marshall Law School; George Washington 
University Law School; University of Wisconsin Law School; McGeorge School of Law; Whittier Law 
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This development is obviously significant because of knowledge, skills, and 
ethos these practitioners bring to the legal academy. These schools also provide 
opportunities to formally partner with JAG schools. 

VIII. REQUIRED KNOWLEDGE, SKILLS, AND ETHOS 

A senior military attorney is educated and trained to ask the right questions, 
rapidly assess and assimilate facts, consider their import, and articulate 
positions, with the expectations that non-legal concerns will be integrated 
into the analysis. 265 

Building on the earlier parts of this article, this section considers what 
capabilities are now required to be a military national security lawyer. This 
section also briefly discusses the role of the JAG schools in creating those 
capabilities. Following this discussion, the article will culminate with recommen
dations to educate future military national security lawyers. 

History teaches that there are many ways to describe the application of 
knowledge to national security practice.266 There are "three enduring duties of 
the national security lawyer: to uphold process, to educate, and to support and 
defend the Constitution."267 One report stated that "[t]he art of operational law 
is to identify legal and related policy issues in these divergent areas, and rapidly 
synthesize them in order to give timely and coherent legal advice to senior 
civilians, commanders, staffs, and tactical forces."268 Said another way, "[t]he 
role of legal support is to analyze and evaluate circumstances, identify options, 
assess risks, and then provide timely advice to commanders."269 And again, 
"[t]he good lawyer must be able to identify risk, assess the true value of a 
dispute, and work collaboratively with others to negotiate a swift and comprehen-

School; Duke Law School; St. Mary 's University School of Law; Stetson College of Law; Howard 
University School of Law; University of Minnesota Law School; Notre Dame Law School; Vanderbilt 
Law School; Temple Law School; Washington & Lee University School of Law; Campbell University 
School of Law; University of Missouri-Kansas City School of Law; Albany Law School; Northwestern 
California School of Law; New England Law School; University of Houston Law Center; Creighton 
Law School; Wayne State University Law School; Regent University School of Law; Southern Illinois 
University School of Law; Brigham Young University School of Law; University of Florida; Ohio 
Northern University Pettit College of Law; Rutgers-Camden; Villanova University School of Law; 
University of Washington School of Law. Not all professors with military experience teach national 
security law courses. 

265. Wheaton , supra note 242, at 1. 
266. For one perspective on the role of lawyers as delivered by someone outside the United States 

legal community see Amichai Cohen, Legal Operational Advice in the Israeli Defense Forces: The 
International Law Department and the Changing Nature of International Humanitarian Law, 26 CONN. 
J. lNT' L L. 367 (2011). 

267 . James E. Baker, United States Court of Appeals for the Armed Forces, National Security 
Process and a Lawyer's Duty: Remarks to the Senior Judge Advocate Symposium, 173 MIL L. REv. 
124, 126-127 (2002) . 

268. REVIEW PANEL REPORT ON NAVY, supra note 166, at 44. 
269. AFDD 1-04, supra note 21. 
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sive resolution."270 The Services and Joint community also describe and orga
nize the necessary knowledge, skills, and ethos required to practice national 
security law in a variety of ways and to different degrees. 

This article uses the following construct: Knowledge, Skills, and Professional 
Ethos.271 First, a lawyer needs substantive legal knowledge and to know the 
client and situational context. Second, the lawyer needs the skills to apply that 
knowledge effectively, and to insert the resulting legal analysis into the process 
in a relevant and timely way. And third, knowledge and skills must be grounded 
in a strong professional ethos. The JAG schools help develop judge advocates in 
each of these areas to varying degrees. This article does not presume to address 
all legal knowledge, skills, and aspects of ethos but to highlight some of those 
particularly applicable to military national security law practice. 

A. Knowledge (Legal, Client, and Context) 

1. Legal Knowledge 

Research of Law and Legal Policy: First, in order to gain legal knowledge, 
students must know where the rules reside and understand the mechanisms and 
tools to obtain that knowledge. Today, lawyers come into the JAG Corps 
familiar with the Constitution, statutes, case law, some regulatory guidance, and 
international law. They know how to use civilian legal research tools such as 
Lexis or WestLaw. They quickly learn that the very nature of military practice is 
more than case law, statutory law, international common law, and international 
agreements. They learn that national security legal practice relies heavily on 
executive branch policy and practice tradition.272 

270. Janet Reno, Lawyers as Problem-Solvers: Keynote Address to the AALS', 49 J. LEGAL EDuc. 5, 6 
(1999). 

271. This division bears some simiiarity to that set forth in the ABA study on law schools known as 
the Cramton Report, or more formally as the AMERICAN BAR ASSOCIATION, SECTION OF LEGAL EDUCATION 
AND ADMISSIONS TO THE BAR, REPORT AND RECOMMENDATIONS ON THE TASK FORCE ON LAWYER COMPETENCY: 
THE RoLE OF LAW SCHOOLS (1979). The ABA study known as the MacCrate Report presents another 
construct. AMERICAN BAR AssocrATION SECTION OF LEGAL EDUCATION AND ADMISSION TO THE BAR, LEGAL 
EDUCATION AND PROFESSIONAL DEVELOPMENT: AN EDUCATIONAL CONTINUUM, REPORT OF THE TASK FORCE ON 
LAW SCHOOLS AND THE PROFESSION: NARROWING THE GAP (1992). (Of interest to national security lawyers, 
the Robert Macerate of this ABA study was the same Robert MacCrate who was special counsel to the 
Peers Inquiry.) A third review of the matter is at William M. Sullivan, Anne Colby, Judith Welch 
Wegner, Lloyd Bond, & Lee S. Shulman, Educating Lawyers: Preparation for the Profession of Law, 
CARNEGIE FOUNDATION FOR THE ADVANCEMENT OF TEACHING: PREPARATION FOR THE PROFESSIONS (2007) 
(commonly known as the Carnegie Report) . A fourth construct is proposed in Donohue, supra note 6. 

272. Executive Orders, DoD, Joint, and Service instructions, regulations and manuals , operational 
direction in the form of executive orders, and even email document policy decisions and guidance. 
Policy preferences at the strategic levels are also often unwritten in order to create more political space 
in which to operate. Tactical-level practitioners usually seek written policy direction and often view it 
with as much weight as law so there is no ambiguity for the proverbial eighteen-year-old troop with a 
weapon. Tradition (or doctrine) is a habit of process practice, as in "we do things this way," rather than 
"common law," to be found in hombooks. There are some doctrine documents, but, due to classification 
issues and operational sensitivities, much informal doctrine is passed by word-of-mouth or in clarified 
military after-action documents. 
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At the JAG schools, students learn to employ military and related web-based 
research systems to find guiding law, legal policy, doctrine, and practice samples. 
These systems are typically behind firewalls and only accessible to individuals 
who have the right authorities because of the sensitivities associated with "for 
official use only" and classified information. Judge advocates in the basic 
courses focus on written policy and some doctrine. More advanced courses 
teach more nuanced policy and focus on where to find and influence such policy 
and doctrine. 

Students become familiar with JAG school-produced practitioner resources. 
All of the JAG schools have law journals in which they often discuss national 
security matters. National security practitioners, course directors, and instruc
tors often reference CLAMO products and resources. 273 The other JAG schools 
publish more frequently on other areas of military practice. AFJAGS also 
publishes the Guide for Air, Space & Cyber Forces. 274 

Students also learn about the various layers of legal offices responsible for 
law and policy so they can contact them for guidance and insight into the 
traditions-based aspects of the practice and policy perspectives. The network of 
colleagues they begin to build from their first day at the JAG schools serves 
them well throughout their careers. 

Substantive Material: Second, to state the obvious, military national security 
lawyers learn relevant substantive law and legal policy at the JAG schools. As 
previously discussed, legal knowledge generally accepted by the JAG commu
nity as relevant and necessary to support military operations has changed 
significantly since the 1980s. The type and degree of legal knowledge is also 
dependent upon the stage of a judge advocate's development. Lawyers at their 
first assignment and freshly out of the basic courses have limited use for 
detailed national security law because their practice tends to focus on military 
justice, legal assistance, and some civil law. They do need fundamental opera
tions law knowledge because they will likely deploy to an operational unit 
within the first few years of their service. As such, the JAG schools' basic 
courses introduce, but do not teach, national security law to the same degree as 
more advanced courses. 

Conversely, mid-level officers typically need much more detailed knowledge 
of national security law. For example, Joint Publication 1-04, Legal Support to 
Military Operations (a doctrine document) states that required knowledge for 
JTF level practice includes information on irregular warfare, peace operations, 
rule of law, humanitarian assistance and disaster relief, post-conflict operations, 
civil-military operations, and noncombatants.2 7 5 Joint Doctrine also lists pages 
worth of JTF SJA duties and responsibilities, most of which presume knowl-

273 . CLAMO's website recently merged with a website behind an Army firewall but some publically
releasable materials are available through LIBR. OF CONG., supra note 50. 

274. A1R FORCE OPERATIONS & THE LAW, supra note 21; Naval War College also publishes the 
Commander 's Handbook. 

275. JorNT PuBLJCATION 1-04, supra note 4, at III-6, III-12. 
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edge of the applicable law.276 A few Joint or deployed positions have estab
lished knowledge preferences or requirements, such as expertise in Law of the 
Sea or detainee operations. There is no Joint mandatory list of requirements 
levied upon the JAG Corps or JAG schools as a training requirement or 
standard. Rather, the Services rely on any existing processes from pre
Goldwater Nichols.277 

Today, the range of substantive law taught at the JAG schools includes, but is 
not limited to, those areas listed in their Service doctrine278 and Joint Publica
tion 1-04, plus law previously discussed such as international law; host-nation 
domestic law; LOAC; law of the sea, air, space, and cyber space; intelligence 
law; domestic support; homeland defense; CT; and detainee and interrogation 
operations. Each Service course emphasizes Joint practice from a Service focus. 

No JAG school has a course designed primarily for the strategic-level 
practitioner. 

2. Client and Context Knowledge 

Know Who the Client is and the Lawyer's Role: As corporate lawyers must 
understand the client's business, judge advocates must know and understand the 
client and the context in which that client operates.279 The TJAGs publish rules 
of professional conduct, which identify the client as the organization.280 In the 
early stages of practice, client identification appears relatively simple - the 
military Service to which a judge advocate is assigned as represented by the 
lawyer's commander. Note that new judge advocates are taught that the com
mander as an individual (including the Commander-in-Chief) is not the lawyer's 
client unless the lawyer is serving as defense counsel or in a legal assistance 
role. 

As the judge advocate becomes more senior, and depending upon the position 
that lawyer is holding, the client can be the Department of Defense, a Joint 
organization, or even an interagency department or agency.281 At the most 
strategic levels, client identification can be less clear. Although not frequently 
an issue for even the most senior judge advocates, military lawyers must 
understand whom the political appointee lawyers above them view as the client. 
For example, the second General Counsel of the Office of the Director of 
National Intelligence said: "I have learned that a lawyer for the government in 
particular has obligations not only to his or her client agency but also to the 

276. Id. at 1-3. 
277. See, e.g., Dep' t of the Navy, Judge Advocate General Instruction 3300.l A, JAG Billets 

Requiring Special or Detailed Knowledge of the Law of Armed Conflict and Training Objectives for 
Navy Judge Advocates in Such Billets (1983 , revised 2004) [hereinafter Navy Instruction 33300.lA]. 

278. FM 1-04, supra note 21 ; AFDD 1-04, supra note 21. 
279. JorNT PUBLICATION 1-04, supra note 4, at III-6, III-12; A Planning Primer, supra note 73, at 6. 
280. See, e.g., Air Force Rules, supra note 29 ; Army Rules, supra note 29; Navy Rules, supra note 

29. 
281. Id. 
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public at large, and if the client's proposed action would not serve the public 
interests, the government lawyer should say so even if that action is legal."

282 

A lawyer must also understand the role he is fulfilling toward the client: 
counselor (to include educator), mediator, advocate, or judicial or quasi
judicial.283 The role will shape the style and nature of the legal product. 
Typically, the military national security law practitioner will be acting as a 
counselor in his role as SJA or in support of the SJA. As such, he advises on 
law, legal policy, and "other considerations such as moral, economic, social, and 
political factors that may be relevant to the client's situation."284 To do so, he 
will educate his client on various legal and legal policy matters. He will also 
serve as a process champion and provide balanced advice. 

Commanders want to know when an intended course of conduct is legal, 
complies with policy, is within their level of authority, and the perspectives of 
others with equities in the matter. Most commanders also want the lawyer to 
help identify and assess options and risks, and to check the underlying facts 
associated with the courses· of action they are considering. Such knowledge is 
necessary so that the commander can make informed decisions. Fundamentally, 
a commander wants to know if he has the authority to take certain action or to 
take no action, and he wants help in deciding if necessary.285 They do not need 
a proponent or "yes man" when making a decision. 

In the often-secretive national security world, and within a strict military 
hierarchy, the legal advisor role is crucially important. Most military decisions 
are never reviewed publically but must be credible and appropriate if subjected 
to public scrutiny. Military decisions must be compliant with higher authorities, 
or the chain of command and civilian control of the military can be threatened. 
Additionally, some non-JAG staff officers often believe their job is to "get to 
yes" rather than to identify risks associated with an expressed or implied desired 
action or end-state. As such, most commanders view their legal counselors as 
the "honest broker" and the "red light on the commander's desk."286 

For example, a lawyer assigned to USNORTHCOM or subordinate level of 
command would ensure, in his educator role and in advance of any identified 
need, that his commander is familiar with 18 U.S.C. § 831, Prohibited Transac
tions Involving Nuclear Materials, in that it provides that the Attorney General 
may request assistance of SecDef to use DoD personnel in the enforcement of 

282. Confirmation Hearing of Robert S. Litt to be General Counsel of the Office of the Director of 
National Intelligence Before the S. Comm. On Intelligence, I I I th Cong. 7 (2009) (statement of Robert 
S. Litt, nominee for Gen. Counsel of the Office of the Dir. of Nat ' l lntelligence). 

283. See, e.g., Air Force Rules, supra note 29; Army Rules, supra note 29; Navy Rules, supra note 
29. 

284. Air Force Rules, supra note 29, at Rule 2.1 (advisor); see also Anny Rules, supra note 29, at 
Rule 2.1 (Advisor); Navy Rules, supra note 29, at Rule 2.1 (Advisor). 

285. See generally BAKER, supra note 3, at 310-325. 
286. Marc L. Warren, Operational Law - A Concept Matures , 152 M1L. L. REv. 33, 40 (1996); 

UNPUBLISHED SURVEY OF COMMANDERS CONDUCTED BY AIR FORCE JUDGE AovoCATE's GENERAL CORPS (2005) 
(on file with author) . 
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§ 831. This authorized assistance may include using DoD personnel in capaci
ties that would otherwise violate the Posse Comitatus Act (18 U.S.C. § 1385). 
The lawyer would understand the process and know the participants who would 
be involved in invoking such authorities. In the event of an exercise or real
world action that involved proposed use of DoD personnel in this manner, the 
lawyer would take action to help ensure the right level of authority approved the 
actions before execution of the mission. 

The lawyer needs to understand his client may require him to serve in other 
roles such as an advocate or mediator. The national security lawyer will need to 
know how to "assess the true value of a dispute, and work collaboratively with 
others to negotiate a swift and comprehensive resolution."287 A few judge 
advocates serve as military judges and hear criminal national security cases. 
Sometimes, a senior judge advocate may serve in a quasi-judicial role on a legal 
policy issue. For example, a tactical-level lawyer might identify an issue and 
elevate it to an operational or strategic-level lawyer for appropriate level 
"ruling" on a legal interpretation for which there is no case law or on-point 
written policy. Likewise, the more senior lawyer will be in a position to ensure 
that tactical and operational-level individuals comply with policy or seek excep
tions or variances. 

Detailed client knowledge and appreciation of the context are substantially 
learned on-the-job, through PME, and self-study. Client understanding starts at 
the basic JAG school courses. Some JAG school courses also provide this 
information. For example, almost all military national security law course 
material includes at least one organizational chart. Some of the more advanced 
national security law courses include discussion of the application of rules of 
professional conduct to standard fact patterns. Case studies typically follow 
lectures.288 

Know the Client's Business: Judge advocates must also know the business of 
the organization.289 They must understand the language and terms associated 
with military operations and national security law and legal policy. They need to 
understand the decision-making processes and execution procedures. This in
cludes understanding the unit's "battle rhythm" - a schedule of briefings, meet
ings, and events designed to optimize communication. They must know the 
mission, organization, and authorities of the unit to which they are assigned, and 
for those units above and below in the chain of command. They should know 

287. Reno, supra note 270, at 6. 
288 . The "Torture Memos" and detainee interrogation debates are among the more notable case 

studies. See, e.g., Charles J. Dunlap, Jr. , A Tale of Two Judges: A Judge Advocate 's Reflection on Judge 
Gonzales's Apologia, 42 TEX. TECH L. REv. 893 (2010). The warrantless surveillance issues, including 
the visit to Attorney General John Ashcroft while in the hospital, are rich classroom discussion fodder. 
Case studies on tactical-level ethical challenges also exist, such as the disputed use of the military in the 
Branch Davidian operation. See, e.g., LrsA L. TURNER, BRANCH DAVIDIAN CASE STUDY, AIR FORCE JAG 
CoRPs KEYSTONE LEADERSHlP CONFERENCE (2008) (unpublished) (on file with author) . 

289. A Planning Primer, supra note 73, at 6. 
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the nnss10n, organization, and authorities of organizations ( or nations) with 
which their unit has overlapping equities. They should know the goals and 
objectives (both stated and unstated) of these various levels of command and for 
key influencers. They need to understand the various stages of military plan
ning, execution, transition, and redeployment, and their role at each stage of this 
process; they also need to know the weapons and weapon delivery platforms.290 

For example, a judge advocate assigned to the Pentagon must understand the 
unique aspects of practice "inside the beltway." A judge advocate who is 
advising on matters in a coalition environment must understand the political 
sensitivities associated with that coalition, the U.S. policy-maker view of the 
coalition and each partner, and the differing law and authorities each partner 
holds. A judge advocate assigned to detainee operations must understand how 
the mission both shapes and affects the strategic political level. A JTF SJA 
during the employment stage will need to know the processes associated with 
his role to "assist the [commander] in monitoring, assessing, planning, coordinat
ing, direction and controlling operations through direct participation on JTF 
boards, centers, cells, and working groups."291 

Know the Client 's Language and Mission: For the new judge advocate, 
military-speak can seem like a foreign language. JAG schools immerse new 
lawyers in the client's language from the first day at the basic legal course. At 
each level of operational law instruction, JAGs learn new terms. Some of the 
JAG school publications even include a list of definitions and acronyms. Some 
courses touch on mission, organization, and unit authorities, although lawyers 
learn most of that knowledge elsewhere. The courses do not address unit goals 
and objectives. Higher-level courses teach aspects of strategic impacts and 
effects, typically by discussing historical development of law and policy along 
with lessons learned in their application. For example, the judge advocate 
learning about detainee operations will learn much about the history and 
political issues associated with that mission-set. 

Know the Client's Representatives' Personal Preferences: Judge advocates 
are most effective if they know the personalities of the principal decision 
makers and influencers. This includes knowing the principal's/influencer's com
fort with risk; decision-making style; priorities; degree of desire for speed, 
secrecy, and political maneuver space; and other things. Most principal decision
makers have to operate in subordination to a boss and are very aware of the 
personality, goals, and objectives of the boss. As such, a judge advocate with 
some knowledge of the "boss's boss" will be more effective. For example, the 
law and written legal authorities may appear to indicate a commander has 
authority to take certain action. The judge advocate would do well to know if 
the senior commander or civilian authority expects advance notice of the 
exercise of such an authority with an opportunity to provide alternate direction, 

290. JoINT PUBLICATION 1-04, supra note 4, at III-6, III-12; A Planning Primer, supra note 73 , at 6. 
291. Jo1NT PUBLICATION 1-04, supra note 4, at III-6, III-12 
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or even have a decision deferred to him. 
JAG schools do not, and really cannot, teach students about the personalities 

of the individual principal decision makers or key influencers. However, the 
schools can discuss the importance of these factors on the development of legal 
advice. The instructors can identify various techniques for the student to learn 
the personality factors. They can also teach students how to deal with a range of 
common personalities in the context of law, policy, and the Service and JAG 
Corps culture. Teaching methods include providing students with examples of 
common challenges and the way other JAGs have resolved those conflicts, and 
by simulation role-playing. Finally, instructor-practitioners also serve as men
tors to students. As such, when an instructor has worked for or knows about a 
particular commander or civilian leader, the instructor can privately pass on the 
personality information to the student. 

B. Skills (Application and Delivery) 

Judge advocates have been taught to "think like a lawyer" by the civilian 
legal academy. Most have some basic skills in a legal research and writing 
course or in a law school clinic. Once in the military they refine their ability to 
spot issues, synthesize information, and apply knowledge to a problem set. 
They also learn to insert their legal analysis into the process in a relevant and 
timely way. Because of the analytical and communication skill sets trained and 
experienced lawyers bring to the table, senior policymakers and commanders 
employ national security lawyers in nontraditional roles. 292 JAG Corps mem
bers · pride themselves on the ability to be useful to decision makers as a 
"sounding board" in matters other than those involving law and legal policy.293 

JAG school instructor-practitioners have significant credibility with students 
when teaching these skills. 

1. Application 

After a judge advocate has substantive legal, client, and context knowledge, 
he must apply it to a particular issue - no easy matter. It requires maturity, 
wisdom, judgment, and creativity - all of which lawyers most often gain or 
improve through experience. Historical study and simulation training can pro
vide some of these skills and capabilities. The JAG schools teach some history. 
They provide several opportunities for simulation training, as previously dis
cussed. 

Find Solutions: National security lawyers must be solution-oriented. Clients 
do not just need a list of problems or impediments. Commanders must accom-

292. REVIEW PANEL REPORT ON NAVY, supra note 165, at 43 . See, e.g., Career History of Anny Judge 
Advocate, Brigadier General Mark S. Martins , JAGCNET, https://www.jagcnet.army.mil/85257995 
00461 ESB/0/D0560B904E592F00852579CA005A41 0D/$FILE/Martins%20BG%20Bio%20& %20 
Photo%20Updated.pdf. 

293. Warren, supra note 286, at 40; UNPUBLISHED SURVEY OF COMMANDERS, supra note 286. 
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plish an assigned mission, and wise counsel can assist on ways to "get from 
point A to point B." The commander will have preferences on actions that 
support the overall unit mission in the context in which he finds himself. The 
lawyer is not the decision maker - the commander is. Therefore, the lawyer 
should default to finding legal and smart ways to get to the desired end-state. 
However, the lawyer must be ready to articulate the risks, provide alternatives, 
and make recommendations . For example, at the tactical level, a lawyer provid
ing advice on use of certain funds for construction outside of the United States 
may have to tell the commander that the proposed course of action is prohibited 
by law, but that alternative solutions exist to reach the desired end-state, such as 
using a different DoD funding source, or obtaining host-nation or coalition
partner funding. 

Be Flexible: National security law practitioners must be flexible, possess the 
ability to respond under pressure with less than certain information, and be 
mature enough to practice in a variety of areas flavored with national security 
issues. 294 Through his career, the military lawyer will perform different types of 
jobs. Some of them may be focused on national security while others are not. 
Some may have uninterrupted time to focus on document reviews, carefully 
review on-the-shelf deliberate war plans, or methodically review international 
agreements. Other national security jobs are high-stress and demand rapid 
assessment of, and advice on, issues with less than perfect data, such as an 
AOC. Sometimes both extremes exist in one job. In either case, a national 
security military lawyer must be able to deal with change and stress in order to 
be effective counsel in a range of environments. 

National security legal issues usually come up in an uncertain context. 
Information is incomplete and typically changing. As intelligence or the politi
cal context changes, the lawyer must adapt. Anyone longing to apply black
letter law carefully and deliberately to steady facts would be wise to avoid this 
practice. New judge advocates have to learn quickly to adapt, and if they are 
unable to adapt, to self-eliminate into other specialty areas, or leave military 
service. 

On a personal level, the military lawyer is usually the subordinate officer who 
will move every few years and whose boss will move every couple of years. 
The military lawyer should anticipate adapting to a different boss every year. As 
the subordinate, he will also have to subordinate his own ego to the superior. As 
General Powell advised, "[a]void having your ego so close to your position that 
when your position falls, your ego goes with it."29 5 

294. See Remarks at Careers in National Security Panel hosted by the Amer. Bar Ass ' n SCOLANS 
and Section of Administrative Law and Regulatory Practice (Oct. 7, 2011 ); see also Careers in National 
Security Law, NAT'L SECURITY L. REP. (Special Issue), Aug. 2005 [hereinafter Special Issue: Careers in 
National Security Law], available at http://insct. syr.edu/uploadedFiles/insct/uploadedfiles/PDFs/ 
aug05_national_security_law_report.pdf; Careers in Nat' ! Security Brown Bag, supra note 6; Careers 
in National Security Law, supra note 262. 

295 . CouN POWELL & JosEPH E. PERSICO, MY AMERICAN JouRNEY 616 (1995). 
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Again, these skills are difficult to teach in a classroom. The schools introduce 
the concepts and primarily leave learning for on-the-job. 

2. Delivery 

Once a judge advocate has applied knowledge to a matter for a client and in a 
particular context, he must effectively transmit the information to the client. 
Effective communication is critical to military success. This skill set is also 
introduced and practiced somewhat at the JAG schools but is primarily learned 
through on-the-job instruction by supervisors and commander feedback. 

Proactive Counsel: First, to be effective the information must be actionable. 
That means it must be timely, not provided after the process has already 
obviated the lawyer's opportunity for input or after a decision. In the best case, 
the judge advocate uses his knowledge of law, history, client, and context to 
anticipate the issue and shape it in advance through informal networks, fellow 
staff members, and lawyers above and below him in the decision making 
process. Commanders and senior policy makers value the lawyer who can 
anticipate their needs as clients, or as they say, "see around comers." 

Proactive lawyers shape solutions by educating their principal in advance of 
when the principal confronts an issue. Former Secretary of State and Chairman 
of the Joint Chiefs of Staff General Colin Powell described "our best lawyers 
today [as] activists, seeking to keep their principals informed and advised of 
legal considerations that may impact on their decisional authority."296 To be 
proactive, they do not just sit in their office waiting for a meeting invitation or 
for a legal opinion. They ensure they are on the invitation list for standard 
meetings, such as staff meetings, programming, and budget decisions, and they 
routinely check their commander's meeting schedule for pop-up meetings 
which may involve legal issues.297 They also educate their client on issues the 
client is expected to confront. 

By way of example, if a lawyer anticipates that an issue related to a particular 
military operation might work its way up the command, he will shape the issue 
by coordinating with subordinate lawyers while they are advising clients at their 
levels. He will coordinate with senior lawyers to ensure they have shared 
opinions. This also allows him to consider his approach if his superior lawyers 
provide a different perspective on the issue. Before he is asked for his opinion, 
he has probably informally discussed the matter with other staffers who have 
equities on the subject. He may have prepared a background paper or started a 
legal memo "just in case." He may have informally discussed the law and legal 
policy with his commander. Then, if the issue becomes ripe, the legal advice 
can be quickly finalized and delivered. For those issues where there is no 
advance warning, the lawyer must do his best to deliver his best product on 

296. Keeva, supra note 195 at 56. 
297. In twenty-three years of legal practice, the author has invited herself to meetings and/or asked 

to be invited to many meetings but only been told her presence was not required twice. 
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time. Young lawyers are repeatedly instructed, "the eighty percent solution on 
time is better than the 100 percent solution too late." 

Relevant Counsel: Second, the information should be clearly relevant. Senior 
clients typically have a very broad scope of responsibility and do not have time 
to spend on only one focus area. They are accustomed to making significant 
decisions despite knowledge gaps and uncertainty, and in limited time. They 
tend to be more comfortable than their lawyers are with risk.298 Accordingly, 
many commanders prefer bottom-line and solution-focused counsel. This means 
they answer the question or issue directly with a succinct analysis. The lawyers 
should then provide details as they directly affect the decision- making process. 
The advice must clearly identify issues subject to law, those subject to inflexible 
policy, and those which can be waived or changed at the right level of authority, 
as well as clarifying which inputs are the result of the lawyer's sense of the 
"right thing to do" and comfort ( or lack thereof) with risk. Judge advocates who 
interact with strategic decision makers, such as those in Washington D.C., have 
to utilize a more nuanced approach to providing legal counsel and are often 
called upon to address theory and history behind the law and policy. Their 
advice must assist a client who can change policy and influence legal changes. 

Clear and Appropriate Counsel: Third, the lawyer must clearly communicate 
the information in the right time and manner. The judge advocate should use the 
client's language unless there is a very good reason not to, such as when he is 
writing a legal opinion that someone outside DoD may read. Attorney General 
Reno once implored law school professors to teach students to write "a memo 
that will prepare a client to make a decision, or one that will explain a legal 
position," not a document that reads like a law review with dozens of foot
notes.299 The communication needs to be properly formatted using templates 
that are standard for Service or Joint staff work. These skills are relatively easy 
to teach. 

Perhaps most difficult in this skill area is to teach time and place for 
communication. For example, it is wisest to find a discrete way to tell a 
commander or senior policy maker that his intended actions are illegal or may 
be unwise. This can be a private email to the senior official or a meeting in a 
small trusted group. Depending upon the personality of the senior official and 
the lawyer's relationship with him, the lawyer will use more or less direct 
communication techniques on challenging issues. For some matters, the senior 
leader does not want written legal advice but is willing to take oral inputs. Other 
leaders will want written information on right and left legal boundaries and their 
authorities and options, but will not want written recommendations because 
there is a sense that such recommendations can reduce decision space. Regard-

298. This disparity between DoD lawyers' (uniformed and civilian) and commanders ' risk-tolerance 
is anecdotal but is consistent with the risk-tolerance disparity between corporate lawyers and their 
CEOs. See CONSTANCE E. BAGLEY, LEGAL ASPECTS OF MANAGEMENT SERIES: WoRKJNG EFFECTIVELY w1rn 
COUNSEL (2003). 

299. Reno, supra note 270, at 9. 
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less of senior leaders' preference, "on issues of importance, even where the law 
is clear, as well as situations where novel positions are taken, lawyers should 
record their informal advice in a formal manner so that they may be held 
accountable for what they say, and what they don't say."300 Instructors can teach 
some of these skills in a classroom. All are refined on the job. 

Credible Counsel: Fourth, the counsel must himself be credible. The legal, 
client, and context knowledge discussed above are key components of credibil
ity. Practice, experience, and military grade are other aspects. Professional 
reputation is quickly established and grows over years of practice. Commanders 
gaining a new lawyer or other staff member will often use the "bubba network" 
and call around asking about the reputation of the new staff officer. The 
professional way a lawyer interacts with a commander or senior decision maker 
is also a factor. He must look professional - sharp uniform, be physically fit, 
and use military customs and courtesies. 

Basic courses introduce skills and advanced courses reinforce them. All basic 
courses require the new lawyers to prepare legal memos and interact with 
clients and courts in mock exercises. Several advanced courses have exercises 
that simulate time-constrained, high-pressure military operational environments. 

C. Professional Ethos 

The Services must inculcate new judge advocates into the military and JAG 
Corps culture. Culture has many aspects and includes Service core values, such 
as those articulated by the Air Force: Integrity First, Service before Self, and 
Excellence in All. Some of the JAG Corps articulate additional values, others do 
not. For example, the Coast Guard JAG Corps lists their core values as: Legal 
Knowledge, Ethics and Professional Responsibility, Responsiveness, Advocacy, 
Partnering, Leadership, Adaptability, Watch-Standing, Technology, and Diver
sity.301 The Air Force has guiding principles of Wisdom, Valor, and Justice. 
DoD has no articulated DoD-wide or Joint core values. 

Integrity: There are a variety of particularly important aspects of professional 
ethos for military national security law practice. Integrity is not optional. 
National security military practice must be completely grounded in the integrity 
of the individuals and the process. The military must have the trust of the 
American public and lawyers are one significant self-policing mechanism. For 
example, a lawyer might fail the integrity test if he learns of an allegation of a 
LOAC violation and takes no further action, for whatever reason. If only a 
couple of operators know of the allegation, there may never be a review of, or 
accountability for, the violation. In addition to violating international and 
domestic law and policy, this process failure places at risk both good order and 

300. BAKER, supra note 3, at 66. 
301. REAR ADMlRAL FREDERlCK. J. KENNY, TJAG, ANNUAL REPORT SUBMITTED TO THE COMMITTEES ON 

ARMED SERVICES , PURSUANT TO THE UNIFORM CODE OF MILITARY JUSTICE, FOR THE PERIOD OCT. 1, 2010 TO 

SEPT. 30, 2011 , at 6 (2011). 
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discipline, and institutional credibility. Abu Ghraib and My Lai provide worst
case examples of such breakdowns (neither involved a lawyer's failure to 
report). 

Service: Lawyers who practice national security law should be motivated 
public servants. This community of practitioners and academics has a strong 
sense of obligation to serve the greater good, demonstrated by their thoughtful 
consideration of the needs of the client and Constitutional democracy. 302 In 
addition to being bound by professional rules of responsibility, many have taken 
an oath to "support and defend the Constitution of the United States against all 
enemies, foreign and domestic, that [and] bear true faith and allegiance to the 
same [ ... ]." At some times, this will mean they must protect a commander's 
prerogatives. At other times, it will mean they act to restrain the commander's 
acts. Because these roles sometimes compete with each other, they can only 
serve in these roles if they understand that their oath obligates them to a greater 
good. For example, if a commander decided to alter the way detainees are 
treated in his area of responsibility in a manner inconsistent with law or policy 
and without higher authority, the judge advocate would be duty-bound to 
elevate the matter if he could not persuade the commander to remain within the 
law or policy, or to elevate the matter on his own. 

Civilian Control of the Military: Representative civilian leadership absolutely 
must control the military instrument of power. Strong civil-military relations are 
critical. The larger the civil-military gap, the higher the risk of breakdown in 
this relationship. 303 This is particularly important for national security practitio
ners who help ensure democratic civilian control of the military.304 Military 
lawyers must respect civilian authority in order to operate in the military 

302. For example, together, academics and practitioners have published guides to careers in national 
security law, sponsored national security law career fairs , and held seminars on teaching national 
security law. See, e.g., Williams C. Banks & Harvey Rishikof, Educating National Security Lawyers for 
the Twenty-first Century: The Intersection of National Security Law and International Affairs, 6: I J. 
NAT'L SECURITY L. & PoL'Y 483 (2013); Bean, supra note 294; PACE UN1v. SCH. OF L., THE CENT. FOR 
CAREER DEv., GUIDE TO CAREERS IN NATIONAL AND HOMELAND SECURITY LAW (2012); Special Issue: 
Careers in National Security Law, supra note 294. 

303. See generally RICHARD SWAIN, THE OBLIGATIONS OF MILITARY PROFESSIONALISM: SERVICE UNSUL
LIED BY PARTISANSHIP (2010) , available at http://www.ndu.edu/lNSEL/docUploaded/obligations%20of 
%20military%20professionalism.pdf. 

304. Since September 11, 2001, there have been a number of publications that discussed the role of 
judge advocates in civil - military relations. See, e.g., Glen Sulmasy & John Yoo, Challenges to 
Civilian Control of the Military: A Rational Choice Approach to the War on Terror, 54 U.C.L.A. L. 
REV. 1815 (2007); Michael L. Kramer & Michael N. Schmitt, Lawyers on Horseback? Thoughts on 
Judge Advocates and Civil-Military Relations, 55 UCLA L. REv. 1407 (June 2008); Victor Hansen, 
Understanding the Role of Military Lawyers in the War on Terror: A Response to the Perceived Crisis 
in Civil-Military Relations, 50 S. TEX. L. REV. 617 (2009); Lisa L. Turner, The Detainee Interrogation 
Debate and the Legal Policy Process, 54 JOINT FORCE Q., 3d Quarter 2009, at 40, available at 
http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ada515l87; Dunlap, supra note 288; Diane H. Mazur, The 
Constitutional Bond in Military Professionalism: A Reply to Professor Deborah N. Perlstein, 90 TEX. L. 
REv. 145 (2012); Deborah N. Pearlstein, The Soldier, the State, and the Separation of Powers, 90 Tx. L. 
REv. 797 (2012). 
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hierarchal system. This issue can anse at the strategic levels when civilian 
authorities make decisions inconsistent with military recommendations, but 
within their authorities. In the field, it can arise, for example, when a Chief of 
Mission makes such a decision. At the tactical level, it more often takes the 
form of teaching and reminding military members about Article 88 of the 
UCMJ, which prohibits contemptuous words against the President, and other 
governmental leaders.305 When that fails, the judge advocate assists his com
mander in holding the off ender accountable. 

Courage: National security legal practice and military legal service require 
moral courage.306 As the Legal Advisor to the U.S. State Department has stated, 
lawyers are counselors who "also serve as a conscience for the U.S. government 
with regard to international law."307 This is because national security practice is 
typically shrouded in secrecy; decisions may be made without much vetting; 
and strategic-level policy preferences are often unwritten. There is often great 
pressure to give the senior leader the answer he appears to want, and the legal 
analysis is not typically subject to review. As discussed above, the lawyer may 
be the only staff member able and willing to express concerns to a commander 
or senior decision maker about a particular course of action. To do so requires 
focus on the greater good rather than on some lesser purpose such as career 
enhancement. By way of example, Service senior judge advocates, OCJCS/LC 
and the Navy General Counsel displayed moral courage when they provided 
written legal opinions contrary to those offered by senior administration lawyers 
on detainee treatment. 308 Congress has attempted to undergird judge advocate 
moral courage by creating a structure that prohibits interference with the 
independence of their counsel.309 This legislation is important, but the JAG 

305 . Unif. Code of Military Justice, art. 88 ; 10 U.S .C. §888 (2006). 
306. The second core value listed by the Coast Guard Judge Advocate is "ethics and professional 

responsibility." KENNY, supra note 301, at 6. Navy policy has long been to train judge advocates and 
legalmen on ethics, in addition to substantive areas of the law. See OFF. OF THE JUDGE Aov. GEN., 
JAG/CNLSC lNsT. 1500.lA, PROFESSIONAL DEVELOPMENT PROGRAM (1985), available at http://www. 
jag.navy.rnil/library/instructions/1500_la.pdf. Air Force Doctrine identifies moral courage as one of the 
five bedrock principles of legal support staff. "The legal support staff may be required to advocate a 
difficult or unpopular course of action after a thorough analysis of alternatives . Commanders expect the 
legal support staff to prepare and deliver the appropriate legal advice without hesitation." AFDD 1-04, 
supra note 21, at 2. See generally Harlan G. Wilder, Independent Counsel by Design, 12 WRIGHT STUFF 
(2007) (on file with author) . 

307. Harold Hongju Koh, Legal Adviser, U.S. Dep't of State, Keynote Address at the Annual 
Meeting of the American Society of International Law (Mar. 25, 2010), available at http:// www.state.gov/ 
s/l/releases/remarks/139119 .htm. 

308. See Turner, supra note 304, at 42; Charles J. Dunlap, The Ethical Dimensions of National 
Security Law 50 S. TEX. L. REV . 789 (Summer 2009). As a former Legal Counsel for the Chairman of 
the Joint Chiefs of Staff during the detainee discussions stated, "I did my best to provide clear, 
unvarnished legal advice without fear or favor of how my advice would be received." Statement of 
RDML Jane G. Dalton, JAGC, USN (Ret.) Before the Committee on Armed Services, U.S . Senate (Jun. 
17 2008), available at https: //www.fas.org/irp/congress/2008_hr/061708dalton.pdf. 

309. 10 U.S.C. §8037(c)(2) (2006); 10 U.S.C. §3037(c) (2006); 10 U.S.C. §5149 (2006); 10 U.S.C. 
§5046 (2006); see generally John C. Johnson, The Air Force Judge Advocate: An Independent Legal 
Advisor, REPORTER, Summer 2007, at 18-24. 
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Corps culture tradition of speaking the truth to power is long-standing and 
reinforced by both instruction and leadership by example, such as that displayed 
during the detainee treatment discussions. 310 

· 

Discipline: Judge advocates must have physical and mental self-discipline. 
National security practice often requires surge work periods. For example, 
leading up to and during an operation, commanders and staff can work for 18 
hours straight for weeks on end with few or no breaks. Work and deployments 
will take the lawyer away from family for extended periods. Families will be 
required to move every two to four years so that the lawyer can progress in 
various assignments. Military lawyers must be willing to pay the costs of this 
unique legal practice, including the ultimate sacrifice. Sadly, the Services have 
lost judge advocates and paralegals in military operations, and more were 
wounded. 

Collaboration: Judge advocates do not practice national security law in 
isolation. Military lawyers must be able to work collaboratively within their 
Service, and in Joint, coalition, and interagency environments. They must also 
be able to work with individuals associated with non-governmental organiza
tions, and civilians with no affiliation to government. They must be able to 
appreciate the perspectives of others and often find common ground. These 
statements may surprise some who believe that the nature of classified or 
official-use-only information restricts any collaborative work. While security 
classifications and "need to know" do provide some impediments to collabora
tion, personalities of decision makers and staff are more influential in the degree 
of collaboration. In the military, collaboration provides checks and balances to 
prevent an individual commander or unit from operating outside of their 
authorities and "going rouge." The awesome power of the military makes such 
restraint critical. 

JAG school lectures and seminar discussions introduce culture, but much 
more than a few classroom contact hours is required to inculcate individuals 
into a culture. When actions of the cultural group match their words, culture is 
ingrained and sustained. The JAG schools introduce professional ethos in 
lectures and reinforce them with examples of the ethos. Many of these skills are 
learned as inherent to military service. JAG schools build upon those lessons by 
weaving skills development throughout the curriculum. For example, TJAGLCS 
has senior adjunct practitioners provide students with vignettes of when they 
personally confronted ethical and moral issues. Many courses involve practice 
of teamwork and leadership, such as by grouping students and assigning a 
leader to a seminar or group. However, development of a professional ethos is 
primarily accomplished in the fleet/field. 

310. See generally Wilder, supra note 306; Johnson, supra note 309. 
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IX. RECOMMENDATIONS AND CONCLUSION 

I believe that, just as we can't predict with precision the nature of the next 
fight, I think we can predict with certainty that it will be as complex as any 
fight we face today, and we need lawyers that have that agility and flexibility 
to meet that threat. ~ Vice Admiral Harry B. Harris, Jr., USN, (ret.)

311 

A. The Problem 

The Services will continue to plan for and operate within reduced budgets. 
Resource constraints force organizations to distinguish between those expendi
tures that are core, essential, and enhanced. Some number of uniformed legal 
counsel will be required, and among them will be those who must address 
national security law. Lawyers are obliged to meet professional standards in the 
manner in which they practice. Given the fiscal constraints ahead, DoD will 
have a challenge addressing the gap between demand for trained and educated 
judge advocates, and the resources available for that training. However, the gap 
challenge is not insurmountable. The solution is to address the challenge 
deliberately and on multiple levels. 

B. The Problem Demands a Plan 

When facing any problem, the first and most important step is to create the 
right plan. Above all, that means leaders and planners must ask the right 
questions. This, in tum, requires careful, deliberate analysis and understanding 
of the problem.312 As a point of departure for such analysis, this article suggests 
that the following questions could be useful: What are the requirements for 
trained and educated JAG Corps legal counsel for both the Joint end-user and 
for the Services in this post-Goldwater-Nichols era? What balance of the Forces 
should be trained for various aspects of legal practice, including national 
security law? Within national security legal practice, and in order to meet 
end-user requirements, what knowledge, skills, and ethos do lawyers require at 
the tactical, operational, and strategic levels? What is the order of priority and 
balance between those levels? What is the most effective and efficient way to 
obtain, develop, and sustain counsel to meet the requirements to be Joint- and 
Service-capable practitioners, now and into the uncertain future? What empha
sis should the JAG recruiting process place on hiring law school graduates and 
lawyers with existing national security knowledge and skills? What role do job 
assignments play in a deliberate development process? What is the right mix of 
informal mentoring, directed on-the-job training, self-study, PME, joint training, 

311. Dep't of Navy, NAVY JAG 2020. l 11 (2011) (Navy JAG Corps Strategic Plan), available at 
http://www.jag.navy.mil/organization/documents/jag%20corps%202020. l .pdf. 

312. For a very brief summary of the eight steps in problem solving, see, e.g., STATE OF WASH., Gov 'T 
MGMT. ACCOUNTABILITY AND PERFORMANCE, THE EIGHT STEPS FOR SUCCESSFUL PROBLEM SOLVING: BASED ON 
THE TOYOTA BusrNESS PROCESS (2010). 
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and formal legal education - both in the civilian legal academy and at the 
military JAG schools? What is the most effective and efficient way for the JAG 
schools to transmit the required knowledge, skills, and ethos? These questions, 
asked in the right forum, will generate other illuminating questions to enable 
problem-solving analysis. 

C. Requirement for National Security Law Judge Advocates 

Senior leaders and commanders will continue to require trained and educated 
legal counsel for both the Joint end-user and for the Services. Judge advocates 
have served in the American military continuously for the past 238 years, and 
the fundamental missions and associated legal issues will doubtless endure. 
Lawyers will continue to provide legal counsel and capabilities in the core areas 
of military justice and administrative law. The core area of legal assistance will 
continue, absent significant legislative changes. The legal landscape also re
quires specialized military attorneys skilled in highly regulated areas such as 
environmental, contracts, fiscal , and labor and employment law. For example, 
deployed fiscal and contract law is a robust practice for deployed judge advo
cates. 

As shown, senior leaders and commanders have come to rely on judge 
advocates on a broad range of issues, including national security law. Twenty
two years ago, then-Chairman of the Joint Chiefs of Staff Colin Powell recog
nized the judge advocates' indispensable role in support of commanders.3 I 3 

Operational commanders, such as General Petraeus and Vice Admiral Harris , 
value lawyers for their critical thinking skills, as well as their professional 
technical expertise.314 More recently, a congressionally commissioned panel 
concluded, "the demand for operational law support could approximately double 
over the next decade. "3 1 5 Clearly, Services and Joint commanders will continue 
to require some percentage of their trained and educated legal counsel to be 
uniformed and able to deploy immediately to permissive, non-permissive, and 
uncertain environments. 

Some might postulate that because of the troop drawdown in Iraq and 
Afghanistan, legal issues will contract and there will be a correspondingly 
reduced requirement for national security military lawyers. This would be 
na'ive, and reject the lessons of recent history. Armed conflict and humanitarian 
crises are fundamental aspects of the human condition; they are inevitable. 
Planners dare not expect a reversal in the unrelenting trend toward increased 
complexity, uncertainty, and legal intensity in the national security environ
ment. 3 16 For instance, the relentless threat of Weapons of Mass Destruction 

313. Keeva, supra note 195. 
314. JorNT PUBLICATION 1-04, supra note 4, at 36. 
315. REVIEW PANEL REPORT ON NAVY, supra note 166. 
316. Id. at 70. See generally U.S . DEP' T OF DEF., QUADRENN IAL D EFENSE R EVIEW REPORT (Feb 2010); 

MICHAEL MULLEN, THE NATIONAL MILITARY STRATEGY OF THE UNITED STATES OF AMERICA 2011 : REDEFINING 
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engages a complex framework of domestic and international law. Increasingly 
complex - and highly politicized - legal issues related to international and domes
tic terrorism will persist. Cyber threats and associated risks to critical infrastruc
ture will continue to challenge domestic and international law and structures. 
This is particularly so as those challenges straddle the fault line between 
security and liberty. Even climate change will create a new demand for national 
security lawyers prepared to address resultant issues like government stability, 
population sustainability, and weather-spurred humanitarian crises. 

D. Required Knowledge, Skills, and Ethos of National Security Law 
Judge Advocates 

This article also provides a starting place to answer the questions: "In order to 
meet end-user requirements, what knowledge, skills, and ethos do lawyers 
require at the tactical, operational, and strategic levels?" and "What is the order 
of priority and balance between the aspects of required knowledge, skills, and 
ethos at the various operational levels of practice?" For the national security 
legal education piece of the equation, the Services should collectively apply 
three phases to this process. This process will require an initial investment of 
effort, but will improve national security law education and should reduce costs. 

First, all Services should recognize in words and in acts that national security 
legal practice is a core area of legal practice. Currently, all Services assert that 
national security law is a core practice area, and frequently act accordingly. 

The fact that commanders and senior leaders view this area of practice as 
mission-essential often translates into both JAG Corps manpower allocations, 
and in judge advocate promotion results. However, other decisions suggest 
national security law is anything but core. In particular, not all JAG schools 
have placed a corresponding priority on resourcing national security courses . 

Next, the Services should integrate the Joint (and perhaps interagency) legal 
community into the existing ISLRC process, or create an alternative interservice 
process for identifying and deconflicting legal education requirements. History 
proved the validity of Goldwater-Nichols. We will not return to the day when 
the Services ruled the operational world. Despite this, the JAG schools collec
tively do not have a formal process to accept Joint community-identified 
requirements. Creating such a process would be consistent with Chairman of the 
Joint Chiefs of Staff Manual on Joint Training, which states: "Service training 
includes basic, technical, operational, and interoperability training in response 
to operational requirements identified by the combatant commands to execute 
assigned missions."317 It would be consistent with the DoD charge to each 
Service Secretary to both train individuals to qualify for force structure billets, 

AMERICA'S MLL!TARY LEADERSHIP (2011); LEON PANETTA , SUSTAINING U.S . GLOBAL LEADERSHrP: PRIORITIBS 

FOR 2l5T CENTURY DEFENSE (2012); MARTIN E. DEMPSEY, CHAIRMAN'S STRATEGIC DIRECTION TO THE JOINT 

FORCE (2012). 
317. JOINT TRAINING MANUAL, supra note 74. 
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and to "[e]stablish and conduct individual, collective, and staff training pro
grams and, to the maximum extent possible, align training schedules, curricula, 
and syllabi to support Joint and integrated operations training."3 18 And, such a 
process would be consistent with the COCOM commanders' responsibility to 
"[p]rovide lessons-learned feedback to Service component commanders on 
operational requirements and priorities to be addressed in Military Department 
training programs."3 19 Given the current TJAGs' operational joint experience, 
each is ideally situated to the value Joint community input would have in 
identifying effects-based requirements. 

Third, the new Joint and interservice legal education process should deliber
ately assess what legal knowledge, skills, and professional ethos judge advo
cates require when practicing national security law at the tactical, operational, 
and strategic levels, including their prioritization balance. Of course, Joint 
doctrine is the starting place but it is not a deliberate, final, effects-based 
requirements list. 

E. The Future of JAG Schools 

Once the process identifies requirements, including what parts of a require
ment will be levied upon a formal legal educational system rather than upon 
on-the-job training, the JAG schools should collectively identify how to best 
provide that training and education. In other words, they must address the 
question: "What is the most effective and efficient way for the JAG schools to 
transmit the required knowledge, skills, and ethos to students so that they learn 
and apply that knowledge?" This analysis should determine what pieces could 
be effectively and economically provided outside of the brick-and-mortar schools, 
such as through DL, civilian legal education, or JAG school-guided deliberate 
on-the-job-training. The schools should then use the ISLERC process to decon
flict which pieces of that knowledge each school delivers, thereby minimizing 
duplication of effort. 

1. Consolidate the Schools 

In this time of shrinking budgets, and with DoD suggesting another Defense 
Base Realignments and Closure (BRAC)320 round, some suggest consolidating 
the JAG schools.321 Facility consolidation can appear to be a money-saving 
option. Once DoD initiates a project of this scope, there is almost no way to 
reverse course. Accordingly, deep critical analysis is vital to any discussion of 

318. Dep ' t of Def. , Directive 1322.18, Military Training 7 (2009), available at http ://www.dtic .mil/ 
whs/directives/corres/pdf/ 13 2218p .pdf. 

319. Id. at 9. 
320. Defense Base Closure and Realignment Act of 1990, Pub. L. No. 101-510, 104 Stat. 1808 (as 

amended 2005). 
321 . See, e.g., Dwight Sullivan, TJAGLCS Cancels 2012 New Developments Course , NAT'L lNsT. OF 

M1L. JusnCE BLOG, May 25 , 2012, http://www.caaflog.com/2012/05/25/tjaglcs-cancels-2012-new
de velopments-course/. 



74 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 1 

this option. Simply put, school consolidation is the most costly, complex, and 
time-consuming option. It is least likely to be effective of any option available 
to close the requirement-resource gap or save the DoD money, even if military 
legal education is reduced. 

BRAC criteria include costs and savings associated with a proposed consolida
tion, where available existing infrastructure receives the mission and associated 
personnel.322 In 2005, application of BRAC criteria resulted in regionalization 
of interservice medical training and establishment of a single interservice school 
for chaplains. However, the government has not realized the savings promised 
from these projects. 323 For example, due to military construction costs neces
sary to create a facility large enough to support all required religious education, 
the chaplain school cost 1,394 percent more than projected. 324 Akin to the 
medical and chaplain communities, it would take decades to realize any savings 
from JAG school consolidation. New military construction would be required 
because no JAG school has the facilities to significantly increase, much less 
double or triple, student throughput. Even long-term savings would be small. 
While consolidation would reduce school operational overhead, the primarily 
fiscal expenditure for any military school is in student temporary duty costs (for 
example, travel, per diem pay, and lodging), and those costs would not simply 
be lessened through consolidation. 

Although cost is a significant BRAC criteria, the "military value criteria" is 
the priority consideration under the most recent implementing legislation. 325 

Applying selection criteria, as modeled on the medical and chaplain consolida
tions, the "military value" of an interservice legal training center would be to 
improve interservice legal interoperability and joint deploy ability. 326 To support 
this option, each JAG school currently teaches students from other Services and 
employs full-time and/or adjunct instructors from other Services. 

All JAG Corps identify their core legal functions to include military justice, 
legal assistance, and operations law. In these core areas, the foundational law is 
the same-the UCMJ, state and federal laws related to landlord-tenant issues, 
trusts and estates, tax law, consumer law, and the Law of Armed Conflict. 
Additionally, judge advocates practice in a Joint environment without diminu
tion of legal services. 

However, unlike the medical and religious communities, the substantial body 
of legal practice and associated structure springs from Service policies, which 
derive from differences in the missions of each branch. As a straightforward 
example, when an Airman is offered nonjudicial punishment (NJP) under 

322. Supra note 320, at §2913 (Selection Criteria for 2005 Round) . 
323. See U.S. Gov'T AccouNTABILITY OFF., GAO-12-709R, MILITARY BASE REALIGNMENTS AND CLO

SURES (2012), available at http://www.gao.gov/assets/600/592076.pdf. 
324. Id. 
325. Defense Base Closure and Realignment Act of 1990, supra note 320, at §2913 (Selection 

Criteria for 2005 Round). 
326. See GAO, supra note 323. 
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Article 15 of the Uniform Code of Military Justice, he has a right to a military 
defense counsel and may demand trial by court-martial rather than accept the 
NJP.327 By contrast, due to limits associated with being at sea for extended 
periods, sailors do not always have these rights and may be subject to forms of 
punishment not available in the Army or Air Force, such as confinement on 
bread and water or diminished rations. 328 As another example, in national 
security law practice, Air Force judge advocates have greater depth of knowl
edge and practice in Air and Space law, sea service judge advocates in Law of 
the Sea, and so on. 

Structural differences also affect legal practice. The JAG Corps also differ in 
what constitutes core practice areas. For example, at headquarters and in the 
field, the Navy primarily employs GC staff, rather than members of the JAG 
Corps, to provide labor, environmental, and systems contract law services . On 
the other hand, the Air Force JAG Corps primarily provides those services 
rather than the GC staff for several reasons, including to ensure deployable 
experts in these areas. 

JAG Corps lawyers in Joint billets overcome these differences. However, it is 
important to recall that the significant majority of judge advocates are not 
serving in Joint billets at any given time. 

Additionally, DoD typically structures Joint legal offices to have lawyers 
assigned from each Service that supports the command's mission. For example, 
United States Transportation Command (USTRANSCOM) supports global mo
bility. The USTRANSCOM legal office, currently led by an Army SJA, in
cludes lawyers from the Air Force who have airlift legal knowledge and Navy 
lawyers who have sealift legal knowledge. 

Consolidating the JAG schools involves additional risks. Moving TJAGLCS 
from Charlottesville would be challenging due to that institution's close, syner
gistic relationship with UVA's law school. The benefits gained from the ability 
to bring in strategic speakers from nearby Washington D.C., not to mention 
TJAGLCS's ABA accreditation, add to that JAG school's program immensely. 
Because the Navy and Air Force are co-located with their Service PME pro
grams, and support those programs' curriculums, moving NJS and AFJAGS 
from their current locations would weaken both PME platforms. Furthermore, 
consolidation would require the Services to place additional resources at the 
PME schools when the JAG schools move, further reducing any BRAC savings. 
The Navy and Air Force JAG schools would also lose other benefits of 
co-location, such as the AFJAGS's use of AU personnel and facilities for 
classified wargaming. 

327. Air Force, Instruction 51-202, Nonjudicial Punishment, incorporating through change 3 (2011), 
available at http://static.e-publishing.af.mil/production/ l/af_a3_5/publication/afi5l-202/afi51-202.pdf. 

328. Dep't of Navy, JAG Instruction 5800.7F, Manual of The Judge Advocate General §0109 
(2012) , available at http://www.jag.navy.mil/library/instructions/JAGMAN20l2.pdf (Advice to Ac
cused Prior to Initiation of Article 15, UCMJ); id. at §0111 (Limitations on and Nature of Punishments). 
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2. Consolidate Aspects of Training 

Consolidating certain aspects of training is another way to close the require
ment-resource gap. Although this option has not been studied for national 
security law courses, in Fiscal Year 2003, Congress directed the Secretary of 
Defense (SecDef) to submit a report to the Congressional Armed Services 
Committees addressing the "desirability and feasibility of consolidating the 
separate Army, Navy, and Air Force courses of basic instruction for judge 
advocates into a single course to be conducted at a single location."329 Both the 
combined JAG school 2003 Report on Assessment of Consolidating JAG Basic 
Courses330 and a 2013 master thesis on the same topic331 concluded that 
consolidation was not feasible or desirable. 332 Similar to the BRAC discussion, 
these studies concluded that even long-term savings would be minimal, it would 
be expensive in the short term, and legal education would suffer. Removing one 
class or set of classes does not reduce or eliminate the overall expenses of 
operating three schools, nor does it remove the cost of sending students to a 
school on temporary duty. 

Consolidation of all national security law education at one school would be 
neither feasible nor desirable. The fundamental differences in Service missions 
and school logistical limitations eliminate any legitimate possibility of fiscal 
austerity. Currently, ISLERC works to reduce or eliminate duplication. As will 
be discussed, the ISLERC process, combined with improved identification of 
national security law educational requirements, is the best avenue to reduce the 
requirements-resource gap. 

3. Reduce, Change, or Eliminate Courses 

If the Services choose not to apply a requirements-based process in whole or 
in part, they have other ways to reduce costs yet still meet demands. The 
simplest option is to make pro rata reductions in most programs. This is the 
easiest choice intellectually, but generally makes little sense because it fails to 
apply sufficient rigor to the requirements-side of the gap analysis. 

Alternatively, or additionally, Services can reduce the number of times a 
school offers a particular course and increase remaining class sizes, if logisti
cally feasible. JAG school classroom space and numbers of instructors often 
curtail this option. To mitigate such limitations, they can reduce class sizes by 

329. Bob Stump National Defense Authorization Act for Fiscal Year 2003 , Pub. L. No. 107-314, 16 
Stat. 2458, §582, Report on Desirability and Feasibility of Consolidating Separate Courses of Basic 
Instruction for Judge Advocates (Dec. 2002). 

330. JAG SCHOOL REPRESENTATIVES, MEMORANDUM FOR COMMITTEE TO STUDY THE DESIRABILITY AND 
FEASIBILITY OF CONSOLIDATING BASIC INSTRUCTION FOR JuDGE ADVOCATES (2003) (on file with author). 

331. ANDREW D. FLOR, JoINT JUDGE ADVOCATE BASIC OFFICER COURSE TRAINING: A CURRlCULUM AND 
TRAINING BASED ANALYSIS OF THE FEASIBILITY OF COMBINING JUDGE ADVOCATE INITIAL OFFICER TRAINING 
(2013) (unpublished thesis) (draft copy on file with author) . 
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BASIC INSTRUCTION FOR JUDGE ADVOCATES, supra note 330. 



2014] DEVELOPING CLIENT-READY PRACTITIONERS 77 

carefully selecting only those judge advocates who must have a certain course 
for a current or immediate next assignment. Again, this requires careful require
ments-based analysis. As previously mentioned, the Navy has been identifying 
billets that require special or detailed national security law training since 
1983.333 

The Services can also shorten or eliminate courses. Even in an unconstrained 
fiscal environment, a course should only be as long as necessary to fulfill the 
educational requirement. The JAG schools should, and do, conduct periodic 
course curriculum reviews with this principle in mind. When eliminating a 
course, the Services should carefully assess associated risks and consider 
mitigation techniques. 

For example, the Services are already eliminating courses, including the 
AFJAGS 2013 Homeland Security/Defense course. This means that when (not 
if) another Homeland disaster/attack occurs, unless they obtain training else
where, there will be fewer judge advocates trained on how to respond. 334 

Cancelling the training particularly limits the number of judge advocates who 
understand and are able to advise on Homeland air defense. 

Additionally, one Service can attempt to shift training demands onto another 
JAG school by trying to expand the number of students who can attend the 
sister-Service's courses. For instance, Air Force judge advocates who no longer 
have a Homeland Security/Defense course available at AFJAGS might be able 
to attend the TJAGLCS Homeland course. However, all schools are facing the 
same budget limitations and have both classroom size and staff size limitations. 
This option is also a sub-optimal solution because the material taught at another 
school typically will not meet a particular Service's requirement. Given that 
ISLRC deconflicts course overlap to the greatest degree possible, and because 
the Services' schools present information from different Service perspectives, 
gaps in Service-specific needs are inevitable. 

4. Change Instruction Delivery Methods 

The Services are working to utilize more efficient educational delivery 
techniques and platforms, such as DL, blended learning, and learner-paced 
models. Civilian universities have utilized these techniques for years. JAG 
schools are increasingly using DL, but still deliver military national security 
courses at the schools with a single course schedule. 

Distance and Blended Learning: DL is instruction provided in virtual environ
ments, such as web-based interactive classrooms and web-based gaming environ
ments. Blended learning combines brick-and-mortar based instruction with DL 
in one course or set of coursework. During the mid- l 990s, the JAG schools 

333. Navy Instruction 33300. l A, supra note 277 . 
334. The author was an SJA at McGuire Air Force Base, New Jersey - the closest Air Force base to 
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began to experiment with remotely delivered legal education. It became a "hot 
topic" among the schools in the mid-2000s,335 and DL has continued to expand 
due to significantly improved technology. Younger students are particularly 
receptive to DL. Like their contemporaries, many young judge advocates took 
at least one civilian online DL course, in either high school or college. They 
tend to be visual learners and highly competent with and comfortable in the DL 
environment. 

JAG schools can readily deliver national security law lectures through DL. 
However, DL is less effective for seminar-style discussions and experiential 
learning. Seminar-type interactions between instructors and students in chat
room format are possible. Some Service schools use Defense Connect Online to 
approximate classroom style conversations, but technological limitations inhibit 
the free flowing style of brick-and-mortar classrooms. Blended learning pro
vides a way to deliver DL format lectures with brick-and-mortar training on 
those activities best conducted face to face. For example, Air Education and 
Training Command is moving increasingly to blended learning in training 
courses ranging from those for new squadron commanders and civilian supervi
sors, to first sergeants, and even PME. In a national security course, a JAG 
school could deliver much of the lecture content via DL and combine those 
lectures with assigned readings. The shortened time at a JAG school would then 
be used for seminars and exercises. 

As technology develops, schools could deliver national security experiential 
events through DL. As a robust example, in the civilian gaming marketplace, 
massive, multi-player, on-line role-playing games (MMORPGs) are common 
and have been widely used for almost a decade. Many young judge advocates 
grew up playing these games, such as World of Warcraft®. Should the military 
be able to invest in adaptive, simulation, massive multi-player exercises in a 
gaming format, they could reach many more students than they currently do 
through in-person events. If DoD invests in a MMORPG that teaches an array 
of military specialties, judge advocates should be part of those initial develop
ment efforts and ought to build in legal issues for the players, themselves 
included. Of course, MMORPGs have significant limitations, including initial 
investment and sustainment costs, security issues, and no role for interpersonal 
skills development. 

Another challenge of DL and blended learning is to ensure that while the 
student is at home station, supervisors respect the time necessary to attend the 
course. The temptation is to keep assigning a normal workload and pile the 
course on top of an already stressed workforce. Effective use of DL and blended 
learning requires a leadership-driven demonstrated awareness that all personnel 
need sufficient off-duty time and a sense that leadership respects that time. 
Blended learning also provides limited financial savings. Even though blended 
learning reduces time at the JAG schools, travel and some per diem costs 

335. Strand, supra note 58. 
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remam. 
Learner-Paced Education: Learner-paced classes are another educational 

efficiency. Traditionally, schools deliver coursework in a lock-step format at the 
pace of the slowest learner. Leamer-paced work delivers coursework in much 
smaller pieces and delivers it at the pace of each individual student. As such, 
some students can learn the material in a much shorter period than others, thus 
saving resources. Leamer-paced work is easiest when combined with DL and 
blended-learning formats , but it can also be done in brick-and-mortar class
rooms if the learning objectives are clearly identified. The JAG schools should 
study this as an option for national security law courses. 

5. Create Cooperative Relationships 

The JAG Corps should examine the fiscal and educational value of increasing 
links between the JAG schools and the civilian legal academy. Civilian educa
tion opportunities are now ~vailable given that national security law courses 
offerings have significantly expanded post-9/11. Additionally, the basis for 
shared understanding and partnerships already exists through the many former 
judge advocates who law schools now employ. As discussed, judge advocates 
have long attended civilian law school LL.M. programs. TJAGLCS and UVA 
have an established association, but this concept would develop such relation
ships to a much greater degree. 

Cooperative relationships could broaden the depth and widen the perspectives 
of national security law courses, particularly if attended by other federal depart
ment and agency lawyers. They could also spread the cost of some operational 
and strategic level courses among a number of organizations. For example, a 
civilian law school and JAG school combined course on homeland security and 
defense attended by DHS, DoD, FBI, DHHS, and some state and local lawyers 
would be much more effective than the current JAG school courses. After the 
main body of the instruction, short breakout sessions for a particular agency to 
teach their lawyers additional agency-specific lessons could follow. The same 
principle would be true, for example, for an intelligence law course, which 
could involve brick-and-mortar courses, DL, and/or blended learning and mili
tary participation in exercises. A civilian-JAG school partnership could also 
readily fill the existing gap of a strategic-level practitioner course. This course 
could share civilian and military instructors and, of particular value, address 
interagency issues. The schools could deliver it through blended learning, 
combining on-line lectures and discussions, culminating with a live experiential 
learning opportunity where the students receive feedback from senior, experi
enced national security law professors and practitioners. 

Certainly, there are challenges with this concept. This type of cooperative 
relationship could not replace JAG school education as a whole, given the 
different mission sets. It would not be appropriate for basic-level instruction. 
The schools would have to establish a cooperative agreement upon a careful 
study of the educational requirements for national security lawyers, as discussed 
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above. Additionally, JAG schools' ability to create such links is dependent upon 
the associated costs of civilian law schools, their willingness to accept military 
input on educational learning objectives, and their amenability to including 
military adjunct instructors. Courses that involve other federal departments and 
agencies also require a great deal of coordination. Keeping in mind that other 
federal and state departments and agencies typically do not fund education and 
training to the same degree as DoD will add to this challenge. However, 
because lawyers must meet licensure CLE requirements, national security law
yers may be interested in these short courses, even if they have to pay to attend. 
This would seem particularly so if the courses are conducted through DL or 
blended learning. 

This is the right time for such a discussion given the pressures that the 
changing nature of legal practice and the economy are placing on civilian law 
schools. 

F. Conclusion 

This increased emphasis on national security law in the United States rests in 
the context of the nation's broader efforts to bring process and order to 
multifaceted, high-threat national security challenges. 336 The national security 
educational establishment will continue to produce prepared minds that will 
contribute to the governance of civic relations in the context of America's 
military instrument of power. The JAG schools are a vital component of that 
educational establishment. In order to meet current and future requirements for 
educated and trained national security lawyers, these institutions must focus 
their surviving resources on delivery of legal education to the right student, at 
the right time, in the right way. The Services must start the requisite analysis 
with the correct questions, and refine existing processes to answer those ques
tions. Only then can they make informed decisions on how to shrink the gap 
between required legal force structure and limited resources. Even if further 
budgetary cuts do not occur, this problem-solving process represents good 
stewardship of taxpayer dollars and lends itself to more effective and efficient 
production of national security lawyers. Regardless, one thing is clear; the need 
for properly trained national security lawyers is going to increase, and it is the 
Service JAG Corps ' obligation to ensure they are trained and educated properly. 

336. See generally Michael N. Schmitt, Bellum Americanum Revisited: U.S. Security Strategy and 
the Jus Ad Bellum, 176 MIL. L. REv. 364 (2003). 



Discovering the Artichoke: 
How Mistakes and Omissions Have Blurred the 

Enabling Intent of the Classified Information 
Procedures Act 

S. Elisa Poteat* 

INTRODUCTION 

The Classified Information Procedures Act (CIPA) 1 is not well understood 
and has become confused with the state secrets privilege almost since its 
enactment in 1980. These misunderstandings about CIPA have resulted in a split 
in the federal circuit courts over how CIPA functions. While the state secrets 
privilege was intended to block the discovery of military and state secrets, CIPA 
was intended to enable the discovery of classified information. CIPA's proce
dures reflect the drafters' understanding that they needed to protect intelligence 
sources and methods as well- as the rights of criminal defendants. Yet courts and 
practitioners have imagined that CIPA and state secrets should be combined. 
This combination by some courts forgets CIPA's original purpose. 

The misunderstandings about CIPA are partly the result of the spotty and 
sometimes eIToneous legal history of national security privileges over two 
centuries of American jurisprudence. They are partly the result of the failure of 
Congress to include specific language in CIPA that might have eliminated this 
confusion. 

CIPA should be amended to end this confusion and enhance its original goals 
- to enable discovery to protect a defendant's rights and to protect intelligence 
sources and methods vital to the national security of the United States from 
unnecessary public exposure.2 

The necessity of procuring good intelligence is apparent and need not be 
further urged - All that remains for me to add is, that you keep the whole 
matter as secret as possible. For upon Secrecy, success depends in most 
Enterprises of the kind, & for want of it, they are generally defeated, 
however well planned. 

* Attorney with the National Security Division of the U.S . Department of Justice, former Assistant 
U.S. Attorney, former Deputy Public Defender, and sustainability and bicycling blogger. The views 
expressed in the article are her own and not those of the Department of Justice. © 2014, S. Elisa Poteat. 

1. Classified Information Procedures Act, 18 U.S.C. app. 3 (hereinafter "CIPA"). 
2. In preparation for this article I had the privilege of interviewing a number of people who helped 

draft and refine CIPA back in 1979 and 1980: Mort Halperin (hereinafter "Halperin"), who had testified 
before Congress twice regarding CIPA as the representative of the American Civil Liberties Union; 
Robert L. Keuch (hereinafter "Keuch"), who had been the head of the Justice Department's Criminal 
Division,and was called before Congress on several occasions; Phillip Heyman (hereinafter "Hey
man"), who had been the Assistant Attorney General ; and George Jameson (hereinafter "Jameson"), 
who had been Director of the CIA's Office of Policy and Coordination. 
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George Washington, Letter to Colonel Elias Dayton, 26 July 1777. 

It is a very serious thing, if such a letter should contain any information 
material to the defense, to withhold it from the accused the power of 
making use of it. It is a very serious thing to proceed to trial under such 
circumstances. I cannot precisely lay down any general rule for such a 
case. Perhaps the court ought to consider the reasons which would induce 
the president to refuse to exhibit such a letter as conclusive on it, unless 
such a letter could be shown to be absolutely necessary in his defense. 

Chief Justice John Marshall, 1807. 

I. THE HISTORY OF THE NATIONAL SECURITY PRIVILEGE 

In understanding how CIPA became misunderstood, it is important to recall 
that the privileges to protect classified information and state secrets may have 
common origins in both the Constitution and the common law. 

A. Revolutionary War to Civil War History of National Security Privileges 

Although the value of classified information is often viewed with skepticism 
since at least the Watergate scandal, protected national security information was 
an essential part of the development and protection of democracy in the United 
States. The specific authority of the Executive to protect national security 
information is likely rooted in the President's powers as Commander in Chief 
under Article II, Section 2 of the United States Constitution. In 1787, the 
drafters of the Constitution, including George Washington himself, empowered 
the President to be: 

[T]he Commander in Chief of the Army and Navy of the United States, and of 
the Militia of the several States, when called into the actual Service of the 
United States. 

The Framers even believed secrecy could protect Congress and help it to 
function: 

Each House shall keep a Journal of its Proceedings, and from time to time 
publish the same, excepting such Parts as may in their Judgment require 
Secrecy; and the Yeas and Nays of the Members of either House on any 
question shall, at the Desire of one fifth of those Present, be entered on the 
Joumal. 3 

Just three years later, in his first State of the Union address, President 
Washington requested that Congress fund an intelligence service, the Contin-

3. U.S. CONST. art. I, §5 (emphasis added). 
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gent Fund of Foreign Intercourse, to protect the national security interests of the 
country.4 Washington needed a better intelligence apparatus after his military 
communications were passed to the British by his trusted advisor, Doctor 
Benjamin Church.5 

By the time Thomas Jefferson became President on March 4, 1805, Ameri
ca's sovereignty was already facing challenges. Jefferson once wrote, "I like a 
little rebellion now and then. It is like a storm in the atmosphere."6 While he 
liked the idea of a public check on government, Jefferson also knew the 
importance of secrets to the preservation of the national security of the United 
States. He even created a cipher to conceal his communications with Meri
wether Lewis. The cipher allowed Jefferson and Lewis to use the word "arti
choke" where the two meant "antipode."7 

In 1806, just thirty years after the Declaration of Independence was penned, 
over a thousand "Spanish troops ha[d] crossed the Sabine River" on the 
Louisiana-Texas border. 8 Aaron Burr, Jefferson's former Vice President, was on 
the lam after killing Alexander Hamilton and was suspected of planning a coup 
d'etat.9 President Jefferson sent Louisiana Governor John Graham to spy on 
Burr and report his findings. 10 

When Burr was arrested and charged with treason, he requested an encoded 
letter sent from General John Wilkinson to President Jefferson claiming that the 
letter would support his defense. 11 Prosecutor George Hay agreed to turn over 
the letter in response to a writ, but he reserved the right to withhold any 
confidential information in the letter, thereby invoking a somewhat vague 
executive privilege. 12 In denying the writ, Justice John Marshall acknowledged 
the existence of an executive privilege protecting "secret" information from 

4. See George Washington, President of the United States, First State of the Union Address (Jan. 8, 
1790). 

The interests of the United States require that our intercourse with other nations should be 
facilitated by such provisions as will enable me to fulfill my duty in that respect in the manner 
which circumstances may render most conducive to the public good, and to this end, that the 
compensation to be made to the persons who may be employed, should according to the 
nature of their appointments, be defined by law, and a competent fund designated for 
defraying the expenses incident to the conduct of our foreign affairs. 

Id.; see also HAROLD BROWN & WARREN RUDMAN, THE EVOLUTION OF THE U.S. INTELLIGENCE COMMU
NITY -AN HISTORICAL OVERVIEW, in PREPARfNG FOR THE 21ST CENTURY: AN APPRAISAL OF U.S. INTELLIGENCE 
(1996), available at http://www.gpo.gov/fdsys/pkg/gpo-intelligence/pdf/gpo-intelligence-22- I .pdf. 

5. G.J.A. O'TOOLE, HONORABLE TREACHERY: A HISTORY OF U.S. INTELLIGENCE, ESPIONAGE, AND COVERT 
ACTION FROM THE AMERICAN REVOLUTION TO THE CIA 15 ( 1991). 

6. Erin Allen, A Birthday Fit for a President, LIB. OF CONG. BLOG (Apr. 12, 2013), http://blogs.loc.gov/ 
loc/2013/04/a-birthday-fi t-for-a-president. 

7. Id. 
8. NANCY ISENBERG, FALLEN FOUNDER: THE LrFE OF AARON BURR 304-306 (2007). 
9. See id. at 308,311. 
10. See id. at 311. 
11. See id., supra note 8, at 312, 342; MARY-Jo KLINE, POLITICAL CORRESPONDENCE AND PUBLIC PAPERS 

OF AARON BURR, VOL. II (1983). 
12. See ISENBERG, supra note 8, at 345. 
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unauthorized disclosure during court proceedings. 13 Presaging later cases that 
directly addressed a defendant's right to have privileged information that is 
material to his defense, Marshall expressed concern about withholding relevant 
but privileged information from criminal defendants. 14 In the end, however, 
Marshall declined to suggest specific procedures courts should follow when 
applying the privilege, 15 and Marshall never explicitly stated that the privilege 
was rooted in the President's role under Article II. 

Seventy years after Burr, in Totten v. United States, 16 the estate of a man who 
claimed to have entered a clandestine agreement with the Union Army sued to 
collect compensation owed for those services during the Civil War. The Su
preme Court held that a secret contract for spy services was unenforceable 

13. See United States v. Burr, 25 F. Cas. 187, 192 (C.C.D. Va. 1807). Chief Justice Marshall wrote: 

I admit, that in such a case, much reliance must be placed on the declaration of the president; 
and I do think that a privilege does exist to withhold private letters of a certain description. 
The reason is this: Letters to the president in his private character, are often written to him in 
consequence of his public character, and may relate to public concerns. Such a letter, though it 
be a private one, seems to partake of the character of an official paper, and to be such as ought 
not on light ground to be forced into public view . . .. 

Had the president, when he transmitted it, subjected it to certain restrictions, and stated that in 
his judgment the public interest required certain parts of it to be kept secret, and had 
accordingly made a reservation of them, all proper respect would have been paid to it; but he 
has made no such reservation . . .. 

[In] Criminal cases ... courts will always apply the rules of evidence to criminal prosecutions 
so as to treat the defense with as much liberality and tenderness as the case will admit . ... 

[I]t is a very serious thing, if such a letter should contain any information material to the 
defense, to withhold it from the accused the power of making use of it. It is a very serious 
thing to proceed to trial under such circumstances. I cannot precisely lay down any general 
rule for such a case. Perhaps the court ought to consider the reasons which would induce the 
president to refuse to exhibit such a letter as conclusive on it, unless such a letter could be 
shown to be absolutely necessary in his defense . The president may himself state the particular 
reasons which may have induced him to withhold a paper, and the court would unquestionably 
allow their full force to those reasons . At the same time, the court could not refuse to pay 
proper attention to the affidavit of the accused. But on objections being made by the president 
to the production of a paper, the court would not proceed further in case without such an 
affidavit as would clearly show the paper to be essential to the justice of the case .. . . 

But to induce the court to take any definite and decisive step with respect to the prosecution, 
founded on the refusal of the president to exhibit a paper, for reasons stated himself, the 
materiality of that paper ought to be shown. 

Id. at 191-192 (emphasis added) . 
14. See Burr, 25 F. Cas. at 192. 
15. The protection of information related to national security was discussed in Totten v. United 

States, wherein the Supreme Court acknowledged the authority of the President as Commander in Chief 
to "employ secret agents to enter the rebel iines and obtain information respecting the strength, 
resources, and movements of the enemy." 92 U.S. 105, 106 (1875) , aff'd by Doe v. CIA, 576 F.3d 95 
(2d Cir. 2009); see also Dep't of the Navy v. Egan, 484 U.S . 518, 525 (1988) . 

16. Totten, 92 U.S. at 105. 
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because it was required to be kept secret. 17 In dicta, however, the Court clearly 
referred to the secret agreement as being privileged, likening it to other material 
that is privileged in the law: 

[A]s a general principle, [] public policy forbids the maintenance of any suit 
in a court of justice, the trial of which would inevitably lead to the disclosure 
of matters which the law itself regards as confidential, and respecting which it 
will not allow the confidence to be violated .... Much greater reason exists 
for the application of the principle to cases of contract for secret services with 
the government, as the existence of a contract of that kind, and thus defeat a 
recovery of that kind .... 

It may be stated as a general principle, that public policy forbids the mainte
nance of any suit in a court of justice, the trial of which would inevitably lead 
to the disclosure of matters which the law itself regards as confidential, and 
respecting which it will not allow the confidence to be violated. On this 
principle, suits cannot be maintained which would require a disclosure of the 
confidences of the confessional, or those between husband and wife, or of 
communications by a client to his counsel for professional advice, or of a 
patient to his physician for a similar purpose. Much greater reason exists for 
the application of the principle to cases of contract for secret services with the 
government, as the existence of a contract of that kind is itself a fact not to be 
disclosed. 18 

B. Executive Authority to Classify and Protect Information 

As World War II drew to a close, the intelligence community was expanded 
and the President's role as Commander in Chief was enhanced by legislation. A 

17. Id.; see also United States v. Curtiss-Wright, 299 U.S. 304, 319-321 (1936) (discussing the 
President's role as Commander in Chief and organ of foreign affairs, as well as pemtissible delegation 
of authority to executive branch by legislative branch). 

18. Totten, 92 U.S. at 107 (emphasis added). Later cases have also distinguished Totten from the 
body of state secrets cases by noting that Totten's holding is limited to clandestine relationships: 

Reynolds therefore cannot plausibly be read to have replaced the categorical Totten bar with 
the balancing of the state secrets evidentiary privilege in the distinct class of cases that depend 
upon clandestine spy relationships .... 

The state secrets privilege and the more frequent use of in camera judicial proceedings simply 
cannot provide the absolute protection we found necessary in enunciating the Totten rule. The 
possibility that a suit may proceed and an espionage relationship may be revealed, if the state 
secrets privilege is found not to apply, is unacceptable: "Even a small chance that some court 
will order disclosure of a source's identity could well impair intelligence gathering and cause 
sources to 'close up like a clam."' Forcing the Government to litigate these claims would also 
make it vulnerable to "graymail," i.e., individual lawsuits brought to induce the CIA to settle a 
case (or prevent its filing) out of fear that any effort to litigate the action would reveal 
classified information that may undermine ongoing covert operations. And requiring the 
Government to invokt: the privilege on a case-by-case basis risks the perception that it is 
either confirming or denying relationships with individual plaintiffs. 

Tenet v. Doe, 544 U.S . 1, 9-11 (2005) (quoting CIA v. Sims, 471 U.S. 159, 175 (1985)). 
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part of this expansion was the development of classification standards. Although 
none of the laws passed addressed a privilege applicable to classified informa
tion or state secrets, penalties for disclosure of that information were also 
developed at law. Thus the consequences of disclosing classified information 
strongly suggested it was privileged from unnecessary disclosure. 

In 1947, Congress passed the National Security Act, which placed the 
President in charge of intelligence agencies responsible for protecting the 
national security. 19 Congress amended the National Security Act in 1950 to 
include a section penalizing the unauthorized disclosure of information that was 
classified by a government agency under the following definition: 

The term classified "information" as used herein shall be construed to mean 
information which, at the time of a violation under this Act, is, for reasons of 
national security, specifically designated by a United States Government 
agency for limited or restricted dissemination or distribution.20 

C. The Reynolds to Cf PA Era 

Nearly a century after Totten, in Chicago & S. Air Lines, Inc. v. Watennan 
S.S. Corp., 21 the Supreme Court continued to acknowledge the Executive's 
authority to withhold national security information from discovery in civil 
cases, and raised the issue of executive privilege to protect such information 
without ever using the word "privilege": 

The President, both as the Commander in Chief and as the Nation's organ for 
foreign affairs, has available intelligence services whose reports are not and 
ought not to be published to the world. It would be intolerable that courts, 
without the relevant information, should review and perhaps nullify actions of 
the Executive taken on information properly held secret.22 

Then in a civil case in 1953, United States v. Reynolds,23 the Supreme Court 
decided that the state secrets privilege had roots in the common law. In its 
opinion, the Court established strict procedures to be used in civil cases when 
the state secrets privilege would be invoked because it would completely block 

19. The National Security Act, 50 U.S.C. §401 (1947). 
20. Act of May 13, 1950, Pub. L. No. 51-513, 64 Stat. 159 (1950) (preventing disclosures about 

cryptography). 
21. Chicago & S. Air Lines, Inc. v. Waterman S.S. Corp. Civil Aeronautics Bd., 333 U.S. 103, 111 

(1948). Prior to Reynolds, other cases acknowledged a state secrets privilege but assigned different 
procedures for the invocation of the privilege. See Bank Line v. United States, 163 F.2d 133, 138 (2d 
Cir. 1947) ("The existence of governmental privileges must be established by the party invoking them 
and the right government officers to prevent disclosure of state secrets must be asserted in the same way 
procedurally as that of the private individual, without recourse to prerogative writs where such writs 
would not be available to the ordinary citizen."). 

22. Waterman, 333 U.S. at 103; see also United States v. Nixon, 418 U.S. 683, 710 (1974) (citing 
Burr, 25 F. Cas. at 190) (distinguishing national security privilege from general executive privilege). 

23 . See generally United States v. Reynolds, 345 U.S. 1 (1953). 
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the discovery of the information:24 

The [military and state secrets] privilege belongs to the Government and must 
be asserted by it; it can neither be claimed nor waived by a private party. It is 
not to be lightly invoked. There must be a formal claim of privilege, lodged 
by the head of the department which has control over the matter, after 
personal consideration by that officer. 

Where there is a strong showing of necessity, the claim of privilege [by the 
government] should not be lightly accepted, but even the most compelling 
necessity [of the plaintiff] cannot overcome the claim of privilege if the court 
is ultimately satisfied that military secrets are at stake.25 

87 

Although the information at issue pertained to military aviation capabilities, a 
seemingly obvious province of the Commander in Chief, the Supreme Court 
declined to decide the case in the context of the Executive's Article II, Section 2 
authority: 

We have had broad propositions pressed upon us for decision. On behalf of 
the Government it has been urged that the executive department heads have 
power to withhold any documents in their custody from judicial view if they 
deem it to be in the public interest. Respondents have asserted that the 
executive's power to withhold documents was waived by the Tort Claims Act. 
Both positions have constitutional overtones which we find it unnecessary to 
pass upon, there being a narrower ground for decision.26 

Since Burr, no case has contradicted the principle that the President's Article 
II authority includes the authority to "classify and control access to information 
bearing on the national security."27 This power "exists quite apart from any 
explicit congressional grant,"28 and has been described as a "compelling inter-

24. In Reynolds, widows of men killed in a military plane crash sued the government, but when they 
requested discovery, the Secretary of the Navy advised the trial court that the disclosure of that 
information would damage the national security. See id. at 2, 5-6. Note that this article assumes that the 
information was valid national security information. It does not tackle the issues raised by Barry Siegel 
challenging the legitimacy of actual claim in the Reynolds case, and raising several factual points that 
arguably undercut the integrity of the opinion: 1) that the information sought to be withheld was the 
lack of defense capability and not existing classified information; and, 2) that the classification level of 
the accident report at issue was raised from "restricted" to "secret" to avoid providing discovery to the 
widows of those killed in the accident. See BARRY SIEGEL, CLAIM OF PRIVILEGE 55-80 (2008); see also 
Herring v. United States, 424 F.3d 384, 392 (3d Cir. 2009) (finding no fraud in assertion of state secrets 
in Reynolds, in part because exposure of the inadequacy of systems at the time may have damaged 
national security). 

25. Reynolds, 345 U.S. at 11 (citing Totten, 92 U.S . at 105). 
26. Id. at 6 (footnote omitted) (citing Touhy v. Ragen, 340 U.S. 462 (1951)); see also Rescue Army 

v. Mun. Ct. of City of Los Angeles, 331 U.S. 549, 574-585 (1947). 
27. Egan, 484 U.S. at 527. 
28. Id. 
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est."29 
Despite the Supreme Court's statement that the state secrets privilege devel

oped at common law, other courts have noted that the privilege "performs a 
function of constitutional significance, because it allows the executive branch to 
protect information whose secrecy is necessary to its military and foreign affairs 
responsibilities,"30 a clear reference to the President's Article II, Section 2 
powers. 31 State secrets and a classified information privilege are arguably both 

29. Id.; see also Snepp v. United States, 444 U.S. 507,509 (1980); United States v. Robel, 389 U.S. 
258, 267 (1967); Reynolds, 345 U.S. at 10; Totten, 92 U.S. at 106. 

30. Reynolds, 345 U.S. at 6; see also El-Ganayhi v. United States, 591 F.3d 176, 181, 185, 189-190 
(3d Cir. 2010) (discussing constitutional roots of state secrets privilege); El-Masri v. Tenet, 437 F. Supp. 
2d 530, 535 (E.D. Va. 2006); Stillman v. Dep't of Defense, 209 F. Supp. 2d 185, 190 (D.D.C. 2002) 
("The federal government's 'compelling interest' in controlling access to national security information 
has been long recognized by the Supreme Court."); see generally Lindsay Windsor, Is the State Secrets 
Privilege in the Constitution? The Basis of the State Secrets Privilege in Inherent Executive Powers And 
Why Court-Implemented Safeguards are Constitutional and Prudent, 43 GEO. J. INT'L L. 897 (discuss
ing circuit differences on constitutional basis for state secrets). 

31. El-Masri v. United States, 479 F.3d 296, 303 (4th Cir. 2007); see also In re NSA Telecomm. 
Record Litig., 564 F. Supp. 2d 1109, 1123-1124 (N.D. Cal. 2008) (citations omitted): 

Reynolds itself, holding that the state secrets privilege is part of the federal common law, 
leaves little room for defendants' argument that the state secrets privilege is actually rooted in 
the Constitution. Reynolds stated that the state secrets privilege was "well-established in the 
law of evidence." At the time [Reynolds was decided], Congress had not yet approved the 
Federal Rules of Evidence, and therefore the only "law of evidence" to apply in federal court 
was an amalgam of common law, local practice and statutory provisions with indefinite 
contours. The Court declined to address the constitutional question whether Congress could 
limit executive branch authority to withhold sensitive documents, but merely interpreted and 
applied federal common law. 

Reynolds also cited to several other cases supporting the existence of a privilege - based on public 
policy - in favor of protecting military secrets. See generally Firth Sterling Steel Co. v. Bethlehem Steel 
Co., 199 F. 353 (E.D. Pa. 1912) (excluding evidence from discovery for reasons of "public policy" 
favoring "protecting military secrets"); Pollen v. Ford Instruments, 26 F. Supp. 583 (E.D.N.Y. 1939) 
(excluding evidence from discovery that the subject of a classified agreement with the military on 
grounds disclosure would harm the national security); Cresmer v. United States, 9 F.R.D. 203 (E.D.N.Y. 
1949) (allowing discovery in the absence of a showing that evidence involved a war secret or any threat 
to national security); Bank Line Ltd. v. United States, 68 F.Supp. 587 (E.D.N.Y. 1946) (allowing 
discovery where "no reasons of national security presently involved which would place the hearing in a 
special privileged class"). 

Defendants' attempt to establish a strict dichotomy between federal common law and constitu
tional interpretation is, moreover, misconceived because all rules of federal common law have 
some grounding in the Constitution. "Federal common law implements the federal Constitu
tion and statutes, and is conditioned by them. Within these limits, federal courts are free to 
apply the traditional common-law technique of decision and to draw upon all the sources of 
the common law in cases such as the present." D'Oench, Duhme & Co. v. FDIC, 315 U.S. 
447, 472 (1942) (Jackson, J. concurring). The rules of federal common law on money and 
banking, for instance, all derive from the Constitution. See Clearfield Trust Co. v. United 
States, 318 U.S. 363, 366 (1943) (in disbursements of funds and payment of debts, United 
States exercises a constitutional function or power). The federal common law pertaining to 
tort suits brought by United States soldiers against private tortfeasors flows from Congress's 
powers under Article I section 8. United States v. Standard Oil Co., 332 U.S. 301,306 (1947). 
Accordingly, all rules of federal common law perform a function of constitutional signifi
cance. 
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executive privileges. Thus separating the two privileges based on their origins 
can be complicated. 

D. The Legislative History of Cf PA and Events That Drove Its Passage 

The history that led up to CIPA's passage supports the conclusion that CIPA 
served an enabling purpose and was therefore different from state secrets. 

Within a year of the Reynolds decision, the CIA and the Justice Department 
entered a clandestine agreement that allowed the CIA to not report internal 
violations of the law to the Justice Department. 32 This agreement probably 
limited the development of law on the subject of a classified information 
privilege for at least two and a half decades during the height of the Cold War. 
According to those familiar with the agreement, its terms ensured that no 
espionage cases would be initiated.33 The agreement only came to public light 
when it was exposed by the Rockefeller Commission in 1975.34

•
35 

In the specific context of the state secrets privilege, it would be unremarkable for the privilege 
to have a constitutional "core" or constitutional "overtones." Article II might be nothjng more 
than the source of federal policy that courts look to when applying the common law state 
secrets privilege. But constitutionally-inspired deference to the executive branch is not the 
same as constitutional law. 

In re NSA Telecomm. Record Litig., 564 F. Supp. at 1123-1124 (citations omitted). 
32. For the findings on the impact of the clandestine agreement, see CENT. INT. AGENCY, REPORT OF 

INVESTIGATION: ALLEGATIONS OF CONNECTIONS BETWEEN CIA AND THE CONTRAS IN COCAINE TRAFFICKLNG TO 
THE UNITED STATES (96-0143-IC), VouJME II: THE CONTRA STORY, FINDINGS (1998), available at https :// 
www.cia.gov/library/reports/general-reports- l/cocaine/contra-story/findings.html [hereinafter CIA RE
PORT] . 

33. GRIFFIN B. BELL, TAKLNG CARE OF LAW 100 (l 982); THOMAS B. ALLEN AND NORMAN POLMAR, 
MERCHANTS OF TREASON 154 (1988). This deal was ended by President Gerald Ford in 1976 after the 
Rockefeller Commission stumbled onto its existence while conducting an investigation of intelligence 
agencies. See Exec. Order No. 11905, 41 Fed. Reg. 7703 (Feb. 18, 1976); COMM'N ON CIA ACTIVITIES 
WITHIN THE UNITED STATES, REPORT TO THE PRESIDENT 48-57 ( 1975) (hereinafter ROCKEFELLER CoMM 'N 
REPORT). 

Commenting on the reasons for trus secret agreement to The Washington Post 's P.E Tyler, then 
Attorney General Griffin Bell stated, "[T]he intelligence community had come to believe that every 
time you prosecuted a spy you would lose the secret, and that it was better public policy - the best of 
two evils - to let the spy go and keep the secret. But I had the idea that you could prosecute these cases 
without losing the secret." P.E. Tyler, Record Year Puts Spy-Catchers in Spotlight, WAS H. POST, Nov. 30, 
1985, at A24. 

In phone interviews, both Keuch and Jameson reported that CIA attorneys and their counterparts at 
the Justice Department discussed espionage and leak cases during the period of the clandestine 
agreement. However, more often than not, the risk of prosecution could not be adequately assessed in 
the absence of established procedures for the handling of classified information in crirrunal cases. The 
result of these conversations was often that no prosecution would occur. Telephone interview with 
Keuch, former Head of Crim. Div., Dep't of Justice (Oct. 2012 and Nov. 2012); telephone interview 
with George Jameson, former Dir. of Office of Policy and Coordination, CIA (Apr. 2013). 

34. Justice Department Treatment of Criminal Cases Involving CIA Personnel and Claims of 
National Security: Hearings Before a Subcomm. of the Comm. on Gov't Op., 94th Cong. 401 , 401-429 
(1975). 

35 . The Rockefeller Comrrussion was established by Exec. Order No. 11 ,828, 40 Fed. Reg. 1219 
(Jan. 4, 1975), and issued its report in July 1975 . See ROCKEFELLER COMM 'N REPORT, supra note 33. For 
the findings on the impact of the clandestine agreement see CIA REPORT, supra note 32. 
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Calling for an enabling response to the problem of handling classified 
information at trial, Representative Bella S. Abzug introduced a report on how 
the Justice Department treated cases involving CIA personnel and claims of 
national security in 1976 as follows: 

What [this report] does is to make recommendations that there should be 
legislation which clearly and narrowly defines the term 'National Security' .. . 
legislation giving Federal judges access to national [security] information, and 
power to decide independently whether the information the agencies wish to 
withhold in the course of discovery is either irrelevant or too sensitive. 36 

With the benefit of hindsight, courts have concluded that CIPA "create[d] no 
new privilege," and "presuppose[d] a governmental privilege against disclosure 
of classified information."37 But Congress failed to include language stating that 
classified information was privileged. This left a gap in which many have 
wrongly imagined state secrets privilege applies. 

Some of CIPA's drafters stated that the state secrets privilege defined in 
Reynolds should not be a part of the new law. Did they mean that the subject 
matter covered by state secrets did not apply in criminal cases, or did they mean 
that absolute privileges could not function in criminal cases so the procedures 
outlined in Reynolds would not protect a defendant's rights? 

In the earliest discussions of CIPA, Senator Joseph Eiden raised the issue of a 
"new state secret privilege [ that J might more narrowly define the type of 
information to which the Government could invoke the privilege. "38 

As Congressman Morgan Murphy stated during one of the first hearings on 
the bill that would become CIPA: 

36. Justice Department's Treatment of Criminal Cases Involving CIA Personnel and Claims of 
National Security: Hearing Before the Subcomm. on Gov't Info. and Individual Rights, Comm. on Gov 't 
Operations, 94th Cong. 1-2 (1976) (referring to the Puttapom case, wherein a CIA asset was linked to 
narcotics trafficking in Thailand). Representative Frank McClosky replied that the Justice Department 
admitted in earlier hearings that exposure of the information it had sought to protect presented danger 
to the national security. Id. at 5. 

37. United States v. Aref, 533 F.3d 72 (2d Cir. 2008), 78, 81; see United States v. Abu-Jihad, 630 
F.3d 102, 140 (2d Cir. 2010); United States v. Abu Ali , 528 F.3d 210, 247-248 (4th Cir. 2008) ; United 
States v. Mejia, 448 F.3d 436, 455 (D.C. Cir. 2006); United States v. Yunis, 867 F.2d 617,621 (D.C. Cir. 
1989); Zuckerbraun v. Gen. Dynamics Corp. , 935 F.2d. 544, 546 (2d Cir. 1991); United States v. 
Hanna, 661 F.3d 271,296 (6th Cir. 2011); United States v. Hanjuan Jin , 791 F. Supp. 2d 612, 618 (N.D. 
Ill. 2011); United States v. Libby, 453 F. Supp. 2d 35 , 38-39 (D.D.C. 2006) ; United States v. Drake, No. 
10-RDB-181 , 2011 WL 2175007 (D. Md. June 2, 2011). Relying on the legislative history of CIPA 
alone to prove that Congress presupposed a privilege has its limitations. As Supreme Court Justice 
Antonin Scalia has written, "In any piece of major legislation, the legislative history is extensive, and 
there is something for everybody." ANTONlN SCALIA, A MATTER OF INTERPRETATION: FEDERAL COURTS AND 

THE LAW 36 (1997) . 
38. The Use of Classified Information in Litigation: Hearing Before the Subcomm. on Secrecy and 

Disclosure of the Select Comm. on Intelligence , 95th Cong. 36-37 (1978) [hereinafter Hearing on 
Classified Information in Litigation]. 
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I wish to emphasize that neither [the House nor Senate] version of the bill is 
designed to allow the withholding from the defendant of any relevant and 
admissible evidence. A state secrets privilege is not being introduced into the 
criminal law.39 
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In light of the need for defendants to have access to information material to 
their defense, Murphy seemed to be addressing the fact that the privilege to 
withhold classified information would have to be conditional rather than abso
lute. He did not seem to be saying that CIPA and state secrets applied to 
different categories of information. When it finally issued its joint report on 
CIPA on July 11, 1979, Congress specifically referred to how privileges would 
need to be conditional in criminal cases, which departed from the Reynolds state 
secrets procedures that would render the evidence unavailable to both parties: 

The disclose or dismiss dilemma can never be eliminated entirely. Inherent in 
every espionage trial for ex;lmple is the principle set out in innumerable court 
decisions [] that when the government chooses to prosecute an individual for 
a crime, it cannot deny him the right to meet the case against him by 
introducing relevant documents, even those otherwise privileged.40 

When their final joint report was drafted, the Senate and House wrote that 
state secrets did not apply to criminal cases.41 

In this regard the Committee notes that it is well-settled that the common law 
state secrets privilege is not applicable in the criminal arena. To require, as 
some have suggested, that a criminal defendant meet a higher standard of 
admissibility [such as "need" for the material as opposed to relevance to a 
defense] when classified information is at issue might well offend against this 
principle. See Reynold [sic] v. U.S.[,] 345 U.S. 1 (1953); U.S. v. Andolschek, 
142 F.2d 503 (2d Cir. 1944); U.S. v. Coplon, 185 F.2d 629 (1950). In 
Reynolds, a tort action against the government, the Supreme Court noted: 
"Respondents have cited us to those cases in the criminal field, where it has 
been held that the government can invoke its evidentiary privileges only at the 

39. Graymail Legislation: Hearing of the Permanent Select Comm. on Intelligence, 96th Cong. 2 
(1979) (statement of Hon. Morgan Murphy, Congressman) (emphasis added). 

40. H.R. REP. 96-831, pt. 2, at 3, n.8-9 (1979) (citing United States v. Andoschek, 142 F.2d 503 [2d 
Cir. 1944)) (also citing United States v. Coplon, 185 F.2d 629, 638 (2d Cir. 1950)). "The government 
must decide whether the public prejudice of allowing the crime to go unpunished is greater than the 
disclosure of those states secrets which might be relevant to the defense." Id. Likewise there are other 
bits of legislative history that suggest Congress presupposed a privilege, such as when Congressman 
Marvin Edwards of California addressed the prejudice to the government that would ensue if it could 
not use" .. . relevant documents, even those otherwise privileged." Id. (emphasis added) . 

41. Id. See Note, Executive Privilege and the Freedom of Information Act: The Constitutional 
Foundation of the Amended National Security Exemption, 4 Wash. U. L.Q. 609, 619-621, 623, 626 
(1976) (noting that commentators have criticized Reynolds for its inexactness on the constitutional 
issues regarding separation of powers and privilege and indicating privilege would be qualified in 
certain situations). 
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price of letting the defendant go free. The rationale of the criminal cases is 
that, since the government which prosecutes an accused also has the duty to 
see that justice is done, it is unconscionable to allow it to undertake a 
prosecution and then invoke its governmental privileges to deprive the ac
cused of anything which might be material to his defense." (at 12, footnotes 
omitted). In Coplan, Learned Hand wrote: "In United States v. Andolschek we 
held that, when the government chooses to prosecute an individual for a 
crime, it was not free to deny him the right to meet the case against him by 
introducing relevant documents, otherwise privileged. We said that the prosecu
tion must decide whether the public prejudice of allowing the crime to go 
unpunished was greater than the disclosure of such 'state secrets' as might be 
relevant to the defense." (at 638, footnotes omitted.)42 

As further described below, despite these statements about CIPA, some courts 
have stated that the source of the privilege in CIPA is state secrets from 
Reynolds. After all, the final iteration of CIPA gave no title to the applicable 
privilege. Instead it gave a title to the subject matter it covered - specifically 
classified information and certain other narrowly defined material. Debate about 
CIPA has often centered on whether state secrets and CIPA apply to different 
categories of information and not on whether their processes are completely 
different. In interviews, some of the drafters of CIPA said that CIPA was crafted 
to devise wholly separate the procedures applicable in the criminal from those 
used in the civil arena.43 What they did not say, but what seems possible, is that 
the information covered by CIPA likely overlaps with the information covered 
by state secrets. 

So why did the drafters leave out language defining the scope of the privi
lege? They were told they needed to clarify the privilege by former Solicitor 
General Philip A. Lacovara, who had been a special prosecutor during Water
gate: 

[T]he scope of the government's right to withhold national security informa
tion as privileged is not yet settled. In the Nixon tapes case, the Supreme 
Court refused to find the President's claim of a generalized executive privi
lege broad enough to justify withholding the tapes from the Special Prosecu
tor for use in a criminal trial, but strongly implied that a privilege claim based 
on military or diplomatic secrecy could prevail in such a situation. United 
States v. Nixon, 418 U.S. 683, 710-11 (1974).44 

Further definition of the "state secrets" privilege is in the hands of Congress. 
The proposed Federal Rules of Evidence originally promulgated by the 

42. H.R. RES . 96-831, pt.I , at 1-15, n.12 (1980). 
43 . Telephone interview with Heyman, former Assistant Att'y Gen. (Sept. 5, 2012); telephone 

interview with Jameson, former Dir. of Off. of Pol'y and Coordination, CIA (Apr. 2013). 
44. Hearing on Classified Information in Litigation, supra note 38, at 56. See id., at 2, 59, 76 

(discussing United States v. Nixon) . 



2014] BLURRING THE ENABLING INTENT OF CIPA 

Supreme Court included a rule defining a privilege for state secrets, but 
Congress found all the proposed rules dealing with privileges unacceptable 
and rejected them. In dealing with the problem of disclosure of national 
security information in criminal litigation, I suggest it would be advisable for 

f . ·1 45 Congress to set specific standards for the scope o the state secrets pnv1 ege. 
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CIPA was arguably a product of its times. It was a response to public outcry 
over cases that were not made because the potential defendants , who were 
leakers and bad intelligence actors, had access to classified information they 
could use to manipulate their way out of a prosecution.46 Congress was then 
focused on (1) constraining the Executive, (2) empowering prosecutors to 
charge bad actors, (3) allowing for discovery and use of classified information 
in criminal cases, and (4) protecting intelligence equities.47 With that many 
goals, Congress may have compromised away a statement regarding the scope 
of the applicable privilege. 

Then-Assistant Attorney General Phillip Heyman, disgusted by his inability 
to prosecute alleged CIA wrongdoers48 because of the lack of clear procedures, 
implored Congress to act: 

In recent years there have been a number of highly publicized criminal cases 
in which the disclosure of sensitive classified information has been an issue. 
Such cases include but are not limited to traditional espionage trials as well as 
cases involving alleged wrongdoing by government officials. In the past, the 
government has foregone the prosecution of some cases in order to avoid 
compromising national security information. [The dismissal of such cases] 

45. Id. at 56 (noting that the state secrets privilege as outlined in Reynolds was absolute and barred 
use of the information entirely). Lacovara went on to note: 

In an analogous area of the government's assertion in a c1iminal case that the identity of the 
informer is privilege, for instance, the Supreme Court has held that whether disclosure is 
essential to the continuing viability of the case depends on "balancing the public interest in 
protecting the flow of information against the individual's right to prepare his defense." 

Id. (quoting Roviaro v. United States, 353 U.S. 53, 62 (1957)). Locovara also recommended that a rule 
akin to the proposed Rule 509 would be helpful in establishing a privilege more narrow than state 
secrets. Roviaro, 353 U.S . at 62; S. REP. No 94-755, book II, at 290 (1976) (hereinafter CHURCH CoMM. 
REPORT). 

46. See CHURCH COMM. REPORT, supra note 45 , at 290. 
47. Many lawyers grappling with CIPA today will not recall that in the late 1970s, following the 

publication of the Rockefeller Commission Report and the Church Committee Hearings, there was a 
growing public concern that leakers of classified information and CIA agents exceeding their authority 
could get away with crimes by threatening to expose classified infonnation in the course of their 
defense. The Church Committee Hearings dealing with misconduct on the part of the CIA concluded at 
the end of 1975 by finding that the CIA had been involved in plots to overthrow foreign governments, 
assassinate leaders, and engage in unlawful activities targeting U.S. citizens in the United States. 126 
CoNG. REc. 28,984 (1980) (Remarks by Congressman Romano L. Mazzoli) (discussing "graymail" by 
potential leakers) [hereinafter Mazzoli Remarks] ; 126 CONG. REC. 28,811, 28,811-28,812 (1980) 
(Remarks of Senator Joseph Biden) [hereinafter Biden Remarks]; H.R. REP. No. 96-931, pt. 1, at 7 
(1979) . 

48. Telephone interview with Heyman, former Assistant Att'y Gen. (Sept. 2012). 
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foster[s] the perception that government officials and private persons with 
access to military or technical secrets have a broad de facto immunity from 
prosecution. 49 

The enabling intent of CIPA was clear upon its introduction in the House and 
Senate. On October 1, 1980, Senator Joseph Biden introduced CIPA and stated 
he was doing so to prevent the practice of graymailing, whereby a defendant 
with access to classified information could shut down the prosecution by 
threatening to reveal that information as part of his defense. 50 The introduction 
on the south side of the Capitol, on October 2, 1980, was nearly the same.51 

Congressman Romano Mazzoli of Kentucky introduced the bill that would be 
CIPA stating, "[T]his important legislation responds to a phenomenon currently 
threatening both the fair administration of justice and the effective operation of 
our intelligence services."52 

As the Supreme Court has observed, "it is always appropriate to assume that 
our elected representatives, like other citizens, know the law ... [and that] 
evaluation of congressional action taken [ at a particular time] must take into 
account its contemporary legal context."53 In the years before CIPA's enact
ment, classified information was the subject of proposed legislation to protect it 

49. H.R. REP. No. 96-83 I , pt. 2, at 2, 7 (1979) (quoting the testimony of former Deputy Attorney 
General Phillip Heyman and citing Reynolds) . 

50. 

Senator Biden stated: 

Mr. President, I am pleased to support the Classified Information Procedures Act. This bill is 
the product of over three years of effort in the Intelligence and Judiciary Committees to 
resolve the quote "graymail" problem. Graymail is the tactic used by defendants in national 
security cases to force the Department of Justice to drop criminal cases by threatening to 
disclose classified information. 

In a report issued by the Subcommittee on Secrecy and Disclosure in 1978, the Intelligence 
Committee listed a number of cases where this tactic was a factor: 

First, the perjury prosecution of former CIA Director Richard Helms; 
Second, a number of recent serious espionage cases; 
Third, leak cases; 
Fourth, bribery cases, including the TCIA investigation ; 
Fifth, narcotics trafficking cases; 
Sixth, the Nha Trang murder investigation during the Viet Nam War; and 
Seventh, part of the Watergate case. 

Biden Remarks, supra note 47 , at 28,811. 
51. Mazzo]i Remarks, supra note 47, at 28,984; Biden Remarks, supra note 47, at 28,811; H.R. REP. 

96-931, Pt. 1, at 7 (1979). 
52. Mazzoli Remarks, supra note 47, at 28,984. The drafters of CIPA, like many in the country at the 

time, had a distrust of the executive branch and its intelligence services, including the FBI, according to 
several men who participated in the drafting and hearings on CIPA. The lack of clear procedures for 
handling classified information at trial was something the bill's sponsors wanted to correct. In what 
may seem remarkable in light of today's political climate, CIPA moved forward with bipartisan support 
within Congress and support from intelligence agencies, like the CIA, and civil rights groups, like the 
American Civil Liberties Union . 

53. Canon v. Univ. of Chicago, 441 U.S. 677,696, 698-699 (1979). 
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from public disclosure twice. Congress would be presumed to have known this. 
Just six years before CIPA, in 1974, the Freedom of Information Act (FOIA) 
was amended to exclude information that was "specifically required by Execu
tive Order to be kept secret in the interest of national defense or foreign 
policy."54 A year before that, the Senate rejected proposed Federal Rule of 
Evidence 509,55 which identified a "secrets of the state" privilege and required 
the head of the relevant agency to invoke it at the earliest stage of the 
proceedings.56 Had it passed, Rule 509 would have applied to both criminal and 
civil cases, and would have codified the head of agency requirement that was 
set forth in Reynolds. In his comments about CIPA, Senator Biden noted the fact 
that Congress had rejected proposed Rule 509. Biden opined that CIPA should 
clarify the ability of the trial judge to go behind the classification of the 
information, something that was essentially forbidden under Reynolds.57 

54. Justice Department Handling of Cases Involving Classified Data and Claims of National 
Security: Hearing Before the Subcomm. on the H. Gov 't Operations , 95th Cong. 11 (1978) (statement of 
Robert L. Keuch, Dep. Asst. Att ' y Gen. of the United States) ("You also state that you wished to 
examine the feasibility of employing in criminal trials the device of in camera inspection of national 
security information prescribed in the Freedom of Information Act, 5 U.S.C. 552"). See 5 U.S.C. 
§552(a)(4)(B) (2006) ; see also The N.Y. Times Co. v. Gonzalez, 382 F. Supp. 2d 457, 493-494 
(S .D.N.Y. 2005), rev'd by 459 F.3d 160 (2d Cir. 2006) ("Rule 501 is a rare, explicit congressional 
directive for fashioning federal common law."); Hopson v. Mayor and City Council of Baltimore, 232 
F.R.D. 228, 240-241 (2005) (Congress rejected particular privileges itemized in proposed Rule 509 in 
lieu of broad Rule 501) . 

55 . Hopson, 232 F.R.D. at 240. 
56. Note by the Federal Judicial Center, Rule 501. See H.R. REP. No 93-650, at 2 (1973) (noting 

thirteen years of study on Federal Rules of Evidence including proposed rule 509); see also S. REP. No. 
93-1277, at 6 (1973) (eliminating Supreme Court 's proposed rules defining privileges of "secrets of the 
state and official information," and noting such definition "could not be given effect unless of 
constitutional dimension.") 

57 . Hearing on Classified Information in Litigation, supra note 38. Senator Biden stated: 

Section 509 was rejected by the Congress as it reviewed the rules proposed by the Supreme 
Court. However, any proposal made at this time might respond to the criticism of section 509 
[later reduced to Federal Rule of Evidence 501 and omitting a specific reference to state 
secrets] ... It might give a greater role to the court in reviewing the claim of privilege, 
including the authority to go beyond and behind the classification to determine the actual 
damage to the national security if the information were disclosed. 

Id. at 36-37. Biden posed his questions to Robert L. Keuch , Deputy Assistant Attorney General of the 
Criminal Division of the Department of Justice. Biden followed his question about the scope of the 
privilege with several other questions . Keuch's response did not address the privilege question, but 
focused instead on the use of ex parte proceedings to resolve questions about classified information, a 
focus of Biden 's later questions . Id. at 37. In contrast to Biden's suggestion that courts play a role in 
evaluating the legitimacy of the classification of the material at issue, in Reynolds, the Supreme Court 
suggested that judges should not even review classified material: 

It may be possible to satisfy the court, from all the circumstances of the case, that there is a 
reasonable danger that compulsion of the evidence will expose military matters which, in the 
interest of national security, should not be divulged. When this is the case, the occasion for the 
privilege is appropriate, and the court should not jeopardize the security which the privilege is 
meant to protect by insi sting upon an examination of the evidence, even by the judge alone, in 
chambers. 

345 U.S. at 533. 
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In its final version, CIPA only included language that indicated the govern
ment had to make a "sufficient showing" in order to trigger its application.58 

Congress would have found it difficult to rely on case law for specific 
guidance on the discovery of classified information since so few published 
opinions before 1980 discussed the subject. This may have resulted from the 
clandestine agreement between the CIA and the Justice Department, which 
prevented most prosecutions that would reveal classified information. It may 
have resulted in part because "federal courts are not general common-law courts 
and do not possess 'a general power to develop and apply their own rules of 
decision. "'59 It may have resulted from the lack of a uniform system of 
classification until the 1950s, when the clandestine agreement was made. Of the 
pre-CIPA cases that did result in published opinions, most involved either (1) no 
invocation of a classified information privilege at all,60 or (2) information that 
had already been declassified before trial.61 

Examples of the pre-CIPA cases that might have misled Congress include the 
two cases against Judith Coplon, a young Justice Department analyst accused of 

58. CIPA, 18 U.S.C. app. 3 §4 (2006). Rule 509, as proposed in 1971, read in part: 

Military and State Secrets: 
(a) General Rule of Privilege. The government has a privilege to refuse to give evidence 

and to prevent any person from giving evidence upon a showing of reasonable likelihood of 
danger that the disclosure of the evidence will be detrimental or injurious to the national 
defense or the international relations of the United States. 

(b) Procedure. The privilege may be claimed only by the chief officer of the department 
of government administering the subject matter which the evidence concerns. The required 
showing may be made in whole or in part in the form of a written statement. The judge may 
hear the matter in chambers, but all counsel are entitled to inspect the claim and showing and 
to be heard thereon. The judge may take any protective measure which the interests of the 
government and the furtherance of justice may require. 

REVISED DRAFT OF PROPOSED RULES OF EVIDENCE TO THE U.S. COURTS AND MAGISTRATES, JUDICIAL 
CONFERENCE OF THE UNITED STATES, COMM. ON RULES OF PRACTICE AND PROCEDURE 62-63 ( 1971). 

59. In re NSA Telecomm., 564 F. Supp. 2d at 1117-1118 (quoting Milwaukee v. Illinois, 451 U.S . 
304, 312 (1981)). Immediately following the revocation of this agreement and before CIPA's enact
ment, several espionage cases were prosecuted. At least one case applied procedures that looked very 
similar to those later outlined in CIPA. See generally, e.g., United States v. Boyce, 594 F.2d 1246 (9th 
Cir. 1979 ); Hearing on Classified Information in Litigation, supra note 38, at 43 (statement of Robert 
L. Keuch, Deputy Assistant Att'y Gen., Crim. Div., U.S. Dep't of Justice) (acknowledging agreement 
between CIA and Justice Department in contravention of 28 U.S.C. §535 and noting that Exec. Order 
No. 11,905 ended that agreement). 

60. See, e.g., United States v. Marchetti, 466 F.2d 1309, 1315, 1318 (4th Cir. 1972), cert. denied, 409 
U.S. 1063 (1972) ("Citizens have the right to criticize the conduct of our foreign affairs, but the 
Government also has the right and the duty to strive for internal secrecy about the conduct of 
governmental affairs in areas in which disclosure may reasonably be thought to be inconsistent with the 
national interest."). 

61. See United States v. Abel, 258 F.2d 485 (2d Cir. 1958) (espionage case including extensive 
discussion of spies' cryptonyms and dead drop locations, but no discussion of privilege or discovery 
related to classified information). Cases pre-dating the 1954 Justice-CIA agreement are not more 
elucidating. See generally Thomas v. United States, 151 F.2d 183 (6th Cir. 1945) (espionage case 
containing no discussion of discovery or privilege or classified information); United States v. Rosen
berg, 195 F.2d 583 (2d Cir. 1952) (espionage case against Julius and Ethel Rosenberg containing no 
discussion of privilege or classified information or discovery issues); CIA REPORT, supra note 32. 
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spying for the Soviet Union.62 In Coplon, the Second Circuit did not actually 
apply the state secrets privilege. Instead the Circuit applied the informant's 
privilege standard (later articulated in Roviaro63

) with a national security over
lay.64 This allowed the Second Circuit to conclude that information relevant and 
helpful to the defense should rightfully be provided in discovery. Coplon did not 
support the application of the Reynolds procedures to criminal cases based on 
its facts . FBI Director J. Edgar Hoover withheld the source of the information 
about Coplon, the Venona Cables, from everyone on the trial team. So prosecu
tors did not seek to invoke state secrets as some reviewing the opinion have 
imagined. 65 Instead, the judge assumed that the national security information at 
issue was the wiretap logs and the identity of the wiretapper. Thus the court was 
arguably mistaken, or speaking in dicta , when it said the protection of "state 
secrets," the disclosure of which would have "imperil[ ed] 'national security, "'66 

might result in the crime going "unpunished."67 That is because state secrets 
would have blocked discovery of the information. Sounding a Reynolds-like 
tone, the court wrote that, "[t]his privilege will often impose a grievous hard
ship, for it may deprive parties to civil actions, or even to criminal prosecutions 
of [the] power to assert their rights or to defend themselves."68 

The cases that were prosecuted right after President Ford ended the secret 
CIA-Justice Department agreement, and just before CIPA's enactment, were not 
particularly clear about the application of the privilege to protect classified 
information.69 This was true even where opinions discussed protective orders, 
ex parte hearings, and a judicial review of classified material to determine 

62. United States v. Coplon, 185 F.2d 629 (2d Cir. 1950). 
63. See Roviaro, 353 U.S. at 53 . 
64. See Coplon , 185 F.2d at 636-640. 
65. Id. at 638. Then FBI Director J. Edgar Hoover kept the information about the Venona Cables, 

which had identified Coplon as a Soviet spy, from the prosecutor and the judge. See CENT. INTEL. 
AGENCY. , V VENONA : SOVIET ESPIONAGE AND THE AMERICAN REsPONSE 1939-1957 (1996) (showing 
Venona Paper source of information not wiretap); ROBERT J. LAMPHERE, THE FBI-KGB WAR: A SPECIAL 
AGENT'S STORY 115 (1995) ; Memorandum from Tom C. Clark to President Harry S. Truman, "Proposed 
Deportation of Valentine A. Gubitchev," (Mar. 16, 1949) (Venona Papers source of information 
regarding Coplon) ; ROBERT BENSON, THE VENONA STORY (2001), available at http://www.nsa .gov/about/ 
_files/cryptologic_heritage/publications/coldwar/venona_story.pdf; see also Coplon v. United States, 
191 F.2d 749 (D.C. Cir. 1951) (discussing leads developed from wiretapping, but no indication that the 
government actually invoked state secrets privilege); United States v. Coplon, 91 F. Supp. 867 (D.D.C. 
1950) (no reference to invocation state secrets) ; United States v. Coplon, 88 F. Supp. 921 (S.D.N.Y. 
1950) (no indication that government actually invoked state secrets , but discussion of informer 's 
privilege regarding wiretap , and assumption that confidential informant was the wiretapper, as later 
repeated by Judge Learned Hand); United States v. Coplon, 84 F. Supp. 472 (S.D.N.Y. 1949). 

66. 185 F.2d at 638. 
67 . Id. 
68 . Id. (emphasis added). 
69. United States v. Dedeyan , 584 F.2d 36, 40-41 (4th Cir. 1979) (espionage case upholding limits 

placed on cross examination in order to protect information concerning national defense) ; United States 
v. Boyce, 594 F.2d 1246, 1251-1253 (9th Cir. 1979) (espionage case containing discussion of classified 
information that reflects court used nearly the same procedures as were later outlined in CIPA Sections 
4 and 6, though no discussion of privilege or the invocation thereof) . 
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whether it was relevant and helpful to the defense. However, the cases do reflect 
a judicial recognition that information relevant and helpful to the defense should 
be provided. 

For example, in United States v. Kampiles,70 the defendant was charged with 
selling secret information to the Soviets while in Athens, Greece. In a seventeen
page opinion that discussed the testimony of a counter-intelligence agent, and 
the top-secret classification of the material Kampiles sold, there were no 
references to the discovery provided or to the applicable privilege.71 

Then in 1980, just months before CIPA's enactment, discovery of classified 
information was discussed in the context of a defendant's rights. The Fifth 
Circuit held that a trial court had erred in not holding an ex parte hearing to 
review CIA documents that the defendants claimed would support their defense 
in United States v. Diaz-Munoz.72 The Fifth Circuit said that if the CIA would 
not produce the documents for the court's review, then certain counts of the 
indictment would have to be dismissed.73 

What emerged from these pre-CIPA cases, and was later reflected in CIPA's 
terms, was the need for Congress to create procedures to enable discovery of 
classified information, not a way to block it. 

II. How CIPA WAS INTENDED TO FUNCTION 

CIPA addressed the dual need to protect intelligence sources and methods and 
protect a defendant's fundamental rights. When and if classified information had 

70. United States v. Kampiles , 609 F.2d 1233 (7th Cir. 1978). 
71. Id. at 1248. The court employed procedures that looked like those later codified in CIPA, but it 

did not discuss a heightened review standard used by courts in evaluating privileged material for 
discovery and use in criminal cases. Instead the court focused on the propriety of the ex parte hearing 
and noted that it used relevance as a standard: 

It is settled that in camera ex parte proceedings to evaluate bona fide Government claims 
regarding national security information are proper. United States v. Brown, 539 F.2d 467, 470 
(5th Cir. 1976) (per curiam); In re Taylor, 567 F.2d 1183, 1188 (2d Cir. 1977). Given the 
subject matter of this case, the district judge was warranted in using that procedure. Our study 
of both November hearing transcripts and the material supplied to Judge McNagny on 
November 14 has convinced us that the information defendant sought was highly sensitive 
and thus a proper subject of a protective order. No competing policy favoring disclosure was 
present, for our review of the information withheld by the trial judge disclosed no material 
that would have aided in the defense of Kampiles. The file contains no reference to Kampiles 
until August 1978 and substantiates the Government's contention that the defendant was not 
involved in the KH-11 investigation until that time. The brief references to him in August 
1978 memoranda also contain nothing that would support his defense. Since the information 
was not exculpatory, the defendant could not have been prejudiced by its non-disclosure and 
the limits set on his counsel 's cross-examination. Consequently his objection to the in camera 
ex parte proceedings and subsequent rulings must fail. 

Id. It is likely that the discussion of the discovery of classified information occurred during the two ex 
parte hearings to limit the cross-examination of the government's witnesses who were intelligence 
officers, but the opinion does not state that. 

72. United States v. Diaz-Munoz, 632 F.2d 1330, 1334 (5th Cir. 1980). 
73. Id. 
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to be withheld from discovery entirely on national security grounds, CIPA 
empowered the Attorney General to block its admission, use, or discovery only 
after efforts to resolve the conflict had been exhausted before a federal judge. 
Prior to the judicial consideration of the classified evidence, CIPA Section 4 
required only that the government make a "sufficient showing." 

Moreover, Congress did not leave CIPA open for ad hoc supplements to its 
procedures. To the contrary, Congress repeatedly referred to CIPA's procedures 
as "omnibus" in nature.7 4 In the House version of the bill, Congress went so far 
as to note what they had left out of the bill and why because the drafters 
intended the bill as omnibus in nature. 75 Indeed the title and preamble of CIPA 
suggest its comprehensiveness: "To provide certain pretrial, trial, and appellate 
procedures for criminal cases involving classified information."76 A mental 
walk through the CIPA's procedures reveals its comprehensive scope. 

According to CIPA Section 1, its procedures applied to: 

[A]ny information or mate.rial that has been determined by the United States 
Government pursuant to an Executive order, statute, or regulation to require 
protection against unauthorized disclosure for reasons of national security and 
any restricted data, as defined by paragraph r. of the section 11 of the Atomic 
Energy Act of 1954 (42. U.S.C. [section] 2012(y).77 

Section 4 allowed the court's assistance in navigating the Government's 
discovery obligations. Section 4 authorized the Government to 1) delete from 
discovery classified information,78 2) produce to the defendant a substitution for 
the actual classified information, or 3) produce to the defendant a summary in 
lieu of the classified information.79 Nothing in Sections 1 through 4 requires the 
Government invoke the classified information privilege through the head of the 

74. S. REP. No 96-823 , at 2-3 (1980) . Congress also noted that CIPA was intended to "help ensure 
that the intelligence agencies are subject to the rule of law and to help strengthen the enforcement of 
laws designed to protect both the national security and civil liberties." Id. 

75. The Senate committee noted that they believed that the relevant and material standard from 
Roviaro would be the applicable standard of review for the classified material ; however, they did not 
include it because '"it [ wa]s the intent of the Committee that the existing standards of use, relevance 
and/or admissibility' would apply [to classified evidence] ." Id. at 25 (quoting H.R. REP. No. 96-831, at 
14 (1980)). CIPA also did not include language consistent with the Jencks Act, 18 U.S.C. §3500, but the 
Senate expressed confidence that the relevant standard could still allow impeaching material to be made 
available to the defense. S. REP. No. 96-823 , at 26-27 (1980) . 

76. CIPA, 18 U.S.C. app. 3, pmbl. (2006) . 
77. Id. §§ l-3 . Section 2 provides for a pretrial conference to consider matters relating to classified 

information that may arise in connection with the prosecution . Under Section 3, trial courts are required 
to enter a protective order preventing disclosure of any classified information to the defendant. 

78. Case law and the legislative history indicate that the standard for review was "relevant and 
helpful" to the defense. See United States v. Yunis, 867 F.2d 617 , 622 (D.C. Cir. 1989) (emphasis in 
original) (quoting Roviaro, 353 U.S . at 60-61) ; S. REP. No. 96-832, at 25 (1980) (indicating that the 
informant's privi lege standard of relevant and helpful should apply under CIPA). 

79. By its title, CIPA Section 4 applies to discovery, but it has been interpreted as applying to more 
than pre-trial proceedings, but instead at any point in the proceedings. See United States v. O 'Hara, 301 
F.3d 563, 569 (7th Cir. 2002). 
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agency supplying the material. Instead, Section 4 states that "upon a sufficient 
showing" the court may authorize deletion. 80

•
81 

Legal scholars have discussed what the government must do to establish this 
sufficient showing under CIPA Section 4. For example, Laura Donohue has 
written: 

In contrast to the utmost deference required in state secrets cases, CIPA 
requires that the government make a sufficient showing that classified informa
tion cannot be disclosed. Unlike state secrets, where only the director of an 
agency can invoke the privilege, Cf PA allows any prosecutor to request 
section 4 procedures. And where the privilege presents an absolute bar, CIPA 
contemplates a balance between the defendant's right to mount a defense and 
the government's right to secrecy. 82 

The invocation by a prosecutor is consistent with the procedures required in 
criminal cases where many privileges are routinely invoked through someone 
other than the holder of the privilege. Often the prosecutor simply makes 
representations to the trial court that the information at issue is privileged, as 
was the case with the informant's privilege in Roviaro, and family court records 

80. Congress noted that it intended for the government to only have to establish proper classification 
as a threshold matter in order to receive ex parte in camera review of the classified information under 
CIPA Section 4. H.R. REP. 431-2, at 8 (1979). For an early discussion of discovery and admissibility 
issues under CIPA, see Richard P. Salgado, Government Secrets, Fair Trials, and the Classified 
Information Procedures Act, 98 YALE L.J. 427 (1988). Upon authorizing deletion or summaries or 
substitutions of information, the court must create a record for appeal, and include in that record the full 
statement of the material deleted, substituted or summarized under the terms of CIPA Section 4. 

81. Mort Halperin explained that he had not wanted CIPA to allow the government to "submit an 
explanation for the basis of the classification [ of the particular information at issue]" to be reviewed in 
camera. Interview with Halperin, Senior Advisor of the Open Society Institute and former Director of 
the American Civil Liberties Union in Washington (Sept. 19, 2012). At the time they testified before 
Congress about CIPA, Halperin, Michael Sheininger, and Prof. William Greenhalgh believed that 
judges would "be unduly influenced by the government's explanation and as a result would treat the 
information in question differently simply because it is classified." S. REP. No 96-823, at 7 (1980). 
However, Congress ultimately placed faith in federal judges to "fashion creative and fair solutions to 
these problems; to do so [a federal judge] must know the reason for the classification before deciding 
on relevance and admissibility." Id. 

82. Donohue goes on to cite Former Assistant Attorney General David Kris and J. Douglas Wilson 
whose treatise on National Security Law included the following analysis: 

The absolute protection provided by the state secrets privilege is also in tension with the 
defendant 's right under Brady v. Maryland to information necessary to obtain a fair trial. 
Applying the state secrets privilege to criminal cases would create the very problem that 
Congress sought to address by enacting CIPA: forcing the government to decide between 
producing to the defendant sensitive classified information in discovery or invoking the 
privilege and preventing all disclosure of classified information .... 

Laura K. Donohoe, In the Shadow of State Secrets, 159 U. PA. L. REV. 77, 208-209 (2010) (footnotes 
omitted). Donohue includes a discussion of how classified information must be given over in discovery 
even if the subject matter overlaps with that of the classified information privilege where evidence is 
relevant and helpful to the defense. See id. at 209-215. 
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privilege in United States v. Ritchie. 83 Courts thereafter review the material 
pursuant to a heightened review standard to determine whether it is relevant and 
helpful to the defense. 

CIPA Section 5 requires a defendant to notify the court if he would expose 
classified information in the course of his defense. 

CIPA then provides for an elaborate process under Section 6 whereby the 
government may challenge the defendant's plan to use or reveal classified 
information. Under CIPA Section 6 the government may also challenge a court's 
ruling that information it seeks to withhold from discovery under Section 4 is 
indeed discoverable and/or admissible. The government may seek a hearing on 
the use, relevance, and admissibility of the information. As to each item of 
classified information, the court must set forth in writing the basis for its 
determination. The government then may move under Section 6, that in lieu of 
the disclosure of classified information, the court order a substitution for such 
information of either 1) a statement admitting facts that the information would 
tend to prove, or 2) a summary of the specific information. Only if the court 
denies such a motion would the government be required under Section 6 to 
formally lodge its privilege to block the disclosure, use, or admission of 
classified information. 

By the language of Section 6, the person who declares that disclosure of the 
classified information would cause "identifiable damage to the national security 
of the United States" is the Attorney General.84 The heads of intelligence 
agencies are not referred to in CIPA. 85 

The Attorney General can use the authority given him under CIPA to with
hold even relevant documents where the disclosure of those documents would 
result in damage to the national security under CIPA Section 6. However, the 
trial judge is vested with concomitant authority to impose sanctions (including 
dismissal) on the government where the Attorney General refuses to tum over 
classified material that the trial court has determined is both relevant and helpful 
to the defense. 86 

83 . Pennsylvania v. Ritchie, 480 U.S. 39, 57 (1987); Roviaro, 353 U.S. at 60. 
84. United States v. EI-Mezain, 664 F.3d 467, 523 (5th Cir. 2011). 

Although the Government's claim of privilege may yield when the information is essential to 
fairly determine the issues at trial or when necessary for an important part of the defense, the 
defendants want us to second guess in the first instance the Government's determination of 
what is properly considered classified information. We decline to do so. See United States v. 
Abu Ali, 528 F.3d 210, 253 (4th Cir. 2008) ("[W]e have no authority[] to consider judgments 
made by the Attorney General concerning the extent to which the information in issue here 
implicates national security."). 

85 . CIPA, 18 U.S.C. app. 3 §6(c)(l)-(2) (2006). Section 7 outlines the procedures for interlocutory 
appeal from the trial court's rulings under CIPA, and Section 8 sets forth how the privilege is 
introduced into evidence. See id. at §6(c)(7)-(8). 

86. The requirement of an Attorney General 's declaration is arguably a flaw in CIPA. By the time of 
a CIPA Section 6 hearing, a sufficient showing that the information at issue is properly classified has 
already been made. Thus an Attorney General 's declaration often restates what the trial judge has 
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Different from Reynolds' blocking function, under CIPA, the trial judge has a 
significant role in evaluating classified information and determining the form in 
which information will be disclosed to the defense. 87 CIPA clearly expanded the 
judge's role under Federal Rule of Criminal Procedure 16(d), which allows a . 
request to "deny, restrict, or defer discovery" upon a showing of "good cause. "88 

already been told by an original classifier. This extra requirement does not serve to help the defense or 
protect the defendant's right to evidence material to his defense. If it helps at all, one might argue, it is 
in the requirement that that Attorney General be accountable for the representations of the intelligence 
community that it sponsors through CIPA filings ex parte. Once a court knows that relevant and helpful 
information is going to be withheld from a defendant, it can bring sanctions to meet that denial of 
discovery. 

87. The trial judge's role in evaluating a government claim of state secrets has not expanded 
significantly since Reynolds, though the Fourth Circuit wrote: 

After a court has confirmed that the Reynolds procedural prerequisites are satisfied, it must 
determine whether the information that the United States seeks to shield is a state secret, and 
thus privileged from disclosure. This inquiry is a difficult one, for it pits the judiciary's search 
for truth against the Executive's duty to maintain the nation's security. [Citations omitted.] 
The Reynolds Court recognized this tension, observing that "[j]udicial control over the 
evidence in a case cannot be abdicated to the caprice of executive officers" - no matter how 
great the interest in national security - but that the President's ability to preserve state secrets 
likewise cannot be placed entirely at the mercy of the courts . Moreover, a court evaluating a 
claim of privilege must "do so without forcing a disclosure of the very thing the privilege is 
designed to protect." 

A court is obliged to honor the Executive's assertion of the privilege if it is satisfied, "from all 
the circumstances of the case, that there is a reasonable danger that compulsion of the 
evidence will expose military matters which, in the interest of national security, should not be 
divulged." Reynolds, 345 U.S . at 10. In assessing the risk that such a disclosure might pose to 
national security, a court is obliged to accord the "utmost deference" to the responsibilities of 
the executive branch. Nixon, 418 U.S. at 710. Such deference is appropriate not only for 
constitutional reasons, but also practical ones: the Executive and the intelligence agencies 
under his control occupy a position superior to that of the courts in evaluating the conse
quences of a release of sensitive information. In the related context of confidentiality 
classification decisions, we have observed that "[t]he courts, of course, are ill-equipped to 
become sufficiently steeped in foreign intelligence matters to serve effectively in the review of 
secrecy classifications in that area." Marchetti, 466 F.2d at 1318. The executive branch 's 
expertise in predicting the potential consequences of intelligence disclosures is particularly 
important given the sophisticated nature of modem intelligence analysis, in which "[t]he 
significance of one item of information may frequently depend upon knowledge of many other 
items of information," and "[w]hat may seem trivial to the uninformed, may appear of great 
moment to one who has a broad view of the scene and may put the questioned item of 
information in its proper context." Id. In the same vein, in those situations where the state 
secrets privilege has been invoked because disclosure risks impairing our foreign relations, the 
President's assessment of the diplomatic situation is entitled to great weight. 

El-Masri, 479 F.3d at 304. In the end, however, information can be withheld entirely, even if it is 
relevant and helpful to the non-government party in civil actions. The judge's role in that part of the 
evaluation is constrained, true to state secrets' blocking function. 

88. Fed. R. Crim. P. 16(d)(l), which provides: 

Protective and Modifying Orders. At any time the court may, for good cause, deny, restrict, or 
defer discovery or inspection, or grant other appropriate relief. The court may permit a party 
to show good cause by a written statement that the court will inspect ex parte. If relief is 
granted, the court must preserve the entire text of the party's statement under seal. 

Id. Under CIPA, the trial court issues a protective order, reviews material ex parte, and fashions relief 
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Rule 16 allows for the trial judge to review an ex parte written submission made 
by a party, and to make a determination about discovery. State secrets cast the 
judge in a different role. 89 Once the state secrets privilege is invoked, under 
Reynolds, the role of the trial judge was circumscribed: 

It may be possible to satisfy the court, from all the circumstances of the case, 
that there is a reasonable danger that the compulsion of the evidence will 
expose military matters which, in the interests of national security, should not 
be divulged. When this is the case, the occasion for the privilege is appropri
ate, and the court should not jeopardize the security which the privilege is 
meant to protect by insisting upon an examination of the evidence, even by the 
judge alone, in chambers .90 

III. THE MISUNDERSTANDINGS AND THE EMERGENCE OF A CIRCUIT SPLIT 

After CIPA was passed, its enabling intent was sometimes forgotten . In 1983, 
in United States v. Collins,9 1 _the Eleventh Circuit remembered CIPA's enabling 
purpose when it wrote, "CIPA appears premised on the assumption that, if 
material to the defense and not otherwise avoidable, [classified information] 
shall be admissible [not just discoverable]."92 However, by 1988, in the case of 

by allowing for a substitution or summary of classified information that will protect irrelevant sources 
and methods of intelligence, and requires preservation of all ex parte material for appeal of the issues. 
18 U.S .C. app. 3 §§3-4, 6. 

89 . Echoing the Supreme Court's concern that the Reynolds procedures could not work in criminal 
cases, the Ninth Circuit has also noted in dicta the difference between the procedures in civil and 
criminal cases where the Government seeks to withhold privileged classified information : "Were this a 
criminal case, the state secrets doctrine would apply more narrowly." Mohamed v. Jeppesen Dataplan, 
Inc., 614 F.3d 1070, 1077 n.3 (9th Cir. 2010) (en bane) ("[T]he Executive 's authority to protect [state 
secrets] is much broader in criminal prosecutions." (quoting El-Masri v. United States, 479 F.3d 296, 
313 n.7 (4th Cir. 2007)); see also Reynolds, 345 U.S. at 12. 

90. Reynolds, 345 U.S. at 12. "Sometimes, however, review may require examination of the 
classified material itself." Doe v. CIA, 576 F.3d 95, 105 (2d Cir. 2009) (citing El-Masri, 479 F.3d at 
305) ; see also Ellsburg v. Mitchell, 709 F.2d 51, 58 (D.C. Cir. 1983). 

91. United States v. Collins, 720 F.2d 1195 (11th Cir. 1983). 
92. Id. at 1196. Collins continued: 

The looming, but unevaluated, threat that the nation 's security might be damaged by a 
prosecution has been termed "greymail" practiced upon the government. S. Rep. No. 823 , 
96th Cong., 2d Sess. 4 (1980), reprinted in 1980 U.S.C. Cong. & Ad. News 4294, 4296-4298 . 
Sensitive regard for national security was seen as having resulted in foregoing prosecutions 
for serious crimes, even in cases where the chances were great that, properly handled prior to 
trial , a defendant could well have been accorded due process without any cost in public 
revelation of classified information. 

Id. at 1197. A year later, in United States v. Wilson , in 1984, the defendant gave notice under CIPA 
Section 5 that he was going to have to di sclose classified information in his case to establish that his 
actions were done with the consent and authority of a U.S . intelligence agency. The trial court ruled that 
the classified evidence should be excluded, not because it was classified, but because it would confuse 
the jury, waste time, and was cumulative under Fed. R. Evict . 403. United States v. Wilson, 750 F.2d 7, 
8-9 (2d Cir. 1984); accord United States v. Pringle, 751 F.2d 419, 427-428 (1st Cir. 1984) (holding trial 
court properly excluded classified information not relevant and helpful to the defense) . Similarly, in the 
1985 case, United States v. Juan, the court suggested to the government how they might use the various 
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United States v. Sarkissian, 93 the Ninth Circuit began to blur the line between 
state secrets and CIPA, and to conflate the state secrets' blocking procedures 
with CIPA's enabling procedures. 

Sarkissian involved a group of Armenian terrorists who were plotting to 
bomb a Turkish consulate in the United States.94 In upholding the trial court's 
findings denying discovery under CIPA Section 4, the Ninth Circuit noted that 
the declaration submitted by the government met the Reynolds standard.95 But 
the court failed to note CIPA's "sufficient showing" standard. Thus in Sarkissian, 
the court misunderstood CIPA's intent to enable discovery before an invocation 
of the privilege blocked admission.96 

CIPA's enabling function was clearly understood by the District of Columbia 
Circuit in 1989, in United States v. Yunis, 97 when it likened the government's 
"classified information privilege" to the informant's privilege - not to state 
secrets.98 Yunis did not require an invocation by the head of the agency under 
Reynolds. Instead the Yunis court acknowledged that classified information 
relevant and helpful to the defense would be discoverable, and, accordingly, the 
court conducted a review of the information. 99 

tools set forth in CIPA Section 4 - such as substitutions or summaries - to protect intelligence sources 
and methods that might be gleaned from otherwise discoverable classified information. See United 
States v. Juan, 776 F.2d 256, 258-259 (11th Cir. 1985). In United States v. Smith, 780 F.2d 1102, 
1104-1106 ( 4th Cir. 1985), the Fourth Circuit likened the classified information privilege to the 
informant's privilege: 

The gathering of [classified] information and the methods used resemble closely the gathering 
of law enforcement information. The confidentiality of sources and the methods used in both 
instances are critical. Persons who supply information to the government regarding matters 
taking place in foreign countries are likely to be outside the United States. Their safety would 
immediately be placed in jeopardy if their identities were made public. Revealing such 
information absent an essential need by a defendant would also result in the drying up of a 
primary source of information to our intelligence community .... 

To give the domestic informer of the police more protection than the foreign informer of the 
CIA seems to us to place the security of the nation from foreign danger on a lower plane than 
the security of the nation from the danger of domestic criminals. In our opinion the national 
interest is as well served by cooperation with the CIA as with the domestic police. 

Id. at 1108-1109. Similarly, in 1990, in United States v. Badia, the Eleventh Circuit ruled that a 
defendant charged with hijacking a plane could present evidence of his relationship to the CIA in 
support of his defense. United States v. Badia, 827 F.2d 1458 (11th Cir. 1987). The Badia court cited 
Collins' language about a government privilege in classified information intended to protect sources 
and methods of intelligence agencies. Notably Badia did not import any of Reynolds procedures into 
those required under CIPA. 

93 . United States v. Sarkissian, 841 F.2d 959 (9th Cir. 1988). 
94. Id. 
95 . See id. at 966 ("We assume arguendo that the enactment of CIPA does not affect the validity of 

Reynolds."). Indeed CIPA would not have invalidated Reynolds because CIPA applies only to criminal 
cases, where Reynolds applies only to civil cases. 

96. Id. 
97. United States v. Yunis, 867 F.2d 617, 622-623 (D.C. Cir. 1989). 
98. Id. at 622 ("[S]ensitive considerations underlie the classified information privilege asserted 

here."). 
99. Id. 
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Within years, the Ninth Circuit again mistakenly conflated CIPA's procedures 
with those of Reynolds , and missed an important aspect of the factual records of 
the trial below. This mistake began in 1998, in United States v. Klimavicius
Viloria.100 The opinion reported that the government's declaration in the trial 
court satisfied the Reynolds standards. 101 But the Ninth Circuit was in fact 
mistaken. The government never invoked the privilege through the head of 
agency at the time of discovery, as would have been required by Reynolds. 
Instead, consistent with CIPA's enabling function, the government's declaration 
regarding the classified information was executed by a subordinate official to 
whom classification authority had been delegated by the head of agency. 1 02 

Upon that apparently sufficient showing, the trial court thereafter determined 
the relevance of the evidence rather than simply blocking its production. '0 3 

Apparently unaware of the Ninth Circuit's error in Klimavicius, in United 
States v. A ref, 104 the Second Circuit relied on Klimavicius for its erroneous 
holding. 105 The Aref court concluded that state secrets was the source of the 
applicable privilege, and the head of the agency must invoke the privilege 
before discovery issues could be resolved under CIPA. ' 0 6 Thus, forgetting the 
enabling purpose of CIPA, the Second Circuit added to CIPA a requirement that 
was unnecessary before discovery, and was not contained within CIPA's omni
bus procedures. Not surprisingly, the Aref court determined that the govern
ment's failure to invoke the privilege was harmless error. 107 This conclusion 
made sense because the trial court was permitted to evaluate the relevance of 
the evidence to the defendant's case, instead of being blocked from doing so 
under Reynolds. 108 

Losing the intent of CIPA's drafters, the Aref court also mistakenly suggested 
that Congress erred in citing Coplon, Andolschek, and Reynolds.109 Yet, these 

100. United States v. Klimavicius-Viloria, 144 F.3d 1249, 1261 (9th Cir. 1998). 
101. See id. at 1261 ("We have examined the government's sealed submissions and conclude that 

they satisfy Reynolds."). 
102. See United States v. Klimavicius-Viloria , No. 96-50546, 1996 WL 33418388, at *85-86, 92 (9th 

Cir. 1996) (filing made by officer with original classification authority and not the head of agency). 
103. Id. at 96. 
104. United States v. Aref, 533 F.3d 72 (2d Cir. 2008). 
105 . Id. at 79. 
106. Id. 
107. The Aref court confirmed the existence of the Executive 's authority to withhold classified 

information and noted that both CIPA and Federal Rule of Criminal Procedure 16(d)(l )(allowing 
district courts to restrict the discovery of national security information) presupposed a governmental 
privilege against the disclosure of classified information. Id. at 78 . 

108. The Aref court said the source of the applicable privilege was Reynolds. See id. ("The most 
likely source for the protection of classified information lies in the common law privilege against 
disclosure of state secrets."). 

109. In its analysis, the A ref court seems to have assumed congressional error during the legislative 
process - that somehow Congress did not mean what it said when it said it was not applying the state 
secrets privilege. Congress wrote that the state secret privilege did not apply in criminal cases in its 
joint report. Therefore, Congress correctly understood that the Reynolds procedures could not work in 
criminal cases to balance a defendant 's fundamental rights . See H.R. REP. No 96-831 , at 1-15, n.12 
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three cases all stand for the principle that, when information is material to the 
defense, it should be provided. The A ref court then cited the same three cases as 
Congress did, Coplon, Andolschek, and Reynolds, for the idea that the privilege 
to withhold information must give way when the information is relevant and 
helpful to the defense - the very essence of CIPA's enabling intent. 110 

Aref also lost sight of the omnibus nature of CIPA. In what seems like 
carefully selected verbiage, the Aref court characterized the Reynolds head-of
agency requirement as a "formality" 1 

tt and not a "procedure." 112 These two 
words are arguably synonyms. As a functional matter, it is difficult to envision 
the head-of-department requirement as anything other than a procedure. 113 

All the other circuits to consider A ref have declined to follow A refs holding 
that Reynolds procedures apply to criminal cases. 

The Fourth Circuit declined to follow Aref in United States v. Rosen, 114 and 
held that there was no requirement that the head of agency invoke the privilege 
to withhold classified information from discovery under CIPA. 115 Instead the 
government was only required to establish proper classification: 

In the civil context (as in Reynolds) where liberty is not at stake, a court is 
entitled to require the government to meet a higher standard for determining 

(1980). Contrary to the Second Circuit's speculation, Congress did express a clear desire to redress the 
injustices that resulted when criminal cases were dismissed because of the application of the Reynolds 
procedures. Id. This allowed defendants to engage ingraymailing. See United States v. Smith, 780 F.2d 
1102, 1105 ( 4th Cir. 1985) ( definjng gray mailing as the "practice whereby a criminal defendant 
threatens to reveal classified information during a trial in the hope of forcing the government to drop 
the criminal charges"). In fact, referring to trial courts' long-existing authority to make pre-trial 
determinations regarding use, admissibility, and relevance of information that is not classified, Con
gress wrote that the state secrets civil procedures did not apply in the criminal context, even citing 
Reynolds for this point H.R. REP. No. 96-831 , pt. l at 15 n.12; see also Note, Criminal Law - Classified 
Information Procedures Act - Second Circuit Holds that Government May Withhold Classified Informa
tion Unless Information Would be "Relevant and Helpful " To Defense - United States v. A ref, 533 F3d 
72 (2d Cir. 2008), 122 HARV. L. REv. 819, 820-822 (2008) (noting that Second Circuit's conflation of 
state secrets concepts and blurring of absolute and qualified privileges in its opiruon and highlighting 
irony of court's findings that disclosure of the information at issue would have harmed the national 
security); see H.R. REP. No 96-831, at 1-15, n.12 (1980). 

110. Aref, 533 F.2d at 79. Subsequent Second Circuit cases have followed Aref's holding, also 
concluding there was harmless error when a head of agency did not invoke the privilege. See, e.g., 
United States v. Abu-Jihad, 630 F.3d 102 (2d Cir. 2010); United States v. Stewart, 590 F.3d 93 (2d Cir. 
2009); United States v. El-Hanafi, No. 10-CR-162, 2012 WL 603649 (S.D.N.Y. Feb. 24, 2012). 

111. "Formality" is defined as "an established formal procedure that is required or conventional." 
Definition of Formality, MERRIAM-WEBSTER, http://www.merriam-webster.com/dictionary/forma]jty_ Al
though the Aref court arguably used this particular language in order to characterize the government's 
failure to file a head-of-agency declaration as excusable, it is difficult to conclude that a forma]jty is 
anything other than a procedure. See Aref, 533 F.3d at 80. 

112. Id. 
113. See Reynolds, 345 U.S. at 12. This holding conflicts directly with CIPA Section 6's language 

vesting the authority to withhold infom1ation in the Attorney General only after all other avenues of 
providing relevant discovery have been exhausted through Section 4's carefully designed procedures. 

114. United States v. Rosen, 557 F.3d 192, 198 (4th Cir. 2009). 
115 . Id. 
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whether information has properly been deemed to be classified. Thus, al
though the Reynolds Court held the government to a high standard on the 
stakes at issue in that civil proceeding, it is not clear that the Aref court 
properly adopted and applied Reynolds in the criminal context. Our trepida
tion on adopting the rule in A ref is further reinforced by the absence in CIPA 
of any agency head requirement. In such circumstances, we conclude that the 
absence of a statement from the relevant agency heads invoking CIPA protec
tion does not present a barrier to the exercise of our jurisdiction in this 
appeal.116 

107 

The Fifth Circuit joined the Fourth Circuit in declining to require the Govern
ment to have the head of agency invoke its privilege to withhold classified 
information in the case of United States v. El-Mezain: "We therefore join the 
Fourth Circuit in questioning whether A ref properly adopted and applied Reyn
olds in a criminal context." 11 7 Emphasizing the differences in civil and criminal 
cases, the Fifth Circuit noted that "CIPA is procedural ... " and that "there is no 
equivalent requirement in CIPA that the government privilege must be initiated 
by an agency head." 11 8 The Fifth Circuit went on to note that the "CIPA 
discovery provision [CIPA §4] does not similarly require the Attorney General 
to act." 119 

116. Id. 
117. El-Mezain, 664 F.3d 467,521 (5th Cir. 2011) (citing Rosen, 557 F.3d at 198). 
118. /d.at519, 521. 
119. Id. at 521 (citing CIPA, 18 U.S.C. app. 3, §4). 

[T]here is no equivalent requirement in CIPA that the governmental privilege must be initiated 
by an agency head. See id. CIPA imposes upon district courts a mandatory duty to prevent the 
disclosure of any classified materials by issuing a protective order " [u]pon motion of the 
United States." 18 U.S.C. app. 3, §3 ("Upon motion of the United States, the court shall issue 
an order to protect against the disclosure of any classified information disclosed by the United 
States to any defendant in any criminal case ... ") (emphasis added) ; see In re Terrorist 
Bombings, 552 F.3d at 121. Some CIPA provisions do require the Attorney General's 
participation . See, e.g., 18 U.S.C. app. 3, §6(a) ("Any hearing held pursuant to this subsection 
[or any portion of such hearing specified in the request of the Attorney General]shall be held 
in camera if the Attorney General certifies to the court in such petition that a public 
proceeding may result in the disclosure of classified information.") ; 18 U.S.C. app. 3, §6(e)(l) 
("Whenever the court denies a motion by the United States that it issue an order under 
subsection (c) and the United States files with the court an affidavit of the Attorney General 
objecting to disclosure of the classified information at issue, the court shall order that the 
defendant not disclose or cause the disclosure of such information.") . However, the CIPA 
discovery provision does not similarly require the Attorney General to act. See 18 U.S.C. app. 
3, §4 (providing only that "upon a sufficient showing" the district court may authorize "the 
United States" to withhold classified information). The absence of a requirement in CIPA that 
the Attorney General assert the privilege suggests that the district court may order withholding 
of classified information from discovery without an explicit claim from the agency head as 
long as the United States otherwise makes a sufficient showing for the privilege. See Russello 
v. United States, 464 U.S. 16, 23 (1983) ("[W]here Congress includes particular language in 
one section of a statute: but omits it in another section of the same Act, it is generally 
presumed that Congress acts intentionally and purposely in the disparate inclusion or exclu
sion.") (alteration in original) (internal quotation marks and citation omitted). 
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Relying on the canons of statutory construction, the Fifth Circuit concluded 
that the trial court was fully authorized under CIPA to delete materials from 
discovery before the Attorney General invoked the privilege to withhold classi
fied information, "as long as the United States [] makes a sufficient showing for . 
the privilege." 120 

Thus there remains a split between the circuits, where some recognize CIPA's 
enabling purpose, and others still imagine it falls into a state secrets blocking 
scheme and requires blocking procedures. 

IV. CIPA SHOULD BE AMENDED TO ELIMINATE CONFUSION 

Congress should amend CIPA to eliminate the confusion and enhance its 
enabling purpose. First, CIPA should acknowledge that classified information is 
privileged from unnecessary public exposure. Second, CIPA should be amended 
to state that the person with original classification authority may make the 
sufficient showing that information at issue was properly classified. Third, CIPA 
should clearly state that courts should evaluate any potentially discoverable 
classified information under the "relevant and helpful" standard. Fourth, CIPA 
should clearly state that the Attorney General - not the head of the relevant 
intelligence agency - need only block the admission of classified information 
when no summary, substitution, or protected disclosure of that information can 
be made without causing damage to the national security. 

The first suggested amendment depends on a majority of Congress agreeing 
that properly classified information is indeed privileged. Congress need not 
recall the words of the Founding Fathers over 200 years ago to agree that the 
preservation of national security depends on keeping certain information secret. 
Congress can easily acknowledge that there is a strong, contemporary public 
policy favoring the protection of properly classified information. As the Su
preme Court observed, "It is well recognized that a privilege may be created by 
statute."121 Where the statutes protecting the information in question show "a 
strong policy of nondisclosure," one may presume that Congress intended the 
information to be privileged. 122 Privilege rules "are intended to protect certain 

664 F.3d at 521-522. 
120. Id. at 522 (citing Russello v. United States, 464 U.S. 16, 23 (1983)) ("[W]here Congress 

includes particular language in one section of a statute but omits it in another section of the same Act, it 
is generally presumed that Congress acts intentionally and on purpose in the disparate inclusion."); see 
also United States v. O'Donnell, 608 F.3d 546, 552-553 (9th Cir. 2010); Kapral v. United States, 166 
F.3d 565, 579 (3d Cir. 1999). Moreover, the El-Mezain court noted there seems little purpose to having 
a requirement that the privilege be invoked at the time of discovery because CIPA already contains a 
mandate requiring that district courts protect classified information from disclosure through a protective 
order. 664 F.3d at 519-520 (citing CIPA, 18 U.S.C. app. 3, §3 (2006)). 

121. Baldridge v. Shapiro, 455 U.S. 345, 360 (1982); see also Pierce Cnty. v. Guillen, 537 U.S . 129, 
144 (2003). 

122. Baldridge, 455 U.S. at 361 ("This strong policy of non-disclosure indicates that Congress 
intended the confidentiality provisions to constitute a 'privilege' within the meaning of the Federal 
Rules. Disclosure by way of civil discovery would undermine the very purpose of confidentiality 
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societal relationships and values, even though such protection may impose 
significant costs upon the litigation process." 123 

One can reasonably conclude that contemporary American society values the 
protection of properly classified information in furtherance of the national 
security of the United States. 124 The long and consistent pattern of legislation 
protecting classified information clearly evinces that societal value. 125 Courts 
have noted that: 

The government has a substantial interest in protecting sensitive sources and 
methods of gathering information. The gathering of such information and the 
methods used resemble closely the gathering of law enforcement information. 
The confidentiality of sources and the methods used in both instances are 
critical. 126 

contemplated by Congress."); see also Weil v. The Long Island Sav. Bank, 195 F.Supp.2d 383, 388-389 
(E.D.N.Y. 2001 ) (holding that the statute authorizing Treasury regulations prohibits the disclosure of 
certain reports, even in civil litigation). Privileges must serve to advance public policy. See Upjohn Co. 
v. United States, 449 U.S. 383 , 389 (1981) ; St. Regis Paper Co. v. United States, 368 U.S. 208, 219 
(1962) (census information is protected by a public policy favoring privacy in citizen census reporting 
to promote candor and truth); Ibrahim v. Dep ' t of Homeland Sec., No. C-06-00545, 2009 WL 5069133, 
at *7-8 , 14 (N.D. Cal. 2009) , rev 'd by, 669 F.3d 983 (9th Cir. 2012) (continuing to provide protections 
to Sensitive Security Information consistent with it being privileged and denying a request for an order 
allowing its disclosure to Ms. Ibrahim 's expert witnesses absent a background check and some showing 
that expert had a "need to know"). The public policy to protect the national security of the United States 
cannot be seriously disputed. See Bruce E. Fein, Access to Classified Information: Constitutional and 
Statutory Dimensions, 26 WM. & MARYL. REv. 805, 810-12 (1985) (discussing national interests in 
protecting classified information). 

123 . Earl C. Dudley, Jr. , Federalism and Federal Rule of Evidence 501: Privilege and Vertical 
Choice of Law, 82 GEO. L.J . 1781 , 1782 (1994) (quoting CHRISTOPHER B. MUELLER & LAIRD KlRKPAT
RICK, EVIDENCE UNDER THE RULES 853 [2d ed. 1993]). 

124. See United States v. El-Mezain, 664 F.3d 467,521 (5th Cir. 2011): 

No one seriously disputes that the Government possesses an important privilege to withhold 
classified information, nor do we believe a contrary assertion could be sustained. See Yunis, 
867 F.2d 617, 622-623 ("The Supreme Court has long recognized that a legitimate govern
ment privilege protects national security concerns.") (citing Chicago & S. Air Lines, Inc. v. 
Waterman S.S. Corp. , 333 U.S. 103, 111 (1948) ( "[The executive branch] has available 
intelligence services whose reports are not and ought not to be published to the world."). 
Therefore, we conclude that the failure of a Government agency head to invoke the classified 
information privilege here does not constitute reversible error. 

664 F.3d at 522. For an extensive discussion of instances of unauthorized disclosure of classified 
information and the impact on American intelligence collection and public confidence, see Jeffrey T. 
Richelson, Intelligence Secrets and Unauthorized Disclosures: Confronting Some Fundamental Issues, 
International Journal of Intelligence and Counterintelligence, 25:4 INT' L J. INTELL. AND CouNTERINTELL. 
639 (2012). 

125. See, e.g., Pierce Cnty. , 537 U.S. at 144-145 (2002) (highway statistics privileged); Baldridge, 
455 U.S . at 360 (raw census data privileged because a privilege may be created by a statute protecting a 
category of information and referring to Fed. R. Evid. 501 language about acts of Congress creating 
privileges); Pennsylvania v. Ritchie, 480 U.S. 39, 57-58 (1987) (family court records privileged 
protected by statute and public policy). 

126. United States v. Smith, 780 F.2d 1102, 1108 (1985) . 
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Evidence of a classified information privilege can also reasonably be deduced 
from legislation. The National Security Act of 1947 (hereinafter "The National 
Security Act"), for example, set standards protecting classified information. The 
Executive certainly had the authority to classify information in his role as 
steward of the nation's security under Article II, Section 2; however, under the 
National Security Act, Congress specifically authorized the President to classify 
information, to protect classified information, and to delegate to those agency 
heads the authority to classify information. 127 The National Security Act defined 
classified information as being: 

(A]ny information that has been determined pursuant to Executive Order No. 
12356 of April 2, 1982, or successive orders, or the Atomic Energy Act of 
1954, to require protection against unauthorized disclosure and that is so 
designated. 128 

Congress valued properly classified information sufficiently that, in 1951, 
Congress set criminal penalties for the willful and unauthorized disclosure of 
particular types of national security information: 

Whoever knowingly and willfully communicates, furnishes, transmits, or 
otherwise makes available to an unauthorized person, or publishes, or uses in 
any manner prejudicial to the safety or interests of the United States or for the 
benefit of any foreign government to the detriment of the United States any 

127. National Security Act, 50 U.S.C. §§401-442a (2012). Pursuant to the National Security Act, 
almost every President since Truman has issued an Executive Order on classified information and to 
whom the authority to classify and de-classify evidence is delegated. In 1951 , President Truman issued 
an order called, "Prescribing Regulations Establishing Minimum Standards for the Classification, 
Transmission, and Handling, by Department and Agencies of the Executive Branch, of Official 
Information which Requires Safeguarding in the Interest of the Security of the United States." Exec. 
Order No. 10,290, 16 Fed. Reg. 9795 (1951). It created four categories of classified information, and set 
parameters from access to those with a need to know. Id.; see also, e.g. , Exec. Order No. 10,501, 18 
Fed. Reg. 7049 (1953) (Eisenhower); Exec. Order No. 10,816, 24 Fed. Reg. 3777 (1959) (Eisenhower) 
(amending Exec. Order No. 10,501 and clarifying certain classification rules); Exec Order No. 10,865, 
25 Fed. Reg. 1583 (1960) (Eisenhower); Exec. Order No. 10,909, 26 Fed. Reg. 508 (961) (Eisenhower) 
(amending Exec. Order No. 10,865 on safeguarding classified information within industry); Proclama
tion No. 10,964, 26 Fed. Reg. 8932 (1961) (Kennedy) (amending Exec. Order No. 10501) (delegating 
to heads of agencies classification authority and clarifying terms); Exec. Order No. 10,985, 27 Fed. 
Reg. 439 (1962) (Kennedy); Exec. Order No. 11 ,097, 28 Fed. Reg. 2225 (1963) (Kennedy); Exec. 
Order No. 11,652, 37 Fed. Reg. 5209 (1972) (Nixon) (safeguarding classified information and establish
ing categories of classification); Exec. Order No. 11 ,7 14, 38 Fed. Reg. 10245 (1973) (Nixon) (amend
ing Exec. Order No. 11,652); Exec. Order No. 12,065, 43 Fed. Reg. 28949 (1978) (Carter) (delegating 
original classification authority to agency heads and setting standards for classification); Exec. Order 
No. 12,356, 47 Fed. Reg. 14874 (1982) (Reagan) (same); Exec. Order No. 12,958, 60 Fed. Reg. 19825 
(1995) (Clinton) (same); Exec. Order No. 12,968, 60 Fed. Reg. 40245 (1995) (Clinton) (amending 
Exec. Order No. 12958); Exec. Order No. 13,292, 68 FR. 15315 (2003) (G.W. Bush) (creating 
categories of classified information and delegating classification authority to agency heads) ; Exec. 
Order No. 13,526, 75 Fed. Reg. 707 (2009) (Obama) (same). 

128. 50 U.S.C. §438(2) (1999). This definition of classified information was repeated in CIPA, 18 
U.S.C. app. 3 § 1, demonstrating CIPA's application to this classified information privilege. 
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classified information ... shall be punished ... The term "classified informa
tion" means information which, at the time of a violation of this section, is, 
for reasons of national security, specifically designated by a United States 
Government Agency for limited or restricted dissemination or distribution. 129 

111 

Congress also clarified the President's authority to protect classified informa
tion, and to delegate the authority to classify information to heads of the various 
intelligence agencies created by the National Security Act of 194 7, and its 
amendments. 130 The contours of the classified information privilege included 
those set forth in Executive orders. 13 1 

Thus to make the first suggested amendment to CIPA, Congress would not 
have to reach very far. In the earliest iterations of the bill that would become 
CIPA, Congress aligned its definition of classified information with the defini
tion that was contained in the then-applicable Executive Order. 132 Congress 
reported that "the definition of 'national security' in subsection (b) [ of CIPA] 
tracked the definition of that term in .. . " the then-applicable Executive Or
der. 133 This further demonstrated Congress's intent to protect the national 
security by protecting classified information. 

Congress also deliberately extended CIPA's application to: 

129. 50 U.S.C. §798(a) (1951) (emphasis added); see also 18 U.S.C. §§793, 794, 952 (1996); 50 
U.S.C. §783(b). However, Congress anticipated that persons who could have access to classified 
information included "[f]ederalj udges appointed by the President." 50 U.S.C. §437. 

130. Congress's delegation of authority to the President to create standards for classification in 
furtherance of the national security was not an unconstitutional delegation of legislative authority to the 
Executive. See United States v. Curtiss-Wright, 299 U.S. 304, 319-320 (1936) (Congress does not make 
an unconstitutional delegation of legislative authority to the Executive where legislation concerns 
matters of national security and foreign affairs rightly in the province of the Commander in Chief and 
main diplomatic affairs organ - in this case forbidding sales of arms to certain foreign countries). 

131. Importantly, by its plain terms, Exec. Order No. 13526 delegated the authority to classify 
materials to agency heads, and gave those agency heads authority to delegate original classification to 
"subordinate officials [who] have a demonstrable and continuing need to exercise this authority." 
§1.3(c)(l), 75 F.R. 707 (2009). Further, President Obama required certain training for these subordinate 
officials to insure the proper exercise of their authority to classify information and to protect such 
classified information against unauthorized disclosure. Id. at § 1.3(d). In addition, as in all the prior 
Executive orders, the persons to whom lawful access - meaning "the ability or opportunity to gain 
knowledge" - to classified information was permitted were clearly defined as those with a "need to 
know" the information, who had signed "an approved nondisclosure agreement," and who had been 
determined eligible by an "agency head" or "designee." Id. at §4. l (a)-(c). As further set forth below, 
these subordinate officials are clearly capable of establishing material classified for purposes of the 
heightened review standard set forth under CIPA. Most recently, President Barack Obama became the 
tenth President to issue an Executive order setting forth precise classification standards for executive 
branch department heads and delegating classification authority to those department heads and in tum 
their subordinates. See Exec. Order No. 13526. 

132. Hearing on H.R. 431-2 Before the Subcomm. on Legislation of the Permanent Comm. on 
Intelligence , 96th Cong. 6 (1979) [hereinafter Hearing on H.R. 431-2] (referencing Exec. Order. No. 
12065, 43 Fed. Reg. 28949 [1978]). Later drafts of the bill did not change the fact that CIPA tracked the 
language in the National Security Act. So the fact that CIPA applied to the classified information 
privilege also did not change as the bill passed through the legislative process. Id. at 8. 

133. Id. 
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[A]ny information or material that has been determined by the United States 
Government pursuant to an Executive order, statute, or regulation to require 
protection against unauthorized disclosure for reasons of national security and 
any restricted data, as defined by paragraph r. of the section 11 of the Atomic 
Energy Act of 1954 (42 U.S.C. 2012(y). 134

,
135 

Thus a clear amendment to CIPA stating that classified information is privi
leged would be consistent with both law and public policy. 136 

Second, Congress should amend CIPA to state that persons with original 

134. CIPA, 18 U.S.C. app. 3 § l(a) (2006). 
135. By contrast, there is no specific statute or series of statutes that define and protect state secrets 

generally. State secrets is a broader concept that includes a number of categories of information: 

[S]tate secrets doctrine pertains generally to national security concerns, the privilege has been 
viewed as both expansive and malleable. The various harms, against which protection is 
sought by invocation of the privilege include impairment of the nation 's defense capabilities, 
disclosure of intelligence gathering methods or capabilities, and disruption of diplomatic 
relations with foreign governments. 

Ellsberg v. Mitchell, 709 F.2d 51 , 57 (1983) (emphasis in original) ; Jabara v. Kelley, 75 F.R.D. 475, 
483 n.25 (E.D. Mich. 1977). 

136. "Although the term 'military or state secrets' is amorphous in nature, it should be defined in 
light of 'reason and experience,' much in the same way that the term ' national defense' has been 
defined in 18 U.S .C. §793: i.e., a 'generic concept of broad connotations, referring to the military and 
naval establishments and the related activities of national preparedness."' Ells berg, 709 F.2d 57, n.24 
(quoting Jabara, 75 F.R.D. at 483 n.25). State secrets have been found to include military secrets, such 
as those involved in the Reynolds case, 345 U.S. at 2, and matters affecting diplomatic relations 
between nations. See generally, e.g., Att'y Gen. of the United States v. The Irish People, Inc., 684 F.2d 
928 (D.C. Cir. 1982); The Republic of China v. Nat' ! Union Fire Ins. Co., 142 F. Supp. 551 (D. Md. 
1956). State secrets can arguably include non-classified information such as Sensitive Security Informa
tion (SSI) . See 49 C.F.R. § 1520.5 (2009) (defining SSI as including information obtained in the conduct 
of security activities whose public disclosure would, in the judgment of the specified government 
agency, harm transportation security, be an unwarranted invasion of privacy, or reveal trade secrets or 
privileges or confidential information). Thus the privilege to protect state secrets, while held by the 
Executive, is not a clearly defined privilege even if the procedures for its invocation are rooted in 
common law. In that regard, the state secrets privilege is different from the classified information 
privilege. Some confusion has occurred because of the nature of the privilege invoked by the 
government. In at least one case, the invocation of the privilege appeared to conflate state secrets and 
the informant privilege: "The privilege which the government now seeks to assert is that of the kindred 
privileges of state secret and the informer." United States v. Zettl, 835 F.2d 1059, 1065 (E.D. Va. 1987). 
However, the conditional nature of the privilege was not mis-characterized nor confused. Id. at 
1065-1066. In its current iteration, CIPA may arguably apply to non-classified information the disclo
sure of which might damage national security. The language in Section l(a) reads: "[A]ny information 
or material that has been determined by the United States Government pursuant to an Executive order, 
statute, or regulation, to require protection against unauthorized disclosure for reasons of national 
security." Many categories of information might damage national security if exposed, including SSI, 
which is described in regulations. If the two privileges do overlap in terms of their subject matter, their 
procedures clearly are different, with CIPA setting forth omnibus procedures to be used in criminal 
cases. Thus if Congress wishes CIPA to cover certain categories of information, and deems those 
categories of infonnation to be privileged, it must state as much in any amendment to CIPA. 

In concluding that properly classified information is privileged, Congress would not be legislating 
away any rights of the individual to defend himself against criminal charges. It will remain true that all 
privileged material must be turned over where it is relevant and helpful to the defense, or the 
government will experience the consequences of that deprivation . 
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classification authority can make a sufficient showing about proper classifica
tion. Such an amendment would be consistent with CIPA's enabling purpose. It 
would make clear that an agency head need not invoke a privilege before a 
court has dete1mined relevance and worked through CIPA's problem-solving 
procedures. It would therefore be consistent with CIPA's enabling intent. 137 

Third, although there seems to be a national understanding among the federal 
circuit courts that the relevant standard for review of classified information at 
the discovery phase is the "relevant and helpful" standard, CIPA should contain 
clear language to this effect. This would be consistent with CIPA's enabling 
intent, and would also prevent future courts from ordering or blocking discov
ery of information where they should not. 

Fourth, although CIPA Section 6 is mostly clear on this point, CIPA should 
clearly state that the person to block the use, admission, or discovery of 
classified information is the Attorney General. Further, consistent with CIPA's 
enabling intent, no such invocation should be required until the court has ruled 
the information is: (1) relevant and helpful; (2) ordered to be provided in 
discovery; and (3) cannot be provided in a summary, substitution, or other 
protected means without harming a defendant's fundamental rights . Only then 
must the Attorney General block its production and the prosecution suffer the 
consequences of that invocation. 

It has been over two hundred years since Chief Justice Marshall struggled to 
come up with procedures for handling privileged information in criminal cases 
- "I cannot precisely lay down any general rule for such a case" 138 

- and over 
thirty years since CIPA was enacted. The time has come for Congress to answer 
Chief Justice Marshall with precision. 

137. This would prevent requiring the government to assert the privilege repeatedly throughout the 
proceedings. Such repeated invocations would undermine one of the central goals of CIPA's drafters, to 
protect classified information from unnecessary exposure. As the Supreme Court has recently noted, 
"Each assertion of the privilege can provide another clue about the Government's covert programs or 
capabilities." Gen. Dynamics Corp. v. United States, 131 S.Ct 1900, 1907 (2011) (citing Fitzgerald v. 
Penthouse lnt'l, Ltd ., 776 F.2d 1236, 1243 n.10 (4th Cir. 1985)). 

138. Burr, 25 F. Cas. at 192. 
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Easier Said Than Done: 
Legal Reviews of Cyber Weapons 

Gary D. Brown* & Andrew 0. Metcalf** 

INTRODUCTION 

On June 1, 2012, author and New York Times reporter David Sanger created a 
sensation within the cyber-law community. Just over a year previously, Vanity 
Fair, among other media outlets, reported that a malware package of unprec
edented complexity had effectively targeted the Iranian nuclear research pro
gram. 1 The malware, which came to be known as Stuxnet, was also discovered 
on many computer systems outside Iran, but it did not appear to do any damage 
to these other systems. Just as the discussions spurred by the discovery of 
Stuxnet had begun to die down, the New York Times published an interview with 
Mr. Sanger to discuss his newest book, in which he alleged that the Stuxnet 
malware had been part of a U.S. planned and led covert cyber operation. The 
assertion that a nation state had used a "cyber attack" in support of its national 
objectives reinvigorated the attention of cyber-law commentators, both in and 
out of government. 

What makes Stuxnet interesting as a point of discussion is that the basic 
functioning of the software is easy to understand and easy to categorize. A piece 
of software was deliberately inserted into the target systems, and physical 
damage was the result. However, resulting physical damage is not characteristic 
of most cyber operations, and the legal analysis of Stuxnet is of limited utility 
when examining a broad range of cyber activities.2 A distinct lack of physical 
effects is much more characteristic of cyber operations, and the absence of 
physical effects has continued to complicate the legal analysis of cyber in the 
context of military operations. 

The terms "cyber attack" or "cyber warfare" imply the employment of cyber 
weapons. But the uncertainty in the term "cyber warfare" leads to equal 
uncertainty in identifying cyber weapons, and great confusion about when the 
use of a "cyber weapon" is a "cyber attack" that creates a state of "cyber 
warfare." There have been some excellent attempts to define "cyber weapon" 
with specificity and to use that discussion to gain a better understanding of 
cyber war. 3 These discussions are intellectually stimulating, but the purpose of 

* Colonel, USAF (ret.). Senior Legal Advisor at U.S. Cyber Command, 2010-2012. © 2014, Gary 
D. Brown and Andrew 0 . Metcalf. 

** Lieutenant Colonel, USMC. Senior Legal Advisor to U.S. Marine Corps Forces Cyberspace 
Command. 

1. Michael Joseph Gross , A Declaration of Cyber War, VANITY FAIR, Apr. 2011, at 152. 
2. Gary D. Brown, Why Iran Didn 't Admit Stuxnet Was an Attack, JoINT FORCES Q., 4th Qtr., 2011, at 

70. 
3. Duncan Blake & Joseph S. Imburgia, "Bloodless Weapons" ? The Need to Conduct Legal Review 

of Certain Capabilities anJ. the Implications of Defining Them as "Weapons," 66 A.F. L. REv. 157 
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this paper is to highlight the difficulty in transforming these broad topics of 
academic discussion into practical legal advice for those few practitioners 
advising commanders on the impact of cyber law on operations. Military 
attorneys must translate academic and deeply theoretical discussions into con
crete legal advice. That experience informs this article, which offers examples 
of how the practicalities of cyber war may collide with the academic discourse, 
in the hope of informing and shaping the debate. The actual examples of cyber 
capabilities and operations offered here highlight the practical issues involved 
in cyberspace operations, where attorneys are called upon to analyze cyber 
operations under the existing legal regime regarding weapons, and the means 
and methods of war. Ultimately, this article concludes that treating all cyber 
techniques as weapons is impractical. Rather, an assessment focusing on how a 
capability will be used in context, especially of the primary purpose of the 
capability, is more effective and consonant with international law. This ap
proach will more clearly delineate cyber attacks, and permit a separate discus
sion of the great majority of cyber events - those that fall below the level of 
attack. 

What this paper does not do is discuss the difference between state-sponsored 
cyber operations, including cyber warfare and cyber espionage, and cyber 
crimes. Distinguishing between state uses of cyberspace, and the operations of 
criminal groups by examining the technical details of cyber incidents is usually 
not possible. Ultimately, this can only be determined by learning and assessing 
the motivation of the responsible party, and issues of agency and attribution 
may make this a near-impossible task. Agency is a particularly thorny problem. 
The keyboard operator may think he is merely part of a criminal enterprise 
stealing intellectual property or assisting in an extortion scheme, but the entity 
paying the bills could as easily be a government pursuing a national security 
agenda. Conversely, agents of foreign intelligence services may occasionally 
moonlight as cyber criminals for a few extra bucks. In the end, it is the effect of 
the action that matters. If all the money is disappearing from a bank, it makes 
little difference to the bank and its customers whether the malevolent actor is a 
criminal or a spy - they just want the theft to stop. 

I. ESPIONAGE VS. OPERATIONS 

One of the first practical issues confronting a cyber operations lawyer is the 
artificial distinction between espionage and operations. While it's true there is a 
long-standing (and cynically named) "gentleman's agreement" between nations 
to ignore espionage in international law, determining exactly which cyber 
actions constitute espionage and not something of a different nature presents a 
real challenge. Despite the similarities between cyber-spying and more aggres-

(2010); Thomas Rid & Peter McBurney, Cyber-Weapons , RUSI J. , Feb.-Mar. 2012, at 6; DEP' T OF THE 

AIR FORCE, AIR FORCE INSTRUCTION 51-402, L EGAL REVIEWS OF W EAPONS AND CYBER CAPABILITIES (2011). 
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sive act1v1ty in this operations space, cyber experts and policymakers seem 
intent on excluding espionage from the same consideration that other cyber 
operations receive. 4 While this firm distinction may have been workable in the 
age of rrucrofilm, cameras and spies, there are significant challenges in applying 
this old paradigm to cyber operations. 

First, espionage used to be a lot more difficult. Cold Warriors did not 
anticipate the wholesale plunder of our industrial secrets. Second, the tech
niques of cyber espionage and cyber attack are often identical, and cyber 
espionage is usually a necessary prerequisite for cyber attack. On the receiving 
end, there may be little or no ability to distinguish between cyber techniques 
used for espionage and those used for warfare. Once an adversary takes control 
of a computer, he can do what he wants. Initial actions might involve stealing 
information, but the adversary can use the same access to disrupt or destroy the 
system, as well. The treatment of espionage in international law may have made 
some sense prior to the advent of cyber espionage, but looks increasingly 
ill-suited for the modem world. 

Cyber espionage, far from being simply the copying of information from a 
system, ordinarily requires some form of cyber maneuvering that makes it 
possible to exfiltrate information.5 That maneuvering, or "enabling" as it is 
sometimes called, requires the same techniques as an operation that is intended 
solely to disrupt. Enabling operations themselves can - deliberately or acciden
tally - also be just as disruptive to a computer system as an action undertaken 
for the specific purpose of disrupting the system. For example, an enabling 
operation could set out to weaken encryption or disable a cyber capability to 
force the target into using an alternate system that provides easier access to his 
communications. And, once a system is compromised, the new "owner" of the 
system can take whatever action he chooses on the compromised system, from 
manipulating data, to destroying the software, to, in some cases, actually 
physically breaking the hardware. From the victim's perspective, if this unauthor
ized access is discovered prior to being used, there is no way to tell from mere 
observation whether the unauthorized user will choose to engage in espionage, 
system disruption or destruction. 

Often, the only difference between military cyber operations intended to 
collect intelligence and those designed to deliver cyber effects is the in
tent - intelligence activities are done with the intent of collecting intelligence, 
while other military activities are done in support of operational planning or 

4. It is inconceivable, for example, that no one in a position of authority would be aware of the 
military equivalent of the espionage operation that reportedly resulted in the long-term tapping of the 
German Chancellor's phone, resulting in an extraordinary flap when it was discovered. US Bugged 
Merkel's Phone from 2002 Until 2013, Report Claims, BBC (Oct. 27, 2013), http://www.bbc.co.uk/news/ 
world-europe-24690055. 

5. In the DoD definition of "computer network exploitation" this is referred to as "enabling," 
although the concept is not further explored. DEP'T OF DEF. DrcnONARY OF MILITARY AND AssocIATED 
TERMS, JOINT PUB. 1-02, at 73 (2013) (as amended through Feb. 15, 2013). 
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execution. The military regularly conducts a broad range of activities outside of 
cyber that support its ability to execute traditional military operational plans. 
Some of the support is direct, such as collecting intelligence on areas of interest 
and strategically pre-positioning forces or supplies so they are available during 
future crises. Other support is indirect, such as training partner nation militaries 
or entering into mutual support agreements with friendly countries. Most sup
port activities outside the cyber realm are non-controversial from a legal 
perspective, though they may be conducted clandestinely and without the 
consent of the nation where they are being conducted. 

This unnatural dichotomy in cyberspace activities makes providing legal 
advice a different and much more challenging activity than it is in traditional 
military operations. An activity in cyberspace may be entirely uncontroversial 
when the primary articulated purpose is intelligence, while the identical activity, 
conducted for a purpose other than collecting intelligence, may be defined as an 
"attack" with a "weapon" that requires an extensive analysis involving every 
branch of govemment. 6 As set out below, providing a proper definition of 
"cyber weapon" may provide a basis for a more objective determination of the 
nature of activities in cyberspace. 

IL UNIQUE CHALLENGES OF CYBER OPERATIONS LAW 

Military cyberspace operations mix issues of geography, sovereignty, crimi
nal law, and civil rights in ways that may not be entirely new, but cut across 
some traditional boundaries of legal practice. 

The U.S. Department of Defense (DoD) defines cyberspace as a "man-made 
domain."7 Military legal analysts are comfortable discussing the concepts of 
warfare in the contexts of other domains, such as "land-warfare" or "air
warfare," but the common use of those terms and the distinct characteristics 
those terms convey do not seem to have carried over to discussion of "cyber 
warfare." In particular, the terms "warfare" and "attack," when used in a cyber 
context, are applied to a broader range of military operations than when they are 
used in the other domains. For example, the term "cyber warfare" is used to 
describe the use of the cyber domain to conduct military operations ranging 
from the cyber equivalent of logistical convoys to the delivery of violent 
military attacks. 

Cyberspace operations, because of their nature, may be harder to pigeonhole 
within the range of military operations. The threshold question of when a 
national action violates either Article 51 or Article 2(4) of the United Nations 

6. The Air Force dealt with this disconnect by simply excepting espionage and enabling activities 
from the definition of cyber weapons and capabilities, as discussed below - straightforward, but 
supported by no logical rationale. 

7. Cyberspace is "[a] global domain within the information environment consisting of the interdepen
dent network of information technology infrastructures, including the Internet, telecommunications 
networks, computer systems, and embedded processors and controllers." JoINT PuB. 1-02, supra note 5, 
at 92. 



2014] LEGAL REVIEWS OF CYB ER WEAPONS 119 

(U.N.) Charter continues to spur legal debate regarding military operations in 
the real world /"meatspace,"8 and both the United States and the international 
community continue to analyze incidents on a case-by-case basis, focusing on 
whether a cyber activity constitutes a "use of force" - prohibited under Article 
2(4) - or an "armed attack," which would engender a nation's right to engage in 
self-defense as articulated in Article 51.9 

Relying on the work of the authors of the Tallinn Manual, and with Stuxnet 
as the prime example, it is easier to distinguish those cyber operations that 
deliver effects equivalent to an "armed attack" under Art. 51 of the U.N. 
Charter, and they fit relatively easily into the law of armed conflicts analysis. 10 

The difficult questions arise with those operations that do not meet the armed 
attack threshold. Because of all that follows from the answer, the most critical 
question may be what constitutes a use of force under Article 2(4) of the U.N. 
Charter. 11 

The most complete analysis of how these thresholds apply to cyber opera
tions is Professor Schmitt's seven-point test, with which he attempts to catego
rize clear cases. 12 In evaluating whether a use of cyber is a use of force under 
Art 2( 4 ), Prof Schmitt considers elements like severity, immediacy, directness, 
invasiveness, measurability and legitimacy in an admittedly complex and context
dependent endeavor. 13 In applying the criteria, Prof Schmitt considers the 
consequences of cyber operations, and the threat of coercion to evaluate whether, 
under a holistic analysis, the cyber operations should be considered the equiva
lent of a traditional armed attack. In his paper there may be some range of cyber 
operations that are below an armed attack, but still constitutes a breach of the 
peace and may be subject to action by the United Nations Security Council. 14 

The examples he uses to illustrate his arguments still are heavily focused 
towards kinetic damage. The number of factors in Prof Schmitt's test, and the 
challenge in evaluating them, both serve to highlight that there is still a broad 
range of military cyber operations that do not qualify as a use of force under 

8. William Gibson made the term "cyberspace" famous in his 1984 book Neuromancer. In that 
volume, he also used the term "meatspace" to distinguish the real world from the virtual. WILLIAM 
GIBSON, NEUROMANCER (1984). 

9. Article 51 of the U.N. Charter provides that " [n]othing in the present Charter shall impair the 
inherent right of individual or collective self-defence if an armed attack occurs." The U.S. interprets 
this language as permitting self-defense against uses of force that do not rise to the level of an armed 
attack, a position rejected in the Nicaragua case. Abraham D. Sofaer, Terrorism, the Law, and the 
National Defense, 126 MIL. L. REv. 89, 92-93 (1989). See generally Michael N. Schmitt, International 
Law in Cyberspace: The Koh Speech and Tallinn Manual Juxtaposed, 54 HARV. lNT' L L.J. ONLINE 12, 
21-25 (2012), http://www.harvardilj.org/wp-content/uploads/20 l 2/l 2/HILJ-Online_54_Schmitt.pdf. 

10. TALLINN M AN UAL ON THE INTERNATIONAL LAW APPLICABLE TO CYBER WARFARE (Michael N. Schmitt 
ed ., 2013). 

11. It should be noted here that the U.S. maintains the terms "use of force" and "armed attack" are 
synonymous, but this is not the accepted position in international law. 

12. Michael N . Schmitt, Computer Network Attack and Use of Force in International Law: Thoughts 
on a Normative Framework, 37 CoLUM. J. TRANSNAT'L L. 885 (1999) . 

13 . Id. at 914-915. 
14. Id. at 927 , 934. 
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international law. As in the physical world, where there are realms of state 
action which are coercive and unwelcome but clearly understood to fall short of 
a use of force, we should be able to legally justify cyberspace operations that 
may violate host-nation law, and may be the subject of diplomatic objection if . 
identified, but can generally be thought of as never reaching either the threshold 
for use of force or intervening in the ability of a state to exercise sovereignty. 
For these cyber actions, in order to develop a rational legal foundation that 
enables military cyber operations, we need to be comfortable with the idea that 
there is a subset of cyber warfare activities that are not attacks, do not constitute 
a new form of warfare, and are otherwise consistent with international law. This 
line of reasoning is more commonly applied to espionage, but as we will 
discuss, when the actual techniques employed are considered, the distinction 
between cyber espionage and cyber operations is not as clear. 

In particular, the failure to accurately describe what is and what isn't a "cyber 
weapon" may make it more difficult for law-abiding states to ascertain what, 
exactly, they should do to ensure their cyber activities comply with the law of 
war. A rational approach to cyber-warfare may also have the salutary effect of 
cutting through the hype surrounding the issue, as documented by sensational 
newspaper headlines and a seemingly endless parade of computer security 
companies flogging products to protect companies and governments from cyber 
Armageddon. 15 

These issues are discussed below in the context of operational attorneys 
trying to articulate the rules in a way that support military operations in 
cyberspace. This will include a discussion of the mechanism and techniques 
used in some open source cyber incidents, which will highlight the difficulty, 
and impracticality, of applying academic niceties in real world operations. 

Ill. EXAMPLES OF CYBER TECHNIQUES 

While details of any actual cyber operations may be classified, the examples 
below are of open-source and publicly available cyber tools, capabilities and 
operations. One might speculate how these operations could be similar to the 
actions of nation states in this arena. The examples are offered to highlight the 
difference between how discussions regarding cyber weapons are conducted in 
an academic setting and the discussions pertinent to real world operations. 

A. Stuxnet 

Supervisory Control and Data Acquisition (SCADA) systems are a primary 
area of national vulnerability to cyber interference. SCADA systems, put sim-

15. See, e.g., Dara Kerr, Threat of Mass Cyberattacks on U.S. Banks is Real, McAfee Warns, CNET 
(Dec. 13, 2012), http://news.cnet.com/8301- l 009 _3-57559153-83/threat-of-mass-cyberattacks-on-u.s
banks-is-real-mcafee-warns/; Leon Panetta, U.S. Sec. of Def., Remarks on Cybersecurity, Address to 
the Business Executives for National Security (Oct. 11, 2012), available at http://www.defense.gov/ 
transcripts/transcript.aspx?transcriptid = 5136. 
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ply, control and manage the operation of utility, transportation and manufactur
ing systems. Among many other risks, SCADA systems might be manipulated 
to interfere with the distribution of electricity and fuel , the proper operation of 
trains and seaports, and the manufacture of heavy machinery. Recognition of the 
threat to SCADA systems led the U.S. to create the Industrial Control Systems 
Cyber Emergency Response Team (I CS-CERT) under the Department of Home
land Secmity to bolster defense of the systems. 16 It was just such a SCADA 
system that was targeted by Stuxnet. 

Stuxnet is the name given to a large, sophisticated piece of computer code 
that was intended to spread both by use of the "AutoRun" feature on thumb 
drives and by network enumeration. AutoRun was a default feature of the 
Windows operating system for a long time, though it could be turned off by an 
administrator. 17 The feature was intended to help computer users by automati
cally opening any external media that was added to a system. Even casual users 
will have noticed that when a compact disc is inserted into a computer disk 
drive the program on the disk often starts to load automatically. The BUCK
SHOT YANKEE intrusion set discussed by Deputy Secretary of Defense Wil
liam Lynn in his Foreign Affairs article also took advantage of AutoRun. 18 

Similarly, the AutoRun feature gave Stuxnet the ability to span "air gaps" in 
networks - that is, to jump between networks not physically connected. Care
less network administrators who used flash drives to transfer data between 
unconnected networks introduced malware onto the protected system when 
Stuxnet used the AutoRun feature to load it onto the air gapped system. 

The Stuxnet program as designed was capable of multiple functions . Once 
installed, it identified its host system, developed network maps of the host 
network, made copies of itself and distributed them - and had the ability to 
report back on what it had found. Once the program started, if the system it was 
on met certain criteria, it took specified actions. Specifically, if the host system 
was being used to run industrial control systems, and those control systems 
were being used to control specific centrifuges that matched suspected Iranian 
uranium processing centrifuges, Stuxnet went to work. The malware caused the 
delicate centrifuges, spinning at supersonic speed, to speed up or slow down 
suddenly; the abrupt changes in velocity had the effect of eventually breaking 
the centrifuges. All the while, another component of the Stuxnet malware was 
causing the Iranian monitoring software to report the centrifuges were working 
properly, preventing detection of the problem until it was too late. 19 

At the date of this writing, Stuxnet is the most notorious piece of software 

16. See Frequently Asked Questions, !Nous. CONTROL SYS. CYBER EM ERGENCY RESPONSE TEAM, http:// 
i cs-cert. us-cert. gov/ content/freq uen tl y-asked-q uestions. 

17. See Auto Run, W1KJPEDlA, available at http://en.wikipedia.org/wiki/ AutoRun . The AutoRun and 
AutoPiay features were more tightly controlled with the release of Microsoft Windows 7. 

18. William J. Lynn III, Defending a New Domain, FOREIGN AFF. (Sep.-Oct. 2010). 
19. David E. Sanger, Obama Order Sped Up Wave of Cyberattacks Against Iran , N.Y. TIMES, June 1, 

2012) at Al. 
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routinely characterized as a cyber weapon. Stuxnet had the effect of causing 
physical damage, and seems from its design to have been intended to cause this 
damage in the course of its normal operation, thereby meeting most definitions 
of a weapon, including the one proffered here. But that determination heightens 
the difficulty for the legal advisor. Ordinary (legal) weapons aren't self
replicating and capable of accidentally and autonomously spreading to the 
civilian community.20 

However, Stuxnet is not particularly characteristic of cyber tools. Some of the 
differences between Stuxnet and other, more prominent "cyber weapons" being 
used today are discussed below. 

B. ZeuS Trojan 

ZeuS Trojan is the name given to 
a family of popular (with cyber 
criminals) software programs that 
are part of the larger body of "mal
ware. "2 1 While computer viruses are 
generally considered to be mali
cious software that disrupts the func
tions of a system, the Zeus Trojan, 
like most Trojans, is configured to 
operate unobtrusively in the back
ground of a system, where it inter
cepts banking transactions. The 
Trojan is commonly spread through 

Characteristics of the ZeuS Trojan 

• Installable program usually spread by 
phising and website compromises 

• Works as a "man-in-the-middle" 
keystroke logger and form interceptor 

• Preconfigured to recognize user access 
to banking or other websites . 

• Reports the user ' s log-in information 
(in real time) to a contral controller 

• Also allows for remote updaing and 
execution of downloaded code 

use of "phishing" or use of unsolicited e-mail that has the code for the Zeus 
Trojan disguised as an attachment. It may also be spread by compromise of a 
web site that serves the software to browsers using specific vulnerabilities in the 
user 's web-browsing software. 

If a computer has been compromised by a malicious attachment to an e-mail, 
and the user logs onto one of the bank websites the program is configured to 
recognize, the program acts as a proxy and intercepts the logon information 
typed into the bank's web page. The malware allows the information to go to 
the bank, so the user is not alerted to a problem, but also sends the information 
to a command and control server that the distributer of the software may have 
located anywhere in the world. The controller not only collects the bank data 
and sends it to the criminal behind the scheme, but also can send updates, issue 
commands and install additional programs if the criminal chooses . 

20. Bio-weapons, being illegal, are excepted, though it might be an interesting discussion to review 
the legal analysis conducted regarding their use to see if it might be applicable . 

21. See Kevin Stevens & Don Jackson, Zeus Banking Trojan Report, DELL SECUREWORKS (Mar. 11, 
2010), http://www.secureworks .com/cyber-threat-intelligence/threats/zeus/; Ben Nahorney & Nicolas 
Falliere, Trojan.Zbot, SYMANTEC, http://www.symantec.com/security _response/writeup.jsp?docid = 2010-
011016-3514-99. 
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While merely tricking someone to install malware and stealing logon informa
tion is not an attack in the traditional sense, the software itself is capable of 
downloading and executing additional code or issuing commands to the infected 
computer as well. The stolen credentials can also be used to further exploit the 
target system. Depending on the nature, location or purpose of the compromised 
system, this may create a potential to deliver significant effects.22 In the ZeuS 
Trojan, the purpose of this functionality was to give it the ability to receive 
updates to prevent detection from new versions of anti-virus programs or to 
reflect changes in bank websites. The same updating ability, however, would 
also give the controller the ability to execute other malicious code on the 
infected system. As a result, if an infected system happens to be the human/ 
machine interface of an industrial control system, the controller may be able to 
control or damage the underlying SCADA system, and adversely affect the 
delivery of services, utilities or what-
ever else the system controls. 

C. Poison Ivy RAT 

A "remote access tool" or "RAT," 
is a software application that allows 
a remote user to interact with a com
puter system as if the operator had 
physical access to the system.23 Poi
son Ivy is similar to the Zeus Trojan, 
but has broader applicability as a gen
eral purpose "remote access tool" that 
is freely available on the Internet. It 
has primarily been designed as a low 
footprint tool that can be later config
ured by downloading modules to the 
client. Spread in a way similar to 
Zeus Trojan and other malware, it is 
more focused on being customizable 
and flexible and is used to com
pletely take over a target computer.24 

Characteristics of Poison Ivy 

• Free-ware distributed from an official 
website 

• Operates as "client-server" that 
allows control of a system by a 
remote operator 

• Capabilities include: 
o Encrypted communication 
o Remote file browsing 
o Process injection 
o Key logging 
o Registry manipulation 
o Screen capture 
o Audio and video capture 
o Password stealing 
o Proxy services 
o Payloads customizable by users 

The code required for initial compromise is 
very small, < 10 kilobytes, but once loaded, 
individual components may be added depend
ing on user requirements. 

22. Air Force Predator operators managed to infect the computer system that guides Predators and 
other unmanned planes, for example. Noah Schactman, Computer Virus Hits U.S. Drone Fleet, WIRED 
DANGER ROOM (Oct. 7, 2011), http://www.wired.com/dangerroom/2011/10/virus-hits-drone-fleet/ 
#more-59492. 

23. See generally Roger A. Grimes, Danger, Remote Access Trojans, SECURITY ADMIN., Sept. 2002, 
available at http://technet.microsoft.com/en-us/library/dd63294 7 .aspx. 

24. For a discussion of RATs in general, see DMITRI ALPER0VITCH, REVEALED: OPERATION SHADY RAT 
(2011) (McAfee White Paper), available at http://www.mcafee.com/us/resources/white-papers/wp
operation-shady-rat.pdf. 
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D. Low Orbit Ion Cannon 

Low Orbit Ion Cannon (LOIC) is here just as an example of software that is 
freely available on the Internet that can make a computer neophyte into an 
effective "attacker" by allowing the user to participate in distributed denial of . 
service (DDoS) events. 25 DDoS is a very common "attack" that works by 
flooding a target system with TCP or UDP network packets.26 The flood of 
requests overwhelms the target system by filling up available bandwidth, crowd
ing out legitimate requests for resources or overwhelming the target's ability to 
respond. Users interested in denying service to a target, whether for political 
reasons, to extort money or just for "the lulz,"27 can either choose a specific 
target or pre-configure the software to receive targeting information from an 
internet relay chat (IRC) server for a coordinated effort. LOIC can deny 
network resources over a variety of network services, from web to e-mail, and 
possibly cause a system or service to crash, absent unusual circumstances, it 
cannot cause any physical damage. Many legal practitioners in the cyber area 
have opined that a DDoS, other than those unusual cases that cause physical 
damage, cannot amount to a use of force. 28 

Poison Ivy and LOIC at least may be considered a "thing" or, to use Rid & 
McBurney's phrase, "an instrument of code borne attack."29 It is possible to 
examine such things to determine what they are and what they are capable of. 
With this information, an analysis of whether they fit the traditional notion of a 
weapon and how their use might be treated under the law of war can be 
undertaken. These questions are difficult enough. More problematic are those 
cyberspace operations in which the causative agent is a smart human operator 
with an intuitive understanding of how the target system works and a knack for 
social engineering. In these cases, it is very difficult to find the "thing" that is 
involved that would be the subject of a legal review, especially in a proactive, 
prior to deployment, sense. To illustrate, it may be helpful to look at some open 
source cyber operations to illustrate the difficulty. 

There are plenty of prankster's tricks that date back to plain old telephone 
systems (POTS) and facsimile machines that are quite similar to some common 
cyberspace capabilities. For instance, it used to be considered the height of 
hilarity to round up a group of friends and have them all "crank call" a certain 
number. This would have the effect of a denial of service on the affected phone 
line. The same fundamental idea forms the basis of Internet denial of service 

25. Information regarding the software is available at the project websites. LOIC, SoURCEFORGE, 

http://sourceforge.net/projects/loic/; LOIC, GITHUB, https://github.com/NewEraCracker/LOIC. For back
ground regarding employment, see Pro-Wikileaks Activists Abandon Amazon Cyber Attacks, BBC (Dec. 
9, 2010), http://www.bbc.co.uk/news/technology-11957367. 

26. TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) are both Internet data 
protocols . 

27. An expression referring to doing something for laughs or entertainment value. 
28. TALLINN MANUAL, supra note 10, at 52. 
29. Rid & McBurney, supra note 3, at 6. 
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attacks, where people purposely or accidentally swamp an Internet resource 
with excessive requests. 

Another old standby dates back to the days when the facsimile machine (fax) 
was a critical piece of office equipment. To deny an office the use of its fax, an 
individual might tape several pieces of black construction paper into one long 
sheet the width of a normal sheet of paper. The black sheet would be inserted 
into the aggressor's fax, after which the target machine's number would be 
dialed. As the paper passed through the fax , the first page could be taped to the 
last page, making a single long loop of black paper, constantly feeding through 
the sending fax. The continuous transmission of a black sheet of paper would 
both tie up the target line and exhaust the target fax of its toner supply, 
rendering the fax machine useless until it was resupplied. By itself, this is an 
irritating prank, but one party to an armed conflict could use it as a form of 
communications denial supporting other objectives. 

In the classic examples set out above, it's difficult to determine what a lawyer 
would have reviewed as the weapon. It would certainly not be the telephone or 
the fax, but perhaps the black paper? What could be reviewed for compliance 
with international law are the operations themselves, the application of a tactic 
to a target. This same conundrum is present in the following open-source 
examples of cyberspace attacks. In these cases, too, it is difficult to identify the 
"thing" that would be characterized as a weapon. And, while the incidents set 
out here were largely harmless except to the harassed victims, the same tech
niques could be used to gain control of systems that would control vital national 
infrastructure, causing effects that could rise to the level of a use of force. For 
example, a RAT on a SCADA system could be used to over-pressure a gas 
pipeline, causing it to explode. 

E. Sarah Palin Email Hack 

The cyber attack on Sarah Palin is a good example of the problematic nature 
of cyberspace operations. In this case, a young man was deeply concerned that 
Ms. Palin would be elected Vice President in the 2008 election, and thought to 
undermine her chances by releasing what he assumed would be the highly 
controversial contents of her personal e-mail. He knew her account holder was 
Yahoo, and her user name from her personal e-mail address, gov.palin@ 
yahoo.com. From his personal computer, and using an Internet proxy service 
called Ctunnel in an effort to hide his activity, he logged onto Yahoo's mail 
service. Using Yahoo's password recovery feature, he used open source research 
to correctly guess the answers to the three personal questions required to reset 
the password. He then posted the contents of her personal e-mail on the internet 
website 4Chan. 30 

While the actions taken may not seem particularly serious, the underlying 

30. Kim Zetter, Palin E-Mail Hacker Says It Was Easy, WtRED (Sep. 18, 2008), http://www.wired.com/ 
threatlevel/2008/09/palin-e-mail-ha/. 
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intent was to affect the Presidential election of the most powerful nation in the 
world. With hindsight, his efforts may seem irrelevant, but if he had been lucky 
enough to actually find something embarrassing or that resonated with the 
electorate, or creative enough to use his access to her account to create 
something embarrassing or that might resonate with the public, he might have 
sent reverberations throughout the free world. 

If this action had been taken by an agent of a foreign power for the purpose 
of influencing the U.S. Presidential election, it might have been considered a 
violation of U.S. sovereignty (and thus a violation of international law).

31 
That 

makes it particularly relevant here to ask: where is the weapon? In this case, the 
hacker didn ' t use any "malware," but if he had failed in his open source 
research to compromise Ms. Palin's account, maybe her husband's or daughter's 
accounts would have been more vulnerable. From one of those accounts, he 
could have sent Ms. Palin an e-mail that appeared to be from her daughter, with 
an attachment that contained a tool like Poison Ivy. With that malware, the 
hacker could have captured Ms. Palin's password as she logged in. 

F HBGary Hack 

HBGary is a large cybersecurity firm. In 2011, its Chief Executive Officer 
(CEO), Greg Hoglund, announced that his company had backtracked through 
various on-line social media to obtain the names of members of the hacking 
group Anonymous, and that he planned to provide the names to legal authori
ties. Unfortunately, he failed to follow a basic rule - before taking on a hacker 
group, ensure your computer systems are secure. 32 

HBGary ran a company website that used a custom-built content manage
ment system (CMS) that was susceptible to an "SQL Inject." A Structured 
Query Language (SQL) inject is a basic hacking technique that involves sending 
a piece of code to the target system that it is not expecting and will not be able 
to handle in a graceful way, resulting in effects the hacker likes and the system 
designer probably does not. To run the inject, the hackers entered the following 
Universal Resource Locator (URL) into the HB Gary web server: http:// 
www.hbgaryfederal.com/pages. php ?pageN av = 2&page = 27. This command 
caused the database server that kept track of registered users to return the user 
database with all of the website user's names, password hashes, and e-mail 
accounts. 33 The hackers used a "rainbow table"34 to identify two users with 

31. 1 L.F.L. OPPENHEIM, INTERNATIONAL LAW 430 (9th ed. 1992). 
32. Peter Bright, Anonymous Apeaks:Tthe Inside Story of the HBGary Hack, ARsTECHNICA (Feb. 15, 

2011 ), http://arstechnica.com/tech-policy /2011/02/anonymous-speaks-the-inside-story-of-the-hbgary
hack/; Brad Stone & Michael Riley, Hacker vs. Hacker, BLOOMBERG Bus. WK. (Mar. 10, 2011), http: 
//www.businessweek.com/magazine/content/l l_l 2/b422006679Q7 41.htm. 

33. A hash is where a password or other piece of data is run through one of a number of algorithms 
to produce a unique, fixed length number. For example, the common MD5 hashing algorithm takes an 
arbitrary piece of data, such as an e-mail or a password, and produces a 128-bit value that is effectively 
unique. It is theoretically impossible to reverse the algorithm. That value can be used to do things like 
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simple passwords - the CEO and Chief Operations Officer (COO). The CEO 
also violated a couple of other basic principles of network security - he both 
reused passwords and ran his personal account with administrator privileges. 
The CEO was also the administrator of the company's enterprise e-mail ac
count, so his account compromise meant the entire company's e-mail had been 
compromised. The COO had an account on the server that HB Gary used to 
store critical backups, but while the account did not have administrator privi
leges, the server itself was running an unpatched version of Linux with a known 
vulnerability that allowed the hackers to escalate the COO's privileges into 
administrative rights and delete all the backups. 

HB Gary highlights the lack of a clearly definable cyber weapon in an 
economically devastating attack against the company. Like the Sarah Palin 
hack, this relied on tradecraft and social engineering, but clearly would have 
been considered a "cyber attack" if the U.S. military had thought about using 
similar techniques under the current definitions. 

G. Australia Sewer Hack 

Just to demonstrate how physical damage might be caused by a compromised 
computer, in April 2000, the town of Maroochy Shire, Queensland, woke up to 
the local creek full of raw sewage, thanks to cyber activity. In this case, it had 
been an insider. A disgruntled employee of the sewage system installer had his 
application to work for the county rejected. He retained the logon information to 
connect to the industrial control systems that ran the town's sewage plant, and 
used his access to those systems and his knowledge of the plant workings to 
cause sewage to back up out of the system and flood the town. 35 

If the plant had been a more complicated chemical factory, one that used 
toxic chemicals in a high pressure vessel for example, a knowledgeable operator 
with access to the system could have caused substantially more damage just by 
making use of his remote access to certain computers. 

IV. REVIEWING THE WEAPONS OF CYBER WARFARE 

Lawyers are deeply involved in DoD planning; significant operations are 

ensure integrity ; if e-mail text gets changed, then the associated hash value will change as well. Rather 
than store or transmit passwords and risk their compromise, most programs store and transmit the 
relatively more secure hash values. However, hashes can be vulnerable to both "collisions," where 
different starting data produces the same hash value, and comparing hashes with the hashes of known 
data in a "rainbow table." 

34. A rainbow table is a pre-computed table that contains known passwords and their hashes. Use of 
rainbow tables can greatly speed up the process of cracking passwords if the unknown password is in 
the table because while computing hashes is slow and processor-intensive; comparing two values is 
relatively quick and easy. See generally Brien Posey, Password Cracking Revisited: Rainbow Tables, 
REDMOND MAG. (Sept. 17, 2013), http://redmondmag.com/articles/2013/09/18/password-cracking
revisited.aspx. 

35. Tony Smith, Hacker Jailed for Revenge Sewer Attacks, THE REo. (Oct. 31, 2001), http://www. 
theregister.co.uk/2001/10/31/hacker jailed_for_revenge_sewage/. 
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subject to multiple legal reviews by dozens of lawyers. At various points in the 
development of operations, legal advisers review weapons of war and the 
application of those instruments for the purpose of ensuring there will be no 
disproportionate negative effect on the civilian population or unnecessary suffer
ing to combatants.36 

Rather than focusing on the separate review of weaponry, the remainder of 
this paper discusses the review that assesses the legality of the operation itself. 
The cyber operation would consist of the proposed target, together with the 
proposed capability, as well as the techniques planned to achieve the desired 
effect. The requirement for this operational legal review derives from the DoD 
directive on the law of war.37 This final legal review is vital for ensuring the 
legality of DoD operations, and nothing here suggests this requirement should 
be altered for cyber operations. In fact, the requirement for this legal review is 
the critical linchpin supporting the changes to the more generic legal reviews of 
"cyber weapons" we suggest below. 

With a better understanding of the complex and fluid nature of cyber opera
tions, it is easier to understand why resolving issues like the definition of "cyber 
weapon" are critical to a military's ability to operate in cyberspace. Labeling 
something as a weapon has far reaching legal, policy and political implications. 
It also has practical effects, one being that a capability found to be a weapon 
cannot be used by military forces until it undergoes a legal review as part of the 
procurement process. With cyber capabilities, the current processes in place to 
support the procurement system are challenged because of the difference be
tween cyber capabilities and traditional weapons. 

At any given time, there are many pieces of code being developed within 
DoD, and all of them are expected to do something. If the definition of a "cyber 
weapon" is too expansive, there may not be enough lawyers in DoD to handle 
the work of reviewing them all. The software may also be obsolete by the time 
it gets through the review process. Additionally, the snippets of computer code 
written as software is developed are subject to constant change as bugs are 
detected, capabilities added, and algorithms tweaked. If each change to the code 
of a cyber tool requires a new legal review, a legion of operations attorneys will 
be required to be on call at all times, a requirement that is probably untenable. 

On the other hand, it may be difficult to craft an objective, easily applied test 
to determine when a previously reviewed capability needs a new legal review. 
Would it be based on the percentage of code that changed, for example? If it is 

36. A legal review of all weapons systems is required before acquisition to ensure they comply with 
international law. THE DEFENSE ACQUISTTJON SYSTEM, DoD DIRECTIVE 5000.1, at Cj[El.1.15 (2007). A 
historical overview of judge advocate involvement with U.S. military operations throughout their 
execution can be found in FREDERIC L. BoRCH, JuoGE ADVOCATES rN COMBAT: ARMY LAWYERS lN MILITARY 
OPERATIONS FROM VIETNAM TO HAITI (2001 ), as well as in the statements of senior military commanders 
since the Gulf War era. 

37. DEP'T OF DEF., DoD LAW OF WAR PROGRAM, DIRECTIVE 2311.0lE (2011) . Paragraph 5.7.3 requires 
lawyers to be available at all stages of planning and execution of military operations. 
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anything other than a purely objective standard (think "more than five lines of 
code inserted, deleted, moved or modified"), it may require a lawyer to deter
mine whether a lawyer needs to review the change, which is not helpful. For 
example, if the standard contains an exception akin to " . . . unless the change is 
de minimis in its effect ... ", then changes will likely require a legal review to 
determine whether the change is significant enough to require a new legal 
review. 

Relevant treaty language for the conducting of a legal review can be traced to 
the Hague Convention (IV) , in particular Article 22 of its annexed regulations, 
which states that the "right of belligerents to adopt means of injuring the enemy 
is not unlimited."38 Article 36 of the 1977 Additional Protocol I to the Geneva 
Conventions of 1949 (AP I) codifies the requirement to conduct legal reviews of 
all new weapons.39 While the United States is not a party to AP I, its practice of 
conducting legal reviews is consistent with and pre-dates the AP I require
ment.40 The U.S. Department of Defense first established a requirement to 
conduct legal reviews of its_ weapons, weapon systems, and ammunition in 
1974.41 

So, because both procurement and use of a "weapon" are dependent on its 
first being subject to legal review, it is crucial that the proper definition for 
cyber weaponry be chosen. The wrong definition could lead to a failure to 
comply with international legal standards, if it is too narrow, or an impossibly 
high standard if it is too broad. Further, an overly broad definition could 
encompass espionage tools and techniques, subjecting that area to unprec
edented and unnecessary scrutiny that would disrupt operations vital to national 
security. 

And since "weapons" are used to conduct military "attacks," an overly broad 
definition of cyber weaponry may also shape the discussion of how to character
ize cyberspace operations in a way that is overly restrictive. For example, if a 
military force were to acquire the previously discussed Poison Ivy under a 
weapons analysis, does that create the implication that use of Poison Ivy by 
itself is an attack? International law prohibits directing military force against 
civilians and civilian objects. If every cyber capability is defined as a weapon, 
the use of any of them could lead to the definition of relatively benign actions as 
attacks. The overwhelmingly civilian nature of most of cyberspace infrastruc
ture means that this might be a serious restriction, prohibiting most potential 
uses of the capabilities. 

38 . Convention [No. IV] Respecting the Laws and Customs of War on Land, with annex of 
regulations, Oct. 18, 1907, 36 Stat. 2277, 1 Bevans 631. 

39. Protocol Additional to the Geneva Conventions, Aug. 12, 1949, and Relating to the Protection of 
Victims of International Armed Conflicts (Protocol I), June 8, 1977, 1125 U.N.T.S . 3. 

40. Id. at 35 . 
41. DEP'T OF DEF. DIRECTIVE 5000.01 , supra note 37, at <J[El .l.15 (current location of the require

ment) ; DEP'T OF DEF., LAW OF WAR PROGRAM, DIRECTIVE 5100.77 , at 2 (1 998) (declaring that procure
ment authority is established by Directive 5000.01). 
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While we do not anticipate being able to create bright-line rules that clearly 
answer all the imponderables either inside cyberspace or outside, the approach 
discussed in this article will provide a better framework for analysis. The focus 
of the approach will primarily be answering "what is a cyber weapon?", 
although the discussion will of necessity touch on other cyber warfare matters, 
as well and may potentially help elucidate what that term means. 

The "cyber weapon" issue is particularly important, as conducting any sort of 
warfare in the military sense (as opposed to the "War on Poverty" sense) 
implies the existence of weapons capable of conducting a military attack.42 If 
the analogy of land or air warfare is to be extended to a new concept of "cyber 
warfare," the existence of cyber weapons must be assumed. Arriving at a 
precise definition of either will help scope the other. Either cyber-war is any 
warfare conducted with "cyber weapons," or cyber weapons are any weapons 
used during the conduct of "cyber war." 

V. CURRENT APPROACHES TO APPLYING THE LAW TO CYBER WEAPONS 

For simplicity's sake, the concern at the heart of this paper may be referred to 
as the "cyber weapons" issue. Because the language used in international 
agreements is broader, this deserves clarification. 

Article 36 of AP I states: 

In the study, development, acquisition or adoption of a new weapon, means or 
,nethod of wa,jare, a High Contracting Party is under an obligation to 
determine whether its employment would, in some or all circumstances, be 
prohibited by this Protocol, or by any other rule of international law appli
cable to the High Contracting Party. (emphasis added)4 3 

The issue really concerns means and methods, as well as weapons. In our 
view, however, this additional language does not change the ultimate outcome. 
For example we could look at a technique such as DDoS and analyze it as a 
method of warfare. The analysis would involve determining if denying access to 
a website through a DDoS action could distinguish between civilian and 
military objects, and whether such an event would cause unnecessary suffering. 
It is evident that a DDoS could be used in a lawful manner. What is difficult is 
envisioning any cyber technique (i.e., cyber method of warfare) incapable of 
being used lawfully. Because cyber isn't naturally kinetic, the only conclusion 
that might be drawn would be that it's possible to use any given cyber technique 
in a manner consistent with international law. Because the conclusion is so 

42. Although the popular press often uses the term "attack" in the cyber context in an imprecise way 
to describe offensive cyber activity, it does have a more precise meaning in international law, and it 's 
that artful use that is addressed here. See Protocol Additional to the Geneva Conventions, Aug. 12, 
1949, and Relating to the Protection of Victims of Int'l Armed Conflicts (Protocol I), June 8, 1977 
(defining attacks as : "acts of violence against the adversary, whether in offence or defence"). 

43 . Id. at art. 36. 
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vague and is basically predetermined, a legal review of generic "cyber meth
ods" seems like square-filling that would do nothing to ensure the protection of 
the civilian population, which is the goal of the review process. 

We might also examine the distribution method separately from the "pay
load." For example, Stuxnet was delivered by an indiscriminate worm. How
ever, delivery was the only goal of the distribution software so, even though it 
failed to discriminate between military and civilian targets, it was by no rational 
definition an attack. The analysis of the delivery mechanism therefore also 
seems an exercise in futility. 

Another approach we might take is analyzing "cyber warfare" writ large as a 
method of warfare. One meta-opinion analyzing the use of cyber as a method of 
warfare could be undertaken, and perhaps even one reviewing the legality of 
using the Internet, if that could be called a method of warfare. There is, perhaps, 
some merit in paying homage to the requirement to review, but the result of 
such reviews, isolated from specific operations, will be too general to be of 
much use. In short, although a.discussion of cyber methods of warfare would be 
fascinating, this article will concern itself with means of warfare, commonly 
referred to as weapons. 

Most simply, a weapon is an instrument used in the course of hostilities. This 
is unsatisfactory as a definition, both because nearly anything can be used in the 
course of hostilities, and because it does not provide for a determination of what 
would be a weapon without reference to a situation of hostilities. That is, an 
instrument by this standard must be employed in hostilities before the determina
tion can be made. 

The most obvious starting place to determine what constitutes a "cyber 
weapon" is the definition of "weapon" in the physical world. One might think 
DoD would have an interest in such a definition, but the Department's diction
ary neglects to provide it.44 

In a nod to the subject, reference is first made to the Internet. The website 
Dictionary.com provides the following definition for the word "weapon": "any 
instrument or device for use in attack or defense in combat, fighting, or war, as a 
sword, rifle, or cannon."45 Rather similarly, according to Wikipedia a "weapon, 
arm, or armament is a tool or instrument used with the aim of causing damage 
or harm (either physical or mental) to living beings or artificial structures or 
systems." Finally, the more traditional Encyclopedia Britannica defines "weapon" 
as: "an instrument used in combat for the purpose of killing, injuring, or 
defeating an enemy." 

Separately, the U.S. military services have devised their own distinct defini
tions for a weapon, complicating efforts for a concise uniform definition 
applicable to the Department as a whole. For the Army, it is instruments and 
devices "which have an intended effect of injuring, destroying, or disabling 

44. JOINT P u B. 1-02, supra note 5. 
45. Weapon, DICTIONARY. COM , http://dictionary.reference.com/browse/weapon. 
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enemy personnel, materiel, or property."46 The Navy says weapons are devices 
"and those components required for their operation, that are intended to have an 
effect of injuring, damaging, destroying, or disabling personnel or property, to 
include non-lethal weapons."47 

The Air Force broke new ground by being the first U.S. military service to 
issue a regulation specifically addressing the question of how to review cyber 
capabilities.48 As the regulation serves as one of the first official U.S. statements 
on cyber weaponry, it merits a closer look. 

The Air Force defines "weapons" as "devices designed to kill, injure, disable 
or temporarily incapacitate people, or destroy, damage or temporarily incapaci
tate property or materiel. "4 9 As discussed elsewhere in the article, few "cyber 
weapons" are devices. Rather, they are simply software packages or techniques 
that provide access to an adversary 's computer system. They may exploit 
unauthorized access to a system or make use of sequences of computer code 
custom crafted for a particular operation. The Air Force regulation addresses 
this potential gap, however, by also defining the term "cyber capability." A 
cyber capability is "any device or software payload intended to disrupt, deny, 
degrade, negate, impair or destroy adversarial computer systems, data, activities 
or capabilities."50 The definition of cyber capability goes on to exclude "a 
device or software that is solely intended to provide access to an adversarial 
computer system for data exploitation."5 1 

Although none of the definitions discussed above is entirely satisfactory, 
there is a common theme. Considering all the various definitions of a weapon 
might lead to a general definition of weapon as "a device intended or designed 
to cause harm." The intent or design is an important aspect of any technical 
definition of weapons for military organizations such as DoD. Militaries com
monly acquire and use objects that are inherently dangerous and capable of 
causing great harm, but are not considered weapons, such as bulldozers and 
blowtorches. These objects are not subject to a weapons review when they are 
acquired, because they are not obtained with the intent they will be used as 
weapons. Another important consideration is that these items are assumed to be 
available for use, even in non-combat situations where the use or availability of 
weapons may be specifically restricted.52 The point might best be made by 
examining the humble entrenching tool. 

The entrenching tool, or E-tool, is a foldable shovel commonly issued to 

46. Review of Legality of Weapons , CJ[3.a. Army Regulation 27-53, CJ[3 .a (1979). 
47 . DEP'T OF THE NAVY IMPLEMENTATION AND OPERATI ON OF THE DEF. ACQUIS ITION SYSTEM AND THE JOINT 

CAPABILITIES INTEGRATION AND DEV. SYSTEM SEc. OF THE NAVY INSTRUCTION 5000. 2E, Cj[l.6 .1.c (2011 ). 
48. AIR FORCE INSTR UCTION 51-402, supra note 3. 
49. Id. at 6. 
50. Id. at 5. 
51 . Id. Some of the implications of the Air Force 's new regulation are discussed below. 
52. For example, during 2004 Tsunami relief efforts in Indonesia and Sri Lanka, the respective 

ambassadors insisted that military forces not be armed. 
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infantry troops. The contract specifications for entrenching tools are undoubt
edly quite long, but focus on the size, weight, and strength. All the characteris
tics are relevant to its primary and intended use, which is giving front line 
troops the ability to create military fortifications. It is not considered a weapon 
in the acquisition process, and each new variant does not get a weapons review. 
However, the characteristics that make it useful for digging also make it a good 
improvised weapon - it is metal, has a pointed end, a serrated edge and is of a 
size that makes it easy to wield for any purpose. In fact, military hand-to-hand 
combat instruction contains blocks on how to use the E-tool as a weapon if 
circumstances call for it. Army Private First Class Anthony T. Kaho 'ohanohano 
was awarded the Medal of Honor for, among other things, killing two Chinese 
soldiers with an E-tool after he ran out of ammunition on September 1, 1951, 
while engaged in combat during the Korean War. 53 

With the understanding that a weapon is a device intended or designed to 
cause harm, the language can now be applied more specifically to cyber 
capabilities. As we have seen in our examples, there are two aspects of this 
analysis. The first is whether there is even a device or " thing" in cyberspace 
operations to analyze; the second is whether the thing causes "harm." The 
discussion below will illustrate why these are more difficult problems than it 
might at first seem. 

The most obvious problem with isolating the "weapon" in a cyber operation 
is that most of the time the leverage is software. Not only is software intangible, 
it is subject to frequent changes; different versions of software can bear little 
resemblance to each other. For example, think how similar Microsoft Windows 
1.0 is to Microsoft Windows 8.1. Other than the name and general function of 
being an operating system, there are few similarities between the two. The same 
would be true of software or malware used in a military operation. As the 
software is edited to meet the evolving objectives of the operation and the 
targets' defenses, it can change in effect. It would be illogical to conclude that 
all software that shares a name is the same, regardless of version . However, it 
would also be impracticable to provide a new legal review each time software is 
edited. The alternative would be to provide an objective threshold for what 
magnitude of change requires a new review. For example, an objective standard 
would be that one percent of the lines of code have been altered. This also fails 
the logic test, however, as the assessment of whether a change will affect a 
programs operation must be qualitative rather than quantitative in nature. In 
sum, modification issues are a much greater issue in the case of software than in 
the case of physical objects such as kinetic weapons. 

Another category of cyber capability that defies characterization under tradi
tional rules might be referred to as "command line tactics ." These are proce
dures followed when entering normal software commands, such as at the 

53. Rob Mcilvaine, Korean War Heroes Reflect Conspicuous Gallantry, A RMY N EWS S ERV. , Apr. 28, 
2011, available at http://www.army.mil/article/55695/. 
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Windows command prompt or from the command console of a router. 54 These 
actions are not software, but rather are a pattern or series of commands that will 
yield a desired result. These commands are ordinarily not particularly relevant 
to_ an operations discussion, but become relevant when they are facilitated by 
unauthorized access to a computer system. In other words, performing what are 
ordinarily perfectly innocent actions on a computer completely changes charac
ter when the computer is owned by an adversary and has been accessed using a 
purloined password. Deleting a file or manipulating data could be a critical part 
of a military campaign, yet there does not appear to be a weapon involved. 55 

Once the device, or thing, to be reviewed is identified, the next step is 
determining the intended and proximate effects of using that thing, and compar
ing those to the effects created by similar objects that are clearly weapons. Even 
this analysis is not entirely straightforward because, while there are exceptions 
like Stuxnet that are intended to cause physical effects, the intended and 
proximate effects of cyber operations are most often entirely contained within 
cyberspace. Even what would be considered a significant cyber action, such as 
overwriting the flash memory that stores the basic programming for a router or 
deleting the contents of a hard drive - both of which could render equipment 
completely non-functional - causes no visible damage to the equipment, and 
may be easily repaired or replaced. How far should the rules governing tradi
tional physical effects of weaponry - destruction or damage - be extended by 
analogy? 

The Tallinn Manual addresses the question of what constitutes a cyber 
weapon in Rule 41(2), where it indicates that " ... cyber weapons are "'cyber 
means of warfare' that are by design, use, or intended use capable of causing 
either (i) injury to, or death of, persons; or (ii) damage to, or destruction of, 
objects, that is, causing the consequences required for qualification of a cyber 
operation as an attack. "56 The Manual defines "cyber attack" as "a cyber 
operation, whether offensive or defensive, that is reasonably expected to cause 
injury or death to persons or damage or destruction to objects."57 It is important 
to note that the Tallinn Manual expressly excludes the destruction of data from 
the definition of attack, unless there is a direct connection between the data 
destruction and death, destruction, etc., as required under Rule 30, or if the data 
destruction affects the functionality of the cyber system. 58 This is a logical 
limitation, in that it prevents techniques that merely manipulate data from being 

54. Command line, WEBOPEDIA, http://www.webopedia.com/fERM/C/command_line.html. A com
mand line tactic consists of a series of commands issued at the command line by a user, either 
authorized or not. 

55. This could be considered a means or method of warfare. With the broad nature of activity, it 
would be difficult to define - "electronically manipulating adversary data" or "deleting enemy communi
cations" would be examples. In any event, that is a discussion for another article. 

56. TALLINN MANUAL, supra note 10. 
57. Id. at 106. 
58. Id. at 107-108, 127. 



2014] LEGAL REVIEWS OF CYBER WEAPONS 135 

classified as weapons. On the other hand, the Manual's definition of weapon is 
somewhat overbroad, in that it includes all means that could be used for 
damage, even if there is no intent to actually use them for anything beyond 
espionage or manipulation of data, for example. 

VI. PROPOSED DEFINITION OF CYBER WEAPON 

While DoD has no specific definition for weapon, the term is consistent 
enough in common usage, and in how it is treated under international law, to 
enable a definition to be cobbled together from extant sources. In that regard, 
existing law is best captured by defining weapon as "an object designed for, and 
developed or obtained for, the primary purpose of killing, maiming, injuring, 
damaging or destroying." This definition, appropriate for kinetic weapons, is 
also serviceable as a definition for cyber weaponry. To ensure compliance with 
both international and domestic law, particularly in the absence of clear guid
ance in cyber-specific operations, it is perhaps most logical to align the defini
tions relevant to cyber operations with equivalent definitions used in kinetic 
operations. 

This definition is in contrast to the Tallinn Manual definition that excludes the 
"primary purpose" element. In the Tallinn construct, even if a capability is never 
intended to be used destructively, it would require the same level of legal 
review as a capability only usable as a destructive tool. 59 

Another major advantage of the definition offered here is that is avoids the 
necessity of trying to ascertain how to review lines of code under a weapons 
standard. Perhaps the best way to discuss why this is a problem is to use the 
most developed standard currently in place, which is provided by Air Force 
Instruction 51-402. 

Defining weapons and capabilities as the Air Force does is a problem, as it 
sets a practically unattainable standard in terms of quantity for cyber legal 
reviews. Paragraph 1.1.2 of AFI 51-402, notes "all cyber capabilities being 
developed, bought, built, modified or otherwise acquired by the Air 
Force .. . are reviewed for legality under LOAC [Law of Armed Conflict], 
domestic law and international law prior to their acquisition for use in a conflict 
or other military operation."60 On its face, this provision requires a new legal 
review every time a line of code is changed in a computer program determined 
to be a capability. As this could happen dozens of times during the course of an 
operation, even many times in a single day, the requirement is impractical, and 
would unnecessarily hinder a commander's ability to employ timely and effec
tive military power in cyberspace. 

The instruction expounds on the required standard in paragraph 1.3.1. "[C]on-

59. On the other hand, the Tallinn Manual moves to limit application of the rule by offering 
employment of a botnet as an example of a cyber means of warfare, leaving aside the code that enabled 
the user to obtain and marshal the computers forming the botnet. TALLINN MANU AL, id. at 119. 

60. AIR FORCE INSTRUCTION 51-402, supra note 3, at 2. 
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duct a timely legal review of all weapons and cyber capabilities, where a new 
weapon or cyber capability at an early stage of the acquisition process, or a 
contemplated modification of an existing weapon or cyber capability, to ensure 
legality under LOAC .... "61 As cyber operations often require operators to 
make changes on the fly, this standard would require an endless series of legal · 
reviews. Further, because security protocols, updates, patches, etc., occur on a 
frequent basis, every technique will probably require modification before it is 
actually employed. For the same reason, cyber capabilities are unlikely to be 
developed and held in reserve, but rather will be created to fulfill a specific 
operational requirement, and programmers are likely to be contemplating modi
fications to their products even before they are finished. 

By contrast, under the definition presented here, cyber operations that do not 
constitute an attack under international law would often be conducted without 
using anything that would be defined as a weapon. This would eliminate the 
need for a series of legal reviews that would mean little, but would not eliminate 
the requirement for an operational legal review as described above. The opera
tional legal review would pair the capability with the planned operation, ensur
ing compliance with international law. 

A final advantage of the definition proposed here is that it provides a logical 
definition of cyber attack, which may then be described as a cyber operation 
making use of a cyber weapon. More specifically, a cyber attack may be defined 
as "an operation using cyber means for the purpose of killing, maiming, injuring 
or destroying." This would make it clear when the laws of war apply to cyber 
operations, and open the debate on the issues surrounding cyber operations that 
fall short of a use of force. Such actions constitute the vast majority of cyber 
operations currently taking place, and doing so with no coherent rules in place 
to govern behavior.62 

Although there are advantages to defining cyber weapon as suggested here, 
there are potential drawbacks, as well. The stricter delineation of cyber weap
onry would obviate the need for most legal reviews prior to operational plan
ning. Although the operational legal review would still be required before a 
cyber technique could be used in an actual operation and would address 
potential violations of international law, conducting only the later legal review 
presents the possibility that resources could be wasted in developing code-based 
capabilities that could not be legally employed. This objection could be ad-

61. Id. 
62. Press reports indicate the U.S. carried out 231 offensive cyber operations in 2011. Balanced 

against the $100-500 billion in estimated worldwide losses through cyber misbehavior, this is a tiny 
number, particularly when the press reported that it was unclear how many of the 231 "offensive" 
operations were carried out for espionage purposes. Barton Gellman & Ellen Nakashima, U.S. Spy 
Agencies Mounted 231 Offensive Cyber-Operations in 2011, Documents Show, WASH. PosT, Aug. 30, 
2013, at Al; David E, Sanger, Budget Documents Detail Extent of U.S. Cyberoperations, N.Y. TIMES, 
Sept. 1, 2013, at AlO; James Lewis & Stewart Baker, CTR. FOR STRATEGIC & lNT'L Sruorns, THE 
ECONOMIC IMPACT OF CYBERCRIME AND CYBER ESPIONAGE (July 2013), available at http://csis.org/publication/ 
economic-impact-cybercrime-and-cy ber -espionage. 
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dressed by the conscientious review of cyber methods of warfare. For example, 
states could review the lawfulness of distributing harmful cyber capabilities by 
computer worm or virus, and could decide that such uncontrolled distribution is 
unlawfully indiscriminate. Decisions on broad issues of methods of warfare 
would govern categories of operations, and would have much more practical 
use than reviews of individual lines of code. 

Further analysis of the proposed cyber weapons definition reveals a curious 
result - cyber would be perhaps the only area of military operations in which a 
state could proximately cause substantial physical harm without employing a 
"weapon." This will give even operations-focused lawyers pause because it is 
exceptional, but it creates no insurmountable legal issues. As noted above, the 
operational legal review would still address any concerns under international 
law, whether the concerns arise from the cyber means or method, or the 
targeting and proportionality of the proposed action. The effect of the operation 
will still govern whether it would constitute and attack or use of force, even if 
there is nothing meeting the definition of "weapon" involved. Cyberspace is 
unique enough to justify this rather unique result. 

CONCLUSION 

Although the term "cyber weapon" has become part of popular culture, there 
has been no real consensus on its proper definition. The term has been used to 
represent conglomerations of computer code that result in anything from slow
ing down websites to destroying nuclear power facilities. This wide range of 
possibilities makes it more difficult to oversee cyber operations to ensure 
compliance with international law and humanitarian standards. 

There must be a foundation for legal analysis of those military operations in 
cyberspace that fall below the level of a use of force other than simply treating 
them as espionage. The current framework for cyber espionage under interna
tional law is becoming increasingly unworkable, while the tendency to conflate 
all "non-espionage" cyber operations with "cyber attack" unnecessarily con
fuses the law of war analysis of military operations. The first step of this process 
should be to develop workable definitions. 63 

Although the need for a definition is clear, some of the definitions that have 
been proposed by scholars and by DoD are impractical in the context of actual 
cyber operations. The definition of "cyber weapon" must be both logical and 
useable for cyber operators and their legal advisers. Of the logical definitions 
that have been suggested, most fall short of the goal of being useful to 
operators, because they are either too vague or too broad. Overly vague 
definitions might require legal reviews of everything procured by the military 
that could possibly be used as a weapon, which is essentially everything. 

63. Some national policy documents relating to military cyber operations, including Presidential 
Policy Directive 20, may be available to the public. However, it remains a classified document and the 
authors are not at liberty to discuss the documents or reference versions that may be publicly available. 
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Over-broad definitions would require reviews of iterative versions of software, 
which would be operationally impossible. 

The definition of cyber weapons should be tied to that of more traditional 
weapons, addressing only objects whose primary purpose is as a weapon, as 
suggested here. This would permit the use of well-established international 
standards and is consistent with the approach taken in the Tallinn Manual. This 
practice would meet the needs of military operators, provide them clearer 
guidance, and continue to provide effective protection for civilians from cyber 
operations that would be impermissible under international law. 



Legitimacy versus Legality Redux: 
Arming the Syrian Rebels 

Michael N. Schmitt* 

On June 13, 2013, Deputy National Security Adviser Ben Rhodes announced 
that the United States had determined that Syrian forces used chemical weap
ons, including the nerve agent sarin, "on a small scale against the opposition 
multiple times in the last year." 1 By doing so, President Bashar al-Assad 's 
regime allegedly crossed a "red line" set down by President Obama in August 
2012.2 President Obama accordingly authorized the provision of military aid to 
the Supreme Military Council, a unified command of various key anti
governmental rebel forces, to "strengthen the effectiveness" of the rebel forces. 
Among the states already providing arms to the rebels were Qatar, Saudi Arabia, 
Turkey, and the United Arab Emirates. 

In the announcement, Rhodes stated that the Administration would first 
consult with Congress on the matter. That consultation slowed the process and 
indirectly complicated the Senate's confirmation of General Martin Dempsey 
for a second term as Chairman of the Joint Chiefs of Staff. Current deliberations 
regarding the situation in Syria center on the extent of the humanitarian 
imperative, the risk the weapons might find their way into the hands of 
unfriendly groups, and the prospect of direct U.S. military involvement in the 
ongoing non-international armed conflict in the country.3 

A less public, but equally important, debate has surrounded the legal issues 
raised by the decision to provide lethal aid. Within the Administration, doubts 
surfaced over the legality of such assistance. Reportedly, some of the Administra
tion's top legal advisors opined that aiding the rebels might violate international 
law, regardless of the legality of such action under U.S. domestic law.4 The 
humanitarian and strategic merits of providing military aid aside, are such legal 
concerns the product of unwarranted normative caution or, instead, soundly 

* Charles H. Stockton Professor and Chairman, International Law Department, U.S. Naval War 
College; Professor of Public International Law, University of Exeter (UK) Law School. The views 
expressed in this article are those of the author in his personal capacity and do not necessarily represent 
those of any component of the United States government.© 2014, Michael N. Schmitt. 

l. Ben Rhodes, Deputy Nat ' ! Sec. Advisor for Strategic Commc' n, Syrian Chemical Weapons Use 
(June 13, 2013), http://www.whitehouse.gov/the-press-office/2013/06/13/statement-deputy-national
securi ty-ad visor -strategic-comm unications-ben- . 

2. President Barack Obama, Remarks to the White House Press Corps (Aug. 20, 2012) , http://www. 
w hi tehouse. gov /the-press-office/2012/08/20/remarks-pres iden t -white-house-press-corps . 

3. Mark Mazzetti, Eric Schmitt & Erin Banco, No Quick Impact in U.S. Arms Plan for Syria Rebels, 
N.Y. TIMES, July 15, 2013, at Al. As this article was being written, the House and Senate Intelligence 
Committees approved CIA weapons shipments to Syrian rebel forces . Karen De Young, Congressional 
Panels Approve Arms Aid to Syrian Opposition, WASH. PosT, July 23, 2013 , atA4. 

4. Adam Entous, Legal Fears Slowed Aid to Syrian Rebels , WALL ST. J. , July 15, 2013, at Al. 
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based in the extant international legal regime?5 

This article surveys the international law norms governing the provision of 
lethal aid to the Syrian rebels. It begins by examining those norms that the aid 
might breach. Concluding that arming the rebels would violate longstanding 
international law prohibitions, the article then turns to possible relevant excep
tions to those prohibitions. No attempt is made to assess the strategic wisdom of 
the policy or its moral valence; the issue is law, not legitimacy. However, the 
analysis hopefully will contribute to understanding the extent to which a policy 
of arming the Syrian rebels lies at the confluence of law and legitimacy - or at 
their departure point. 

I. POSSIBLE VIOLATIONS OF INTERNATIONAL LAW 

a. Use of Force. Most of the debate regarding the arming of the Syrian rebels 
revolves around the prohibition of the use of force set forth in Article 2(4) of the 
United Nations Charter: "All Members shall refrain in their international rela
tions from the threat or use of force against the territorial integrity or political 
independence of any state, or in any other manner inconsistent with the Pur
poses of the United Nations."6 There is little doubt that the article generally 
reflects customary international law.7 

On its face, Article 2( 4) would not seem to reach the mere arming of rebels. 
However, in a 1986 judgment, the International Court of Justice (ICJ) came to a 
different conclusion. The case in question, Military and Paramilitary Activities 
in and Against Nicaragua, involved the provision of arms and training by the 
United States to guerillas fighting Nicaragua's Sandanista government, which 

5. There has been curiously little discussion of the subject. For brief, but incisive, comments 
thereon, see Ashley Deeks, Arming Syrian Rebels: Lethal Assistance and International Law, LAWFARE 
(May 1, 2013), http://www.lawfareblog.com/2013/05/arming-syrian-rebels-lethal-assistance-and-inter 
national-law/; Dapo Akande, Would it be Lawful for Europe ( or other States) to Provide Arms to the 
Syrian Opposition ?, EJIL: TALK! (Jan. 17, 2013), http://www.ejiltalk.org/would-it-be-lawful-for-european
or-other-states-to-provide-arms-to-the-syrian-opposition/; Ashley Deeks, Syria, Chemical Weapons, and 
Possible U.S. Military Action, LAWFARE (Dec. 10, 2012), http://www.lawfareblog.com/2012/12/syria
chemical-weapons-and-possible-u-s-rnilitary-action/; Daniel Bethlehem, A Brief Reply on the Legal 
Bases for Intervention in Syria, OP[NIO JURIS (Dec. 8, 2012), http://opiniojuris.org/2012/12/08/a-brief
reply-on-the-legal-bases-for-intervention-in-syria/. See also Julian Borger, The Austrian Position on 
Arms Embargo in Syria - Official Document (Syria: Austrian Position on Arms Embargo (as of May 
2013)), THE GUARDIAN (May 15, 2013), http://www.theguardian .com/world/julian-borger-global-security
blog/interactive/2013/may/15/austria-eu-syria-arms-ernbargo-pdf; Rosa Brooks, So You Want to Inter
vene in Syria Without Breaking the Law? FOREIGN PoL'Y (June 20, 2013), http://www.foreignpolicy.com/ 
articles/2013/06/20/so_you_ want_to_intervene _i n_syria_ without_breaking_the_law. 

6. U.N. Charter art. 2, para. 4. 
7. Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S .), 1986 I.CJ. 14, 

<J[<][l86-191 (June 27), [hereinafter Nicaragua] ; Legal Consequences of the Construction of a Wall in the 
Occupied Palestinian Territory, Advisory Opinion, 2004 I.CJ. 131, <J187 (July 9) [hereinafter Wall]. See 
also ALBRECHT RANDELZHOFER & OLIVER DORR, Article 2(4), in THE CHARTER OF THE UNITED NATIONS : A 
COMMENTARY 200, 203 (Bruno Simma, et al., eds ., 3d ed. 2012); YoRAM DrNSTEIN, WAR, AGGRESSION AND 

SELF-DEFENSE 95-98 (5th ed. 2011). For two classic works on the use of force generally, see IAN 
BROWNLIE, INTERNATJONAL LAW AND THE UsE OF FORCE BY STATES (1963), and THOMAS FRANCK, REcoURSE 
TO FORCE: STATE ACTJON AGAINST THREATS AND ARMED ATTACKS (2002). 
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had come into power following the 1979 overthrow of President Anastasio 
Somoza. Relations between the United States and the Sandinistas soured in the 
early 1980's, purportedly because Nicaragua was supporting rebels in El Salva
dor, a U.S. ally. By 1983, the United States was openly backing armed opposi
tion groups in Nicaragua, known as the contras. 8 

In April 1984, Nicaragua instituted ICJ proceedings against the United States 
alleging that U.S. support for the contras violated, inter alia, the prohibition on 
the use of force, and amounted to an unlawful intervention under international 
law. When the Court rejected U.S. jurisdictional objections,9 the United States 
withdrew from further participation in the case. 10 Despite the absence of the 
United States, the ICJ went on to decide the case in a judgment that is generally 
deemed to accurately reflect the law on external aid to rebel forces. 11 

Although the judgment did not directly address the issue of whether the 
United States had unlawfully used force in violation of Article 2(4), the Court 
found that the "United States activities in relation to the contras constitute a 
breach of the customary international law principle of the non-use of force." 12 

With regard to the question of aid, it held that "the arming and training of the 
contras can certainly be said to involve the threat or use of force against 
Nicaragua." 13 

Some confusion exists over the option of using intelligence agencies, rather 
than the military, to deliver aid to, or conduct training for, the Syrian rebels. The 
assumption seems to be that doing so would somehow "mitigate legal risks," for 
instance, by making it less likely that the action would constitute, or be 
perceived to constitute, a wrongful use of force. 14 In fact, the distinction is 
normatively meaningless. Under the law of state responsibility, "[t]he conduct 
of any State organ shall be considered an act of that State under international 
law, whether the organ exercises legislative, executive, judicial or any other 

8. Nicaragua, supra note 7, at 9[21. 
9. Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.), Jurisdiction and 

Admissibility, Judgment, 1984 I.CJ. 392 (Nov. 26). 
10. Marian Nash Leich, Contemporary Practice of the United States Relating to International Law, 

79 AM. J. INT'L L. 431, 438-441 (1985); Marian Nash Leich, Contemporary Practice of the United 
States Relating to International Law, 80 AM. J. lNT'L L. 151, 163-165 (1986) . 

11. For instance, see the position taken by the International Group of Experts in TALUNN MANUAL ON 
THE INTERNATIONAL LAW APPLICABLE TO CYBER WARFARE 46 (Michael N. Schmitt gen. ed., 2013). 
Discussion of the decision at the time tended to focus on issues such as the jurisdiction of the Court, the 
threshold for self-defense, and the requirement for a victim state's request for assistance before acting 
in self-defense. However, the characterization of aid as a use of force did not spark great controversy, 
nor has it done so since. See, e.g., Monroe Leigh, Military and Paramilitary Activities in and Against 
Nicaragua, 81 AM. J. INT ' L L. 206, 210-211 (1987) (cataloging objections to the ICJ's judgment in 
Nicaragua). But see, RANDELZHOFER & DORR, supra note 7, at 212-213 (agreeing with the ICJ Nicaragua 
case interpretation, but noting that "the scope of the prohibition of the use of force is still not 
sufficiently clear with regard to the problem of assistance to subversive activities."). 

12. Nicaragua, supra note 7, at 9[228. 
13. Id. The ICJ found that merely funding the guerillas did not constitute a use of force. 
14. Entous, supra note 4. 
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functions, whatever position it holds in the organization of the State .... " ts The 
sole international law query is whether the entities engaging in the activities 
qualify as organs of the state (and, if not, whether the state would nevertheless 
still be responsible for their actions) .16 Recall, in this regard, that Central 
Intelligence Agency operations were at issue in Nicaragua. 

There is, therefore, little doubt that the provision of lethal aid directly to the 
Syrian rebel forces would amount to a "use of force," at least by the generally 
accepted standards the ICJ set forth in Nicaragua. Absent a justification for such 
use, 17 the provision of lethal aid would violate the U.N. Charter's prohibition on 
the use of force, as well as the analogous prohibition resident in customary 
international law. 

Assuming for the sake of analysis that the provision of arms to the Syrian 
rebels would represent an unlawful use of force by the United States, the 
question of the Assad regime's response options arises . Pursuant to Article 51 of 
the U.N. Charter, which generally reflects customary law, states may use force 
in self-defense against an "armed attack." Would arming the Syrian rebel forces 
be an armed attack by the United States against which Syria could respond 
forcefully? 

By the prevailing approach, it would not. In Nicaragua , the ICJ distinguished 
"the most grave forms of the use of force (those constituting an armed attack) 
from other less grave forms." 18 Although the Court did not expound on the 
distinction, there is a general consensus that merely providing arms, while a use 
of force, is not an armed attack. Rather, an armed attack is usually understood 
as involving significant death, injury, damage, or destruction that is caused by a 
state directly or by a non-state group under another state's direction and 
control. 19 Therefore, even if the U.S. transfer of arms to the Syrian rebels 
qualifies as an unlawful use of force, Syria may not respond in self-defense with 
any measures that amount to a use of force. 

Interestingly, the United States has, since Nicaragua, taken a different ap
proach, one with which the author disagrees. As recently as September 2012, 
the Legal Adviser to the State Department affirmed the U.S. view: "[T]he 
inherent right of self-defense potentially applies against any illegal use of force. 

15. Responsibility of States for Internationally Wrongful Acts, G.A. Res. 56/83 Annex, art. 4, U.N. 
Doc. A/RES/56/83 (Jan. 28, 2002) [hereinafter Articles on State Responsibility]. Note that the United 
States views the Articles on State Responsibility "as a guide to States and other international actors on 
either what the law is or how the law might be progressively developed." U.S . MISSION TO THE UNITED 
NATIONS, COMMENTS OF THE UNITED STATES OF AMERICA ON Fun JRE ACTION REGARDING THE DRAFT 
ARTICLES ON STATE RESPONSIBILITY (Feb. 5, 2010), available at http://www.state.gov/documents/ 
organization/179258.pdf. 

16. ARTICLES ON STATE RESPONSIBILITY, supra, Annex, arts . 5-11. 
17. See Part II, infra. 
18. Nicaragua, supra note 7, <j[l91. Cited with approval in Oil Platforms (Iran v. U.S.), Judgment, 

2003 I.CJ. 161, <j[51 (Nov. 6). 
19. See, e.g. , the Views of the International Group of Experts set forth in the TALLINN MANUAL, supra 

note 11 , at 47, 55-56. 
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In our view, there is no threshold for a use of deadly force to qualify as an 
"armed attack" that may warrant a forcible response. "20 Applying this standard 
to the instant case, if the U.S. provision of arms constitutes a use of force for 
which no legal justification exists, Syria would be entitled to respond forcefully, 
so long as the forceful response complied with the requirements of necessity, 
proportionality, imminency, and immediacy. 2 1 

b. Intervention. Customary international law prohibits intervention by one 
state in the internal affairs of another.22 In Nicaragua, the ICJ defined the 
notion: 

[I]n view of the generally accepted formulations, the principle forbids all 
States or groups of States to intervene directly or indirectly in internal or 
external affairs of other States. A prohibited intervention must accordingly be 
one bearing on matters in which each State is permitted, by the principle of 
sovereignty, to decide freely. One of these is the choice of political, economic, 
social and cultural system, a_nd the formulation of foreign policy. Intervention 
is wrongful when it uses methods of coercion in regard to such choices, which 
must remain free ones.23 

Does the arming of rebels amount to an intervention as a matter of law? It is 
clear that the use of force by one state against another is an intervention in the 
affairs of the latter. The ICJ confirmed this premise in Nicaragua when it held 
that 

[t]he element of coercion, which defines, and indeed forms the very essence 
of, prohibited intervention, is particularly obvious in the case of an interven
tion which uses force, either in the direct form of military action, or in the 
indirect form of support for subversive or terrorist armed activities within 
another State.24 

20. Harold Honju Koh, Remarks as Prepared for Delivery to the U.S. CYBERCOM Inter-Agency 
Legal Conference, Ft. Meade, Maryland (Sept. 18, 2012); see also William H. Taft IV, Self-Defense and 
the Oil Platforms Decision, 29 YALE J. lNT'L L. 295, 299-302 (2004); Abraham D. Sofaer, The Sixth 
Annual Waldemar A. Solf Lecture in International Law: Terrorism, the Law, and the National Defense, 
126 MIL. L. REv. 89, 93-96 (1989). 

21. Nicaragua, supra note 7, at CJiq[176, 194; Legality of the Threat or Use of Nuclear Weapons, 
Advisory Opinion, 1996 I.CJ. 226, ~[41 (Ju ly 8) [hereinafter Nuclear Weapons] ; Oil Platforms, supra 
note 18, at <J[<J[43, 73-74, 76. Necessity would require that non-forceful means be unavailable to Syria to 
reliably put an end to the U.S. arming of the rebels; proportionality would require that whatever force 
Syria employed to do so be no more than needed to achieve that end; imminency would require that the 
situation be one in which the Syrians need to act, lest the opportunity to do so evaporate; and 
immediacy would require that the arms be in the process of being transferred to the rebels or that 
further arms shipments be forthcoming. 

22. Nicaragua, supra note 7, at <J[202. 
23. Id. at <J[205. 
24. Id. See also Armed Activities on the Territory of the Congo (Dem. Rep. Congo v. Uganda), 2005 

I.CJ. 168, ~[164 (Dec. 19) [hereinafter Armed Activities]. 
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In support of its holding, the Court pointed to the General Assembly's 
Declaration on Friendly Relations and Co-operation, which provides that "[e]very 
State has the duty to refrain from organizing, instigating, assisting or participat
ing in acts of civil strife or terrorist acts in another State or acquiescing in 
organized activities within its territory directed towards the commission of such 
acts, when the acts referred to in the present paragraph involve a threat or use of 
force."25 Although the Declaration is only a General Assembly resolution, and 
therefore not technically binding as a matter of law on U.N. member states, "the 
adoption by States of this text affords an indication of their opinio juris as to 
customary international law on the question ."26 Assuming the validity of charac
terizing the arming of rebels as a use of force, 27 arming the Syrian rebels would 
appear to constitute an unlawful intervention. 

The extensive state practice of arming rebel forces in other states cannot, 
however, be ignored in evaluating this conclusion. In Nicaragua, the ICJ 
addressed the practice head-on when it acknowledged that assistance to rebels 
had become a fairly widespread phenomenon. It accordingly examined whether 

there might be indications of a practice illustrative of belief in a kind of 
general right for States to intervene, directly or indirectly, with or without 
armed force, in support of an internal opposition in another State, whose 
cause appeared particularly worthy by reason of the political and moral values 
with which it was identified.28 

Citing its judgment in the North Sea Continental Shelf cases, the Court 
concluded that crystallization of a customary norm requires both State practice 
and opinio juris. 29 It held that the latter was lacking and, therefore, found "that 
no such general right of intervention, in support of an opposition within another 

25. Nicaragua, supra note 7, at <J[l91 , quoting Declaration on Principles of International Law 
concerning Friendly Relations and Co-Operation among States in accordance with the Charter of the 
United Nations, G.A. Res . 2625 (XXV), Annex, U.N. Doc. A/RES/2625 (Oct. 24, 1970). The Court 
looked to the Declaration as one among numerous indications that states viewed the practice of states 
with respect to intervention as reflecting a sense of legal obligation (opinio Juris). See also Declaration 
on the Inadmissibility of Intervention in the Domestic Affairs of States and the Protection of Their 
Independence and Sovereignty, G.A. Res. 2131 (XX), 9[2, U. N. Doc. A/RES/2131 (Dec. 21, 1965) 
("[N]o State shall organize, assist, foment, finance, incite or tolerate subversive, terrorist or armed 
activities directed towards the violent overthrow of the regime of another State, or interfere in civil 
strife in another State"). 

26. Nicaragua, supra note 7 , at <J[191. See also Armed Activities, supra note 24, <J[l62; Nuclear 
Weapons, supra note 21 , at <J[70. 

27. See notes 6-16, supra, and accompanying text. 
28. Nicaragua, supra note 7, at <J[206. 
29. Id. at <J[207 (citing North Sea Continental Shelf (FRG/Den.; FRG/Neth.), 1969 I.CJ. 3, <J[77 (Feb. 

20)). For a detailed commentary on state practice and opinio Juris , see Allain Pellet, Article 38, in THE 
STATUTE OF THE INTERNATIONAL COURT OF JusTICE: A COMMENTARY 731, 813-832 (Andreas Zimmerman et 
al. eds., 2d ed. 2012). See also OPPENHEIM's INTERNATIONAL LAW 27-31 (Sir Robert Jennings & Sir Arthur 
Watts, eds., 9th ed. 1996). 
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State, exists in contemporary international law."30 As the Court observed, 
without referring to the separate prohibition on the use of force, the principle of 
non-intervention, 

would certainly lose its effectiveness as a principle of law if intervention were 
to be justified by a mere request for assistance made by an opposition group in 
another State .... Indeed, it is difficult to see what would remain of the 
principle of non-intervention in international law if intervention, which is 
already allowable at the request of the government of a State, were also to be 
allowed at the request of the opposition. This would permit any State to 
intervene at any moment in the internal affairs of another State, whether at the 
request of the government or at the request of its opposition. 3 1 

Lest the finding appear dated, note that the ICJ cited Nicaragua with approval 
in its 2005 Armed Activities judgment regarding the provision of training and 
military support to rebels in the Congo by Uganda. 32 Arming rebels fighting 
another state categorically violates international law, absent a specific justifica
tion, and, regardless of whether the action also rises to the level of a use of 
force, the principle of non-intervention. 

c. Arms Embargoes. The United Nations Security Council has not employed 
its authority under Chapter VII of the U.N. Charter to ban arms transfers to 
either the Syrian government or the rebel forces. 33 However, its measures 
prohibiting arms shipments to terrorists apply fully in the Syrian conflict. For 
instance, in Resolution 2083, the Council, referring to earlier resolutions, 
banned the 

direct or indirect supply, sale, or transfer to these individuals, groups, undertak
ings and entities from their territories or by their nationals outside their 
territories, or using their flag vessels or aircraft, of arms and related materiel 
of all types including weapons and ammunition, military vehicles and equip-

30. Nicaragua, supra note 7, at <j[209. 
31. Id. at <J[246 . 
32. Armed Activities, supra note 24, at <j[<Jll61-164. 
33. Although the Security Council did not impose an arms embargo related to the conflict, the 

European Union did so in May 201 l. In a Council Decision confirmed by a Council Regulation , the 
E.U. prohibited the "sale, supply, transfer or export of arms and related materials" used for internal 
repression. In April 2013 , it decided to allow the shipment of certain non-lethal aid to the rebel forces. 
The following month, various aspects of the arms embargo were lifted, although significant restrictions 
remain on goods likely to be used for internal repression by any individual or entity. While the E.U . 
arms embargo measures do not apply directly to the United States, they could impact U.S. transship
ment of arms and other embargoed goods through European Union territory, if deemed by the transit 
states as likely to be used for prohibited purposes. On the actions of the European Union, see EU Arms 
Embargo On Syria, STOCKHOLM INT'L PEACH RES . INST. (June 4, 2013), http://www.sipri .org/databases/ 
embargoes/eu_arms_embargoes/syria_LAS/eu-embargo-on-Syria. 
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ment, paramilitary equipment, and spare parts for the aforementioned, and 
technical advice, assistance or training related to military activities. 34 

Given the involvement of a number of terrorist organizations in the fighting 
against Assad, including groups affiliated with al Qaeda, these resolutions merit 
consideration. 

In particular, because Resolution 2083 bans indirect supply of arms, due care 
would have to be taken to ensure that arms transferred to the Supreme Military 
Council did not find their way to al Qaeda affiliated groups. If reasonable in the 
circumstances to conclude that they would likely do so, transfer of the arms 
would be unlawful. In fact, there have been reports that arms supplied by Qatar 
to the rebels have been used in the hostilities by al Qaeda. In particular, Qatar 
backs the Ahfad al Rasoul Brigade, which supports the al Qaeda affiliated Al 
Nusrah Front in northern Syria. Moreover, the al Qaeda affiliated Islamic State 
of Iraq and the Levant has claimed that it received arms from the Free Syrian 
Army, which dominates the Supreme Military Council. 35 

d. State Responsibility for the Actions of the Rebel Forces. The United States 
is, of course, responsible for the conduct of its organs with regard to arming the 
rebels. 36 However, there has been some conjecture regarding U.S. responsibility 
for any international humanitarian law violations that might be committed by 
the rebels using arms provided by the United States. 

According to the International Law Commission's Articles of State Responsi
bility, "[t]he conduct of a person or group of persons shall be considered an act 
of a State under international law if the person or group of persons is in fact 
acting on the instructions of, or under the direction or control of, that State in 
carrying out the conduct."37 This position reflects the ICJ's finding in Nicara
gua.38 There, the question was whether the United States bore responsibility for 
acts contrary to human rights and humanitarian law allegedly committed by the 
contras. The Court held that although the United States provided "heavy 
subsidies and other support" to the contras, "there is no clear evidence of the 
United States having actually exercised such a degree of control in all fields as 

34. S.C. Res. 2083(1)(b), U.N. Doc. S/RES/2083 (Dec. 17, 2012). 
35. Bill Roggio, Qatar-funded Syrian rebel brigade backs al Qaeda groups in Syria, THREAT 

MATRIX - A BLOG OF THE LONG WAR JoURNAL (July 26, 2013), http://www.longwarjournal.org/threat-matrix/ 
archives/2013/07/qatar-funded_syrian_rebel_brig.php. See also Anne Barnard & Eric Schmitt, As 
Foreign Fighters Flood Syria, Fears of a New Extremist Haven, N.Y. TIMES (Aug. 9, 2013), at Al. 

36. Articles on State Responsibility, supra note 15, Annex, art. 4. The Articles of State Responsibil
ity and the commentary thereon are set forth in THE INTERNATIONAL LAW CoMMissroN's ARTICLES ON STATE 
RESPONSIBILITY: INTRODUCTION, TEXT, AND COMMENTARIES (James Crawford ed., 2002) [hereinafter AR
TICLES ON STATE RESPONSIBILITY COMMENTARY]. 

37. Articles on State Responsibility, supra note 15, Annex, art. 8. 
38. Nicaragua, supra note 7, at CJl.115 . The ICJ held that Article 8 reflects customary international Jaw 

in Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Bosn. & 
Herz. v. Serb. & Montenegro) 2007 I.CJ. 43, CJJ.398 (Feb. 26). 
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to justify treating the contras as acting on its behalf."39 In other words, since the 
United States did not exercise "effective control" of the group, it was not 
responsible for any unlawful acts of the contras. Applying the same approach to 
the Syrian case, the provision of lethal aid to the rebels would not implicate 
U.S. state responsibility for violations of international humanitarian law by 
rebel forces, at least absent U.S. control over their activities. 

II. POSSIBLE INTER.t'\IATIONAL LAW JUSTIFICATIONS FOR U.S. ACTIONS 

As the preceding analysis demonstrates, arming the Syrian rebels would 
arguably amount to a use of force under the jus ad bellum and run counter to the 
principle of non-intervention. But international law carves out certain excep
tions to the prohibition on uses of force or other acts that would qualify as an 
intervention. This raises the question of whether any such exceptions apply in 
the instant case. 

Before turning to them, it is first necessary to dispense with one possibility. 
International law irrefutably prohibits the use of chemical weapons during both 
non-international and international armed conflicts.40 However, the law does not 
expressly permit the use of force ( or other means of intervention) by states not 
party to the conflict in order to halt the employment of chemical weapons; there 
is no international law "red line" regarding their use. Instead, such uses of force 
or interventions must be grounded on a separate legal basis, such as those 
examined below. 

a. Self-Defense. Two grounds are universally accepted as justifying a use of 
force - self-defense and Security Council authorization. Article 51 of the UN 
Charter codifies the former: "Nothing in the present Charter shall impair the 
inherent right of individual or collective self-defense if an armed attack occurs 
against a Member of the United Nations, until the Security Council has taken 
measures necessary to maintain international peace and security."41 Like the 
prohibition on the use of force, the right of self-defense is incontrovertibly 
embedded in customary international law.42 

Self-defense is a highly problematic basis for aid to the Syrian rebels. First, 
the United States has not been the victim of either an "armed attack" from Syria 
or of one mounted by a non-state actor that is attributable to Syria under the law 

39. Nicaragua, supra note 7, CJ[109 . 
40. See discussion in INTERNATIONAL COMMITTEE OF THE RED CRoss, CusTOMARY INTERNATIONAL 

HUMANITARIAN LAw 259-263 (Jean-Marie Henckaerts & Louise Doswald-Beck eds., 2005). 
41. U.N. Charter art. 51. On self-defense, see DEREK W. BowETT, SELF-DEFENSE IN INTERNATIONAL 

LAW (1958); BROWNLIE, supra note 7, chs. XII-XIII; DINSTEIN, supra note 7, chs. 7-9; FRANCK, supra 
note 7. 

42. Nicaragua, supra note 7, at CJ[l 76. See also the discussion of the customary nature of the norm in 
Nuclear Weapons, supra note 21, at CJ[CJ[38, 41; Oil Platforms, supra note 18, at CJ[74. 
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of self-defense.43 Second, Syria has engaged in no military operations directed 
against neighboring states that rise to the level of armed attack, such that those 
operations would open the door to U.S. action in collective defense. Even if 
operations of that sort had been conducted, a request for assistance from the 
victim state is a condition precedent to providing military support in collective · 
self-defense; none has been forthcoming.44 Third, arming Syrian rebels is an 
action that is highly attenuated from steps that might be seen as reasonably 
necessary to defend the United States, or other states, against an armed attack 
by Syria. Fourth, since there is no indication that Syria intends to conduct 
military operations against the United States or any other state in the immediate 
future, there is no basis for claiming that the arms transfers constitute an 
element of anticipatory individual or collective self-defense. In particular, the 
mere possession by an unfriendly state of dangerous, even illegal, weapons does 
not justify anticipatory self-defense, absent an intention on the part of that state 
to use the weapons against another state.45 Finally, since only states enjoy the 
right of self-defense, the United States is foreclosed from engaging in collective 
defense of the rebel forces themselves. 

b. Authorization by the Security Council. The second universally accepted 
exception to the prohibition of using force against another state is authorization 
by the U.N. Security Council in the form of a resolution pursuant to Article 42 
of the U.N. Charter. The article provides: "Should the Security Council consider 
that [non-forceful] measures ... would be inadequate or have proved to be 
inadequate, it may take such action by air, sea, or land forces as may be 
necessary to maintain or restore international peace and security. Such action 
may include demonstrations, blockade, and other operations by air, sea, or land 
forces of Members of the United Nations."46 

In that the Security Council may authorize ( or mandate) the actual use of 
military force against a state, obviously may approve the lesser step of shipping 
arms to those fighting its government. The obverse is true as well. Although an 
arms transfer might otherwise be lawful in certain circumstances, a Security 
Council resolution under Chapter VII imposing an arms embargo on one or 
more parties to a non-international armed conflict would render such assistance 

43. With respect to treating the actions of a non-state group as those of a state vis-a-vis the law of 
self-defense, the ICJ has noted: 

an armed attack must be understood as including not merely action by regular forces across an 
international border, but also 'the sending by or on behalf of a State of armed bands, groups, 
irregulars or mercenaries, which carry out acts of armed force against another State of such 
gravity as to amount to' (inter alia) an actual armed attack conducted by regular forces , 'or its 
substantial involvement therein.' 

Nicaragua, supra note 7, at <)[195. 
44. Id. at <J[l 99. 
45. See discussion in Michael N. Schmitt, Preemptive Strategies in International Law, 24 MICH. 

J. INT'L L. 513, 529-536 (2003) . 
46. U.N. Charter art. 42. 
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unlawful. As a result of divergent stances taken by Permanent members of the 
Security Council vis-a-vis Syria, that body has been unable to adopt a resolution 
allowing military aid to the rebel groups ( or, for that matter, one barring military 
aid to either of the parties to the conflict). Consequently, the second generally 
accepted basis for an exception to the prohibition on the use of force is, like the 
first, inapplicable in this situation. 

c. Humanitarian Intervention. The suffering in Syria is severe and wide
spread. The U.N. High Commissioner for Human Rights estimates that by 
mid-2013 nearly 93,000 persons had died during the conflict.47 Non-lethal 
injuries, physical destruction of property, and displacement of the civilian 
population exacerbate the scale and scope of the humanitarian catastrophe.48 

Assad's forces are primarily, albeit not exclusively, responsible for the situation. 
As a matter of traditional international law, states enjoy no right to intervene 

in the internal affairs of other states, even in the face of severe suffering by their 
population.49 In Nicaragua, the ICJ considered U.S. allegations that Nicaragua 
had violated its human rights obligations. The Court observed, "while the 
United States might form its own appraisal of the situation as to respect for 
human rights in Nicaragua, the use of force could not be the appropriate method 
to monitor or ensure such respect."50 Indeed, it specifically stated, "the protec
tion of human rights, a strictly humanitarian objective, cannot be compat
ible ... with the training, arming and equipping of the contras."51 

The accepted remedy for a humanitarian crisis caused by conflict is resort to 
the Security Council, which, as noted, is empowered to authorize or mandate 
the use of force pursuant to Article 42 of the U.N. Charter to address the 
situation.52 Article VIII of the Genocide Convention also envisages a response 

47. Press Release, U.N. Office of the High Commissioner for Human Rights, Updated U.N. Study 
Indicates at Least 93,000 People Killed in Syria Conflict (June 13, 2013), available at http://www. 
ohchr.org/EN/N ewsEven ts/Pages/Display News. aspx ?N ewslD = 1344 7 &LangID = E. The announcement 
was based on research compiled by the Human Rights Data Analysis Group. MEGAN PRICE, JEFF 
KLINGNER, ANAS QTLESH & PATRJCK BALL, UPDATED STATISTICAL ANALYSIS OF DOCUMENTATION OF KILLINGS 
IN THE SYRJAN ARAB REPUBLIC COMMISSIONED BY THE OFFICE OF THE HIGH COMMISSIONER FOR HUMAN 
RIGHTS (2013) , available at http://www.ohchr.org/Documents/Countries/SY /HRDAG-Updated-SY
report.pdf. 

48. On the situation in general, see Report of the Indep. Int'! Comm'n of Inquiry on the Syrian Arab 
Republic, q[32-36, Human Rights Council, 23rd Sess., May 27-June 14, 2013, U.N. Doc. NHRC/23/58 
(July 18, 2013). 

49. On humanitarian intervention generally, see FERNANDO R. TES0N, HUMANITARIAN INTERVENTION: 
AN INQUIRY INTO LAW AND MORALITY (2d ed. 1997); SEAN D. MURPHY, HUMANITARIAN INTERVENTION: THE 
UNITED NATIONS IN AN EVOLVING WORLD ORDER (1996) ; HUMANITARIAN INTERVENTION AND THE UNITED 
NATIONS (Richard B. Lillich ed., 1973). 

50. Nicaragua, supra note 7, at 9[268. 
51. Id. 
52. Note that humanitarian crises can qualify as a threat to the peace under Article 39 of the Charter. 

This opens the door to forcefl!l responses authorized pursuant to Article 42. Prosecutor v. Tactic, Case 
No. IT-94-1-I, Decision on Defense Motion for Interlocutory Appeal on Jurisdiction, q[30 (Int'! Crim. 
Trib. for the Former Yugoslavia Oct. 2, 1995). 
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in accordance with the U.N. Charter, which would include forceful action 
authorized or mandated by the Security Council. 53 In fact, the Security Council 
has authorized military intervention in the face of humanitarian crises during 
numerous armed conflicts, most recently in response to the 2011 non
international armed conflict in Libya.54 

Arguably, an international law norm permitting humanitarian intervention 
outside the Charter framework has been crystallizing over the past few de
cades. 55 For instance, although the Economic Community of West African 
States intervened in internal conflicts in Liberia and Sierra Leone without 
Security Council authorization in the 1990s, the Council expressed post factum 
approval of the actions.56 Failure of the international community to intervene in 
the Rwandan genocide of 1993 led to widespread condemnation despite the lack 
of Security Council authorization, as did the reticence to intervene on behalf of 
the non-Arab population of Sudan's Darfur region between 2003 and 2006.57 In 
1999, NATO intervened militarily without Security Council approval in the 
Federal Republic of Yugoslavia to stop the slaughter of ethnic Albanians in 
Kosovo. 58 Participants included three permanent members of the Council, 
together with 16 other NATO member states. A Security Council resolution 
labeling NATO's unilateral use of force "a flagrant violation of the United 
Nations Charter" was defeated in a twelve-to-three vote.59 

However, any argument that a customary norm permitting humanitarian 

53. Convention on the Prevention and Punishment of the Crime of Genocide art. 8, Dec. 9, 1948, 78 
U.N.T.S. 277. Article IX grants the International Court of Justice compulsory jurisdiction in the event 
of a dispute regarding the Convention's application. The prohibition on genocide is clearly customary 
in nature. Advisory Opinion on Reservations to the Convention on the Prevention and Punishment of 
the Crime of Genocide, 1951 I.CJ. 15, 23 (May 28) . 

54. S.C. Res . 1973, U.N. SCOR, 66th Sess., 6498th mtg., U.N. Doc. S/RES/1973 (Mar. 17, 2011). In 
another example, in 1992-1993, the Security Council mandated forceful action to create the environ
ment for humanitarian relief in Somalia. S.C. Res. 794, U.N. Doc. S/RES/794 (Dec. 3, 1992); S.C. Res . 
814, U.N. Doc. S/RES/814 (Mar. 26, 1993). 

55. See, e.g., Michael N. Schmitt, Bellum Americanum Revisited: U.S. Security Strategy and the Jus 
ad Bellum, 176 MIL. L. REv. 364, 409-425 (2003) ; Christopher Greenwood, International Law and the 
NATO Intervention in Kosovo, 49 INT'L & CoMP. L.Q. 926 (2000). The British House of Commons also 
assessed the legality of the humanitarian intervention in Kosovo. Select Committee on Foreign Affairs, 
Fourth Report, 1999-2000, H.C. 28-1, <)[144 (UK). 

56. U.N. Doc. S/22133 (Jan. 22, 1991); S.C. Res . 866, U.N. Doc. S/RES/866 (Sept. 22, 1993); U.N. 
Doc. SC/6481 (Feb. 26, 1998); S.C. Res . 1260, U.N. Doc. S/RES/1260 (Aug. 20, 1999). For a detailed 
overview of cases of humanitarian intervention with and without Security Council approval, see 
FRANCK, supra note 7, at 135-173. 

57. See, e.g., Letter from the Secretary-General to the President of the Security Council, U.N. Doc. 
S/1999/1257 (Dec. 16, 1999). The U.N. Security Council eventually approved deployment of a peace 
force (United Nations Mission in Darfur, or UNAMID) in 2007 following the signing of the Darfur 
Peace Agreement in 2006. The operation continues today. S.C. Res. 1769, U.N. Doc S/RES/1769 (July 
31, 2007). 

58. For an excellent contemporary discussion of the Kosovo case, see Adam Roberts, NATO's 
"Humanitarian War " over Kosovo , 41 SURVIVAL no. 3 (1999), at 102. 

59. U.N. Doc. S/PV.3989 (Mar. 26, 1999). China, Russia and Namibia voted in favor of the 
resolution. 
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intervention has fully emerged appears premature.6° For instance, even in the 
most prominent example of extra-Security Council intervention - Kosovo - par
ticipating states appeared hesitant to style "Operation Allied Force" as prec
edent for future humanitarian interventions. On the contrary, they treated the 
situation as "unique," although it is unclear precisely how it was so as a matter 
of international law.61 

More controversial is the existence of a "responsibility to protect," not a mere 
right of humanitarian intervention, when conflict leads to humanitarian calami
ties.62 Because the former is a moral obligation and a political choice, not a 
legal entitlement, a separate legal basis must exist before states may intervene to 
fulfill that responsibility.63 For example, the U.N. Secretary-General character
ized Resolution 1973 as affirming the international community's implementa
tion of its responsibility to protect in the Libya case.64 But it was the resolution 
itself, not any purported legal justification associated with the responsibility to 
protect, which provided the legal ground for mounting the operations to protect 
the civilian population. 

Whether a legal right of humanitarian intervention presently exists is a fair 
matter for legal debate.65 After all, humanitarian intervention would dramati
cally pierce a territorial state's sovereignty, violating a cornerstone principle in 
the international legal architecture. Therefore, if such a right does exist, the 
level of suffering on the part of the civilian population must be very high before 
it vests, generally at a level understood to involve "gross and systematic" 

60. RANDELZHOFER & DORR, supra note 7, at 222-226. 
61. See, e.g. , Madeline K. Albright, Prepared Remarks at the Council on Foreign Relations (June 28 , 

1999) ("Some hope, and others fear, that Kosovo will be a precedent for similar interventions around 
the globe. I would caution against any such sweeping conclusions. Every circumstance is unique. "). 

62. For the foundational document on the responsibility to protect, see INT'L COMM. ON INTERVENTION 
AND STATE SOVEREIGNTY, THE RESPONSIBILITY TO PROTECT (2001) , available at http://responsibilitytopro 
tect.org/lCISS %20Report.pdf. See also Gareth Evans & Mohamed Sahnoun, The Responsibility to 
Protect, FOREIGN AFF. , Nov.-Dec. 2002, at 99. The United States supports the concept of a responsibility 
to protect as set forth in the Outcome Document of the 2005 U.N. World Summit, G.A. Res. 60/1, 
<Jl'l[l38-140, U.N. Doc. A/RES/60/1 (Oct. 24, 2005) . International Conflict Resolution and Avoidance, 
2012 DrGEST §17, at 570. See also United States Mission to the United Nations, Remarks by the United 
States at an Informal Discussion on "Responsibility while Protecting" (Feb. 21, 2012), available at 
http://usun.state.gov/briefing/statements/l 84487 .htm. 

63. See INT'L COMM. ON INTERVENTION AND STATE SOVEREIGNTY, supra note 62, at <J[6.9 (emphasizing 
that only the United Nations can legally intervene to safeguard "international peace and security"). 
Interestingly, the Commission 's report on the responsibility to protect raises the question of whether it 
would be legitimate to bypass the Security Council "in a conscience-shocking situation crying out for 
action." Id. at <J[6.37. For a discussion of the various interpretations of the Responsibility to Protect, see 
Jose E. Alvarez, The Schizophrenias of R2P, in CRIMINAL JURISDICTION 100 YEARS AFTER THE 1907 
HAGUE PEACE CONFERENCE 212 (Willem J.M. van Genugten et al. , eds., 2009). 

64. Press Release, Secretary-General Says Security Council Action on Libya Affirms International 
Community 's Determination To Protect Civilians from Own Government 's Violence, U.N. Press 
Release SC/20201 (Mar. 18, 2011). On the Responsibility to Protect, see G.A. Res . 63/308 , U.N. Doc. 
A/RES/63/308 (Sept. 14, 2009) and documents referenced therein. 

65 . For an interesting discussion of the subject with robust policy recommendations, see CouNCIL ON 
FOREIGN REL., SPECIAL REPORT No. 9, INTERVENTION To STOP GENOCIDE AND MAss ATRocmEs (2009). 
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human rights violations.66 The use of chemical weapons by Syria to date, while 
a violation of international law, does not rise to that level. Humanitarian 
intervention could therefore only be justified, if at all, in response to the totality 
of the human suffering, which, of course, would include any casualties caused 
by the employment of chemical weapons. Assuming, arguendo, that the right to 
humanitarian intervention applies, the exercise of that right is limited to actions 
strictly necessary to arrest the suffering; humanitarian intervention that is a 
subterfuge for other purposes clearly violates the principle of sovereignty.67 

Ultimately, without a Security Council resolution, citing humanitarian interven
tion as the legal basis for providing lethal aid to the Syrian rebels appears 
tenuous. 

d. Military Aid to the "Government" of Syria. International law does not bar 
the transfer of arms by one state to another, absent a Security Council sanctions 
regime (or other applicable treaty-based regime) or use of the arms to commit 
human rights violations. Therefore, a possible legal justification for the provi
sion of military aid to the Syrian rebels would be that the rebels concerned have 
become Syria's government under principles of international law. Indeed, if this 
were the case, states would be entitled to directly use force to assist the (former) 
rebels in their non-international armed conflict with the Assad's forces, which 
would now legally assume the role of "the rebels." This is precisely what 
occurred in Afghanistan following the ouster of the Taliban and the subsequent 
recognition of the Karzai government by the international community. 68 Once 
the insurgents and the Taliban switched roles , the international armed conflict 
between coalition states and Afghanistan (under the Taliban government) trans
mogrified into international assistance to Afghanistan under Karzai in its non
international armed conflict with the Taliban.69 

In international law, a government is entitled to represent the state internation
ally in terms of compliance with its obligations and enforcement and exercise of 
its rights. The key criterion for recognition as a government is "effective control 
of that state."70 This has long been the law. For instance, in the 1923 Tinoco 
Concessions Arbitration, the arbitrator, William Howard Taft, former President 
and then U.S. Supreme Court Chief Justice, cited an extract from John Basset 
Moore's Digest of International Law as "the general principle which has had 
such universal acquiescence as to become well settled international law": 

66. Vaughan Lowe & Antonios Tzanakopoulos, Humanitarian Intervention, in MAX PLANK ENCYCLO
PEDIA OF PUBLIC INTERNATIONAL LAW (2011), available at http://opil.ouplaw.com/home/EPIL. 

67 . Ian Brownlie, Humanitarian Intervention, in LAW AND CIVIL WAR IN THE MODERN WORLD 217, 
222-226 (John Norton Moore ed., 1974). But see Ryan Goodman, Humanitarian Intervention and 
Pretexts for War, 100 AM. J. INT'L L. 107 (2006). 

68. See S.C. Res. 1419, U.N. Doc. S/RES/1419 (June 26, 2002). 
69 . On the evolution of the characterization of the conflict, see Francoise J. Hampson, Afghanistan 

2001-2010, in INTERNATIONAL LAw AND THE CLASSIFICATION OF CONFLICTS 242 (Elizabeth Wilmshurst ed., 
2012). 

70. RESTATEMENT (THIRD) OF FOREIGN RELATIONS LAW §203 (1987). 
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The origin and organization of government are questions generally of internal 
discussion and decision. Foreign powers deal with the existing de facto 
government, when sufficiently established to give reasonable assurance of its 
permanence, and of the acquiescence of those who constitute the state in its 
ability to maintain itself, and discharge its internal duties, and its external 
obligations.71 

153 

In November 2012, a number of opposition groups formed the National 
Coalition for Syrian Revolutionary and Opposition Forces (Syrian Opposition 
Coalition, or SOC), which claimed to be the legitimate government of Syria and 
agreed to set up an Interim Government upon receiving international recogni
tion. 72 The six states that are members of the Gulf Cooperation Council 
promptly recognized the SOC.73 France, Turkey, and Italy soon announced that 
the SOC was the "legitimate representative" of the Syrian people, as did Spain, 
the United Kingdom, Denmark, and Norway the following month. 

Other states and organizations proved more cautious. For instance, the For
eign Ministers of the European Union, who were meeting in Brussels, issued a 
statement that "[t]he EU considers them legitimate representatives of the aspira
tions of the Syrian people."74 Germany noted that the SOC "represents the 
legitimate interests of the Syrian people,"75 while Belgium, the Netherlands and 
Luxembourg recognized the SOC as "the legitimate representative of the Syrian 
people in this transition period leading to a free and democratic Syria."76 

These states carefully crafted their statements on the matter, so much so that 
the legal meaning to be attributed to them became abstruse. Of particular note in 
this regard was a description of the SOC as the "legitimate representative of the 
Syrian people" by a State Department spokesperson during a press briefing in 
November 2012.77 The next month, the United States reiterated this characteriza
tion at the Friends of the Syrian People meeting.78 However, lest these state-

71 . Aguilar-Amory and Royal Bank of Canada Claims (Gr. Brit. v. Costa Rica), 1 R.I.A.A. 369, 378 
(Oct. 1923) (quoting John Bassett Moore, 1 DIG. lNT'L L. 249 (1906)). 

72. Agreement on the Formation of the National Coalition of Syrian Revolutionary and Opposition 
Forces, Nov. 11 , 2012. For a classic treatment of the law governing recognition of states, see HERSCH 
LAUTERPACHT, RECOGNITION IN INTERNATIONAL LAW, pt. 2 (1947). 

73. In March 2013, the Arab League officially granted Syria's seat to the SOC. Ala Droubi & Rick 
Gladstone, Syrian Opposition Joins Meeting of Arab League, N.Y. TIMES, Mar. 27, 2013, at A3. 

74. E.U. Council Conclusions on Syria, 16392/12, <j[2, Nov. 19, 2012 (emphasis added) , available at 
http:/ /register.consilium.europa.eu/pdf/en/ 12/st 16/st 16392.en 12. pdf. 

75. Germany Expels Syrian Embassy Staff, DEUTSCHE WELLE (Oct. 12, 2012) (emphasis added), 
http://www.dw.de/germany-expels-syrian-embassy-staff/a-164422 I 0. 

76. Benelux-messages at Group of Friends-meeting Marrakech (Dec., 12, 2012) (emphasis added), 
available at http:/ /www.rijksoverheid.nl/documenten-en-publicaties/besluiten/2012/ l 2/ l 3/benelux
messages-at-group-of-friends-meeting-marrakech-12-december-2012.html. On the issue of terminol
ogy, see STEFAN TALMON, UNIV. OF BONN, BONN RESEARCH PAPERS ON PUBLIC INTERNATIONAL LAW No. 
1/2013: RECOGNITION OF OPPOSITION GROUPS AS THE LEGITIMATE REPRESENTATIVE OF A PEOPLE (2013 ). 

77. David Toner, U.S. Dep't of State Deputy Spokesperson, Press Briefing at the State Department 
(Nov. 13, 2012), available at http://www.state.gov/r/pa/prs/dpb/2012/ll/200477.htm#SYRIA. 

78. DIGEST, supra note 62, at 281. 
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ments be misconstrued, the State Department noted in its 2012 Digest of U.S. 
Practice in International Law that "[t]he United States does not recognize the 
SOC as the government of Syria. "79 

The United States had drawn a distinction between representation of the 
Syrian people on the basis of legitimacy and representation of the Syrian state 
on the basis of international law. Whether other states intended to make the 
same distinction remains unclear. Nevertheless, only U.S . recognition of the 
rebels as a government would provide a colorable legal basis for treating them 
as entitled to receive U.S. lethal aid. The express U.S. rejection of such 
recognition rules out this basis for arms transfers. 

It is a rejection that appears well founded in law, given the rebels' lack of 
control over the organs of the state or significant areas of the country, especially 
its capital Damascus. Recognizing the SOC as the government would have 
raised difficult legal questions. As noted in the Restatement (3d) of Foreign 
Relations Law: 

Recognizing or treating a rebellious regime as the successor government 
while the previously recognized government is still in control constitutes 
unlawful interference in the internal affairs of that state. If recognition or 
acceptance of the rebellious regime is accompanied by military support, it 
may violate Article 2(4) of the United Nations Charter as a use or threat of 
force against the political independence of the other state. 80 

Since the United States does not recognize the SOC or any other rebel group as 
the government of Syria, it may not transfer arms to them on the basis of 
state-to-state assistance in a non-international armed conflict. 

e. Self-Determination. Any argument that lethal aid may be provided to the 
Syrian rebels based on the principle of self-determination is questionable at 
best. 81 This is so even though the right accrues to "peoples"82 and the SOC is 
widely labeled the legitimate representative of the Syrian people. Traditionally, 
the right of self-determination has been viewed as applicable only to instances 

79. Id. 
80. RESTATEMENT (THIRD), supra note 70, §203 cmt. g. 
81. On this issue, see Dapo Akande, Self Determination and the Syrian Conflict, EJIL: TALK! (Dec. 

6, 2012), http:/ /www.ejiitalk.org/self-determination-and-the-s yrian-confl ict-recogni tion-of-s yrian
opposi tion-as-sole- legi timate-represen tati ve-of-the-syrian-people-w hat-does-this-mean-and-what
qj implications-does-it-have/. The right of self-determination has been affirmed in numerous /CJ 
judgments and opinions. See, e.g., East Timor (Portugal v. Australia) 1995 I.CJ. 90, fl31 , 37 (June 30); 
Wall, supra note 7, at<J[ll8 . 

82. International Convention on Civil and Political Rights, art. 1, Dec. 16, 1966, 999 U.N.T.S . 171 ; 
International Convention on Economic, Social and Cultural Rights, art. 1, Dec. 16, 1966, 993 U.N.T.S . 
3. 
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of colonial domination, alien occupation, and racist regimes. 83 As the situation 
in Syria does not fit easily into any of these narrow categories, application to the 
Syrian case would require a very liberal interpretation of the concept. 

Even if the right of self-determination applied in Syria, it remains unsettled 
whether external states are entitled to provide military aid to peoples fighting 
for self-determination. Of course, arming national liberation movements was 
relatively common during the latter half of the 20th century. Indeed, on numer
ous occasions the General Assembly spoke approvingly of providing aid to 
national liberation movements involved in armed self-determination struggles. 84 

Nevertheless, many states, including the United States, treated such assistance 
as unlawful. It would be paradoxical if the United States now embraced such an 
argument to justify its support of the Syrian rebels. Moreover, as one commenta
tor has perceptively noted, "if the rule which permits foreign support to those 
fighting for self-determination were extended to cases like Syria, i.e., cases of 
opposition forces fighting against the government of an independent state, this 
exception to the principle of non-intervention and the prohibition of the use of 
force threatens to swallow up the rule."85 

f Countermeasures. Under the law of state responsibility, "the wrongfulness 
of an act of a State not in conformity with an international obligation towards 
another State is precluded if and to the extent that the act constitutes a 
countermeasure taken against the latter State."86 In other words, a state victim
ized by another state's unlawful act or omission may sometimes respond with 
its own otherwise unlawful measure to induce that state to act lawfully. 87 

The possibility of styling a response to another state's unlawful act as a 
countermeasure is often overlooked. However, there are two significant hurdles 
to treating the arming of the Syrian rebels as such. First, countermeasures are 
generally only available in order to prompt compliance with an obligation owed 
to the state conducting them. 88 It is difficult to identify the breach of any 
obligation owed the United States by Syria. Even if such a breach existed, it is 
unclear how arming the Syrian rebels would remedy it. 

The United States - or any other state - might, however, seek to justify its 
arming of Syrian rebels as countermeasures in response to the breach of norms 

83 . For instance, see the reference to self-determination in Protocols Additional to the Geneva 
Conventions of 12 August 1949, and Relating to the Protection of Victims of International Armed 
Conflicts, art. 1(4), June 8, 1977, 1125 U.N.T.S . 3. 

84. G.A. Res . 2625 (XXV) (Oct. 24, 1970); G.A. Res . 3070 (XXVII) (Nov. 30, 1973); G.A. Res. 
35/227 (Mar. 6, 1981). 

85. Akande, Self Determination and the Syrian Conflict, supra note 81. 
86. Articles on State Responsibility, supra note 15, art. 22. 
87 . It must be cautioned that countermeasures are subject to a number of strict requirements, such as 

proportionality. Id., arts . 51-52 . 
88. Gabcikovo-Nagymaros Project (Hung. v. Slovk.), 1997 I.CJ. 7, <][83 (Sept. 25). 
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to rebels involved in a non-international armed conflict internationalizes an 
armed conflict, such that an armed conflict between the two states exists. 
Instead, to "internationalize" a non-international armed conflict, an external 
state must exercise "overall control" over the rebel group in question. The 
International Criminal Tribunal for the Former Yugoslavia's Appeals Chamber, 
in a widely accepted pronouncement, has held that overall control "must 
comprise more than the mere provision of financial assistance or military 
equipment or training." 101 In any event, it is inconceivable that a state could be 
permitted to act illegally to create the conditions that would render its unlawful 
actions legal. 

It thus appears clear that arming the Syrian rebels will not launch an armed 
conflict between the United States and Syria; it is not an "act of war." Similarly, 
it would not allow Syrian forces to target U.S . military personnel. 102 

CONCLUSION 

The provision of lethal aid to the Syrian rebels appears questionable from a 
purely legal perspective. It would arguably amount to a use of force. Neither of 
the traditional legal justifications for the )JSe of force - self-defense and authori
zation by the Security Council - applies in this case. While humanitarian inter
vention arguably offers a (weak) basis for the use of force, States would be wise 
to hesitate before embracing a liberal right to humanitarian intervention, be
cause such operations can serve as convenient subterfuges for armed interven
tion. In few situations would this risk for misuse of the justification be greater 
than in those involving lethal aid to rebels seeking to overthrow the government 
in a non-international armed conflict. Complicating matters in the Syrian case is 
the fact that the rebel forces include groups and individuals that have them
selves committed atrocities. 

Even if the provision of arms is not a use of force, the principle of non
intervention would appear to preclude the transfer of arms to the Syrian rebels. 
The aid cannot convincingly be labeled a countermeasure, and any assertion 

forces is an armed conflict . . .. " COMMENTARY: GENEVA CONVENTION FOR THE AMELIORATION OF THE 
CoNDlTION OF THE WOUNDED AND SrcK IN ARMED FORCES IN THE FIELD 32 (Jean Pictet ed., 1952); 
COMMENTARY: GENEVA CONVENTION FOR THE AMELIORATION OF THE CONDlTION OF THE WOUNDED, SICK AND 
SHIPWRECKED MEMBERS OF THE ARMED FORCES AT SEA 28 (Jean Pictet ed. , 1960); COMMENTARY: GENEVA 
CONVENTION RELATIVE TO THE TREATMENT OF PRlSONERS OF WAR 23 OF A UGUST 12, 1949 (Jean Pictet ed., 
1960); COMMENTARY: GENEVA CONVENTION RELATIVE TO THE PROTECTION OF CIVILIAN PERSONS IN TIME OF 
WAR 20 (Jean Pictet ed., 1958). 

101. Prosecutor v. Tactic, Case No. IT-94-1-A, Appeals Chamber Judgment, <j[l 37 (Int'! Crim. Trib. 
for the Former Yugoslavia July 15, 1999). 

102. This is so unless they engaged in activities that amounted to direct participation in hostilities. 
On the subject of direct participation, see INT' L COMM. RED CRoss, INTERPRETIVE GUIDANCE ON THE 
NonoN OF DIRECT PARTICfPATION IN HosTILJTJES UNDER INTERNATIONAL HVMANITARJAN LAW (2009). Whether 
generally training rebel forces to use the weapons is direct participation is a grey area of international 
humanitarian law. There is consensus, however, that training them to conduct a particular attack would 
constitute direct participation. Id. at 53. 
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that the situation is one implicating the right to self-determination is fraught 
with difficulty. Recognition of the SOC as the government of Syria (in what 
would be a legal fiction) might have provided a colorable basis for the military 
aid, but the State Department's confirmation that the United States had not 
recognized the group forecloses that option, as does the fact that recognition 
would be both counter-factual and counter-normative. 

Simply put, no justification for providing arms to the Syrian rebels is likely to 
survive objective legal examination. This conclusion is not meant to suggest 
that arming them would necessarily be illegitimate. NATO's air campaign 
against the Federal Republic of Yugoslavia in 1999 is a case in point. No clear 
legal basis for conducting Operation Allied Force existed, but 19 normatively 
mature states launched a deadly air campaign to stop the killing. Many observ
ers, including the author, agreed that the campaign, while unlawful, was legiti
mate.103 

States should be very cautious about using legitimacy as a justification for 
violating international law; to accept legitimacy as trumping legality is to risk 
admitting an exception that swallows the rules. But it must be acknowledged 
that because international law norms emerged in response to past events, they 
may prove lacking in the present political, operational, and moral context. The 
international community may begin ignoring or reinterpreting extant norms and 
new ones may materialize through treaty-making or the crystallization of custom
ary law. This is a natural process of law development by which legitimate 
actions can become lawful ones. Arguably, and only arguably, this dynamic is 
underway in the Syrian case, perhaps through a broadening of the purported 
right of humanitarian intervention. 

In this respect, it would be wise to heed the advice of former State Depart
ment Legal Adviser Harold Koh. Speaking to the American Society of Interna
tional Law in 2012, he cautioned international lawyers "confronting complexity" 
to avoid "short-sighted solutions in favor of thoughtful, nuanced approaches 
that might deliver lawful and durable solutions to complex global problems." 104 

It would also be wise to bear in mind that state practice engaged in out of a 
sense of opinio Juris contributes to the emergence of new norms. 105 Before it 
arms Syrian rebels, the United States needs to be comfortable with the prospect 
of contributing to the crystallization of a customary norm allowing other states 
to arm rebel groups in similar circumstances before it proceeds. 

103. For a discussion on legality and legitimacy, see FRANCK, supra note 7, at 174-191. 
104. Harold Hongju Koh, Legal Adviser, U.S. Dep't of State, Statement Regarding Syria at the 

American Society oflnternational Law Annual Meeting (Mar. 30, 2012) (emphasis added). 
10S. On customary intemat10nal law, see Yoram Dinstein, The Interaction Between Customary 

International Law and Treaties, 322 RECUEIL DES CouRS (2006). See also Pellet, supra note 29 and 
0PPENHEIM's INTERNATIONAL LAW, supra note 29. 
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Harmonizing Policy and Principle: 
A Hybrid Model for Counterterrorism 

James B. Steinberg* & Miriam R. Estrin** 

INTRODUCTION 

In the ongoing and evolving response to terrorism, the United States has had 
to confront a threat that straddles the line between armed conflict and criminal 
enterprise. Like traditional warfare, the United States confronts adversaries with 
the avowed intention to harm the United States as a political entity and the 
capacity to inflict massive casualties and extensive economic and physical 
destruction. But unlike traditional armed conflict, the adversary represents no 
state, and its members wear no uniform announcing their membership in a 
hostile organization. In this respect, these organizations bear important similari
ties to criminal organizations. 

Twelve years have passed since the terrorist attacks on September 11. What 
started out as a concentrated .response against one cohesive terrorist organiza
tion, al Qaeda, with a concentrated base in Afghanistan and Pakistan, began to 
spread as al Qaeda-supported affiliate organizations sprang up in the Arabian 
Peninsula, Somalia, and the Maghreb. But as U.S. counterterrorism efforts 
began to defeat al Qaeda's core - killing its leader Osama bin-Laden and many 
in his senior leadership ranks - the more diffuse affiliate groups continued to 
plot attacks aimed at the American homeland. Sometimes these affiliates planned 
attacks in coordination with the central al Qaeda organization, as the United 
States discovered when it intercepted communications between the leader of al 
Qaeda's Yemen-based offshoot and Osama bin Laden's successor, Ayman al
Zawahri, closing nineteen embassies across the Middle East and North Africa as 
a precaution against. 1 At other times, these terrorist groups have seemingly 
acted alone to strike at American and Western targets in their own neighbor
hoods, with localized attacks against the U.S. consulate in Benghazi and the BP 
oil facility in Algeria. Through Internet magazines and chat rooms, al Qaeda 
affiliates could radicalize individuals residing in America, and give them basic 
training to carry out small-scale attacks from their home base in American 

* Dean of the Maxwell School of Citizenship and Public Affairs at Syracuse University, and 
University Professor of Social Science, International Affairs, and Law. The views expressed in this 
article are solely those of the authors and do not necessarily reflect the views of the U.S. government. 
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** Postdoctoral Associate, Yale Law School. 
l. Alan Cowell, U.S. and Britain Withdraw Personnel from Yemen, lNT'L HERALD TRm ., Aug. 7, 

2013 , at 5; Lara Jakes & Adam Goldman, Embassy closings spurred by al-Qaida threat circulating on 
secretivejihadi chat rooms, ASSOCIATED PRESS, Aug. 15, 2013, available at http://www.vancouversun.com/ 
news/Threat+from + alQaid::: + ieaders + that+ closed+ embassies +discussed/878807 l/story.htrnl. 
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cities.2 
To deal with these unconventional threats, policymakers have employed a 

variety of sometimes controversial tools: some drawn from traditional warfare, 
some from crime fighting, and other, novel techniques developed to address this 
new kind of threat. These latter include indefinite detention without prosecution, 
"enhanced" interrogation, rendition to third countries, military tribunals, and 
targeted killing that successive U.S. administrations have sought to justify under 
domestic and international law. 

The variety of tools, and the choice between them, has been primarily driven 
by the varying objectives entailed in the conflict - to punish bad actors, but 
more importantly to prevent future acts of terrorism by incapacitating the 
enemy, deterring others from joining their ranks and pursuing future attacks, 
and gathering intelligence to disrupt terrorist plots and dismantle terrorist 
networks. In practice, which tools are used and when is shaped not just by the 
exigencies of the threat, but also by constraints imposed by the Congress and 
the courts, as well as the executive branch's own evolving views on domestic 
and international law. These constraints are frequently driven by factors, includ
ing political calculation, that are not directly related to immediate counterterror
ism objectives. The result is an operating environment in which the choice of 
tool is imperfectly related to the objective, and can lead to unwanted and 
undesirable outcomes - for example, a policy environment that leads decision
makers to favor killing rather than capturing the adversary for reasons unrelated 
to the safety of U.S. personnel, or that forces the detention of adversaries 
outside the United States rather than bringing them to the United States, which 
can strain U.S. foreign relations. 

Even after twelve years, only recently has there been an effort to develop a 
written framework to guide the U.S. response. President Obama recently an
nounced the existence of classified Presidential Policy Guidance to govern 
use-of-force decisions inside the executive branch.3 Even now, the public details 
on what rules would control decisions to detain or target remain slim, and the 
language of existing guidance seems to leave much room for flexible and 
permissive interpretation. 

This Article explores the tension between the policy objectives of this conflict 
( deterrence, incapacitation, and intelligence gathering) and the traditional legal 
frameworks used to justify them (the law of war and the criminal justice 
model). Part I examines the rationale for these policy tools and the limitations 
of each of the traditional frameworks for this conflict, looking at where histori
cal cases and American principles have drawn the line between security and 

2. STAFF OF SEN. COMM. ON HOMELAND SEc. & Gov'L AFF., lH}rn CoNG.,VIOLENT lSLAMIST EXTREMISM, 
THE INTERNET, AND THE HOMEGROWN TERRORJST THREAT 1, 11 (2008), available at http://www.hsgac. 
senate.gov/ /imo/media/doc/IslamistReport. pdf. 

3. President Barack Obama, Remarks at the National Defense University (May 23, 2013). 
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liberty. Part II looks at the ways that, in this conflict, all three branches have 
worked at cross-purposes and deviated from what, from a policy perspective, 
would seem to be a more appropriate legal framework. Finally, Part III lays out 
the basic components of a hybrid model, in a way that allows for effective 
counterterrorism policy without sacrificing legality and principle. 

l. PREVENTION AND PUNISHMENT IN THE TRADITIONAL MODELS 

Debates surrounding the propriety of policy tools in counterterrorism are 
often quick to jump to questions of what process is due to detainees, what 
evidence can be used in military tribunals, or whether American citizens can be 
targeted overseas, without focusing on the underlying rationale for why we 
would detain, prosecute, or target. Proponents prioritize the national security 
imperative of preventing terrorist attacks, and are prepared to violate traditional 
principles, including the danger of imposing costs on innocent individ
uals (so-called "Type I" errors, or false positives) as a regrettable but necessary 
cost. Critics focus on whether the use of various tools does violence to broadly 
held values, and explicitly or implicitly accepts increased risk (so-called "Type 
II" errors, or false negatives) as a necessary price for safeguarding those values. 

These opposing philosophical camps map fairly closely onto the difference 
between those who advocate an approach built on the peacetime criminal justice 
model and those who believe the starting point should be a wartime model. The 
first school recognizes that the safeguards built into the Bill of Rights and its 
associated jurisprudence - protecting the rights of the accused, the presumption 
of innocence, double jeopardy, and limitations on surveillance, all increase the 
risk that wrong-doers will remain at large, but that such risk is an acceptable 
price to pay for preserving the underlying liberty at the heart of the political 
system. Their willingness to accept this risk flows from two interrelated convic
tions: the central importance of culpability as a justification for the application 
of the coercive power of the state, and the need to limit the unbridled use of the 
state's power against citizens, however compelling the state interest. The crimi
nal justice model is dominated by the objective of punishing the guilty, while 
deterrence and incapacitation play a secondary role. 

The wartime model, however, is more utilitarian. It stems from the premise 
that the state can legitimately use tools in self-defense that would not be 
permissible in peacetime - killing or detaining the adversary without a determi
nation of individual culpability. Prevention, through incapacitation and deter
rence, is the dominant objective, while punishment takes a back seat. 

In practice, of course, the two models are not so starkly opposed. In the 
criminal justice case, police may use reasonable force in self-defense, even 
without a judicial determination of guilt. Suspects outside the United States may 
be detained and forcefully brought back to the United States without the usual 
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judicial process. Non-citizens are often afforded fewer rights than citizens.4 

Conversely, even in wartime, there are constraints on the state's use of force. 
For example, a state may not torture. 5 International law limits the state's ability 
to use force in going to war through the jus ad bellum constraints of military 
necessity and proportionality. During war, international humanitarian law limits · 
states to the jus in hello requirements of proportionality to limit collateral 
damage, and distinction to separate out "innocent" civilians from combatants.6 

But at its heart, the debate over each of the tools and tactics is a debate on 
whether counterterrorism should primarily be seen through a criminal justice or 
wartime lens. During the Bush Administration, proponents of the wartime lens 
believed that the United States was in a "global war on terror." From their 
post-September 11 frame of reference, "it certainly is no longer clear that the 
constitutional system ought to be fixed so as to make it difficult to use force. It 
is no longer clear that the default state for American national security is peace."7 

President Obama dropped the "global war on terror" frame, but still adapted the 
rhetoric of war. He emphasized that "[ w ]e are at war against al Qaeda .... And 
we will do whatever it takes to defeat them."8 On the other side, critics of the 
war model argue that counterterrorism is more like crime fighting. For them, 
war is "neither a persuasive description of the situation we face nor an adequate 
statement of our objectives. It misleads us as to the means that we will have to 
use. It provides undeserved dignity to our opponents."9 Instead, proponents of 
the criminal justice framework argue that "[ w ]e should recognize terrorism for 
what it is: a particularly dangerous and complex form of crime. And we should 
respond to this threat accordingly, with the tools that the well-developed 

4. Some of the disparity in treatment between citizens and aliens comes from domestic law. For 
example, military tribunals could be used to try citizens and non-citizens alike, but Congress has 
focused post-9/11 trials on non-citizens. Military Commissions Act of 2009, Pub. L. No. 111-84, 
§§1801-07, 123 Stat. 2190, 2574-2614 (2009) (establishing the Act "to try alien unprivileged enemy 
belligerents for violations of the law of war and other offenses triable by military commission); see also 
David Cole, Enemy Aliens, 54 STAN. L. REv. 953, 977 (2002). The Alien Enemies Act of 1798 
authorized the President to deport resident aliens whose countries of origin are at war with the United 
States. 50 U.S.C. §§21-24 (2012); Ludecke v. Watkins, 335 U.S . 160 (1948). But see Johnson v. 
Eisentrager, 339 U.S. 763, 772 (1950) (holding that enemy aliens could not seek habeas in federal 
court, but noting that this decision was imposed "as an incident of war, and not as an incident of 
alienage."). 

5. See, e.g., Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment or 
Punishment, Dec. 10, 1984, S. Treaty Doc. No. 100-20 (1988), 1465 U.N.T.S. 85; Geneva Convention 
Relative to the Treatment of Prisoners of War, art. 3, Aug. 12, 1949, 75 U.N.T.S . 135, 136-38; Filartiga 
v. Pena-lrala, 630 F.2d 876, 890 (2d Cir. 1980) ("[F]or purposes of civil liability, the torturer has 
become - like the pirate and slave trader before him - hostis humani generis, an enemy of all man
kind."). 

6. See, e.g., Steven R. Ratner, ]us ad Bellum and ]us in Bello after September 11, 96 AM. J. INT'L L. 
905 (2002). 

7. John Yoo, War, Responsibility, and the Age of Terrorism, 57 STAN. L. REv. 793,816 (2004) . 
8. President Barack Obama, Remarks by the President on Strengthening Intelligence and Aviation 

Security (Jan . 7, 2010), available at http://www.whitehouse.gov/the-press-office/remarks-president
strengthening-intelligence-and-aviation-security. 

9. PHrLlP B. HEYMANN, TERRORISM, FREEDOM, AND SECURITY: WINNING WITHOUT WAR 19 (2004). 
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criminal justice framework provides." 10 

We believe that this debate presents a false choice between the war and 
criminal justice models. We agree with scholars who recognize that neither 
framework is truly satisfactory, 11 and that "[a]s with so many legal dichotomies, 
that of 'crime' versus ' war ' does not fit an emergent reality" of terrorism in the 
post-9/11 age. 12 And we have looked at how this country has responded to this 
same dilemma throughout its history: with the Alien and Sedition Acts of the 
late eighteenth century, the suspension of habeas corpus in the Civil War, and 
Japanese internment and the Nazi saboteur cases in World War II. In the current 
debate, we have seen ad hoc attempts by all three branches to pick and choose 
between the two models, rather than a more systematic approach that recognizes 
that the pure criminal justice model cannot meet the legitimate state interest in 
protecting the security of citizens, while the pure war model does excessive and 
unnecessary damage to core values. Our goal is to develop an approach that 
recognizes the need to prioritize incapacitation and deterrence while limiting the 
damage to these deeply-held principles. 

Incapacitating terrorists is the most immediate way to meet counterterrorism 
objectives: preventing them from carrying out plots physically constrains their 
ability to function. But the government may also wish to deter and dissuade 
individuals from carrying them out in the first place. The focus on prevention 
can be seen throughout the executive branch characterization of its counterterror
ism operations. The focus in this conflict is "to prevent attacks instead of simply 
prosecuting those who try to carry them out." 13 Most of the United States ' 
counterterrorism efforts have aimed to prevent future attacks against the United 
States by constraining the ability of al Qaeda to plan them and by thwarting 
formed plots. 14 In some cases, the government may also wish to rehabilitate and 
counter-radicalize. Added to this mix is the importance of collecting intelligence 
to help the government understand the enemy or thwart specific plots . All of 

10. Miriam J. Aukerman, War; Crime, or War Crimes?: Interrogating the Analogy Between War and 
Terror, in ENEMY COMBATANTS, TERRORISM, AND ARMED CoNFLJCT LAW: A GULDE TO THE lssUES 162 (David 
K. Linnan ed., 2008). 

11. BRUCE ACKERMAN, BEFORE THE NEXT ATTACK: PRESERVING CIVIL LIBERTIES [NAN AGE OF TERRORISM 
44 (2006) ("So neither 'war ' nor 'crime' is really adequate. War does not express the public affront to 
national sovereignty left in the aftermath of a successful terrori st attack. But war talk threatens all of us 
with arbitrary power exercised without the restraint of legal safeguards developed over centuries of 
painful struggle. 'Crime' has proved itself adequate when dealing with dangerous conspiracies, but only 
within a social context that presupposes the government 's effective sovereignty."). 

12. RICHARD A. POSNER, NOT A SUICIDE PACT: THE CONSTITUTION IN A TIME OF NAT!O AL EMERGENCY 72 
(2006); see also Robert Chesney & Jack Goldsmith, Terrorism and the Convergence of Criminal and 
Military Detention Models , 60 STAN. L. REY. 1079, 1081 (2008) (writing that neither model can meet the 
"central legal challenge of modern terrorism," which is "the legitimate and preventive incapacitation of 
uniformless terrorists who have the capacity to inflict mass casualties and enormous economic harms 
and who thus must be stopped before they act"). 

13. President Barack Obama, Remarks by the President on National Security (May 21 , 2009), 
available at http:/ /www. w hi tehouse.gov /the-press-office/remarks-presiden t-national-securi ty-5-21-09. 

14. The White House, National Strategy for Counterterrorism 11 (201 l ), available at http://www. 
w hi tehouse. gov/sites/ defau It/files/ cou n terterrorism_strategy. pdf. 
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these must come together to achieve the main objective in this conflict, that is, 
"disrupting, dismantling, and eventually defeating" al Qaeda and its affiliates. 15 

In some cases, these goals can be mutually reinforcing. Incapacitating terror
ists may deter others from joining a terrorist organization. Incapacitating them 
through detention may yield intelligence that leads to the incapacitation of still 
more terrorists. But sometimes pursuit of one goal is may undercut the pursuit 
of another. Incapacitating an individual through targeted killing will, of course, 
foreclose any future opportunity to interrogate him for intelligence. Detention 
without trial or harsh interrogation may provide propaganda opportunities for 
terrorists to recruit new members. Indeed, an important element of the critique 
of the expanded use of drone strikes is the belief that they cause more harm than 
good in achieving counterterrorism objectives, not only by radicalizing future 
terrorists, but also by alienating publics in countries sympathetic to the United 
States. 16 

Prevention, therefore, comes in two types: the short-term prevention of bad 
acts - the next terrorist attack - and the long-term prevention of terrorism. This 
latter type involves addressing the root causes of terror, determining why 
individuals participate in terrorist activities in the first place, how they become 
violent extremists, or what compels them to join terrorist organizations, as well 
as how to mobilize governments and publics to support counterterrorism efforts. 
There is tension between these two types of prevention. Incapacitation of 
terrorists through detention or targeted killing may prevent attacks in the short 
term, but may paradoxically work against prevention in the long term. The use 
of force against terrorists can backfire. As the Israeli experience suggests, it can 
enrage local populations, encourage new recruits to join terrorist organizations, 
and draw the condemnation of allies.17 Both short-term and long-term preven
tion are vital national interests, but it is important that they do not work at 
cross-purposes. Tethering short-term prevention efforts to broadly accepted 
domestic and international principles can go a long way to square the circle. 

The decisions concerning which tools to use and what trade-offs to accept are 
quintessential policy questions. Yet, to say that they are policy questions does 
not mean that the choice of which rule of law framework to apply is irrelevant, 
because that choice itself has important policy implications that go beyond the 
moral questions of whether and under what circumstances government may use 

15. Id. at 1. 
16. See, e.g., Sudarsan Raghavan, In Yemen, U.S. Airstrikes Breed Anger, and Sympathy for 

al-Qaeda, WASH. PosT, May 29, 2012, http://articles.washingtonpost.com/2012-05-29/world/3545 
6187 _l_aqap-drone-strikes-qaeda ("But as in the tribal areas of Pakistan, where U.S . drone strikes have 
significantly weakened al-Qaeda's capabilities, an unintended consequence of the attacks has been a 
marked radicalization of the local population"); PEW REs. CENT., Pakistani Public Opinion Ever More 
Critical of U.S. , June 27, 2012, at 12 ("Among [Pakistanis] who have heard a lot or a little [about drone 
attacks that target leaders of extremist groups], nearly all (97%) consider them a bad thing."). 

17. See, e.g. , DANIEL BYMAN, A HIGH PRICE: THE TRIUMPHS & FAILURES OF ISRAELI CouNTERTERRORISM 
5 (2011) (noting that Israel often "blunders from crisis to crisis without a long-term plan for how to 
solve the problem once and for all"). 
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force against individuals. 
In this conflict, the question that should drive policy is what rule of law 

framework is best suited to achieve our long-term national security objectives
which includes, but is not limited to, immediate counterterrorism needs, and 
recognizes that an approach consistent with core values is itself a "national 
security" objective. 

A. Historical Cases 

We argue that the law of war and criminal law paradigms, taken separately, 
are ill suited for today's modem conflict. This is, however, not the first time that 
America has grappled with the choice between the criminal justice and law of 
war paradigms. As history shows, the decision of which model to choose is a 
fraught one. Suspending domestic criminal laws, for example, can unintention
ally de-legitimize government efforts against what would otherwise be a legiti
mate target of a state's police power. In times of emergency, domestic law 
allows the executive branch to_ respond to the exigencies of the circumstances, 
but it can also overreach. 

The first example of Congressional-Executive overzealousness was in the 
Federalist Era, with the Alien and Sedition Acts of 1798. These statutes were 
enacted against the backdrop of the French Revolution, with inter-party disputes 
between the Federalists and the Democratic-Republicans in the foreground, and 
amidst fears that the same radicalism and revolts would spill over to the United 
States. 18 The Alien Act authorized the President to deport any alien he deemed 
"dangerous to the peace and safety of the United States" and denied aliens 
access to federal judges to petition for writs of habeas corpus. 19 The Sedition 
Act made defamation - "false, scandalous, and malicious writing" - of the Presi
dent or Congress illegal.20 Both Acts contained sunset clauses, with the "emer
gency" legislation set to expire two years after enactment.21 In practice, 
authorities only prosecuted Republican critics of the Federalist government 
under the Sedition Act (all of whom were later pardoned by Thomas Jefferson), 
and did not enforce the Alien Act at all. 22 A century and a half later, the 
Supreme Court found that although the Sedition Act was never formally struck 
down in court, "the attack upon [its] validity has carried the day in the court of 
history."23 The disavowal of this kind of selective prosecution for acts that were 
considered core First Amendment rights served as a reminder that even during 

18. JoHN C. MILLER, CRJSlS IN FREEDOM : THE ALIEN AND SEDJTION ACTS 141 ( 1951). 
19. Id. at 52-53; Alien Act of June 25, 1798, ch. 58, § 1, 1 Stat. 570 (1798). 
20. Sedition Act of July 14, 1798, ch. 74, §2, l Stat. 596 ( 1798). 
21. The Alien Enemy Act, enacted at the same time as the Alien and Sedition Acts, did not contain a 

sunset provision and remains in force today. It authorizes the President to deport aliens if the United 
States is at war with their home countries. Alien Enemy Act of July 14, 1798, ch. 66, § 1, 1 Stat. 577 
(1798) (current version at 50 TJ.S.C. §§21-24 (2012)). 

22. Cole, supra note 4, at 990. 
23. New York Times Co. v. Sullivan, 376 U.S. 254, 276 (1964). 
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times of perceived emergency, certain civil liberties have to be protected. 
The Civil War not only tested the limits of the traditional criminal and rule of 

law paradigms, but also raised sharply the question of the respective role of the 
three branches in determining which rule of law framework to apply. President 
Lincoln had to wrestle with the appropriate rule of law framework immediately · 
after Confederate forces attacked Fort Sumter. Lincoln maintained that Southern 
secessionists were rebels and traitors to the United States, and treated them as 
criminals. To have had Congress declare war would not only have implicitly 
recognized the "inter-state" nature of the conflict, but would have conferred on 
rebels the right to special treatment under the laws of war. At the same time, 
Lincoln also employed tools associated with war. With Congress away on 
recess, Lincoln relied on his emergency powers to call up state militias for 
military service, authorize money for military acts, and blockade Confederate
held ports. 

The decision to blockade Southern ports blurred the lines between the 
international laws of war and domestic criminal law. Nations do not blockade 
their own ports - they close them. If the Southerners, in Lincoln's view, had not 
seceded, then Southern ports could not technically be blockaded. These are 
legal semantics, but they carried important foreign policy consequences. 24 The 
British and French, whose economies depended on Southern cotton, sent de
marches to Washington against port closure. If Lincoln merely "closed" the 
ports, their merchant ships would be subject to American domestic criminal law. 
If Lincoln issued a blockade, however, captured ships would be subject to the 
international laws of war and prize courts - a set of rules familiar to, indeed 
written by, these Western powers.25 But a blockade would have the same 
implications as a congressional declaration of war. Applying the laws of war 
would give Southerners legitimacy. Indeed, the Supreme Court ruled in the 
Prize Cases that even without an express declaration of war by Congress, the 
Civil War qualified as an armed conflict. Lincoln had the authority to implement 
a blockade, to which law of war principles applied.26 Yet even as the Court 
declared the Civil War an armed conflict, Lincoln would not confer combatant 
status to Confederate soldiers. He maintained a naval blockade operating under 
the laws of war, but treating acts of "[a]rmed or unarmed resistance by citizens 
of the United States against the lawful movements of their troops ... [as] trea
son."27 

Meanwhile, several states had already seceded from the Union, and Virginia 
joined them on April 17, 1861. With Washington nearly surrounded on all sides, 
Lincoln's generals would have to rely on Maryland, which was also teetering 
toward secession, to move troops, communications, and supplies. Without 

24. JoHN FABIAN Wrrr, LINCOLN'S CODE: THE LAws OF WAR IN AMERICAN HrsTORY 144-147 (2013). 
25 . BRIAN MCGINTY, LINCOLN AND THE COURT 122-125 (2008). 
26. The Brig Amy Warwick (The Prize Cases), 67 U.S. (2 Black) 635 (1863). 
27. Abraham Lincoln, General Orders, art. 157, G.O. 100 (1863). 
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Maryland, Washington would be cut off from the North.28 As the Confederate 
army seemed poised to take over Baltimore, Lincoln unilaterally au thorized 
General Winfield Scott, Commanding General of the Union Army, to suspend 
the writ of habeas corpus whenever the public safety required it. 29 It was the 
first, and only, time in history that a president suspended the writ without 
authorization from Congress.30 Supreme Court Chief Justice Taney, riding 
circuit in federal court in Mary land, ruled that Lincoln's suspension was ille
gal. 3 1 For Taney, the text of the Constitution was clear: only Congress had the 
authority to suspend the writ. The Chief Justice could imagine no situation 
under which the president "in any emergency" could take such action, espe
cially when civilian courts remained open to hear cases. 32 

Lincoln ignored the court's ruling, and made his appeal directly to Congress 
in a special session called on the 4th of July, 1861. Lincoln defended his acts , 
"whether strictly legal or not," as necessary, "trusting, then as now, that 
Congress would readily ratify them."33 Lincoln later wrote that "measures, 
otherwise unconstitutional, mi_ght become lawful, by becoming indispensable to 
the preservation of the constitution, through the preservation of the nation."34 In 
this period of emergency, it took a seemingly unconstitutional act to save the 
Constitution. In the end, the issue was moot. Congress ratified the suspension of 
the writ ex post.35 

The twentieth century brought other "national emergencies" that have called 
forth responses that challenged traditional limits on government power: the 
Palmer Raids in 1919 and 1920, in which the Attorney General encouraged the 
arrest of some 4,000-10,000 individuals suspected of being radical leftists, and 
the internment of over 110,000 Japanese and Japanese Americans during World 
War II. 36 For advocates of Japanese internment, the lack of evidence of sabo
tage only underscored the dangerousness of these individuals. Then-governor of 
California Earl Warren said it was "quite significant that in this great state of 
ours we have had no fifth-column activities and no sabotage reported. It looks 
very much to me as though it is a studied effort not to have any until the zero 

28 . DORIS KEARNS GOODWIN, TEAM OF RIVALS: THE POLITICAL GEN IUS OF ABRAHAM LINCOLN 353 
(2005); WlLLIAM H. REHNQUIST, ALL THE LAWS BUT ONE: CIVIL LIBERTIES IN WARTIME 22-23 (1998). 

29. Letter from Abraham Lincoln to General Winfield Scott (Apr. 27, 1861 ), in 6 THE COMPLETE 
WORKS OF ABRAHAM LINCOLN 258 (John G. Nicolay & John Hay eds., 1894). 

30. Trevor W. Morrison, Hamdi '.s Habeas Puzzle: Suspension as Authorization 7, 91 CORNELL L. REv. 
411, 428-29 (2006). 

31. Exparte Merryman, 17 F. Cas. 144, 151-152 (C.C.D. Md. 1861 ) (No. 9487). 
32. Id. at 149; see also U.S . CONST. art. 1, §9, cl.2 ("The privilege of the writ of habeas corpus shall 

not be suspended, unless when in cases of rebellion or invasion the public safety may require it."). 
33. Abraham Lincoln, July 4th Message to Congress (July 4, 186 l ), available at http://millercenter.org/ 

scripps/archive/speeches/detail/3508. 
34. Abraham Lincoln, Letter to Alfred G. Hodges (Apr. 4, 1864), in LLNCOLN: SPEECHES AND 

WRITINGS: 1859-1865, 585-.586 (Library of America, 1989). 
35 . Act of Mar. 3, 1863, ch. 81 §I, 12 Stat. 755 . 
36. Cole, supra note 4, at 992-993. 
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hour arrives."37 General DeWitt, who recommended that President Roosevelt 
issue Executive Order 9066, argued that the absence of sabotage was "a 
disturbing and confirming indication that such action will be taken."38 In 
addition to the absence of sabotage, the presence of "unassimilated" Japanese
Americans who lived together and congregated around harbors and other places 
with critical infrastructure was proffered as evidence of the impending danger. 39 

The U.S. Government also made the argument that because Japanese Americans 
were discriminated against, they could possibly resent the United States and 
become disloyal.40 The Supreme Court decided that it was "unable to conclude 
that it was beyond the war power of Congress and the executive to exclude 
those of Japanese ancestry," even citizens whose loyalty was not questioned, 
because "when under conditions of modern warfare our shores are threatened by 
hostile forces, the power to protect must be commensurate with the threatened 
danger."41 In hindsight, there is near universal condemnation of the internment, 
which utterly lacked individualized determinations with procedural safe
guards.42 

The use of military commissions in World War II was also an alternative tool 
used by the executive to skirt traditional procedures in federal court. President 
Roosevelt sent eight Nazi saboteurs to military commissions, including one 
American citizen. The legality of the commission forum was upheld by the 
Supreme Court in Ex parte Quirin, under the theory that they had clandestinely 
entered the United States as "unlawful belligerents," and therefore surrendered 
their prisoner-of-war status.43 Scholars have found the president's actions to be 
"a prosecution designed to obtain the death penalty" and the judicial acquies
cence as a "rush to judgment, ... an agonizing effort to justify a fait accom
pli. "44 The Court had issued its ruling just hours after oral arguments had ended, 
and issued its rationale for the decision only after six of the saboteurs had been 

37. JACOBUS TENBROEK, EDWARD N. BARNHART & FLOYD W. MATSON, PREJUDICE, WAR AND THE 
CONSTITUTION: CAUSES AND CONSEQUENCES OF THE EVACUATION OF THE JAPANESE AMERJCANS IN WORLD WAR 
II 83-84 (1954) . 

38. J.L. DeWitt, Japanese Evacuation from the West Coast, 1942: Final Report 34 (1943); see also 
Eugene V. Rostow, The Japanese American Cases-A Disaster, 54 YALE L.J. 489 (1945). 

39. DeWitt, supra note 38; see also Brief for the United States, Korematsu v. United States, 323 U.S. 
214 (1944) (No. 22), 1944 WL 42850, at *11-15; Brief for the United States, Hirabayashi v. United 
States, 320 U.S. 81 (1943) (No. 870), 1943 WL 71885. 

40. Id. Brief for the United States, Hirabayashi v. United States, 320 U.S. 81 (1943) (No. 870) at 
*21. 

41. Korematsu v. United States, 323 U.S. 214, 217-218, 220 (1944). 
42. Eric L. Muller, 12/7 and 9/11: War, Liberties, and the Lessons of History, l 04 W. VA. L. REv. 

571, 586 n.75 (2002) (citing cases in which Justices Breyer, Ginsburg, Kennedy, Scalia, Stevens, and 
Thomas wrote or joined opinions condemning Korematsu); see also Bruce Ackerman, The Emergency 
Constitution, 113 YALE L.J. 1029, 1043 (2004) (writing that Korematsu "is bad law, very bad law, very, 
very bad law."); David Cole, Judging the Next Emergency: Judicial Review and Individual Rights in 
Times of Crisis, 101 MICH. L. REv. 2565, 2575 (2003) (Korematsu "has served as an object lesson in 
what the Court and the government ought not to do in future crises."); Rostow, supra note 38. 

43. Exparte Quirin, 317 U.S. 1 (1942). 
44. David J. Danelski, The Saboteurs' Case, J. S. CT. HlsT, July 1996, at 61. 
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executed. At the time of the decision, Justice Frankfurter, wary of a showdown 
with the other branches of government, sent a memo to his colleagues urging 
them that ruling in favor of the saboteurs would leave "the seeds of a bitter 
conflict involving the President, the courts and Congress."45 He later reflected 
that the case was "not a happy precedent."46 Nevertheless, the executive branch 
has applied the precedent to justify trying combatants in military commissions, 
even where the same individuals might not be able to be convicted in federal 
court. 

That "the Constitution is not a suicide pact" is well ingrained in constitutional 
jurisprudence.47 Yet the need for flexibility does not inherently mean uncon
strained discretion. It suggests that one solution is simply to have different legal 
rules for emergencies. Indeed, there is a long tradition of Congress granting 
broad powers to the President contingent on the declaration of an emergency, 
although of course these are always constrained by the Constitution. In a recent 
example, members of Congress concerned with civil liberties used an emer
gency powers strategy during _ the debates over the original Patriot Act in the 
month after September 11. Recognizing they could not simply say "no" to an 
Administration and a public fearful about future attacks, but seeking a way to 
limit the impact of measures adopted at the height of anxiety, they inserted a 
sunset provision set to expire four years later.4 8 Going further, Bruce Ackerman 
has proposed an "emergency constitution" that would empower the Executive 
"to take extraordinary measures" to respond to terrorism.49 

The historical cases offer insight into how previous generations of Americans 
have dealt with conflict and emergency - and, taken together, make clear that 
national security "emergencies" are really a recurring feature of American 
history. They demonstrate the need for a more sustainable policy and legal 
framework to protect against the pendulum-like pattern that has characterized 
previous emergencies, which we believe stems from an unwillingness to em
brace more clearly the need to integrate the "prevention" perspective into our 
constitutional jurisprudence about national security and civil liberties. 

45 . LOUIS FISHER, NAZI SABOTEURS ON TRIAL: A MILITARY TRIBUNAL AND AMERICAN LAW 120 (2003). 
46. See Carlos M. Vazquez, 'Not a Happy Precedent ': The Story of Ex Parte Quirin, in FEDERAL 

COURTS STORIES 219 (Vicki Jackson & Judith Resnik, eds., 2009); see also Harold Hongju Koh, The 
Case against Military Commissions , 96 AM . J. lNT'L L. 337, 340 (2002) . 

47. For a history on the use of this phrase and its use in U.S. Supreme Court opinions, see Linda 
Greenhouse, The Nation; 'Suicide Pact, ' N.Y. TIMES, Sept. 22, 2002, §4, p. 14. 

48 . Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism Act of 2001 (USA Patriot Act), Pub. L. No. 107-56, 115 Stat. 272, §224 (2001) ; see 
also CHARLES DOYLE, CoNG. RESEARCH SERV., RL32186, "USA PATRIOT AcT SUNSET. PROVISIONS THAT 
EXPIRE ON DECEMBER 31, 2005" (2004), available at http://www.fas.org/irp/crs/RL32l86.pdf. In 2011, 
Congress voted to extend three sunset provisions to June 1, 2015 . PATRIOT Sunsets Extension Act of 
2011, Pub. L. No. 112-14, §2(a), 125 Stat. 216, 216 (codified as amended in scattered sections of 50 
U.S .C.). 

49. Ackerman, supra note 42, at 1031. 
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B. The Limitations of the Traditional Models 

Neither the traditional war model nor the criminal justice model, in their pure 
forms, provides an optimal framework for dealing with the unique challenges 
posed by terrorism. In a traditional war fought between the organized armed 
forces of nation states, it is easy to identify combatants by the military uniforms · 
they wear. Once a soldier has donned a uniform, he is a legitimate military 
target - not because of his individual guilt, but because of his status as an 
instrument of the adversary state. No individual threat assessment is made to 
judge whether the use of force is appropriate, as skilled and unskilled soldiers 
alike may be captured until the end of hostilities or killed. No distinction is 
made between conscripts and volunteers, nor is there any question of culpabil
ity. By virtue of their status, combatants receive certain privileges under the 
laws of war, like prisoner-of-war status50 and immunity from prosecution.51 The 
laws of war permit the state to hold combatants and civilians materially 
supporting military organizations without charge. The Geneva Conventions 
even permits the detention of innocent civilians where there is a security 
imperative. 

All of these rules stem from the underlying rationale of incapacita
tion - preventing the adversary from causing harm. When the threat ceases with 
the end of conflict, so too does the authority to deprive an individual of life or 
liberty solely on the basis of status. And this rationale also underlies the law of 
war distinction between combatants and non-combatants, and the rules prohibit
ing the deliberate use of force against non-combatants. 

There is an intuitive appeal to applying the law of war model to terrorism, 
since prevention is the core objective of counterterrorism. But in practice there 
are severe difficulties in translating the rules derived from traditional warfare to 
the counterterrorism challenge. Making this status determination - drawing the 
line between combatant and civilian - can be difficult. Individuals participate in 
conflicts outside state-controlled military organizations. Combatants do not 
wear uniforms distinguishing themselves from civilians and self-identifying as a 
legitimate target.52 To the contrary, terrorists depend on deception (hiding their 
status and intentions) as their modus operandi. Individuals might participate in 
hostilities as full-time members of a terrorist organization or as civilians 

SO. Geneva Convention Relative to the Treatment of Prisoners of War, Aug. 12, 1949, 6 U.S.T. 3316, 
75 U.N.T.S. 135 [hereinafter Third Geneva Convention]. 
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examples of belligerents who are generally deemed not to be entitled to the status of prisoners of war, 
but to be offenders against the law of war subject to trial and punishment by military tribunals."). 
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slipping in and out of conflict. Members of terrorist organizations play a variety 
of roles in support of terrorist operations, from those who carry out the attack to 
those who provide logistics or financing. There is no geographically well
defined battlefield. 

In the war model , the cost of false positives is high. This is especially true in 
the case of errors in targeted killing, which are, of course, irrevocable and 
irreversible. The criminal justice system has special protections surrounding the 
death penalty, and allows killing before due process only when, at the moment 
of arrest, the individual presents a danger to life around him. This risk is less 
severe for detention, where an individual erroneously detained can be released, 
or as the intelligence picture changes, an individual who posed a threat at the 
time of detention may no longer need to be held. But in this conflict, there is no 
clear end.5 3 There will be no peace treaty between two nation states to mark a 
temporal end to the threat, and therefore to the justification for the use of force . 

Applying the war model to counterterrorism is also problematic because the 
goal is not only to incapacitate, but to deter. In traditional warfare, the goal is 
not to deter individual combatants, but the state making war. Little thought is 
given to deterring soldiers from joining the war effort. Soldiers are not taken as 
prisoners of war to dissuade others from joining the military. 

Deterrence is more complicated in the counterterrorism case. First, while a 
state in most cases is concerned with regime survival (and therefore may be 
deterred by actions that threaten its survival), terrorist leaders may not be 
deterred by the danger of their own destruction. Second, in the counterterrorism 
case, individual terrorists as well as their leadership are an important element of 
deterrence, both because individual terrorists can pose real threats, and because 
a key counterterrorism goal is to deter new individuals from joining the 
terrorists' cause. 

Indeed, applying the war model may undermine deterrence. Allowing the 
unconstrained full-use of authorities under the war model may backfire, ironi
cally validating narrative appeal to potential recruits by defining the struggle as 
a legitimate response to hostile intent. The sheer disparity in military might 
between the United States government and the terrorist organizations can bring 
them sympathy and civilian support.54 Wrongful detention, and especially 
collateral damage accompanying targeted killing, can rally the local population 
against the United States and dampen domestic support for the government's 
war program. 55 The application of the war model poses risks that actions taken 
pursuant to that model may be perceived as - or cross the line into - actual 

53. Matthew C . Waxman, Detention as Targeting: Standards of Certainty and Detention of Sus
pected Terrorists, 108 CoLUM. L. REV. 1365, 1395 n. 107 (2008) (agreeing with the proposition, while 
acknowledging that for some, indefinite detention might "seem a fa te worse than death ."). 

54. See, e.g., Gabriella Blum & Philip Heymann , Law and Policy of Targeted Killing, l H ARV. N AT'L 
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55 . Id. at 166; see also Laura King, Afghan Uproar Belies a Cultural Divide, L.A. TIMES, Feb . 26, 

2012, at Al. 
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abuse, as with the torture and executions at Abu Ghraib. The images can serve 
as a powerful recruitment tool for the terrorists, rather than a deterrent. 

In addition, full reliance on the war model makes it more difficult for the 
United States to maintain allied support, both inside and outside countries with 
a terrorist threat, because many key partners reject the appropriateness of the · 
war model. First, the United States is increasingly relying on the support of 
allies for foreign intelligence, and even capture and detention outside the central 
battlefields.56 But several countries have made clear that they will not provide 
evidence or extradite suspects if the United States intends to use this assistance 
to prosecute suspects before military commissions. 57 Second, CIA rendition of 
terror suspects to secret prisons in Eastern Europe caused a strain in relations 
between the United States and its allies. 58 The treatment of detainees became 
"one of the most politically volatile issues affecting trans-Atlantic relations."59 

Afghan President Hamid Karzai has been firm in his opposition to military 
detentions pursuant to U.S. military authority at Bagram Airfield.60 

Yet pure reliance on the criminal justice model poses equally severe prob
lems. At its core, the criminal justice model is about punishment and to a lesser 
degree collective deterrence, rather than prevention. The focus on establishing 
individual guilt, the desire to avoid false convictions of the innocent and the 
associated procedural protections to prevent abuses of the state's police power 
all increase the risk of false negatives - allowing dangerous people to go free. 
The criminal law model largely rejects preventive incapacitation or targeting. 
The system prefers to punish individuals for past bad acts, irrespective of 
whether the individual may present a future risk. There is deep discomfort with 
the thought of incapacitating an individual prior to committing the prohibited 
act, regardless of the likelihood that the individual would commit a crime if left 
free. A law enforcement officer may arrest a suspect only with probable cause 
that criminal violation has taken place, based on a demonstrable evidentiary 
showing that is subject to third party review (for example, through the need to 
obtain an arrest warrant), and officers are constitutionally barred from shooting 
a suspect except in extreme circumstances, where they have "probable cause to 
believe that the suspect poses a threat of serious physical harm."61 Once 

56. See Eric Schmitt & Mark Mazzetti , U.S. Relies More on Aid of Allies in Terror Cases, N.Y. 
TIMES, May 24, 2009, at Al. 

57 . Eric Holder, Att ' y Gen., Dep ' t of Justice, Address at Northwestern University School of Law 
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58. Brian Knowlton , Issue of Secret Camps Strains U.S.-EU Relations, lNT'L HERALD TRIB., Nov. 30, 
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59. Id. 
60. See Azam Ahmed & Habib Zahori, Afghanistan Frees Detainees in Show of Sovereignty Before 
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61. Tennessee v. Garner, 471 U.S. 1, 11 (1985) ; see also Scott v. Harris, 550 U.S. 372 (2007) 
(holding that it was reasonable for a police officer in a high speed chase to run a vehicle off the road 
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arrested, the presumption is that the defendant is innocent until proven guilty. It 
is the state's burden to prove that the defendant is guilty beyond a reasonable 
doubt. The defendant is constitutionally guaranteed due process, including 
representation by counsel, a trial by jury, the right against self-incrimination, the 
right to appear before a neutral decision-maker, and the right to confront 
witnesses. If there is no charge available, the individual cannot be held. And if 
the government cannot present triable evidence or the individual has been 
formally acquitted of all charges, he must be let go. 

Of course, there are elements of prevention in the criminal law model as well, 
through individual and general deterrence. By calibrating crimes and punish
ment according to the severity of the offense, criminal law may convince an 
individual not to commit more serious criminal acts. Knowing in advance about 
punishment for a crime will likely be enforced might deter the individual from 
committing the crime in the first place.62 

But the deterrence approach to prevention embodied in the criminal justice 
model has two core weaknesses in the terrorism context. First, because of the 
potential scale of the harm (both in the terms of casualties and physical damage, 
and the political and symbolic damage from successful terrorist attacks), the 
failure of deterrence is much more costly in this context. Second, given the 
ideological motivation of the terrorists, even severe punishment may have little 
or no deterrent effect. Indeed, quite the opposite, the prospect of punishment 
may both enhance the status of the would-be terrorist as a martyr, and provide a 
propaganda opportunity for the terrorist organization to promote its message. In 
addition, the due process rights given to criminal defendants reduce the cer
tainty that punishment will follow the crime, thus weakening the deterrent 
effect, and can also interfere with intelligence gathering necessary to support 
prevention. Finally, when domestic law enforcement requires operations over
seas, the United States is limited by international norms that respect territorial 
boundaries of sovereign states. The United States cannot enter a country to 
arrest the individual, but must instead seek extradition. For all these reasons, 
pure reliance on the criminal justice model has severe flaws . 

Of course, even the criminal justice model has been adapted in some cases to 
deal with other specific harms that are not well addressed by the traditional 
approach. The most well-known examples involve the law of criminal con
spiracy and organized crime, which bear some important similarities to terrorist 
activities by focusing on the distinctive threat posed by the organization as well 
as the individual, and the availability of punishment based on intentions, rather 
than the commission of a criminal act. Even as domestic criminal law focuses 
on punishing overt individual acts, conspiracy law contemplates some notion of 

62. See JEREMY BENTHAM, THE THEORY OF LEGISLATION 336 (C. K. Ogden ed., K. Paul, Trench, 
Trubner & Co. 1931) (] 802). Jeremy Bentham theorized that if the cost of punishment would outweigh 
the value of the crime, the "repressive motive" would become stronger than the "seductive motive." See 
id. at 325-326. 
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collective guilt even long before the harmful act is committed.63 The Racketeer 
Influenced and Corrupt Organizations Act (RICO) has been used to prosecute 
the Mafia, another group that, like a terrorist organization, is "well organized, 
predatory, secretive, and disruptive of the social order."64 The analogy has been 
explicitly extended to deal with terrorism through domestic criminal statutes 
that make it a crime to knowingly provide, or conspire to provide, material 
support to terrorists and terrorist organizations. 65 

C. Reluctance to Use the Preventive-Incapacitation Model 

If the main goal in this conflict is to prevent another terrorist attack, and the 
costs of failure so high, why has U.S. jurisprudence been reluctant to embrace 
the prevention and incapacitation models, other than indirectly through deter
rence? At the forefront is surely the text, history, and precedent of the Constitu
tion, along with a "civic mythology" that administrative detention and punishment 
absent judicially supervised due process runs contrary our core beliefs. Within 
the Fifth Amendment, "[f]reedom from imprisonment- from government cus
tody, detention, or other forms of physical restraint - lies at the heart of the 
liberty" that the Due Process Clause is meant to protect.66 In addition to 
constitutional protections, there are underlying assumptions about personal 
responsibility and free will that militate against taking action against an indi
vidual until harm is actually carried out. The guilty, and only the guilty, should 
be punished, and the severity of their punishment should match the severity of 
their moral wrongdoing.67 

But the case against a prevention-centric model also has utilitarian dimen
sion: a judgment about the relative costs of false positives and false negatives. 68 

Even with strong indications that an individual intends harm, there is always the 
possibility of last minute moral conversion. Moreover, the legitimacy of the 
state's coercive power is undermined when it is used against those deemed 
innocent. The criminal justice system implicitly weighs the balance between 
false positives and false negatives in ways that increase the risk of false 

63. See Neal Kumar Katya], Conspiracy Theory, 112 YALE L.J. 1307, 1369 (2003); Robert M. 
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negatives. Much of the debate in criminal law over the last decades on the 
appropriate degree of procedural protections to provide suspects has focused on 
how far that balance should be tipped in favor of protecting the innocent (and 
curbing abuses of state power) compared with protecting society. 

But as with conspiracy law, our constitutional jurisprudence has identified 
circumstances that justify favoring false positives over false negatives. For 
example, the Framers anticipated that in times of emergency, the federal govern
ment would need greater flexibility for its detention authorities. The Constitu
tion's Suspension Clause permits suspension of the writ of habeas corpus when, 
in times of rebellion or invasion, Congress determines that public safety de
mands it. 69 When the writ is suspended, the executive can detain individuals 
without trial.70 It is unclear, however, whether the Suspension Clause only 
precludes judicial review of habeas petitions, or whether it affirmatively grants 
the executive additional detention powers.71 

In addition, Congress, affirmed by the courts, has carved out exceptions that 
. allow administrative detention in a limited set of cases.72 Congress and state 

legislatures have enacted administrative detention laws where release would 
cause a pressing public danger, and courts have upheld them where the defen
dant is given adequate procedural protections. Criminal defendants can be held 
preventively pending trial, for example, but only after a finding of probable 
cause based on factual evidence that an individual committed a crime, a finding 
that the defendant, if released before trial, would pose a danger to the commu
nity, and pending a speedy trial where a decision on individual innocence or 
guilt would be rendered.73 The Bail Reform Act authorizes a federal judicial 
officer to detain a defendant pending trial on the basis of future dangerous
ness,74 and the Supreme Court found that the Act did not violate the Fifth 
Amendment Due Process Clause or the Eighth Amendment Excessive Bail 
Clause where detention was a carefully delineated regulatory measure imposed 
to stem community danger. This, the Court said, was based on the "well
established authority of the government, in special circumstances, to restrain 

69. The Suspension Clause provides that "[t]he privilege of the writ of habeas corpus shall not be 
suspended, unless when in Cases of Rebellion or Invasion the public Safety may require it." U.S. 
CoNsT. art. I, §9, cl. 2. 

70. Brown v. Allen, 344 U.S. 443, 533 (1953) (Jackson, J., concurring) ("The historic purpose of the 
writ [of habeas corpus] has been to relieve detention by executive authorities without judicial trial."). 

71. See, e.g., Ex parte Milligan, 71 U.S. (4 Wall.) 2, 115 (1866) ("The suspension of the writ does 
not authorize the arrest of any one, but simply denies to one arrested the privilege of this writ in order 
to obtain his liberty."); Trevor Morrison, Suspension and the Extrajudicial Constitution, 107 COLUM. L 
REv. 1533 (2007); Amanda L Tyler, Suspension as an Emergency Power, 118 YALE LJ. 600, 662-663 
(2009). 

72. FRANKLIN ZIMRING & GORDON HAWKINS, INCAPACITATION: PENAL CONFINEMENT AND THE RESTRAINT OF 
CRlME 23 (1995) ("What is clear, however, is that the habitual criminal category for which incapacita
tive or preventive measures were seen as necessary was intended to be a restrictive one."). 

73. See, e.g., United States v. Salerno, 481 U.S. 739 (1987). 
74. 18 U.S .C. §3142 (2006). 
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individuals' liberty" prior to trial and conviction.75 Where the government's 
interest is "sufficiently weighty," the individual's interest may "be subordinated 
to the greater needs of society. "76 One of the special factors to be considered in 
determining whether the individual should be held or released is the nature of 
the offense, and specifically whether the crime was an act of terrorism.77 But 
because ours is a society where "liberty is the norm, and detention prior to trial 
or without trial is the carefully limited exception," the individual must be given 
"numerous procedural safeguards."78 The individual's due process interests will 
only be satisfied where the government can provide evidence, using a clear and 
convincing standard, that proves the individual presents such a danger.79 

Even outside the criminal law context, the Supreme Court has permitted 
administrative detention in "certain special and 'narrow' nonpunitive 'circum
stances"' where special justifications outweigh the individual's constitutional 
interest in being free from detention.80 The mentally ill, for example, can be 
detained against their will when they are deemed to be a threat to themselves or, 
more germane to the terrorism context, a threat to others. 81 

These deviations from the traditional model of post facto punishment have 
one key feature in common: they include substantive and procedural provisions 
designed to reduce the likelihood of false positives in contexts where the 
traditional model's dependence on deterrence through punishment is unlikely to 
hold. These cases all require both a showing that the consequences of release 
are grave and procedural protections to prevent wrongful and excessive deten
tion. 82 In some instances, administrative detention is justified only for those 
who have committed prior crimes, but in others, present allegations suffice, 
provided there is a showing of probable cause or dangerousness. And where 
detention is based on present allegations, there are temporal requirements and 
protections, such as the right to a speedy trial in the case of pre-trial detention, 
limiting the amount of time the accused may be detained. These cases empha
size particularistic determinations that give confidence that the harm is grave, 
confidence that the individual would commit the harm if left alone, and confi
dence that there were no other ways to prevent the harm. 

The need for greater flexibility in detention regimes for limited exigencies is 
also evident under international law. While all fighters of an organized armed 
force are targetable and detainable, international law appropriately limits these 
authorities when non-combatants are involved. Civilians are targetable only "for 

75. Salerno, 481 U.S . at 749. 
76. Id. at 750-751. 
77. 18 U.S.C. §3142(g) (2006) . 
78. Salemo, 481 U.S . at 755 . 
79. Id. at 750-751. 
80. Zadvydas, 533 U.S. at 690; Kansas v. Hendricks , 521 U.S . 346, 356 (1997); Foucha, 504 U .S. at 

80. 
81. See, e.g., Jones v. United States, 463 U.S. 354 (1983). 
82. See Adam Klein & Benjamin Wittes, Preventive Detention in American Theory and Practice, 2 

HARV. NAT'L SECURITY J. 85, 186 (2011) . 
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such time" as they "directly participate in hostilities."83 Much has been made 
about when an individual is a non-combatant or how wide the scope of "direct 
participation" can be stretched, or when, if ever, providing logistical support to 
armed forces, even within a battlefield, can qualify an individual as a direct 
participant. 84 The committee notes of the Geneva Conventions, for example, 
exclude "supply contractors [and] members of [labor] units or of services 
responsible for the welfare of the armed forces" or those who construct roads 
and airfields from the combatant category. 85 

But whereas the Third Geneva Convention limits the lethal targeting of 
non-combatants, the Fourth Geneva Conventions provide much more flexibility 
to detain them. Civilians who have not directly or indirectly participated in 
hostilities may be detained, so long as they pose a security threat. The Conven
tion expressly allows for the detention of "protected persons" who "find them
selves" in the territory of conflict, but only "if the security of the Detaining 
Power makes it absolutely necessary."86 These civilian detainees are entitled the 
periodic review of their detention at least twice yearly, with the facts construed 
most favorably to the detainee·. 87 

The language from the Geneva Conventions and their attendant procedural 
requirements should help assuage concerns of international partners who worry 
about arbitrary and unlawful detention. 88 We recognize global partners may still 
interpret the detention provisions more narrowly or have concerns that barriers 
on detainee transfer currently in place will prevent timely release or conviction 
in criminal court. 

Still, the Geneva Conventions evince many important principles that can be 
brought into a governing regime. First, they suggest an implicit preference in 

83. Ryan Goodman, The Detention of Civilians in Armed Conflict, 103 AM. J. INT'L L. 48, 52 (2009). 
84. Id. 
85. Third Geneva Convention, supra note 50, art. 4(A)(4); see also Jo1NT CttrEFS OF STAFF, JorNT PuB. 

4-0: DOCTRINE FOR LoGrsnc SUPPORT OF JorNT OPERATIONS at V- i-V-2 (2000), available at http:// 
www.fas.org/irp/doddir/dod/jp4_0.pdf. 

86. Geneva Convention Relative to the Protection of Civilian Persons in Time of War arts. 4, 42, 
Aug. 12, 1949, 6 U.S.T. 3516; see Robert W. Gehring, Loss of Civilian Protections under the Fourth 
Geneva Convention and Protocol I, 90 MrL. L. REv. 49 (1980). 

87. Geneva Convention Relative to the Protection of Civilian Persons in Time of War, supra note 85, 
art. 43. This authority has not been expressly invoked in this conflict, though it was used to justify 
civilian detention in Iraq War. "Protected Person" Status in Occupied Iraq Under the Fourth Geneva 
Convention, 28 Op. O.L.C. 1-4 (2004); see Robert M. Chesney, Iraq and the Military Detention 
Debate: Firsthand Perspectives from the Other War, 2003-2010, 51 VA. J. INT'L L. 549, 554 (201]) 
(noting that the "vast bulk of military detentions in Iraq have occurred under [a] rubric ... that bor
rowed from, but was not directly authorized by, the Fourth Geneva Convention" in contrast to the 
Guantanamo models of criminal prosecution and combatant detention). 

88. See International Covenant on Civil and Political Rights, art. 9( I), Mar. 23 , 1976 art. 9( 1), 999 
U.N.T.S. 171 ("Everyone has the right to liberty and security of person. No one shall be subjected to 
arbitrary arrest or detention. No one shall be deprived of his liberty except on such grounds and in 
accordance was such procedure as are established by law."); Convention for the Protection of Human 
Rights and Fundamental Freedoms, art. 5(]), Sept. 3, 1953, 213 U.N.T.S. 221 ("Everyone has the right 
to liberty and security of person. No one shall be deprived of his liberty save in the following cases and 
in accordance with procedure prescribed by law."). 
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international law for detention over targeting where the individual in question is 
not readily classified as a combatant. In addition, the built-in review process 
suggests that this relative permissiveness to detain may not be coextensive with 
the entire conflict, as it is for known combatants. Rather, it requires updated 
findings that the conditions of absolute necessity continue to exist, and like the 
domestic law standards, individualistic determinations that this person should 
continue to be held. 

II. THE STRUGGLE TO DEFINE A LEGAL AND POLICY FRAMEWORK FOR U.S. 
COUNTERTERRORISM OPERATIONS 

Since 9/11 , all three branches of the federal government have been struggling 
to address the tensions between the traditional criminal justice model and the 
law of war model with respect to targeting and detention of terrorists, mostly 
through a series of ad hoc decisions that satisfy neither counterterrorism offi
cials nor civil liberties advocates. Witness the series of veto threats and signing 
statements from the President after Congress passed bills with provisions that 
restrict the transfer of detainees out of the military prisons at Guantanamo and 
in Afghanistan. President Obama decried these provisions as interfering with his 
ability "to make time-sensitive determinations about the appropriate disposition 
of detainees" and as "substitut[ing] the Congress's blanket political determina
tion for careful and fact-based determinations, made by counterterrorism and 
law enforcement professionals" of how to deal with detainees, which "under
mines our national security."89 Civil liberties groups saw the same provisions as 
extending "indefinite detention without charge or trial" and "illegal military 
commissions. "90 

Although the terrorism threat to the United States predated the 9/11 attacks, 
the immediate aftermath of the attacks led to a series of decisions by both the 
Congress and the executive branch to move away from a criminal justice 
approach toward a law of war model. With the "early manifestations of terror," 
after the first World Trade Center bombing in 1993, it was the FBI and the 
Justice Department that primarily handled the response, leading to the prosecu
tion and conviction of several individuals in federal court in New York. One of 
the lessons of the 9/11 Commission Report was that the successful use of the 
legal system had the secondary effect of creating the false impression that law 

89. Presidential Statement on Signing the National Defense Authorization Act for Fiscal Year 2013 
(Jan. 3, 2013), available athttp://www.whitehouse.gov/the-press-office/2013/01/03/statement-president
hr-4310; see also Presidential Statement on Signing the National Defense Authorization Act for Fiscal 
Year 2012 (Dec. 31 , 2011), available at http ://www.whitehouse.gov/the-press-office/2011/12/31/ 
statement-president-hr-1540. 

90. NDAA Prevents Closing Guantanamo, Could Lead to Claims of a Right to Discriminate, ACLU 
(Jan. 3, 2013 ), http:/ /www.aclu.org/national-security /updated-ndaa-prevents-closing-guantanamo-could
lead-claims-right-discrimi nate. 
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enforcement was well-equipped to handle terrorism by itself.91 

Although the courts came later to the game, they too have played a significant 
role in shaping the policy framework for the implementation of counterterror
ism policy. While each of the branches has been active, judicial interventions 
have mostly been episodic and uncoordinated, creating a patchwork of rules and 
constraints. In some areas, notably in targeting potential terrorists with lethal 
force, the executive has been largely free to develop its own approach to the 
legal framework governing its actions. By contrast, in the area of detention and 
punishment, all three branches have engaged in an active struggle to set the 
terms governing policy. Because these interventions have been episodic, there is 
no clear underlying construct to govern the legal framework for counterterror-
1sm. 

The principal congressional action that became the predicate for the use of 
lethal targeting and indefinite detention of al Qaeda members was the 2001 
Authorization for Use of Military Force, passed shortly after the September 11 
attacks (the other key piece legislation arising from the immediate aftermath of 
the attacks being the PATRIOT Act). The text of the key provision, running at 
just sixty words, is broad in its authorization. It authorizes the President to 

use all necessary and appropriate force against those nations, organizations, or 
persons he determines planned, authorized, committed, or aided the terrorist 
attacks that occurred on September 11, 2001, or harbored such organizations 
or persons, in order to prevent any future acts of international terrorism 
against the United States by such nations, organizations or persons.92 

While detention and targeting are not expressly mentioned, the AUMF is 
understood to encompass both authorities. 93 The authority to detain has been 
explicated by the executive branch, altered by Congress, and interpreted by the 
courts. Congress has passed additional legislation sometimes expanding and 
sometimes constraining the executive's ability to detain and prosecute terrorism 
suspects.94 For example, Congress recently blocked the executive from transfer
ring detainees from Guantanamo to the United States for trial before Article III 
courts. The Judiciary has established jurisdiction over habeas petitioners at 

91. NAT' L CoMM'N ON TERRORIST ATTACKS UPON THE UNITED STATES, THE 9/11 CoMMISSION REPORT: 
FINAL REPORT OF THE NATIONAL COMMISSION ON TERRORIST ATTACKS UPON THE UNITED STATES 72-73 (2004). 

92. Authorization for Use of Military Force, Pub. L. No. 107-40, §2(n), 115 Stat. 224,224 (2001). 
93. Hamdi v. Rumsfeld, 542 U.S. 507, 518 (2004) (plurality opinion) (holding that detention "is so 

fundamental and accepted an incident to war as to be an exercise of the 'necessary and appropriate 
force' Congress has authorized the President to use."); Opposition to Plaintiff's Motion for Preliminary 
Injunction and Memorandum in Support of Defendants' Motion to Dismiss, Al-Aulaqi v. Obama, 727 
F.Supp.2d 1 (D.D.C. 2010) (No. 10-cv-1469), 2010WL3863135 , at *4. 

94. See, e.g., Detainee Treatment Act of 2005, Pub. L. No. 109-48, § 1003(d), 119 Stat. 2680 (2006); 
Military Commissions Act of 2006, Pub. L. No. I 09-366, 120 Stat. 2600 (2006); Military Commissions 
Act of 2009, Pub. L. No. 111-84, §§ 1801-1807, 123 Stat. 2190 (2009); National Defense Authorization 
Act for Fiscal Year 2012, Pub. L. 112-81, 125 Stat. 1298 (201 L). 
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Guantanamo Bay and addressed the reach of due process rights for detainees.95 

By contrast, the courts have so far refused to rule on targeting cases, holding 
that they are non-justiciable, and a matter for the political branches to weigh.96 

For all practical purposes, targeting decisions are made entirely within the 
executive branch. Congress has remained silent on the executive's authority to · 
target, even as it has been outspoken in matters of detention and prosecution. 

This unevenness has changed the decision calculus and contributed to a 
general incoherence in counterterrorism law. The next sections explore these 
judgments on detention and targeting in greater detail. 

A. Detention 

From the first days following the 9/11 attacks, the Bush Administration made 
clear it intended to treat counterterrorism in a law of war framework. In 
informal remarks on September 16, 2001 and later in his address to Congress on 
September 20, the President characterized U.S. policy as a "war on terror," and 
made clear that this approach was not limited to dealing with the perpetrators of 
the attack. Following this logic, in the early years of the conflict, the Bush 
Administration argued that it could detain "enemy combatants" without charge 
and without access to an attorney. Detainees so classified could face trial by 
military tribunals, but had no right to appear before civilian courts. In legal 
briefings, the Administration argued that "[t]he notion that the U.S. Constitution 
affords due process and other rights to enemy aliens captured abroad and 
confined outside the sovereign territory of the United States is contrary to law 
and history."97 It based its legal theory not only on the congressional grant 
given by the AUMF, but also on the President's independent authority under 
Article II of the Constitution, which vests "[t]he executive Power" in the 
President, who also serves as Commander in Chief.98 The Bush Administration 
argued that "respect for separation of powers and the limited institutional 
capabilities of courts in matters of military decisionmaking" meant that the 
executive branch's determination should be given "utmost deference" in court.99 

At its heart, the Bush approach focused on the detainees' status as members of 
al Qaeda, rather than individual culpability, as the predicate for detention. 

In practice, the Bush Admin1stration held detainees both at home and abroad. 
Some detainees, like American citizen Jose Padilla, were held in military brigs 

95. See, e.g., Boumediene v. Bush, 553 U.S . 723 (2008); Hamdi v. Rumsfeld, 542 U.S. 507 (2004); 
Rasul v. Bush, 542 U.S. 466 (2004). 

96. Al-Aulaqi, 717 F. Supp. 2d at 46-47. 
97. Response to Petitions for Writ of Habeas Corpus & Motion to Dismiss or for Judgment as a 

Matter of Law & Memorandum in Support at 18, Abdah v. Bush, No. 04-125 (D.D.C. Oct. 4, 2004), 
2004 WL 5654792. 

98. Id. at 22 ("The Executive Branch may detain individuals whom it has determined are enemy 
combatants. That power exists as a matter of the President's inherent authority under Article II of the 
Constitution."). 

99. Brief for Respondents at 25-26, Hamdi v. Rumsfeld, 542 U.S. 507 (2004) (No. 03-6696). 
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inside the United States and held as "enemy combatants." 100 Many others were 
held at a detention camp at Guantanamo Bay, Cuba, and still more at U.S. 
detention centers in Iraq and Afghanistan, and secret CIA-nm "black site" 
prisons for high-level detainees. 101 

Within a year of the 9/11 attacks, the rules governing detention began to be 
tested in the courts, beginning with Hamdi v. Rumsfeld, a habeas petition 
brought on behalf of a U.S. citizen initially captured in Afghanistan and later 
transferred to Guantanamo. Although the Fourth Circuit largely accepted the 
Bush Administration's law of war model that minimized a role for the courts in 
regulating detention, the Supreme Court ultimately rejected that approach, and 
ruled that federal courts have jurisdiction to rule on habeas petitions filed by 
citizens and non-citizens alike in Guantanamo. 102 The Court borrowed from 
both the criminal justice model and the traditional war model. It agreed that the 
executive branch had the authority to detain under the AUMF - that detention 
was "a fundamental incident of waging war" - but urged that this authorization 
would not amount to a "blank check" for the President. 103 A citizen was entitled 
to certain due process rights, such as notice on the basis for his detention and a 
fair opportunity to rebut the government's evidence before a neutral decision
maker. These were "essential constitutional promises" that could not be bro
ken. 104 "At the same time," the Court cautioned, "the exigencies of the 
circumstances may demand" that proceedings be relaxed to "alleviate their 
uncommon potential to burden the Executive" during an ongoing conflict. 105 

Were hearsay to be entered into evidence and the government's burden of proof 
lessened, "the Constitution would not be offended." I06 The Court has also held 
that non-citizens detained at Guantanamo had the right to petition for habeas in 
federal court, 107 throwing the courts open to all detainees held at the military 
facilities there. 

Dissatisfied with the Court's effort to bring detention at least in part under a 
criminal justice framework, Congress responded with jurisdiction-stripping pro
visions in the Detainee Treatment Act of 2005, which forced detainees to appeal 

100. The Bush Administration later filed criminal charges against Padilla in civilian court. When 
Padilla was initially arrested in the United States and held as an enemy combatant, the Bush 
Administration accused him of plotting with al Qaeda to set off a dirty bomb inside the country. 
Notably, the criminal charges did not reference that plot. See, e.g., Eric Lichtblau, Justices are Asked to 
Pennit Padilla Move , N.Y. TIMES, Dec. 29, 2005, atA16. 

101. See, e.g., Katharine Q. Seelye, Rumsfeld Defends Treatment by U.S. of Cuba Detainees, N.Y. 
TIMES, Jan. 23 , 2002, at Al ; Jane Mayer, The Black Sites: A Reporter at Large, THE NEW YORKER, Aug. 
13 , 2007, at 46. 

102. Boumediene, 553 U.S. 723 ; Hamdi, 542 U.S. 507; Rasul, 542 U.S. 466. 
103. Hamdi, 542 U.S. at 519, 536 (plurality opinion). 
104. Id. at 533. 
105. Id. 
106. Id. at 534. In the words of Mathews , process of this sort would sufficiently address the "risk of 

erroneous deprivation" of a detainee's liberty interest while eliminating certain procedures that have 
questionable additional value in light of the burden on the Government. Id. at 530. 

107. Rasul, 542 U.S. at 482-483 . 
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to Combatant Status Review Tribunals and military commissions, and purported 
to deny the courts jurisdiction to hear habeas cases for aliens detained at 
Guantanamo. 108 The Supreme Court responded back, holding that these commis
sions violated the U.S. Uniform Code of Military Justice and Geneva Conven
tions, especially as they allowed individuals to be convicted without knowing · 
the evidence against them. 109 Congress again tried to force all detention reviews 
through military tribunals, including those pending at the time of the Act's 
enactment. 110 The Supreme Court again rejected Congress's attempt to thwart 
federal review of habeas petitions, holding in Boumediene that the Act's provi
sions amounted to an unconstitutional suspension of the writ. 111 Where, as at 
Guantanamo, the United States exercised "complete jurisdiction and control 
over the base," the United States maintained de facto sovereignty over the 
territory, and thus the Suspension Clause had "full effect." 112 Non-citizens held 
at Guantanamo could once again challenge their detention in federal courts. 

When President Obama came to office, he announced his desire to replace or 
revise many policies that had defined the Bush years, in ways that reflected a 
desire to move away from a pure law of war approach to one that more 
explicitly incorporated criminal justice elements into detention policy. Just two 
days after taking office, he signed an Executive Order instructing the military to 
close the detention facilities at Guantanamo within one year. 113 The Executive 
Order established a task force that would review the file of each of the 241 
detainees that remained there. The Administration would also close CIA black 
sites, make use of Article III courts in some cases for criminal trial rather than 
relying solely on military tribunals, issue procedural checks on military commis
sions, and initiate post-conviction reviews for continued detention. 

The Executive Branch remains the central check on the government's power 
at overseas detention centers like Bagram Airfield in Afghanistan. During the 
Obama Administration, detention practices at Bagram were revisited, and, the 
Department of Defense issued guidelines covering the scope of who could be 
detained there and what process they were due. Detainees at Bagram are 
allowed to testify and present "reasonable available documentary information" 
before a military review board to challenge whether they meet the criteria for 
internment. 114 They are entitled to a "personal representative," a commissioned 

108. The Detainee Treatment Act of 2005 was part of the Department of Defense Appropriations Act 
of 2006. See Pub. L. No. I 09-148, § 1005, 119 Stat. 2739, 2742 (2005) (amending 28 U.S .C. §2241). 

109. See Hamdan v. Rumsfeld, 548 U.S. 557, 574-590 (2006). 
110. See Military Commissions Act of 2006, Pub. L. No. 109-366, §7, 120 Stat. 2600, 2635-2636 

(2006) (amending 28 U.S.C. §2241). 
111 . Boumediene, 553 U.S. at 733. 
112. See id. at 771. 
113. Review and Disposition of Individuals Detained at the Guantanamo Bay Naval Base and 

Closure of Detention Facilities, Exec. Order No. 13,492, 74 Fed. Reg. 4897 (Jan. 27, 2009). 
114. DoD, DETAINEE REvIEw PROCEDURES AT BAGRAM THEATER INTERNMENT FACILITY 2-4 (2009), 

available at http://www.aclu.org/fi1es/pdfs/natsec/bagram20100514/03bagramcentcom_ 46-51.pdf [here
inafter BAGRAM MEMORANDUM]. 
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officer authorized to access information relevant to the detainee's basis for 
detention. To continue internment, the detainee's status must be reviewed within 
sixty days of arriving at Bagram, and every six months after that. 11 5 An 
individual 's intelligence value, in itself, is not enough to justify detention. 116 

But even these procedures may not hold as the U.S. draws down its presence in 
Afghanistan. 

As terrorist networks sprung up in locations far outside the central battlefield 
Afghanistan, the executive branch has interpreted the AUMF to reach forces 
"associated" with the Taliban or al Qaeda, including offshoots like al Qaeda in 
the Arabian Peninsula operating in Yemen and Saudi Arabia II7 The authorizing 
statute has also been interpreted to encompass the individuals that substantially 
support these terrorist organizations. 11 8 This support had to reach a threshold 
level beyond "insignificant support" and, borrowing from criminal law, the 
individual must have the requisite mens rea to make sure he was not an 
"unwitting" supporter. 119 

The federal courts have supported this understanding through permissive 
detention standards, both substantive and procedural. 120 To qualify as a member 
of al Qaeda or an associated force, an individual need only have stayed at an al 
Qaeda guesthouse for a number of days or travelled along a path frequented by 
other al Qaeda members. 12 1 Similarly, the courts have allowed the procedural 
requirements to favor the government, setting a burden of proof standard that 
lets the government detain an individual based on the preponderance of the 
evidence, looking at whether it was more probable than not that the individual is 
detainable. 122 

Nevertheless, Congress has stoutly resisted the Obama Administration's ef
forts to incorporate the criminal justice model into detention policy. Four years 
after President Obama pledged to close Guantanamo, the camp remains open 
and continues to house 160 detainees. 123 Over this time, Congress has been 

115 . Id. 
116. Id. 
117. In re Guantanamo Bay Detainee Litigation, Respondent 's Memorandum Regarding the Govern

ment's Detention Authority Relative to the Detainees Held at Guantanamo Bay, Hamlily v. Obama, 616 
F. Supp. 2d 63 (D.D.C. Mar. 13, 2009) (No. 05-763), ECF No. 175 . 

118. Id. 
119. Id. 
120. The Supreme Court left it up to the lowers courts to use their "expertise and competence" to fill 

in the contours of detention law, while sti ll granting "proper deference" accorded to the political 
branches. Boumediene, 553 U.S. at 796. See generally BENJAMIN Wn,Es, ROBERT M. CHESNEY & LARKIN 
REYNOLDS, THE EMERGING LAW OF DETENTION 2.0: THE GUANTANAMO HABEAS CASES AS LAWMAKING (20 11) 
(examin ing the federal habeas cases in detail). 

121. See, e.g., Uthman v. Obama, 637 F.3d 400 (D.C. Cir. 201 1); AI-Bihani v. Obama, 590 F.3d 866, 
869 (D.C. Cir. 2010), cert. denied, 131 S. Ct. 1814 (2011). 

122. See Al-Adahi v. Obama, 613 F.3d 1102, 1104-05 (D.C. Cir. 20 I 0); Awad v. Obama, 608 F.3d I, 
11 & 24 n.2 (D.C. Cir. 2010). 

123. Charlie Savage, Guantanamo Hunger Strike Is Largely Over, U.S. Says, N.Y. TIMES, Sept. 24, 
2013, at A3; see also The Guantanamo Docket, N.Y. TIMES, http://projects.nytimes.com/guantanamo/ 
detainees (collecting documents and research relating to all Guantanamo detainees). 
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active in passing legislation to forbid the use of federal funds to transfer 
detainees from Guantanamo to the United States, to put limits on the transfer of 
detainees abroad, and to cut off prosecutions in Article III courts. 

Closing Guantanamo had to involve transferring detainees from the military 
facility to locations inside the United State or resettling them in countries 
abroad. The prospect of relocating detainees inside the United States was 
unpalatable to congressmen whose states housed "supermax" prisons, who 
vocally launched "not-in-my-backyard" campaigns against the transfers. 124 The 
Obama Administration's first transfer plan involved eight of the seventeen 
Uighur detainees at Guantanamo who were to be resettled in Northern Virginia. 
The Bush Administration had already determined that these Chinese Muslim 
detainees were not enemy combatants. 125 The D.C. District Court similarly 
found that they had not fought the United States and were not a national 
security threat, and ordered their production in court in October 2008. 126 Just 
before the Uighur detainees were to be flown to Virginia, a congressman faxed a 
letter to the White House and sent a copy to the media: the American people 
could not "afford to simply take [the President's] word" that the detainees were 
not "not a threat if released into our communities." 127 

The political backlash became codified law as Congress passed several bills 
with restrictions on using federal funds to transfer Guantanamo detainees. 128 

Most recently, the 2012 National Defense Authorization Act129 simultaneously 
authorized $662 billion in defense funding, and prevented any funds from being 
used to transfer or release detainees inside the United States. 13° Funds may also 
not be used to build an alternate detention facility inside the country. 13 1 Only in 
December 2013 did Congress ease what had been significant limitations on the 
Executive's authority to transfer detainees from Guantanamo to third countries. 
With the passage of the 2014 National Defense Authorization Act, the Secretary 
of Defense can now transfer or release a detainee to any foreign country under 
two scenarios- if a determination is made that the detainee is no longer a threat 

124. See Peter Finn & Anne E. Komblut, How the White House Lost on Guantanamo, WASH. POST, 
Apr. 24, 2011 , at Al. [hereinafter Finn & Kornblut] . 

125. See William Glaberson, In Blow to President, Judge Orders 17 Detainees at Guantanamo 
Freed, N. Y. TIMES, Oct. 8, 2008, at A 18. 

126. Id. 
127. Finn & Komblut, supra note 124. 
128. See Supplemental Appropriations Act, Pub. L. No. 111-32, 123 Stat. 1859 (2009) ; Department 

of Homeland Security Appropriations Act, Pub. L. No. 111-83, 123 Stat. 2142 (2010); National Defense 
Authorization Act Pub. L. No. 111-84, 123 Stat. 2190 (2010) ; Department of the Interior, Environment, 
and Related Agencies Appropriations Act, Pub. L. No. 111-88, 123 Stat. 2904 (2010) ; Consolidated 
Appropriations Act, Pub. L. No. 111-117, 123 Stat. 3034 (2010) ; Department of Defense Appropriations 
Act, Pub. L. No. 111-118, 123 Stat. 3409 (2010); The Ike Skelton National Defense Authorization Act 
for Fiscal Year 2011 Pub. L. No. 111-383, 124 Stat. 4137 (2011). 

129. National Defense Authorization Act for Fiscal Year 2012, Pub. L. No. 112-81 , §1021 , 125 Stat. 
1298, 1562 (2011). 

130. See id. § 1027. 
131. See id. § 1026. 
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to U.S. national security or to effectuate a decision by a U.S. court or tribu
nal.132 The Secretary of Defense must submit a report to Congress detailing the 
capacity and willingness of the transfer state to meet these requirements. One 
section of the Act even mandates detention for captured members of al Qaeda or 
an associated force who have participated in planning or carrying out an attack 
against the United States or its coalition partners. 133 

In effect, the transfer provisions of the NDAA will likely prevent any 
criminal trial in federal courts for detainees who remain at Guantanamo. To 
meet its goal of shutting down facilities there, the Administration would have to 
certify the transfer of detainees to other countries or move detainees to an 
alternate facility not located in the United States. Sending detainees to foreign 
countries has been made all the more difficult by the congressional aversion to 
resettling detainees within their districts. France and Saudi Arabia were all 
reluctant to accept detainees when the United States would not even accept 
low-risk transfers to the maximum-security prisons inside its own borders. 134 In 
some cases, the executive branch is reluctant to repatriate detainees where their 
home countries, like Yemen, are unstable and wracked by terrorism. 135 

The President signed the bill into law, despite "serious reservations" with the 
detention provisions. 136 After expressing disapproval of a Congress that "contin
ue[ d] to insist upon restricting the options available to [U.S.] counterterrorism 
professionals" and detention provisions that provided the "minimally acceptable 
amount of flexibility to protect national security," the President determined that 
he could interpret the statute in a way that would preserve the executive's 
flexibility. 137 Congressional limitations, however, have long frustrated President 
Obama's goal of closing the facility at Guantanamo. 

The only practically available option for many of the remaining Guantanamo 
detainees is trial for violations of the law of war before military commis
sions - tribunals that do not have the full support of international partners and 
that are less visible to the public. 138 The Administration's decisions to move 
forward with tribunals for detainees held at Guantanamo, as in the cases of 9/11 

132. National Defense Authorization Act for Fiscal Year 2014, Pub. L. No. 113-66, § 1035(a)( l)
(a)(2), 127 Stat. 672 (2013). 

133. See id. § 1022. 
134. Carol Rosenberg, How Congress Helped Thwart Obama's Plan to Close Guantanamo, MIAMI 

HERALD Jan. 22, 2011, at A 1. 
135. Peter Finn & Julie Tate, Some Held at U.S.-Run Prison in Afghanistan Could Return Home, 

WASH. POST, Jan. 23, 2012, at Al 1. 
136. Statement by the President on H.R. 1540 (Dec. 31, 2011), available at http://www.whitehouse. 

gov/the-press-office/201 l/ 12/3 l/statement-president-hr-1540. 
137. Id. 
138. This is limited to aliens who have committed law of war violations. Military commissions, by 

statute, cannot be used to try U.S. citizens. Military Commissions Act of 2009, Pub. L. No. 111-84, 
§§1801-07, 123 Stat. 2190, 2571-2615 (2009). David Cole has argued that if citizens could be hauled 
before military tribunals, there would be a greater public interest in constraining the president's 
"assertion of power." Cole, supra note 4, at 977. 
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mastermind Khalid Sheikh Mohammed and his co-conspirators, 139 illustrate its 
reluctant acquiescence in this option. 

But even the military commissions route has been further restricted recently. 
In 2012, the D.C. Circuit held that "material support for terrorism" was not a 
recognized violation of the laws of war prior to its codification in the 2006 
Military Commissions Act. 140 By that law's own requirements, individuals 
cannot be tried based on acts that were not considered violations of the laws of 
war at the time they were conducted. Therefore, no Guantanamo detainee held 
based on pre-2006 conduct can be tried for material support - and all detainees 
currently at Guantanamo are being held based on pre-2006 conduct. The D.C. 
Circuit will eventually rule on whether the crime of conspiracy is foreclosed for 
similar reasons, which could restrict law of war prosecutions before military 
commissions even further. Therefore, if faced with Guantanamo detainees 
whose cases rest entirely on material support (and potentially conspiracy) 
charges, prosecutors' hands are tied: they could neither bring their cases before 
military commissions (in light of the D.C. Circuit's ruling) nor before Article III 
courts (in light of Congress's NDAA transfer-blocking provisions). 

The President still retains the option of Article III prosecutions for individuals 
detained outside the United States but not sent to Guantanamo. For example, in 
2011 American forces captured Ahmed Abdulkadir Warsame, suspected of 
supporting al Shabab and al Qaeda in the Arabian Peninsula, in waters between 
Somalia and Yemen. American forces interrogated him for months aboard a 
U.S. naval vessel. After exhausting the intelligence value of the interrogation, 
the Administration sent in a new "clean" time of interrogators who did not have 
access to the earlier interrogations, to try to establish a criminal case against 
Warsame. Following the usual criminal law due process protections (including 
Miranda warnings), prosecutors determined that they had enough evidence for 
prosecution in federal court. 141 He subsequently pied guilty to material support 
and conspiracy. 142 

139. See Press Release, Dep't of Def., DoD Announces Charges Referred Against 9-11 Co
Conspirators (Apr. 4, 2012); Charges have also been sworn against Guantanamo detainee Ahmed 
Mohammed Ahmed Haza al Darbi. Press Release, Dept. of Def., DoD Announces Charges Sworn 
Against Al Darbi (Aug. 29, 2012). 

140. Hamdan v. United States, 696 F.3d 1238, 1250 (D.C. Cir. 2012). 
141. See Press Release, United States Attorney Southern District of New York, Accused al Shabaab 

Leader Charged with Providing Material Support to al Shabaab and al Qaeda in the Arabian Peninsula 
(July 5, 2011 ), available at http://www.justice.gov/usao/nys/pressreleases/July 11 /warsameindictment 
pr.pdf; Charlie Savage, U.S. Tests New Approach to Terrorism Cases on Somalia Suspect, N.Y. TLMES, 

July 6, 2011 , at AlO; see also New York v. Quarles, 467 U.S. 649, 655-656 (1984) ; John O. Brennan, 
Remarks at Harvard Law School: Strengthening our Security by Adhering to our Values and Laws 
(Sept. 16, 2011) (referencing the Supreme Court's public safety exception to Miranda) [hereinafter 
Brennan Harvard Speech]. 

142. See Benjamin Weiser, Terrorist Has Cooperated With U.S. Since Secret Guilty Plea in 2011, 
Papers Show, N.Y. TIMES, Mar. 25, 2013, atA21. 
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B. Lethal Targeting 

The post-9/1 l evolution of the use of lethal force against terrorism suspects, 
primarily through the use of drones, is well known, 143 not just in and around the 
theaters of war in Iraq and Afghanistan, but - from as early as the 2002 Bush 
Administration use of a drone attack in Yemen 144 

- far beyond. The Obama 
Administration's expansion of the use of drones to conduct lethal operations has 
generated considerable controversy both in the United States and abroad. Yet in 
sharp contrast to rules and policy governing detention, it has largely escaped 
regulation by either Congress or the courts. Not since the 2001 AUMF autho
rized the President to use all necessary and appropriate force has Congress 
spoken to the President's authority to use lethal force. One court dismissed the 
only targeting case brought before it as non-justiciable. 145 As a result, the 
development of broad targeting policy as well as individual targeting decisions 
has taken place entirely inside the executive branch. 

During the Bush Administration, much of the policy and legal debate on 
counterterrorism policy revolved around issues of detention, surveillance, and 
inte1Togation. But with the Obama Administration's expanded reliance on the 
use of lethal force beyond Iraq and Afghanistan, the legitimacy of this counterter
rorism tool has received increased attention. The debate has been both substan
tive (under what circumstances may the government use lethal force) and 
procedural (who should decide). 

The Obama Administration has recognized the need to justify the use of force 
in counterterrorism under both domestic and international law, as well as the 
importance of demonstrating that there are procedural safeguards in place for its 
implementation. On both substantive and procedural grounds the Administra
tion has opted for a law of war framework. On substance, it argues that the use 
of lethal force against terrorists is legitimate self defense under the laws of war 
(in accordance with jus ad bellum), and that through the use of highly-accurate 
drone strikes, the policy respects the substantive jus in hello constraints of 
proportionality and distinction by limiting strikes to the most dangerous terror
ists and sharply limiting civilian casualties. On the procedural side, while the 
Administration accepts that the broad authorization to use force under domestic 
law derives at least in part from the AUMF, it contends that specific decisions 

143. See John 0 . Brennan , Speech at the Woodrow Wilson International Center for Scholars: The 
Ethics an Efficacy of the President 's Counterterrorism Strategy (Apr. 30, 2012) [hereinafter Brennan 
Wilson Center Speech]; Harold Hongju Koh , Address at the Annual Meeting of the American Society 
of International Law: The Obama Administration and International Law (Mar. 25, 2010) [hereinafter 
Koh Speech], available at http://www.state.gov/s/l/releases/remarks/ I 39119.htm; Charlie Savage, Top 
U.S. Security Official Says 'Rigorous Standards ' Are Usedfor Drone Strikes , N.Y. TIMES, May I , 2012, 
at A8; Mark Mazzetti & Eric Schmitt, U.S. Expands Its Drone War lnlo Somalia, N.Y. TIMES, July 2, 
2011 , at Al; Mark Mazzetti , Cl.A. Takes on Bigger and Riskier Role on the Front Lines, N.Y. TIMES, 
Jan . 1, 2010, at Al ; Jane Meyer, The Predator War, THE NEw YORKER, Oct. 26, 2009, at 36-45. 

144. David Johnston & David E. Snager, Fatal Strike in Yemen Was Based on Rules Set Out by Bush, 
N.Y. TIMES, Nov. 6, 2002, atA16. 

145. Al-Aulaqi , 727 F. Supp. at 46. 
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on when to use force is incident to the President's commander in chief authority 
under Article II and is therefore committed solely to the executive branch. 146 

A number of features of the Administration's approach reinforce the primacy 
of prevention as the justification for lethal force. Eligibility for targeting is 
based on status (membership in al Qaeda). The majority of targets are so-called 
"personality" strikes against individuals with significant operational responsibil
ity for terrorist activities, a proxy for the future danger as much as past 
culpability. The prevention framework is even more obvious with the so-called 
"signature" strikes, where there is no requirement for demonstrating any spe
cific past culpability; targeting is done solely on the basis of a pattern of activity 
associated with terrorist operations. In effect, the Administration's approach 
substitutes patterns of behavior for the more traditional wartime status determi
nant, the wearing of enemy uniforms. 

Likening terrorists to traditional soldiers overcomes domestic law issues, 
including the longstanding ban on assassinations and the narrow circumstances 
under which the use of force in self-defense is permitted. The assassinations ban 
took hold through a series of Executive Orders beginning in the Ford Administra
tion, which emerged in the wake of CIA plots to assassinate foreign leaders. 147 

By characterizing targeted killing as "precision" force against "high-level bellig
erent leaders when acting in self-defense or during an armed conflict," the 
Obama Administration would be unconstrained by the assassination ban or 
other domestic criminal law. 148 Citing the World War II precedent of shooting 
down Admiral Yamamoto, the commander of Japanese forces in the attack on 
Pearl Harbor, the Obama Administration has likened this conflict to a traditional 
war between nation states. 149 The criminal law paradigm would not accept 
targeting as a regular, and certainly not the preferred, method for incapacitation. 

The only targeted killing case to reach the courts centered around Anwar 
al-Aulaqi, an American citizen living in Yemen, where he was involved in 
operational planning for the terrorist organization al Qaeda in the Arabian 
Peninsula. Senior government officials had, with the President's approval, 
placed al-Aulaqi and other terrorism suspects on a secret "kill list." Both the 
names on the list and the criteria used to place individuals on it (and the criteria, 

146. Brennan Wilson Center Speech, supra note 143 ("[T]he Constitution empowers the President to 
protect the nation from any imminent threat of attack"). The Administration has emphatically not 
argued its Article II authority in the case of detention. Koh Speech, supra note 143 ("First, as a matter 
of domestic law, the Obama Administration has not based its claim of authority to detain those at 
GITMO and Bagram on the President 's Article II authority as Commander-in-Chief.") 

147. See Exec. Order No. 11,905, 41 Fed. Reg. 7703 (Feb. 18, 1976); Exec. Order No. 12,306, 46 
Fed. Reg. 29,693 (June 1, 1981); Exec. Order 12,333, 46 Fed. Reg. 59,941 (Dec. 4, 1981) (providing 
that "[n]o person employed by or acting on behalf of the United States Government shall engage in, or 
conspire to engage in , assassination."). 

148. Koh Speech, supra note 143. 
149. See Holder Speech, supra note 57; Jeh Charles Johnson, Gen. Couns. of the Dep't of Def., 

Dean's Lecture at Yale Law School: National Security Law, Lawyers, and Lawyering in the Obama 
Administration (Feb. 22, 2012), available at http://www.cfr.org/defense-and-security/jeh-johnsons-speech
national-security-law-lawyers-lawyering-obama-administration/p27448. 
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if any, to get removed from the list) have all been developed in secret inside the 
executive branch. 150 Al-Aulaqi's father brought suit in the D.C. District Court 
seeking, inter alia, an injunction prohibiting the President, the Secretary of 
Defense, and the Director of the Central Intelligence Agency from killing his 
son, along with an injunction requiring the government to disclose the standards 
used to place American citizens on a kill list. 

The Court held that the political question doctrine prevented the judiciary 
from ruling on the merits of such "complex policy questions." 151 The govern
ment argued, and the D.C. District Court agreed, that courts could not enjoin the 
President, ex ante, from using lethal force against an operational leader of an 
AUMF-covered organization or make decisions on whether a lethal or non
lethal response would be more appropriate. 152 It was not appropriate for judges 
to "second-guess, with the benefit of hindsight," a military determination by 
another branch. 153 To do so would betray a "lack of respect due coordinate 
branches of government" and create "the potentiality of embarrassment of 
multifarious pronouncements" by the different branches. 154 Al-Aulaqi's status 
as an American citizen was · not enough to overcome this political question 
doctrine; his "U.S . citizenship - standing alone" did not change the analysis 
under the doctrine. 155 

By regulating the executive's detention authority but declining to exercise 
judicial review over its targeting authority, the courts' decisions have had the 
impact of creating an implicit incentive for the executive to favor lethal 
targeting over capture, 156 an incentive which is reinforced by the force protec
tion advantages of remote targeting by unmanned drones compared with capture 
operations. Concerned with the international law implications of these factors, 
Administration officials have insisted that it is the "clear and unambiguous 
policy of this Administration" and "unqualified preference ... to take custody 
of that individual" for information and intelligence. 157 But the Administration 
has made clear that this preference is limited to situations where capturing is 

150. See Memorandum in Support of Plaintiff's Motion for a Preliminary Injunction, Al-Aulaqi v. 
Obama, 727 F. Supp. 2d 1 (D.D.C. 2010) (No. 10-cv-1469), 2010 WL 3555385; Mark Hosenball , 
Secretive U.S. Panel Decides Who Will Live and Die, !RISH TIMES, Oct. 7, 2011, at 15. 
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23-26 (2010); Jo Becker & Scott Shane, Secret 'Kill List' Proves a Test of Obama's Principles and Will, 
N.Y. TIMES, May 29, 2012, at Al (describing how in the nominations process for designating terrorists 
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157. Brennan Harvard Speech, supra note 141; see also Holder Speech, supra note 57 (say ing that it 
is "preferable to capture suspected terrorists where feasible - among other reasons, so that we can 
gather valuable intelligence from them."). 
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"feasible" 158 or "whenever it is possible." 159 The feasibility determination is 
based in part on "whether capture can be accomplished in the window of time 
available to prevent an attack and without undue risk to civilians or to U.S. 
personnel." 160 If it is determined that capture is unfeasible, the government 
believes it has the authority to target non-citizens and citizens alike. 161 

At the same time, Administration officials have admitted that "the reality" is 
that U.S. captures outside the central battlefields "have been exceedingly rare." 162 

First, as the United States withdraws troops from Afghanistan and extends the 
battlefield to places where there is no sustained U.S. military presence, there is 
an increased emphasis on targeting. Capture becomes rare because U.S. "counter
terrorism partners" have captured or killed these individuals first or because the 
terrorists are finding more "remote, inhospitable terrain" to hide. 163 As Secre
tary of Defense Leon Panetta said, when going after combatants in remote 
locations, targeting is "the only game in town." 164 Second, the Administration 
has placed a large emphasis on reducing the risk to American lives. Targeting, 
officials believe, can "dramatically reduce" this danger, "even eliminating [it] 
altogether." 165 As one Justice Department official said, "By and large, it's easier 
and lower risk to kill [a suspected terrorist] than it is to put people in and try to 
capture him." 166 In practice, he said, the decision between a capture or kill 
operation reflected an economist's choice: the policymaker weighs the costs and 
benefits between a kill operation that is potentially low risk and low yield, with 
a capture operation that is potentially high risk and high yield. 167 For these 
reasons, the Administration has become convinced that "targeted strikes are 
wise." 168 

Using the war model also allowed the executive to retain exclusive control 
over the decision-making process involved in deciding to use lethal force 
against terrorism suspects, including those who are American citizens. Under 
the Fifth Amendment's Due Process Clause, the government may not deprive a 
citizen of life without due process of law. 169 Under the Administration's interpre
tation of the Fifth Amendment right, "[t]he Constitution guarantees due process, 
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not judicial process." 17 0 Alluding to the precedents of Hamdi and Mathews, the 
Administration has used a "balancing approach" to weigh the individual interest 
in being erroneously deprived of life against the government interest in prevent
ing terrorist attacks, and factoring in the cost to the government from additional 
process. 17 1 But unlike detention decisions in Hamdi, the courts have no role. 
The President, the Attorney General said, is not "required to get permission 
from a federal court" before targeting an American citizen who is a senior 
operational leader of al Qaeda or an associated force. 172 Permission on indi
vidual targeting comes from oversight mechanisms within the executive 
branch.173 

Nor has the Administration submitted to the courts, as it has in the detention 
context, 17 4 a public account of the legal standards used before targeting. These 
are developed within the executive branch and shared with "appropriate" mem
bers of Congress. 175 Instead, Administration officials have made various speeches 
touching on matters of targeting. In the most detailed articulation of targeting 
standards, the Administration _ announced that targeting an American citizen 
abroad "would be lawful at least" in the circumstance where "[f]irst, the U.S. 
government has determined, after a thorough and careful review, that the 
individual poses an imminent threat of violent attack against the United States; 
second, capture is not feasible; and third, the operation would be conducted in a 
manner consistent with applicable law of war principles." 176 This standard came 
with a caveat: that these requirements "may not apply in every situation," 
specifically where operations "take place on traditional battlefields."177 

Indeed, use of the war model has moved the Administration away from 
particularistic determinations in its targeting operations on the central battle
fields.178 In Pakistan, for example, the Administration has allegedly relied on 

170. Holder Speech, supra note 57 . 
171. Id. 
172. Id. 
173. See Koh Speech, supra note 143 ("In my experience, the principles of distinction and 

proportionality that the United States applies are not just recited at meetings . They are implemented 
rigorously throughout the planning and execution of lethal operations to ensure that such operations are 
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One distinction between Pakistan and Yemen might be that individuals on the main battlefield are put 
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"signature strikes" to hit terrorism suspects, even where their identities are 
unknown. 179 Instead, officials rely on intelligence pictures revealing "patterns 
of suspicious behavior" indicative of "signature" al Qaeda activity - gatherings 
at certain compounds, particular communications equipment, and the like . . 
According to some press accounts, more militants in Pakistan were killed using 
signature strikes than strikes that targeted individuals found after being placed 
on the kill list. 180 The CIA is said to be seeking to expand the use of signature 
strikes in Yemen, where it is limited to "personality strikes" against individuals 
on the kill list. 181 As terrorists move to more remote spaces outside the central 
battlefield, these types of strikes could increase. 

Of course, the Administration itself has recognized that there are real costs to 
this implied preference for targeting over detention. Lethal targeting precludes 
the collection of potentially valuable intelligence from the suspect. And the 
perception that the Administration has dramatically lowered the threshold for 
the use of targeted killing has created controversy at home and abroad, 182 

undermining the perceived legitimacy of U.S. counterterrorism operations and 
with it the willingness of other nations to cooperate with the United States, 
while potentially reinforcing the terrorists' counter-narrative. Yet as Congress 
continues to narrow the options for Article III prosecution, and the Administra
tion seeks to avoid widespread use of indefinite detention without trial, the 
dilemma persists. 

III. A COMPREHENSIVE FRAMEWORK FOR COUNTERTERRORISM OPERATIONS: 
THE HYBRID MODEL 

This analysis suggests that the episodic interventions of Congress and the 
courts into regulating executive branch conduct of counterterrorism policy has 
had the effect of shifting operations to the targeting of potential terrorists over 
detention and signature strikes over personality strikes. Courts have ruled 
extensively on detention, but not targeting. Congress has overregulated deten
tion, and constrained the executive's ability to prosecute terrorists under Article 
III, but taken a hands-off approach to targeting. The Executive itself has 
increasingly relied on targeted killing by drones in conducting counterterrorism 
policy, not only because of their advantages from a force protection standpoint, 

on notice, and thus assume the risk of attack. By contrast, individuals in places like Yemen may not be 
on notice, particularly when the standards for targeting have not been made public. Another consider
ation might be evidentiary. In the main battlefields, American forces have a large, on-the-ground 
presence, through which they can supplement surveillance imaging with human intelligence. As such, 
they might be better able to observe individual suspects in a sustained way, such that the right calls are 
more often made. 
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but because their accuracy and ability to limit collateral damage offer a techno
logically attractive way of complying with the law of war principle of distinc
tion. And this preference has been reinforced by the absence of long-term 
detention options acceptable to the Administration (the congressional restric
tions on bringing Guantanamo prisoners to the United States for Article III 
prosecution, combined with the Administration 's desire to close Guantanamo 
and the end of options for long-term detention in the battlefield zones of Iraq 
and Afghanistan). The result is a fragmented approach that has prevented a 
coherent rule of law framework from taking hold. 

Equally important, the effectiveness of the Administration's approach has 
been harmed by the on-going debate in the United States and abroad about 
whether it is consistent with our avowed commitment to the rule of law and 
protections for due process and individual liberty. While the Administration's 
more recent efforts to provide a public account of the process and underlying 
rationale for the use of force shed more light on the Administration's theory, it 
has not put to rest concerns either about the substantive principles or the 
constraints on the executive's exercise of discretion. 

All three branches have recognized that the traditional criminal law and law 
of war models are inadequate to address at least some aspects of counterterror
ism. Indeed, counterterrorism policy has, over time, incorporated elements of a 
hybrid approach, albeit in an ad hoc manner with small changes over time. Two 
examples documented in the literature are worth mentioning here, in intergovern
mental coordination and detention policy. First, David Kris has described how 
the need for an all-hands-on-deck approach to counterterrorism in the immedi
ate aftermath of 9/11 helped knock down a provision in the Foreign Intelligence 
Surveillance Act that separated law enforcement and intelligence gathering and 
limited coordination between DOJ and the FBI. 183 The 9/11 Commission Report 
concluded that the FISA wall contributed to practical difficulties in locating 
some of the 9/11 hijackers, and that more coordination was required between 
law enforcement and intelligences officers.184 Kris describes how all three 
branches of government participated in tearing down the wall, through congres
sional legislation, attorney general guidelines, and the FISA court. 185 Second, 
Robert Chesney and Jack Goldsmith documented how criminal trials moderated 
some procedural safeguards to resemble aspects of the military detention sys
tem, and how the military added safeguards to incorporate some of the individu
alized requirements of the criminal justice system.186 These incremental changes 
reflect a multi-branch approach, and show how government actors recognized 
that aspects from both the criminal law and law of war models were necessary 
for successful counterterrorism policy. 

183. David S. Kris, Law Enforcement as Counterterrorism Tool , 5 J. NAT'L SECURITY L. & PoL' Y 1, 4 
(2011); see David S. Kris , The Rise and Fall of the FJSA Wall, 17 STAN L. & PoL'Y REV. 487 (2006) . 

184. 9/11 COMMISSION RErOKT, supra note 91 , at 78-79, 266-272. 
185. Kris , Law Enforcement as Counterterrorism Tool, supra note 183, at 5. 
186. Chesney & Goldsmith, supra note 12, at 1081 , 1100-1117. 
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There are many ways to effectuate a hybrid approach. Some have recom
mended changes to domestic law, with Congress taking the lead in passing 
broad framework legislation. Matthew Waxman has called on Congress to 
"define the subject class" of individuals who could properly be detained. 187 In 
Law and the Long War, Benjamin Wittes reflected broadly on the Bush Adminis
tration approach to counterterrorism, concluding that "[o]nly Congress can 
remove the conflict from the paralyzing war-versus-law enforcement divide and 
craft for terrorism new legal rules tailored to terrorism's own peculiarities." 188 

For Wittes, Congress has two major virtues: a constraining function that can 
check against the go-it-alone presidential wartime powers model and courts' 
"ambitions for a greater role in foreign and military affairs," as well as its own 
"institutional virtues" that allow it to set stable rules for the long term. 189 Under 
this model, Congress would take the lead on defining hybrid rules for detention, 
interrogation, trial, and surveillance. 

Others have suggested effectuating such an approach through changes to 
international law. Monica Hakimi, for example, argues that reliance on the four 
"regulatory domains" recognized by international law - law enforcement, emer
gency, armed conflict for civilians, and armed conflict for combatants - is 
untenable in theory and unworkable in practice as a basis for detention and 
targeting standards. 190 Rather than beginning with the domain and applying the 
legal analysis, she proposes three "core principles" that should undergird decision
making: a liberty-security principle, a mitigation principle, and a mistake 
principle. 191 She argues that a principles-based approach will lead to more 
incremental changes in the law through stronger debates and stronger account
ability. 192 

Still others believe that a hybrid approach will occur through incremental 
changes to the law. Samuel Issacharoff and Richard Pildes observe that changes 
are afoot to the legitimation of the use of military force. 193 The law is not 
leading these changes, but following modem moral and prudential concerns. In 
the area of targeted killing, the moral imperative - which the law must eventu
ally incorporate - is to individualize responsibility. 194 Such changes, they be
lieve, will inevitably occur even without immediate adoption of a formal hybrid 
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model. Instead, they will "embed themselves in the practices of states, espe
cially dominant states" and eventually become ingrained legal frameworks that 
govern the use of force. 195 

Our view is that a more systematic and comprehensive approach is still 
required, even after twelve years of conflict and just as many years of scholarly 
recommendations for reform. Such an approach should take into view a broad 
account of counterterrorism policy as a whole, without merely tinkering with 
individual policy tools. A more comprehensive approach would be based on 
characteristics that blend the unique features of the law of war and criminal 
justice models, and better addresses this modem conflict consistent with core 
constitutional values. Like the wartime model, it should focus on prevention, be 
proportionate, and respect the importance of force protection. Like the criminal 
justice model, it would require particularistic determinations, including consider
ations of individual culpability (at least prospectively). And consistent with our 
constitutional values, it would offer checks and balances on executive discre
tion. 

At its heart, the model would recognize that incapacitation of terrorists is a 
necessary tool in the light of the severity of threat - not just to life and property, 
but to our system of government itself. That means that there must be authority 
for administrative detention and the use of lethal force in appropriate cases, 
even against those who have yet to perpetrate a terrorist act. But to justify such 
deviations from traditional criminal justice principles governing deprivation of 
life and liberty, the approach would need to incorporate particular determina
tions that reduce the chances of false positives, relate the severity of the means 
employed to the seriousness of the threat, and incorporate procedural safeguards 
to prevent institutional or systemic tilting of the decision process. Wherever 
possible, the hybrid approach should seek to approximate the criminal justice 
model, given the deep connections between that model and national commit
ment to protection of liberty and freedom from arbitrary government action. But 
it should also take seriously that political terrorism is itself a threat to the 
liberty, and the failure to take effective action against terrorists could equally 
harm our constitutional system. 

A. Detention 

The debate over detention goes to the heart of the tensions between the 
criminal justice and wartime models. Military detention is, at its core, about 
taking combatants off the battlefield - and that is a primary goal of counterterror
ism. By contrast, incapacitation is, at best, an ancillary feature of our criminal 
justice system. The debate over detention has focused on two core elements: 
first, under what circumstances can a terrorist be detained in the absence of a 
criminal conviction, and second, what rules and procedures should govern the 

195 . Id. at 2, 68. 
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detention decision. The debate has been deeply complicated by the political 
controversy over the use of Article III courts in terrorism cases, which conflates 
the debate about what kind of tribunal to select with the related - but not 
identical - debate over the predicate for detention. In principle, there would 
appear to be no barrier to the use of Article III courts for administrative 
detention as well as ex post punishment, as the civil confinement and criminal 
conspiracy models suggest. 

The primacy of Article III courts. The arguments against civilian courts, and 
in favor or military tribunals, include both political and legal considerations. On 
the political front, some seem to believe that, given the state of "war" with 
terrorists, and the preference for a law-of-war approach to terrorism, it would be 
inappropriate to use civilian courts to detain the enemy. On the legal front, 
others appear to believe that the use of Article III courts provides additional 
constitutional protections that should not be extended to terrorists. They seem to 
have a general fear that in an Article III court, a terrorist would be let go based 
on "technicalities," like a failure to provide Miranda warnings or exclusionary 
rules of evidence. They also suggest that some of these protections harm the 
ability of the government to obtain time-urgent critical intelligence from terror
ism suspects ( or force trade-offs by achieving the intelligence goals at the risk 
of jeopardizing the admissibility of evidence (and therefore the prospects of 
conviction) because the interrogation process "tainted" the evidence. They point 
to the case of Ahmed Ghailani, who was convicted on only one of over 280 
charges. The perception, rightly or wrongly, was that evidence thrown out of a 
civilian court would survive a military commission. 196 They look to the less
ened burden on prosecutors through relaxed hearsay standards, 197 the lack of 
Miranda requirements, and the need to persuade only two-thirds - rather than 
all - of the "jury" (here, commission members) in non-capital cases. 198 Some 
also argue that terrorists do not "deserve" the dignity of being afforded protec
tions of the U.S. constitution. Finally, they point to the costs of security 
precautions and risks to the community of holding terrorism trials in Article III 
courts. 

While some of these considerations are legitimate, in most cases they are 
outweighed by the substantial benefits offered by using Article III courts before 
placing terrorists in long-term detention. In practice, there is widespread accep
tance that many of the constitutionally rooted protections available to criminal 
defendants should be available in the military tribunal context. This is reflected 
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by democratic consensus in statutes that have codified certain rights (including 
the presumption of innocence, proving guilt beyond a reasonable doubt, right to 
counsel, right against self-incrimination, and suppression of evidence for unfair 
prejudice) for defendants appearing before military commissions. 199 

Additionally, some of the difficulties could be overcome by carefully-crafted 
criminal terrorism statutes. Even under existing law, there have been a number 
of successful criminal prosecutions, most recently in the Warsame case. Cost 
and security considerations are not trivial, but the advantages that come from 
the established legitimacy of such proceedings have important collateral ben
efits in the broader political effort to undermine terrorists and terrorism. For this 
reason, there should be a strong presumption in favor of the use of Article III 
criminal proceedings to incapacitate, as well as punish, terrorists. 

But is also true that there are important instances when traditional criminal 
prosecution will be unavailable, including the nature of the evidence available, 
the circumstance under which the apprehension took place, or the limited period 
of incarceration available for the offense. Therefore there is a clear need for a 
procedure that would allow for the detention of demonstrably dangerous individu
als outside the criminal law context. 

To say that there is a need for some form of administrative detention does not 
necessarily imply the necessity for military tribunals. There is a powerful case 
to be made to seek as far as possible to use Article III courts to decide issues of 
detention, under explicating articulated rules established by statute. As with 
criminal prosecutions, the established legitimacy associated with federal courts 
has important collateral benefits, and the additional constitutional protections 
should not materially affect the disposition of the cases. 

As discussed above, there are already precedents (drawn from the law of 
conspiracy and from the civil commitment process for the mentally ill) for using 
traditional courts to incapacitate even absent a traditional criminal act. While 
many express concerns about the long-term impact of codifying preventive 
detention, there is a powerful case to recognize that some individuals ( often by 
their own admission) are too dangerous to return to the battlefield, and that a 
statutorily-established administrative detention scheme administered by the fed
eral courts is preferable to the Robson's choice of release or kill. 

The preference for a statutorily established, Article III approach to administra
tive detention can also help resolve another important debate over appropriate
ness in the case of U.S. citizens. On the one hand, there are serious concerns 
about using military commissions against American citizens (especially outside 
the traditional battlefield). On the other hand, a bifurcated system that gives 
Americans access to Article III courts, while relegating foreign nationals to 
military commissions, plays into the terrorists' narrative about U.S. indifference 
to the rights and liberties of others. Using a common procedure and common 
forum for both U.S. nationals and non-nationals helps obviate this dilemma. 

199. Id. 
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Rules governing administrative detention. Once the initial decision to detain 
is made (whether by Article III court as we would prefer, or by military 
tribunal), there are important questions concerning both the length and place of 
detention. In the traditional war model for detention and incapacitation, the 
outer bound of the period of detention is the termination of conflict, which 
typically (but not always, as the Korean "conflict" demonstrated) is well 
demarcated. In the case of counterterrorism, it is difficult to foresee an obvious 
moment when the "war" will be over, and the prisoners released. There is 
therefore the need for a mechanism that relates the predicate for the detention 
(individual danger posed by the detainee) to the continued period of detention. 
This would clearly suggest the need for individual, periodic review of the 
danger associated with the release of the detainee. Although the facts that led to 
the initial detention decision will remain relevant to periodic review, the focus 
must be on prospective risk, with an appropriately defined burden on the 
government to demonstrate the on-going risk (rather than a presumption of 
continued need to detain), taking into account the difficulty of proving a 
negative. Here, mental health law provides an important model, with appropri
ate adjustment to account for the elevated risk to society from prematurely 
releasing a potential terrorist. The terms of the release may also be relevant, for 
example, whether the release is to third countries that retain the ability to 
monitor or undertake rehabilitation programs. 

Post-detention review should also be accompanied by some level of habeas
like independent review. Currently, the Administration requires executive branch 
post-detention review at both Guantanamo and at Bagram Airfield. At Guan
tanamo, continued detention is justified where it is necessary "to protect against 
a significant threat to the security of the United States." A detainee's file is 
reviewed every six months, with a full review and hearing every three years.200 

The rules at Bagram are similar.201 Both processes supply the detainee with 
counsel, the right to attend session, and a written record of the proceedings. But 
while habeas is available for initial determinations (though not periodic review) 
at Guantanamo, it is not available at all at Bagram because of theater-of-war 
principles. The incentive here is for the government to transport circuitously 
detainees not captured on "hot" battlefields to Bagram to avoid habeas review in 
federal courts. This runs counter to the model proposed here, which pushes for 
access to Article III courts, and strains credibility executive branch arguments 
for unreviewable detention in cases of extreme hardship on the battlefield. To 
obviate the concern about endless litigation and burdens on the courts, the 
barriers to habeas review should be reasonably high, related both to the period 
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of time the individual has been held in administrative detention and the substan
tive criteria for reversing the executive's decision to continue detention (for 
example, with a presumption in favor of the executive's determination). 

B. Lethal Targeting 

Few would dispute the right of the executive branch to use lethal force on a 
recognized battlefield against those who declare themselves to be an enemy of 
the United States. The controversy over lethal targeting has therefore focused 
primarily on the scope of the battlefield and the subs tan ti ve criteria and pro
cesses for carrying out lethal operations, with a particular concern on the use of 
lethal force against U.S. citizens and the perception of a bias toward lethal force 
over capture. The reforms to the process of administrative detention proposed 
above should lessen some of the counterterrorism concerns about capture, by 
enhancing both the availability and legitimacy of long-term administrative 
detention. But in some cases, detention will be unavailable, either because of 
the lack cooperation of the government where the suspect is located, or the risk 
to U.S. and allied forces from conducting capture operations. For a government 
trusted with protecting the security of its citizens and (in extreme cases, the 
fabric of its very government), the option of "do nothing" will be unacceptable. 
So the question ultimately will be under what circumstances and with what 
procedural safeguards, should that decision be made. 

As we have seen above, even in traditional war, these considerations apply 
under the laws of jus in hello. A military commander must determine whether a 
target is legitimate, by ascertaining that an individual belongs to the adversary's 
military (e.g., is wearing a uniform) or, in the case of a physical target, 
ascertaining that it is part of the war effort). The commander must determine 
whether the use of force is proportionate and discriminate, that is, avoids 
unnecessary civilian casualties. The Obama administration has embraced these 
}us in hello constraints and has sought to articulate publicly the criteria it 
applies, but the controversy continues for several reasons. Some of the concerns 
are substantive (who is targeted) and some procedural (how to decide). By 
drawing on traditional criminal justice and constitutional norms, it is possible to 
alleviate - if not eliminate - these concerns while preserving the authority of the 
executive to provide for national security. It will be important for the principles 
governing targeting to be transparent. Although recent speeches by Administra
tion officials have begun to lift the veil of secrecy, the President should be 
prepared to articulate formally the principles for target selection as well as the 
legal justification. 

Substantive criteria. Jus in hello considerations provide a point of departure 
for establishing substantive rules for targeting. The rules of proportionality and 
distinction are particularly important, but need to be modified by drawing on the 
criminal law model, to address the unique circumstances of this unconventional 
conflict. Under the traditional war model, every enemy soldier is a legitimate 
target-from private to general, from frontline troop to back office clerk. In 
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principle, the AUMF would seem to authorize the use of lethal force against any 
member of al Qaeda, regardless of the threat the individual poses. 

But such a broad definition of targeting is both unsustainable and potentially 
counterproductive. The Administration has in part recognized this by requiring a 
showing of the individualized threat for so-called personality strikes, seeking to 
establish a reasonably high standard of necessity before using lethal operations. 
But this is undercut by its willingness in some cases to undertake "signature 
strikes," which do not require the same individualized showing of threat. It is 
unclear whether recent presidential guidelines on lethal targeting would reduce 
signature strikes, or whether the program would persist, in at least some regions, 
through the cover of "vague language and loopholes" in those guidelines.202 

Immediately after the President announced the new guidelines, officials con
ceded that signature strikes against "groups of unidentified armed men pre
sumed to be extremists" would continue in the tribal regions of Pakistan.20 3 

While a signature strike could conceivably be justified under the laws of war 
as the practical equivalent of wearing a uniform (that is, as a way of honoring 
the principle of distinction) , the dangers of Type I errors are much higher than 
for personality strikes, particularly where personality strikes are based on highly 
accurate targeting protocols that require positive, persistent identification and 
precise munitions. 

The Administration's approach to targeting involved in personality strikes 
appropriately draws on criminal justice principles that focus on individualized 
determinations and elements of culpability before the use of lethal force. To 
maintain support for this tool, it is particularly important to maintain a high 
standard of individualized threat - and as more of the senior leadership is 
eliminated, to resist any temptation to add names to the target list just to replace 
one that has been eliminated irrespective of the danger they may pose (we 
should not seek to replicate the iconic FBI "Ten Most Wanted"). Equally 
important, the use of signature strikes should be curtailed so that it is available 
only with a concrete, highly credible showing that the use of force is necessary 
to disrupt an on-going terrorist operation (as opposed to long-term training or 
unidentifiable gatherings of terrorists). And in either case, there must also be a 
clear showing that capture is either unavailable or would come at irreducible 
risk to U.S. or friendly forces . 

To further the legitimacy of these criteria for lethal targeting, we believe the 
Congress should codify these basic principles, as a corollary to the AUMF. 
Although there may be questions as to whether such constraints would be 
constitutionally binding, an approach that has the backing of Congress would 
surely strengthen the legitimacy of the President's position. We prefer the 
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shared powers view espoused by Justice Jackson's concurrence in the Steel 
Seizure Case204 to the sole executive powers view espoused by Justice Suther
land in the dicta of Curtiss-Wright. 205 

Congressional action would also help address the concerns over the use of 
lethal force against U.S. citizens. There seems little doubt that under a law of 
war model, the nationality of the adversary is irrelevant to the whether it is 
permissible to use lethal force. But it also true that under our constitutionally 
based criminal justice model, some protections are available to U.S. citizens 
that are not available to foreigners. Congressional action ratifying the use of 
lethal force against U.S. citizens under strict criteria (while not fully addressing 
Bill of Rights concerns) at least strengthens the case for the executive branch's 
authority. 

Procedural constraints. The approach that we propose to the use of lethal 
force, with its emphasis on individualized determinations, only serves to sharpen 
the current debate on who should decide, and with what oversight. Who should 
decide which individuals present a sufficient threat to constitute to a target, and 
similarly, who should decide whether capture represents an undue risk? While 
few would question that the executive branch should make the initial decision, 
critics focus on the lack of independent oversight of the application of the 
principles to individual targeting decisions, with the executive filling every role 
as "prosecutor, judge, jury, and executioner." 

To date, the courts have declined to intervene in ex ante targeting decisions, 
and we believe that is the wiser course. While we have recognized that the 
courts do have some competence in adjudging dangerousness, and have pro
posed that they have a role in administrative detention, the time urgency and 
intelligence sensitivity of lethal operations are important barriers to ex ante 
judicial review. 206 More broadly, interjecting the courts into these kinds of 
decisions about military operations would have profound consequences for the 
clearly constitutionally committed Commander-in-Chief authority. And if, as we 
suggest, the executive's authority to target is buttressed by broad congressional 
authorization, the case for judicial deference is especially strong. 

Nonetheless, we believe that there are still ways to b1idge the gap between 
the law of war and criminal justice models. Although courts may not be the best 
place for ex ante oversight, the executive itself could provide more independent 
scrutiny to the targeting decisions. Though the Administration has not publicly 
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articulated the procedures it uses in determining whether the authorize a drone 
strike, newspapers have reported on a top secret "nominations" process where 
counterterrorism officials pore over intelligence and determine whether to place 
suspected terrorists on a kill list. The list is then sent to the President, where by 
his own rules, he decides whether to approve a name. Names are reportedly 
removed from the list upon a determination that the individual no longer 
appears to pose an imminent threat. 207 Building on existing practice, the 
executive branch should adopt - and publicly describe - a formal, executive 
branch process that would include the Justice Department and other non
military and intelligence officials. This group would compile a formal record on 
which the decision was based, along with a recommendation - including dis
sents - to the President. Although the President would retain the authority to 
overrule a negative decision, it would be based on his written determination. 
The model then has elements of formal fact finding that offers some of the 
protections embodied in the criminal justice model. 

Such a formal process would also facilitate another important procedural 
safeguard, the use of ex post review of practices, both by the executive branch 
and Congress. The President's Intelligence Advisory Board, a group of outside 
independent intelligence advisors, could serve such a role within the executive 
branch. The executive branch would also share the intelligence record with the 
relevant committees of Congress, through the House and Senate intelligence 
committees for Title 50 operations and the armed services committees for Title 
10 operations. The President is required by law to "ensure that the congressional 
intelligence committees are kept fully and currently informed of the intelligence 
activities of the United States,"208 but has the option to limit the reporting to the 
"Gang of Eight"-the leaders of the two parties in the Senate and House plus 
the chair and ranking minority members of the intelligence committees - "[i]f 
the President determines that it is essential to limit access to the finding to meet 
extraordinary circumstances."209 Because these individuals cannot share the 
information with other members of their committees, discuss it with legal 
counsel, or even take notes during meetings, this avenue is not the most 
effective mechanism for congressional oversight of ongoing counterterrorism 
operations.210 To make congressional review meaningful, the default of report
ing to the full intelligence committees should be respected. 

These ex post reviews will help recalibrate policy in favor of detentions and 
away from targeting, and counter temptations to rely on lethal operations that 
are outside the review of courts. When the President announces that "America 
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does not take strikes when we have the ability to capture individual terrorists; 
our preference is always to detain, interrogate, and prosecute,"211 it will be the 
responsibility of these groups to evaluate this claim against the dossier of 
intelligence reports the executive branch used to reach individual targeting 
decisions. Were alternatives to targeting explored, and was there a serious 
consideration to pursue them? How was the decision to target ultimately 
justified? These determinations are difficult, but our system enables them to be 
made through the checks and balances of two separate political branches. These 
reviews can provide important assurances that the princip]es are not only 
articulated but are being respected, without interfering with the need for timely 
decision and while protecting confidentiality of sources and methods. Internal 
oversight through independent experts and external oversight through the demo
cratically-elected houses of Congress will help ensure that targeting decisions 
are actually being carried out in line with the presidential guidelines, domestic 
and international law, and constitutional principles. 

C. End-of-Conflict Issues 

Twelve years after the start of conflict, any overarching discussion of counter
terrorism policy must move beyond the day-to-day operations and take sight of 
the end-of-conflict horizon. As the President has observed, "[T]his war, like all 
wars, must end."212 

This winding down of operations is already beginning to take place. The 
transfer of control over the Bagram detention facility in Afghanistan was one 
major, and concrete, step toward drawing down the American military presence 
in Afghanistan. In March 2013, the United States reached a deal with President 
Hamid Karzai to transfer oversight of the detention center at Bagram to 
Afghanistan. While the United States would maintain an advisory role over the 
release of prisoners, all final decisions would rest with the Afghani govern
ment.213 (The other major action will be a drawdown of American troops in 
Afghanistan by the end of 2014, with a residual force remaining, or possibly 
without one.214 Almost half of the 64,000 troops currently in the country will be 
withdrawn by February 2014.215) The transfer of Bagram will affect only a 
portion of the detainee population, notably those remaining under U.S. custody 
at Guantanamo. Under the laws of war, the authority for administrative deten
tion ends with the "cessation of active hostilities," at which point detainees must 

211. Barack Obama, Remarks by the President at the National Defense University (May 23, 2013) ., 
212. Id. 
213. Mark Mazzetti , U.S. and Afghans Reach Deal on Bagram Prison Transfer, N.Y. TIMES , Mar. 24, 

2013, at A8. 
214. Mark Mazzetti & Maithew Rosenberg, U.S. Considers Faster Pullout in Afghanistan, N.Y. 

TIMES, July 9, 2013, at Al. 
215. Id. 



206 JOURNAL OF NATIONAL SECURITY LAW & POLICY [Vol. 7: 161 

be "released and repatriated."2 16 The end of conflict will prec1p1tate many 
difficult questions about the status of detainees within U.S. custody who cannot 
be convicted in court, but whom the Administration determines are too danger
ous to release. 

These decisions will take time to iron out. Administration officials have 
sought to manage expectations about the timeline of releasing detainees, noting 
that after World War II, courts had acknowledged the President's authority to 
detain German nationals even six years after hostilities had ended. 2 17 And the 
task of charging, releasing, or repatriating detainees will not be made any easier 
by the congressional restrictions on transfer authority in the NDAA. 

But more can be done to ensure that the domestic authority for counterterror
ism operations matches the conflict as it actually exists today. We recommend 
that Congress review the 2001 AUMF, update it to match the current threats the 
United States faces against regional organizations that may have, at best, an 
attenuated relationship to al Qaeda, and insert a sunset provision with a clause 
that mandates review of the authorization each year. Such a requirement would 
help guard against the inertia of a law that can persist into perpetuity if 
Congress is never forced to act. Mandatory review will require Congress to take 
a more active role in supervising the gradual drawdown of operations against 
the old threats periodically and methodically, while ensuring that the executive 
branch can continue to address new threats as they arise. Moreover, such review 
will help compensate for the relative degree of discretion that it grants the 
executive branch, by keeping it responsible to a body that has bound itself by 
law to regular review of its authorities. 

CONCLUSION 

This Article explored the imperfect relationship between the policy objec
tives - deterrence, incapacitation, and intelligence gathering - underlying the 
use of detention and targeted killing within the traditional legal frameworks 
used to justify them - the law of war and the criminal justice model. We 
demonstrated why a hybrid model should be developed which will allow for 
effective counterterrorism consistent with the underlying legal and moral prin
ciples behind the both the law of war and criminal justice model, as well as our 
constitutional considerations of checks and balances. In particular, the hybrid 
model we propose blends the particularistic determinations that lie at the heart 
of the American criminal justice model with the prospective and preventive 
orientation of the law of war model. This hybrid model recognizes that terror-

216. Third Geneva Convention , supra note 50, at art. 118 ("Prisoners of War shall be released and 
repatriated without delay after the cessation of active hostilities."). 

217 . Jeh Johnson , The Conflict Against Al Qaeda and its Affiliates: How Will It End?, Remarks at 
Oxford University (Nov. 30, 2012) (advocating that the United States and its allies should look to 
"conventional legal principles to supply the answer" to the detainee question and citing Ludecke v. 
Watkins, 335 U.S. 160 (1948) (Which held that the President's authority to detain German nationals 
continued for over six years after the fi ghting with Germany had ended .). 
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ism is a serious threat to the fabric of society and our constitutional system, and 
requires use of the law of war model in some cases. But the model also protects 
against government overreach by seeking, wherever possible, to align itself with 
the best instincts of the criminal justice model, and its promotion of our core 
values of freedom and liberty. It respects the need for flexibility and timely 
action by the executive while providing meaningful checks and balances against 
unfettered discretion. We believe that such a comprehensive framework can 
help build domestic consensus and global support for a counterterrorism pro
gram that must remain effective even as specific conflicts wind down. 
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