
Behind the Data: Humans and Values
Info 188 (3 Units)

TuTh 12:30 - 2:00 pm
3108 Etcheverry Hall

Instructor: Deirdre K. Mulligan
Contact:█████████████████████████
Office Hours: Wednesday 2:15-3:15 pm 303b South Hall or by appointment

GSI: Nitin Kohli
Contact: █████████████
Office Hours: Tuesday 4:00 - 5:00 pm in 302 South Hall or by appointment

Reader: Vidya Ramamoorthy
Contact: █████████████
Office Hours: Friday 9:00 - 11:00 am in 302 South Hall

Course Description
This course provides an introduction to legal and ethical issues surrounding data and society, as well as
hands-on experience with frameworks, processes, and tools for addressing them in
practice. It blends social and historical perspectives on data with ethics, law, policy, and case examples — from
Facebook’s “Emotional Contagion” experiment to controversies around search
engine and social media algorithms, to self-driving cars — to help students understand current ethical and legal
issues in data science and machine learning. Legal, ethical, and policy-related
concepts addressed include: research ethics; privacy and surveillance; bias and discrimination; and oversight
and accountability. These issues will be addressed throughout the lifecycle of data
— from collection to storage to analysis and application. The course emphasizes strategies, processes, and tools
for attending to ethical and legal issues in data science work. Course
assignments will emphasize researcher and practitioner reflexivity, allowing students to explore their own social
and ethical commitments.
Student Learning Outcomes: Upon completion of the course, students will be able to critically assess their own
work and education in data science; to identify and articulate basic ethical and
policy frameworks; and to understand the relationship between their work and ethical frameworks and legal
obligations.

Course Schedule
Week 1: August 29th - Setting the Stage
Class 1 (Th) - Setting the Stage
Objective: provide some background on the unique challenges inherent in information law and policymaking,
some perspectives on why this course might be of use in your work, and some tools
for approaching court cases. As with all material in the course, it expresses the views of the authors.
Reading(s):
Lessig, Lawrence, Code 2.0 Chapter 7 What Things Regulate.
(https://www.socialtext.net/codev2/what_things_regulate)
Craig Timberg et al, Russian ads, now publicly released, show sophistication of influence campaign
(https://www.washingtonpost.com/business/technology/russian-ads-now-publicly
released-show-sophistication-of-influence-campaign/2017/11/01/d26aead2-bf1b-11e7-8444-a0d4f04b89eb
_story.html?utm_term=.0498b80c8c21) . Washington Post. November 1, 2017.
Emily Stewart, #KamalaHarrisDestroyed debate signals how much we still don’t understand about social
media manipulation. (https://www.vox.com/recode/2019/8/2/20751789



/kamala-harris-destroyed-tulsi-gabbard-bots-google) Vox. August 2, 2019
(https://www.vox.com/recode/2019/8/2/20751789/kamala-harris-destroyed-tulsi-gabbard-bots-google)
What American CEO's are Worried About (https://www.nytimes.com/2019/08

/21/podcasts/the-daily/business-roundtable-corporate-responsibility.html) , The Daily, NYT August 21,
2019

Optional:
Orin S. Kerr, How to Read a Legal Opinion, 11 Green Bag 2d 51 (2007). [PDF
(http://volokh.com/files/howtoread2007version.pdf) ]
The IRAC framework. (http://www.lawnerds.com/guide/irac.html)
Swire, Peter, “Engineers and Lawyers in Privacy Protection: Can We All Just Get Along?
(http://www.privacyassociation.org/privacy_perspectives
/post/engineers_and_lawyers_in_privacy_protection_can_we_all_just_get_along) ” Privacy Perspectives,
2014.

Week 2: September 3 & 5 - Situating Law and "Data"
Cases: census, social media platforms, public services
Class 2 (Tu) - Situating “Data”: What are data? A pre-history of data
Objective: to “shake loose” the idea of data as an object for critical and ethical inquiry, and to explore some
historical precedents of today’s “big data” moment
Reading(s):
Kitchin, R. (2014). Conceptualising Data. In The data revolution
(https://uk.sagepub.com/sites/default/files/upm-binaries/63923_Kitchin_CH1.pdf) (pp. 1-26). New York:
SAGE.
Lemov, R. (2016, June 16). “Big data is people!
(https://aeon.co/essays/why-big-data-is-actually-small-personal-and-very-human) ” Aeon.
Seltzer, W., & Anderson, M. (2001). The dark side of numbers: The role of population data systems in
human rights abuses (https://link.springer.com/content
/pdf/10.1007%2F978-3-531-90427-6_7.pdf) . Social Research, 68(2), 481- 513.

Class 3 (Th) Contemporary Reflections on Data
Objective: to bring the historical questions into the contemporary context
Reading(s):
boyd, d., & Crawford, K. (2012). Critical questions for big data
(https://people.cs.kuleuven.be/~bettina.berendt/teaching/ViennaDH15/boyd_crawford_2012.pdf) .
Information, Communication, and Society, 15(5), 662-679. (Introduction and Section 1 “Big Data changes the
definition of knowledge”)

Week 3: September 10 & 12 - Contemporary Reflections (cont)
Objective: case studies on contemporary issues
cases: immigration enforcement, government data collection and analysis, privatization of public services
Class 4 (Tu)
Reading(s):
Oakland Sanctuary City Ordinance
(http://www.oaklandcommunity.org/wp-content/uploads/2017/03/86498-C.M.pdf)
Brian Hofer, Making Oakland a Real Sanctuary City
(https://www.eastbayexpress.com/oakland/making-oakland-a-real-sanctuary-city/Content?oid=7749981)
, East Bay Express, June 28,
2017.

University of California Statement of Principles in Support of Undocumented Members of the UC Community
Jennifer Safstrom, " An analysis of sanctuary campuses: Assessing the legality and effectiveness of
policies protective of undocumented students and of potential
government responses ." Geo. LJ 106 (2017): 1523, PAGES 1527-37 ONLY.



Peruse Oakland Privacy Advisory Commission
(http://www2.oaklandnet.com/government/o/CityAdministration/d/PrivacyAdvisoryCommission/index.ht
m) ; and, Oakland Privacy About
(https://oaklandprivacy.org/about/) and Campaigns (https://oaklandprivacy.org/campaigns/) pages.
Oakland Surveillance Ordinance Supplemental Report

Class 5 (Th) (Nitin)
Case: AWS facial rekognition
Reading(s):
Watch
Gender Shades (https://www.youtube.com/watch?v=TWWsW1w-BVo)

(https://www.youtube.com/watch?v=TWWsW1w-BVo)
Read Letter (https://www.aclunc.org/docs/20180522_AR_Coalition_Letter.pdf) from ACLU to Bezos
ACLU, Amazon'a Face Recognition Falsely Marched 28 Members of Congress with Mugshots
(https://www.aclu.org/blog/privacy-technology/surveillance-technologies/amazons-face
recognition-falsely-matched-28)
AWS response to ACLU study
(https://aws.amazon.com/blogs/aws/thoughts-on-machine-learning-accuracy/)
Scan Developer Guide (https://docs.aws.amazon.com/rekognition/latest/dg/rekognition-dg.pdf) for
"confidence threshold"

Read the Executive Summary from The Perpetual Line Up (https://www.perpetuallineup.org)
Letter from coalition of twelve local civil rights organizations to the Detroit Board of Police Commissioners Re:
Detroit Police Department’s Proposed Policy Governing Use of Facial
Recognition Technology , August 1, 2019.

Week 4: September 17 & 19 - Ethical Toolbox: Research & Applied Ethics
Class 6 (Tu) - Ethical Toolbox I: Research and Applied Ethics
Objective: introduce and explore applied ethical frameworks (research ethics) for thinking about data science
Reading(s):
The Belmont Report. (1979). The Belmont Report: Ethical principles and guidelines for the protection of
human subjects of research (http://www.hhs.gov/ohrp/humansubjects
/guidance/belmont.html) .

Class 7 (Th) Ethical Toolbox II: Case Studies (Nitin)
Objective: explore applied ethical frameworks in context of data science in the private sector (A/B testing, line
between practice and research)
Case(s): Tuskegee, Stanford, and Milgram
Reading(s):
Tuskegee syphilis experiment (Articles 1 (https://www.cdc.gov/tuskegee/timeline.htm) and 2
(http://time.com/4867267/tuskegee-syphilis-study/) )
Stanford prison experiment (https://web.stanford.edu/dept/spec_coll/uarch/exhibits/Narration.pdf) (Read
Narration Page 1 - Narration Page 17)
Milgram experiment - Milgram, Stanley. " Behavioral study of obedience ." The Journal of abnormal and social
psychology 67, no. 4 (1963). Read pages 371-374 & the Discussion
(376-378)

AAA
Week 5: September 24 & 26 - Ethics Case Studies and Concepts of Machine Learning
Objective: explore concept of privacy and personal information



Class 8 (Tu)
Reading(s):
Jessica Vitak, Katie Shilton, and Zahra Ashktorab. Beyond the Belmont Principles: Ethical Challenges,
Practices, and Beliefs in the Online Data Research Community
(https://terpconnect.umd.edu/~kshilton/pdf/VitaketalCSCWpreprint.pdf) .
Gray, M. (2014, July 9). When science, customer service, and human subjects research collide. Now
what? (https://ethnographymatters.net/blog/2014/07/07/when-science-customer
service-and-human-subjects-research-collide-now-what/) Culture Digitally.

Class 9 (Th) Conceptual Introduction to Machine Learning (Nitin)
Objective: Introduce machine learning at a conceptual level to foreground subsequent analyses
Reading(s):
Peruse "A visual introduction to machine learning
(http://www.r2d3.us/visual-intro-to-machine-learning-part-1/) "
Sharif, Mahmood, Sruti Bhagavatula, Lujo Bauer, and Michael K. Reiter. "Accessorize to a crime: Real and
stealthy attacks on state-of-the-art face recognition.
(https://www.cs.cmu.edu/~sbhagava/papers/face-rec-ccs16.pdf) " Read Sections 1-3.1 & 8-9 {If you are
really into the paper and the math you are of course encouraged to read the whole
paper, but these omitted sections are by no means required}

[Assignment 1] Ethical Analysis and CITI Certification (available here )
Due October 6th at 5pm on bCourses

Week 6: October 1 & 3 - Privacy Challenges and Responses
Class 10 (Tu) (Richmond Wong [School of Information] + Nitin)
Objective: Explore the concept of privacy
Reading(s):
Mulligan, Deirdre K., Colin Koopman, and Nick Doty. "Privacy is an essentially contested concept: a
multi-dimensional analytic for mapping privacy. (https://www.law.berkeley.edu
/wp-content/uploads/2017/07/Privacy-is-an-essentially.pdf) " Phil. Trans. R. Soc. A 374.2083 (2016):
20160118.
McDermott, Y. (2017). Conceptualising the right to data protection in an era of Big Data
(https://journals.sagepub.com/doi/full/10.1177/2053951716686994) . Big Data & Society, 4(1),
2053951716686994.

Class 11 (Th) (Matt Cagle [ACLU])
Objective: explore current privacy challenges
Case(s): Facial Recognition--privacy and public places
Reading(s):
Patel v. Facebook
(https://cases.justia.com/federal/appellate-courts/ca9/18-15982/18-15982-2019-08-08.pdf?ts=1565283704)
Illinois's Biometric Information Privacy Act
(http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004&ChapterID=57)
Conger et. al. San Francisco Bans Facial Recognition Technology
(https://www.nytimes.com/2019/05/14/us/facial-recognition-ban-san-francisco.html) , NYT May 14, 2019

Week 7: October 8 & 10 - Privacy Challenges and Responses con't
Class 12 (Tu) (Nitin)
Case: Anonymity
Reading(s):
Narayanan, Arvind, and Vitaly Shmatikov. "How to break anonymity of the netflix prize dataset." arXiv preprint
cs/0610105 (2006) (https://arxiv.org/pdf/cs/0610105.pdf) (Read Sections 1, 2,



5, and 6. {Note: The expectation from this reading is not to be able to reproduce the math in this paper, but
rather that by reading this you have an idea of how the Netflix de-anonymization
attack works. So even though there are some math details in Section 5 that rely on Sections 3 and 4, you don't
need to know the specifics to understand the high-level takeaway of the
paper. As always, if you are digging the math, feel free to read the whole thing but it is by no means required.})
Closeout letter from FTC Staff to Reed Freeman, counsel to Netflix March 12, 2010
(https://www.ftc.gov/sites/default/files/documents/closing_letters/netflix-inc./100312netflixletter.pdf)
In class activity: de-anonymization taxi data set

(Th) PG&E power outage, so no class today!

Week 8: October 15 & 17 - Privacy Challenges and Responses con't
Class 13 (Tu) (Nitin)
Reading(s):
Differential Privacy: A Primer for a Non-technical Audience
(https://privacytools.seas.harvard.edu/files/privacytools/files/nissim_et_al_-_differential_privacy_primer
_for_non
technical_audiences_1.pdf) (Skim Sections 1-8 -- It's totally OK if you find this reading dense or hard to
understand. Differential privacy is a very math-heavy topic and an active area of
research. We will make this topic more concrete in class. That being said, the lecture will be much easier to
understand if you've at least glanced at the material before hand.)
Schwartz, P. M., & Solove, D. J. (2013). Reconciling personal information in the United States and
European Union (http://dx.doi.org/10.2139/ssrn.2271442) , 877–916.
(http://dx.doi.org/10.2139/ssrn.2271442) (Read pages 6-12)
Skim Brunton, Finn, and Helen Nissenbaum. "Vernacular resistance to data collection and analysis: A
political theory of obfuscation (http://firstmonday.org/ojs/index.php/fm/article
/viewArticle/3493/2955) ." First Monday 16.5 (2011).

Class 14 (Th) (Jen King [Stanford])
Objective: explore current privacy challenges
Case: Genetics-- who's privacy
Reading(s):
Horvitz, Eric, and Deirdre Mulligan. "Data, privacy, and the greater good
(http://science.sciencemag.org/content/349/6245/253.full) ." Science 349.6245 (2015): 253-255.
Julia Belluz, Genetic testing brings families together and sometimes tears them apart
(https://www.vox.com/2014/9/9/6107039/23andme-ancestry-dna-testing) , VOX, December 18,
2014.
Gina Kolata and Heather Murphy, The Golden State Killer Is Tracked Through a Thicket of DNA, and
Experts Shudder (https://www.nytimes.com/2018/04/27/health/dna-privacy-golden
state-killer-genealogy.html) , NYT April 27, 2018
Skloot, Rebecca, The immortal life of Henrietta Lacks, the sequel.
(http://www.nytimes.com/2013/03/24/opinion/sunday/the-immortal-life-of-henrietta-lacks-the
sequel.html?pagewanted=1&_r=0) New York Times, March 23, 2013

Week 9: October 22 & 24 - Consumer Protection and Bias in Computer Systems

Class 15 (Tu) (Evan Rose & Colin Hector [FTC])
Objective: Introduction to consumer protection law at the Federal Trade Commission, familiarity with the concepts
of deception and unfairness as applied to protect privacy and security, and key
provisions of the Children's Online Privacy Protection Act
Case studies: Social media, online dating, mobile apps



Reading(s):
FTC Policy Statement on Deception [PDF
(http://blogs.ischool.berkeley.edu/i205s11/files/2011/04/FTC-POLICY-STATEMENT-ON-DECEPTION-1.pdf)
]
FTC Policy Statement on Unfairness [PDF
(http://blogs.ischool.berkeley.edu/i205s11/files/2011/04/FTC-POLICY-STATEMENT-ON-UNFAIRNESS-1.pd
f) ]
Last Names A-K Read: In re Facebook, Complaint, FTC File No. 092 3184
(https://www.ftc.gov/sites/default/files/documents/cases/2012/08/120810facebookcmpt.pdf)
(https://www.ftc.gov
/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf)
Last Names L-Z Read: FTC's action against Ashley Madison
(https://www.ftc.gov/enforcement/cases-proceedings/152-3284/ashley-madison) (the complaint, exhibits,
and stipulated order)

Class 16 (Th) (Liz Eraker [Google])
Objective: familiarity with the concepts of deception and unfairness as applied in online environment to protect
privacy and security, and special regulatory frameworks for children
Case studies: Social media, online dating, mobile apps
Reading(s):
COPPA 16 CFR Part 312 Children’s Online Privacy Protection Rule; Final Rule.
(https://www.ftc.gov/system/files/2012-31341.pdf) Read section 5 ONLY pp. 3978-3983 but SKIM the
rest to get a sense of what a regulation looks like. (this documents the Commission’s rationale for the rules,
provides insight into their deliberations—including positions they rejected
—discusses the comments received, and can provide information useful in thinking through possible
applications of the law)

(https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-six-
step-compliance) US v. TinyCo (https://www.ftc.gov/system/files/documents/cases

/140916tinycocmpt.pdf) and Exhibits
(https://www.ftc.gov/system/files/documents/cases/140916tinycoexhibits.pdf)

Week 10: October 29 & 31 - Sources of Bias, and Fairness
Class 17 (Tu) (Nitin)
Objectives: Explore sources of bias in systems and data
Case: Web search
Reading(s):
Moor, James, “What is computer ethics?”
(http://web.cs.ucdavis.edu/~rogaway/classes/188/spring06/papers/moor.html)
Introna, Lucas D., and Helen Nissenbaum. "Shaping the Web: Why the politics of search engines matters
(https://nissenbaum.tech.cornell.edu/papers/searchengines.pdf) ," The
information society 16.3 (2000): 169-185.
Noble, S.U. (2012, Spring). Missed connections: What search engines say about women
(https://safiyaunoble.files.wordpress.com/2012/03/54_search_engines.pdf) . Bitch Magazine, 54,
37-41.

Class 18 (Th) (Nitin)
Objective: Explore the concept of fairness, and its relationship to concepts of bias, neutrality, objectivity?
Reading(s):
Deirdre Mulligan, Joshua Kroll, Nitin Kohli, Richmond Wong, " This Thing Called Fairness " Forthcoming at
CSCW 2019 (Sections 1-2, 5-9, but skip Section 5.0.1)
Kleinberg, Jon, Sendhil Mullainathan, and Manish Raghavan. "Inherent trade-offs in the fair determination of



risk scores (https://arxiv.org/abs/1609.05807) ." arXiv preprint
arXiv:1609.05807 (2016). (Read the Abstract, Section 1, and Section 5 -- if you're really digging the math, feel
free to read the other sections as well, but they are by no means necessary)
Technical Flaws of Pretrial Risk Assessments Raise Grave Concerns
(https://dam-prod.media.mit.edu/x/2019/07/16
/TechnicalFlawsOfPretrial_ML%20site.pdf?source=post_page---------------------------)

[Assignment 2] Deception, Unfairness, and COPPA Analysis (available here)
Due November 11th at 11:59pm on bCourses

Week 11: November 5 & 7 - Sources of Bias, and Fairness (cont)
Class 19 (Tu) (Nitin)
Objective: explore concept of fairness
In class exercises: http://www.spliddit.org/ (http://www.spliddit.org/)
After class read:
Min Kyung Lee and Su Baykal, “Algorithmic Mediation in Group Decisions: Fairness Perceptions of
Algorithmically Mediated vs. Discussion-Based Social Division
(https://www.cs.cmu.edu/~mklee/materials/Publication/2017-CSCW-AlgorithmicMediation_Fairness.pdf)
”

Class 20 (Th) (Nitin)
Objectives: explore sources of bias in data science in various domains
Case: medical, natural language processing
Reading(s):
Michael Jordan, Artificial Intelligence — The Revolution Hasn’t Happened Yet
(https://medium.com/@mijordan3/artificial-intelligence-the-revolution-hasnt-happened-yet-5e1d5812e1e
7) .
Medium, April 18, 2018.
Badgeley, M. A., Zech, J. R., Oakden-Rayner, L., Glicksberg, B. S., Liu, M., Gale, W., ... & Dudley, J. T. (2019).
Deep learning predicts hip fracture using confounding patient and
healthcare variables (https://www.nature.com/articles/s41746-019-0105-1.pdf?origin=ppub) . npj Digital
Medicine, 2(1), 31. pages 1-7 ONLY
Wiens, J., Saria, S., Sendak, M., Ghassemi, M., Liu, V. X., Doshi-Velez, F., ... & Ossorio, P. N. (2019). Do no
harm: a roadmap for responsible machine learning for health care
(https://www.nature.com/articles/s41591-019-0548-6.pdf) . Nature medicine, 1-4.
Cabitza, F., Rasoini, R., & Gensini, G. F. (2017). Unintended consequences of machine learning in
medicine (https://jamanetwork.com/journals/jama/fullarticle
/2645762?casa_token=3L2gm2c2QR4AAAAA:jNuKqMV0NzpTWoWayx02QFZV1HRXNdM9d6Blfm2NOUb
TW4-XPDhjCjm-PCr8Xthjd6i55U3Cu-0) . Jama, 318(6), 517-518.
Look at the website for “Spurious Correlations”: http://www.tylervigen.com/spurious-correlations
(http://www.tylervigen.com/spurious-correlations)
In class exercise: Natural language processing and bias

Week 12: November 12 & 14 - Questions of construct validity, Interpretability, and Contestability
Class 21 (Tu) (Galen Panger [Google])
Objectives: critically examine claims of measurement
Case: emotions
Galen Panger, Why the Facebook Experiment is Lousy Social Science
(https://medium.com/@gpanger/why-the-facebook-experiment-is-lousy-social-science-8083cbef3aee) .
Medium.
August 28, 2014.
Chen, Zhimin, and David Whitney. "Tracking the affective state of unseen persons



(https://www.pnas.org/content/pnas/early/2019/02/26/1812250116.full.pdf) ." Proceedings of the National
Academy of Sciences 116, no. 15 (2019): 7559-7564.
Anna Lauren Hoffmann and Luke Stark, Hard Feelings — Inside Out, Silicon Valley, and Why
Technologizing Emotion and Memory Is a Dangerous Idea (https://lareviewofbooks.org
/article/hard-feelings-inside-out-silicon-valley-and-why-technologizing-emotion-and-memory-is-a-danger
ous-idea/) . Los Angeles Review of Books, September 11, 2015.
Tom Simonte, Amazon says it can detect fear on your face. You scared?
(https://www.wired.com/story/amazon-detect-fear-face-you-scared/) Wired, August 18, 2019
AWS Developer Guide for Rekognition's Types of Emotion
(https://docs.aws.amazon.com/rekognition/latest/dg/API_Emotion.html)

Objectives: Explore responses from various disciplines to issues of bias in data science and machine learning

Class 22 (Th) (Ken Bamberger [School of Law])
Reading(s):
Deirdre K. Mulligan & Kenneth A. Bamberger, Procurement as Policy: Administrative Process for Machine
(https://poseidon01.ssrn.com
/delivery.php?ID=954020088007069018014094080020004070007012064010087068076004028072
072009101094013071027102040034061127107010021081003031087100117042055041008011107
090114015000066056069060093004107112079012069089028112026124071089090119124010070
005002101070095124006& EXT=pdf) §IIc (pp11-19) and IV (pp 33-52)
Algorithmic Accountability Act
(https://www.wyden.senate.gov/imo/media/doc/Algorithmic%20Accountability%20Act%20of%202019%2
0Bill%20Text.pdf)

(https://www.wyden.senate.gov/imo/media/doc/Algorithmic%20Accountability%20Act%20of%202019%2
0Bill%20Text.pdf) Reisman, Dillon, Jason Schultz, Kate Crawford, and Meredith

Whittaker. "Algorithmic impact assessments: A practical framework for public agency accountability
(https://ainowinstitute.org/aiareport2018.pdf) ." AI Now Institute(2018).

Week 13: November 19 & 21 - Contestability and Reproducibility
Class 23 (Tu) (Nitin)
Case: medical, off the shelf machine learning
Reading(s):
Cai, C. J., Reif, E., Hegde, N., Hipp, J., Kim, B., Smilkov, D., ... & Terry, M. (2019, April). Human-centered tools
for coping with imperfect algorithms during medical decision-making
(https://arxiv.org/ftp/arxiv/papers/1902/1902.02960.pdf) . In Proceedings of the 2019 CHI Conference on
Human Factors in Computing Systems (p. 4). ACM.

Lab: Google's "What-If" tool

Class 24 (Th) (Stuart Geiger [Berkeley Institute of Data Science])
Objectives: explore aims of reproducibility movement in relation to concerns with opacity in machine learning
Reading(s):

Stodden, Victoria, et al. "Enhancing reproducibility for computational methods
(http://web.stanford.edu/~vcs/papers/ERCM2016-STODDEN.pdf) ." Science 354.6317 (2016):
1240-1241.
Stodden, Victoria, and Sheila Miguez. "Best practices for computational science: Software infrastructure
and environments for reproducible and extensible research." (2013).

Week 14: November 26 - Transparency
Class 25 (Tu)

Objective: Explore transparency as potential response to opacity



Reading(s):
Annotation and Benchmarking on Understanding and Transparency of Machine learning Lifecycles
(ABOUT ML) (https://www.partnershiponai.org/wp-content/uploads/2019/07
/ABOUT-ML-v0-Draft-Final.pdf) from the Partnership on AI (PAI), Draft V0 (Read Chapter 2)
Bender, Emily M., and Batya Friedman. "Data statements for natural language processing: Toward
mitigating system bias and enabling better science." Transactions of the
Association for Computational Linguistics 6 (2018): 587-604.
Mitchell, Margaret, Simone Wu, Andrew Zaldivar, Parker Barnes, Lucy Vasserman, Ben Hutchinson, Elena
Spitzer, Inioluwa Deborah Raji, and Timnit Gebru. "Model cards for model
reporting (https://arxiv.org/pdf/1810.03993.pdf) ." In Proceedings of the Conference on Fairness,
Accountability, and Transparency, pp. 220-229. ACM, 2019.

[Assignment 3] TBA

Week 15: December 3 & 5 - Nudging, and Responsibility
Class 26 (Tu)
Objective: Explore concept of discrimination in law and relationship to algorithmically driven platforms
Case: advertising algorithms and consumer ratings
Reading(s):
Datta et. al. Discrimination in Online Personalization: A Multidisciplinary Inquiry
(http://www1.icsi.berkeley.edu/~mct/pubs/fatstar18.pdf)
HUD Complaint (https://www.hud.gov/sites/dfiles/PIH/documents/HUD_01-18-0323_Complaint.pdf)
Rosenblat, A., Levy, K. E., Barocas, S., & Hwang, T. (2017). Discriminating Tastes: Uber's Customer Ratings
as Vehicles for Workplace Discrimination (https://poseidon01.ssrn.com
/delivery.php?ID=2430691240941001020170951041151160070000760810340600070220670640970
0511012201908211900510203909901612111902811408110906907609802004500606906400510808
5003092066122076040065013110084118029009113086024118124116001013090101079018093117
077092027007126018085& EXT=pdf) . Policy & Internet, 9(3), 256-279.

Class 27 (Th)
Objectives: influencing decision making
Reading(s):
Carr, N. (2014, April 16). The limits of social engineering
(http://www.technologyreview.com/review/526561/thelimits-%20of-social-engineering/) . MIT Technology
Review.
Calo, Ryan. "Code, nudge, or notice (https://ilr.law.uiowa.edu/assets/Uploads/ILR-99-2-Calo.pdf) ?." (2013).
UK Facebook ICO Reports
(https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf) READ ONLY ¶
3.11-3.23
It’s Time to Reframe Our Relationship With Facebook And other tech companies too. Here's how to do it
(https://slate.com/technology/2018/11/information-fiduciaries-facebook
google-jack-balkin-data-privacy.html) , Mike Godwin, Slate Nov 16, 2018

Make Up Lecture: December 10 - Human Rights Frameworks
Class 28 (Tu)
Objective: explore human rights frameworks for businesses and professional responsibility frameworks
Case study: search, social media, ots ml, and government contracting
Reading(s):
Protect, Respect and Remedy: a Framework for Business and Human Rights (Links to an external
site.)Links to an external site. (http://dag.un.org/bitstream/handle/11176/269890
/A_HRC_8_5-EN.pdf?sequence=3&isAllowed=y) , Report of the Special Representative of the



Secretary-General on the issue of human rights and transnational corporations and other
business enterprises, John Ruggie, §III (pp14-21) only
Deirdre Mulligan and Daniel Griffin. Rescripting Search to Respect the Right to Truth
(http://georgetownlawtechreview.org/wp-content/uploads/2018/07/2.2-Mulligan-Griffin
pp-557-84.pdf%20) . Part IV & Conclusion pp 571-584
Report of the detailed findings of the Independent International Fact-Finding Mission on Myanmar ,
Human Rights Council Thirty-ninth session, September 10–28, 2018 READ
ONLY ¶ 1342-1354, and 1716-1726
BSR | Human Rights Impact Assessment: Facebook in Myanmar READ ONLY § 1 & 2
Jazmine Ulloa, California’s new ‘sanctuary’ battle could be keeping immigrant data away from ICE
(https://www.latimes.com/politics/la-pol-ca-sanctuary-state-ice-data-california-20190224-

story.html) , LA Times, February 24, 2019

Oakland Sanctuary Contracting Ordinance
Stark, L., & Hoffmann, A. L. (2019). Data Is the New What? Popular Metaphors & Professional Ethics in
Emerging Data Culture (https://culturalanalytics.org/2019/05/data-is-the-new
what-popular-metaphors-professional-ethics-in-emerging-data-culture-2/) .

In class discussion: Salesforce, Google, etc.

Grading
Against an ever-evolving terrain of technology, tools, and methods, data scientists often encounter complicated
issues involving unclear application of law and ethical gray areas. The lack of
clear-cut ethical guidance or legal precedent requires critical investigation and strong reasoning skills. Making
decisions that foresee the application of law, and identify and address brewing
ethical issues requires domain knowledge, strong reasoning skills, and most importantly the ability to view
problems from the position of various stakeholders and in light of broader ethical and
values commitments. To help students develop these abilities, assignments seek to promote critical reflection on
the practice of data science in different domains, with different norms and legal
rules.

Assignments
Course assignments revolve around short, accessible styles of written and verbal communication. Emphasis is
placed on communicating with peers, superiors, and broad potential audiences.
These short writing and presentation assignments will be aimed at deepening students’ engagement with a
particular ethical or legal issue in data science. With the exception of the final essay,
written contributions will be posted online, where they will receive feedback from classmates and the instructor.
Final exam will be submitted individually to the instructor.
Assignment 1: Released September 28 - Due October 6 @ 5pm
Assignment 2: Released November 4 - Due November 11 @ 11:59pm
Assignment 3: Released TBD - Due TBD

More details for each assignment will be posted to individual assignment pages online.

Final Exam: 25 short answer; one essay response.
Date (https://registrar.berkeley.edu/scheduling/academic-scheduling/final-exam-guide-schedules) :
Friday, December 20th
Time: 8am - 11am
Location: 3108 Etcheverry Hall (same place where lectures happen)

In addition to the assignments and final exam, students will be graded on attendance and participation.
Attendance: Students should attend all scheduled sessions during the specified class time.
Participation: Students’ participation will be graded based on three criteria:
1. Active participation in in-class discussions and activities;
2. Students will be on call for one class during the semester. On this day, they are tasked with generating 3



questions to frame class discussion, and providing a current example relevant to the
materials;

3. Students will provide a summary of class discussion for one class during the semester.
On-Call / Class Summaries: Link to sign up to be on-call and for summary dates can be found
█████████████

Final grades will be determined according to the following weights:
Assignment 1: 15%
Assignment 2: 20%
Assignment 3: 20%
Final Exam: 20%
Attendance: 10%
Participation: 15%

Academic Integrity
The high academic standard at the University of California, Berkeley, is reflected in each degree that is awarded.
As a result, every student is expected to maintain this high standard by
ensuring that all academic work reflects unique ideas or properly attributes the ideas to the original sources.
Individual departments often have their own ways of citing and attributing work, so it
is the responsibility of each student to seek that information out if it is not otherwise provided through a syllabus,
course website, or other means.
These are some basic expectations of students with regards to academic integrity:
Any work submitted should be your own individual thoughts, and should not have been submitted for credit in
another course unless you have prior written permission to re-use it in this
course from this instructor.
All assignments must use "proper attribution," meaning that you have identified the original source and extent or
words or ideas that you reproduce or use in your assignment. This includes
drafts and homework assignments!
If you are unclear about expectations, ask your instructor or GSI. Do not collaborate or work with other students
on assignments or projects unless you have been given permission or
instruction to do so.
For more information visit: http://sa.berkeley.edu/conduct/integrity (http://sa.berkeley.edu/conduct/integrity)

UC Berkeley Statement on Diversity
These principles of community for the University of California, Berkeley are rooted in a mission of teaching,
research and public service and will be enforced in our classroom this term.
We place honesty and integrity in our teaching, learning, research and administration at the highest level.
We recognize the intrinsic relationship between diversity and excellence in all our endeavors.
We affirm the dignity of all individuals and strive to uphold a just community in which discrimination and hate are
not tolerated.
We are committed to ensuring freedom of expression and dialogue that elicits the full spectrum of views held by
our varied communities.
We respect the differences as well as the commonalities that bring us together and call for civility and respect in
our personal interactions.
We believe that active participation and leadership in addressing the most pressing issues facing our local and
global communities are central to our educational mission.
We embrace open and equitable access to opportunities for learning and development as our obligation and
goal.
For more information, visit UC Berkeley's Division of Equity, Inclusion & Diversity page:
http://diversity.berkeley.edu/vcei (http://diversity.berkeley.edu/vcei)



Learning Accommodations & Access
If you need accommodations for any physical, psychological, or learning disability, please speak to us after class
or during office hours.

Additional Campus Resources
These additional campus units my, at times, prove helpful during the course of the semester:
Student Learning Center
Counseling & Psychological Services
University Health Services
Disabled Students’ Program
Gender Equity Resource Center


