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Course Description

Information Privacy is one of the most pressing and debated topics in law

and policy today. Policymakers, scholars, advocates, and industry representatives

are locked in heated, escalating debates about the growing spread of tracking and

surveillance in society. Most of this debate has been spurred by the breakneck pace

of changes to technology, and particularly of changes to Internet and mobile

technology. Future lawyers interested in practicing information privacy law or

technology policy more broadly defined need to understand the past, present, and

likely future of the technology of privacy.

This is not a typical law school class. In this class, every student will engage

directly with technology, controlling cutting-edge technologies of privacy and

privacy invasion, such as tools for encryption, wiretapping, onion routing, facial

recognition, and more.

There are no prerequisites for the course. Students of any technical ability

and background (including no technical ability or background) are welcome to

enroll, but students with some familiarity with computer and network technology

will likely find the material easier to master.

Class Times and Meeting Dates

The class will meet every Thursday from 1:20 – 3:50 PM in McDonough 342.

Note that this class meets for more minutes per week than required for a two-credit

class. I believe that the best way to dig deeply into this technical material is to meet

for more minutes each meeting. This also allows us not to meet three times during

the regular schedule, which is useful to give you time to work on your final projects.

I have not yet finalized the class schedule. Do not rely on the predictions in

this version of the syllabus. The only thing that is set in stone is that the class will

not meet on Thursday, October 5th.

Tentatively, I think we will also not meet on: October 26th and November

16th. But please do not rely on this schedule until I verify it.

Teaching Assistants and Office Hours
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I will generally be available for office hours in my office (McDonough 480) on

Tuesdays and Wednesdays from 11:10 – 11:55 AM or at any other time by

appointment.  I can also be reached via e-mail at █████████████

Our class Teaching Assistants are Sabrina McCubbin and Charlie Bell, both

of whom took this class last year. Sabrina will be available for office hours every

Thursday from 11:30 AM – 12:30 PM at one of the tables in the lobby of the Sport &

Fitness Center, and she can be reached via e-mail at █████████████. Charlie will

be available for office hours every Wednesday from Noon – 1:00 PM at one of the

tables in the lobby of the Sport & Fitness Center, and he can be reached via e-mail

at █████████████.

Once again, those office hours in tabular form are:

Day and Time Person Location

Tuesdays, 11:10 AM – 11:55 AM Prof. Ohm McDonough 480

Wednesdays, 11:10 AM – 11:55 AM Prof. Ohm McDonough 480

Wednesdays, Noon – 1:00 PM Charlie Courtside

Thursdays, 11:30 AM – 12:30 PM Sabrina Courtside

Course Expectations

Grading. Grades for the course will be based on a series of graded projects

and class participation. Because I value class participation so much, I may increase

or decrease your grade up to one step (e.g. from B+ to A- or from B to B-) to reflect

your participation.

Participation. I expect you to be prepared to talk every class and will call on

you without prior notice.  Because this class is taught in a seminar format, you

cannot “pass” from participation, but if exceptional circumstances prevent you from

participating, let me know in advance and I can make accommodations.

Graded Assignments

Overview. The grade for this class will depend primarily on a combination of

grades in three graded assignments. One of these is a fairly conventional writing

assignment. The other two are less traditional technical projects.

Writing Assignment. The writing assignment, which will be assigned and due

early in the semester, will require students to write a short essay. This assignment

will require students to demonstrate mastery of the concepts, skills, and

competencies this class is designed to impart. This will differ, to large extent, from

the kinds of concepts, skills, and competencies traditionally imparted in law school
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classes. For example, this class will teach students how to serve as translators of

technology to lay audiences, and the writing assignment will test this skill.

Technical Projects. The two graded technical projects in this class will require

students to complete projects that demonstrate mastery of technical concepts. Some

of these projects will require students to install specialized software and run tests

using that software to report results. Other projects will focus on a particular skill,

for example, processing data.

Part of the grade for these projects will depend on the student’s ability to

follow directions and properly execute the instructions. But each assignment will

also give room for flexibility, creativity, and hard work, meaning students will be

graded, in part, on the novelty and importance of what they discover. Finally,

students will be graded on the quality of their presentation of results, whether in

written or graphical output.

Graded Assignments and Due Dates. The written and technical assignments

will be assigned and due according to the following schedule. Note that all graded

assignments are due on Fridays at 5:00 PM:

Written Assignment: Analogy and Persuasion in Technical Description

25% of Final Grade

Assigned: Week 2 (September 7)

Due: Week 6 (Friday, October 6, 5:00 PM)

Technical Data Processing Project: Regular Expressions and Data Analysis

25% of Final Grade

Assigned: Week 4 (September 21)

Due: Week 8 (Friday, October 20, 5:00 PM)

Technical Term Project: Privacy Audit

50% of Final Grade

Assigned: Week 3 (September 14)

Due: Week 12 (Friday, November 17, 5:00 PM)

Other Assignments Graded only for Effort and Completion

Each student’s grade will be based on the written assignment and technical

projects listed above. In addition, students will be given a series of assignments that

will not be graded but must be completed.

Presentation. The final class of the semester will be a presentation/demo day

during which students will present the outcome of their Technical Term Projects to

the class and invited outsiders. Each presentation will last five minutes.
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Problem Sets. In addition, at various points in the semester, students will be

asked to complete “problem sets,” assigned during class and due one week later. The

purpose of the problem sets is to provide student additional hands-on time to work

with relevant technologies.

The presentation and problem sets will not be individually graded. Failure to

complete and hand in one or more problem sets may result in a deduction in the

final grade of one single step (e.g. A- to B+). Failure to complete a final presentation

may also result in a deduction in the final grade of one single step (e.g. A- to B+).

Course Technology

Students will be introduced to a large number of new tools and technologies.

Most fundamentally, students will use the Linux operating system as the core

platform for this course. Students without experience with Linux (or a related

operating system) should be able to learn everything they need to know during the

course, but the learning curve will be steep.

Students will access Linux on their own personal computers using what is

known as “virtual machine” technology. This permits Linux to run alongside a

primary operating system (typically Mac OS or Windows) without replacing it. The

virtual machine platform we will use is called VirtualBox, free software from

Oracle. To run VirtualBox, each student must possess a laptop running MacOS,

Windows, or Linux, and must bring the laptop to every class. Computers running

other operating systems such as laptops running ChromeOS or iPads running iOS

will not work with this software.

We will provide instructions on how to install VirtualBox. Please do not

attempt this on your own unless you know what you are doing.

Course Materials

Required Text. The only required text is a book, which the author has made

available online for free. It is:

William E. Shotts, Jr., The Linux Command Line (No Starch Press 2012),

available for download at http://linuxcommand.org/tlcl.php or

http://www.paulohm.com/classes/techpriv15fall/files/ShottsBook.pdf.

You can also buy a nicely printed copy of the book from the law school

bookstore or online retailers (ISBN-13: 978-1593273897).

Other Reading. Many other readings will be made available on the course

webpage and Canvas page.
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Course Website. Our course website is at

http://paulohm.com/classes/techpriv17.  The top part of the website will list “Latest

Updates” which you can scan to see what is important and new. Students must

consult the website before every class.

Although this class will not rely primarily on Canvas, to make things easy for

Canvas users, I have created a Canvas page for this class. On this page, I will post

any message that appears in “Latest Updates” on the class website as an

announcement. Students who consult the Canvas site before every class will receive

the same information as students who use the class website.
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Topics and Assignments

The table below lists the topics we will cover each week and the dates on

which the graded and ungraded assignments will be distributed and due. The table

does not list reading assignments, which will be available on the course website and

Canvas page at least two weeks in advance of each class. This table is subject to

change, so be sure to consult the website or Canvas at least once each week.

Only the assignments indicated in bold italics below will be graded.

Problem Sets and the final presentation are ungraded but must be completed.

N: Date Topics Assignments Due Assignments

Assigned

1: Aug. 31 Crypto 101 None Problem Set #1

2: Sept. 7 A Whirlwind Tour of

Privacy Law and

Policy

Linux Shell

Cookies

Browser Forensics

Problem Set #1 Problem Set #2

Written

Assignment

3: Sept. 14 Tracking web behavior

Logfiles

Mitmproxy

Problem Set #2 Technical Term

Project

4: Sept. 21 Regular Expressions

and Data Analysis

Advanced Mitmproxy

Technical Data

Processing

Assignment

Problem Set #3

5: Sept. 28 Geolocation and

Carpenter v. United

States

Problem Set #3

6: Oct. 5 No Class Written Assignment

(Friday, October 6)

7: Oct. 12 Field Trip to Palantir Problem Set #4

8: Oct. 19 Crypto and the Going

Dark Debate

Technical Data

Processing

Assignment

(Friday, 11/3, 5pm)

9: Oct. 26 No Class
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10: Nov. 2 Machine Learning and

the Increasing Power

of Inference

11: Nov. 9 Platforms and Privacy

12: Nov. 16 No Class Technical Term

Project

(Friday, 11/17, 5pm)

13: Nov. 23 No Class

(Thanksgiving)

14: Nov. 30 Demo Day

Presentations

Presentations

WARNING: There is a chance the class meeting schedule will change,

including the dates on which the class does not meet. Do not rely on the

schedule above until the professor announces a final schedule.
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