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Summary
This seminar will bring together professors and select students from three schools to discuss
how different disciplines solve cybersecurity issues. Classes will cover the technical
underpinnings of the Internet and computer security; the novel legal aspects from technology,
crime and national security; and the various policy problems and solutions involved in this new
field.

● Cybersecurity
● Cryptography
● Surveillance
● Cyber Conflict

Readings
See the readings assigned for each lecture.

Prerequisites
Permission of the instructor.

Some knowledge of programming is helpful but not required

https://www.cs.columbia.edu/~smb/classes/f19/index.html
https://www.cs.columbia.edu/~smb/classes/f19/index.html
https://www.cs.columbia.edu/~smb/classes/f19/index.html


Assignments
1. One main outcome of this class is to bring together students from each school to bring

their perspectives to problems of global interest. Early in the semester, the professors
will assign groups of six students, two from each school. Each group will focus on the
problem of operational collaboration in cybersecurity: working together across the
public and private sectors to improve protection, resilience, or response. This could
include a very wide range of ideas, from finding new ways to disrupt attackers at scale,
novel public-private or private-private partnerships, or radical notions to secure the
Internet at large scale and low cost.

2. There are three related assignments for this paper. First, each group is responsible for
an initial scoping paper, of about 2000 words, on the issue, bringing the perspective and
tools from the viewpoint of professionals from their field. So for example, on a team
studying a new organization for botnet takedowns, the students from Computer Science
would write on botnets and their history and general and botnet and counter-botnet
technologies; the Law students on criminal statutes and the role of law enforcement,
issues of liability, and organizational law; the SIPA students on relevant public policy
solutions, such as aligning market incentives and thinking of who pays.

3. Second, each group will present their findings on the final class. The class instructors will
grade the ideas and presentation and invite cyber professionals working on cyber
collaboration issues.

4. Third, the group is collectively responsible for a final paper, of about 6000 words,
bringing together all their research together into a polished product. This paper will be
due the Tuesday after the final class. The expectation is that some or all of these papers
will be published. The last time this course was offered, one of the papers (on a
replacement for social security numbers) was published by the University of Illinois
Journal of Technology & Policy. In that paper, the computer science team developed the
cryptographic algorithm, the law students looked at the relevant legislation on where
SSNs must or must not be used, while the policy students took the lead on the proposed
pilot program for the new scheme: Federal students aid.

5. During this process, the professors will connect the students to relevant professionals to
be interviewed for these papers.

6. Other Items:

1. Please familiarize yourself with the proper methods of citation and attribution, for
both traditional publications and legal writings, e.g., statutes and cases. There
are various useful resources online; we strongly encourage you to familiarize
yourself with these various styles before conducting your research. In particular,
law students must use Blue Book-style citations.

2. Columbia University does not tolerate cheating and/or plagiarism in any form.
Those students who violate the Code of Academic & Professional Conduct of
their relevant school will be reported and subject to the appropriate disciplinary
procedures.

https://heinonline.org/HOL/P?h=hein.journals/jltp2019&i=85
https://heinonline.org/HOL/P?h=hein.journals/jltp2019&i=85


Grading
50%
Final project

● 15%: Initial scoping and recommendations (group paper)
● 35%: Presentation and final submission

30%
Two short papers on specific issues to be determined during the semester. Your two papers
must be from an area not your own. That is, if you'r a law student, your short papers will be on
policy and technology, etc.
20%
Class participation



COMS W4182 — Lectures (Fall '19)

The lectures and readings listed here are subject to change, including in response to current
events (i.e., major news items).

Tuesday, September 03

Introduction

Cybersecurity: Technology, Policy and Law

How the Internet Works

Concepts:

Introduction to computer security and the perspectives of the problems and solutions seen from
technology, policy, and law.

Readings:

● Orin S. Kerr. How to read a legal opinion: A guide for new law students. The Green Bag,
11(1), Autumn 2007. Second series. (Optional reading). [ http ]

● Barry M Leiner, Vinton G Cerf, David D Clark, Robert E Kahn, Leonard Kleinrock, Daniel
C Lynch, Jon Postel, Larry G Roberts, and Stephen Wolff. A brief history of the internet.
ACM SIGCOMM Computer Communication Review, 39(5):22–31, 2009. [ http ]

● Jason Faulkner. Online security: Breaking down the anatomy of a phishing email. How-to
Geek, April 13 2011. [ http ]

● Brian Krebs. Tools for a safer PC. Krebs on Security, 2012. [ http ]
● Oscar Celestino Angelo Abendan ll. Gateways to infection: Exploiting software

vulnerabilities. TrendMicro Threat Encyclopedia, September 3, 2012. [ http ]
● Neil DuPaul. Common malware types: Cybersecurity 101. Veracode Security News,

October 12, 2012. [ http ]
● Paul Tero. A comprehensive guide to firewalls. Smashing Magazine, January 30, 2013. [

http ]
● Andrew Tarantola. VPNs: What they do, how they work, and why you're dumb for not

using one. Gizmodo, March 26, 2013. [ http ]

https://www.cs.columbia.edu/~smb/classes/f19/lectures.html
https://www.cs.columbia.edu/~smb/classes/f19/intro.pptx
https://www.cs.columbia.edu/~smb/classes/f19/internet-intro.pptx
https://ssrn.com/abstract=1160925
https://dl.acm.org/citation.cfm?id=1629613
https://www.howtogeek.com/58642/online-security-breaking-down-the-anatomy-of-a-phishing-email/
http://krebsonsecurity.com/tools-for-a-safer-pc/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/129/gateways-to-infection-exploiting-software-vulnerabilities
https://www.veracode.com/blog/2012/10/common-malware-types-cybersecurity-101
https://www.smashingmagazine.com/2013/01/introduction-to-firewalls/
https://gizmodo.com/5990192/vpns-what-they-do-how-they-work-and-why-youre-dumb-for-not-using-one


● Kim Zetter. Hacker lexicon: What is a zero day? Wired, November 11, 2014. [ http ]
● Gregory Krieg and Tal Kopan. Is this the email that hacked John Podesta's account?

CNN, October 30, 2016. [ http ]
● Video for the 'How the Internet Works' lecture
● How Computers Work: The CPU and Memory
● A Glossary of Common Cybersecurity Terminology
● Rus Shuler, How Does the Internet Work?, 2002
● The Internet Backbone
● What are DDoS Attacks? DDoS Explained, 2012
● Notable attacks throughout history
● What is a firewall?, 2013
● The Dark Web, Explained, 2013
● Intrusion Detection System (IDS)
● Understanding Intrusion Detection Systems

Tuesday, September 10

Cryptography Tutorial

Software and its Discontents

Stealing Credentials

Introduction to Cryptography

Concepts:

Concepts to cover: More detailed conversation to ensure a common knowledge amongst the
students on deeper topics including:

● What is cryptography?
● Symmetric and public key cryptography
● Public key infrastructure, certificates, and digital signatures
● Authentication
● The role of bugs in computer (in)security

https://www.wired.com/2014/11/what-is-a-zero-day/
http://www.cnn.com/2016/10/28/politics/phishing-email-hack-john-podesta-hillary-clinton-wikileaks/
https://www.kaltura.com/index.php/extwidget/preview/partner_id/1758691/uiconf_id/38497331/entry_id/0_0suo6e9e/embed/auto?&flashvars[streamerType]=auto
http://homepage.cs.uri.edu/faculty/wolfe/book/Readings/Reading04.htm
https://niccs.us-cert.gov/glossary
http://web.stanford.edu/class/msande91si/www-spr04/readings/week1/InternetWhitepaper.htm
http://www.cybertelecom.org/broadband/backbone2.htm
https://www.youtube.com/watch?v=OhA9PAfkJ10
http://www.nato.int/docu/review/2013/cyber/timeline/EN/index.htm
https://kb.iu.edu/d/aoru
https://www.youtube.com/watch?v=c7xu2VD0rzQ
https://www.techopedia.com/definition/3988/intrusion-detection-system-ids
http://www.sans.org/reading-room/whitepapers/detection/understanding-intrusion-detection-systems-337
https://www.cs.columbia.edu/~smb/classes/f19/smb-soft.pptx
https://www.cs.columbia.edu/~smb/classes/f19/smb-pw.pptx
https://www.cs.columbia.edu/~smb/classes/f19/smb-crypto-tut.pptx


Readings:

● Whitfield Diffie and Martin E. Hellman. Exhaustive cryptanalysis of the NBS data
encryption standard. Computer, 10(6):74–84, June 1977. [ http ]

● R. M. Needham and M. Schroeder. Using encryption for authentication in large networks
of computers. Communications of the ACM, 21(12):993–999, December 1978. [ http ]

● Whitfield Diffie and Susan Landau. Privacy on the Line: the Politics of Wiretapping and
Encryption. MIT Press, Cambridge, MA, second edition, 2007. Chapters 2–7. [ http ]

Tuesday, September 17

Anatomy of a Cyber Incident

Readings:

● Frank H. Easterbrook. Cyberspace and the law of the horse. University of Chicago Legal
Forum, 1996. [ http ]

● N. Eric Weiss and Rena S. Miller. The Target and other financial data breaches:
Frequently asked questions. CRS Report for Congress R43496, Congressional
Research Service, February 4, 2015. [ .pdf ]

● Jeff Kosseff. Defining cybersecurity law. Iowa L. Rev., 103:985, 2017. [ http ]
● SEC. Commission statement and guidance on public company cybersecurity

disclosures, February 21, 2018. pp. 1-7. [ .pdf ]
● 2019 Data Breach Investigations Report

Focus on the Easterbrook and Kosseff articles and review the other ones.

Tuesday, September 24

Cyber Preparedness and Cyber Critical Infrastructure Protection

Concepts:

● Identifying critical infrastructure
● Government/private partnerships

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.129.5270&rep=rep1&type=pdf
http://dl.acm.org/citation.cfm?id=359659
https://www.dropbox.com/s/rnkqcak89lkuor8/5572.pdf?dl=0
https://www.cs.columbia.edu/~smb/classes/f19/Anatomy_of_a_Cyber_Incident_-_working_draft_9-13-2019.pptx
https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?referer=&httpsredir=1&article=2147&context=journal_articles
https://fas.org/sgp/crs/misc/R43496.pdf
https://heinonline.org/HOL/P?h=hein.journals/ilr103&i=1013
https://www.sec.gov/rules/interp/2018/33-10459.pdf
https://www.cs.columbia.edu/~smb/classes/f19/Files/(3)_2019_Verizon_DBIR.pdf


● ISACs, ISAOs, etc.
● Legal framework

Readings:

GDPR § 82

Tuesday, October 01

Attribution; Open Discussion

Readings:

● Jason Healey. Beyond attribution: Seeking national responsibility for cyber attacks,
January 2012. [ .PDF ]

● Mandiant. Apt1: Exposing one of China's cyber espionage units. White paper, 2013. [
.pdf ]

● Thomas Rid and Ben Buchanan. Attributing cyber attacks. Journal of Strategic Studies,
38(1-2):4–37, 2015. [ DOI | arXiv | http ]

Tuesday, October 08

Incident Response

Readings:

● Paul Cichonski, Thomas Millar, Tim Grance, and Karen Scarfone. Computer security
incident handling guide. SP 800-61 Rev. 2, NIST, August 2012. [ http ]

● Barack Obama. Presidential Policy Directive—United States cyber incident coordination.
PPD 41, July 26, 2016. [ http ]

● DHS. National cyber incident response plan, December 2016. Skim. [ .pdf ]
● SEC. Commission statement and guidance on public company cybersecurity

disclosures, February 21, 2018. pp. 7–24. [ .pdf ]
● FS ISAC
● GDPR § 33

https://www.atlanticcouncil.org/images/files/publication_pdfs/403/022212_ACUS_NatlResponsibilityCyber.PDF
https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf
http://dx.doi.org/10.1080/01402390.2014.977382
http://arxiv.org/abs/https://doi.org/10.1080/01402390.2014.977382
https://doi.org/10.1080/01402390.2014.977382
https://doi.org/10.6028/NIST.SP.800-61r2
https://obamawhitehouse.archives.gov/the-press-office/2016/07/26/presidential-policy-directive-united-states-cyber-incident
https://www.us-cert.gov/sites/default/files/ncirp/National_Cyber_Incident_Response_Plan.pdf
https://www.sec.gov/rules/interp/2018/33-10459.pdf
https://www.fsisac.com/what-we-do


Thursday, October 10

Homework due:

● Short essay 1

Tuesday, October 15

Understanding Cyber Conflict

Concepts:

This class will cover some history of cyber conflict and important topics such as attribution and
the advantages and dangers of cyber conflict.

Readings:

● Richard B. Gasparre. The Israeli 'E-tack' on Syria–Part I. Air Force Technology.com,
March 9, 2008. [ http ]

● Richard B. Gasparre. The Israeli 'E-tack' on Syria–Part II. Air Force Technology.com,
March 10, 2008. [ http ]

● Ralph Langner. To kill a centrifuge: A technical analysis of what Stuxnet's creators tried
to achieve, November 2013. [ .pdf ]

● Jason Healey. Learn cyber conflict history, or doom yourself to repeat it. Armed Forces
Journal, December 17, 2013. [ http ]

● Phil Muncaster. ICS-CERT three year BlackEnergy attack on industrial control systems.
Infosecurity Magazine, October 29, 2014. [ http ]

● Kelly Jackson Higgins. Lessons from the Ukraine electric grid hack. Information Week,
March 18, 2016. [ http ]

Tuesday, October 22

Open Discussion or Wargame

https://www.cs.columbia.edu/~smb/classes/f19/EssayInstructions.html
http://www.airforce-technology.com/features/feature1625/
http://www.airforce-technology.com/features/feature1625/
https://www.langner.com/wp-content/uploads/2017/03/to-kill-a-centrifuge.pdf
http://armedforcesjournal.com/learn-cyber-conflict-history-or-doom-yourself-to-repeat-it/
https://www.infosecurity-magazine.com/news/icscert-blackenergy-attack/
http://www.darkreading.com/vulnerabilities%E2%80%94threats/lessons-from-the-ukraine-electric-grid-hack/d/d-id/1324743


Tuesday, October 29

Homework due:

● Paper Topic (Group Paper Topic)

US Cyber Conflict Strategy: Persistent Engagement

Readings:

● Michael P Fischerkeller and Richard J Harknett. Deterrence is not a credible strategy for
cyberspace. Orbis, 61(3):381–393, 2017. [ http ]

● US Cyber Command. Achieve and maintain cyberspace superiority, February 2018. [
.pdf ]

● Paul M. Nakasone. A cyber force for persistent operations. Joint Force Quarterly, 92, 1st
Quarter 2019. [ www: ]

● Jason Healey. The implications of persistent (and permanent) engagement in
cyberspace. Journal of Cybersecurity, 5(1), 08 2019. [ DOI | arXiv | http ]

Tuesday, November 05

Fall Break—no class

Tuesday, November 12

Homework due:

● Short essay 2

Cryptography and Exceptional Access

https://www.sciencedirect.com/science/article/pii/S0030438717300431
https://assets.documentcloud.org/documents/4419681/Command-Vision-for-USCYBERCOM-23-Mar-18.pdf
https://www.cs.columbia.edu/~smb/classes/f19/Joint%20Force%20Quarterly
http://dx.doi.org/10.1093/cybsec/tyz008
http://arxiv.org/abs/http://oup.prod.sis.lan/cybersecurity/article-pdf/5/1/tyz008/29212814/tyz008.pdf
https://doi.org/10.1093/cybsec/tyz008
https://www.cs.columbia.edu/~smb/classes/f19/EssayInstructions.html


A Brief History of the Crypto Wars

The Problem with Exceptional Access

Concepts:

● What rights and responsibilities do law enforcement have to devices and
communications?

● What rights and responsibilities do individual citizens have?
● How will this be affected by new technologies?
● What are the trade-offs between computer security and societal security? How do these

choices affect privacy and innovation?
● What is the "right" mix? Can there be one?

Readings:

● Matt Blaze. My life as an international arms courier, January 1995. [ .txt ]
● Robert Post. Encryption source code and the First Amendment. Berkeley Technology

Law Journal, 15(2):713–723, 2000. [ http ]
● Whitfield Diffie and Susan Landau. Privacy on the Line: the Politics of Wiretapping and

Encryption. MIT Press, Cambridge, MA, second edition, 2007. Chapter 9. [ http ]
● James B. Comey and Sally Quillian Yates. Going dark: Encryption, technology, and the

balances between public safety and privacy. Statement before the Senate Judiciary
Committee, July 8, 2015. [ http ]

● Harold Abelson, Ross Anderson, Steven M. Bellovin, Josh Benaloh, Matt Blaze,
Whitfield Diffie, John Gilmore, Matthew Green, Susan Landau, Peter G. Neumann,
Ronald L. Rivest, Jeffrey I. Schiller, Bruce Schneier, Michael A. Specter, and Daniel J.
Weitzner. Keys under doormats: Mandating insecurity by requiring government access to
all data and communications. Journal of Cybersecurity, 1(1), September 2015. [ DOI |
http ]

● Report of the Manhattan District Attorney's Office on smartphone encryption and public
safety, November 2015. [ .pdf ]

● House Judiciary Committee & House Energy and Commerce Committee. Encryption
working group year — end report, December 20, 2016. [ .html ]

● Matthew Kahn. Deputy Attorney General Rod Rosenstein remarks on encryption.
October 10, 2017. [ http ]

● Carnegie Foundation. Moving the encryption policy conversation forward, September
2019. [ http ]

https://www.cs.columbia.edu/~smb/classes/f19/crypto-wars.pptx
https://www.cs.columbia.edu/~smb/classes/f19/crypto-exceptional-access.pptx
http://www.mattblaze.org/papers/export.txt
https://www.jstor.org/stable/24116703
https://www.dropbox.com/s/rnkqcak89lkuor8/5572.pdf?dl=0
https://www.fbi.gov/news/testimony/going-dark-encryption-technology-and-the-balances-between-public-safety-and-privacy
http://dx.doi.org/10.1093/cybsec/tyv009
http://cybersecurity.oxfordjournals.org/content/early/2015/11/17/cybsec.tyv009
http://manhattanda.org/sites/default/files/11.18.15%20Report%20on%20Smartphone%20Encryption%20and%20Public%20Safety.pdf
https://www.documentcloud.org/documents/3251058-Document-09-House-Judiciary-Committee-amp-House.html
https://lawfareblog.com/deputy-attorney-general-rod-rosenstein-remarks-encryption
https://carnegieendowment.org/2019/09/10/moving-encryption-policy-conversation-forward-pub-79573


● Jim Baker. Rethinking encryption. Lawfare, October 22, 2019. [ http ]
● United States v. Bernstein (opinion withdrawn, 192 F.3d 1308 (9th Cir. 1999))
● Proposed rule change: "Wassenaar Arrangement 2013 Plenary Agreements

Implementation: Intrusion and Surveillance Items"

Tuesday, November 19

Homework due:

● Scoping paper (Group paper)

Surveillance, Law Enforcement, and Intelligence

Concepts:

● International law on espionage
● Mutual Legal Assistance Treaties
● PCLOB reports on Sections 215 and 702
● What rights and responsibilities do law enforcement have to devices and

communications?

Readings:

● Vassilis Prevelakis and Diomidis Spinellis. The Athens affair. IEEE Spectrum,
44(7):26–33, July 2007. [ http ]

● Privacy and Civil Liberties Oversight Board. Report on the telephone records program
conducted under Section 215 of the USA PATRIOT Act and on the operations of the
Foreign Intelligence Surveillance Court, January 23, 2014. Parts 1-3 only. [ http ]

● Privacy and Civil Liberties Oversight Board. Report on the surveillance program
operated pursuant to Section 702 of the foreign intelligence surveillance act, July 14,
2014. Parts 1-3 only. [ .pdf ]

● Ellen Nakashima and Andrea Peterson. The British want to come to America—with
wiretap orders and search warrants. Washington Post, February 4, 2016. [ .html ]

https://www.lawfareblog.com/rethinking-encryption
https://epic.org/crypto/export_controls/bernstein_decision_9_cir.html
https://s3.amazonaws.com/public-inspection.federalregister.gov/2015-11642.pdf
https://s3.amazonaws.com/public-inspection.federalregister.gov/2015-11642.pdf
https://www.cs.columbia.edu/~smb/classes/f19/surveillance.pptx
http://spectrum.ieee.org/telecom/security/the-athens-affair/0
https://www.pclob.gov/reports/report-215/
https://www.pclob.gov/library/702-Report.pdf
https://www.washingtonpost.com/world/national-security/the-british-want-to-come-to-america%E2%80%93with-wiretap-orders-and-search-warrants/2016/02/04/b351ce9e-ca86-11e5-a7b2-5a2f824b02c9_story.html


Tuesday, November 26

Collective Defense, International Law, and Norms

Readings:

● Department of Defense. Law of war manual, December 2016. Chapter 16. [ http ]
● Matthew Waxman. U.K. outlines position on cyberattacks and international law. Lawfare,

May 23, 2018. [ http ]
● Global Citizen. Microsoft and global citizen call for real policy action on digital peace,

October 26, 2018. [ http ]
● French Foreign Ministry. Cybersecurity: Paris call of 12 November 2018 for trust and

security in cyberspace, November 12, 2018. [ http ]
● Alex Grigsby. The United Nations doubles its workload on cyber norms, and not

everyone is pleased. Council for Foreign Relations (blog), November 15, 2018. [ http ]
● Cybersecurity Tech Accord. One year later: A cybersecurity commitment shared by more

than 100 companies, May 9, 2019. [ http ]
● Paul Rozenzweig. Preliminary observations on the utility of measuring cybersecurity.

Lawfare, August 6, 2019. [ http ]
● US Department of State. Joint statement on advancing responsible state behavior in

cyberspace, September 23, 2019. [ http ]
● Michael Schmitt. The Netherlands releases a tour de force on international law in

cyberspace: Analysis. October 14, 2019. [ http ]

Tuesday, December 03

Group Presentations

Tuesday, December 17

Homework due:

● Final paper (Group paper)

https://dod.defense.gov/Portals/1/Documents/pubs/DoD%20Law%20of%20War%20Manual%20-%20June%202015%20Updated%20Dec%202016.pdf?ver=2016-12-13-172036-190
https://www.lawfareblog.com/uk-outlines-position-cyberattacks-and-international-law
https://www.globalcitizen.org/en/content/microsoft-digital-peace-movement/
https://www.diplomatie.gouv.fr/en/french-foreign-policy/digital-diplomacy/france-and-cyber-security/article/cybersecurity-paris-call-of-12-november-2018-for-trust-and-security-in
https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-everyone-pleased
https://cybertechaccord.org/one-year-later-a-cybersecurity-commitment-shared-by-more-than-100-companies/
https://www.lawfareblog.com/preliminary-observations-utility-measuring-cybersecurity
https://www.state.gov/joint-statement-on-advancing-responsible-state-behavior-in-cyberspace/
https://www.justsecurity.org/66562/the-netherlands-releases-a-tour-de-force-on-international-law-in-cyberspace-analysis/


COMS W4182 — Assignments Fall '19
Short essay 1 : Due Thursday, October 10

● Paper Topic (Group Paper Topic) : Due Tuesday, October 29

Short essay 2 : Due Tuesday, November 12

● Scoping paper (Group paper) : Due Tuesday, November 19
● Final paper (Group paper) : Due Tuesday, December 17

Short essays must be submitted accord to these instructions.
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This work (including all class slides created by me, but not those created by others) by Steven M. Bellovin
is licensed under a Creative Commons Attribution-Noncommercial 3.0 United States License.

https://www.cs.columbia.edu/~smb/classes/f19/assignments.html
https://www.cs.columbia.edu/~smb/classes/f19/EssayInstructions.html%3E%3Cli%3E%3Ca%20href=
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