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ABSTRACT 

 

This thesis analyzes the arguments for and against deploying an electronic 

passport to American citizens that contains a biometric identifier and an RFID chip.  

Are Americans giving up civil liberties and constitutional freedoms to safeguard 

national security if the ePassport is instituted?  Although the government has taken 

measures to secure the information on the ePassport, will it help to protect the United 

States border from another terrorist attack? In order to answer these questions I 

examined the security implications of biometrics and RFID technology separately.  

Furthermore, I hypothesize that the general public is not knowledgeable enough 

about the electronic passport or the technologies incorporated within it to be 

accepting of its production.  The ePassport is a contested issue between the United 

States government, civil liberties unions and privacy groups.  I conducted a survey in 

November 2005 that demonstrated over 70% of the participants are not aware of the 

development of the ePassport.  This thesis concludes by suggesting regulations that 
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should be in place to assure that Americans� privacy rights and constitutional 

freedoms are protected. 
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Preface 

 

This thesis attempts to educate the public about an important development 

that affects all Americans: the deployment of the ePassport.  I was introduced to the 

ePassport when I began working at the Department of State in 2004.  Being enrolled 

in the Communication, Culture, and Technology program opened my eyes to the 

implications of technological devices that are permeating society across all nations.  

It was not until 2005 that I realized the electronic passport and the world of 

technology that I was discovering in Georgetown�s Program collided.  When the 

realization came upon me that soon I would be issued a new passport that could 

possibly compromise my personal privacy I began to research the issues, the 

technologies, and the reasons behind the development of the ePassport.  In a few 

weeks time I was so immersed and enthralled with the possible implications on 

American society if this passport was produced that I knew this would become my 

thesis. 

To being my formal research I decided that I would need to determine how 

much information the general public was aware of.  One of the first things that 

became apparent to me in the CCT program is that generally people are 
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somnambulists, taking a technology at face value without concerning themselves 

with possible negative implications for using new technologies.  What I came to 

realize is that fewer than 30% of participants in my survey, most of who are enrolled 

in CCT, were even aware that the ePassport was under development. 

  I also discovered that fewer than 30% of this same population had heard of 

Radio Frequency Identification (RFID) technology, a term I learned in a course 

offered by Patrick McQuown in the CCT Program.  I then hypothesized that if most 

students within a program that focuses on the impacts technologies have upon 

society and a program that introduces students to a new way of analyzing the privacy 

and security implications for new technologies were unaware of the ePassport, how 

could even the most educated understand the impact it could have upon the greater 

American public?   

This thesis follows through a basic and comprehensible approach to 

biometric identifiers and radio frequency identification technologies so that even 

individuals who have not been exposed to these terms can grasp a better 

understanding of what they are and how they are utilized in everyday applications.  I 

then introduce the electronic passport, which will be in circulation by summer 2006 

according to the State Department.  This passport incorporates a biometric identifier 

in the form of a digital photograph along with a contactless chip, better referred to as 
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an RFID tag.  I discuss how these technologies will differ from the everyday uses in 

today�s society but I also shed light onto possible negative implications that could 

arise if regulations and security measures are not put in place to secure the integrity 

of this document.   

Keep in mind that this thesis was written while the first ePassport was being 

produced.  By the time I completed my research the deployment of an electronic 

passport was being held up by court cases and was being actively attacked by 

privacy and security advocacy groups.  I did my best to keep the information as up to 

date as possible but I finally cut off gathering information in February 2006.  At this 

point in time only 300 ePassports have been produced; all of them issued to 

diplomats and no readers have been made available at ports of entry to test the 

integrity of these documents.   

I assume that in a year�s time the US government and security and privacy 

groups will have a better understanding of the implications for rolling out this new 

piece of identification.  Until then, this thesis serves as a guide as to what could 

happen in the future and recommends ways in which the government can provide 

security and how the technology should be regulated to keep the passport from being 

used in a different manner than it was made for, to help secure American borders and 

facilitate overseas travel.   
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One question has come up in just about every conversation I have had 

concerning the electronic passport and that is:  Am I comfortable being issued an 

electronic passport?  My answer, and my recommendation to others, is to renew your 

passport now.  All passports have a validity of 10 years, if you renew your passport 

now you will obtain a Passport �98, the most current passport being issued to tourist 

travelers and in 10 years time hopefully all the kinks will be worked out with the 

ePassport.  RFID technology might not be so unfamiliar and daunting, and you have 

just taken the safe road in securing your personal information and from 

compromising a biometric, even if it is just a digital photo.   

I hope that you enjoy reading my thesis and that you learn something new.  

Although there are authors like Katherine Albrecht who take this issue to the extreme 

please take �over exaggerations� of what can happen with a grain of salt and realize 

that the government does sometimes act in our best interest and our government 

works to appease the pressures from its constituents and privacy and advocacy 

groups just as well as further economic efforts.   Although I cannot promise an 

Orwellian society from building out of advances in technology I can predict that the 

checks and balances placed on the government will not allow this type of society 

from forming.   
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Chapter 1.  Introduction 

September 11, 2001 will be a date forever embedded into the minds of all 

Americans.  On this day nineteen individuals sacrificed their lives in a terrorist attack 

that took the lives of thousands of people, not just Americans but individuals from 

different nations with different religious backgrounds and from different races.  This 

attack shook the lives of people across the world and governments were forced to react 

quickly.  The combination of well-financed terrorists, willing to sacrifice their lives, 

capable of operating within our own borders poses extraordinary risks 1) to an 

individual�s security and 2) to constitutional freedoms which may be compromised in 

the fight against terrorism(Committee, 2004). 

The War on Terror, prompted by the events on September 11th, go beyond the 

Bush Administration sending troops into Iraq to instill democracy in a foreign world.  

The front lines of defense to ward against this situation from happening again are 

consular officers in the Department of State (DOS), border control officers within the 

Immigration and Naturalization Service and airline security guards.  Terrorists rely on 

travel to train their members, to gain support and to carry out their missions.  These 

nineteen hijackers entered the United States with valid US Visas issued by consular 

officers abroad.  They were able to board airlines bound for America through airline 
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security guards and were granted permission to enter the United States by border 

control officers.   

September 11th will also be a turning point for border security, biometric 

technology, RF-ID chips, and the privacy and security of all travelers both American 

and foreign.  Due to the ease with which the hijackers traveled, border security has 

become a cornerstone of national security policy.  Within the next year a new passport 

will be issued, dubbed the ePassport.  The ePassport initiative combines two new 

technologies, Radio Frequency Identification (RFID) and biometrics.  Together these 

�technologies promise to reduce fraud, ease identity checks, and enhance security.  At 

the same time these technologies raise new risks� (Juels, Molnar, & Wagner, 2005, p. 

1).  In this thesis I will examine the security and privacy issues that surround each 

technology as it stands alone and compare that to how biometric identifiers and RFID 

will be instated within the ePassport.  I will also look at the arguments against security 

issues given by State Department Officials as opposed to those of the ACLU who 

believe Americans are compromising their personal privacy in hopes of securing the 

United States border from further terrorist attacks.   

In an effort to remedy the ease at which prospective terrorists could travel to 

America the United States Congress took action by restructuring government agencies.  

The Department of Homeland Security (DHS) was designed and developed 
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immediately following 9/11. The Immigration and Naturalization Service (INS) and 

U.S. Citizenship and Immigration Services (USCIS) trained officers and made 

procedural changes to improve security checks, detect applicants who pose risks to 

national security and to deter fraud(Security, 2005).  The U.S. Department of State 

(DOS) trained consular officers to be more effective interviewers at the Visa window 

and began installing machines to fingerprint and photograph each visa applicant above 

the age of 14 and under the age of 80.  The Federal Bureau of Investigation (FBI) and 

Counter Intelligence Agency (CIA) as well as other law enforcement agencies were 

required to share databases with DOS and border control so a suspected terrorist would 

not be able to enter into the US legally. 

What began as an effort to thwart terrorist mobilization is now affecting 

overseas travel to the United States for those from Visa Waiver countries, mainly 

Europeans.  The International Civil Aviation Organization (ICAO), an institution that 

sets standards for international travel, heightened its standards for passports in an effort 

to assist in controlling terrorist travel.  ICAO�s New Technology�s Working Group 

(NTWG) recommends that countries develop a passport that includes a Machine 

Readable Zone (MRZ), at least one biometric identifier (a fingerprint, digital 

photograph, or an iris scan) and is equipped with an RF-ID chip otherwise referred to 

as a contactless integrated circuit.  The United States Government worked closely with 
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ICAO to come to an agreement on this new standard.  The U.S. government then 

required all countries within the Visa Waiver Program (VWP) to comply with the 

passport standards.  If any country within the VWP does not meet the standards set by 

ICAO, citizens of that country would be required to (for the first time in their lives) 

apply for a U.S. visa before being granted permission to enter the United States.   

To facilitate cooperation with these allies, the United States decided to 

reciprocate by requiring ICAO standards to be incorporated within the United States 

Passport as well.  This new passport is dubbed the electronic passport, also known as 

the ePassport.  Once in production this passport will contain the same personal 

information as the current passport (the Passport �981) such as a person�s name, date 

and place of birth, passport date and place of issuance, and the passport number.  The 

ePassport will be enhanced with a contactless chip (RF-ID) and one biometric 

identifier.  Incorporating these two technologies within national identification card 

causes privacy and security concerns for all American citizens.  However, RF-ID and 

biometric technologies utilized together can also help to prevent fraud, facilitate faster 

identity checks, and enhance national security.   

The 9/11 Commission researched the travel patterns of the nineteen hijackers 

and discovered that although these individuals obtained valid US Visas, they did not 
                                                                                                                                                                                                                                                                                                             

1 The Passport �98 was first issued in 1998 and was developed to help thwart passport fraud by 
replacing the glue-pot photograph with a digital photograph.  Several of the former glue-pot passports 
are easily photo-subbed the digital photograph is more secure. 



 

5 

use legal means to acquire them.  �Three hijackers held passports with indicators of 

Islamic extremism linked to al Qaeda; two others carried passports manipulated in a 

fraudulent manner�Two hijackers lied on their visa applications�They successfully 

entered the United States 33 times over 21 months, through nine airports� 

(Commission, 2004).  Altogether the hijackers applied for visas 23 times and obtained 

22; five others were denied.  They also had 43 contacts with immigration and customs 

authorities.   

ICAO suggests the electronic passport will help deter the fraud committed by al 

Qaeda members, alien smugglers, trafficking in persons, and any other foreign national 

trying to obtain either a US passport or a US visa through misrepresentation, thereby 

safeguarding our nation and our personal security.  Consular officers and border 

security guards who were unaware of indicators of terrorism are now trained and are 

training new officers how to detect patterns of terrorist travel, fake entry/exit stamps in 

passports, and special interviewing techniques.  They are also being equipped with 

technology that can assist them in determining individuals who post a risk to national 

security: biometrics and RF-ID. 

Biometric technologies have existed for centuries.  They consist of both 

identifying an individual and verifying that person�s identity.  A biometric exists in 

several forms including fingerprints, iris scans, retina scans, hand geometry, facial 
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recognition, DNA, and voice recognition.  A biometric identifier is a characteristic 

unique to each individual that can assist a consular officer or border guard to 

accurately verify a traveler�s identity.  The United Kingdom currently tests iris 

scanning techniques and the United States requires foreign nationals to give up 

fingerprints when applying for a visa and when entering a US border.  ICAO�s New 

Technologies Working Group issued a number of technical reports, �initially 

specifying face, fingerprint and iris (or a combination thereof) as the biometrics to be 

used by States and subsequently resolving that the face is the biometric most suited to 

the practicalities of travel document issuance�(Group, 2004).  ICAO determined that 

facial recognition is the biometric of choice because capturing a picture of an 

individual�s face is less invasive than capturing a fingerprint.  Governments can opt to 

add another type of biometric within their passport but it is not required in ICAO 

standards.  Each type of biometric identifier has its own unique benefits and costs in 

connection with personal privacy and security, which cause concern for citizens and 

civil rights groups.   

The second technology ICAO recommends is radio frequency identification 

(RF-ID).  This technology is commonly being referred to as contactless chip 

technology when discussing passports due to the negative connotations associated with 

RF-ID.  Although RF-ID is not a new technology it is becoming more commonplace 
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among merchants and the average individual is being affected by its widespread 

implementation.  Within a passport this technology will be able to hold larger amounts 

of information than the MRZ zone can currently contain.  It will be a write once read 

many form of technology, which can help deter fraud and tampering of a document.  

RF-ID is currently used in paying tolls (EZPass), paying for gas (SpeedPass), and in 

tracking athletes during a race (ChampionChip).   

Combining both RF-ID and biometrics into one national identification card can 

pose serious privacy and security concerns, yet it can also be a step forward in securing 

American borders from another 9/11.  The American Civil Liberties Union (ACLU) is 

a strong advocate against the United States issuing such an ID card.  The ACLU raises 

issues such as tracking a person�s whereabouts, how far a passport can be read and 

who has access to reading the card.  Similar to the arguments for implementing these 

technologies within a passport are the ACLU�s reasons to be cautious against 

implementing them.  For example, the ACLU believes that the ePassport has the 

potential to make an American more susceptible for identity theft, to terrorists who 

single out Americans overseas and to tracking by the government or even the private 

sector.   

Furthermore, post 9/11, the United States government resolved to combine 

mass databases and work closer amongst agencies in an effort to diminish the number 
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of criminals and terrorists that gain access to a US Passport and US Visas.  The FBI, 

CIA, Human Smuggling and Trafficking Center (HSTC), and the National Counter 

Terrorism Center (NCTC) and the Federal Defense and National Security (FDNS) as 

well as INS, DHS and DOS are all government agencies that compile massive amounts 

of information on Americans and foreigners alike.  Once these databases are combined 

that information is highly valuable and thus causes great consequence if hacked into or 

utilized in a detrimental way.  A centralized mass database will enable the government 

to deduce who is a possible terrorist, who is a housewife, who is an intending 

immigrant, who is a dead-beat dad, etc.  Conversely, these databases result in 

furthering personal security and privacy concerns that the public is generally not aware 

of.  The ePassport will make a person�s information easily accessible because passport 

information will be read and downloaded electronically.  Regulations should be put 

into place so that passport holders can be sure only authorized officials have access to 

the personal information located on the passport.  

In addition to what the US government has access to, other governments will be 

able to download information from an electronic passport onto their government�s 

databases just as easily as the United States gathers information about foreigners.  A 

large concern is what happens to that information once it is downloaded onto other 

databases.  What regulatory agency is making sure that an individual�s information is 
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being kept safe?  Furthermore, not all nations or all cultures hold the same regard for 

an individual�s personal privacy.  The laws and regulations that the United States 

government has in place to secure this privacy is not globally accepted and therefore 

each country that an individual travels to will not secure a person�s passport 

information the same way.  There is no international standard or law that will require a 

country to conform to such privacy regulations. 

Although September 11th was a catastrophic day for America, the government 

cannot be hasty in making decisions to implement technologies by instituting an 

electronic passport.  It is evident that people are advocates of controlling U.S. borders 

and thwarting efforts of terrorist organizations to enter the United States but the main 

question remains: Are Americans giving up civil liberties and constitutional freedoms 

to safeguard national security if the ePassport is instituted?  This paper will analyze the 

arguments both for and against deploying an electronic passport to American citizens.  

It will focus on the two technologies that separate this passport apart from the current 

Passport �98 and will discuss the security and privacy implications for embedding 

these technologies within a national id.   I will demonstrate that the American public is 

not knowledgeable about biometrics or RFID technologies.  Furthermore I will argue 

that the general public has not even heard about the electronic passport.  This thesis 

will provide insight into the security implications and privacy issues the general public 
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is not aware of and will discuss the measures the government is taking to meet the 

demands of privacy and civil liberties unions such as the ACLU.   

The implications for producing a passport embedded with RFID technology 

and biometric identifiers go beyond the threat to a person�s civil liberties.  The rollout 

of an electronic passport could also pave the way for a national identification card, 

something the State Department is working on already, known as �Real ID�.  Although 

State Department Officials deny that Real ID will utilize RFID technology, there are 

no regulations against using this technology.  The same security concerns I discuss 

concerning the ePassport can be paralleled with Real ID.  However, the information 

found on a national identification card will hold more sensitive information about a 

person.  Thus, it is important to keep in mind that the electronic passport and concerns 

that develop surrounding its inception are far broader than the immediate risks that I 

will address. 

In the following chapter, Chapter Two, I discuss the resources used to research 

the ePassport.  I will review the literature and reports that have been written on 

biometrics and RF-ID technologies, their functions, how they are used in everyday life, 

their effects upon the general public, as well as the security and privacy issues 

surrounding each technology.  I will also gather books that have been written about 

privacy and security issues in the 21st Century.  The generalizations made about 
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security concerns in a post 9/11 world will be connected with the possible security 

implications of issuing an ePassport.  In order to understand the ePassport and security 

measures taken since 9/11 reports published by U.S. government agencies such as the 

Government Accountability Office (GAO), the Department of State (DOS), the 

Department of Homeland Security (DHS), the International Civil Aviation 

Organization (ICAO) and the Technology and Privacy Advisory Committee as well as 

Congressional hearings and articles written in newspapers such as Wired Magazine and 

the Washington Post will be analyzed.  In an effort to more completely understand the 

government�s motives and viewpoint on the issuance of an electronic passport I will 

interview government officials who have first-hand knowledge and influence over the 

production of the ePassport and the technologies that will be implemented within.   

Chapters Three and Four will discuss biometrics and RF-ID respectively.  

These chapters will discuss the history of the technologies, the different versions of 

each technology and common uses of each one in today�s society.  I will explain the 

security and privacy issues surrounding present day usage of these technologies and 

the measures that have been taken to safeguard civil liberties and constitutional 

freedoms. 

Chapter Five will introduce the electronic passport.  This chapter will discuss 

the passports evolution; the politics, policy and process of its implementation.  I will 
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explain how biometrics and RF-ID will work together to formulate this form of 

identification and explain how this differs from the ways in which this technology is 

used in other applications of today�s society.  I will also discuss what will happen to a 

person�s information when using the electronic passport in traveling and how mass 

databases can become another concern in the future.  This chapter will take into 

account all arguments both for and against the issuance of the electronic passport in 

connection with an individual�s personal privacy. 

After dissecting the technologies and speaking about the object in question,  

Chapter Six will analyze the public�s view of biometrics and RF-ID technology 

in both a consumerist world and more specifically incorporated in an ePassport.  I will 

analyze results from a survey I conducted in November 2005 that targeted 

Communication, Culture, and Technology students� knowledge of biometrics and RF-

ID technology as well as their awareness of the development of an electronic passport.  

This survey will help in deciphering the acceptance level of the ePassport by the 

general public.  It will also aid in understanding an individual�s perception of their own 

privacy when using biometrics or RF-ID in everyday applications and how comfortable 

one is in his/her decision to use the technology in question. 

Chapter Seven, the final chapter, will draw conclusions on the possible 

implications this technology will have upon the American population.  It will take into 
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account facial recognition, fingerprints, mass databases, tracking, and laws and 

regulations that the government has in place.  I will also make recommendations on 

how the government should deploy the passport and discuss what regulations should be 

adopted before the passport�s issuance as well as technical problems that must be 

attended to before the passport is in circulation.   

Following Chapter Seven will be a glossary that explains in further detail the 

alphabet soup of acronyms that the United States government prefers to communicate 

with.  I will also include short definitions of the government agencies that will be 

mentioned throughout this paper.  I believe that this glossary will be extremely 

necessary to consult with in order to understand the working relationship between all 

government agencies as well as the bureaucratic process in which each agency is run.  

After reading this paper you should be able to comprehend the background of 

the electronic passport, the technologies being incorporated within the passport, and 

the security issues that can arise and the ones that can be diminished through its 

implementation.  However, the conclusion of this thesis will not answer every 

question; it will read like a cliffhanger due to the fact that testing of the electronic 

passport is not complete and testing that has been performed is not yet available to the 

public.  Furthermore, at this point in time, one can only speculate as to how the 

passport will be received by the American public.   Depending on the public�s 
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perception of RFID technology and the use of a biometric identifier within the 

ePassport can determine future implications and broader influences of technology upon 

American society and what this means for personal security and safeguarding civil 

liberties.  Although I will not be discussing the unknowns, keep in mind that the 

implications are serious and thus regulating technology before it is deployed is 

necessary to safeguard civil liberties for the future. 
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Chapter 2.  Literature Review 

In order to understand the implications for utilizing biometrics and RFID 

together in formulating a new passport, one has to understand the background of both 

of these technologies and the differences of using them in conjunction with a national 

id as opposed to how they are already being used in society today.  I gathered sources, 

books technical reports, white papers, and congressional hearings to understand 

biometric identifiers and RFID technology�s as separate entities and the privacy and 

security issues that surround how they are already used in society today.  Through 

interviewing State Department Officials whom have seen the development of the 

ePassport from its inception I was able to gain a better understanding of how 

biometrics and RFID will be used in a national identification card.  I conducted a 

survey in November 2005 in order to gain a basis for the attitudes, familiarity, and 

knowledge of these technologies from the general public viewpoint.   

Combining standard research with interviews and insight into the minds of the 

general public allowed me to structure my argument in a way that is simplistic and 

comprehensive for a person with limited understanding or background of the 

ePassport, biometrics, and RFID technology.  I will begin in explaining biometrics, in 

view of the fact that this is the best known technology within the general public 

(Vollmer, 2005). 
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Former CIA agent, John Woodward, best explains biometric identifiers.  He 

explains the different forms of biometrics such as hand geometry, iris scans, 

fingerprints and facial recognition and the negative and positive implications for using 

each one regardless of how the technology is used (Woodward, 2001).  Further 

analysis on the consequences for incorporating biometrics technologies in every day 

life, such as payment, surveillance cameras, passwords for ATMs and access to 

computers or building access is discussed in Derek Smith�s Risk Revolution.   

Although biometric identifiers have been used for verification of a person�s 

identity for over 100 years, it has only recently become its own discipline.  Biometrics 

are grouped into two distinct categories: behavioral biometrics and physiological 

biometrics.  Behavioral biometrics are �learned or acquired over time and are 

dependent on one�s state of mind or even subject to alteration.� (Bolle et al, 2004: 3)  

Examples of this include a written signature, voice recognition, keystroke, and gait.  

Physiological biometrics on the other hand, are physical characteristics such as 

fingerprints, hand geometry, facial recognition, iris scans, DNA, and ear shape.  

Physiological biometric identifiers are more reliable in verifying a person�s identity 

and therefore, the most common form of biometric used in applications today.   

The main purpose of using biometrics in today�s society is to verify a person�s 

identity.  Identity theft is a major concern for individuals.  All a person needs is one 
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piece of personal information such as a Social Security Number (SSN), birth 

certificate, or driver�s license to open up a new credit account or apply for an 

identification card (passport or driver�s license).  Up until 2003 government officials 

estimated that approximately 750,000 people a year were victims of identity theft.  

Then the Federal Trade Commission (FTC) produced results from a survey that 

showed an estimate of 27 million Americans falling prey to identity theft (Robert 

O�Harrow, Jr., 2005; 78).  Law enforcement authorities agree that identity theft is easy 

to get away with and is one of the most difficult to detect making it a technique favored 

not only by scam artists and gangs, but by terrorists as well. 

Major credit card companies are the most inclined to upgrade their systems to 

include biometrics.  The FTC protects individuals from credit card identity theft, 

placing the burden of payment to the credit card company not the issuing bank or the 

point of sale.  America�s economy is pushing more towards an electronic form of 

payment such as a credit card or an ATM card where the only verification that the 

person using the card is entitled to it is a signature or a PIN number.  The current 

system requires a more reliable form of authentication not easily compromised such as 

a fingerprint or an iris scan.  Wal-Mart and Target are testing the efficacy of using a 

fingerprint as a form of payment as opposed to using a card and ATM�s are becoming 

equipped with technology to verify a person�s identity through iris scanning.   
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Law enforcement is the other entity that relies heavily on biometric identifiers.  

Surveillance cameras surround public spaces; airports, schools, casinos, elevators, 

banks, shopping malls, convenience stores, streets, restaurants, and even the local 

Starbucks.  These cameras were installed to help thwart criminal activity and to aid 

police in investigations.  With the development of facial recognition technology police 

are able to match the identity of a person on camera to a specific individual already in a 

database; this is known as one-to-many verification because the camera takes one 

photograph of a person and searches for a match against several photographs already 

downloaded in a database.   

According to Derek Smith, September 11th was the catalyst to the acceptance 

and large-spread inception of biometrics within society.  �Companies involved in 

biometric research came forward with exaggerated promises about the capabilities and 

readiness of their products� (Smith, 2004; 112).  Facial recognition systems were 

adopted to prevent criminals like card sharks from entering casinos, from allowing 

terrorists to enter the United States at ports of entry, and even in Super Bowl XXXV to 

prevent criminals and possible terrorists from carrying out unlawful actions.  Biometric 

systems are expanding and becoming more widespread within society.  It has come to 

the point where people expect to see cameras and do not question giving up a biometric 

identifier to feel secure.  
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 Although �absolute identification is a seductive idea, it is also fundamentally 

flawed� (Database Nation; 371).  Facial recognition is the most common form of 

biometric being collected throughout America today.  However, facial recognition is 

the least reliable physiological biometric.  The photograph must be taken in completely 

controlled environments, which is difficult when cameras are set up in a variety of 

locations.  The lighting, shadow, and background behind an image can give bad results.  

Furthermore, a person�s appearance must also be somewhat controlled.  A person can 

trick this technology into producing false positives2 and false negatives3 by growing or 

shaving facial hair, wearing a hat or sunglasses, gaining or losing weight, positioning 

the head differently, even smiling can throw off the ability of the technology to 

generate sound results.  Nonetheless, the State Department has been able to identify 

would be imposters and persons with criminal backgrounds using this technology at 

ports of entry (personal communication, 2005a). 

The most reliable biometric identifier is the fingerprint.  However, there is a 

wide objection to collecting fingerprints because it is closely associated with criminal 

applications.  Law enforcement has used fingerprinting as a way to identify criminals 

for over 100 years, which makes it a taboo form of data collection.  Currently 

                                                                                                                                                                                                                                                                                                             

2 A false positive, also known as a false acceptance rate occurs when a photograph is matched 
with another photograph in the database that is not the same individual. 

3 A false negative, also known as a false rejection rate, is when a person�s photograph is 
captured but does not return a �hit� or match in the system when there really is a match of identity 
between the two. 
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consumers are accepting using fingerprints for personal use such as logging onto a 

personal computer by way of fingerprint technology, or accessing an office or other 

personal space with a fingerprint match.   

Iris scans are also being used in daily applications in order to authenticate the 

right a person has to enter a room, access an account, or board an airplane.  Great 

Britain is testing iris scan technology in their airports to help facilitate travel with 

greater efficacy by reducing the amount of time spent in security.  A traveler can 

voluntarily sign up to be a part of the frequent traveler program and bypass many of 

the other security checkpoints other passengers must subject themselves to making the 

wait time considerably less.  An elementary school has just instituted an iris scan 

program that vets the adults allowed to enter into the school in an effort to thwart 

kidnapping of children even though there has never been a kidnapping incident at that 

school.  Banks are also planting iris scan technology at ATM�s to keep criminals from 

withdrawing cash from another�s account. 

Biometrics are used to replace passwords and other pieces of knowledge that 

are supposed to be kept secret, in helping to authenticate a person�s identity.  Although 

a biometric identifier is the most accurate authentication device it is also that much 

more difficult to replace.  Once a biometric identifier is compromised what else is there 

to verify the true individual?   
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Regulations and safeguards must be put into place to assist in keeping a 

person�s biometric data secure from hackers and other criminals.  ChoicePoint, an 

information warehouse, teamed up with BIO-key International to deploy fingerprint 

readers at retail outlets to �create a safer and more secure society� and to deter identity 

theft (Robert O�Harrow, Jr., 2005; 176).  Ironically, ChoicePoint compromised over 

150,000 people�s identities in 2005 not from hackers but from an individual pretending 

to be a customer who could legally access thousands of individuals� personal 

information.  There are no regulations or rules in place that describe the responsibilities 

ChoicePoint has for this type of action; meaning there are no safeguards in place for an 

individual�s unique biometric, a characteristic that is irreplaceable.  According to 

Simson Garfinkel, author of Database Nation, �if we are to use biometrics for serious 

future applications, then they must be subjected to significantly higher standards of 

accuracy than they are today� (59). 

The other technology that is incorporated into the electronic passport is Radio 

Frequency Identification (RFID).  RFID technology is considered the technology for 

the 21st century replacing the barcode on consumer merchandise, the magnetic strip on 

credit cards, the smart card technology used on identity documents, and personal 

identity tags placed on the collar of an individual�s favorite pet.  It is composed of four 

elements: a tag, a reader, an antenna, and a computerized network used to connect the 
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reader to the tag.  RFID is a complicated technology that can be classified into six 

different categories that use a variety of radio frequencies and tag types.  Depending on 

how the technology is used dictates the type of RFID chip embedded into a substance.  

The substance can be anything from merchandise to a human being.  A tag, or RFID 

chip, can be as large as a book or smaller than a grain of rice.  This technology gives 

merchants the �ability to automatically collect information without requiring laborious 

and error-prone input from the user� (Garfinkel, 2006; 227). 

Simson Garfinkel looks objectively at RFID technology explaining how an 

RFID chip interacts with a reader through different radio wave frequencies.  Garfinkel 

objectively examines different kinds of RFID chips, active, passive and semi-passive 

chips as well as the ways in which RFID is utilized in today�s society as consumerism 

activities4.  Forms of RFID that most consumers are already cognizant of include; the 

ChampionChip � used to track individuals in races such as marathons, EZPass � used 

to facilitate travel on highways, and Speedpass � used to facilitate payment at 

ExxonMobile gas stations.  Literature written on RFID applications speaks to these 

current and well-known devices. 

In 1997 Mobile launched the Speedpass system to aid in getting customers in 

and out of gas stations in a fast and convenient manner.  It is now one of the most 

                                                                                                                                                                                                                                                                                                             

4 The types of chips (passive, active, semi-passive) will be explained in further detail in Chapter 
4. 
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successful deployments of RFID in the world comprising of over 6 million participants 

(Garfinkel, 2006; 179).  Customers apply for Speedpass at the pump and receive a tiny 

inch-long device that hangs from a keychain.  This device is linked to the customer�s 

credit card of choice so that at the station all one has to do is wave the device in front 

of the pump after gassing up and it will automatically charge that amount to the credit 

card.  Not only did Speedpass win over customers because of the ease and convenience 

of using the device, ExxonMobile was able to ensure its competition in the gasoline 

market. 

Another leader in the deployment of RFID is the CVS/Pharmacy Corporation in 

conjunction with project Jump Start.  Jump Start will use RFID technology to track 

pharmaceuticals from factory to pharmacy.  The technology will assist CVS in four 

ways; tracking the expiration date of medication, recalls from the manufacturer, 

returns, and damage.  Each individual prescription vial will be tagged and therefore can 

be tracked up until the point at which the consumer picks up the prescription.  This 

tagging system is currently undergoing testing and has already spread to include over-

the-counter pharmaceuticals, and non-pharmaceutical items such as razor blades.  Due 

to the high cost of implementing RFID on single items it is currently limited to 

products of high cost.  Other merchants such as Wal-Mart and IBM are also using 
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RFID to track large quantities of items from production centers to the store itself in 

hopes of reducing the amount of lost and stolen merchandise. 

Katherine Albrecht analyzes these methods of using RFID in conjunction with 

consumerism behaviors within convenience stores.  Albrecht plays a devil�s advocate, 

forcing her readers to see the possible negative implications for consumers being 

tracked throughout their lives, in purchasing items tagged with RFID chips, and how 

the government can essentially track your every move if this technology goes 

unregulated.  Albrecht refers to RFID chips as �spychips� throughout her book, also 

entitled Spychips.  She argues that RFID tags will allow the government to monitor a 

person�s every move, which is good for merchants because they will have a better idea 

of who their audience is and how best to cater to consumers needs.    

Take the example of Proctor and Gamble (P&G):  Wal-Mart and P&G are 

teamed together in tagging merchandise within Wal-Mart stores.  In effect, a 

consumer�s steps can be tracked as each tagged item is picked up.  Marketers will be 

able to analyze how individuals walk through a store on the basis of what items get 

picked up and in what sequence.  The tags on these items will have to be made with 

long-range radio frequency for the tracking to work.  Therefore, once a person leaves 

the store, s/he can essentially be unknowingly tracked all the way home if a reader was 

close enough.  Wal-Mart attempted to remedy this fear by incorporating a �kill-tag� 
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within plastic bags so that once a person left the store, so long as the item was inside a 

bag, the tag could not be read.   

Another instance where RFID can be used to track individuals is the EZPass 

system.  With EZPass technology vehicles do not have to stop and pay a toll in cash, 

people can simply place the EZPass device onto the windshield and drive through tolls.  

The device is equipped with an active tag allowing it transmit information at greater 

distances.  This is convenient for drivers because they do not have to stop at a toll, nor 

do they have to plan ahead to have cash for the toll.  It facilitates the speed and ease of 

highway driving and lessens traffic congestion.  However, it also enables Houston 

TranStar, �the central nervous system of roadway surveillance� to determine where a 

specific vehicle is on the highway (Albrecht, 2005; 135).  The same EZPass system 

that was first developed to ease congestion at the toll booth is now being used as a 

speed trap and can signal how fast a vehicle is going thereby automatically issuing a 

ticket while charging the toll fee. 

For the most part RFID technology is attached to non-human, non-living 

beings.  However, a company called Applied Digital Solutions has developed the 

�VeriChip� which is a �glass encapsulated RFID tag [just shorter than the diameter of 

a dime] that can be injected into the flesh� (Albrecht, 2005; 179).  Although it is 

mainly used to track a person�s pet from running astray, nightclubs as close to home as 
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Florida are using the device as a way to lure patrons into getting VIP access � once 

they are injected with the microchip they are allowed into the bar and all drinks and 

cover charge can be paid with the chip, no need for even a credit card or a driver�s 

license.  Albrecht and some individuals of the Christian community see VeriChip 

technology as being the �Mark of the Beast� i.e. the Devil.   This idea comes from the 

book of Revelation, the last book of the Bible, �when all people will have to take a 

mark in order to by or sell� (Albrecht, 2005; 183). 

Even though RFID technology is already widespread security and privacy 

threats loom above all consumers.  A person�s privacy is at risk constantly in today�s 

electronic society.  In a cash economy it is possible for a person to become completely 

anonymous.  With RFID not only is information traveling through radio waves, but 

also this information has to be stored onto large databases.  The security of the 

database then becomes a privacy issue as well.  Although new technologies create 

opportunities and development within society they also allow, �law enforcement 

agencies [and other government officials] the ability to conduct universal surveillance 

of the citizenry in ways that have never before been imaginable� (Database Nation; 

236).  There are questions that need to be asked about this technology such as: Who 

has access to the information?  Where is a person�s personal information stored?  How 

is that information being kept secure from those who might abuse it?  What regulations 
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are in place to secure the integrity of this data?  Presently, there are no clear answers to 

these questions as it depends on who has access to the information and how the 

government and the FCC decide to protect information that can be gathered using 

RFID technology.   

Biometrics are mainly used to verify a person�s identity in an effort to thwart 

fraudsters from assuming another�s identity or from accessing information that s/he is 

not entitled to.  RFID is primarily a marketing project that attracts consumers for the 

speed and efficacy of travel or payment and is attractive to markets so that they can 

better cater to their customers.  It was not until 2001, that these two emerging 

technologies were considered to be placed together into one device � the electronic 

passport (ePassport).  Although no formal books have been published discussing the 

ePassport, several newspaper and magazine articles as well as personal interviews with 

State Department officials and government reports shed light on the differences 

between the implications biometrics and RFID technology have upon a consumer 

world and that of a national identification card.   

The government is addressing privacy and security concerns of the nation�s 

public by adopting standards suggested by ICAO and the National Institute of 

Standards and Technology (NIST).  David Solove analyzes the current privacy laws 

and how the government must continue to revise these laws as RFID and biometric 
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technologies permeate society so that further data mining efforts by the government 

can be thwarted.  Solove interprets privacy issues not as the type of information 

gathered by the government, but instead looks at the databases used to house this 

information.  Because mass databases are being shared more openly amongst federal 

agencies post 9/11, even the slightest bit of information can become a link to other 

information and as pieces of a person�s personal life are connected information on a 

database becomes more dangerous than any single piece of information stored on one 

agency�s files.  Civil Liberties unions such as the ACLU are pressing the government 

to enact regulations in an effort to secure a person�s private information once in mass 

databases. The government argues that the ePassport is not a threat to privacy because 

it contains the same information of all previously issued passports, whereas Solove 

argues that the databases used to house the information must be regulated and 

protected so that the information cannot be used or shared at a later time in a manner 

separate from how it was designed to be utilized.   

�It is not about the searches, metal detectors, and inquisitions that have become 

a routine part of our daily lives at airports, schools, and federal buildings.  It�s about a 

society that views law-abiding citizens as potential terrorists, yet does little to 

effectively protect its citizens from the real threats of their safety� (Database Nation; 

4).  Albrecht is convincing that RFID tags will instill an Orwellian state throughout a 
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consumerist society where a person�s every move will be tracked and with enough 

information even anticipated.  This thesis will comb through the exaggerations of 

implications for RFID and biometric technologies and will focus on the reality of how 

the technologies work in today�s society within America.  I will also compare the 

general public�s attitudes towards RFID, biometrics, and the ePassport to those within 

the State Department and civil liberties unions, who work closely with these 

technologies, to determine the level of acceptance Americans have for biometrics, 

RFID, and the ePassport.   

Although most of the books written on privacy and new technologies within 

society take a pessimistic view on the impacts technology has upon society, these 

claims are based on opinions or extreme situations.  Incorporating this view with 

factual information gathered by governmental reports, white papers, and congressional 

hearings will help counter the opinionated spin prevailing many of the hardbound 

resources found in bookstores.  In-depth interviews with government officials from the 

State Department will help in clarifying technical issues surrounding the ePassport and 

the specific biometric identifiers and RFID tag that will be incorporated within this 

document.  In gathering information from a wide variety of resources I strive to 

recount an accurate assessment of the fears and facts behind the ePassport and what the 
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deployment of this document will mean for the security of American citizens and the 

integrity of an American�s personal information found on the new passport. 
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Chapter 3.  Biometrics 

Introduction 
Immediately following the terrorist attacks on September 11th the United States 

government took action to �secure borders open doors.�  The �secure borders open 

doors� initiative, the motto for the Department of State�s Consular Affairs bureau, 

helps to facilitate international travel by monitoring foreigners who enter into the 

United States using biometric technology.  In 2002, US Congress passed a law entitled 

the �Enhanced Border Security and Visa Entry Reform Act.�  This act requires DOS 

consular officers to issue foreigners visas that incorporate two biometric identifiers, a 

fingerprint and a digital photograph.  Using biometric identifiers the US government 

hopes to control access into the US, prevent counterfeiting of US documents, prevent 

imposter fraud, and identifying possible terrorists and other individuals with criminal 

intents.   

John Woodward Jr., a former CIA agent, defines biometrics as �any 

automatically measurable, robust, and distinctive physical characteristic or personal 

trait that can be used to identify an individual or to verify the claimed identity of an 

individual�(Woodward, Horn et al. 2003).  This trait can be anything from voice 

recognition to facial recognition to fingerprinting.  In essence a biometric is a 

characteristic one possesses, which is unique to that individual.  However, depending 
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on what type of biometric is used certain difficulties arise and not all biometrics are 

100 percent effective in authenticating a person�s identity. 

Even though the government decided to incorporate biometrics within visas and 

passports after September 11th in order to improve security it is doubtful that the 

terrorist attacks could have been prevented if these technologies were in place at that 

point in time.  What the government is striving for is improving access control at 

airports, reducing identity theft and immigration fraud, and identifying known or 

suspected terrorists (Woodward, 2000, p. 17).  This will be done by combining the 

fingerprint database held by the FBI with databases in DOS and INS so that known 

criminals will be identified either at the visa window before a visa is issued, or at the 

port of entry after a visa has been issued.    

Not long after these security measures were put into place the US realized that 

incorporating biometric technologies into US visas would not completely safeguard US 

borders because not all foreigners were required to have a visa for admittance into the 

country.  For example, Europeans and Australians only need a visa if they intend to 

work or study in the United States.  This is known as the Visa Waiver Program (VWP).  

The US pushed ICAO to require all VWP countries to incorporate one biometric within 

their passport.  Although the US is not required to abide by these regulations, the State 

Department operates under a reciprocal relationship with foreign nations, and so it is 
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also in the process of manufacturing and disseminating US passports that incorporate 

one biometric identifier (facial recognition).   

Embedding biometrics into national identification cards, such as passports and 

visas, just might help to safeguard America from future terrorist attacks but there are 

privacy and security implications that need to be protected against.  The most feared 

implication for using this device is what happens if a person�s biometric identifier is 

compromised.  If a person�s ATM card is stolen and the thief cracks the pin code a 

different card can be made and a new pin number attached to it.  If a person�s 

fingerprint is duplicated or becomes unidentifiable, what controls will be in place to 

protect the innocent victim from losing this unique identifier?   

This chapter will dissect the different types of biometrics, speaking as to its 

effectiveness in verifying a person�s identity, its reliability, how it works, and the 

shortcomings in using each biometric.  It will also analyze the security and privacy 

implications for using these technologies in different capacities within society and it 

will recommend ways in which the government can protect individuals from having a 

biometric identifier compromised.  Three types of biometric identifiers are relied upon 

in connection with border security and will be discussed in greater detail than other 

biometric identifiers.  They include: facial, iris, and fingerprint scanning. 
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Types of Biometrics 
There are several types of biometrics.  They are most commonly broken down 

into two main categories; physiological and behavioral.  Physiological biometrics 

consists of fingerprints, retinal scanning, iris scanning, hand geometry, and facial 

recognition.  Behavioral biometrics includes voice recognition, signature verification, 

and keystroke recognition.  Each individual characteristic is significantly different 

from the other in the effectiveness of determining a person�s identity on a one to many 

or a one to one scale.  Governments rely heavily on physiological biometrics to verify 

an individual on a one to many scale.  This is important to keep in mind when 

determining the best biometric to use in conjunction with a national id card; however, 

it is also important to note the security and privacy issues surrounding the use of this 

technology.  

 

Iris Scanning 

Iris scanning, also referred to as iris recognition, is as unique as a fingerprint.  

According to Bolle et al. an individual�s iris is not genetic; it is unique to each 

individual and does not change with maturation nor is it a feature that is easily 

tampered with, thereby making it a very accurate and stable identifier (pp. 43-44).  
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Furthermore, because a person�s iris is not derived from genetics identical twins 

(though difficult to discern visually) will have iris patterns unique to the individual.   

 Although this biometric is reliable, the ability to capture this biometric 

in a non-intrusive manner can be much more difficult.  In order to effectively scan a 

person�s iris a person must allow a camera to take a picture of his/her iris.  Multiple 

photos must be taken consecutively �because of the constant movement inherent in the 

pupil and iris relationship� (Ashbourn 2000).  The photos are then combined to gain 

the best image for authenticating a person�s identity.  A great advantage to iris 

scanning is that the photo is not affected by a person wearing contacts or eyeglasses. 

Iris scanning is a biometric that can be used in high security applications such 

as an ATM or border control.  The United Kingdom Passport Service (UKPS) tested 

the use of iris scanning at three ports of entry between April 14, 2004 and December 

24, 2004.  UKPS determined that iris scanning technology was not flexible enough to 

capture individuals who required wheelchairs, people with visual impairments, and 

those who were above average height.  The technology needs to be adjusted so that 

people of all heights and of all abilities can access the machine.  Furthermore, border 

guards need better training in order to capture the most accurate results(Gomm 2005).  

 



 

36 

Hand Geometry 

Hand geometry as a biometric identifier is defined by: length and width of 

fingers, spacing between fingers, width and thickness of the palm, and knuckle shapes.  

A camera captures a two dimensional image of the palm and sides of the hand to 

access these qualities using a complicated algorithm.  It does not rely on wrinkles or 

patterns of the skin like fingerprint techniques so cuts and dirt do not interfere with this 

technology.  Unlike the difficulties iris scanning technology face in regards to those 

with disabilities and height, hand geometry technologies are far more flexible and easy 

to use on a variety of people.   

Hand geometry is not a reliable system in a one-to-many verification capacity.  

It is mainly used for access control and in tracking time and attendance.  Currently the 

San Francisco Airport is using hand geometry in conjunction with the INSPASS 

system.  A frequent business traveler applies for an INSPASS card to facilitate the 

speed through customs and border patrol, this card is inserted into a machine which 

then asks for verification of the traveler by way of placing a hand on the machine.  If 

the hand placed on the machine matches the configuration within the INSPASS card 

the traveler is allowed through customs.  This system saves the amount of time border 

control needs to spend on a traveler and border guards can be assured that the 

individual�s identity is true (2005). 
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Fingerprint  

Fingerprint technology is the first thing that comes to most people�s mind when 

they hear the word �biometric�.  This is probably because law enforcement has relied 

heavily on fingerprints in determining the identity of a person involved in a criminal 

act.  Fingerprinting is also one of the most sought after forms of identification 

verification in the US government�s �secure borders open doors� initiative.   The 

Department of State, by using fingerprints to identify foreigners, is allowed to utilize 

law enforcement databases to compare fingerprints that other agencies have on file 

with those entering the United States. In addition to the fact that large databases of 

fingerprints already exist in government, the fingerprint is the most accurate of all 

biometric identifiers. 

Similar to iris scans a fingerprint is unique to each individual even if that 

individual has an identical twin; a twin�s fingerprints will be distinct.  The FBI uses the 

�Henry system,� a system that uses all ten fingerprints from one individual for 

identification based on the patterns unique to each digit.  These patterns are classified 

as arches, whorls, and loops (Bolle, Connell et al. 2004). There are several other forms 

of fingerprint technologies today.  The Department of State and immigration agencies 

as well as border control use an inkless form of fingerprint technology.  This is a 
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computerized system that captures a person�s fingerprint onto a database it is then 

downloaded and searched electronically against all fingerprints already in a database.  

The database searches several systems including those belonging to the FBI and CIA.   

Matthew Ennis of Lumidigm, Inc. states that �a successful fingerprint biometric 

system must provide security while still being easy to use and robust to common 

sampling conditions� (Ennis, Rowe et al. 2005).  Although fingerprints are the most 

accurate biometric, they are only as good as the person capturing the fingerprint and 

the fingerprint devices that are used to transfer an image onto a computerized database.  

This is where the government fails. 

Consular officers overseas and border control guards are the individuals 

responsible for capturing an individual�s fingerprint.  The difficulty they face is the 

quality of the print captured.  First, the fingerprint devices used are of cheap quality 

and cannot discern a real finger from a person using prosthetic, putty, or any other 

synthetic material that can be molded to hide a person�s real identity or assume the 

identity of someone else.  Second, environmental factors such as heat and humidity can 

affect the ability of the reader to capture a good image.  Even a person�s ethnicity can 

affect how well the device can read his/her print.  It has been discovered that Asians, 

Indians, and Africans have weathered hands and/or oils or lack of oils that can distort 
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the fingerprint image making it difficult for the consular officer to achieve a good 

reading (personal communication, 12/12/2005).   

It is not unfounded that a person trying to hide his/her true identity will 

manipulate a fingerprint so that it either cannot be read properly or so that it will not 

match a print already in the system.  Criminals have been known to alter their 

fingerprints since 1930 in an attempt to throw off law enforcement officials.  This can 

be done simply by making a slice across the ball of the finger, eroding the surface with 

acids, or through abrasion of the finger surface.  Sophisticated criminals have gone so 

far as to grafting another�s fingerprints on top of his/her own.  Fingerprint grafting can 

be traced back as far as 1896 (Cummins 1935).  Without higher technology fingerprint 

readers and sufficient training for those officers who will be collecting fingerprints for 

the system a higher percentage of terrorists and criminals will be able to slip across the 

US border without notice. 

 

Facial Recognition 

Facial recognition is the most favored of all biometric identifiers because it is 

the least intrusive, the easiest to capture, and is still considered a reliable biometric.  

Individuals rely on face recognition everyday; a person buying alcohol shows picture 

identification such as a driver�s license to prove that s/he is in fact the person on the id 
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that is over twenty-one.  A traveler will provide a passport or visa with a photo to 

prove his/her nationality and ability to cross borders.  Surveillance cameras capture a 

person�s photo in stores, airports, gas stations, and various other public places.  These 

photos can later be used to verify a criminal or a terrorist as was done in the London 

train bombings in the fall of 2005.   

The US government is taking facial recognition to a higher level.  Instead of 

border control guards relying on their personal ability to decipher that the person in 

front of them is in fact the person represented in a passport or visa a digital photo will 

be placed inside the document and a computerized system will use a mathematical 

approach in deciphering whether or not the photograph in the document matches the 

person in front of the border guard.  The photograph will also be run against databases 

of criminal photographs.  The computer will generate a list of matches and the border 

guard will be responsible for verifying if the person in front of them is a legitimate 

traveler.  This is a significant aide to officers and guards for two main reasons: (1) it is 

difficult for humans to match unfamiliar faces and (2) after a half hour on the job the 

ability of a person to verify a picture to a face drops significantly (Woodward, Horn et 

al. 2003). Having a computerized approach to verifying a person�s identity is 

beneficial because it will reduce bias against a traveler based on race, ethnicity, age, 

and other physical factors.  It is also more reliable in detecting documents that have 
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been photo-substituted or photo-altered.  Thus, the burden of a border guard or a 

consular officer of validating a person�s identity is put onto the computer.   

Using a computer to validate identities is not foolproof, however.  Photographs 

must be taken in extremely controlled environments; a person�s face must be facing the 

camera and not tilted away, shadows, facial hair, sunglasses, hats, a drastic reduction in 

weight, and age all play a significant factor in matching faces as well.  Identical twins 

will be recognized as the same person because they share very similar qualities and a 

person attempting to hide an identity or be an imposter simply has to change a 

hairstyle, grow or shave a beard, and/or get plastic surgery (Gomes 2001).  As a person 

ages their face symmetry changes as well and so it is more difficult to match a child�s 

face with an adolescent or an adolescent with a senior citizen.  There is little reason to 

doubt; however, that as technology improves facial recognition technology will 

become more accurate and flexible. 

 

Signature Verification 

Though not immediately apparent a person�s signature is a unique identifier.  

Signatures come in many forms and are extremely difficult to duplicate if someone 

other than the owner attempts to sign that signature.  A person can sign his/her name in 

one swift motion, eyes closed, without thinking about the movements of the writing 
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utensil.  A person who attempts to forge a signature will be more concentrated, strokes 

will look forced and the signature will not look fluid.  Perhaps the forger will pause 

thinking about the next stroke and so a large dot will be seen in a signature where the 

pen rested, or lines will be darker where the pen pressed harder on the surface and a 

fluid swoop will look crooked instead.    

All US passports and most foreign passports require a signature before the 

passport can be accepted at border control.  This is one biometric identifier that most 

passport holders overlook, but it is also one of the easiest ways for border control and 

consular officers to detect imposters.  Still, it is the responsibility of the government 

agency to train officers to detect fraudulent signatures and impostures.  Without 

training and the ability to detect such an easy identifier catching a criminal becomes 

that much more difficult. 

 

Privacy and Security 
Biometrics works to accomplish two main goals:  (1) to identify a person by 

matching one of his/her biometric identifiers to biometrics housed on a large and 

centralized database and (2) to verify a person�s identity by matching a biometric to the 

biometric template on the person�s passport or visa.  Civil libertarians argue that 

combining biometric identifiers within a national identification card threatens personal 
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privacy and thereby the Fourth Amendment.  It must also be noted that a biometric 

identifier, once compromised is compromised forever and cannot be rewritten or 

expunged from the centralized databases that house it.  Furthermore, an individual that 

travels overseas has no option on whether or not to include a biometric on a national id 

card.  The government controls what biometric is sacrificed, what database it is housed 

on, and who can access that information.  As biometric technology is being rapidly 

accepted and implemented into government systems an individual�s privacy is 

threatened.  John Woodward suggests that �reasonable safeguards must be 

implemented alongside the deployment of biometric technologies to maximize public 

safety benefits while minimizing the intrusion on individual privacy� (Woodward, 

Horn et al. 2003). 

In the wake of September 11th and alongside the development of the 

Department of Homeland Security private industries coerced the government into 

accepting biometrics as the new solution to the war on terror.  Asa Hutchinson, 

undersecretary of DHS stated, 

 

 �In the twenty-first century border security can no longer be a 
coastline or a line on the ground between two nations.  It is also 
a line of information in a computer�In the twenty-first century; 
it is not enough to place inspectors at out ports of entry to 
monitor the flow of goods and people.  We must also have a 
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virtual border that operates far beyond the land border of the 
United States.� 

 

In the eyes of the government and with the concurrence of several Americans in 

the wake of September 11th, it is necessary to give up civil liberties in the face of 

freedom and the war on terror.  As September 11th slips further into the past though, 

civil libertarians are arguing that biometrics, mainly facial recognition, are against 

Americans� constitutional rights and are a threat to personal privacy. 

US Courts have overruled these implications of unconstitutionality stating that 

the Fourth Amendment does not constrain the government from employing facial 

recognition systems in public places because these features are constantly exposed to 

the public anyway and therefore a person cannot have a reasonable expectation of 

privacy while in a public place (Woodward 2001).  The Supreme Court has also noted 

that it is aware of the possible privacy implications implicit in the accumulation of 

personal information in computerized databanks and other massive government files.  

Interestingly no regulations or laws have been developed to safeguard personal and 

biometric information housed on these databases.  Officials within the Department of 

State argue that this information does not need to be safeguarded against because 

biometrics are extremely difficult to forge and/or steal.  They also argue that although 

once biometrics are embedded into passports and foreign governments access this 
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information it is not a concern because all they have is a photograph (Vollmer 2005, 

Official B).  What the US government cannot do is control biometric or personal 

information once on a foreign database.  Information gathered from a passport is 

shared and stored as per that foreign government�s will.  The security concern stems 

from the fact that foreign governments have different perspectives on what constitutes 

personal privacy.   

 

Conclusion 
Biometrics is the use of technology to capture, identify, and electronically store 

an individual�s physical attributes.  These attributes include facial recognition, 

fingerprints, hand geometry, iris scans, and signature verification.  Some of these 

characteristics are more reliable than others however each characteristic is unique to 

the individual who posses it thereby ensuring a person�s identity.  The State 

Department, in an effort to secure the US border from illegal immigrant entry and 

future terrorist attacks, is using facial recognition and fingerprint technology to identify 

and verify visa and passport holder�s identity.  Furthermore, Americans will also be 

asked to give up a biometric identifier in the form of a digital photograph when 

applying for a US passport.   
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Although this information is unique to each individual and thus should be the 

most reliable way of determining a person�s identity security issues still exist.  Facial 

recognition is a technology easily fooled with small physical alterations such as 

growing facial hair, gaining/losing weight, or plastic surgery.  Fingerprints can be 

altered or mimicked with putty and prosthetics or with a simple wearing down or 

mutation of the finger.  Technology is not foolproof, thus using biometrics as a form of 

identity verification should be done in conjunction with trained border guards and 

officers to catch the criminals who do go through lengths to fool a computer.  

Furthermore, a biometric, once compromised is compromised forever.  Safeguards still 

need to be put into place to protect Americans from having a biometric identifier, a 

characteristic unique only to them, stolen and utilized with criminal intent. 
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Chapter 4.  RFID Technology 

Introduction/History 
Radio-frequency identification (RFID) is considered the technology of the 21st 

century.  Although first implemented in World War II, RFID did not become integrated 

into society until recently.  This technology has the ability to attain several objectives 

of corporations, government, and places of employment.  It can be applied to make our 

lives safer (access control), easier (quick payment), and more secure (lessens fraud).  

Today RFID can be found as an alternative payment option on the road and in 

convenience stores, it is used at places of employment for access control, and 

corporations use this technology as a tracking device on merchandise.  Governments 

are using RFID as an added security measure within passports to control fraud and 

counterfeiting.  However, like all technologies RFID has negative consequences and 

can inhibit an individual�s privacy and civil liberties.  As RFID is implemented within 

society regulations and policies must be instilled in an effort to protect the integrity and 

privacy available to all persons. 

 

Technicality of RFID 
Essentially RFID technology is a chip that can be placed onto any device, 

person, or animal and is read through radio waves.  It is different from other 
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technologies that use radio waves to transmit information because each RFID tag is 

identified by a unique serial number that is read remotely.  For example, the tags found 

on clothing items and CD�s that set off an alarm when taken out of the store do not 

have individual codes or serial numbers that can be read remotely, this technology is 

known as electronic article surveillance (EAS) (Garfinkel and Rosenberg 2006).  RFID 

technology is being used in place of UPC bar codes to identify merchandise and in 

place of magnetic stripes of credit cards and identification cards.   

Radio-frequency identification is composed of three parts: an RFID tag 

(consisting of a silicon chip and an antenna), a reader, and a computer network used to 

connect the readers to the tags.  Each tag is composed of a unique number that is read 

using a specific reader.  Tags come in various sizes, can be read with varying 

frequencies, and function differently depending on how the tag is being used.  There 

are passive tags and active tags and tags that can be �read only� versus �rewritable�.  

These terms will be discussed in more detail later on in this chapter. 

 

RFID Tags 

The basic unit of an RFID system is the tag.  This is the device that is actually 

embedded in an object.  It is made up of a silicon chip and an antenna that will emit a 

radio signal to an RFID reader.  The tag comes in many sizes, for example some tags 
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are smaller than a grain of rice such as the tags placed into a ChampionChip5 or inside 

a SpeedPass6 device, whereas other tags can be as large as a paperback book such as 

the readers used to track merchandise on large palates between a manufacturing plant 

and the store to which that merchandise will be delivered. 

The tag type determines the size of the tag.  As mentioned earlier, there are two 

main types of tags, passive and active.  Passive tags tend to be smaller than active tags 

because they are designed with a smaller antenna and thus are read at a significantly 

shorter distance.  Passive tags are more common in the marketplace of today�s 

economy as well because they are cheap and have a long shelf life of over ten years.   

Active tags, on the other hand, have larger antennas and are powered by batteries.  The 

advantage of active tags are that they can be read from greater distances than passive 

tags but due to the fact that they are powered by batteries active tags tend to only last a 

few years.  There is also a third type of tag, semi-passive, which is a combination of 

the two. Semi-passive tags have the read range of a passive tag but the reliability of an 

active tag and last longer than most active tags.   

RFID tags also differ by the way in which they are programmed.  They can be 

programmed three ways: read only, write-once read many, and rewritable. Tags can 
                                                                                                                                                                                                                                                                                                             

5 A ChampionChip is a device used in most running races to track a runner�s time through a 
course.  This chip is worn on a person�s shoe and is read when the racer crosses certain mile markers 
that have a reader at the station. 

6 SpeedPass is a small device that can be worn on a keychain.  It is used to pay for gas at 
ExxonMobile stations without the need for a credit card.  The device is already linked to a credit account 
and will automatically subtract the amount owed from the bank account it is hooked up to. 
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also be promiscuous or secure.  A promiscuous tag will communicate with any reader 

in range whereas a secure tag is programmed so that only a certain type of reader will 

be able to access the information written on the tag.  RFID tags are categorized into six 

different classes to reflect the different types of tags available in today�s society.7 

Another characteristic of an RFID tag is the antenna.  The antenna determines 

the frequency and wavelength at which a tag can operate.  Understanding the 

differences in frequencies and wavelengths are complicated.  However, the aspect of 

frequencies pertinent to the knowledge required to understand RFID is simple.  A large 

antenna on both a reader and a tag enable the information on a tag to be read from a 

greater distance.  This means that active tags, the tags with larger antennas, are favored 

in situations where RFID would be needed to communicate over large distances.  Due 

to security concerns and the purposes of including an RFID chip into a passport, a 

passive tag is favored over an active or even semi-passive tag. 

 

RFID Readers and the Network 

RFID readers were once designed to only read one type of tag, passive or 

active.  Due to the expanse and ubiquity of readers in today�s society readers are 

becoming more flexible and can read many different types of tags.  Like tags, readers 

                                                                                                                                                                                                                                                                                                             

7 See Appendix Page . 
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also come in several different sizes.  The smallest reader is the size of a postage stamp; 

the largest is the size of a desktop computer.  RFID readers are normally on at all times 

seeking out a radio signal from a tag.  Once a signal is detected the reader will send out 

a message to the tag.  If the tag is promiscuous the reader will instantly be able to 

access the information on the tag and read it.  If the tag is secure, the reader will be 

required to send a password, or a code to unlock the information written on the tag.  

Once the proper code is sent the tag�s information will become accessible.   

When readers and tags communicate the only information being sent between 

the two are number schemes.  Number schemes located on RFID tags range from 64 

bits to 96 bits of memory.  When the reader receives this number it is sent to a 

computer network that will decode the numbering scheme.  For example, in the Mobile 

SpeedPass system once a tag�s serial number is sent to the reader it will be connected 

to Mobile�s payment network.  The serial number will access the payment account set 

up previously with Mobile and the user will be approved and payment transaction 

completed. 

 

RFID Applications 
RFID technology is widely used in today�s society in accomplishing several 

objectives including access control, payment options, tracking merchandise, and 
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compliance monitoring.  RFID devices are being used in placement of UPC bar codes 

and of magnetic strips on credit cards to help facilitate the speed and efficiency one 

spends waiting in lines at the point of sale.  RFID is also being used to track 

merchandise and individuals in order to aid the process of ordering and replenishing 

supplies as well as to assist in locating misplaced or lost items. 

RFID chips located within credit cards, SpeedPass, EZPass, and 

ChampionChips are considered cooperative uses of RFID.  In these cases the consumer 

has the option of whether or not s/he wishes to enroll in programs for the convenience 

of using such a device (Balkovich, Bikson et al. 2005).  In effect, these individuals are 

responsible for taking extra steps to secure their privacy and are willingly giving up the 

freedom of privacy in exchange for convenience.  However, not all RFID tags are 

cooperative.  Marketers hide RFID tags within clothing, library books, and other 

products without consumer consent.  Brands such as Calvin Klein, Champion, Carters, 

Abercrombie and Fitch, and Gillette place RFID tags within their products 

unbeknownst to the average consumer (Albrecht and McIntyre 2005).  This type of 

tagging raises security and privacy concerns among consumer advocacy groups. With 

the exception of replacing UPC bar codes, all of the applications explained below fall 

into a cooperative use of RFID. 
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ExxonMobile SpeedPass 

One of the most successful RFID developments is SpeedPass, introduced by 

Mobile in 1997 in order to help facilitate a more efficient payment process at the gas 

station.  In former years it was necessary to first pay the gas attendant in cash or credit 

inside the gas station.  This required time and it also required the gas station to be 

open.  Stations then integrated pay at the pump options for those who wished to pay via 

credit or debit cards.  Although this option lessened the wait time inside the gas station 

it still required the consumer to open a purse or wallet, get out a credit card, wait for 

the machine to authorize the card, etc.  SpeedPass is a more efficient means of 

facilitating wait time at the pump.  It consists of a tiny device that can be attached to a 

keychain that is waved in front of the pump to pay for a transaction.  It is convenient, 

easy to use, and easily accessible.   

The tag within the device is secure and the information cannot be read by just 

any reader, the reader at the pump must first unlock the data and then the transaction 

can be completed.  It is also considered more secure than a credit card in that a credit 

card is easily counterfeited and the SpeedPass device is not easily counterfeited due to 

the process a customer must go through to set up the account.  The SpeedPass system 

is also equipped with its own fraud detection technology that will monitor the 

transactions made.  If for some reason ExxonMobile believes the SpeedPass device is 
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being used by someone else the tag is automatically turned off and the customer is 

notified.  The only time a consumer must worry about their account with SpeedPass is 

if the device is lost, which is why transactions are monitored. 

 

ChampionChip 

The ChampionChip is a device laced onto a person�s shoe when running in a 

race such as a Marathon, 10K or 5Ks.  This device consists of a passive chip that can 

only be read from short distances.  This device is helpful in tracking an individual�s 

time throughout an event.  There is always a reader at the start and finish lines of races.  

These readers are placed on the ground so that when a runner crosses the line the 

reader will record the time at which each specific tag crossed the line.  This eliminates 

the need for volunteers to physically record times and diminishes error in recording 

specific times as well as increasing the accurateness of an individual�s race time.  The 

RFID tags within the ChampionChip are evolving alongside other ubiquitous network 

devices such as cell phones and email.  It is possible for friends and family of a race 

entrant to track their loved one�s time by receiving text messages and/or emails when 

the racer crosses over reader sites.   
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Replacing UPC Barcodes 

RFID tags are being tested on consumer products within large corporations 

such as Wal-Mart and IBM.  Due to the fact that tags are more expensive than placing 

a UPC Bar code on each single item of merchandise RFID is being used to track 

palates of consumer items and items of value such as plasma televisions.  In essence 

RFID is an attractive idea for merchants because the manpower of physically looking 

to see what items need to be ordered, what items are due to expire, and what items are 

misplaced is a concern.  With RFID merchants will be able to quickly locate 

merchandise and with the simple click of a button the computer can record the number 

of items available on a palate, where the palate was shipped from, and how quickly 

items are being sold.  This information is invaluable to merchants because it lessens the 

manpower needed to count each item and it proves to be more accurate in assessing the 

popularity of items.  

Consumers worry that as RFID becomes cheaper it will replace the bar code on 

all items within a store so that merchants can track how a consumer walks through a 

store, the types of products an individual purchases, and thus the merchant can target 

each individual specifically and tailor advertising to that individual�s need.  

Furthermore, the UPC bar codes found on products today are not unique numbers, if 

products are tagged with RFID each can of coke will have its own unique serial 
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number which can be traced back to the purchaser (Albrecht and McIntyre 2005).  This 

is a highly debatable topic, and whereas some see this possibility as invasion of 

privacy, others prefer to be targeted to eliminate unwanted solicitations.   

 

Replacing Magnetic Stripes in Credit Cards 

Visa, MasterCard, and American Express are three credit card companies 

moving towards a radio frequency device in place of the traditional credit card.  

Although payment with a credit card or debit card is already a fast payment option it 

still requires the entering of a PIN code or a signature to verify the person�s identity.  If 

the magnetic strip becomes worn or damaged the card will not work and the old-

fashioned card imprint machines are used to record the credit card information.  

Placing an RFID tag within the credit card will eliminate these steps enabling the 

consumer to simply touch the card to the reader at the checkout lane.  In fact, some 

cards can be read without even opening a wallet and thus eliminating the need to even 

show the cashier the credit card.  Credit card companies are attracted to using RFID as 

opposed to magnetic strips because it is less difficult to counterfeit a person�s credit 

card if the card is never seen.  Unfortunately, not all point of sales have instituted 

RFID readers and so the credit cards are made with both RFID tags and magnetic 

strips. 
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Implants 

 The smallest passive tag produced is called the mu-chip.  The mu-chip 

is placed inside paper to track documents and can only be read at a range of a few 

centimeters due to the small antenna.  Just a bit larger than the mu-chips are VeriChips.  

VeriChips are about the size of a grain of rice and are implanted inside living beings.  

As the name suggests VeriChips are used to verify a person�s identity through reading 

the implanted chip.  It has been used in many situations from VIP rooms in nightclubs 

to Alzheimer patients in a hospital.  Another type of RFID implant is used to track 

cows on large dairy farms as well as pets, mostly puppies, so that the animals can be 

found quickly if they happen to get lost or go missing. 

 

EZPass 

 This device consists of an active tag that is read at a tollbooth.  EZPass 

is most commonly used along the Eastern Seaboard when traveling on toll roads.  

Similar to SpeedPass this enables an individual to travel without paying via cash or 

credit, the reader simply reads the RFID tag inside the EZPass and connects to a credit 

system.  This system helps to facilitate travel and ease the amount of wait time and 

congestion at tollbooths.  One added benefit to using EZPass is that it does not charge a 
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credit card; instead the user must make a certain amount of money available on the 

EZPass network.  This can be done via credit, but the money to pay the toll must first 

be available on the EZPass network.  The EZPass device is mounted on the windshield 

of a car with Velcro allowing it to be removed at the owner�s desire.  This system, 

designed to facilitate travel, can also be used to trace the activity of criminal suspects. 

 

Negative Implications for Using RFID 
Although RFID technology has several positive effects such as reducing 

inventory, reducing counterfeiting and fraud, stopping product diversion, facilitating 

travel, making payment options more efficient, reducing identity theft and imposter 

fraud, and assisting in locating lost objects there are still security issues that need to be 

addressed.  As with all technologies, RFID is not fool proof.  There are concerns that 

the public should be aware of and there are practices that can be adopted to help ensure 

the privacy and security of personal information from being compromised.  This 

section will discuss the security concerns with RFID in general, but because there are 

different combinations of RFID tags and readers, not all concerns relate to each type of 

RFID device in circulation today.   
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Skimming 

As discussed earlier, RFID tags are read through communicating with a reader.  

Only certain tags require a reader to unlock the information recorded on the chip, 

others will communicate with any reader that is in range.  Skimming occurs when an 

unauthorized reader gains access to the information placed on a chip.  �One can embed 

an RFID reader, invisibly, in floor tiles, carpeting, or a doorway.  A read range of only 

a few feet is entirely adequate to track people� (Weinberg 2006).  Furthermore, the tag 

does not send a message that it is being read; therefore, an individual cannot be sure 

that an unauthorized or hidden reader is gaining information from the chip.  Passive 

tags stitched into clothing or glued onto cardboard cannot be �killed� or disabled 

either.  The only way for an individual to be sure that the tag will not be read after the 

point of sale is to physically remove the chip from the product. 

  

Cloning 

Businesses and corporations can control an individual�s access to a room or 

building by using access cards, also known as proximity cards.  Jonathan Westhues, an 

undergraduate student in electrical engineering and the owner of such a card, was 

successful in cloning access cards.  Instead of showing identification to a guard, or 

swiping a card�s magnetic strip and entering a passcode proximity cards are read with 
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RFID.  The card is simply waved in front of the reader and access to a certain area is 

granted as long as the information on the card matches that within the network known 

to the reader.   

Jonathan was curious as to how secure this new form of identification would be 

and so, on his own accord he attempted to clone his own proximity card.  Jonathan 

ended up successfully cloning his card and then making duplicates to share with 

friends.  The reader recognized the illegitimate cards as valid ids and access was 

granted.  Cloning seems like a complicated process to those outside of the engineering 

field but to those familiar with wireless communications like Jonathan a few weeks is 

all it takes to reverse-engineer this technology.  Jonathan argues that �an attacker could 

clone your proximity card without ever removing it from your wallet� (Westhues 

2006).  Thankfully cloning can be protected against using cryptographic techniques.  

  

 

Tracking 

Tracking is the largest concern for consumer advocates even though RFID was 

introduced not to track an individual�s every move, but to facilitate travel, counter 

fraud and counterfeiting of documents, strengthen access control systems, facilitate 

payment, reduce manpower, and increase accuracy and reliability of inventory 
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practices.  Tracking is simply a negative implication for using such a technology.  

Whether or not information is being used to follow a person�s every move is not 

known, however, it is possible.  Through datamining efforts and the sale of personal 

information to third parties, RFID will enhance the ease and accuracy of selling this 

information.   

RFID systems can assist stalkers in tracking persons as well especially with the 

help of RFTracker.com.  This website, designed by legal expert and professor of law 

for the Center of Information Technology and Privacy at the John Marshall Law 

School, David Sorkin, was set up to show consumers how easy it could be for 

databases to link the products a person purchased to a specific individual and then 

determine where that individual was located.  The demonstration on the website shows 

the exact location of the last ten places this item or person was spotted (Albrecht and 

McIntyre 2005).  Keep in mind this website is only a demonstration of what the future 

could hold.  However, Sanjay Sarma, professor at MIT, argues that RFID will not 

operate like a GPS tracking device because passive tags cannot be read from great 

distances like active tags are read (48).  However, if tags do have a long-range 

readability, privacy concerns are understandable. 

Law enforcement and government officials can also use their resources to 

gather information about an individual.  If it is known that a criminal has a SpeedPass 
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or EZPass devices and this person is on the run it is quite easy to collect information in 

real time from tollbooths and gas stations to determine the whereabouts of such an 

individual.  This can also be done with credit cards but the speed at which information 

is shared using radio waves is greater than that of credit and a person can essentially 

disappear if paying with cash.   

 

Protecting Privacy and Security 
The perceived benefits of implementing RFID technology within the 

marketplace must be balanced against privacy concerns.  The American public and 

consumer advocacy groups such as the ACLU are calling for �regulation, codes of best 

practice, and technological fixes that give them back [the consumer] a measure of 

control over RFIDs� (Perrin 2006).  With regulations and codes in place consumers 

should be able to know if a product or device is using RFID, be able to opt out of using 

the technology, and be able to disable the tag.  Consumers should also be able to access 

their information and know what kind of information is on a tag, when it is being read, 

what information is being shared.  Depending on the sensitivity of the information 

stored on a chip and how that information relates to an individual should also 

determine the types of cryptographic controls and added security measures associated 

with an RFID tag. 
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To ensure that RFID technology does not invade privacy rights, Simson 

Garfinkel proposes an �RFID Bill of Rights� (Garfinkel 2006).  This bill, consisting of 

5 principles, is derived from the Code of Fair Information Practice developed from the 

US Department of Health, Education, and Welfare.  These principles include:  

 

1. Public Awareness � informing the public of devices and products tagged 

with RFID. 

2. Public Autonomy � giving individuals the opportunity to remove, 

deactivate, or destroy RFID tags 

3. Allowing alternatives � the public should be able to opt out of using RFID 

but should not be highly disadvantaged as a cause of that decision 

4. Information accuracy � individuals should be aware of what information is 

stored on a tag and if it is personal information there should be a way to 

correct inaccuracies.   

5. Information protection � the public has a right to know who is accessing the 

data stored on an RFID tag, why it is being read, and when that information 

is compromised. 
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Having a set of regulations specific to RFID in place is necessary and if 

adopted will be monitored by the Federal Communication Commission (FCC).  A 

standard set of regulations applied to RFID technology ensures that �these systems are 

designed and deployed in a manner that is compatible with evolving privacy 

principles� (Garfinkel 2006).  However Jonathan Weinberg, professor of law at Wayne 

State University, argues that the government should be cautious when implementing 

policies on new technologies.  RFID is a technology not well understood.  It is still 

undergoing testing phases in an attempt to see how the public and businesses are 

adapting to its use.  Therefore, Weinberg believes that there is a �thin line between 

acting too quickly � imposing uninformed policies because we didn�t yet have a good 

understanding of what the technology and the marketplace will do � and acting too 

slowly as the sand disappears from beneath our feet�(Weinberg 2006, p. 93). 

 

Conclusion 
RFID is a complex technology that is difficult to dissect and comprehend by the 

general public.  The basic process of which RFID operates is explained in this chapter; 

however, one must keep in mind that there are several different types of chips and 

readers that operate within today�s society.  It is necessary to understand each separate 

instance in which the technology is being used in order to determine what privacy and 
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security implications are possible in the deployment of such a technology.   For 

instance, RFID technology is used to track athletes in race situations, to pay for tolls on 

highways, and to tag merchandise within a store to better help merchants stock shelves 

and perform inventory checks.  RFID is also going to be used as a way to thwart 

counterfeit and fraudulent passports from being utilized by imposters, terrorists, and 

criminals.   

As noted, RFID technology performs several different functions.  It only makes 

sense then that depending on the function RFID tags serve will dictate the type of tags 

and readers necessary for its use.  There are three different tag types in circulation 

today, active, passive, and semi-passive.  Active tags are more powerful and thus have 

longer read ranges than passive tags.  Longer read ranges equate to greater security 

risks.  The RFID tags communicate with a reader, which will transmit the information 

from the tag onto a computerized database where the information can be shared further.   

RFID, like any technology, is subject to privacy and security concerns.  

Depending on the type of information written onto a tag and who can access that 

information can be threatening to an individual�s personal privacy.  As with any 

technology regulations should be put into place to prevent information from being 

misused, especially information specific to an individual person.  RFID should also be 

regulated to help fight unintended consequences and unintended uses, such as 
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surreptitious tracking, that could be potentially damaging to an individual�s 

constitutional freedoms.  
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Chapter 5.  The Electronic Passport 

Introduction 
This chapter will discuss the policies surrounding the issuance of an electronic 

passport.  It will focus on the two technologies that will be incorporated within such a 

document and how these technologies will impact the lives of all Americans.  It will 

speak to the politics that border this controversial issue by examining those for and 

against the deployment of an electronic passport.  Furthermore this chapter will shed 

light onto the process through which the ePassport has undertaken up until February 

2006.   

The US Department of State is, by INA law, the issuing authority of American 

Passports.  Passports are forms of national identification that offers protection overseas 

from the country of citizenship and gives the passport holder the right to enter into 

their home country freely.   When traveling overseas a US Passport helps to prove an 

individuals� citizenship.  Embassy�s overseas will protect and provide aid to American 

citizens as necessary.  It is a document that is highly desired by those not entitled to 

citizenship for several reasons, in hopes of American aid, a life in the US, or to carry 

out criminal acts.  It was not until December 15, 1915 that an individual was required 

to possess a valid passport to exit and enter into the United States (Brin, 1998).  Since 

that time, the US Passport has evolved and been amended to thwart counterfeiters and 

imposters from illegally obtaining and using a passport to enter the United States.   
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Security Features of the US Passport 
The first passports were not secure documents.  They were easily counterfeited, 

photographs were simply glued onto the passport page and could be substituted easily 

and there was no computer database to offer certainty that the person holding a 

passport was the original bearer.  In the early 1990�s, passports were amended to 

include a laminate film over top of the glued-in photograph (these types of passports 

are called glue-pot).  Still, this extra step was easily tampered with and photo 

substitutions continued.  The current passport, the passport �98, incorporates several 

advanced security features. The Department of State considered the Passport �98 to be 

the most secure passport the United States could produce.  It consists of a digital 

photograph printed directly on the paper.  The paper itself is secured with security 

threads and is printed with special inks and printing methods.  The laminate evolved as 

well and offers a very thin layer of protection that is flexible.  Holograms and 

watermarks, as well as ultraviolet inks, are found throughout the passport book to 

further secure the document.  Still, counterfeiters discovered ways in which to bypass 

these methods, and immigrants continue to pose as the true bearer of a stolen passport. 

Following the events of September 11th the Department of State determined 

further security measures must be put into place in order to prevent unauthorized 

individuals from entering the United States and carrying out another attack on US soil.  

Their efforts to develop a new passport were aided by new standards set by the 
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International Civil Aviation Organization (ICAO).  According to ICAO standards this 

passport must consist of two notable features; 1) a biometric identifier and 2) RFID 

technology.  Although ICAO standards are not international law, the United States 

Government passed a law that requires all Visa Waiver Program countries to adopt 

ICAO standards.  The State Department decided on its own accord that it would 

reciprocate its demands and produce a US ePassport as well.  Not all countries are 

adopting ICAO standards; however, Malaysia began producing electronic passports in 

1998, the same year the United States rolled out what DOS considered the most secure 

passport of their time.   

The electronic passport is designed to assist not only in verifying that the 

person holding the document is the true bearer, but also to facilitate travel and the 

speed at which it takes an individual to clear customs and security checkpoints in 

airports.  Whereas the State Department claims this document will now replace the 

passport �98 as the most secure form of a national identification, civil liberties unions 

and the public�s response has not been as encouraging.  Privacy and security issues 

loom in the background.  Those opposing the issuance of an electronic passport are 

fighting for protections against the possibility of giving up inalienable rights and 

freedoms granted by the Constitution.   
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Policy 
In the aftermath of September 11th, ICAO revised the standards for all passports 

to incorporate a biometric with RFID technology to assist in verifying an individual�s 

true identity, thwarting identity theft, securing borders, establishing when a travel 

document has been altered, identifying criminals, and facilitating travel for legitimate 

persons.  ICAO does not mandate that a country must adopt its standards, however; the 

Department of Homeland Security�s Inspector General, Richard Skinner, supports the 

adoption of ICAO standards due to the fact that �USCIS security checks are overly 

reliant on the integrity of names and documents that applicants submit; consequently 

better use of biometric data is needed to verify applicant�s identity� (Lipowicz, 2005).  

Furthermore, Congress passed legislation to require all Visa Waiver Program (VWP) 

countries to comply with ICAO standards.  The Department of State believes in a 

reciprocal relationship with these countries, and therefore will voluntarily comply with 

the ICAO standards as well.  

On December 30, 2005, the Department of State began phasing in the issuance 

of electronic passports (ePassports) beginning with Diplomatic and Official passports.  

Upon completion of the phase-in process, around the end of the year 2006, all 

Americans will be issued an ePassport.  Officials within the State Department claim 

that the purpose of creating a new passport is two-fold; 1) to better facilitate 

international travel for U.S. Citizens and 2) to enhance border security.  The ePassport 
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will only differ from previous passports in that it will combine a biometric identifier 

with RFID technology.  ICAO specified three types of biometric identifiers that 

countries could use to verify a person�s identity including facial recognition, 

fingerprints, and iris scans.   

DOS decided to use one biometric identifier, facial recognition technology, in 

the form of a digital photograph.  Inclusion of a digital photograph began with the 

deployment of the Passport �98.  The new passport will be able to compare the 

photograph on the passport with all of the photographs stored in a centralized database.  

This extra step in technology allows officials at ports of entry to rely on a 

computerized system to verify that the person in front of them matches the original 

photograph taken for the passport.  This photograph will not only be printed directly on 

the bio-data page of a passport, it will be stored on a tiny chip (RFID technology). 

The RFID chip, frequently referred by government officials as �contactless chip 

technology� will be embedded inside the back cover of the passport.  It will store the 

same information that is printed on the bio-data page of the passport: full name, date of 

birth, gender, place of birth, place of issuance, passport number, and the digital photo 

image of the passport holder.  The ePassport will also incorporate safety features such 

as Public Key Infrastructure (PKI) and Basic Access Control (BAC) to protect against 

skimming, eavesdropping, and altering of information.   
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The RFID chip found in the ePassport is a passive, write once read many 

version of an RFID chip technology.  It is the same size and look as the RFID 

technology found in American Express cards.  According to a State Department 

Official it has a read range of up to four feet when the passport is opened; however, a 

thin layer of foil will be added into the front cover of the new passport to shield the 

chip from transmitting data any further than a few inches (Vollmer, 2005, Official B).  

This thin metal is known in the technology world as a Faraday Cage.  Although the 

chip can essentially still be read when closed the stored information is still protected 

from eavesdropping.8 

ICAO guidelines require countries to include Basic Access Control (BAC) to 

the ePassport in an effort to secure personal information.  It is easy to understand how 

BAC works in thinking of accessing a bank account via an ATM.  A person must not 

only be in possession of the ATM card to withdraw money from the account that 

person must also punch in a PIN Code to unlock the account and gain access.  BAC 

follows a similar process.  In order for the information stored on the RFID chip to be 

read, the RFID reader must read the Machine Readable Zone (MRZ)9 to unlock the 

chip.  Once the chip has been unlocked the reader will be able to gather the stored 

                                                                                                                                                                                                                                                                                                             

8 Eavesdropping occurs when an unauthorized reader piggybacks on an authorized reader to 
gain access to the information on a chip. 

9 The Machine Readable Zone of a passport is found on the bottom portion of the bio-data page.  
It is composed of numbers and letters unique to each passport.  Changing one number in the MRZ zone 
will  
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information, but only after the zone is read.  Even though it is unlikely that a closed 

passport will be read surreptitiously BAC further mitigates the threat of skimming.10  

DOS complied with ICAO�s guidelines and incorporated a 96 BAC bit encryption key 

to further protect American�s biodata from being clandestinely read (Vollmer, 2005). 

In an effort to stop counterfeiters from altering data on a passport to match 

those of an imposter, such as changing a birth date or a person�s gender, DOS required 

the RFID chip to be a write once read many technology.  Thus, the chips found in the 

ePassports cannot be altered after production.  If a person changes his/her name or 

gender that person must turn in his/her old passport and then apply for and pay for a 

new passport to be issued.  This information will further be secured with the 

implementation of Public Key Infrastructure (PKI).  PKI is a digital signature that is 

used to verify the data was written on the chip by the Department of State and not an 

unauthorized body.  Although PKI is not required by ICAO nor is implemented by all 

other countries, the United States Government voluntarily applied PKI as an extra 

security measure. 

Government officials at the Department of State and Department of Homeland 

Security are proud of the new ePassport and are excited to see its integration into the 

travel industry.  Currently border guards are overworked; this new technology will ease 
                                                                                                                                                                                                                                                                                                             

10 Skimming occurs when an unauthorized source, or reader, gains access to the information 
stored on a chip.  It is dangerous because there is not a way to determine how many times, by whom, or 
where a chip is read. 
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the pressure on guards to identify counterfeit passports, imposters, and fraudulent 

documents.  With ePassports in circulation, border guards will be able to rely more 

heavily on the computer databases to catch imposters using valid documents in 

conjunction with facial recognition technology.  Sophisticated counterfeiters will have 

a difficult time gathering stolen passports and altering data such as photographs 

because they would have to not only alter the digitized photograph in the document but 

match that photograph with the one stored on the chip.  Due to the fact that the chip on 

the ePassport is write once, altering data should prove to be impossible.   

The ePassports will be valid for the same amounts of time as the current 

passports: ten-year full validity for persons over the age of 5 and five-year full validity 

for persons under five years of age.  Current passports will be accepted documents 

after the production of ePassports begins; however, citizens will not have the option to 

obtain a Passport �98 subsequent to the rollout of the new passports.  By the year 2017 

all passports used to cross borders will be electronic.   

 

Politics 
The prospect of issuing electronic passports has been met with enthusiasm from 

officials within the federal government, specifically the State Department, Department 

of Homeland Security, ICAO, and Department of Defense.  Consumers union groups, 
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civil liberties groups such as the ACLU, and the public responses on the 

travel.state.gov website; however, are not convinced with promises that the ePassport 

is a secure document.  These groups have come together, and lobbied for Congress and 

the Federal Communications Commission (FCC) to resist the rollout of the new 

passport or at least amend it so the freedoms Americans enjoy today are preserved. 

The controversy surrounding the electronic passport stems from privacy and 

security concerns.  The American Civil Liberties Union (ACLU) is the strongest 

influence and has been the most powerful force in protecting American�s privacy 

rights.  In November 2004, the ACLU published a white paper explaining the negative 

implications that could arise once the electronic passport is in production.  Furthermore 

the ACLU accused the US government of �ignoring warnings about privacy and 

security while successfully pushing for an international standard for new electronic 

passports that will leave citizens vulnerable to identity theft, invasions of privacy, or 

worse� (Union, 2004).   

Privacy rights activists are concerned that that the personal data stored on a 

chip will be easily compromised due to skimming and/or cloning if security measures 

are not put into place.11  If skimming or cloning of the US electronic passport did 

occur, privacy groups are concerned that terrorists and criminals would be able to 

                                                                                                                                                                                                                                                                                                             

11 Cloning occurs when an unauthorized person gathers the information from one chip and 
replicates it onto another chip.   
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target Americans when planning an attack, a duplicate passport could be produced by a 

criminal group, and citizens are left vulnerable to identity theft if an unauthorized 

reader gains access to the information.  Furthermore, the ACLU uncovered facts that 

the ePassport was readable from a distance of 30 feet; this is a much greater distance 

than the 4-inch maximum distance the State Department claims the passport must be 

from a reader. If the chip has a read distance of 30 feet this allows greater possibility 

for skimming and cloning to be successful unless the US government enforces added 

security features. 

The ACLU is also concerned with the future implications in the deployment of 

an ePassport.  They worry that the ePassport will evolve into a global identity 

document, it could become a template for standardized versions of a driver�s license, 

and the possibility of tracking individuals is heightened alongside these developments.  

What privacy rights groups are concerned about is the domino effect.  They fear the 

ePassport will pave the way for biometrics and RFID to be included on every 

identification card and if that is the case, the government will more easily be able to 

track individuals if security measures are not included on these documents.  What 

privacy organizations see as a result is an Orwellian state where RFID is integrated 

into every aspect of our lives, and as the technology becomes more sophisticated 

readers will be hidden in doorways and in floorboards tracking individuals as they 
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move about daily life unaware that the RFID chip is transmitting information and that 

information is being gathered by somebody. 

The majority of the public is not even aware that the ePassport is being 

developed and those that have been exposed to the idea of an ePassport reacted 

negatively.  In early 2005 the State Department posted a comments section on the 

travel.state.gov website.  In less than a two month time frame over 2,400 comments 

were shared by the public.  Of these 2,400 responses 98.5 percent were negative.  The 

State Department began accepting comments on February 18, 2005 and stopped 

accepting comments on April 4, 2005.  Below is a comment from one of the many 

concerned citizens: 

 �Having RFID in passports is a ridiculous (and dangerous) idea.  
I can't believe the �people in charge� always favor what's 
convenient (for them) vs. what's secure for us. Why are these 
oversights allowed to occur?  I'm terribly concerned about this 
disregard for my privacy and safety.  Especially since I need to 
get a new passport this year (which I may now just forget 
about...).  Please use reader technology that isn't �RF� based. I 
don't want anyone to be able to �sniff� any RFID tag on me!!! 
The least you can do is to not actively put Americans in harms 
way overseas. There are cheaper, safer ways to make passports 
more secure, such as 2D bar coding. Protect my privacy and 
security when I travel!!!� (London, 2005). 
 

The ACLU feels that the United States government acted too quickly in 

adopting ICAO�s standards for a new passport.  Furthermore, privacy groups feel that 
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the State Department pushed ICAO to adopt new standards for identity cards that 

would serve a truly American policy.  The federal government ignored input from 

outside lobbying forces and excluded privacy groups from participating in working 

groups concerning the development of the ePassport in the beginning.  The ACLU 

represented Americans� fears that having a passport that could possibly broadcast 

simple pieces of personal information through the air would put Americans more at 

risk to be targeted by terrorist and criminal forces.   

The State Department was not concerned with privacy and security issues when 

first designing the ePassport.  Government officials believed that because the data 

stored on the chip would be the same data seen by the unaided eye on the biopage there 

would be no greater or lesser risk in breeching an individual�s privacy rights.   In 

addition, State Department officials felt that facial recognition technology, being the 

least intrusive of all biometrics, would be widely accepted by Americans especially 

since digital photographs were already used in the current passport. 

Although State Department officials are unwilling to admit that September 11th 

spawned the birth of the electronic passport, they agree that the terrorist�s ability to 

obtain valid documents within the States raised concern for the integrity and security of 

travel and identity documents.  In an attempt to stop counterfeiters from producing 

fraudulent documents through alterations of biodata and photo substitution the State 
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Department formulated the ePassport.  The electronic passport, according to ICAO and 

the United States government, will be the most secure travel document produced by the 

Government Printing Office (GPO).  �Terrorists devote extensive resources to 

acquiring and manipulating passports [and it is known that] high level members of al 

Qaeda were expert document forgers� (Commission, 2004).  In an attempt to thwart 

their efforts the United States is making rapid changes in the way travel is facilitated. 

One high level State Department official who will remain anonymous conveyed 

the belief that privacy groups and the American public�s views were not thought to be 

important when first collaborating ideas on what the new passport would consist of 

because a passport is government property.  The question is who owns the passport, the 

American citizen whose information is printed inside the book, or the federal entity 

that issues the document?  According to the laws and regulations set forth in the 

Immigration and Naturalization Act (INA) and explained further in the Foreign Affairs 

Manual (FAM) within the State Department it is clear that a passport does belong to 

the issuing authority.  The federal government sees ownership of a passport a privilege.  

For example, a person who does not pay child support is not entitled to a passport until 

those fees are paid.  The same rule applies to a person who does not pay back an 

emergency loan granted by the State Department.  If a passport is lost or stolen and 

then found, instead of being returned to the passport holder it is sent to the issuing 
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authority and it is the responsibility of the State Department to cancel the passport�s 

validity.  Therefore, passport applicants give up some of their personal information as a 

trade off to travel overseas under the auspices of the US government.   

According to State Department officials within the Consular Affairs Bureau the 

electronic passport will not be used to track the whereabouts of any American citizen.  

In fact, government officials strongly suggest that tracking individuals would be 

impossible given the type of RFID chip embedded in the passports.     

Essentially there are two ways to view the electronic passport.  On one side the 

privacy and security advocates are taking a pessimistic viewpoint and arguing that if 

measures are not taken and regulations enacted personal information can eventually be 

used against an individual in tracking, eavesdropping, skimming, or cloning of the 

passport via RFID technology.  On the other side government officials are focusing 

their energy on strengthening borders and vetting all individuals who enter the United 

States. Others that share this viewpoint are those in the general public who don�t 

believe that they have anything to hide and so do not see a threat in using RFID 

technology.  The main point of contention is not that the federal government should do 

more to secure American borders, the point of contention is whether or not RFID 

technology has been tested enough and can be trusted as a secure means to transmit 

traveler information onto domestic and foreign governments at the point of entry.  
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Bruce Schneier, columnist for Wired Magazine, contends that the State Department 

made a mistake in designing the ePassport without informing the public or thoroughly 

testing and researching RFID and similar technologies that could work in place of 

RFID.  He insinuates that the State Department might have won over greater approval 

from American citizens if they would have informed the public about the technologies 

and what the new ePassport means for America�s future in the beginning stages of its 

construction phase (Schneier, 2005). 

  

Process 
The United States did not begin public discussion concerning the issuance of 

electronic passports to US Citizens until post 9/11, closer to the year 2004.  However, 

the idea of producing an ePassport was not a new discovery; in 1998 Malaysia became 

the first country to issue an electronic passport.  US government officials are in 

disagreement as to the underlying reason in following Malaysia�s footsteps in adopting 

the ePassport; nevertheless, the process that government officials had to abide by is 

indisputable.   

State Department officials do not begin explaining the history of the electronic 

passport in the same fashion.  One controversy that will not be resolved is the reason 

behind embedding RFID and biometric technology into US passports.  Some 
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government officials were adamant that the State Department was considering 

amending the Passport �98 to include these technologies prior to September 11 in an 

effort to facilitate travel and speed up the wait time at airport security for frequent 

travelers.  Others within the State Department conceded that the attacks on American 

soil specifically led to measures to better protect American citizens and secure 

American borders.  One of those measures was instating a new agency, the Department 

of Homeland Security (DHS); another was reorganizing Immigration and Customs 

Patrol underneath the DHS umbrella.   

The Government Accountability Office (GAO) and the 9/11 Commission were 

tasked to determine ways in which the United States could have prevented the attacks 

from happening and institute protective and preventative measures to thwart terrorists 

from executing similar attacks on American soil.  According to a State Department 

official within the Computer Systems Division, the State Department was the agency 

under attack after the 9/11 Commission uncovered its findings.  Consular Officers12 

overseas are seen as the first line of defense to keep terrorists from legally entering into 

the United States, the second line of defense are DHS officials at ports of entry.  A visa 

or a passport is scrutinized at the port of entry to determine 1) if the traveler is the 

                                                                                                                                                                                                                                                                                                             

12 Consular Officers are members of the State Department�s Foreign Service teams who work in 
Embassies overseas.  They issue visas to foreigners and passports to Americans living overseas. 
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same person on the travel document, 2) if the travel document is genuine, and 3) if the 

traveler is indeed entering the United States for legitimate purposes.   

Immediately after September 11th, the State Department amended its 

requirements to enter into the United States and border guards became more cautious 

in interrogating visitors.  Airports both domestically and overseas began taking 

security more seriously and required passengers to undergo stricter screening 

processes.  ICAO also took measures in an attempt to secure airlines, travel, and 

borders by amending the requirements of a passport to include RFID and at least one 

biometric identifier.  A State Department official within the Passport Agency stated 

that although ICAO is an international entity, the United States government was a 

strong influencer for ICAO�s adoption of the new standards for passports.  This official 

also clarified that ICAO�s standards are not requirements; they are simply guidelines 

and suggestions for the international community to abide by for the facilitation of 

travel and cohesiveness amongst travel documents.  

Prior to September 11th, ICAO standards set out for all passports to be equipped 

with a machine-readable zone (MRZ).  The MRZ would consist of a series of letters 

and numbers unique to each passport.  If one number or letter was incorrect border 

guards and consular officers could be confident that the traveler was in possession of a 

counterfeit or fraudulent passport and would be immediately sent back to the country 
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from which they came.  Airlines were also held responsible for these passengers and 

were fined for each person that boarded illegitimately.  Still, several illegal immigrants, 

drug traffickers, alien smugglers, and criminals crossed borders with high quality 

counterfeit documents and photo substituted passports.  Even the new passport �98 

with a digitized photo is now easily counterfeited with a thin laminate overlay on a 

small portion of the true photograph.13   

In 2002, ICAO began to think of new ways in which to further secure a 

passport from counterfeiting, forgery, and other forms of attack.  ICAO�s technical 

report, Security Standards for Machine Readable Passports, lists the main threats to 

document security including: a complete counterfeit, photo-substitution, alteration of 

text in the MRZ, construction of a fraudulent document, removal and substitution of 

pages, deletion of entry/exit stamps, theft, imposters (assuming the identity of the 

document holder).  In an effort to protect a document from being tampered with and 

thereby securing borders ICAO met with several countries, mainly developed countries 

such as the United States, to amend standards for travel documents.  It was at this time 

that RFID technology and biometric identifiers were considered for inclusion on all 

travel documents. 

                                                                                                                                                                                                                                                                                                             

13 The US Passport �98s were thought to be the most secure American passport to date and 
believed to be tamperproof.  Recent discoveries have proved this theory wrong and in just 7 years the 
passport is being cleverly altered so that imposters can more easily cross borders. 
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In 2002, the United States Congress passed a law, the Enhanced Border 

Security and Visa Entry Reform Act, which would require all 27 VWP countries to 

comply with the new ICAO standards by October 26, 2004.  In an effort to appease 

these mostly European allies, the Department of State voluntarily accepted the same 

challenge to, by October 2004; begin issuing electronic passports to all American 

citizens as well.  If these countries did not adopt the new standards, the United States 

would require those citizens to apply for a visa to enter into the United States.  This 

gave the VWP countries incentive to immediately begin the process of constructing a 

new travel document.  The State Department began working closely with the GPO, 

DHS, and the National Institute of Standards and Technology (NIST) as well as with 

outside contractors to determine the best RFID chip type and how it would best be 

integrated within the passport.   

In May 2003, ICAO adopted facial recognition technology as the �globally 

interoperable biometric to facilitate machine assisted identity confirmation at US and 

other borders� (State, 2003).  It also stated that fingerprints and iris scans would be 

acceptable biometric identifiers to use in conjunction with facial recognition 

technology at each country�s discretion.  ICAO standards recommend that this facial 

image be stored on a contactless chip (RFID) embedded within the passport that can be 

read between 0 and 4 centimeters.  All other information already printed on the biodata 
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page of a passport will be stored onto the chip as well (name, date and place of birth, 

passport number, date of issuance and expiration).   

On August 21, 2003, ICAO�s New Technologies Working Group (NTWG) 

came together to form the ePassport Task Force.  The task force discussed several 

issues but mainly focused on RFID technology.  The NTWG discussed issues such as 

chip size, format of chips for interoperability and compatibility, the read/write speed of 

a chip, available storage, radiation anti-skimming efforts, reader influences, testing of 

chips and readers as well as best practices for states to safeguard an individual�s 

information.  As 2003 progressed the US government realized that the initial rollout 

date of October 2004 would not be feasible and extended the rollout of the ePassport 

by the US and the VWP countries by one year. 

The United States Congress held the first Hearing on RFID technologies on 

Wednesday July 14, 2004.  The Committee on Energy and Commerce and the 

Subcommittee on Commerce, Trade, and Consumer Protection convened in the 

Rayburn Building to discuss RFID Technology.  Although most of the hearing was 

directed towards RFID efforts in a consumer world, Representative Sachkowsky 

pointed out, �It is also being quietly suggested as Mr. Steinhardt from the ACLU will 

detail in his testimony that RFID tags could be used in travel documents like 

passports� (RFID Technology: What the Future Holds for Commerce, Security, and the 
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Consumer, 2004). At this point in time the ePassport was already in development 

within the US and yet, at the first RFID hearing, it was the ACLU�s President, Nadine 

Strossen, that brought this issue to the attention of Congress.  Barry Steinhardt, 

Director of the Technology and Liberty Program within the ACLU, was the only other 

speaker at this hearing who brought up the electronic passport.  Mr. Steinhardt 

expressed that up until this point in time the ACLU had been excluded from ICAO 

conferences to discuss the ePassport and urged Congress to consider controlling RFID 

technology before it is deployed within a national id (RFID Technology: What the 

Future Holds for Commerce, Security, and the Consumer, 2004). 

It was not until October 2004 that the GPO awarded contracts to four possible 

vendors to incorporate a chip and biometrics within the passport.  These four vendors 

were: Axalto, Inc. of the Netherlands; BearingPoint Inc. of McLean, VA; Infineon 

Technologies North America Corporation of San Jose, CA; and SuperCom, Inc. of 

New York.  Three months later as a cause of vendor protests, four other vendors 

entered into consideration to produce the passport including; ASK Contactless 

Technologies Inc. of France; Electronic Data Systems Corp. and Oberthur Card 

Systems of Rancho Dominguez, CA; and OTI America Inc. of Fort Lee, NJ.  NIST 

tested the technologies presented by all eight vendors so that GPO could make a 

decision on which contract would provide the passport with the most durability, 
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security, and longevity.  The State Department expected that by mid 2005 the first 

ePassports would be in production (Dizard, 2005).  Only a few weeks later, in March 

2005 during a second hearing in Congress,14 Elaine Dezenski, acting assistant secretary 

of a DHS branch confessed to Congress that the deadline of the ePassport rollout 

would most likely be extended to 2006.   

On February 18, 2005 the State Department finally opened up its public domain 

website for comments on the rollout of the ePassport.  Just one month before an article 

written by Wilson Dizard III of the Government Computer News online news source, 

outlined the privacy and security issues offered by the ACLU such as skimming and 

eavesdropping, as well as identity theft.  In this article Frank Moss, deputy assistant 

secretary of DOS for passport services, admitted, �rudimentary readers were 

susceptible to eavesdropping [and encrypting data on the passport] is not necessary or 

appropriate� (Dizard, 2004). After two months of the travel.state.gov website being 

open for public comment, DOS received approximately 2,500 responses; 98.5% of 

which were negative comments.  It is not known how influential the ACLU and other 

privacy groups were in spreading word to the public.  Opening of the DOS website was 

the only outreach State had attempted in reaching the public. 

                                                                                                                                                                                                                                                                                                             

14 This hearing was a joint hearing of the Senate Judiciary Committee subcommittees on 
Immigration, Border Security, and Citizenship and Terrorism, Technology, and Homeland Security. 
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The Policy Laundering Project, a coalition of three separate organizations: the 

ACLU, Privacy International, and Statewatch composed a letter in April of 2005 to the 

State Department requesting that privacy and security issues must be addressed and 

taken seriously.  DOS had to respond at this point in time especially after it became 

evident from the public that Americans were not supportive of issuing the ePassport.  

The GAO issued a report in the spring of 2005 questioning the integrity of RFID in 

protecting a persons information, although the report spoke about RFID overall, not 

just within the ePassport, members of the GAO admitted that some RFID privacy and 

security technology such as tag blocking do not yet exist (Office, 2005).   

Bruce Schneier of Wired Magazine reported in November 2005 that the State 

Department finally listened to the criticism of privacy advocates and adopted measures 

to ensure the security and integrity of the ePassport.  As NIST continued testing the 

chip�s durability with stress tests DOS asked the GPO to include another layer to the 

passport cover, a thin aluminum shield, to lessen the read range of the chip when the 

passport is closed.  DOS also adopted basic access control (BAC) features.  Instead of 

encrypting the data on the chip, the chip will not transmit information to a reader until 

it is unlocked.  If the reader can unlock the key on the chip it will then be able to access 

the information.  The other security feature found on the chip is Public Key 
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Infrastructure (PKI).  PKI was the only form of protection the Department of State 

offered the new passport since its inception.   

On December 30, 2005 the first ePassport was produced.  Since that date just 

over 300 diplomatic and official passports have been issued.  The Department will use 

the next few months to pilot test these passports as well as the ePassports being 

produced by other countries such as Great Britain, Denmark, Australia, and New 

Zealand.  DOS hopes to begin issuance of tourist visas as early as summer 2006.  The 

chip is being produced by Infineon Technologies North America Corp. of San Jose, 

CA and has been approved by NIST (Dizard, 2006).  NIST continues to test ePassport 

chips produced by Axalto Inc, OTI, and ASK as well.   

However hurdles remain to be cleared.  For example, State Department officials 

confessed that readers are still too expensive to distribute amongst ports of entry, so 

hopefully a few readers will be instated but in the meantime the electronic is being 

used no differently from the Passport �98.  Congress has not instated regulations and 

laws to protect passport holders from any dangers that could arise.  Furthermore, 

earlier this year, the Dutch ePassport was reported to have been cracked.  Frank Moss, 

of DOS, reports the US passport has more layers of security than the Dutch including 

BAC and therefore Americans should not fear the same fate upon the US ePassport 

(Dizard, 2006). 
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Conclusion 
Regardless as to why the United States government decided to pursue 

incorporating RFID and biometrics within a national id, the production of an electronic 

passport is an issue that affects all Americans.  As with any new issue there are those 

groups who are skeptical of its integrity and reliability and there are those who do not 

question the unknown and have full faith in a positive outcome.  In a time where 

terrorism is a concern for Americans on American soil, the United States government 

is required to act in an effort to secure borders and yet facilitate travel.  The electronic 

passport, all arguments aside, became the answer for the US government in protecting 

Americans and speeding wait times at security checkpoints in airports. 

The ePassport is designed using RFID technology and a biometric identifier.  

These two technologies will aid in identifying the traveler in front of the border guard 

or security officer is in fact the person entitled to the travel document.  It will also 

ensure that the document is a true and valid document printed by a government entity.  

The rollout of the new passport will further hinder counterfeiters and forgers from 

tampering with passports, photo-substitution, and altering information.  It will also 

impede the success of persons to impersonate the true bearer of a stolen passport. 
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The new passport is not deplete of serious privacy and security concerns.  

Testing is continuous and RFID is a technology with few experts in the field.  The 

United States government should heed the concerns of privacy advocates during this 

time and instate regulations to satisfy the American public�s civil freedoms and privacy 

rights.  Even if the technology itself is secure those individuals who will have access to 

the information must also be trusted to handle the information responsibly.  This 

includes information downloaded from a passport chip onto a database by foreign and 

domestic governments.  As RFID and biometric technologies evolve so will the 

ePassport and the government must be prepared to adjust its standards as rapidly as 

technology permeates society. 
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Chapter 6.  Assessment of Public Knowledge of the Electronic 
Passport 

 

Introduction 
Prior to this chapter, biometrics, RF-ID technology, and the e-Passport have 

been discussed as individual technologies in terms of their possible impact on 

American society.    This chapter analyzes a survey I developed and distributed in 

November 20005.  In this survey I assess the general public�s awareness about the 

security implications of the implementation of new technologies into American culture.  

By running frequencies on questions that target participant�s familiarity, knowledge, 

and attitudes towards biometrics, RFID, and the ePassport I am able to support my 

hypothesis that the general public does not have much familiarity or knowledge about 

any of these technologies.  My results do not, however, support my hypothesis that the 

less informed a person is about one of these technologies the less accepting s/he will be 

of using this technology in everyday life.   

 

Research Question and Hypothesis 
This survey was developed in an attempt to discover the attitudes, knowledge, 

and familiarity the general public has in regards to the technologies specifically related 

to the ePassport, biometric identifiers and RFID.  I devised questions to answer two 

main research questions: 1) Is the general public aware that the federal government 

will be producing a new passport? and 2) How knowledgeable is the general in relation 

to the technologies (biometrics and RF-ID) that will be implemented within the new 

passport?  I developed four hypotheses derived from the research questions. 



 

94 

 

Hypothesis 1: The general public is not aware that the federal 

government will be producing a new passport (the e-Passport). 

Null Hypothesis: The general public is aware that the federal 

government will be producing a new passport (the e-Passport).   

 

Hypothesis 2: The general public is not knowledgeable about RFID 

technology. 

Null Hypothesis:  The general public is knowledgeable about RFID 

technology. 

 

Hypothesis 3: The general public is not knowledgeable about biometric 

technology. 

Null Hypothesis: The general public is knowledgeable about biometric 

technology. 

 

Hypothesis 4: The general public will have a positive outlook on a new 

technology if they are knowledgeable about the technology in question. 

Null Hypothesis:  If the general public will have a negative outlook on 

a new technology if they are knowledgeable about the technology in 

question. 

Null Hypothesis:  The general public will have a positive outlook on a 

new technology if they are not knowledgeable about the technology in 

question.  

  



 

95 

Theoretical Framework 
I conducted this research because it is my understanding that the general public 

is not aware that the government is in the process of producing a new passport, dubbed 

the e-Passport.  I have only recently learned about the development of this passport 

because I work with the State Department in the Consular Affairs Bureau.  

Furthermore, in speaking to individuals outside of the federal government on a daily 

basis, I determined that not only is the general public is not familiar with the ePassport 

most individuals are unfamiliar with the technologies being used to develop this new 

passport (biometrics and RF-ID technology).  It became my hypothesis that if the 

general public is not knowledgeable enough about these technologies they cannot 

rationally determine if the ePassport will be threatening to their personal privacy or 

security.   

The survey was designed in five sections each section having approximately 

four questions.  The first section dealt with biometrics.  I chose biometrics to be in the 

first section because it is the technology that has been around the longest and therefore, 

should be the easiest for people to identify with.  The next section focused on RFID 

and a person�s familiarity and attitudes towards this specific technology.  For the third 

section, on the electronic passport, I filtered the participants who were non-US citizens 

out and asked only Americans about their familiarity and attitudes towards the new 

passport.  The fourth section was designed only for foreigners.  The final section of the 

survey consisted of demographics questions such as age, education, and nationality. 

The fourth portion of the survey was directed towards non-US citizens.  I 

decided to separate a section out specifically for foreigners because I believe they are 

more in tune with these technological developments due to the pressure the United 

States government has put on foreign governments to design a similar passport.  

Additionally, the US government requires many foreigners to obtain a valid US Visa in 
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order to enter US territory.  When a foreign national applies for a US Visa, regardless 

of whether or not a visa is issued, the applicant must give up two biometric identifiers, 

a digital photograph and their fingerprints. Therefore, I believe a foreigner will be 

more familiar with these technologies and could have a more negative viewpoint.  

Unfortunately I did not receive a high enough percentage of non-American citizen 

participants to assess the difference between Americans and foreigners knowledge and 

familiarity of biometrics and RFID technology. 

Discussion of Concepts and Variables 
It is necessary to discuss the operational and conceptual definitions of certain 

concepts and variables used throughout the survey before analyzing the datum.  I will 

first discuss the conceptual definition of variables and then show how these variables 

will be measured throughout the survey.  The main goal of this survey is to assess the 

general public�s point of view upon new technologies specific to the electronic 

passport.  The technologies, biometrics, RFID, and the ePassport have been discussed 

in length in previous chapters thus I will only briefly cover their definitions in this 

chapter.  I will discuss the concepts of the general public, awareness, knowledge, 

familiarity, and personal privacy and security in greater detail.   

When I speak of the general public I am talking about both Americans and 

foreigners living inside or outside of the United States regardless of education, income, 

or age.  The term �general public� excludes no one in particular but strives to collect 

responses from a wide variety of individuals in geographic regions outside of 

Washington, DC and from all backgrounds, not just persons who would normally be 

exposed to new technologies or the government and media.  Thus, all survey 

participants will be included to make up the �general public�.   
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The first section discusses biometrics.  Biometrics is a technology that consists 

of a fingerprint, facial recognition, iris and retina scans, or hand geometry.  These 

biometric identifiers are used for identification purposes to verify that the person 

matching the biometric is not an imposter.  This term will be measured using basic 

questions in the survey such as asking participants to identify examples of a biometric 

identifier (see question 6 in appendix B). 

RFID technology is made up of a tiny silicon chip with an antenna that can be 

placed inside of a product, person or an animal.  Information recorded onto the chip 

will be read via radio frequency waves.  There are several types of RFID chips and this 

survey will gather information from participants to determine a person�s knowledge 

and attitudes towards using RFID.  Examples of questions that will be used to measure 

the accuracy of a person�s knowledge can be found in section two of the survey (see 

appendix B). 

American citizens will be requested to answer questions pertaining to the 

ePassport.  As discussed in the previous chapter, the ePassport is a new passport that 

the federal government is in the process of producing.  This passport will be similar to 

the passport currently in use in that it will contain all of the bearer�s information 

included on the biopage of the passport.  It will also be equipped with a biometric 

identifier in the form of a digital photograph, which will be read using RF-ID 

technology placed into the back cover of the passport.  Section three will measure the 

knowledge and attitudes that Americans have in connection to the electronic passport 

(See appendix B). 

Attitudes, knowledge, familiarity, and personal privacy and security are 

ambiguous terms that need further clarification before analysis can begin.  In this 

survey, the term familiarity is used to determine if a person has been exposed to the 

technologies in question.  To measure how familiar a person is in regards to a 
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technology I ask a basic introduction question.  For example, to test the familiarity of 

these technologies I ask, �Have you ever heard of the term biometrics/RFID/ePassport 

used before?�  These questions are numbers 4, 9, and 15 respectively (see appendix B).  

I will follow that question with �Where did you hear this term used?�  followed by a 

�check all that apply� list of answers (Internet, Work, Newspaper, etc).  I will measure 

how familiar a person is about a technology by running a frequency on how many 

participants checked �yes,� �no,� or �maybe� on the introductory question. 

I will then determine the level of knowledge a person has concerning each 

separate technology.  A person�s knowledge goes beyond being familiar with the term 

being used, instead a person�s knowledge is the amount of facts a person knows about 

the technology.  To measure a person�s knowledge the survey will ask a �check all that 

apply� question.  For biometrics participants are given a list of items that are classified 

as biometric identifiers (fingerprints) and some items that are not listed as biometric 

identifiers (pant size).  A correct answer will be scored as a �1� and an incorrect answer 

will be scored as a �0�.  A person with all correct (high knowledge) will have a score of 

12 and a person with little knowledge will have a score of 0.  A person�s knowledge on 

RFID will be scored using the same system only the question will ask, �What products 

use RFID technology to function?�   A correct answer (EZPass) will receive a score of 

�1� and an incorrect answer (Georgetown student id) will receive a score of �0�.  Again 

the higher the score the more knowledgeable a person is concerning this technology 

and vice versa. 

The final questions of each section target the general public�s attitudes towards 

each technology.  A person�s attitude is his/her personal perception of how positive or 

negative s/he feels concerning how the technology is used.  These questions are laid 

out in a matrix format because technologies can be used for different functions and 

thus have different implications upon society.  Questions 8, 13, and 19 specifically 
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measure an individual�s attitude towards each technology (see appendix B).  The 

questions will be measured using a 5 point likert-scale ranging from �strongly agree,� 

�agree,� �neutral,� �disagree,� and �strongly disagree� to �don�t know�.  Individuals who 

answered �don�t know� will not be scored.  The questions will be scored in such a way 

so that anyone who answers �agree� will have a positive outlook towards a technology 

and �disagree� will have a negative outlook upon the technology in question. 

  

Gaps between measures and concepts 
This survey will initially be distributed to individuals enrolled in Georgetown�s 

Communication, Culture, and Technology (CCT) program.  These individuals are more 

likely to have been exposed to discussions on new technologies in classes and also are 

more likely to be interested in or work closely with developing technologies.  I hope by 

adding in the �snowball� effect I will gain a better perspective on what the general 

public is aware of in connection with the e-Passport.  However, there is a chance that 

there will be gaps in testing how knowledgeable the general public is about certain 

technologies because of the way in which I will be distributing the survey, through a 

convenience sample.   

How knowledgeable respondents are concerning RFID, biometrics, and the 

ePassport might also affect their views on how the technologies affect their personal 

privacy and security.  If the majority of respondents are CCT students, their views 

upon new technologies will probably differ from a true random sample of the general 

public.  This is because the CCT program shapes students� minds to accept 

technologies through analyzing their impact upon society and its possible implications 

for the future. Therefore the survey could be skewed toward a more positive reaction of 

the effect technology has on an individual�s personal privacy.  Participants might also 
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be more accepting of a technology they are unfamiliar with because they should 

understand the process and policies that surround the implementation of a new 

technology within society.  Hopefully the reaction of Georgetown CCT students can be 

balanced with those outside of the Metropolitan DC area who are not constantly being 

inundated with news and information directly from Congress or lobbyists that also live 

in the area.   

After gathering the results I regret not asking the geographic location of each 

participant.  I would like to determine if those people who live outside of the DC 

metropolitan area are more or less likely to be accepting of these technologies.  It 

would be beneficial to ask who out owns a US passport as well.  Six months after the 

survey was distributed I learned from a State Department Official (Frank Moss) that 

only 28% of America�s population is a passport holder and of those 28% the amount of 

renewals this year has surpassed all previous fiscal years in renewal passports.  

Whether or not individuals are renewing their passports out of fear of negative 

implications in the implementation of the ePassport are unknown. 

 

Description of data 
In order to test my hypotheses I designed a survey using Survey Monkey, 

which consisted of four parts: demographics, knowledge on biometrics, knowledge on 

RF-ID technology, and awareness of the e-Passport.  Each section is comprised of 4-5 

questions.  The three technology questions will assess an individual�s familiarity, 

knowledge, and attitudes towards biometrics, RFID, and the ePassport respectively.  I 

distributed the survey via e-mail to a convenience sample using the CCT listserv.  All 

participants were asked to forward the survey on to family and friends using the 

snowball strategy.   This strategy was used in hopes of gaining responses from more 
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people of non-American descent, those outside of the Washington metropolitan area, 

and for overall variance.  One limitation to the snowball effect is the English language 

barrier, even though the majority of non-American citizens who will receive this 

survey have a sufficient knowledge of the English language. Those that cannot 

understand the questions can abort their participation in the survey at anytime.   

The survey was distributed only once to the CCT listserv in early November.  I 

also forwarded a link to the survey to friends and family on my personal email who 

live across the United States from Maryland to California and as far away as Slovakia 

and Guyana.  In my initial email I requested the help of participants to forward on the 

survey to family and friends that would be willing to participate.  The survey was open 

for a total of three weeks.  At the end of this time I received a total of 300 respondents; 

however only 247 people completed the entire survey.  Out of these 247 individuals 

212 were Americans and 35 were foreigners.  The majority of participants were in their 

mid-20�s and had completed at least some level of graduate education.  I expected this 

outcome as most participants were enrolled in the CCT program and this is an accurate 

assessment of the demographics for the CCT student body.   

 

Operations 
 

Variable Preparation and Transformations 

In order to begin analyzing the data I collected I first had to close my survey in 

Survey Monkey and download the results to my computer.  Survey Monkey saves its 

data in Excel format, so I then had to transfer all of the variables from Excel to SPSS.  

Once all the information was in SPSS format I combined variables so that I had one 
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new variable for each set of questions.  After I combined the variables for each 

question I set all missing values to equal zero so that I could see a true percentage of 

actual responses.   All of the �yes/no questions� were coded the same with a �yes� 

response having a value of �1� and a �no� with a value of �2�.   The likert-style 

questions had to be revalued so that responses were in ranking order.  After these 

questions were revalued �strongly agree� equaled a 5 instead of a 1 and �strongly 

disagree� equaled a 1 instead of a 5.  Due to the fact that I was able to obtain over 240 

responses I did not have any variables that needed to be manipulated as a cause of ill 

representation.  However if I want to compare foreign responses to American 

responses I might need to manipulate the numbers geared toward foreigners because I 

only received 35 foreign responses.  There is little variance in responses for foreigners 

especially within the likert scaled questions.  Manipulation of numbers would be 

required in order to receive a more accurate assessment in some testing methods such 

as a regression model or in a correlation model.   

I then computed new indexes and scales in an effort to analyze an individual�s 

knowledge concerning biometrics and RF-ID technology.  To do this I made five new 

variables for the following questions: �Have you heard of the word �biometric� 

before?,� �From this list identify what a biometric is,� �Have you heard of the term 

�RFID� used before?,� �What does RFID stand for?� and �What objects rely on RFID 

technology for their use?�  I recoded the values within these new variables so that all 

correct answers and all �yes� answers equaled a one and all incorrect answers, �no�s� 

and �maybes� equaled zero.  In combining these questions a higher score would equate 

to a person having a high knowledge of these two technologies and a low score would 

mean that a person has limited or no knowledge of these two technologies.  Finally I 

combined the five variables into one variable called �knowscore� which reflects an 

individual�s complete knowledge on biometrics and RF-ID combined.   
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In order to run a more reliable correlation and regression model I created new 

variables for each question reflecting a person�s attitude towards biometrics, RFID, and 

the ePassport.  Instead of having five responses of �strongly agree,� �agree,� �neutral,� 

�disagree,� and �strongly disagree� I collapsed the answers down to only three variables 

(agree, neutral, disagree).  I then revalued the responses, agree equaled a �1�, neutral a 

�2� and disagree a �3�.   

Finally, when I completed collapsing, recoding and revaluing labels of my 

variables I changed the variable names within the SPSS system so that I could better 

identify what each codeword stood for.  In setting labels for values and variables that 

are coherent and descriptive even someone who is unfamiliar with the data set is able 

to understand and analyze the results.  I continued to keep a codebook and a copy of 

the Survey Monkey questionnaire results (located in the appendix) for reference while 

I ran the analysis to double check that the results I received appropriately corresponded 

to the results in Survey Monkey. 

 

Data Analysis 

To begin my analysis I ran frequencies on all of my questions to make sure that 

I did not have any errors in my data set that needed to be corrected.   The frequencies 

did not reveal any particular problem areas, most likely because I had a high number of 

respondents.  Once I determined that I had the proper percentages and values for each 

question I decided to run frequencies again on specific questions.  For example, for my 

first hypothesis: The general public is not aware that the federal government will be 

producing a new passport (the e-Passport), I only had one question to analyze so I 

simply ran a frequency to determine its dilution.  In support of my final hypothesis, 

�The general public will have a positive outlook on a new technology if they are 
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knowledgeable about the technology in question,� I ran a correlation model on 

participants attitudes towards biometrics and another correlation model on a 

participants attitudes towards RFID technology.  Even though I was able to support my 

first three hypotheses that the general public is unfamiliar with and does not have a 

high knowledge of biometrics, RFID, or the ePassport I was unable to effectively 

correlate that information with their attitudes towards these technologies. 

 

Findings 
I broke down my findings into three categories; familiarity, knowledge, and 

attitudes.  First I ran frequencies on questions 4, 9, and 15 to determine the percentage 

of participants who were familiar with each separate technology.  Most participants 

had at least heard of the word �biometrics� before coming in at 65.2%.  Less than half 

of that percentage (30.7%) had heard the term �RFID technology� and a mere 25.5% of 

all participants had heard of the ePassport.   

 

[Insert Table 6.1 here] 

 

I was interested in where the general public was gathering knowledge and 

familiarity about these new technologies.  Due to the fact that less than half of the 

participants had not even heard the tem �RFID� or �ePassport� used before it was no 

surprise that over 50% responded with �not heard this term used� in questions 10 and 

16.  Of those that had heard these terms, the number one source of information for both 

was the Internet.  Biometrics was a term the majority of participants were familiar 

with, however 25% admitted to having not heard of the term.  The top three sources of 
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information with reference to biometric technologies were television, newspapers, and 

the Internet respectively. 

 

[Insert Table 6.2 here] 

 

In running the frequency for my first hypothesis (The general public is not 

aware that the federal government will be producing a new passport (the e-Passport.)) I 

discovered that 71 percent of the general population had not heard of the ePassport and 

only 25.5 percent had heard of the ePassport.  In looking at this large difference I can 

reject my null hypothesis because these results are supportive of my hypothesis that the 

majority of the general public has not yet heard of the rollout of the ePassport.  The 

mean, median, and mode are all consistent in this analysis; that no, the general public 

has not heard of this new passport. 

Even if an individual has heard a term being used before does not necessarily 

imply that this person is knowledgeable about the technology.  To determine the level 

of knowledge a person has for RFID and biometric technologies was tested using 

questions 6, 11, and 12.  The higher score a person receives the higher their level of 

knowledge.  Although 65.2% of participants had heard the term �biometric� used, only 

a small percentage of participants could actually distinguish a biometric identifier from 

a non-biometric.  On a knowledge scale of 0-12, 12 being the most knowledgeable, the 

average participant scored 6.5.  Most participants scored a knowledge level of 4, at 

39%.  Even though more participants had heard of biometrics, their knowledge level 

was not high enough and my third hypothesis can be accepted that the general public is 

NOT knowledgeable about biometric technology. 

 

[Insert Table 6.3 here] 
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The same type of verification question was asked about RFID technologies.  

Question 11 asked �What does RFID stand for?� and question 12 asks participants to 

identify 7 ubiquitous products such as EZPass that do or do not utilize RFID 

technology.   In support of my second hypothesis (The general public is not 

knowledgeable about RFID technology) the results show that the average participant 

has a knowledge level of 1.23 on a scale of 0-7.  Less than 40% of participants could 

correctly identify what the term �RFID� stood for.  Therefore, the null hypothesis can 

be rejected and my second hypothesis stands supported, that the general public is not 

knowledgeable about RFID technology. 

 

[Insert Table 6.4 here] 

 

To test the final hypothesis, that the general public will have a positive 

outlook on a new technology if they are knowledgeable about the technology in 

question, I first ran frequencies on participants� attitudes towards the usage of 

each technology.  The majority of participants agreed that they would prefer to 

use a biometric in place of everyday technologies such as passwords to log onto 

a computer, keys to turn on a car, keypads to enter a room, and even in place of 

a traditional passport.  Although 54% of participants did not think that using a 

biometric identifier in place of the everyday technologies mentioned close to 

80% agreed that they were concerned with how the government would use their 

biometric information.  Nonetheless, only 25.4% of participants disagreed with 

the government adding a biometric identifier onto a traditional passport or 

national identification card. 
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[Insert Table 6.5 here] 

 

The general public, though not knowledgeable about RFID technology, 

did not feel threatened by its general use.  Fewer than 30% of participants felt 

RFID was a threat to personal security, however only 11% of participants felt 

that RFID made them more secure.  Participants� attitudes towards RFID used 

as a tracking device varied dramatically as well.  Roughly the same percentage 

of individuals who felt RFID should not be used to track people (65.4%), felt 

that it should be used to track animals (61.8%).  Interestingly, although the 

general public favored adding a biometric identifier to the passport, more than 

half disagreed with incorporating RFID technology within such a document. 

 

[Insert Table 6.6 here] 

 

Finally, participants were asked questions pertaining to their attitudes 

towards the ePassport, the technology with the least familiarity.  I prefaced the 

attitude questions with a brief description of what the ePassport would consist 

of, a combination of biometrics and RFID technology.  Taking this information 

into consideration the majority of participants continued to agree that a 

biometric identifier, even a fingerprint, should be added to a passport.  

Participants were split three ways on the decision of whether or not the passport 

should contain RFID technology.  The rollout of a new passport containing 

these technologies will only keep a mere 5% of all participants from traveling 

overseas, meaning they will refuse to purchase this document if it is produced.   

 

[Insert Table 6.7 here] 
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Once the attitudinal results were recorded I could test my fourth and 

final hypothesis.  In order to determine how much an individual�s knowledge 

affected his/her attitude toward a specific technology I ran a two correlation 

tests using Pearson�s R; one for biometrics and one for RFID.  In both 

correlations I set the amount of knowledge an individual has regarding the 

technology (either RFID or biometrics) as my independent variable and 

included attitudes towards the technology, education, and familiarity as the 

dependent variables. 

 

[Insert Tables 6.8 and 6.9 here] 

 

Surprisingly the correlation model showed no significance between an 

individual�s knowledge about biometric identifiers and his/her attitude (positive 

or negative) in connection with that technology.   In looking at the two-tailed 

significance the only two factors that come close to having a correlation are a 

person�s level of education and whether or not they believe the government 

should add biometrics onto a passport.  With a significance of .142, there is still 

not enough information to reject my null hypothesis.  I also ran the same 

correlation test using Pearson�s R on RFID technology.  The results did not 

show many strong correlations between variables here either.  However, there 

are two instances that do show a significant relationship between variables.  If 

an individual has a high knowledge of RFID technology, this person is more 

likely to think that RFID can have positive implications.  This is shown in the 

Pearson Correlation with a score of -.212 at a .001 significance.  A similar 

relationship is seen between a person�s familiarity with RFID and his/her 
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feelings that RFID has positive implications.  Yet, there is not enough evidence 

to support my final hypothesis that a person�s knowledge will positively affect 

his/her attitude towards using that technology in everyday life. 

Conclusions 
The most important conclusion that I discovered is that the general public is not 

aware that the federal government will issue the new e-Passport.  I consider this my 

most important finding because regardless of a person�s knowledge about the 

technologies used within the passport, the general public should be informed when a 

new national identity card is undergoing tests so that it can be phased into production.  

The second most important discovery is that overall, Americans and foreigners alike, 

do not have much knowledge about the technologies being implemented within the 

passport.  RF-ID and biometrics, similar to all technologies, possess certain security 

implications especially for an individual�s personal privacy.  When the passport is 

issued individuals will be compromising their privacy for a national id card (the e-

Passport). Furthermore, the government kept this development to themselves and did 

not take steps to make the public aware of advancements during the passport�s 

production.   

Although my hypothesis on the correlation between a person�s knowledge and 

attitude towards a technology could not be supported it is evident that participants are 

not entirely comfortable with the idea of allowing the government to issue this type of 

document.  Although 52.4% of the people surveyed thought biometrics should be 

incorporated with the new passport, 47.6% either disagreed or were neutral to this idea.  

Only 31.9% agreed that RFID should be used in conjunction with the ePassport.  

Furthermore, State Department officials admit that although plans on making an 

ePassport were initiated before 9/11, the terrorist attacks pushed this development 
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along.  Yet over 50% of the general public is convinced that production of an ePassport 

will protect the US from future terrorist attacks.   

The general public�s attitudes towards these technologies and towards the 

ePassport will not affect the government�s plans to produce this document.  However, 

the United States government has a duty to inform its citizens of developments that 

have the possibility of affecting civil liberties, rights, and innate freedoms set out by 

the Constitution.  The results of this survey, the majority highly educated and in their 

mid-twenties, helps support the idea that the general public is not educated about these 

developments and should be.  I mentioned earlier that the survey results could be 

skewed because most of the participants enrolled in CCT do learn about inconspicuous 

technologies and yet the results still show a low knowledgebase of even the most 

common form of technology, biometrics.  Nevertheless, whether or not individuals are 

renewing their passports out of fear of negative implications in the implementation of 

the ePassport, or simply because more people are traveling overseas and passports are 

expiring are unknown. 
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Table 6.1 

 

 

Familiarity  - Have you heard about these Technologies? 
 

 Biometrics RFID ePassport 
Yes 65.2% 30.7% 25.5% 
No 27.6% 60.6% 71.3% 

Not Sure 7.2% 5.7% 3.2% 
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Table 6.2 

 

Where did you hear about these technologies? 
 

 Biometrics RFID ePassport 
Internet 32.3% 18.7% 11.3% 
Newspaper 33.7% 13.0% 10.7% 
Television 38.3% 13.0% 9.0% 
Friends 18.3% 10.7% 7.0% 
School 26.7% 14.7% 5.0% 
Workplace 17.3% 12.0% 4.0% 
Not heard 25.3% 54.7% 59.7% 
Other 7.3% 2.3% 1.3% 
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Table 6.3 

 

Knowledge � Scores on What Products Contain these Technologies 
 
 

 

    

 

 

 

 

 

 

 

 

 

 

 Biometrics RFID 
0 - low 0 58.0%
1 0 5.3%
2 .3% 11.7%
3 1.0% 11.3%
4 39.0% 9.0%
5 6.7% 4.0%
6 - median 6.0% .3%
7 5.3% .3%
8 14.7% N/A
9 10.0% N/A
10 9.0% N/A
11 7.7% N/A
12 - high .3% N/A
   
Mean 6.5 1.23 
Median 6 0 
Mode 4 0 
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Table 6.4 

What does RFID stand for? 

 

 

Real-Time Factory 

Identification 

3.8% 

Rapid Frequency 

Identification Domain 

34.1% 

Radio Frequency 

Identification (correct) 

39.5% 

None of the Above 22.6% 
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Table 6.5 

 

Attitudes About Biometrics 
 
 

 

 Agree Neutral Disagree 
Computer logon 50.0% 15.6% 34.4% 
Car entry 38.5% 16.4% 16.4% 
Room entry 49.6% 18.1% 32.3% 
In Passport 54.6% 16.2% 29.2% 
Security Risk 32.7% 21.9% 45.4% 
Fear how info used 76.6% 8.4% 14.9% 
In Passport 53.6% 21.0% 25.4% 
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Table 6.6 

 

Attitudes About RFID Technology 
 
 

 

 Agree Neutral Disagree 
Threat to personal 
security 

28.9% 29.7% 41.1% 

Makes me feel 
more secure 

11.3% 47.9% 40.8% 

Should be used to 
track people 

15.4% 19.2% 65.4% 

Should be used to 
track animals 

61.8% 25.3% 12.9% 

Has Positive 
Implications 

53.4% 37.4% 9.2% 

Should be placed 
in National ID 
Card 

23.0% 24.8% 52.2% 
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Table 6.7 

 

Attitudes About ePassports 
 
 

 Agree Neutral Disagree 
Secures Borders 
from Terrorist 
Attacks 

20.5% 29.0% 50.5% 

Should Contain 
Fingerprints 

52.4% 26.4% 21.2% 

Should Use RFID 31.9% 35.3% 32.9% 
Protects Personal 
Security 

30.1% 34.0% 35.9% 

Thwarts Identity 
Theft  

57.3% 21.3% 21.3% 

Will Keep me from 
Traveling 

5.2% 22.7% 72.0% 
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Table 6.8 

 

Correlations Table for Biometrics 
 Using Biometrics in 

everyday life puts my 

security at risk 

I am concerned with how the 

government will use my 

biometric information 

The government should 

add biometrics onto a 

passport or national id 

Level of 

Knowledge 

about 

Biometrics 

Pearson�s R: -.057 

2 Tail Sig. .370 

Pearson�s R: .035 

2 Tail Sig. .577 

Pearson�s R: .053 

2 Tail Sig. .402 

Familiarity with 

Biometrics 

Pearson�s R: .028 

2 Tail Sig. .661 

Pearson�s R: -.085 

2 Tail Sig. .170 

Pearson�s R:-.022 

2 Tail Sig. .724 

Level of 

Education 

Pearson�s R: -.028 

2 Tail Sig. .674 

Pearson�s R: .014 

2 Tail Sig. .828 

Pearson�s R: .096 

2 Tail Sig. .142 
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Table 6.9 

 

Correlations Table for RFID 

 
 RFID technology has 

positive implications 

RFID should be placed inside a 

national identification card 

Level of Knowledge 

about RFID 

Pearson�s R: -.212 

2 Tail Sig. .001 

Pearson�s R: .027 

2 Tail Sig. .684 

Familiarity with RFID Pearson�s R: .145 

2 Tail Sig. .026 

Pearson�s R: -.081 

2 Tail Sig. .226 

Level of Education Pearson�s R: .106 

2 Tail Sig. .108 

Pearson�s R: .095 

2 Tail Sig. .162 
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Chapter 7.  Conclusion 

 

In times of crisis such as September 11th the government must react quickly.  

Citizens must be assured that the United States government is acting to protect its 

borders and its people using any possible means necessary.  Immediately following the 

terrorist attacks the President, George W. Bush, created a new agency, the Department 

of Homeland Security.  DHS worked closely with the State Department to secure the 

US border and to screen passengers with more scrutiny.  Furthermore, �in the 

aftermath of the terrorist attacks of 9/11, the impetus for the government to gather 

personal information greatly increased, since this data can be useful to track down 

terrorists and to profile airline passengers for more thorough searches� (Solove, 2004).   

To help facilitate travel and to assist border guards in determining the validity of a 

document, the US government requested all VWP countries to develop a new and more 

secure passport, the ePassport.  The Department of State, the issuing authority of US 

Passports, decided to abide by its belief in reciprocity and produce an ePassport as 

well. 

The electronic Passport will contain the same information as the standard 

Passport �98 but it will also contain a biometric identifier in the form of a digital 

photograph.  An RFID chip will be embedded into the back cover of the passport.  
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Essentially this document will be the most secure passport in production. Border 

guards will be able to compare the face of the person standing in front of them with the 

image of the person stored onto the RFID chip.  This image will also have to match the 

image printed into the passport biopage.  �Policymakers have put their faith in the 

technological promise of biometric identification [because] absolute identification 

could eliminate mismatched computer records, stolen identities, and [and the use of 

fraudulent documents].�(Garfinkel, 2000)   

The question that arises out of producing such a passport is: �What are the 

security and privacy implications for the general public?�  It is during times of crisis 

like 9/11 that an individual�s incentive to disclose information to the government is 

quite significant (Solove, 2004).  However, the electronic passport is a document that 

will be shared and seen amongst foreign countries, hotel clerks overseas, and in 

airports across the world.  Furthermore this new passport uses RFID technology.  RFID 

is the same technology being used to track products and merchandise from warehouses 

to the point of sale, the same technology used to track people as they run in a race, and 

the same technology that individuals are putting into animals and children so that they 

can be located if they ever get lost.  Biometrics are most frequently related to criminal 

activities, where fingerprints are taken and saved in a large database.  Biometric 

identifiers are linked to science fiction movies where a person must obtain an iris scan 
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to open a locked vault, or to logon to a computer it asks for a fingerscan in place of a 

password, something unique to an individual.  These technologies will be incorporated 

into a national form of identification at the request of the government.  The public will 

not have an option of what type of passport to obtain, just an option to travel overseas 

with the electronic passport or not to travel outside of the United States border at all. 

When the electronic passport was unveiled to the general public, civil 

libertarians, such as the ACLU, and security and privacy advocates clamored to be 

heard by ICAO and federal agencies.  Civil libertarians argue that the �problem with 

information collection and use today is not merely that individuals are no longer able 

to exercise control over their information; it is that their information is subjected to a 

bureaucratic process that is itself out of control.�(Garfinkel, 2000)  Radical thinkers 

such as author Katherine Albrecht feared the ePassport would track citizens as they 

move through airport terminals and cross international borders (p.5).  The Orwellian 

viewpoint that citizens will constantly be watched and tracked by the government was 

a valid fear of those who were simply attempting to understand what this new passport 

would mean for Americans especially taking into account how RFID and biometrics 

are used alone in everyday life.   
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�Privacy and property are contingent rights as seen by the Founders of the US 

Constitution.�(Brin, 1998) The Fourth Amendment grants citizens the right to be free 

from unreasonable search and seizure or intrusion.  However, 

 

�its not about the searches, metal detectors, and 

inquisitions that have become a routine part of our daily 

lives�it�s about a society that views law-abiding 

citizens as potential terrorists, yet does little to 

effectively protect its citizens from the real threats to 

their safety.�(Garfinkel, 2000) 

 

Without the proper safeguards in place the ePassport could have been a security 

disaster and be seen as a potential breech of a citizen�s right to privacy.  It was not until 

the State Department opened its website for public comment that they realized the 

general public held this development in negative regard.   

 The clash of interest over the ePassport privacy issues is one of 

perception.  There are those who think, �why do I care about privacy, I have nothing to 

hide!� and those who believe that the issue goes beyond having something to hide and 

think it is more an issue �about self-possession, autonomy, and integrity.�(Garfinkel, 
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2000)  The State Department did not think privacy issues were a concern because the 

information stored on the chip is the same information that anyone can see and read on 

the biodata page.  The information only contains a person�s date of birth, full name, 

nationality, place of birth, passport number, and passport issuance and expiry dates.  

According to State Department Officials this information is not intrusive and does not 

need to be protected.  Civil libertarians disagreed and fought for the passports to be 

protected so that information could not be surreptitiously read and used against citizens 

even for the fear of terrorists targeting Americans.  Privacy and security advocates 

called for the State Department to take safeguards into consideration, not because the 

ePassport was being made to track citizens, but because they wanted to ensure the 

information would not be mishandled, shared, or used in an abusive manner.   

 Frank Moss, the Deputy Assistant Secretary of Passport Services in the 

Department of State and the force behind the ePassport, eased the minds of privacy 

advocates by adding several security features to the ePassport to protect information 

from being read by an unauthorized reader, and from being able to be cloned and 

tampered with.  The chip inside the ePassport would be a passive chip with a read 

many, write once capability.  This means when information is written onto the chip it 

cannot be altered; not even by the federal government.  The information on the chip 

would not be encrypted but would be protected by both BAC and PKI security 
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features.  These features act as signatures and codes whereby only authorized and 

programmed readers would be able to access the chip.  The chip and the reader will 

have encrypted conversations about the information on the chip so that another 

unauthorized reader cannot eavesdrop (BAC).  And a digital signature, which acts as a 

protective management key, validates that the chip was printed by the Department of 

State (PKI).  Furthermore when an American enters a foreign country, the passport will 

generate a random and new ID number at each port of entry so passport holders will 

not be able to be tracked by a single Passport number(personal communication, 

12/14/2005).   

 The ACLU and Bruce Schneier as well as all other privacy and security 

groups praised Frank Moss for taking strides to protect passport holders� information.  

Claims that the government is going to be tracking individuals through passports and 

claims that Americans will be targeted overseas by accessing the information on an 

RFID chip are possible, yet these ideas are exaggerated.  A technology like RFID that 

is complicated, complex, and not easily understood by the general public is bound to 

seem threatening to the average American.  When the State Department sought public 

comment on the ePassport, 98% of all responses were negative, and these were 

comments by people who had been lucky enough to hear about the ePassport by 

February 2005.  In November 2005 in the survey I conducted, over 70% of 
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participants, many living in the Washington, DC area, had still not heard about the 

ePassport.  The State Department is attempting to inform the public about the 

electronic passport on its travel.state.gov website but that requires citizens to actively 

look for information.  If a person did not know this idea was in development, how 

would she even know to look for materials to educate herself? 

 The electronic passport, regardless of public opinion, is already in 

production. Tourist passports will rollout in the summer of 2006 according to the State 

Department.  Safeguards have been put in place to protect information recorded onto 

the chip, but vulnerabilities still exist.  The information on a passport is downloaded 

onto a database each time it is read.  Unfortunately the United States government 

cannot protect the information on a foreign database.  The Privacy Law in Allied 

Nations provides a �regulatory framework to enable the movement of personal data 

from one country to another.�(Brin, 1998, p.74)  Perhaps a law similar to this one 

could be adopted by all nations where American citizens travel to help keep their 

information and pictures secure.  State Department Officials deny that databases are at 

risk as well because these same databases already collect a traveler�s information.  

Now this information includes a biometric, a digital photograph.  Government officials 

still insist that this new addition will not change the vulnerability because any foreigner 

can simply photocopy or scan the biopage of a person�s passport.   
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 Other vulnerabilities do not lie within the technologies being 

incorporated into the passport, but with the individuals who have access to the 

information.  Adjudicators and border guards, law enforcement and corporate entities 

that will provide the technology to the State Department will have access to personal 

information.  Regulations and safeguards need to be put into place so that these 

individuals do not issue passports in error, issue passports to potential terrorists, or 

overlook an imposter using a valid document.  These vulnerabilities are not new, they 

exist now, but if border guards and law enforcement relies too heavily on technology to 

determine a person�s true identity they might not catch an imposter.  Adjudicators and 

border guards must be trained so that they do not solely rely on computer systems to 

determine document validity and identification.  Passport adjudicators are pressed for 

time but need more time to look for fraud indicators on passport applications, 

otherwise passports are apt to be issued in error.   To keep a secure and valid document 

from being issued to a terrorist, much like the valid US Visas issued to the nineteen 

hijackers on September 11th, one must not rely solely on technology for accuracies. 

 The electronic passport continues to undergo testing for durability and 

interoperability by the National Institute for Standards and Technology.  The results 

from the testing are sensitive and therefore cannot be disclosed in this paper.  

However, it is confirmed that the chip can be damaged by microwave waves, high 
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powered magnets, and striking it with a hammer.  If the chip is damaged the passport 

can still be read manually and using the MRZ zone on the biopage.  The State 

Department is less concerned with the durability of the chip because it is not common 

for a person to microwave a passport or smash it with a hammer.   

 The US government is concerned with the interoperability factor 

amongst readers at ports of entry.  San Francisco is the only airport testing ePassports 

at this point in time and these tests only began in March 2006.    It is not testing the US 

ePassport though; it is testing the Australian and New Zealand ePassports.  A senior 

State Department Official admitted that the State Department has not yet signed a 

contract with a company to design the reader for American passports (personal 

communication, 12/12/2005).  Providing all border guards at points of entry with 

readers and configuring the computer applications to recognize the equipment will 

require money and time for the federal government.  It is not yet known if, by the time 

ePassports are in circulation, they will even be able to be read by the proper authorities.  

This is also vulnerability because the passport is being rolled out with a new 

technology that few understand and the technology won�t be used if it cannot be read.  

Even so, the ePassport can be used in the same way as a traditional passport.  In other 

words, if the technology is not in place to scan the electronic aspect of the passport, it 

will function like the Passport �98. 
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 The electronic passport began as an extremely vulnerable document that 

does not protect Americans from future terrorist attacks.  It is a document that will be 

used to facilitate travel in airports and will be secure from counterfeiting and 

alterations.  Terrorists will have a more difficult time attempting to bypass the 

technology of these documents and will have a harder time penetrating the US border 

because of the heightened scrutiny and sophistication of travel documents.  The ACLU 

and privacy groups pushed the government to consider their view of privacy 

implications for the ePassport and measures have been taken to protect personal 

information on a passport for the sake of all American citizens.  Although risks and 

vulnerabilities do exist the public can be assured that safeguards and regulations have 

been enacted in an effort to guard against maltreatment of their personal privacy in 

issuing, scanning, or viewing the ePassport.   

 Perhaps September 11th spurred the government to act quickly and 

irrationally, but the rollout of the ePassport was inevitable.  Passports evolve and the 

ePassport too will evolve.  This first generation ePassport might only last 2 years 

before the government realizes it is not secure or before the tag is attacked or outdated, 

but the passport will continue to be improved upon and the State Department�s mission 

of �Secure Borders, Open Doors� will continue to be enhanced.  The general public no 

longer has to fear for the compromise of their personal privacy and the security of their 
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information.  The ACLU and advocacy groups like them have done a good job keeping 

the federal government in check.  Terrorism is a threat that we can try to protect 

ourselves from; securing personal information is a threat that we must continue to 

regulate and revise to meet the technological advances.  The ePassport will continue to 

be monitored and adjusted to not only protect American borders, but to protect you. 

However, the security implications do not stop with the ePassport.  Pushing for 

RFID within the ePassport was fought in the beginning, and once the State Department 

agreed to enhance the integrity of the document with BAC and a faraday cage, privacy 

advocates backed down.  All the same, the RFID industry will grow considerably with 

the rollout of the ePassport.  And questions remain.  Will the ePassport be the jumping 

off point for the government to introduce the same technology within a national 

identity card (Real ID)?  Will RFID end up threatening civil liberties in the future 

because regulations and standards are not adopted for the electronic passport?   

There are several unknowns and unanswered questions still lingering in the 

wake of the ePassport and one can only speculate as to what the future of RFID entails.  

The deployment of the ePassport might be the start of a slippery slope.  The reason for 

using RFID in a passport might be the reason for its inclusion in licenses.  Again, at 

this point in time, one can only speculate as to what the broad scale of things looks like 
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in a year�s time.  Even if the ePassport itself is not a threat to civil liberties, the fight to 

safeguard personal privacy is not over. 
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Glossary 

American Civil Liberties Union (ACLU) � The ACLU is a nonprofit and nonpartisan 

organization whose mission is to preserve American citizen�s constitutional 

rights including right to free speech, privacy, equal protection and due process 

even during times of national emergency.  

Basic Access Control (BAC) � BAC is a control measure that can be implemented in 

the new passport.  This control will prevent skimming and eavesdropping of 

travel documents because a chip protected by BAC denies access to the 

contents on the chip unless the RFID reader can prove that it is authorized 

access to those contents. 

Central Intelligence Agency (CIA) � The CIA is an agency within the federal 

government that is responsible for ensuring the national security of the United 

States by collecting, analyzing, and reporting intelligence.  

Consular Affairs Bureau (CA) � CA is a bureau within the Department of State that 

operates under the regulations set out by the Immigration and Nationality Act.  

It is responsible for issuing passports, US Visas, and it advises and supports 

Americans residing and traveling overseas.  CA operates under the Secure 

Borders, Open Doors initiative. 
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Department of Homeland Security (DHS) � DHS was created in the aftermath of 

9/11 in an effort to further emphasize the importance of securing our nations 

borders.  It operates under three primary goals: to prevent terrorists from 

attacking on US soil, to reduce the threat of terrorism for Americans, and to 

minimize the damage from potential attacks. 

Department of State (DOS) � DOS is an agency within the federal government that 

strives to build relationships between the United States and foreign 

governments while at the same time protecting Americans all other nations 

from transnational threats such as poverty, terrorism, and disease.  DOS is the 

agency responsible for all American Embassies and Consulates overseas and 

encompasses the CA Bureau. 

Eavesdropping � This is a term used to describe a potential danger for the RFID chip.  

This occurs when a non-authorized reader gains access to information stored 

onto a chip by piggybacking off of an authorized reader. 

Faraday Cage - The faraday cage is an enclosure that is designed to block electric 

fields from being transmitted.  On the electronic passport a thin layer of 

aluminum foil will be embedded into the front cover so that when the passport 

book is closed the RFID chip located on the back cover will be protected from 

unnecessarily transmitting radio waves. 
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Federal Bureau of Investigations (FBI) � A federal agency, the FBI is a law 

enforcement entity that investigates cases brought to their attention through 

other agencies or law enforcement personnel.  Terrorism is currently the top 

priority for the FBI agencies; however this agency is also responsible for 

protecting the Unites States against cyber attacks, foreign intelligence 

operations, combating public corruption, protecting civil rights and combating 

crime of all levels. 

Fraud Detection and National Security (FDNS) � FDNS is a branch within the 

Department of Homeland Security that was created to assist in national security 

and immigration system integrity by focusing on detecting and deterring benefit 

fraud. 

Foreign Affairs Manual (FAM) � The FAM is a manual designed for consular 

officers within the Consular Affairs Bureau to better explain the rules and 

regulations of the INA. 

Government Accountabilities Organization (GAO) � The GAO is a nonpartisan 

agency that works for Congress to ensure that tax dollars are being spent 

wisely.  The GAO evaluates all federal programs and policies and makes 

recommendations on how these programs can be strengthened. 
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Government Printing Office (GPO) � The Government Printing Office works closely 

with Consular Affairs in DOS.  One of the responsibilities of the GPO is to 

print all United States Passports, including the new electronic passports. 

Human Smuggling and Trafficking Center (HSTC) � This center is located within 

the Department of Homeland Security but encourages participation from other 

federal agencies such as the State Department and the Department of Justice.  

Its mission is to shut down smuggling of drugs, money, and persons into the 

United States in order to protect the US borders. 

International Civil Aviation Organization (ICAO) � A specialized agency of the 

United Nations, ICAO sets the standards for all travel documents.  In setting an 

international standard ICAO ensures the safety of all airlines and airline 

passengers in making sure that passports and visas are interoperable across all 

nations.   

Immigration and Naturalization Act (INA) � The INA was created in 1952 and is 

the basic body of immigration law for the United States.  It gives the 

Department of State the legal power to determine who qualifies as a United 

States citizen and who is eligible for naturalization as a United States citizen. 

Immigration and Naturalization Service (INS) - A branch of the Department of 

Homeland Security since 2003, the INS is the branch that grants a foreign 
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national immigration rights to live and work within the United States.  It also 

grants permission of a foreign national to become naturalized as a United States 

citizen. 

Machine Readable Zone (MRZ) � The machine-readable zone is found on the 

biodata page of a passport.  It is composed of numbers and letters unique to the 

individual passport holder.  ICAO standards require all passports to be 

equipped with a MRZ to ensure the legitimacy of the information provided on 

the biodata page.  The MRZ is an added protection to a travel document so that 

information cannot be illegally altered. 

National Counter Terrorism Center (NCTC) � The NCTC was established by 

President Bush in response to 9/11.  The Center is governed by the CIA and its 

major responsibility is to collect and analyze intelligence to assist in the 

protection of American borders against future terrorist attacks. 

National Institute of Standards and Technology (NIST) � NIST is a non-regulatory 

federal technology agency within the Department of Commerce.  NIST 

conducts research and testing on new technologies that will be implemented by 

the federal government.  It is responsible for testing the reliability and integrity 

of the technologies being implemented within the electronic passport.  
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New Technologies Working Group (NTWG) � The NTWG is a part of ICAO 

members that act as a forum for new technologies being implemented within 

travel documents.  They are responsible for researching, analyzing, and 

reporting on the technologies that can be included on travel documents in place 

of, or in conjunction with the MRZ. 

Public Key Infrastructure (PKI) � This is a security measure similar to BAC that 

will ensure the data found on an RFID chip within a travel document is a valid 

chip.  PKI is a code that can be placed onto an RFID chip that acts as a 

signature to ensure the chip was manufactured by a federal government.  This 

technology will verify that chips in US passports originated in the GPO where 

these passports are produced. 

Radio Frequency Identification (RFID) � RFID technology is an identification 

method that relies on transmitting and receiving of radio waves.  It consists of a 

tag that can be embedded into a product, animal, or person.   

Skimming � Skimming is a term used to describe a threat of RFID technology.  

Similar to eavesdropping, skimming occurs when an unauthorized RFID reader 

gains access to information on a chip.  The difference with eavesdropping is 

that the reader does not need to piggyback off of an authorized reader; it is able 

to access information on its own. 
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State Department Officials - This term is used to describe individuals that work with 

the Department of State and with whom I interviewed in gathering information 

for this thesis.  These people will remain anonymous and their thoughts are not 

necessarily reflective of the Department of State�s ideology.  These are 

personal accounts and observations from those who have had close contact with 

the development of the electronic passport. 

United States Citizen (USC) � A United States Citizen is a person born on American 

soil and has a United States Birth Certificate or it is a naturalized person as a 

means of immigration.  USC�s are those who can legally own a United States 

passport and are protected by the rights set out in the US Constitution. 

United States Citizenship and Immigration Services (USCIS) � USCIS a bureau of 

the Department of Homeland Security houses the INS.  It overseas and 

adjudicates all immigration cases of foreign nationals who both legally and 

illegally attempt to enter into the United States. 

Visa Waiver Program (VWP) � The Visa Waiver Program was created in 1986.  It 

grants citizens of 27 countries, mainly countries of the EU and Australia, to 

travel to the United States for a stay of up to 90 days without obtaining a US 

visa.  These countries will have to abide by the new electronic passport 
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standards set about in ICAO or those citizens will be required to apply for a 

visa in order to enter the United States as of October 2006. 
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Appendix A. Interview Questions 

1. What is your role/how are you involved with the design/construction of the e-

Passport? 

a. Why were we so adamant about not complying with the BAC suggested 

by ICAO for so long?  - having an open system? 

2. What are your feelings towards the e-Passport? 

a. Will this be more secure than the regular passport?  How? 

b. Can you foresee any future problems with its implementation?  What 

are they and what can we do about it? 

i. How long it will last 

ii. Durability 

iii. Ability to withstand water/soda 

iv. Being read with other tags around (anticollision) 

c. Do you think this document will secure our borders from terrorist 

attacks? 

d. A digital signature could be put one the password in the machine-

readable form too � so what DO you get from RFID? 

e. What attacks are thwarted by these three types of passports respectively 

and what new attacks become possible? 

i. Conventional paper only passport 

ii. RFID passports with encryption 

iii. RFID passports without encryption 

3. How will this be implemented at POE? 

4. Have you looked into the possible implications for using RF-ID and biometrics 

within a national id card? 
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a. What problems do you foresee in the near future with the rollout of the 

e-Passport? 

b. How will you counter those problems/what measures do you have in 

place already to keep these problems from arising? 

5. What about issued like e-Visas for other countries? 

a. Will these be under our security regulations? 

b. Will they interfere with the working of other RFID tags in passports? 

c. Who will have access to the readers/what will the information do once 

in the system?  How long will it stay there? 

d. Other countries do not have the same feelings or regulations for 

personal security � how will this affect them reading US Passports? 

6. What do you know about biometrics? 

a. Problems with FR? How much do we rely on FR? 

b. Positive things about FR? 

c. How do we correct incorrect data? 

d. Think we�ll add fingerprints to US PPT? 

e. Are current fingerprint readers susceptible to spoofing? 

i. If yes � have we considered using Lumidgim�s LightPrint? 

ii. TIR vs. MSI sensors (that�s the difference) 

f. Will images be encrypted/distorted within databases so that if a 

database is hacked no real fingerprints are compromised? 

g. What security measures are in place to prevent hackers? 

h. Do you believe that adding biometrics to the e-Passport will help to 

diminish terrorism and the threat to our borders?  How? 

7. Biggest hurdle is public acceptance.   How have you disseminated information 

to the public? 
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a. Press releases 

b. Awareness 

c. Employees � how have you reached out to employees? 

d. How are you going to instill the feeling of trust and confidence in the 

American public � or are you just going to begin issuing these 

passports? 

8. POLICY �  

a. ACLU arguments that this is going to breach privacy and security; what 

do you believe? 

b. Do you think that we should give this more time to work out before 

implementing it? 

c. One huge concern is not the passport itself but where the information 

will be stored when used overseas, what are we doing to ensure the 

security and privacy of American citizens when they use this passport in 

traveling to other countries that might not have the same types of 

privacy concerns as we do? 

9. Anything else I missed that you think is important for my thesis? 
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Appendix B: Survey and Survey Results 

  1 . C o n se n t      
   

 

 

1 . I a g re e  to  p a rt ic ip a te  in  th is  su rv ey . I u n d e rs ta n d  th a t m y  p a r tic ip a tio n  is  
en tire ly  vo lu n ta ry , a n d  th a t  I m a y  d is co n tin u e  m y  p a rt ic ip a t io n  a t a n y  t im e . 
M y  re sp o n ses  to  th e  s u rve y  w il l  rem a in  en tire ly  c o n f id en tia l. A l l d a ta  w il l  b e  
re p o rte d  in  th e  a g g reg a te , a n d  it w il l  b e  im p o ss ib le  to  id en tify  a n y  s in g le  
pa r t ic ip a n t .     

   R e sp o n s e  
P e rc e n t  

R e s p o n se  
T o ta l 

    Y e s    1 0 0 %  3 0 3  

    N o    0 %  0  

T o ta l R e sp o n d e n ts    3 0 3  

(s k ip p e d  th is  q u e st io n )    0  
   

 

 

 2 . I a m  a t lea s t 1 8  y ea rs  o ld .     

   R e sp o n s e  
P e rc e n t  

R e s p o n se  
T o ta l 

    Y e s    9 9 .7 %  3 0 2  

    N o    0 .3 %  1  

T o ta l R e sp o n d e n ts    3 0 3  

(s k ip p e d  th is  q u e st io n )    0  
   

 

  2 . I n tro d u c t io n      
   

 

 3 . I a m  in te res te d  in  n ew  a n d  u p co m in g  te ch n o lo g ie s .     

   R e sp o n s e  
P e rc e n t  

R e s p o n se  
T o ta l 

   Y e s    7 9 .9 %  2 3 9  

   N o    3 .3 %  1 0  

   M a y be    1 7 .1 %  5 1  

T o ta l R e sp o n d e n ts    2 9 9  
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  3. Biometrics     
   

 

 4. Have you heard the word 'biometric' before?    

   Response 
Percent 

Response 
Total 

    yes   65.1% 183 

    no   27.8% 78 

    maybe   7.1% 20 

Total Respondents   281 

(skipped this question)   22 
   

 

 

 5. Where did you hear this term used? (please check all that apply)    

   Response 
Percent 

Response 
Total 

   newspaper   36.3% 102 

   television   41.3% 116 

   friends   19.6% 55 

   Internet   34.5% 97 

   workplace   18.5% 52 

   school   28.5% 80 

   
I have not 
heard this 
term used 

before  
 27% 76 

   
Other 

(please 
specify)   7.8% 22 

Total Respondents   281 

(skipped this question)   22 
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 6. From  this list identify what a biometric is (please check all that apply)    

   Response 
Percent 

Response 
Total 

   fingerprint   56.2%  158 

   iris scan   52.3%  147 

   voice   38.8%  109 

   
facial 

recognition 
(photograph)   42%  118 

   
hand 

geometry   35.6%  100 

   Height   18.9%  53 

   DNA   38.1%  107 

   Handwriting   13.2%  37 

   Weight   13.9%  39 

   Retinal Scan   52.7%  148 

   Footprint   21.4%  60 

   Pant Size   5%  14 

   I don't know    35.6%  100 

Total Respondents   281 

(skipped this question)   22 
   

 

  4. Biometrics - Part II      
   

 

 
7. I would prefer to use a biometric identifier - such as a fingerprint - 
INSTEAD of everyday technologies such as    

 
strongly 

agree agree neutral disagree strongly 
disagree 

Don't 
Know  

Response 
Average 

passwords 
to log onto 
a computer   

16% (44) 33%  (88) 16% (42) 17% (46) 16% (44) 1% (3) 2.84  

keys to 
turn on my 

car   
13% (35) 25%  (67) 16% (44) 22% (58) 22% (60) 1% (3) 3.16  

keypads to 
enter a 

room    
16% (43) 33%  (87) 18% (48) 16% (44) 15% (40) 2% (5) 2.81  
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 8. How much do you agree with the following statements?    

 
strongly 

agree agree neutral disagree strongly 
disagree 

Don't 
know  

Response 
Average 

Using 
biometrics 

in every day 
life puts my 
security at 

risk 
 

 

10% (27) 21% (57) 21% (55) 32% (86) 10% (28) 5% (14) 3.12 

I am 
concerned 

with how 
the 

government 
will use my 

biometric 
identification 

 

 

35% (93) 41% 
(109) 8% (22) 12% (32) 3% (7) 1% (4) 2.05 

The 
government 

should add a 
biometric 

identifier on 
national 

identification 
documents 

like a 
passport 

 

 

15% (39) 37% (98) 20% (53) 11% (30) 13% (34) 5% (13) 2.69 

Total Respondents   267 

(skipped this question)   36 
   

 

  5. RF-ID Technology     
   

 

 9. Have you heard the term 'RF-ID' used before?    

   Response 
Percent 

Response 
Total 

    yes   30.4%  80 

    no   63.9%  168 

    maybe   5.7%  15 

Total Respondents   263 

(skipped this question)   40 
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 10. Where did you hear this term used? (please check all that apply)    

   Response 
Percent 

Response 
Total 

   the workplace   13.7% 36 

   school   17.1% 45 

   television   14.8% 39 

   Internet   21.3% 56 

   newspaper   14.8% 39 

   friends   12.2% 32 

   
I have not 
heard this 
term used 

before  
 62.7% 165 

   
Other 

(please 
specify)   2.7% 7 

Total Respondents   263 

(skipped this question)   40 
   

 

 

 11. What does 'RF-ID' stand for?    

   Response 
Percent 

Response 
Total 

    
Real-Time 

Factory 
Identification   4.6% 12 

    
Rapid 

Frequency 
Identification 

Domain  
 33.8% 89 

    
Radio 

Frequency 
Identification   39.2% 103 

    None of the 
Above   22.4% 59 

Total Respondents   263 

(skipped this question)   40 
   

 



 

150 

 

 

 
12. What objects rely on 'RF-ID' technology for their use? (please check all that 
apply)    

   Response 
Percent 

Response 
Total 

   
Champion 

Chip (used for 
timing in 

races)  
 21.7% 57 

   
EZPass (used 
to pay tolls)   39.2% 103 

   
SpeedPass 

(used to pay 
gas)   33.8% 89 

   
Passports 

(used travel 
across 

borders)  
 4.6% 12 

   
Georgetown 
Student ID 

card   8% 21 

   
Remote 

Control (used 
to change 

channel on tv)  
 13.3% 35 

   Merchandise   20.5% 54 

   I don't know   52.5% 138 

   
Other 

(please 
specify)   0.8% 2 

Total Respondents   263 

(skipped this question)   40 
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  6. RF-ID Part II     
   

 

 
13. Please rate how you feel about the following statements: RF-ID 
technology...    

 
strongly 

agree agree neutral disagree strongly 
disagree 

Don't 
know 

Response 
Average 

is 
threatening 

to my 
personal 
security 

 
 

8% (21) 19% (50) 28% (71) 32% (81) 7% (18) 6% (16) 3.10 

makes me 
feel more 

secure   
1% (2) 11% (27) 44% 

(114) 29% (74) 9% (23) 7% (17) 3.37 

should be 
used to 

track people   
3% (8) 12% (30) 18% (45) 26% (68) 33% (85) 8% (21) 3.81 

should be 
used to 

track 
animals 

 
 

12% (32) 46% 
(119) 24% (61) 9% (22) 4% (9) 5% (14) 2.41 

has positive 
implications   9% (22) 42% 

(107) 35% (89) 7% (19) 1% (3) 7% (17) 2.48 

should be 
placed 

inside a 
national 

identification 
card 

 

 

6% (16) 15% (38) 22% (56) 19% (48) 27% (70) 11% 
(29) 3.52 

Total Respondents   257 

(skipped this question)   46 
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  7. e-Passport     
   

 

 14. What is included in the current US Passport?    

   Response 
Percent 

Response 
Total 

   Full Name   98% 248 

   
Date of 

Birth   98.4% 249 

   
Passport 
Number   95.3% 241 

   Nationality   89.3% 226 

   
Biometric 
Identifier   5.1% 13 

   
RF-ID 

technology   4% 10 

   
Digital 

Photograph   61.3% 155 

   Signature   92.5% 234 

   Fingerprint   16.6% 42 

Total Respondents   253 

(skipped this question)   50 
   

 

 

 15. Have you heard of the e-Passport?    

   Response 
Percent 

Response 
Total 

    yes   25.7% 65 

    no   71.1% 180 

    maybe   3.2% 8 

Total Respondents   253 

(skipped this question)   50 
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 16. Where did you hear about the e-Passport? (please check all that apply)    

   Response 
Percent 

Response 
Total 

   Internet   13.8%  35 

   newspaper   13%  33 

   televis ion   10.7%  27 

   friends   8.3%  21 

   school   5.9%  15 

   workplace   4.7%  12 

   
I have not 

heard of the 
e-Passport  

 70.8%  179  

   
Other 

(p lease 
specify)   1.6%  4 

Total Respondents    253  

(skipped th is question)   50  
   

 

 

 
17. The US federal government w ill begin to issue a new passport, the e-
Passport w ith in the year. Were you aware of th is developm ent?     

   Response 
Percent 

Response 
Total 

    yes   18.2%  46 

    no    79.1%  200  

    dont 
know    2.8%  7 

Total Respondents    253  

(skipped th is question)   50  
   

 

 

 18. Can you legally own a US Passport? (if you are a US citizen answer yes)    

   Response 
Percent 

Response 
Total 

    yes   86.2%  218  

    no   13.8%  35 
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  8. e-Passport US Citizens     
   

 

 19. Please answer the following: I believe that the e-Passport    

 
strongly 

agree agree neutral disagree strongly 
disagree 

don't 
care 

Response 
Average 

will secure 
American 

borders 
from 

terrorist 
attacks 

 

 

4% (8) 16% (35) 29% (61) 31% (66) 19% (40) 1% (3) 3.45 

should 
contain my 
fingerprint   

8% (17) 43% (92) 26% (55) 11% (24) 9% (20) 2% (5) 2.70 

should use 
RF-ID 

technology   
6% (12) 25% (54) 34% (73) 16% (35) 15% (33) 3% (6) 3.11 

will protect 
my 

personal 
security 

 
 

4% (9) 25% (54) 33% (71) 25% (53) 10% (22) 2% (4) 3.12 

will make 
identity 

theft 
harder 

 
 

9% (19) 48% 
(102) 21% (45) 15% (32) 6% (13) 1% (2) 2.61 

will keep 
me from 

travelling 
overseas 

 
 

1% (2) 4% (9) 23% (48) 40% (85) 31% (67) 1% (2) 3.98 

Total Respondents   213 

(skipped this question)   90 
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  9. e-Passport Non-US Citizens      
   

 

 20. Does your passport contain biometric identifiers and/or RF-ID technology?   

   Response 
Percent 

Response 
Total 

    yes   17.6%  6 

    no    70.6%  24  

    I don't 
know    11.8%  4 

Total Respondents    34  

(skipped this question)   269  
   

 

 

 
21. How much do you agree with th is statement: I would be concerned if my 
country placed biometric identifiers on my passport.    

   Response 
Percent 

Response 
Total 

    strongly 
agree   14.7%  5 

    agree   32.4%  11  

    neutral   23.5%  8 

    disagree   20.6%  7 

    strongly 
disagree   8.8%  3 

    don't care   0%  0 

Total Respondents    34  

(skipped this question)   269  
   

 

 

 22. Do you own a valid US Visa?    

   Response 
Percent 

Response 
Total 

    yes   47.1%  16 

    no    52.9%  18  
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23. Please answer the following: When applying for a US Visa you are 
required to give up your fingerprint and a digital photograph - two 
biometric identifiers. This makes me feel:    

 
strongly 

agree agree neutral disagree strongly 
disagree 

Don't 
care 

Response 
Average 

like I gave 
up my 

identity   
12% (4) 24% (8) 18% (6) 30% (10) 15% (5) 0% (0) 3.12 

more 
secure in 
traveling   

0% (0) 21% (7) 33% (11) 33% (11) 12% (4) 0% (0) 3.36 

less at risk 
for identity 

theft   
3% (1) 30% (10) 27% (9) 21% (7) 12% (4) 6% (2) 3.10 

worried 
that my 

information 
will be 

used 
against me 

 

 

36% (12) 30% (10) 12% (4) 15% (5) 6% (2) 0% (0) 2.24 

I never 
really 

thought 
about it 

 
 

0% (0) 18% (6) 30% (10) 18% (6) 27% (9) 6% (2) 3.58 

Total Respondents   34 

(skipped this question)   269 
   

 

  10. Demographics     
   

 

 24. What is your gender?    

   Response 
Percent 

Response 
Total 

    male   42.1% 104 

    female   57.9% 143 

Total Respondents   247 

(skipped this question)   56 
   

 



 

157 
 

 

 25. How old are you?     
 Total Respondents    247  

(skipped th is question)   56  
   

 

 

 

26. What is your nationality? For example if you own a US Passport you w ill 
write American - if you are a dual national and own two passports please 
include both nationalities.    

   Response 
Percent 

Response 
Total 

    Am erican    85.8%  212  

    Greek   1.6%  4 

    Japanese   0.4%  1 

    Korean   0.4%  1 

    Chinese   0.4%  1 

    Guyanese   0%  0 

    Brazilian   0%  0 

    Taiwanese   0.4%  1 

    Russian   0%  0 

    Ukrainian   0%  0 

    French   0.4%  1 

    Canadian   1.2%  3 

    Mexican   0%  0 

    Peruvian   0%  0 

    Saudi Arabian   0.4%  1 

    Germ an   2.4%  6 

   
Other 

(p lease 
specify)   6.5%  16 

Total Respondents    247  
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 27. What is the highest level of education you have completed?    

   Response 
Percent 

Response 
Total 

   
Less than 

High 
School   0.8% 2 

   
High 

School   4% 10 

   
Some 

College   6.1% 15 

   
College - 

Associates   3.2% 8 

   
College - 

Bachelors   30.4% 75 

   
Some 

Graduate 
School   33.6% 83 

   
Graduate 

School   21.1% 52 

   Doctorate   3.2% 8 

Total Respondents   247 

(skipped this question)   56 
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Appendix C: Codebook 

Q1: I agree to participate in this survey. 

 Yes = 1 

 No = 2 

Q2: I am at least 18 years old. 

 Yes = 1 

 No = 2 

Q3: I am interested in new and upcoming technologies. 

 Yes = 1 

 No = 2 

Q4. Have you heard of the word �biometric� before? 

 Yes = 1 

 No = 2 

 Not Sure = 3 

Q5. Where did you hear this term used? 

 Newspaper = 1 

 Television = 2 

 Friends = 3 

 Internet = 4 

 Workplace = 5 

 School = 6 

 I have not heard this term used before = 7 

 Other = 8 

Q6. Identify what a biometric is: 

 Fingerprint = 1 
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 Iris Scan = 1 

 Voice = 1 

 Facial Recognition = 1 

 Hand Geometry = 1 

 Height = 0 

 DNA = 1 

 Handwriting = 1 

 Weight = 0 

 Retinal Scan = 1 

 Footprint = 0 

 Pant Size = 0 

 I don�t know = 0 

Q7. I would prefer to use a biometric identifier instead of everyday 

technologies: 

 a. Passwords to log onto a computer 

 b. Keys to turn on my car 

 c. Keypads to enter a room 

 d. Traditional Passport 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 

Q8. How much do you agree with the following statements? 

a. Using biometrics in everyday life puts my security at risk 

b. I am concerned with how the government will use my biometric 

identification 

c. The government should add a biometric identifier on national identification 

documents like a passport 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 
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Q9. Have you heard the term �RFID� used before? 

 Yes = 1 

 No = 2 

 Not sure = 3 

Q10. Where did you hear this term used? 

 Workplace = 1 

 School = 2 

 Television = 3 

 Internet = 4 

 Newspaper = 5 

 Friends = 6 

 I have not heard this term = 7 

 Other = 8 

Q11. What does RF-ID stand for? 

a. Real-Time Factory Identification = 0 

b. Rapid Frequency Identification Domain = 0 

c. Radio Frequency Identification =1 

d. None of the above = 0 

Q12. What objects rely on RFID for their use? 

a.   ChampionChip = 1 

 b.   EZPass = 1  

c. SpeedPass = 1 

d. Passports = 0 

e. Georgetown Student ID = 0 

f. Remote Control = 0 

g. Merchandise = 0 
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h. I don�t know = 0 

i. Other = 0 

Q13. Rate how you feel: RFID technology� 

a. is threatening to my personal security 

b. makes me feel more secure 

c. should be used to track people 

d. should be used to track animals 

e. has positive implications 

f. should be placed inside a national identification card 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 

Q14. What is included in the current US Passport? 

a. Full Name = 1 

b. Date of Birth = 1 

c. Passport Number = 1 

d. Nationality = 1 

e. Biometric Identifier = 0 

f. RFID Technology = 0 

g. Digital Photograph = 1 

h. Signature = 1 

i. Fingerprint = 0 

Q15. Have you heard of the ePassport? 

 Yes = 1 

 No = 2 

 Not Sure = 3 

Q16. Where did you hear about the ePassport? 

 Internet = 1 
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 Newspaper = 2 

 Television = 3 

 Friends = 4 

 School = 5 

 Workplace = 6 

 I have not heard of the ePassport = 7 

 Other = 8 

Q17. The US government will begin to issue a new passport, the  

ePassport, within the next year.  Were you aware of this development? 

 Yes = 1 

 No = 2 

 Don�t know = 3 

Q18. Can you legally own a US Passport? 

 Yes  =1 

 No = 2 

Q19. (USC) I believe that the ePassport� 

a. will secure American borders from terrorist attacks 

b. should contain my fingerprint 

c. will protect my personal security 

d. will make identity theft harder 

e. will keep me from traveling overseas 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 

Q20. (non-USC) Does your passport contain biometric identifiers and/or  

RFID technology? 

Yes = 1 

No = 2 
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I don�t know = 3 

Q21. (non-USC) I would be concerned if my country placed biometric  

identifiers on my passport. 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 

Q22. (non-USC) Do you own a valid US Visa? 

 Yes = 1 

 No = 2 

Q23. (non-USC) When applying for a US Visa you are required to give up  

a fingerprint and digital photograph.  This makes me feel� 

a. like I gave up my identity 

b. more secure in traveling 

c. less at risk for identity theft 

d. worried that my information will be used against me 

e. I never really thought about it 

1 = agree, 2 = neutral, 3 = disagree (RECODED) 

Q24. What is your gender? 

 Male = 1 

 Female = 2 

Q25. How old are you? 

 (fill in the blank) 

Q26. What is your nationality? 

 American = 1 

 Foreign = 2 

Q27. What is the highest level of education you have completed? 

 Less than High School = 1 

 High School = 2 
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 Some College = 3 

 College � Associates = 4 

 College � Bachelors = 5 

 Some Graduate School = 6 

 Graduate School = 7 

 Doctorate = 8 
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Appendix D: Variable Frequencies 

Are you interesting in new technologies? 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid yes 237 79.0 80.1 80.1 
  no 10 3.3 3.4 83.4 
  not sure 48 16.0 16.2 99.7 
  4 1 .3 .3 100.0 
  Total 296 98.7 100.0   
Missing 0 4 1.3    
Total 300 100.0    

 
  
 
 Have you heard of the term biometrics before? 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid yes 182 60.7 65.2 65.2 
  no 77 25.7 27.6 92.8 
  not sure 20 6.7 7.2 100.0 
  Total 279 93.0 100.0   
Missing 0 21 7.0    
Total 300 100.0    

 
 
 
 
 
 
 
 I prefer biometrics to a password to log onto a computer. 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid agree 131 43.7 50.0 50.0 
  neutral 41 13.7 15.6 65.6 
  disagree 90 30.0 34.4 100.0 
  Total 262 87.3 100.0   
Missing 0 38 12.7    
Total 300 100.0    
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I prefer biometrics to keys for my vehicle. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 101 33.7 38.5 38.5 
  neutral 43 14.3 16.4 55.0 
  disagree 118 39.3 45.0 100.0 
  Total 262 87.3 100.0   
Missing 0 38 12.7    
Total 300 100.0    

 
 I prefer biometrics to keypads to access a locked room. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 129 43.0 49.6 49.6 
  neutral 47 15.7 18.1 67.7 
  disagree 84 28.0 32.3 100.0 
  Total 260 86.7 100.0   
Missing 0 40 13.3    
Total 300 100.0    

 
 
 I prefer biometrics to using a traditional passport. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 142 47.3 54.6 54.6 
  neutral 42 14.0 16.2 70.8 
  disagree 76 25.3 29.2 100.0 
  Total 260 86.7 100.0   
Missing 0 40 13.3    
Total 300 100.0    

 
 Using biometrics in everyday life puts my security at risk. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 82 27.3 32.7 32.7 
  neutral 55 18.3 21.9 54.6 
  disagree 114 38.0 45.4 100.0 
  Total 251 83.7 100.0   
Missing 0 49 16.3    
Total 300 100.0    
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I am concerned with how the government will use my biometric info. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 200 66.7 76.6 76.6 
  neutral 22 7.3 8.4 85.1 
  disagree 39 13.0 14.9 100.0 
  Total 261 87.0 100.0   
M issing 0 39 13.0    
Total 300 100.0    

 
 The government should add biometrics onto a passport or national ids. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 135 45.0 53.6 53.6 
  neutral 53 17.7 21.0 74.6 
  disagree 64 21.3 25.4 100.0 
  Total 252 84.0 100.0   
M issing 0 48 16.0    
Total 300 100.0    

 
 
 Have you heard about RF-ID Technology. 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid yes 80 26.7 30.7 30.7 
  no 166 55.3 63.6 94.3 
  not sure 15 5.0 5.7 100.0 
  Total 261 87.0 100.0   
M issing 0 39 13.0    
Total 300 100.0    

 
 W here did you hear this term (RF-ID) being used? 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid W ork 200 66.7 76.6 76.6 
  School 16 5.3 6.1 82.8 
  Television 17 5.7 6.5 89.3 
  Internet 13 4.3 5.0 94.3 
  Newspaper 8 2.7 3.1 97.3 
  Freinds 7 2.3 2.7 100.0 
  Total 261 87.0 100.0   
M issing 0 39 13.0    
Total 300 100.0    
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What does RF-ID stand for? 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid Radio Frequency 

Identification 103 34.3 39.5 39.5 

  W rong Answer 99 33.0 37.9 77.4 
  Dont Know 59 19.7 22.6 100.0 
  Total 261 87.0 100.0   
M issing 0 39 13.0    
Total 300 100.0    

 
 These objects are used in conjunction w ith RF-ID technology. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid 0 39 13.0 13.0 13.0 
  Cham pionChip 149 49.7 49.7 62.7 
  EZPass 36 12.0 12.0 74.7 
  SpeedPass 33 11.0 11.0 85.7 
  Passports 29 9.7 9.7 95.3 
  Georgetown ID 12 4.0 4.0 99.3 
  Rem ote 

Control 1 .3 .3 99.7 

  Merchandise 1 .3 .3 100.0 
  Total 300 100.0 100.0   

 
 RFID is threatening to my personal security. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 69 23.0 28.9 28.9 
  neutral 71 23.7 29.7 58.6 
  disagree 99 33.0 41.4 100.0 
  Total 239 79.7 100.0   
M issing 0 61 20.3    
Total 300 100.0    

 
 RFID technology makes me feel secure. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 27 9.0 11.3 11.3 
  neutral 114 38.0 47.9 59.2 
  disagree 97 32.3 40.8 100.0 
  Total 238 79.3 100.0   
M issing 0 62 20.7    
Total 300 100.0    
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RFID should be used to track people. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 36 12.0 15.4 15.4 
  neutral 45 15.0 19.2 34.6 
  disagree 153 51.0 65.4 100.0 
  Total 234 78.0 100.0   
Missing 0 66 22.0    
Total 300 100.0    

 
 RFID should be used to track animals. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 149 49.7 61.8 61.8 
  neutral 61 20.3 25.3 87.1 
  disagree 31 10.3 12.9 100.0 
  Total 241 80.3 100.0   
Missing 0 59 19.7    
Total 300 100.0    

 
 RFID technology has positive implications. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 127 42.3 53.4 53.4 
  neutral 89 29.7 37.4 90.8 
  disagree 22 7.3 9.2 100.0 
  Total 238 79.3 100.0   
Missing 0 62 20.7    
Total 300 100.0    

 
 RFID should be placed inside a national id card. 
 

  Frequency Percent
Valid 

Percent 
Cumulative 

Percent 
Valid agree 52 17.3 23.0 23.0 
  neutral 56 18.7 24.8 47.8 
  disagree 118 39.3 52.2 100.0 
  Total 226 75.3 100.0   
Missing 0 74 24.7    
Total 300 100.0    
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Have you heard of the e-Passport? 
 

  Frequency Percent 
Valid 

Percent 
Cumulative 

Percent 
Valid yes 64 21.3 25.5 25.5 
  no 179 59.7 71.3 96.8 
  not sure 8 2.7 3.2 100.0 
  Total 251 83.7 100.0   
Missing 0 49 16.3    
Total 300 100.0    

 
  Where did you hear about the e-Passport? 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
Internet 33 11.0 47.1 47.1 
Newspaper 20 6.7 28.6 75.7 
Television 6 2.0 8.6 84.3 
Friend 7 2.3 10.0 94.3 
School 2 .7 2.9 97.1 
W ork 2 .7 2.9 100.0 

Valid 

Total 70 23.3 100.0   
Missing 0 230 76.7    
Total 300 100.0    

 
 Were you aware that the e-Passport was being developed? 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
yes 46 15.3 18.3 18.3 
no 199 66.3 79.3 97.6 
not sure 6 2.0 2.4 100.0 

Valid 

Total 251 83.7 100.0   
Missing 0 49 16.3    
Total 300 100.0    

 
 Can you legally own a US Passport? 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
yes 217 72.3 86.5 86.5
no 34 11.3 13.5 100.0

Valid 

Total 251 83.7 100.0  
Missing 0 49 16.3   
Total 300 100.0   
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The e-Passport will secure US borders from terrorist attacks.
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 43 14.3 20.5 20.5 
neutral 61 20.3 29.0 49.5 
disagree 106 35.3 50.5 100.0 

Valid 

Total 210 70.0 100.0   
Missing 0 90 30.0    
Total 300 100.0    

 
 The e-Passport should contain my fingerprint. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 109 36.3 52.4 52.4 
neutral 55 18.3 26.4 78.8 
disagree 44 14.7 21.2 100.0 

Valid 

Total 208 69.3 100.0   
Missing 0 92 30.7    
Total 300 100.0    

 
 The e-Passport should use RFID technology. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 66 22.0 31.9 31.9 
neutral 73 24.3 35.3 67.1 
disagree 68 22.7 32.9 100.0 

Valid 

Total 207 69.0 100.0   
Missing 0 93 31.0    
Total 300 100.0    

 
 The e-Passport will protect my personal security. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 63 21.0 30.1 30.1 
neutral 71 23.7 34.0 64.1 
disagree 75 25.0 35.9 100.0 

Valid 

Total 209 69.7 100.0   
Missing 0 91 30.3    
Total 300 100.0    
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The e-Passport will make identity theft harder.
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 121 40.3 57.3 57.3 
neutral 45 15.0 21.3 78.7 
disagree 45 15.0 21.3 100.0 

Valid 

Total 211 70.3 100.0   
Missing 0 89 29.7    
Total 300 100.0    

 
 The e-Passport will keep me from traveling overseas. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
agree 11 3.7 5.2 5.2 
neutral 48 16.0 22.7 28.0 
disagree 152 50.7 72.0 100.0 

Valid 

Total 211 70.3 100.0   
Missing 0 89 29.7    
Total 300 100.0    

 
 I would be concerned if my country put biometrics on my passport. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 3 1.0 8.8 8.8 
disagree 7 2.3 20.6 29.4 
neutral 8 2.7 23.5 52.9 
agree 11 3.7 32.4 85.3 
strongly agree 5 1.7 14.7 100.0 

Valid 

Total 34 11.3 100.0   
Missing 0 266 88.7    
Total 300 100.0    
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(Foreign) Using biometrics makes me feel like I gave up my identity.
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 5 1.7 15.2 15.2 
disagree 10 3.3 30.3 45.5 
neutral 6 2.0 18.2 63.6 
agree 8 2.7 24.2 87.9 
strongly agree 4 1.3 12.1 100.0 

Valid 

Total 33 11.0 100.0   
Missing 0 267 89.0    
Total 300 100.0    

 
 (Foreign) Using biometrics to travel makes me feel more secure. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 4 1.3 12.1 12.1 
disagree 11 3.7 33.3 45.5 
neutral 11 3.7 33.3 78.8 
agree 7 2.3 21.2 100.0 

Valid 

Total 33 11.0 100.0   
Missing 0 267 89.0    
Total 300 100.0    

 
 (Foreign) Using biometrics makes me feel less at risk for identity theft. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 4 1.3 12.9 12.9 
disagree 7 2.3 22.6 35.5 
neutral 9 3.0 29.0 64.5 
agree 10 3.3 32.3 96.8 
strongly agree 1 .3 3.2 100.0 

Valid 

Total 31 10.3 100.0   
Missing 0 269 89.7    
Total 300 100.0    
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(Foreign) Using biometrics worries me that my info will be used against me.
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 2 .7 6.1 6.1 
disagree 5 1.7 15.2 21.2 
neutral 4 1.3 12.1 33.3 
agree 10 3.3 30.3 63.6 
strongly agree 12 4.0 36.4 100.0 

Valid 

Total 33 11.0 100.0   
Missing 0 267 89.0    
Total 300 100.0    

 
 (Foreign) I never really thought about the effects biometrics can have. 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
strongly disagree 9 3.0 29.0 29.0 
disagree 6 2.0 19.4 48.4 
neutral 10 3.3 32.3 80.6 
agree 6 2.0 19.4 100.0 

Valid 

Total 31 10.3 100.0   
Missing 0 269 89.7    
Total 300 100.0    

 
 Level of Education 
 

  Frequency Percent Valid Percent 
Cumulative 

Percent 
High School 8 2.7 3.3 3.3 
Some College 15 5.0 6.1 9.4 
Associates 8 2.7 3.3 12.7 
Bachelors 72 24.0 29.4 42.0 
Some Graduate 82 27.3 33.5 75.5 
Masters 52 17.3 21.2 96.7 
Doctorate 8 2.7 3.3 100.0 

Valid 

Total 245 81.7 100.0   
0 53 17.7    
11 2 .7    

Missing 

Total 55 18.3    
Total 300 100.0    
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age 
 

  Frequency Percent Valid Percent 
Cum ulative 

Percent 
0 55 18.3 18.3 18.3 
6 1 .3 .3 18.7 
19 2 .7 .7 19.3 
20 2 .7 .7 20.0 
21 7 2.3 2.3 22.3 
22 21 7.0 7.0 29.3 
23 24 8.0 8.0 37.3 
24 25 8.3 8.3 45.7 
25 34 11.3 11.3 57.0 
26 26 8.7 8.7 65.7 
27 17 5.7 5.7 71.3 
28 7 2.3 2.3 73.7 
29 9 3.0 3.0 76.7 
30 9 3.0 3.0 79.7 
31 8 2.7 2.7 82.3 
32 5 1.7 1.7 84.0 
33 5 1.7 1.7 85.7 
34 3 1.0 1.0 86.7 
35 4 1.3 1.3 88.0 
36 1 .3 .3 88.3 
37 5 1.7 1.7 90.0 
38 2 .7 .7 90.7 
39 2 .7 .7 91.3 
42 3 1.0 1.0 92.3 
44 1 .3 .3 92.7 
46 1 .3 .3 93.0 
47 2 .7 .7 93.7 
48 1 .3 .3 94.0 
51 1 .3 .3 94.3 
52 3 1.0 1.0 95.3 
53 2 .7 .7 96.0 
54 2 .7 .7 96.7 
55 2 .7 .7 97.3 
56 1 .3 .3 97.7 
58 1 .3 .3 98.0 
59 1 .3 .3 98.3 
63 2 .7 .7 99.0 
80 1 .3 .3 99.3 
82 1 .3 .3 99.7 
99 1 .3 .3 100.0 

Valid 

Total 300 100.0 100.0   
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