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FINDING THE RIGHT ANALOGY 

In a September 2010 article in Foreign Affairs, U.S. Deputy Secretary of Defense 

William J.  Lynn disclosed that the Department of Defense (DoD) suffered a significant 

compromise of its classified military computer networks in 2008 when malicious 

computer code, placed on a flash drive by a foreign intelligence agency, uploaded itself 

onto a network run by the U.S. Central Command (USCENTCOM).  Deputy Secretary 

Lynn writes, “This previously classified incident was the most significant breach of U.S. 

military computers ever, and it served as an important wake-up call.  The Pentagon‟s 

operation to counter the attack, known as Operation Buckshot Yankee, marked a turning 

point in U.S. cyber defense strategy.”
1
 Since the watershed event in 2008, the United 

States has made considerable improvements to preparing for and countering cyber 

incidents.  The Departments of Defense and Homeland Security (DHS), for example, 

have established organizations that are responsible for cyber security functions: U.S. 

Cyber Command (USCYBERCOM) and the National Cybersecurity and 

Communications Integration Center (NCCIC), respectively.  While the United States has 

improved defensive measures to counter cyber warfare over the last two years, Deputy 

Secretary Lynn argues “an enormous amount of foundational work remains.”
2
 In 

testimony before the House Committee on Armed Services, for example, Commander of 

USCYBERCOM General Keith Alexander stated that authorities and guidelines from 

                                                 
1
 William J. Lynn III, “Defending a New Domain,” Foreign Affairs, Vol. 89, No. 5 (September/October 

2010), 97. 
2
 Ibid., 98. 
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Congress and the White House still need clarification to ensure a good cyber defense.
3
  

In an effort to develop a comprehensive response to the cyber threat and analyze 

the issues surrounding cyber warfare, many scholars are applying insights from other 

warfare areas to cyberspace.  One common comparison has emerged between nuclear and 

cyber warfare.  Richard A. Clarke and Robert K. Knake use the nuclear weapon analogy 

and related Cold War strategic heuristics extensively in their book Cyber War: The Next 

Threat to National Security and What to Do About It.
4
 

Yet the nuclear model is not a useful analogy since nuclear weapons and cyber 

weapons share few characteristics.  The National Research Council‟s (NRC) report on 

Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack 

Capabilities highlights some important differences between these weapons.  First, 

whereas malicious activity in cyberspace can occur both on a large scale, such as the 

infiltration that precipitated Operation Buckshot Yankee, and on a small scale by hackers 

and criminal organizations, “the use of nuclear weapons provides a very important 

threshold—there is no sense in which the use of even a single nuclear weapon could be 

regarded as unimportant or trivial.”
5
  

Second, detection and attribution are far easier tasks with nuclear weapons than 

                                                 
3
 U.S. House of Representatives, Statement of General Keith B. Alexander, Commander, United States 

Cyber Command, Before the House Armed Services Committee, Keith B. Alexander (Washington, DC: 

September 23, 2010), http://armedservices.house.gov/pdfs/FC092310/AlexanderStatement.pdf 
4
 Richard A. Clarke and Robert K. Knake, Cyber War: The Next Threat to National Security and What to 

Do About It (New York: HaperCollins, 2010). See also Scott J. Schackleford, “From Nuclear War to Net 

War: Analogizing Cyber Attacks in International Law,” Berkeley Journal of International Law, Vol. 27, 

No. 1 (2009), 191-251. 
5
 William A. Owens, Kenneth W. Dam, and Herbert S. Lin, eds., Technology, Policy, Law, and Ethics 

Regarding U.S. Acquisition and Use of Cyberattack Capabilities, Committee on Offensive Information 

Warfare, National Research Council (Washington DC: National Academic Press, 2009), 293 (hereafter 

cited as “NRC”). 
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with cyber weapons.  It is unlikely that a nuclear weapon will be detonated without 

detection by terrestrial sensors and satellites, whereas malicious code can be released into 

information networks without immediate detection.  The Stuxnet computer worm, for 

example, which was a complex piece of malware designed to alter, disrupt, degrade, 

destroy or collect information on certain industrial systems, was first discovered in June 

2010, though its origins have been traced back to 2008.  There are a number of 

techniques used to determine the origin of a nuclear weapon.  First, in the case of a 

missile-launched nuclear warhead or an underground nuclear test, satellites and sensors 

monitor missile launches and terrestrial disturbances around the world, and thus the 

national origin of the nuclear activity can be ascertained.  Second, in other instances of 

nuclear attack, such as nuclear terrorism, “radiological analysis of a nuclear explosion‟s 

residues might identify the nation responsible for manufacturing the weapon, provided 

there is on file a record of the radiological „signatures‟ that would be provided by nuclear 

weapons from various nations.”
6
 Neither of these conditions applies to the attribution of 

cyber weapons, as the geographic origin of a cyber attack is very difficult to identify and 

there are no characteristic technical signatures of malicious code that can be 

unambiguously associated with a specific location.
7
 

Finally, the threshold for obtaining nuclear weapons is significantly higher than 

that for cyber weapons.  Specifically, “the acquisition of nuclear weapons requires 

enormous and expensive infrastructure for development, testing and deployment of those 

weapons,” whereas the technology for cyber warfare—computer systems and information 

                                                 
6
 Ibid., 294. 

7
 Ibid. 
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networks—is relatively widespread.
8
  

A better analogy that has been left largely unexplored by scholars and 

policymakers alike is between biological and cyber warfare.  Indeed, as the NRC report 

notes, even the virus “as an instrument of cyberattack was adopted in recognition of a 

mode of large-scale attack with certain similarities to how biological viruses spread and 

attack hosts.”
9
 While there are also differences between the characteristics of biological 

and cyber warfare, which will be explored in detail later in this article, insights can and 

should be drawn from the better-researched area of biological security and applied to the 

newer field of cyber security.   

To be sure, there are a few limited comparisons between the two areas, most 

notably by Dorothy Denning and Neil C. Rowe at the U.S. Naval Postgraduate School.  

In “Reflections on Cyberweapons Controls,” Denning draws on biological weapons 

regulatory regimes to support her analysis of possible regulation of damaging offensive 

cyber weapons.
10

 Rowe examines analogies between the ethical problems of biological 

and cyber weapons in “War Crimes and Cyberweapons.”
11

 Additionally, Martin Libicki 

offered an early metaphor between the biological functions of the immune systems and 

the defense functions of information systems.
12

 Yet, a rigorous approach to analyzing the 

range of characteristics shared by biological and cyber weapons has not been undertaken, 

                                                 
8
 Ibid. 

9
 Ibid., 297. 

10
 Dorothy Denning. “Reflections on Cyberweapons Controls.” Computer Science Journal, Vol. XVI, No. 4 

(Fall 2000), 43-53. 
11

 Neil C. Rowe, “War Crimes from Cyberweapons,” Journal of Information Warfare, Vol. 6, No. 3 

(December 2007), 15-25. 
12

 Martin C. Libicki, “Postcards from the Immune System,” in Defending Cyberspace and Other Metaphors 

(Washington, DC: National Defense University, 1997), 75-96. 
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which this study seeks to rectify. 

This article is divided into six sections and begins by developing a framework for 

comparing the characteristic nature of biological and cyber weapons that is then used to 

apply insights from biological security to cyber security, with a focus on the areas of 

deterrence and defense.  By providing examples and definitions of the terms used 

throughout the article, the first section describes the biological and cyber threat 

environment.  The second section builds the analytic framework by identifying the 

characteristics of biological and cyber weapons that will be compared in the analysis.  

The third section explores how the characteristics of biological weapons affect the U.S. 

approach to biological deterrence and defense.  The comparison between biological and 

cyber security is conducted in the fourth section, wherein the outcome of the previous 

section‟s analysis on biological deterrence and defense is used to inform an analysis of 

how the characteristics of cyber weapons affect the U.S. approach to deterrence and 

defense in cyberspace.  The fifth section addresses limitations of the analogy between 

biological and cyber security.  This article concludes with comments on cyber security 

policy goals and suggestions for further research. 

THREAT ENVIRONMENT 

Released in the final months of 20
th

 century, the U.S. Commission on National 

Security/21
st
 Century (Hart-Rudman Commission) identified biological agents and cyber 

attacks as the most likely means for disaffected states and terrorist organizations to 
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perpetrate an attack.
13

 The threat posed to U.S. national security by these weapons and 

actors remains markedly the same, if not greater, today.  Explanations and examples of 

the key terms used throughout this article provide insights into the threat posed by 

biological agents and cyber weapons.  These terms are defined broadly to include 

definitions that can be found in both academic and policy literature. 

Biological and cyber warfare are offensive activities using biological agents and 

information networks, respectively, coupled with the responsive defensive actions taken 

to counter such activities.  During the Cold War, for example, major global powers, 

including the United States, the United Kingdom, Canada, the Soviet Union and France, 

invested substantial resources to develop a strategic biological warfare capability aimed 

at attacking their adversary‟s military forces, civilian populations, or agricultural 

resources and at defending their own interests from biological warfare.
14

 More recently, 

concerns about biological warfare perpetrated by non-state actors has become a 

prominent issues, particularly with revelations about the Japanese group Aum Shinrikyo, 

which stockpiled biological warfare agents in the 1990s, and Bruce Edwards Ivins, the 

individual implicated in the 2001 anthrax attacks.
15

 Similarly, both state and non-state 

actors are engaging in cyber warfare strategic preparations or activities.  Interestingly, 

over 120 nations have developed some form of cyber warfare capability, though non-state 

                                                 
13

 U.S. Commission on National Security/21
st
 Century, New World Coming: American Security in the 21

st
 

Century (Washington, DC: U.S. Government Printing Office, 1999). 
14

 Mark Wheelis, Lajos Rozsa, and Malcolm Dando, eds., Deadly Cultures: Biological Weapons Since 

1945 (Cambridge, MA: Harvard University Press, 2006). 
15

 David E. Kaplan, “Aum Shinrikyo (1995),” in Jonathan B. Tucker, ed., Toxic Terror (Cambridge: MIT 

Press, 2000), 207-226; and U.S. Department of Justice, Amerithrax Investigative Summary (Washington, 

DC: February 19, 2010), http://www.justice.gov/amerithrax/ 
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actors perpetrate much of the malicious activity in cyberspace.
16

 

Biological weapons (BW) and cyber or information operations weapons (IOW) 

are the instruments, including the delivery vehicles and the payloads, used for these 

attacks.  
17

 There are a variety of BW agents that can serve as the “payload” in biological 

warfare, including bacteria, rickettsia, viruses, and naturally occurring poisonous toxins, 

many of which were weaponized for delivery during the offensive BW programs in both 

the United States and the Soviet Union during the early years of the Cold War.
18

 

Similarly, there are a variety of “payloads” for perpetrating a cyberattack, including 

viruses, worms, and malicious script.
19

 

A review of the terms used in this article provides cursory insights into the threat 

posed by the proliferation and uses of BW and IOW by disaffected states or terrorist 

organizations in the 21
st 

century.  In fact, the harm dissatisfied states and terrorist 

organizations can cause with these weapons is heightened by 21
st
 century globalization 

                                                 
16

 McAfee, In the Crossfire: Critical Infrastructure in the Age of Cyber War (2009), 

http://resources.mcafee.com/content/NACIPReport 
17

 Cyber warfare and information warfare have been used interchangeably, though it is avoided in this 

research because the term “information warfare” is associated with a variety of meanings, as reviewed in 

Gregory Rattray, “Delineating Strategic Information Warfare: Key Concepts, Boundaries, and Operational 

Environment,” in Strategic Warfare in Cyberspace (Cambridge MA: MIT Press, 2001), 7-76. The acronym 

IOW will be used, however, because CW is conventionally used for chemical weapons rather than cyber 

weapons. 
18

 U.S. Congress, Office of Technology Assessment, “Technical Aspects of Biological Weapons 

Proliferation,” in Technologies Underlying Weapons of Mass Destruction (Washington, DC: Government 

Printing Office, December 1993), 71-119. 
19

 Other terms used in this paper that are not explained in full detail relate to the mechanisms for security 

that will be explored in the context of biological and cyber warfare. Deterrence will be applied in the 

context of deterrence by punishment and deterrence by denial. Deterrence by punishment requires a 

credible threat of retaliation, while deterrence by denial limits an adversary‟s ability to attain its objectives, 

thereby lessening the adversary‟s desire to attain its objective. Defense is used broadly to include things, 

such as technical systems, and ideas, including legislative authorities, strategy and doctrine, that is used by 

civilian and military government entities to protect the nation from harmful biological and cyber activities. 

Finally, security responses—biological and cyber security responses, in particular—are the political and 

military strategies and capabilities that are used to counter threats to national security. 
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and technological advances.  Globalization has made both people and networks more 

interconnected, thereby increasing the number of humans or systems that a biological or 

cyber virus could infect.  Advances in computer science, such as growing data storage on 

portable storage devices and faster data speeds through commercialized fiber-optic 

communications, as well as in the life sciences, such as the sequencing of the human 

genome and the synthesis of poliovirus, have raised concerns that these scientific 

evolutions will make it easier to develop and disseminate a new and more destructive 

class of BW agents and IOW code.
20

 

Furthermore, at a time when the United States enjoys overwhelming conventional 

military superiority across land, sea and air, BW and IOW—relatively low cost 

weapons—are effective means for less powerful states and actors to challenge American 

dominance.  Gregory D. Koblentz outlines reasons for the attractions of BW to 

dissatisfied states and terrorist organizations.  With regard to state use, Koblentz argues 

the international treaties and global opprobrium placed on pathogens and poisons is more 

likely to prevent states that are satisfied with the status quo, while “states that plan on 

using violence to challenge the status quo would not likely demonstrate similar respect 

for international treaties.  The history of chemical warfare supports this proposition.  

During the twentieth century, the state that initiated hostilities was always the first to use 

                                                 
20

 For the a discussion of the effects of advances in biological research on biological warfare, see James B. 

Petro, Theodore R. Plasse, and Jack A. McNulty, “Biotechnology: Impact on Biological Warfare and 

Biodefense,” Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science, Vol. 1, No. 3, 

(2003), 161-168; and Jonathan B. Tucker and Raymond A. Zilinskas, “The Promise and Perils of Synthetic 

Biology,” The New Atlantis, No. 12 (Spring 2006), 25-45. Denning (2000) summarizes some of the 

advances in information technology that have enabled “cyberweapons.” See also, Edward Skoudis, 

“Evolutionary Trends in Cyberspace,” in Franklin D. Kramer, Stuart H Starr, and Larry K Wentz, eds., 

Cyberpower and National Security (Washington, DC: National Defense University, 2009), 147-172.  
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lethal chemical weapons”
21

 Terrorist organizations also pose a threat, although Koblentz 

acknowledges “very few terrorist groups have attempted to develop a biological weapons 

capability and fewer have succeeded…The longer-term prospects of biological terrorism, 

however, are more worrisome.”
22

 The use of biological weapons would align with a shift 

in the increasing lethality of terrorist attacks from the late 20
th

 to the early 21
st
 

centuries.
23

 

Similarly, state and non-state actors have demonstrated significant interest in the 

use of IOW.  As previously mentioned, over 120 nations have developed some form of 

cyber warfare capability while organizations are perpetrating much of the malicious 

activity in cyberspace.
24

 Throughout this article, the dangers posed by both state and non-

state BW and IOW use are of interest.  The following section builds the analogical 

framework that will be used in the subsequent analysis of deterrence and defense against 

the use of BW and IOW. 

FRAMEWORK FOR ANALYSIS 

While the use of BW and IOW both pose a threat to national security, there 

already exists a rich history of literature dedicated to understanding the theoretical, 

political and doctrinal issues surrounding BW since they first came to prominence 

following World War II.  Theodore Rosebury, a microbiologist who worked in the U.S. 

                                                 
21

 Gregory D. Koblentz, “Pathogens as Weapons: The International Security Implications of Biological 

Weapons,” International Security, Vol. 28, No. 3 (Winter 2003/2004), 101. 
22

 Gregory D. Koblentz, Living Weapons: Biological Warfare and International Security (Ithaca, NY: 

Cornell University Press, 2009), 226-227. 
23

 Bruce Hoffman, “Terrorism Trends and Prospects,” in Ian O. Lesser et al., Countering the New 

Terrorism (Santa Monica, CA: RAND, 1999), 7-38; and Bruce Hoffman, “Terrorism Today,” in Inside 

Terrorism (New York: Columbia University Press, 1998), 185-206. 
24

 McAfee, In the Crossfire: Critical Infrastructure in the Age of Cyber War. 
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program to develop biological weapons during and after World War II, wrote the first 

book to address security implications of biological weapons in 1949.  In Peace or 

Pestilence: Biological Warfare and How to Avoid It, Rosebury describes biological 

warfare as “public health in reverse” and warns that BW have no real military utility 

because the outcome of a biological attack would be impossible to predict or control.
25

  

In the 1970s, the development of the Biological Weapons Convention (BWC), 

officially known as the Convention on the Prohibition of the Development, Production 

and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their 

Destruction, also spurred extensive research on biological warfare.  For example, the 

Stockholm International Peace Research Institute published a six volume series on 

chemical and biological warfare during the early 1970s.
26

  

Revelations on Soviet Union and Iraqi biological weapons programs in the 1990s 

spurred another wave of literature on state-sponsored BW programs.
27

 More recently, the 

rising threat posed by transnational terrorist organizations in the 21
st
 century inspired new 

scholarship on bioterrorism.
28

 As Jonathan B. Tucker observed, the seminal works 

                                                 
25

 Theodore Rosebury, Peace and Pestilence: Biological Warfare and How to Avoid It (New York: 

Whittlesey House, 1949). 
26

 Stockholm International Peace Research Institute, The Problem of Chemical and Biological Weapons, 

Volumes I-VI (Stockholm: Humanities Press, 1971-1975). The titles of the books in the series are: The Rise 

of CB Weapons; CB Weapons Today; CBW and the Law of War; CB Disarmament Negotiations, 1920-

1970; The Prevention of CBW; and Technical Aspects of Early Warning and Verification. 
27

 Susan Wright, ed., Preventing a Biological Arms Race (Cambridge, MA: The MIT Press, 1990); U.S. 

Congress, Technologies Underlying Weapons of Mass Destruction; Malcolm Dando, Biological Warfare in 

the 21st Century: Biotechnology and the Proliferation of Biological Weapons (New York: Brassey‟s, 

1994); Joshua Lederberg, ed., Biological Weapons (Cambridge, MA: The MIT Press, 1999); Ken Alibek 

with Stephen Handelman, Biohazard: The Chilling True Story of the Largest Covert Biological Weapons 

Program in the World–Told from the Inside by the Man Who Ran It (New York: Random House, 1999); 

and Raymond Zilinskas, ed., Biological Warfare: Modern Offense and Defense (Boulder, CO: Lynne 

Rienner, 2000). 
28

 Tucker, Toxic Terror; National Research Council, Biotechnology Research in an Age of Terrorism 

(Washington, DC: National Academies Press, 2004); Milton Leitenberg, James Leonard, and Richard 
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published during the sixty year period from 1946-2006 “defined the discipline, 

challenged conventional thinking, and expanded scientists‟ and policy makers‟ 

understanding of the interaction between the life sciences and international security.”
29

 

To understand how the lessons from the long-studied area of biological security can 

inform cyber security, similarities and differences between the characteristics of the BW 

and IOW threat must first be established in a framework.  This begins with an overview 

of the characteristics of BW as outlined in the seminal works on biological security.  

Each of the BW characteristics are compared to or contrasted with the characteristics of 

IOW. 

Diversity of Payload 

There is a diversity of pathogens and toxins that can be used for BW.  As 

Koblentz explains, “Biological warfare agents vary widely in their infectivity (the 

number of organisms required to cause disease), virulence (the severity of the disease 

caused), transmissibility (ease of spreading from person to person), and incubation period 

(the time from exposure to a biological agent to the onset of illness).  This diversity 

provides terrorists and military planners with a great deal of flexibility.”
30

 In fact, DoD 

has identified eighteen pathogens and toxins that have already been developed or 

                                                                                                                                                 
Spertzel, “Biodefense Crossing the Line,” Politics and the Life Sciences, Vol. 22, No. 2 (May 2004), 2-3; 

Koblentz, Living Weapons; and Lynn C. Clotz and Edward J. Sylvester, Breeding Bio Insecurity: How U.S. 

Biodefense Is Exporting Fear, Globalizing Risk, and Making Us All Less Secure (Chicago, IL: The 

University of Chicago Press, 2009). 
29

 Jonathan B. Tucker, “A Biosecurity Reading List,” Bulletin of Atomic Scientists, Vol. 66, No. 1 

(January/February 2010), 63. 
30

 Koblentz, Living Weapons, 22. 
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produced as BW.
31

  

Similarly, there is a diversity of malicious code.  Viruses, which attach to another 

program or file in order to reproduce, have been plaguing computer systems since the 

1960s.  Worms, on the other hand, do not need another file or program to replicate, and, 

as such, are self-sustaining and running programs.  Many viruses and worms are 

delivered via a Trojan horse, which is a program that is intended to perform a legitimate 

function when it in fact also performs a malicious activity.  Additionally, botnets, or 

networks of computers infected with malicious code, can be coordinated to perform 

distributed denial of service attacks.  In a comprehensive primer on cyber warfare and 

cyber terrorism, Lech J. Janczewski and Andrew M. Colarik summarize the panoply of 

IOW payloads, which they refer to as deliverables, “The deliverable may seek to gain 

information on the intended target system.  It may create a backdoor into the penetrated 

system that can be exploited at a later date for a variety of purposes.  The deliverable may 

also be used to force a system to execute malicious code or instructions to modify or 

delete data and other programs.  For internal penetrations (i.e., internal usage with 

outbound capabilities), the vast majority of deliverables will be viruses, worms, and 

executable scripts (i.e., program instructions).”
32

 In summary, there are many dangerous 

biological and cyber payloads, as well as many delivery vehicles.  For biological 

weapons, delivery vehicles range from advanced aerial spray technology to 

contamination of food products or water, while malicious code in cyberspace can be 

                                                 
31

 Department of Defense, Proliferation: Threat and Response (Washington, DC: GPO, 2001), 94 and 113. 
32

 Lech J. Janczewski and Andrew M. Colarik, Cyber Warfare and Cyber Terrorism (Hershey, PA: 

Information Science Reference, 2008), xix-xx. 
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delivered by usage portals, e-mail, web browsers, chat clients, web-enabled applications 

and updates. 

Indiscriminate and Infectious 

Attacks using biological agents are unpredictable, difficult to target and can 

spread inadvertently.  Additionally, the indiscriminate and infectious nature of BW 

significantly risks collateral damage.  These factors taken together engender considerable 

fear surrounding BW.
33

 IOW share many of these same characteristics, as malicious code 

is difficult to target and can spread inadvertently, causing damage to information systems 

that were not its intended target.  The Stuxnet malware is a case in point, as it is believed 

to have spread widely beyond its intended target.  A study of Stuxnet performed by the 

systems security company Symantec indicate that while nearly 60 percent of Stuxnet-

infected hosts are in Iran—the presumed target—numerous other countries, including 

Indonesia and India, have Stuxnet-infected systems.
34

  

To be sure, some control of the spread of both BW and IOW is possible.  The 

NRC report mentions that “a virus or a worm may be configured to cause damage only to 

selected systems even if it propagates to a large number of systems…[and] biological 

weapons might be tailored to cause disease only in individuals with a certain biological 

                                                 
33

 David P. Fidler and Lawrence O. Gostin, “The Problem of Biological Weapons,” in Biosecurity in the 

Global Age: Biological Weapons, Public Policy, and the Rule of Law (Palo Alto, CA: Stanford University 

Press, 2007), 23-54. 
34

 Symantec, W32.Stuxnet Dossier (November 2010), 

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dos

sier.pdf.  
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signature, even if it infects others without causing disease.”
35

 Additionally, highly 

infectious but non-communicable diseases, such as anthrax, may limit BW collateral 

damage.   

Blow back 

Biological agents that target adversarial populations could “blow back” and infect 

the attacker‟s population because highly infectious diseases are difficult to stop.
36

 

President Richard Nixon recognized this danger in his speech renouncing the United 

States biological weapons program, “Biological weapons have massive, unpredictable 

and potentially uncontrollable consequences.  They may produce global epidemics and 

impair the health of future generations.”
37

 The potential for the blow back of IOW also 

exists, as malicious code released into an information network could return to its origin.
38

 

In short, the aphorism “What goes around comes around” applies to both BW and IOW, 

though it is likely that aggressors engaging in biological or cyber warfare would protect 

their human population or information systems through a vaccination or anti-malware 

patch, respectively. 

Target Destruction 

Biological weapons have the potential for considerable destruction due to their 

lethality.  A seminal report by the U.S. Congress, Office of Technology Assessment 

                                                 
35

 NRC, 298. For a discussion on target-tailored BW agents, see Claire M. Fraser and Malcolm R. Dando, 

“Genomics and Future Biological Weapons: The Need for Preventive Action by the Biomedical 

Community,” Nature Genetics (November 20001), Vol. 29, Iss. 3, 253-256. 
36

 Jonathan B. Tucker, “Gene Wars,” Foreign Policy, No. 57 (Winter, 1984-1985), 58-79. 
37

 Richard Nixon, “Statement on Chemical and Biological Defense Policies and Programs” (November 25, 

1969), http://www.presidency.ucsb.edu/ws/index.php?pid=2343  
38

 NRC, 298. 
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(OTA) concluded that although “nuclear weapons remain the most massively destructive 

weapons that can be built… biological weapons efficiently delivered under the right 

conditions against unprotected populations would, pound for pound of weapon, exceed 

the killing power of nuclear weapons.”
39

 While BW may cause massive destruction 

through indiscriminate harm to living things, they do not destroy structures.   

This is one important area of divergence between BW and IOW, as biological 

agents target living things (humans, animal and plants) while malicious codes target non-

living things (computer systems and information networks).  That said, IOW has the 

potential to cause significant damage.  Consider what happened in May 2000, when a 

lone hacker launched the “Love Letter” virus around the world.  James Adams explains, 

“In the United States, the Veterans Health Administration received 7 million „I Love 

You‟ messages, 1,000 files were damaged at NASA, and recovery from the attack at the 

Department of Labor required more than 1,600 employee hours and 1,200 contractor 

hours.  Estimates of the cost of the attack to the United States range from $4 billion to 

$15 billion—or the equivalent, in conventional war terms, of the carpet-bombing of a 

small American city.”
40

 There is the potential for much greater damage if a more 

technically sophisticated attacker successfully degrades or destroys critical infrastructure 

through a network attack and deprives Americans of electricity, communications or 

financial services.
41

  

                                                 
39

 U.S. Congress, Office of Technology Assessment, Proliferation of Weapons of Mass Destruction: 

Assessing the Risk. (Washington, DC: Government Printing Office, 1993): 52 (hereafter cited as “OTA” 
40

 James Adams, “Virtual Defense,” Foreign Affairs, Vol. 80, Iss. 3 (May/June 2001), 106-107. 
41

 Jeffrey Carr, Cyber Warfare (Sebastopol, CA: O‟Reilly Media, Inc., 2010), 8-12. 
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Latency 

Due to the difficulty of detection as well as the long incubation periods of some 

biological agents, there may be a period of time, or “latency,” between the release of a 

biological agent and its detection.  William Patrick, who led the US biological weapons 

development program until 1969, attempted to test the limits of security and detection by 

regularly carrying a vial containing seven and half grams of a “stimulant” for anthrax—

that is, a bacterial culture that looks exactly like the biological agent under a microscope 

but that is harmless.  In fact, he made headlines in March 1999 when he presented the 

vial at a hearing of the House Permanent Select Committee on Intelligence.  He said in 

testimony, “I‟ve been through all the major airports, and the security systems of the State 

Department, the Pentagon, even the CIA, and nobody has stopped me…seven and a half 

grams would take care of the Rayburn Building and all the people in it.”
42

 

Difficulty of detection and latency are also characteristic of malicious code.  Most 

detection software, for example, is only capable of detecting malicious code that is 

already represented in its knowledge base or of detecting anomalies in a computer 

system.  Consequently, a zero-day attack, which exploits a software vulnerability that is 

unknown to others, or an attack that does not immediately alter software operations, 

could go undetected for a period of time.
43

 To penetrate Microsoft‟s Windows operating 

system, for example, Stuxnet used four different zero-day software vulnerabilities, all of 

which went undetected by the world‟s largest software manufacturer for years after the 
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malware‟s release.
44

 

Dual Use  

The term “dual use” describes technologies and information that could have both 

civilian and military usage.  Ronald M.  Atlas and Malcolm Dando explain that the term 

has at least three different dimensions that pose a dilemma for modern biotechnology and 

its possible misuse for hostile purposes: (1) ostensibly civilian facilities that are actually 

intended for BW functions; (2) scientific equipment and biological agents that could be 

misappropriated and misused for BW functions; and (3) scientific knowledge that could 

be misapplied for BW functions.
45

 This multi-dimensional, dual-use nature of 

biotechnology has complicated regulatory regimes for BW and has the potential to enable 

the proliferation of BW to disaffected states and terrorist organizations alike. 

Cyber weapons possess similar characteristics, as the data storage facilities, 

computer systems and information networks, and the dissemination of computer science 

knowledge can be used for both benevolent and malicious intent.
46

 The dual-use dilemma 

in cyberspace is best illustrated in the white hat/black hat hacker dichotomy.
47

 “White 

hat” hackers are computer security experts that work to improve information systems‟ 

security, primarily through penetration testing.  For example, when the Conficker worm 
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was released in November 2008 and infiltrated millions of computers around the world, 

an international alliance of white hat hackers, computer security firms, and a network 

governance groups called the Internet Corporation for Assigned Names and Numbers 

joined forces to try to defeat the worm.
48

 Conversely, “black hats” refer to hackers that 

break into information networks or disseminate malicious code for illicit purposes.  Yet, 

both white hat and black hat hackers use similar tools and techniques to achieve different 

aims. 

Low Barriers to Entry 

Biological warfare has low barriers to entry for small-scale attacks in comparison 

to other forms of warfare, such as other WMD and some conventional weapons, which 

require costly research and development efforts.
49

 In a working paper for the Office of 

Population Research at Princeton University, Rebecca Katz argues that many biological 

agents for BW are simpler to acquire than material for other WMD because they can 

either be easily purchased or collected from infected humans or animals.  Katz writes, 

“Some agents, such as anthrax or brucellosis, occur naturally in animals in certain parts 

of the world, and individuals can easily travel the globe to acquire biological agents from 

regions where such diseases occur naturally.  For example, the Aum Shinrikyo cult was 

reported to have gone to Zaire to collect strains of Ebola for use in its bioweapons 
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program.”
50

 Moreover, the cost of producing and deploying BW is relatively low 

compared to other WMD.  According to the OTA report, the least expensive overt 

production of one nuclear bomb costs around $200 million, with larger programs costing 

up to 50 times more.  In contrast, a large arsenal of biological weapons costs less than 

$10 million.
51

  

The barriers to entry for cyber warfare are even lower, given that the tools to 

conduct an attack—computer systems and information networks—are inexpensive and 

plentiful.
52

 Beginning in the early 1990s, technical barriers began to fall as downloadable 

tools became widely available.  Now, even a non-technical attacker can download and 

distribute malicious code from the web.  A notorious incident of this nature, called Solar 

Sunrise, occurred in the late 1990s when a group of teenage hackers, under the guidance 

of an eighteen-year-old mentor, gained access to numerous government computers 

including military bases.
53

 The non-technical attacker distinguishes cyber attacks from 

biological attacks, as manufacturing biological weapons requires some technical 

knowledge, though in theory a non-technical attacker could contract a disease in a 

“suicide attack” and attempt to infect others in adversarial populations.  In short, unlike 

the costs and facilities associated with enriching uranium, acquiring and stockpiling toxic 
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chemicals, launching satellites, and arming military forces, biological and cyber warfare 

do not require a large investment.   

Unattributable 

The ability to conduct anonymous biological attacks is a key distinction between 

BW and other WMD.
54

 Anonymity arises out of both detection and attributions problems 

for BW.  Because BW consist of pathogens and toxins that are endemic and naturally 

occurring in certain environments and populations, there is the potential for ambiguity 

about the origin—deliberate or natural—of any particular outbreak.
55

 Therefore, unlike 

nuclear, chemical and some conventional weapons, which have components not normally 

present in natural environments and which leave signatures and residues that possess 

identifiable signatures—making attribution to a specific geographic location and, 

perhaps, nation possible—biological weapons leave few technical signatures that can be 

unambiguously associated with a specific point of origin. 

IOW are similarly difficult to attribute to an attacker in cyberspace.  The general 

problem with attribution in cyberspace has its origins in the development of the Internet, 

where anonymity was paramount, and can be broken down into two subsidiary problems, 

outlined by W. Earl Boebert: “Technical attribution consists of analyzing malicious 

functionality and malicious packets, and using the results of the analysis to locate the 

node which initiated, or is controlling, the attack…Human attribution consists of taking 

the results of technical attribution and combining it with other information to identify the 
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person or organization responsible for the attack.  There are significant barriers to both 

forms of attribution.”
56

 For example, both technical and human attribution are sustained 

mysteries surrounding the Conficker worm.  To be sure, the Conficker Cabal has made 

considerable inroads in attributing it to Ukrainian origins, but much of its technical 

functionality—what it is meant to do—is unknown.  Furthermore, little information has 

emerged on who might be behind the attack.
57

 

Ease of Dissemination 

Dissemination of BW agents for small-scale attacks can be simple, inexpensive, 

and delivered through a variety of means.  Katz offers some examples, “The simplest 

methods of dissemination are through the contamination of food products or water.  This 

method requires only direct access to the food or water—preferably after any purification 

stages.”
58

 In August and September 1984, for example, a religious cult known as the 

Rajneeshees employed biological agents—primarily Salmonella—against the inhabitants 

of a small town in Oregon by contaminating the salad bars in numerous restaurants.  It is 

believed that the cult also had planned for an attack involving the town‟s water supply.
59

 

“Agents can also be dispersed through the contamination of agriculture, indirect 

transmission through animals, and direct contact, such as the assassination of Georgi 

Markov in 1978 through an injection of ricin, or the use of the postal system to send 
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agents to targeted recipients.”
60

 A large-scale attack is more complicated, however, as it 

may require technically sophisticated dissemination via an aerosol or vapor.   

Given that many cyber weapons require little skill beyond that required to operate 

a computer and use the Internet, the dissemination of small-scale IOW attacks can be 

simple and inexpensive.  However, as Denning explains, this “rule breaks down when 

one takes into account complex cyber weapons that require advanced skills.”
61

 Indeed, 

most cyber security experts believe
 
large-scale attacks, such as Stuxnet or Operation 

Aurora, which penetrated Google servers in 2009, take considerably more resources to 

create and disseminate. 

Frequency and Severity of Attack 

Finally, despite many of the characteristics that make the use of BW attractive for 

disaffected states and terrorist organizations, it is notable that the use of BW agents by 

nation states, organization and individuals is exceedingly rare.  The authors of Deadly 

Cultures, which provides a history of offensive BW programs since the end of World 

War II, note, “Although quite a few countries had offensive BW programs after 1945, 

there are no confirmed instances in which they used these weapons.”
62

 With regard to the 

use of BW by non-state actors, Milton Leitenberg‟s review of five public databases on 

nuclear, biological, chemical and radiological terrorism found an “extremely low” 

incidence of confirmed biological cases.
63

 Furthermore, in his exhaustive study of 
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bioterrorism in the 20
th

 century, Seth Carus found that of the 180 confirmed cases of 

illicit biological activity by non-state actors only 27 involved terrorist groups and in only 

8 of those cases did the terrorist group actually acquire a biological agent.
64

 

This infrequency may be due to cultural norms and the perceived severity of their 

use.  Writing sixty years ago, Vannevar Bush, effectively the first presidential science 

advisor, remarked on why BW had not been deployed at the height of World War II: 

“Without a shadow of doubt there is something in man‟s make-up that causes him to 

hesitate when at the point of bringing war to his enemy by poisoning him or his cattle and 

crops or spreading disease.  Even Hitler drew back from this.  Whether it is because of 

some old taboo ingrained into the fiber of the race…the human race shrinks and draws 

back when the subject is broached.  It always has and it probably always will.”
65

 Bush 

succinctly captures the modern taboo on the use of biological weapons, though there are 

certainly historical examples of small- and large-scale biological attacks.
66

 

Conversely, governments and corporations around the world are under frequent 

cyber attack.  According to Defense Secretary Robert Gates, the United States is “under 

cyber attack virtually all the time, every day.”
67

 There is no taboo against the use of IOW, 

which Denning attributes, in part, to the perceived harmlessness of cyber attacks: “Many 

cyber attacks such as web defacements and low-level [denial of service] attacks are 
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perceived to be relatively harmless.  Nobody dies and damages are not usually 

permanent…But as with the other generalities, there are exceptions.  A cyber attack could 

be deadly, for example, by disrupting emergency 911 systems.”
68

 Moreover, an attack on 

critical infrastructure that deprives Americans of electricity, communications or financial 

services could have far reaching consequences. 

Summary of Characteristics of Biological and Cyber Weapons 

Taken together, the nature of BW and their production and use have many 

similarities to IOW, which establishes a framework for comparing deterrence and defense 

in biological security to cyber security.  There are some key areas of divergence between 

these weapons, however, which will be explored in the subsequent analysis.  Table 1 

below provides a summary of the characteristics of BW and IOW, indicating their 

similarities and differences. 

  

Table 1: Characteristics of Biological and Cyber Weapons 

Characteristic Biological Weapons Cyber Weapons 

Diversity of payload Yes Yes 

Indiscriminate and infectious  Yes Yes 

Target destruction Potential for high lethality among 

living things (humans, animals and 

plants)  

Potential for widespread damage to non-

living things (computer systems and 

information networks) 

Blow back Yes Yes 

Latency Yes Yes 

Dual use Yes Yes 

Low barriers to entry Yes Yes 

Unattributable Yes Yes 

Ease of dissemination Yes Yes 

Frequency  Low frequency High frequency  
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DETERRENCE & DEFENSE FROM BIOLOGICAL WARFARE 

Due to the nature of biological weapons described above, three derivative factors 

characterize biological warfare.  As Koblentz argues, biological warfare is (1) 

asymmetric; (2) favors the attacker; and (3) is difficult to deter by the threat of retaliation.  

First, the low barriers to entry coupled with the potentially high lethality of BW mean 

that, despite America‟s conventional military superiority, dissatisfied states and terrorist 

organizations do not have to build expensive weapons to pose a significant asymmetric 

threat to U.S. national security.  Second, the offense-defense balance in biological 

warfare favors the attacker.  Koblentz identifies four factors that determine the attacker‟s 

advantage in biological warfare: (1) the potency of biological weapons due to the low 

cost of production combined with the capability for infecting large numbers of people 

over a wide area; (2) the diversity of the payload; (3) the ease of surprise due in large part 

to the latency of symptoms and difficulty of detection for BW; and (4) the difficulty of 

defense due to the variety of BW agents.
69

 With regard to the difficulty of defense, 

Koblentz explains: “Defending against biological threats is complicated by the range of 

available agents, the agent specific nature of most defenses, the time lag required to 

develop new vaccines and treatments, and the ease with which an attacker can achieve 

surprise.”
70

 Consequently, a successful approach to defending against a BW attack 

includes a range of medical countermeasures, detection and surveillance systems, and 

physical protection. 

 Third, the low barriers to entry, accessibility of biological weapons to a state and 
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non-state actors, and the ease of unattributable dissemination (or “covert attack”) 

complicate efforts to deter the use of biological weapons.
71

 Koblentz asserts that because 

of the “global diffusion of dual-use biotechnology, biological weapons can now be 

developed by a larger and more diverse group of actors than can nuclear weapons…This 

greater accessibility raises the risk that biological weapons could be acquired by an actor 

that is insensitive to costs, values gains more than the status quo, and grossly 

misperceives the interests or capabilities of others.”
72

 Such actors, according to Stephen 

Van Evera, can be difficult to deter by the threat of punishment because they “do not feel 

the pain of punishment, or they are willing to take great pains to gain their goals, or they 

fail to see the punishment coming.”
73

 If a state or terrorist group believes that it could 

conduct an attack anonymously, moreover, deterrence by punishment would be 

ineffective, since a credible deterrent requires the ability to identify and punish the 

attacker.
74

 

 In the seminal article “Toward Biological Security” in Foreign Affairs, 

Christopher F. Chyba argues that one way to improve the efficacy of deterrence by 

punishment would be to increase the likelihood that an attack will be attributable, “An 

essential resource is a DNA library of as many strains of relevant biological agents as can 

be assembled…The United States needs a DNA library not only of natural and 

weaponized strains within U.S. collections but also of those located in inventories around 
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the world.”
75

 This would require cooperation with the states of the former Soviet Union, 

where many of its biological weapons laboratories were located.
76

 

Unlike deterrence by punishment, deterrence by denial—deterring adversaries by 

convincing them biological defenses would neutralize or mitigate any attack and that 

therefore an attack would be unlikely to succeed—is a useful tool for biological security.  

Christopher F. Chyba and Alexander L. Greninger argue that a collection of defensive 

moves through global public health initiatives could dissuade would-be attackers who 

would “calculate that that they could not hope to achieve dramatic results through 

biological programs and would choose to direct their efforts elsewhere.”
77

 The intrinsic 

challenges posed by biological weapons and the efficacy of deterrence by denial over 

deterrence by punishment suggest that biological security strategy should rely more 

heavily on defense than other strategic mechanisms.   

A robust defense against biological weapons must be based on improved public 

health, which includes: (1) better surveillance and early warning mechanisms; (2) 

ongoing research and development of antimicrobial drugs and vaccines against possible 

new threats; and (3) international cooperation for emerging disease detection, diagnosis 

and control.  Chyba explains each of these mechanisms for improved biological security.  

First, given long latency periods for certain biological agents, “the first responders to a 

biological attack are likely to be health care workers rather than fire, police, or military 
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personnel.  Public health surveillance for signs of unusual disease is therefore critical.”
78

 

Improved surveillance requires heightened sensitivity, which is the ability to recognize 

that an illness might be a biological attack, and connectivity, which is the reporting of this 

recognition to the appropriate authorities the subsequent timely help with diagnosis and 

treatment.  
79

  Launched in the wake of the 2001 anthrax attacks, the myriad of biological 

projects and programs at the U.S. Department of Homeland Security today are making 

continued improvements to sensitivity and connectivity in public health.
80

 

Second, while many of the steps that are needed to prepare for a biological attack 

are already underway as improvements to the recognition of and responses to natural 

disease outbreaks, other forms of research specific to biological weapons are needed.  For 

example, the Soviet Union‟s Biopreparat engineered strains of anthrax for which standard 

antibiotics are ineffective, and there are no effective drugs for certain viral agents, such as 

many of the hemorrhagic fevers.  Chyba concludes, “For the foreseeable future, therefore, 

we are locked into a kind of biological defensive arms race in which researchers will 

need to develop different or more broadly effective antimicrobials drugs and vaccines 

against possible new threats.”
81

  

This defensive arms race is not without certain liabilities, however.  Milton 

Leitenberg, James Leonard, and Richard Spertzel, three of the world‟s most respected 

experts on biological security, warn: “The rapidity of elaboration of American biodefense 

programs, their ambition and administrative aggressiveness, and the degree to which they 
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push against the prohibitions of the [BWC], are startling.”
82

 In Breeding Bio Insecurity, 

Lynn C. Klotz and Edward J. Sylvester argue that that this startling boom in biological 

security research since the attacks on the World Trade Center and Pentagon and the 

anthrax letter attacks in 2001 has created an unprecedented increase in the number of 

scientists, technicians and other lab workers with access to highly lethal and infective 

pathogens, such as the Ebola virus.  This trend alone increases the risk of accident or 

theft.  Moreover, the secrecy shrouding much of the research promotes suspicion that 

could spur an international biological arms race.
83 

 

 Lastly, as the international security dilemma of defense research illustrates, 

international cooperation is crucial to a successful strategy for biological security.  Chyba 

shows that the necessity of international measures is as “simple as arithmetic.  Many 

diseases such as the plague and smallpox have lengthy incubation times [of days]…but 

the flight time between virtually any two cities in the world is now less than 36 hours.  

Carriers of smallpox, whether terrorists or unwitting victims, could transport the disease 

around the world before they ever showed signs of illness.  Although improvements to 

border protecting are important, neither the United States nor other nations can hope to 

protect themselves exclusively by guarding their frontiers.”
84

 In short, biological weapons 

pose a threat to the global commons and, therefore, require a global response.   

Unfortunately, suggestions in the direction of developing a global response are 

often general in nature, such as “revitalize and strengthen the BWC,” “empower the 
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World Health Organization (WHO),” “enhance cooperative public health and 

nonproliferation programs,” and “reinforce the norm against the development and use of 

these weapons.” In Biosecurity in the Global Age, however, David P. Fidler and 

Lawrence O. Gostin offer a detailed proposal for a “global biosecurity concert.”
85

 The 

authors write: “We will not see a single, comprehensive treaty that unifies the 

complicated dynamics of contemporary biosecurity governance.  Nor will any existing 

international institution, including the BWC, WHO, or the UN, alone provide an adequate 

platform for managing the pluralism of biosecurity governance.  Moving biosecurity from 

unstructured to purposeful plurality will not, however, happen without some concerted 

efforts to shape, frame and monitor biosecurity governance.”
 86

  Toward this end, they 

offer specific and substantive concert objectives; precursors and precedents that lend 

support to a concert strategy; and guidelines for structuring national and international 

organizations into the concert.  While the details of this proposal are beyond the scope of 

this article, it serves as a vanguard for developing a global response to cyber security, 

which is explored in the subsequent sections. 

APPLYING BIOLOGICAL SECURITY TO CYBER SECURITY 

 

Given the similarities between the characteristic nature of biological and cyber 
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weapons, the three derivative factors that characterize biological warfare also 

characterize cyber warfare.  Specifically, cyber warfare is (1) asymmetric; (2) favors the 

attacker; and (3) is difficult to deter by the threat of retaliation.  First, the low barriers to 

entry for cyber weapons coupled with the potential for destroying or degrading some of 

America‟s critical systems from a cyber attack pose a significant asymmetric threat to 

U.S. national interests.  With regard to the asymmetric threat cyber weapons pose to 

America‟s military, DoD Deputy Secretary Lynn writes, “The low cost of computing 

devices means that U.S. adversaries do not have to build expensive weapons, such as 

stealth fighters or aircraft carriers, to pose a significant threat to U.S. military capabilities.  

A dozen determined computer programmers can, if they find a vulnerability to exploit, 

threaten the United States‟ global logistics network, steal its operational plans, blind its 

intelligence capabilities, or hinder its ability to deliver weapons on target.”
87

 Solar 

Sunrise served as an early warning that the hacking capabilities of relative non-experts 

could be used against America‟s military interests.  Knowing this, many militaries are 

now developing offensive capabilities in cyberspace and some governments already have 

the capability to disrupt or degrade elements of U.S. critical information systems.
88

  

Second, the offense-defense balance in cyber warfare favors the attacker.  Similar 

to BW, four factor‟s determine the attacker‟s advantage in cyber warfare: (1) the potency 

of the IOW due to the low cost of production combined with the capability for infecting 

large numbers of geographically disperse systems; (2) the diversity of the payload; (3) the 

ease of surprise due in large part to the latency in detecting malicious code; and (4) the 
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difficulty of defense in cyberspace.  With regarding to the difficulty of defense, Deputy 

Secretary Lynn argues, “The U.S. government‟s ability to defend its networks always 

lags behind its adversaries‟ ability to exploit U.S. networks‟ weaknesses.  Adept 

programmers will find vulnerabilities and overcome security measures put in place to 

prevent intrusions.”
89

 Just as the response to BW requires a range of defenses—including 

countermeasures, detection and surveillance systems, and physical protection—so too 

will the responses to the barrage of malicious code in cyberspace. 

Third, the reasons for the inefficacy of deterrence in cyberspace are similar to the 

reasons for the inefficacy of deterrence against a biological weapons attack: the low 

barriers to entry, the accessibility of cyber weapons to a state and non-state actors, and 

the ease of covert attack.  In fact, there is a growing consensus that the traditional model 

of deterrence by punishment appears to be too problematic to offer much surcease from 

cyber attacks.
90

 As Stephen J. Lukasik explains, “Deterrence, on the Cold War retaliation 

model, is unlikely to be effective in dealing with cyber force.  This model is a dead-end 

and continuing to pursue it simply distracts from doing something more useful.  

Deterrence itself is not impossible, but it must be based on broader concepts than 

retaliation and punishment.”
91

 Similar to biological deterrence, deterrence in cyberspace, 

writes Deputy Secretary Lynn, “will necessarily be based more on denying any benefit to 
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attackers than on imposing costs through retaliation.  The challenge is to make the 

defenses effective enough to deny an adversary the benefit of an attack despite the 

strength of offensive tools in cyberspace.”
92

 Because deterrence in cyberspace can only 

be pursued through a strategy of denial rather than punishment, cyber security, like 

biological security, should rely more heavily on defense rather than other strategic 

mechanisms. 

On the one hand, a robust defense against IOW should be based on the public 

health model prescribed for biological security.  Specifically, cyber defense requires: (1) 

better surveillance and early warning mechanisms; (2) ongoing research and development 

of defensive cyber technologies to keep pace with the rapid innovation and evolving 

sophistication of threats in cyberspace; and (3) international cooperation for monitoring 

computer networks for intrusions and attacks.  First, policymakers must develop an early 

warning system with sensitivity to the myriad threat vectors in cyberspace and 

connectivity to notify entities charged with protecting the nation‟s information networks 

when an attack has occurred.  Support for “active defense” of information systems, where 

software searches through networks to find malware and root it out or where software 

counterattacks against malware attempting to enter a system, is gaining momentum and 

will be discussed in more detail in the following section.
93

 It suffices to note here that 

there are enormous legal ramifications for giving non-government entities the authority to 

counterattack malware, particularly if the attack originates from another country.  

Therefore, if government entities, particularly the Departments of Defense and Homeland 
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Security, are to conduct active defense on behalf of commercial information systems 

owners and operators, they must have near real-time intelligence on attacks underway.  

While non-government entities will be hesitant to provide intellectual property that would 

be required to enable such an early warning system, it is certainly a more practical 

solution than empowering owners and operators to conduct their own active defense. 

Second, while many of the organizational steps that are needed to prepare for 

IOW attacks are already underway—for example, a collaborative agreement was signed 

in October 2010 between DoD, which is responsible for defending military networks, and 

DHS, which is responsible for defending other government and some critical systems 

networks—the United States must take greater technical steps in research and 

development specific to cyber warfare.  Unfortunately, long-term trends in American 

cyber expertise do not bode well.  Deputy Secretary Lynn writes, “The United States has 

only 4.5 percent of the world‟s population, and over the next 20 years, many countries, 

including China and India, will train more highly proficient computer scientists than will 

the United States.  The United States will lose its advantage in cyberspace if that 

advantage is predicated on simply amassing trained cybersecurity professionals.  The 

U.S. government, therefore, must confront the cyber defense…with a focus not on 

numbers but on superior technology and productivity.”
94

 To develop superior technology 

and productivity, however, the U.S. government must facilitate training for cyber security 

professionals.  This will require devoting significantly more resources to science, 

technology, and education at all levels. 
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Finally, given the global nature of the cyberspace, the United States must engage 

like-minded governments on cyber security.  Indeed, due to the indiscriminate and 

infectious nature of IOW, as well as the potential for blow back, a problem in one country 

can quickly become a problem in another.  Joel F. Brenner argues that governments 

should create international authorities to take down criminal botnets and make naming-

and-address protocols more difficult to spoof.
95

 In announcing the disruption of an 

international cyber crime ring through Operation Trident Breach in October 2010, for 

example, FBI Director Robert S.  Mueller said, “No one country, no one company, and 

no one agency can stop cyber crime.  The only way to do that is by standing together.  

For ultimately, we all face the same threat.  Together, the FBI and its international 

partners can and will find better ways to safeguard our systems, minimize these attacks, 

and stop those who would do us harm.”
96

 While this statement applies equally to cyber 

crime on individuals and cyber attacks on critical systems, international cooperation on 

securing critical systems is complicated by foreign governments‟ own efforts to develop 

cyber weapons that would disrupt, degrade, deny access to, or destroy adversaries‟ 

critical systems, particularly as a force-multiplier in conventional warfare.  Consequently, 

U.S. leaders will need to balance the necessity to collaborate and share information with 

international partners to prevent attacks on critical systems, with the desire to withhold 

information that could expose vulnerabilities in the nation‟s infrastructure.  An 

international concert strategy, like that recommended by Fidler and Gostin for biological 
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security, is a possible solution to this dilemma and will be explored more fully in the final 

section of this article. 

On the other hand, a robust defense against IOW will also require defensive 

mechanisms that are unique to cyberspace and for which there is no analogy in biological 

security.  The next section explores some of the limitations of the analogy between 

biological and cyber security, and some of the unique defense mechanisms that exist in 

cyberspace. 

ANALOGICAL LIMITATIONS 

 

The frequency and volume of malicious activity in cyber space is astonishing.  

Within the government, military, intelligence, and civilian agencies are under constant 

attack, while commercial businesses face a similar threat environment.  In fact, according 

to a study performed by the systems security company McAfee, an average of 60,000 

new pieces of malware are identified each day, which is a more than 400 percent increase 

from three years ago.  Furthermore, the study indicates that the complexities and 

damaging capabilities of malware is also increasing.
97

 Much of the malware is aimed at 

cyber exploitation rather than cyber attack.  The NRC defines cyber attack as “the use of 

deliberate actions…to alter, disrupt, deceive, degrade, or destroy adversary computer 

systems or networks or the information and/or programs resident in or transiting these 

systems or networks,” whereas cyber exploitation “refers to the use of cyber offensive 

actions…to support goals and missions of the party conducting the exploitation, usually 
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for the purpose of obtaining information resident on or transiting through an adversary‟s 

computer systems or networks.”
98

  

On the one hand, the Stuxnet worm is believed to be a cyber attack, most likely 

directed at the Siemens Industrial Control Systems.  The infiltration that precipitated 

Operation Buckshot Yankee, on the other hand, is an example of cyber exploitation, as 

the malicious code established what amounted to a “digital beachhead” on the Pentagon‟s 

classified and unclassified systems from which data could be transferred to foreign 

intelligence servers.  Deputy Secretary Lynn writes, “It was a network administrator‟s 

worst fear: a rogue program operating silently, poised to deliver operational plans into the 

hands of an unknown adversary.”
99

 Notably, there is no analogy for cyber exploitation in 

biological warfare. 

Given the analogical limitations between certain types of biological and cyber 

warfare, as well as the divergence in frequency of attacks, certain defensive mechanisms 

will necessarily be unique to cyber security.  To grapple with the challenges posed by the 

barrage of cyber exploitation, DoD has developed a system of defense in depth that 

includes protective network barriers to prevent intrusions, systems sensors to detect and 

map intrusions, and active defenses to counter intrusions.  The ability to deploy an active 

defense does not exist in biological security.  According to Deputy Secretary Lynn, “Part 

sensor, part sentry, part sharpshooter, these active defense systems represent a 

fundamental shift in the U.S. approach to network defense.  They work by placing 

scanning technology at the interface of military networks and the open Internet to detect 
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and stop malicious code before it passes into military networks.  Active defenses now 

protect all defense and intelligence networks in the „.mil‟ domain.”
100

 While it is beyond 

the scope of this research, exploring whether and how to implement similar active 

defenses in the „.gov‟ and „.com‟ domains are necessary and fundamental steps to 

developing a comprehensive approach to cyber security.  Admittedly, the decision to use 

this strategy to defend other domains would not be without controversy.  However, as 

Lieutenant Commander Matthew J. Sklerov argues in his article promoting the use of 

active defense to protect critical information systems, “At a time when cyber attacks 

threaten global security and states are scrambling to find ways to improve their cyber 

defenses, there is no reason to shield sanctuary states from the lawful use of active 

defenses…Selectively targeting sanctuary states with active defenses will not only better 

protect the United States from cyber attacks but should also push other states to take 

cyber attacks seriously as criminal matters because no state wants another state acting 

within its border, even electronically.”
101

 Using active defenses—or a cyber counter 

attack—may sound like an extreme measure, but it is an effective tool that can augment 

the other cyber security strategies borrowed from biological security. 

POLICY IMPLICATIONS FOR CYBER SECURITY AND AREAS FOR FURTHER RESEARCH  

 

Although the biological and cyber warfare analogy has limitations, particularly 

with regard to cyber exploitation and the necessity for active defenses in cyberspace, it 

does provide a compass for guiding much of cyber security policy.  The comparison 
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demonstrates the paramount importance of cyber defense over cyber deterrence, and the 

necessity of a public health model for cyberspace, which requires: (1) better surveillance 

and early warning mechanisms; (2) ongoing research and development of defensive cyber 

technologies to keep pace with the rapid innovation and evolving sophistication of threats 

in cyberspace; and (3) international cooperation for monitoring computer networks for 

intrusions and attacks.   Interestingly, Deputy Secretary Lynn notes that international 

cooperation through traditional arms control regimes would likely fail and a public health 

model might be better suited to facilitate the development of international norms in 

cyberspace.  Something similar to Fidler and Gostin concert for global biological security 

is one approach to consider.  The biological security experts explain the benefits of a 

concert approach to a global threat: 

Concert mechanisms in international relations pursue specific and 

substantive objectives through diverse and flexible means.  Although 

international law informs the operation of diplomatic concerts, the 

concerts themselves are not specifically created by binding legal 

instruments, such as treaties that serve as the charters or constitutions of 

formal international organizations.  In contemporary parlance, a concert is 

a type of regime that operates through a dynamic mixture of “hard law” 

and “soft law.” This mixture shapes the substantive objectives of the 

concert, and, typically, stronger powers provide political support and 

direction for the concert‟s diversified activities.
102

  

 

Using a hierarchical structure headed by the U.N. Security Council with region-specific 

initiatives implemented by designated national authorities, the global biological security 

concert would have three directives: (1) to oversee research in the biological sciences; (2) 

to embed biological security governance in the rule of law; and (3) to globalize 
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governance of biological security.  This structure would enable policymakers to be more 

effective on national and international levels and to improve health infrastructures, 

response times, and intervention capabilities.  A similarly hierarchical global cyber 

security concert would also have three directives: (1) to oversee research on the offensive 

and defensive applications of information technology in cyberspace; (2) to embed cyber 

security governance in the rule of law; (3) and to globalize governance of cyber security.  

This concert idea seeks to have governance networks moving more effectively in 

coordinated and consistent policy directions.  Given that international engagement has 

only recently begun on the cyber warfare threat, there is an opportunity to develop a 

global cyber security concert from the outset with clearly defined objectives and 

guidelines for structuring national and international organizations into the concert.
103

  

 However, details concerning the high-level cyber security recommendations 

contained in this article loom on the horizon.  With regard to surveillance and early 

warning mechanisms, for example, public and private sector entities need to develop an 

information sharing architecture.  Will this be resident in existing federal agencies or 

should the government consider a cyber safety and security organization modeled after 

the Centers for Disease Control and Prevention, which works to protect and enhance 

public health? Similarly, to facilitate the global cyber security concert, should there be an 

international coordinating authority like WHO to overses international efforts to control 

malicious code from spreading indiscriminately and potentially wreaking havoc on 

critical systems? As policymakers seek to answer these questions and others and to refine 
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some of the details for U.S. cyber security, they should consider the precedents 

established by biological security experts. 
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