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ABSTRACT 

 

The threat of cybercrime and the ensuing costs have increased the impetus for increased 

collaboration between the public and private sectors.  Privacy advocates have accordingly 

become more concerned with the growing potential for government use of dataveillance – 

collecting and analyzing data as a substitute for traditional surveillance techniques.  This study 

uses previous cases of government programs that that intersected the privacy and data collection 

domain.  It attempts to determine correlation between three measurement criteria (public opinion 

polling, media reporting and litigation) and program status (cancellation or continuation). 
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 INTRODUCTION 

In an increasingly digitally interconnected world, neither private enterprise nor 

government is sufficiently protected against an increasing occurrence of cyber intrusions.  

Previously the provenance of cyber-punks and misdirected hackers, the cyber realm has evolved 

into yet another domain of possibilities for criminal activity.  In 2009, President Barack Obama’s 

announcement of the development of a national cybersecurity strategy, affirmed what many in 

business and government were already thinking – cybersecurity intrusions had become too 

numerous and sophisticated for uncoordinated efforts to stop them.  Not only were the actual 

numbers of intrusions increasing but their resulting damage was as well.  With network 

connectivity ubiquitous throughout government, private industry, and individual homes, the 

cyber threat had grown exponentially as network convergence continued to increase and mature.   

 The progressively increased sophistication and effectiveness of cyber attacks against US 

networks (comprising both government and private enterprise) has facilitated widespread 

agreement among both parties that separate and uncoordinated defenses are insufficient to 

address the attacks.  Between the massive amount of sensitive and proprietary data contained in 

the networks to the increased connectivity between them, both the USGOV and private industry 

realized that any security solution would demand some form of cooperative collaboration 

throughout the network.  Simply put, the amount of damage and cost incurred by having 

disparate and uncoordinated defenses has, to a certain extent, reduced the reluctance to engage in 

collaborative efforts.  According to the 2009 Comprehensive National Cybersecurity Initiative 
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(CNCI), increased information sharing among government agencies and private enterprise is one 

of the foundations of a national cybersecurity defense.
1
 

In 2003, the Congressional Research Service estimated that cyber attacks against the US 

cost both government and private enterprise over $200 billion.  Costs to shareholders added 

another $200 million.
2
  Significantly, these figures only capture some of the costs associated with 

cyber security.  In 2010, cost estimates to private industry averaged $600 thousand per security 

breach, not counting prevention and detection measures.
3
 

 The cost and perceived threat of cyber intrusions and attacks has sufficiently grown to 

create a cottage industry of cyberwarfare strategists and proclamations.  The perceptions of this 

phenomenon run the gamut from the insistence of a new domain of warfare to a steadfast 

determination that the threat has been overblown to compensate for inherent weaknesses in the 

global networking framework.
4
  Stuck in the middle of the technical arguments over the cyber 

domain stand the privacy advocates, watching the engineers and administrators battle over cyber 

terrain all the while attempting to determine impacts on privacy rights.       

                                                           
1
 The White House. "Comprehensive National Cybersecurity Initiatiave." Whitehouse.gov. March 5, 2010. 

http://www.whitehouse.gov/cybersecurity/comprehensive-national-cybersecurity-initiative (accessed October 27, 
2010).  The number of entities in private enterprise is unstated but can be inferred as a significant number using 
President Clinton’s definition of “critical infrastructure” in PDD 63, Critical Infrastructure Protection (1998).  This 
would include, but is not limited to, any entity falling within the following categories:  “telecommunications, 
energy, banking and finance, transportation, water systems and emergency services, both governmental and 
private.”  An example of companies not specifically mentioned but likely covered would be internet or network 
security companies working for any entity mentioned as critical.  This follows from both the protection of those 
entities as well as the importance of cybersecurity.  This begs the question of whether the major commercial 
marketing data companies (Acxiom as an example) would be considered critical infrastructure by virtue of the 
massive amount of individual personally identifiable information (PII) on hand, especially if critical services rely on 
them for information. 
2
 Cashell, Brian; Jackson, William D.; Jickling, Mark; Webel, Baird. Congressional Research Service. "The Economic 

Impact of Cyber-Attacks." Cisco Systems. April 1, 2004. 
http://www.cisco.com/warp/public/779/govtaffairs/images/CRS_Cyber_Attacks.pdf (accessed September 20, 
2010), 2. 
3
 McAfee Inc. Unsecured Economies: Protecting Vital Information. 2009. 

http://resources.mcafee.com/content/NAUnsecuredEconomiesReport (accessed September 24, 2010), 9. 
4
 Schneier, Bruce. Secrets & Lies: Digital Security in a Networked World. Indianapolis: Wiley Publishing, Inc., 2000. 
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 Both government and private industry have highlighted the growing threat and costs of 

cybercrime and computer network attacks.  Both sectors believe that synergized cybersecurity is 

the best solution to combat this threat and that failure to engage with the combined resources of 

both entities risks destruction.  However, to privacy advocates the solution potentially poses a 

greater danger than the threat by undermining one of the core American rights – individual 

privacy.  According to the ACLU, the question is not one of absolute protection of privacy rights 

but finding an acceptable balance of security and privacy that both allows for the protection of 

the American people while preserving our cherished rights.  To them, the danger is choosing a 

course of action that only marginally improves security while severely undermining privacy 

rights. 

This concern stems from two major factors, specific to the cyber domain: 1) more and 

more people are storing information on the Internet and the World Wide Web
5
 and 2) the 

increased amount of networking and information sharing.  Aggravating this problem is the 

inability of legislation and the legal framework to maintain pace with the rate of technological 

and behavioral change.  As a result, while technology, and individual behavior, on the Internet 

continues to rapidly evolve, the most current and applicable legislation to the cyber domain is the 

Electronic Communications and Privacy Act (ECPA), passed in 1986.  In Internet time, that is 

analogous to applying cart and buggy laws to the automobile era.   

                                                           
5
 The distinction between the Internet and the World Wide Web (hereafter referred to as the Web) is similar to the 

distinction between the software code that makes up Microsoft Word and what the user sees on the screen.  The 
Internet is the technical framework that provides global connectivity and is the backbone of the Web whereas the 
Web is simply the collection of webpages and websites that are accessible via hotlinks.  The average Internet user 
only interacts with the Web as he or she surfs different sites and webpages.  For data storage purposes any data 
that is stored on a network (whether it is accessible via the Web or not) counts as Internet storage as long as that 
network is connected to the Internet.  Data that is accessible via the Web must be accessible via webpages or 
websites.  Facebook is an example of Web-based data storage whereas Amazon S3 is an example of Internet-based 
data storage (although it has web-based access as well).  References to the “Deep Web” are sometimes conflated 
with Internet storage as well since much of the data on the Deep Web is inaccessible to normal Web users.   
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 This growing disconnect between legislation and legal framework and the contemporary 

reality of the Internet exacerbates the already existing tension between privacy advocates and the 

government, particularly in light of the CNCI’s emphasis on information sharing between the 

public and private sectors.  Privacy advocates see potential in the government taking advantage 

of existing loopholes in legislation to create systems and programs that, although de jure do not 

violate individual privacy rights, clearly de facto violate them.  Whereas some clearly see the 

government through an Orwellian lens and personify all government programs as attempts to 

surveil and/or control the citizenry, others view government privacy violations through the lens 

of technology “function creep.”
6
  The website Digital European rights captures this concern with 

the following quote – “What happens when function creep moves the security system from 

something that gathers data from you as a way of protecting you to something that has the 

potential to reveal to others information you want to keep private?”
7
   

One example of function creep is the ubiquitous Social Security Number (SSN), 

originally created to facilitate administration of Social Security Benefits.  Although progression 

of the SSN into a de facto national identification number continues since 1934, the IRS’ adoption 

of the SSN as the official taxpayer identification number, in 1962, stands out as one of the 

seminal moments in that progression.
8
  In accordance with the concept of function creep, the real 

explosion of SSN use as a de factor national identification number (NIN) began during the 1960s 

                                                           
6
 Parenti, Christian. The soft cage: surveillance in America from slavery to the war on terror. New York: Basic Books, 

2003, 85-87.  Parenti draws function creep from Landgon Winner’s book, “Autonomous Technology: technics-out-
of-control as a theme in political thought,” in which Winner describes how changing technology inevitably renders 
previous rules or functions obsolete.  This change demands that old functions adapt to changing circumstances in 
order to retain, or gain, relevancy and utility.  Although Winner doesn’t specifically use the phrase, “function 
creep,” his concept has gain traction within the privacy community along with the addition of “creep.”   
7
 Digital European Rights. Discover How Function Creep Can Affect Security Systems Like Software. October 29, 

2010. http://eurorights.org/discover-how-function-creep-can-affect-security-systems-like-software.html (accessed 
November 11, 2010). 
8
 The Social Security Administration. Social Security Number Chronology. November 09, 2005. 

http://www.socialsecurity.gov/history/ssn/ssnchron.html (accessed November 11, 2010). 
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with the realization of the data processing capabilities of digital technology and computers.  As 

both private industry and government realized the utility of a single, common identifier, 

facilitated by the ability to quickly store, access, and analyze data, the perceived benefits quickly 

outweighed the initial concerns of the SSN creators (or current administrators, the Social 

Security Administration).  What seemed like a reasonable precaution in the era of hardcopy and 

filing cabinets fell prey to the unforeseeable transformation of technology.              

   Fast forward fifty years to the era of the commercial marketing database.  Even more 

dangerous, by virtue of their massive size and lengthy history of data collection, the commercial 

databases maintained by marketing companies were initially designed to help determine 

consumer preferences.  One such database, owned by Acxiom Corporation, contains the data for 

nine out of the ten largest credit card companies in the US.
9
  In an era of public and private 

sector data sharing, what prevents those databases from being used to determine our daily habits, 

especially if combined with existing government databases?           

Why this matters 

 The answer to the question can be summed up in one word: dataveillance.  Coined by 

Professor Roger Clarke, in 1988, dataveillance is “the systematic use of personal data systems in 

the investigation or monitoring of the actions or communications of one or more persons.”
10

  

Comprehensive legal and administrative systems have been created simply to restrict the 

conditions under which government entities may conduct surveillance, particularly electronic 

surveillance.  However, with the inability of legislation to keep pace with technology, existing 

                                                           
9
 Behar, Richard. Never Heard Of Acxiom? February 23, 2004. 

http://money.cnn.com/magazines/fortune/fortune_archive/2004/02/23/362182/index.htm (accessed November 
4, 2010) 
10

 Clark, Roger. "Information Technology and Dataveillance." Communications of the Association of Computing 
Machinery, 1988: 498-512. 
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laws governing surveillance do not sufficiently cover dataveillance, which depends merely on 

access to existing information rather than the conventional application of wiretaps or other types 

of listening devices.  Furthermore with a simple collaboration between public and private 

enterprise, the benefits of stand-alone databases multiply exponentially as additional datasets and 

history augment each other’s utility.  By simply deciding to share data, the entire legal 

framework for oversight and control of government surveillance techniques, vital for 

safeguarding individual privacy rights, is effectively sidestepped.   

 As databases continue to expand and networks continue to converge via 

interconnectedness, the dangers of dataveillance grow.  No longer is surveillance confined to the 

individual or even to groups.  With dataveillance, entire swaths of populations can be surveilled 

in seconds as personal information is captured, stored, and analyzed – all without a court warrant 

and with minimal human interaction.  So, while the public and private sectors are busy sharing 

information, privacy advocates are busy determining if that sharing sets the conditions for 

government dataveillance.   
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LITERATURE REVIEW 

Securitization of cybersecurity   

 Helen Nissenbaum presents a constructivist take on security studies that relies less on 

objective determinations of threat but rather the conditions and dialogue used to portray that 

threat and that threat’s subsequent “securitization.”
11

  Nissenbaum primarily presents primary 

sides, computer scientists and national security policy makers, with a third only addressed 

topically.  The group to which Nissenbaum gives the least discussion is the privacy advocates, 

who also similarly securitize discussion of cybersecurity because of what they perceive as an 

existential threat to individual privacy rights.  Although I do not disagree with this conceptual 

presentation of how bodies securitize objects in the interests of relative security, Nissenbaum’s 

argument completely neglects consideration for the population.  Although it is tempting to 

conflate the opinions of privacy advocates with the general population that would incorrectly 

assume consistent agreement between privacy advocates (essentially private interests) and the 

population.  

An essential part of Nissenbaum’s argumentative framework is the idea that issues move 

up the spectrum of public exposure and interest.  The problem with a discussion of privacy, and 

the population at large, is that Nissenbaum’s use of the spectrum doesn’t account for backwards 

movement, or what some would call the sliding scale of civil liberties.
12

  In the case of individual 

privacy, history has demonstrated that the American public has vacillated between periods of 

                                                           
11

 Nissenbaum, Helen, and Lene Hansen. "Digital Disaster, Cyber Security, and the Copenhagen School." 
International Studies Quarterly 53, no. 4 (December 2009): 1155–1175. 
12

 Posner, Richard. "Counterintellince, Counterterrorism, Civil Liberties and the Domestic Intelligence Controversy." 
Vaults, Mirrors, and Masks: Rediscovering U.S. Counterintelligence. Edited by Jennifer Sims and Burton Gerber. 
Washington, D.C.: Georgetown University Press, 2009. 278.  Although Posner addresses civil liberties within the 
context of domestic intelligence, he states the concerns that privacy advocates have regarding an Orwellian 
government possessing too much personal information on its citizens.  The same fear drives both domestic 
intelligence and cybersecurity issues since the ability to access and analyze massive amounts of data are central to 
both.  This situation creates a natural convergence of the two that worries privacy advocates. 
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intense protection of privacy and others where privacy rights (sometimes of others) are abrogated 

for the “good of the nation.”
13

  Although Nissenbaum does address the upwards movement of 

privacy rights and the willing sacrifice of such rights for the perceived benefit of the nation, she 

(along with most privacy advocates) doesn’t account for the probability (again, using history as a 

guide) that the overall perception of the threat to privacy would swing back in the other 

direction.   

Finally, Nissenbaum’s theory doesn’t address what happens when positions and opinions 

change and how that impacts the securitization model.  Hypothetically speaking, if the 

cyberthreat dies down (or government action is deemed sufficient to address the threat) and is no 

longer perceived as an existential threat to the US, then the national security community could 

move cybersecurity off the map of public discourse since it no longer threatens their referent 

object – the nation.  However, if the result of government action has left a legacy of privacy-

threatening legislation and regulation then the privacy advocates would still deem the 

cybersecurity issue as threatening privacy.  As a result, whereas the government moves 

cybersecurity down to the nonpoliticized or maybe the politicized level, the privacy advocates 

continue to securitize it.  Nowhere in her theory does Nissenbaum address this incongruity and 

its impacts on a determination of where the issue lies.  Can it exist at concurrently at different 

ends of the spectrum?  In my opinion, that is exactly what happens in reality as the government, 

the population, and privacy advocates move their respective chess pieces around the board.      

                                                           
13

 Although not cyber-related, some specific examples include the internment of Japanese Americans during WWII 
and even the post-9/11 passage of the USA Patriot Act (included as a case study in this paper).  Importantly, the 
USA Patriot Act’s impact on privacy is still debated and its use, in this paper, will not revolve on such a 
determination but rather public perception and litigation. 
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Data flow between government and private industry 

Daniel Solove captures the essence of privacy concerns in his book, “Digital Person: 

Technology and Privacy in the Information Age,” when he states that “The digital dossiers that 

continue to grow in the private sector and in public records are now becoming a tool for the 

government to monitor and investigate people.”
14

  Solove likens this to the current situation 

regarding personal information because private industry incessantly exchanges personal data for 

various reasons and decisions about clients are made without their knowledge based on that 

personal data.  All this takes place in the background and has real effects on people to the extent 

that loans are approved or disapproved or possibly jobs impacted.  The concern for privacy 

advocates is when a link is created between the public and private sectors that allows the 

government to access that personal data.  

Solove’s concern is less that of a domineering government out to control the lives of its 

population but rather the unintended consequences of bureaucratic morass augmented by the 

relatively free and unlegislated flow of personal information.  The resulting privacy violations 

then become more a function of inaction and density of the bureaucratic jungle than outright 

attempts to manipulate people’s lives.
 15

  According to privacy advocates, this is only partially 

accurate because it leaves out the aspect of function creep, which they would argue is a direct 

result of action, not inaction.  As a result, privacy advocates would more likely assert that the 

privacy violations begin with the function creep (assuming the initial plan or program does not 

already violate privacy rights) and become more difficult to correct as a result of the bureaucratic 

jungle. 

                                                           
14

 Solove, Daniel J. Digital Person: Technology and Privacy in the Information Age. New York: NYU Press, 2006, 19. 
15

 Denning, Dorothy, and Peter Denning. Internet Besieged: Countering Cyberspace Scofflaws. New York: ACM 
Press, 1998. 
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Solove’s treatment of the topic is fascinating and shows considerable ability to relate the 

intersection of individual privacy with the growing digital data revolution.  However, in the 

interest of focusing within the private sector and the handling of personal data, Solove’s 

discussion largely ignores the issue of cybersecurity.  He premises his argument on the 

assumption of complete information sharing between business and government.  However, he 

only considers legitimate forms of data movement where all parties involved agree to the 

exchange of data and not situations of unauthorized data transfer.  With the growing empirical 

data supporting theft of massive amounts of data from both government and private industry, any 

discussion of data sharing between the two must account for the presence of security policies.   

 

Strategic cyberwarfare 

Another aspect of the literature is Greg Rattray’s, “Strategic Warfare in Cyberspace,” 

which seems to have the most in common with the growing private industry and government 

fears of escalating cyber threats.  Rattray’s lens forms around the creation of a new domain of 

warfare – strategic information warfare – and the assertion that the United States must adjust 

both military and national focus towards maximizing the utility of combat in this new domain.  

Rattray’s treatment of the topic is both exhaustive and profoundly in-depth, ranging from 

comprehensive national-level security policy to existing business models that facilitate the 

release of software rated more for features and interconnectivity than security, thereby creating 

(and perpetuating) cyber vulnerabilities.  As a result of abrogating what has become a national 

security concern, particularly in the area of critical infrastructure protection, Rattray asserts that 

the US is now in the position where increased government action is necessary to protect the 

nation.   
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Despite the strength of his argument and the depth of his research, Rattray neglects one 

fundamentally important aspect of the interweaving between private industry and government – 

public perception and its impacts on a perceived growing collaboration and information sharing 

between private industry and government.  Rattray pays short notice to the very real impact that 

the fear of Big Brother holds for Americans and its potential consequences on any information 

warfare strategy.  He assumes a unity of effort and vision between private industry and 

government without any consideration for public perception or acceptance of that vision.  The 

FBI’s COINTELPRO, and the public backlash that resulted in the Church Commission, stands as 

the paramount example of government attempts to fulfill its duties with insufficient consideration 

for public sensibilities about individual privacy rights.   

Furthermore, the only mention Rattray makes of privacy rights (in a tome of over 500 

pages) is to ascribe the protection of privacy rights as a “dominant concern of the cyberelite.”
16

  

Unfortunately, to have spent effort meticulously analyzing the domain of cybersecurity, fully 

recognizing the cohabitation of both government and private industry, without any consideration 

to privacy rights renders his work dangerously inapplicable outside a strictly military context.  

Privacy does matter and his neglect of the topic unsuccessfully attempts to sidestep it. 

 

 

                                                           
16

 Rattray, Greg. Strategic Warfare in Cyberspace. Cambridge: The Massachusetts Institute of Technology Press, 
2001, 352. 
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HYPOTHESIS  

Privacy concerns inhibit national cybersecurity. 

This sets up a conflict between two essential concepts of American life: the idea of the 

right to individual privacy and the need to feel secure as Americans.  How the government 

negotiates this impacts the likelihood of a program continuing or being cancelled as a result of 

varying factors, discussed below, consisting of: public opinion, litigation, and media reporting.  

Although not exclusive to these areas, these factors represent important means by which to gauge 

public and private interest group interest.    

Americans value their personal privacy and government attempts to secure US 

cyberspace will invariably infringe on those values.  The long-term viability of those programs 

is, therefore, at least partially subject to how Americans perceive them.  The question is to what 

degree will such programs infringe on privacy and how will the American public receive them?  

Intuitively, if the American public believes that the programs unnecessarily or unacceptably 

violate privacy rights, then they will likely condemn them and force reconsideration, if not 

outright program cancellation.  However, if the public feels the tradeoff acceptably improves 

security, then the program could stand and become part of our daily life.  The following sub-

hypotheses break down that process of acceptance in terms of some of the major factors of 

acceptance: public opinion, litigation (primarily by privacy advocates), and media coverage.      

Sub-hypotheses 

SH1:  Unfavorable public opinion negatively impacts program continuity.  This assumes that 

public opinion polls accurately reflect the mood of the people and that, given sufficient weight of 

numbers, public opinion can force the government to stop controversial programs.  Although the 

ancillary effects of public opinion are beyond the scope of this paper, one possible consequence 
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could be through the actions of elected public officials, particularly Congress.  As a result, high 

public discontent with a particular program could compel a Congressman or Senator to begin 

investigative hearings into a program or propose program funding cuts.  Although the polls, or 

even public opinion, are not sufficient to end the program, they can be strong indicators of 

actions that their elected officials might take.  In the cases where existing polls do not address a 

specific program, polls that deal with similar themes or the same central issue will be used.   

SH2.  Litigation negatively impacts program continuity.  This measures the impact of litigation 

on the legal standing of the program.  Presumably if a program could be successfully challenged 

in court, and thereby determined to be illegal, then the program would have to be terminated.  At 

a minimum, this allows the possibly of a judge issuing an order to cease program activities.  

However, the impact is not strictly limited to court orders and decisions since litigation can also 

have the effect of bringing an issue to the public that might have otherwise remained unknown.  

An example of a negative impact would be a court order to release all pertinent documentation in 

accordance with FOIA requests.  For programs that require secrecy (which most of these do), the 

light of public scrutiny could be sufficient to end the program.  

SH3:  Excessive publicity or media coverage negatively impacts program continuity.  Although 

this seems obvious, the intent is to demonstrate the extent to which media coverage correlates 

with the government ending a program.  This necessarily assumes that the program already poses 

privacy rights issues and that media attention would merely bring those issues into the public 

consciousness.  Although determining a causal relationship is beyond the scope of this paper, 

determining a correlation would be sufficient for these purposes.   
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METHODOLOGY 

The methodology consists of testing several cases studies that are specific examples of 

government programs that converged on the issue of cybersecurity and privacy rights from 1990-

2010.  Each case involves some degree of collaboration between government and the private 

sector, some of which were extensive for the purposes of data mining whereas others were 

relatively minor.  The measurement criteria used are public opinion polling, privacy rights 

litigation, and media reporting.  In each case, the purpose is to determine the impact the criterion 

had on the program – essentially, whether it continued or was stopped.  A case where the 

program or policy was stopped supports the hypothesis that privacy rights concerns inhibit 

national cybersecurity objectives.  Likewise, a case where the program was allowed to continue 

refutes the hypothesis.  This study will not examine those programs that were closed and 

subsequently continued under a different program or with another agency. 

Data Set – Case Studies 

1. Threat And Local Observation Notice (TALON).  Originally a reporting format 

developed by the Air Force Office of Special Investigations (AFOSI), TALON eventually 

subsumed within the Department of Defense’s (DOD) Counterintelligence Field Activity (CIFA) 

CI database when, in 2003, Deputy Secretary of Defense Paul Wolfowitz designated TALON the 

DOD-wide standard in domestic counterintelligence reporting.  As a CI database, TALON was 

designed as a data repository for local reporting regarding potential threats against US military 

installations and interests (both outside the US and domestically).  TALON entered the public 

consciousness in December 2005 as the result of a NBC News story about TALON reporting on 

a planned anti-war demonstration near a military installation.  To the media, and the public, this 

represented the military conducting domestic surveillance on a private interest group in the 

process of exercising their constitutional rights of free assembly and free speech; furthermore, 
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TALON smacked of the Army’s counterintelligence operations of the 60s against war activists 

and civil rights leaders.  Partially as a result of the story, TALON was formally ended just over a 

later in 2007 with the TALON database was handed over to the FBI and incorporated into the 

Bureau’s GUARDIAN counterintelligence database.     

2. Total Information Awareness (TIA).  In 2002, the DOD created the Information 

Awareness Office (IAO) which, in turn, began the TIA project.  Comprising of multiple 

subprograms, the most controversial was the TIA data mining system that sought to mine what 

Admiral John Poindexter (then head of DARPA) termed, “the transaction space.”  The ACLU 

interpreted this ill-defined space to include any type of transaction that could ostensibly be used 

to track terrorists – as well as the average American citizen.  Congress cancelled funding for the 

IAO in 2003, which effectively killed the TIA.  To many privacy advocates, TIA represented just 

how far technology had progressed in facilitating the Orwellian surveillance capabilities of Big 

Brother.     

3. EINSTEIN I/II/III.  EINSTEIN is the first, and only, comprehensive cybersecurity 

system designed by the National Security Agency (NSA) for the Federal government.  Deployed 

in 2004, the first two iterations of EINSTEIN were simply passive tracking tools, commonly 

referred to as intrusion detection systems, which facilitated administrator analysis of previous 

attacks to assist in preventing future attacks.  EINSTEIN III, currently in operational testing, not 

only tracks and stores and real-time data to assist in profiling future threats but also actively 

seeks to stop penetrations – something that requires access to internet traffic destined for 

government servers from the Internet Service Providers (ISPs), such as AT&T and Verizon.  

Only a few years removed from NSA’s warrantless wiretapping venture with the ISPs, this 

further collaboration enhances privacy advocate fears of a government/ISP threat to privacy.        
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4. NSA warrantless wiretapping.  Born out of the post 9-11 national response and the 

USA Patriot Act, NSA’s warrantless wiretapping incorporated collaboration with the ISPs, 

particularly AT&T, in allowing the NSA unfettered access to all internet traffic supported by the 

ISPs.  Exposed in December 2005 by the New York Times, the NSA’s warrantless wiretapping 

(and the ISP collusion) has proven to be the single most publicized privacy-threatening 

government program since the various government surveillance programs of the 1950s and 

1960s.  Despite his public support of the program in combating terrorism and helping to prevent 

another 9-11, President Bush finally ended it less than two years later in 2007. 

5. Clipper chip.  The Clipper chip was an NSA sponsored program that mandated use of 

Clipper encryption chips in all telecommunications equipment within the US.  Central to the 

program was that the government would maintain the decryption keys thereby giving the 

government access to any encrypted data transferred through the US telecommunications 

network.  The period during this particular battle between the government and the cyber 

community is sometimes referred to as “the cipher wars.”  The aftermath included the growth of 

the civilian encryption industry as well as the proliferation of publicly available (and sometimes 

free) high-grade encryption software.  The Clipper chip was the predecessor to the current 

administration’s attempts to force ISPs and email providers to give the government plain text 

access to any data trafficking their networks.  Central to the government’s argument (then and 

now) was its requirement to be able to conduct legal surveillance and the extent to which 

encryption prevented that.    Announced in April 1993, the program was abandoned in 1996.  

6. Multi-State Anti-Terrorism Information Exchange (MATRIX).  Started in October 

2003, MATRIX was a law enforcement program that networked databases from various state and 

federal agencies.  At its height, MATRIX included sixteen state’s as several federal agencies, 



17 
 

including the FBI and the DHS (funding was provided by the DHS and the DOJ).  Although it 

grew quickly, before year’s end, a Florida newspaper had exposed the program and the murky 

history of its creator.  In less than two years, MATRIX participation had plunged to only five 

states before succumbing to budget cuts in late-2007.  Based on its reliance on government and 

civilian databases, privacy advocates believed that MATRIX was simply a federal attempt to 

restart TIA at the state level.   

7. FBI’s Carnivore email sniffing program.  Begun in 1997, Carnivore was an FBI-

developed packet sniffer with the ability to capture emails in transit, whether wired or wirelessly.  

In July 2000, it was exposed.  Although Carnivore required the use of a warrant to capture 

emails, its position as the first publicly acknowledged government program specifically targeting 

internet users, and its unfortunate name, forced the FBI to change the name of the program in 

2001.  Eventually, the bureau ended the program, in 2005, ostensibly to pursue commercially 

available products with more advanced capabilities.  Although Carnivore was ended, the FBI 

officially states that the negative publicity was not a factor – they were simply upgrading.   

8. ECHELON.  Echelon is the NSA’s codename for an international electronic surveillance 

network, of which several US allies are a part and which forms the backbone of the NSA’s 

Signals Intelligence (SIGINT) dominance.  In use since the 1960s, Echelon reportedly provides 

the NSA access to most of the world’s wireless-based communications (telephone, satellite, 

radio).  As part of domestic privacy and intelligence regulation, the NSA is forbidden from using 

Echelon to conduct SIGINT collection on American citizens or businesses.  Exposed in August 

1988, by a British reporter, Echelon has since been further detailed in a series of books and 

articles from former NSA personnel.  Despite this, the existence of Echelon has still not been 

officially acknowledged by the US government.  In 2001, the EU parliament published a report 
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warning of the privacy danger to European and global citizens posed by Echelon however no 

other action was taken.  Echelon is believed to continue to this day, adapting its collection 

methods to changing technology.       

9. Post-OPERATION AURORA.  OPERATION AURORA is the name given to a series 

of network intrusions of Google’s servers by purported Chinese hackers in early 2010.  After 

realization of the depth and scope of the intrusion, coupled with the belief that it was state-

sponsored, Google sought the assistance of the NSA to improve security measures and help 

determine attribution for the attack.  Although the NSA claims that private industry routinely 

seeks their assistance on matters of cybersecurity, privacy advocates immediately responded that 

Google represented a departure from the norm by virtue of their global reach and near-monopoly 

over internet search databases.  As a result, any collaboration between Google and the NSA 

represented a dire potential threat to privacy.  Although the collaboration presumably continues, 

privacy advocates maintain a watchful eye on the relationship.  The post-OPERATION 

AURORA example is the second of only two cybersecurity-specific cases in this study (the other 

being EINSTEIN).     

10. Computer Assisted Passenger Profiling System (CAPPS) (DHS/TSA).  Begun in 

1996, CAPPS was designed as a program that would profile passengers to assist in identifying 

potential terrorists.  CAPPS remained relatively unknown, except by privacy advocates, until 

2002 when its capabilities and database reliance were linked to similar qualities in DARPA’s 

TIA program.  The second iteration of CAPPS, CAPPS II, was cancelled by the DHS in 2003, 

shortly after TIA was defunded by Congress. 

11. SECURE FLIGHT.  Begun in 2004 as a replacement for the cancelled CAPPS II 

program, SECURE FLIGHT (SF) has many of the same requirements to profile for potential 
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terrorists.  Despite its similarity to the CAPPS program, SF remained relatively below the radar 

until the episode where its software incorrectly identified Senator Edward Kennedy as a threat 

based on its profiling of a similar name and resulted in TSA personnel refusing Senator Kennedy 

access to a flight.  The fact that Senator Kennedy had to call the head of the DHS to gain access 

to his flight and the ensuing publicity resulted in an internal TSA investigation into the privacy 

practices of the SF program.  Shortly thereafter, in 2006, SF was indefinitely suspended. 

Limitations 

Selected Cases 

The primary limitation of the selected cases is the fact that only national government 

programs are considered.  To the extent that programs are considered de facto existence of a 

policy, programs are formalized means to implement a policy.  However, policies exist 

throughout government without ever coalescing into a program.  As a result, this study does not 

(and could not) take into account the myriad of policies not implemented via programs.   

Generally speaking, the broader in scope and the more comprehensive a policy, the more 

likely it will develop into a program.  In every case, the programs surveyed were broad tools 

designed to gather and aggregate data from multiple sources (sometimes interagency as well as 

crossing the divide between the public and private sector) in support of an existing policy.  As an 

example, although the TALON reporting format was formally incorporated by CIFA in 2003 as a 

DOD-wide program, the Air Force Office of Special Investigations (AFOSI) actually created 

TALON reports in 2001, as part of the Eagle Eyes counterterrorism program.
17

  As a result of 
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 Inspector General, US DOD. "The Threat and Local Observation Notice (TALON) Report Program." Federation of 
American Scientists. June 27, 2007. http://www.fas.org/irp/agency/dod/talon.pdf (accessed November 11, 2010), 
5. 
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DOD-wide application, TALON moved from a simple reporting format to a formal DOD 

program. 

Another limitation is the reliance on what are more correctly described as counterterrorist 

cases rather than cybersecurity examples.  This limitation stems from the fact that cybersecurity 

as a national policy is not only fairly recent but has not yet coalesced at the execution level.
18

  

Currently, there is pending legislation as well as Executive Branch action but none have yet 

formalized cybersecurity’s place as a national security tool.  As a result the number of strictly 

cybersecurity-specific programs is extremely limited or simply inaccessible to the public.  In 

fact, of the selected case studies, only two are specific to cybersecurity, with the rest being 

mostly counterterrorist-specific.   

However, despite the distinction, there is significant utility in choosing counterterrorist 

cases (among others) to highlight the potential problems in national cybersecurity policy.  First, 

both demand the need for information and data to determine threat patterns and conduct threat 

analyses.  Secondly, as a result of function creep, there was tremendous potential for entities to 

use data, previously intended for a benign (or just authorized) use, for purposes for which it was 

not originally intended.  In some cases, what might not have threatened privacy rights could end 

up doing so.    

Finally, I have chosen to not address several of the massive government sharing 

programs, specifically the federal government’s Information Sharing Environment program 

(ISE) and the law enforcement specific program, Regional Information Sharing Systems (RISS).  
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 Although the Comprehensive National Cybersecurity Initiative was signed in 2009, according to a National 
Security Council progress report, much of the work is in progress, particularly at the systems level.  The next step 
would be the manifestation of a greater number of programs that would work within the established cyber 
systems.  One example of such a program, the DHS’ EINSTEIN program, is included in this study but it is still the 
only major program of its kind.  
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Although ISE has expansive reach throughout all of the Federal government, ISE sets the 

conditions in which government agencies and private industry (primarily critical infrastructure) 

share information.  Despite its formal designation as a program, the ISE primarily performs a 

facilitating function for sharing information as well as to ensure that participating members 

adhere to standards of information sharing, which includes privacy guidelines.    Unlike the 

selected cases, the ISE program does not retain any data or analytical capability for the sake of 

data aggregation or analysis.
19

  Similarly, although the RISS’s reach extends to over 100 partner 

law enforcement networks, it does not have analytical capability of its own.
20

  It, like the ISE, 

simply exists to facilitate information sharing.  Unlike the selected cases, neither ISE nor RISS 

has an inherent capability to examine data or draw conclusions – that is left to the individual 

agencies. 

Lastly, the cases are disproportionately represented by the DOD relative to other 

agencies.  With seven cases, the DOD almost doubles the total number of cases from the DHS 

and DOJ (three and two, respectively).  There are several possible reasons for this.  First, the 

DOD is the largest federal agency with the largest budget.  In 2009, the DOD’s budget, at over 

$680 billion, was more than ten times greater than the next largest, the DHS with $50.5 billion 

(this does not count the Department of Veterans Affairs which has a $93.7 billion budget).  

Additionally, with over 600,000 personnel, compared to the DHS’ 128,000 personnel (2007 

figures), the DOD has both the money and the manpower to necessary to engage in massive data 

mining ventures.
21

  Another possible reason could be that the DOD has historically demonstrated 
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a propensity for domestic surveillance and data mining projects that incur the disfavor of the 

American public.  Beginning with Army counterintelligence programs in the 60s and 70s, the 

DOD is no stranger to surveilling and gathering data on American citizens.   

Measurement criteria 

The first measurement criterion, public opinion polling, consists of drawing opinion polls 

from multiple polling organizations over the covered years (1988-2010).  The use of multiple 

polling organizations per case increases the likelihood of gathering more diverse and complete 

data with the hope of better reflecting the composite of American public opinion on the issue.  

As a result, there may be instances where a particular issue receives considerable attention from 

all of the polling organizations as well as instances where polling organization interest is 

minimal.  In instances where polling organization interest is minimal conclusions drawn from 

those particular polls would have to account for the diminished sample population.   

Polling organizations used are: Gallup, Rasmussen, and PEW.  Additionally, the EPIC 

website contains multiple polls that are also used.  One assumption for the selection of cases is 

that each one would have generated sufficient public discourse to garner the interest of polling 

organizations although this could be false.   If there seems to be some correlation between the 

amount of interest by polling organizations and general public opinion polls then I will note it.  

Intuitively, this makes some sense if one assumes that polling organizations are more likely to 

focus on hot topics of public discourse than relative unknowns.   

In cases where polls do not directly cover the selected programs I widened the poll 

criteria to involve issues with similar conditions or factors, particularly involving the government 

and privacy rights.  As an example, all polling organizations have polls directly on the subject of 
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warrantless wiretapping however not all organizations have polls specifically on the subject of 

digital data sharing between private industry and government (this is particularly pertinent in 

those periods where programs were ended but polling did not specifically address them or their 

key elements).  In the latter case, I will use polls that focus on privacy issues or analog data 

sharing between industry and government (such as paperwork and reports) where digital sharing 

is not addressed and infer the relationship between generic data sharing and digital data sharing 

for the purposes of protecting personal information.   

Finally, in some cases, detailed information on the polling methodology was not available 

and so it was difficult, if not impossible, to conduct a thorough cross-analysis of the 

methodologies to better assess the limitations in using a variety of polls from different sources.  

However, the variety of sources should help in reducing the impact of biases and collection 

methods.  Harris Polls (used several times in the EPIC poll listing) and Rasmussen Polls were 

examples of major polling organizations that limited access to their data or methodology (or 

both).  To offset the potential bias of using EPIC’s website as a clearinghouse for privacy-related 

polling, I attempted to pull up the source polling document in each instance of a poll that was 

incorporated into this paper.  

One final limitation of the use of polling comes from the attempts by polling 

organizations to be as broad based as possible, capturing the widest sample population.  As a 

result, most of the polls were drawn from nation-wide samples by virtue of their reliance on 

telephone or internet polling techniques.  Although this helps ensure more nationally 

representational statistics, it might not accurately reflect regional or local perspectives.  For 

politicians, particularly those in Congress, who collectively have tremendous power over 

programs, national trends can be less important than regional or local trends that more accurately 
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represent their constituencies.  As a result, any attempt that relies on the power of the people to 

influence their politicians and subsequently infers a relationship between that power and the 

cancellation of a program must account for those geographic differences and their impact on 

public opinion.  

The second measurement criterion will be an analysis of privacy-related litigation 

revolving around the same periods and events as the public opinion polls.  Privacy and civil 

rights advocates have repeatedly challenged the legitimacy of regulation or policies that portend 

to increase security in cyberspace at the expense of American individual liberties.  As an 

example, in 1990, the Electronic Frontier Foundation (EFF) was created specifically to address 

what was then perceived as a growing problem of liberties protection within the cyber domain.
22

  

Nowhere has this particular battle become more evident in the current context than the battle 

over privacy rights.  Since 2004, the EFF has been involved in twenty-nine cases of privacy 

rights violations, twenty-one of which were against the US Government.
23

  In addition to using 

the same criteria as case selection, I added another criterion in litigation selection:  the 

government must have been either a direct party to the litigation or a significant reason for the 

litigation.  As an example, the EFF assisted in a lawsuit against AT&T for participating in the 

NSA’s warrantless wiretapping program after 9-11.
24

  Despite the government not actually being 

named as a defendant in the litigation, the involvement of the government provided the impetus 

for bringing the issue to court.  
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The organizations from which I will draw the litigation are the Electronic Frontier 

Foundation (EFF), the American Civil Liberties Union (ACLU), and the Electronic Privacy 

Information Center (EPIC).   Generally speaking, they represent the three largest special interest 

organizations involved in litigation on issues at the intersection of privacy rights and 

cybersecurity.  However, despite that, the overwhelming majority of cases still come from EPIC.  

There are two possible reasons for this: 1) the ACLU has a wider civil liberties mandate that 

covers a greater scope than just electronic types of issues and 2) the EFF, despite initiating its 

first legal case in 1990, has dealt more with 1
st
 Amendment cases than privacy ones.  Regardless, 

the number of EPIC cases almost doubles the combined number of both ACLU and the EFF.  

Furthermore, although the first cited EPIC case occurs in 1999 and the first cited ACLU case 

occurs in 2002, the first EFF case doesn’t begin until after the discovery of the NSA’s 

warrantless wiretapping, in 2005.  In those cases in which it participates, the EFF is not a party to 

the case (plaintiff or defendant) but rather provides legal assistance to the plaintiff.   

The impact of such heavy reliance on EPIC data is unclear and may simply stem from the 

fact that EPIC’s mandate specifically deals with the topic of this paper, whereas the other 

organizations have wider mandates.  Regardless of the reasons, any conclusions drawn from the 

litigation must account for EPIC’s influence on the data.   

 The final measurement tool is the amount of publicity or media coverage attributed to the 

program for a one-year period starting from when it was exposed in the press.  Using a one-year 

period gives enough time for the cumulative effects of extended media coverage to influence the 

direction of the program.  The intent is merely to capture the number of articles on a specific 

program, drawing data from both the Lexis-Nexis and Proquest databases.  Data was limited to 

the following five major newspapers (print and online):  The New York Times, The New York 
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Post, The Washington Post, the Wall Street Journal and USA Today.  I do not attempt to draw 

any conclusions as why certain programs might or might not be covered by specific papers.  Nor 

do am I interested in whether the coverage was positive or negative.  As stated earlier, most of 

these programs were not designed to function in the public spotlight, but rather secrecy.  As a 

result, I am assuming that any reporting, particularly large amounts of it would have some 

impact on a program. 

 One significant limitation of the selected newspapers is the assumption that they 

accurately represent either the totality of media coverage or even statistically represent 

newspapers, in general.  First, the rise of the blogosphere and other internet-based reporting 

mediums has challenged traditional media’s place atop the platform of reporting the news and 

presenting discussions of national interest.  Second, although the WSJ and USA Today represent 

the top two national newspapers (in terms of circulation), they still only represent two-tenths of 

one percent of the total number of daily newspapers in the US.  Even USA Today, with the 

largest circulation at over 2 million subscribers, reaches only a miniscule percentage of the 

American population.
25

  However, even with such limitations, media coverage from the selected 

newspapers is important because as the dominant papers they are in a position to potentially 

influence other media outlets.  As an example, even though the Associated Press does not 

publish its own journal or newspaper, its reports have national impact by virtue of their 

widespread dissemination. 
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Assumptions 

 

1. There will be increased private sector and government collaboration to secure the US’ 

information networks.  The 2009 Presidential review of the National Cybersecurity Policy 

clearly stated the goal of increased private sector and government collaboration and even 

created two new offices to facilitate it.  Although this does not speak to the effectiveness of 

such collaboration, there is little in the literature to suggest that will not happen.  In fact, with 

the increased incidence of cybercrime and its associated costs, businesses are turning more to 

the government for assistance, especially amidst growing perceptions that some past 

cyberintrusions have involved state actors.  Officially, this paradigm of sharing is called the 

Information Sharing Environment (ISE).     

2. Americans continue to value privacy as an inherent civil liberties right.  There would be no 

conflict of interest if Americans did not value privacy as an inherently American right.  

Although a number of the polls in this study demonstrate that Americans are willing to slide 

somewhat on the strength of protecting privacy rights, privacy rights as a fundamental value 

remains relatively unchallenged.  Correspondingly, there is an existing public expectation of 

privacy in the cyber domain.  Just as the Katv v. US case (1967) demonstrated that 

Americans still retained an expectation of privacy despite using a public telephone, recent 

court cases have similarly reinforced that expectation for the internet.
26

   

3. Both the National Security Agency (NSA) and the Department of Defense’s (DOD) Cyber 

Command (CYBERCOM) will be involved in collaborations with the private sector.  This is 

an important assumption because of existing perceptions of DOD intent and past use of 

information systems for the purposes of intelligence collection, particularly targeted against 
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US citizens.  The involvement of the DOD, particularly the NSA, dramatically elevates the 

public concern for privacy considerations.  To a lesser extent, CYBERCOM poses the same 

concern.  However, since CYBERCOM is a new military command, the perceptions against 

it stem mostly from previous NSA and DOD civil liberties transgressions.  Many of the 

historical examples, specifically regarding government aggregation of personal data, 

occurred under the umbrella of DOD programs.   

4. Privacy definitions and considerations are particular to the United States for the purposes of 

this paper.  Although the Universal Declaration of Human Rights has provisions stating that 

privacy is a universal human right, for the purposes of this paper, privacy provisions are 

limited to the US rule of law and discussion.  This distinction is important for two reasons: 1) 

in the US, individual privacy rights are not constitutional – they are legal and 2) the fact that 

privacy rights are included in the UDHR does not clarify discussion within the US.  As an 

example, according to the UDHR, article 12 states that, “No one shall be subjected to 

arbitrary interference with his privacy…”  Although privacy is specifically addressed in the 

declaration, the use of both “arbitrary” and “interference” leave room for ambiguity and 

manipulation.  Certainly, those who would advocate reduced privacy considerations in the 

name of national security would claim that national security interests are anything but 

arbitrary.  Additionally, the legal ramifications of what would constitute “interference” 

muddy the waters significantly enough to overly complicate the discussion.  There are 

sufficient difficulties in a discussion of US-centric privacy issues with regards to cyber 

security that inclusion of outside considerations (the US being a UDHR signatory not 

withstanding) makes the endeavor unpalatable. 
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ANALYZING THE DATA 

Testing the sub-hypotheses 
 The conventional methodology of testing each hypothesis did not yield the anticipated 

results or effectiveness.  In no case did the data support causal relationships between program 

cancellation and any of the three measurement criterion.  Of the three criteria, only media 

reporting had correlation to a program’s cancellation.  Both litigation and public opinion polling 

showed little correlation to program cancellation.  The only exception to this was litigation 

concerning the NSA’s warrantless wiretapping program, which had the highest number of cases 

against it.  Potentially because polling methodology is varied and difficult, even under tightly 

controlled circumstances, it shows the weakest correlation to program cancellation or 

continuance.    

SH1:  Unfavorable public opinion negatively impacts program cancellation.  False.  Even in the 

case for which there was the most amount of data (the NSA’s warrantless wiretapping), public 

opinion polls varied in terms of their support (or lack thereof) for the program.  Additionally, 

there were multiple seemingly conflicting results that could, by themselves, lead one to different 

conclusions about the program (despite having the same sample population).  There were, 

however, some conclusions that could be drawn from the polling, such as the changing trends in 

terms of support for privacy versus security, particularly from 9-11 onward.   
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SH2.  Litigation negatively impacts program cancellation.  False.  Only the case of the NSA’s 

warrantless wiretapping program showed any correlation between the two.  However, one 

conclusion from this is that FOIA requests might have been a better testing measure than 

litigation.  Although FOIA requests formed the great majority of litigation, there were many 

FOIA requests that never moved to the level of litigation.  As a result, there were programs that 

had outstanding, or resolved, FOIA requests that did not have litigation.  One example was the 

EINSTEIN program, to which EPIC submitted a FOIA request but never initiated litigation.  

There were several other programs that fell into this category. 

 

Program Litigation total

NSA (WW) 11

TIA 2

CAPPS 4

Secure Flight 2

EINSTEIN 0

Echelon 0

Clipper Chip 0

ADAMS 0

OPN AURORA 0

Carnivore 0

MATRIX 0

TALON 0  

Figure 1 Program litigation 
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SH3:  Excessive publicity or media coverage negatively impacts program cancellation.  True.  

Media coverage has the strongest correlation to program cancellation since six out of the top 

seven programs, in terms of media coverage, have been cancelled.  The only surviving program 

is less a formal program than an example of public/private sector collaboration for the purposes 

of cybersecurity.  Additionally, the surviving programs only garnered 3% of the media total 

further lending credibility to correlation between media and program cancellation. 

 

Program Total Status

ECHELON (NSA) 0 Active

Clipper Chip (Crypto Wars) 24 Cancelled

CARNIVORE (FBI) 103 Cancelled

TIA/IAO (DARPA) 104 Cancelled

CAPPS (DHS/TSA) 30 Cancelled

MATRIX (FBI/State LE) 9 Cancelled

SECURE FLIGHT (TSA) 3 Cancelled

EINSTEIN (DHS) 0 Active

TALON (CIFA) 21 Cancelled

NSA (warrantless wiretapping) 571 Cancelled

OPERATION AURORA 27 Active

ADAMS (DARPA - email) 0 Active  

Figure 2 Reporting compared to status 
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Polling. 
1. Public opinion polling demonstrates consistent public support of individual privacy rights 

throughout the entire period (1988-2010).  Although this support reached its lowest point 

after 9-11, polling never dropped below 36% (those who thought surveillance would violate 

privacy rights).  By December 2001, support for privacy rights had moved up to 44%.  These 

statistics were taken from the New York Times/CBS poll conducted on December 12
th

, 2001 

and represent the lowest percentages of the polls.  At the other end of the spectrum, 

indicating very strong support for surveillance, a Harris poll from October 3
rd

, 2001, showed 

68% support for a national ID (considered invasive of privacy).  However, by March 2002, a 

Gartner Group poll showed that support dropping down to only 26%.  Regardless of whether 

for counterterrorism purposes or other reasons, after 9-11 there was a brief drop in privacy 

rights concerns.  However, across the board, polling indicates that privacy rights concerns 

began to move back up relative to security concerns, particularly in 2005 after the exposure 

of the NSA warrantless wiretap program.   

2. The public is somewhat skeptical the government’s uses of personal data.  In a Markle survey 

done from July 2001, 40% of respondents indicated that they had “very little” or “no 

confidence at all” that the government would use their personal information exactly as they 

said they would.  Furthermore, surprisingly 86% of the same respondents were “concerned 

about the government selling their personal information.”  A USA Weekend poll conducted 

by the Opinion Research Group Corporation, on July 2
nd

 2000, found that 43% of 

respondents felt the government posed the greatest threat to privacy.  An American Society 

of Newspaper Editors poll, conducted in April 2001, found that 50% of respondents were 

“very concerned” and 30% “somewhat concerned” that the government might violate their 
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personal privacy.  Likewise, an August 2002 poll found that 60% of respondents felt that the 

government possessed too much personal information about individuals.      

3. The top issue in polling, with sixteen occurrences out of 57 questions, concerned data 

handling concerns (from both private industry and government).  At a similar level of 

concern, surveillance issues garnered fifteen occurrences.  The remaining issues were: 

balancing civil liberties with security (eleven occurrences), concern for potential abuses of 

power (six occurrences), national ID (four occurrences), and concern for the strength of 

current privacy laws (four occurrences).  Polling data represented sixteen different polling 

organizations with 57 total polling questions from 2000-2008. 

4. Data handling concerns revolve around three issues: 1) a general lack of trust of both private 

industry and the government to properly handle personal data (either through negligence or 

outright impropriety), 2) the general perception that failure to maintain control of personal 

data would equate to privacy violations, and 3) the belief that proper stewardship of personal 

data was very important. 

Litigation. 

1. Litigation poses an unclear relationship to program termination or cancellation.  With respect 

to the NSA’s warrantless wiretapping, the program with the greatest amount of litigation, 

most of the cases revolved around FOIA litigation as a result of non-compliance (or refusal) 

with FOIA requests.  There is a correlation between the number of legal cases and the 

number of program cancellations between 2003-2007 (the period during which both 

cancellations and litigation were the highest).  

2. Separate, but related to the litigation, FOIA requests played an important part in forcing 

government release of information about secretive programs.  Out of the 26 legal cases, 17 of 
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them began with FOIA requests that evolved into FOIA lawsuits.  The significance of this is 

that successful FOIA requests/lawsuits force the government to release information that 

would have been otherwise withheld from the public.  In each of the nine cases where FOIA 

requests were not formative to the litigation, there was no need since each of the cases 

revolved around warrantless wiretapping, which had already been heavily subjected to FOIA 

requests by that time.   

3. From 2003-2005 litigation was the heaviest.  This also corresponds with the period in which 

the most number of programs were exposed and ended.  During this period, there were nine 

active programs (of the study total of twelve), of which seven were canceled during this 

period.   

4. The DOJ received the majority of litigation, with the DOD a close second.  The DOJ was 

named as a defendant in nine (out of 26 cases) while the DOD, or DOD subordinates (NSA 

& DARPA), were named as defendants in six cases.  The remaining cases were spread out 

between the telecommunications companies, the USGOV (US or Bush) and the then-Director 

of National Intelligence, Dennis Blair. 

5. Interestingly, presumably as a result of their cooperation with the NSA over warrantless 

wiretapping, six cases were initiated against the telecommunications companies.  Although 

they fell outside the criteria of direct government involvement, the cases were included 

because they were ultimately either dropped or decided for the telecoms at the insistence of 

the government. 
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Media Coverage. 

1. The DOD remains a lightning rod for media coverage.  The programs that garnered the most 

media coverage (TIA and NSA warrantless wiretapping) were DOD programs.  Together, the 

two programs accounted for almost 75% of the 892 articles written during the period 1988-

2010.  Both programs also fell within the 2003-2007 period.  Furthermore, accounting for all 

programs related to the DOD (Echelon, Clipper Chip, TALON, post-OPERATION 

AURORA, ADAMS) the percentage of DOD media coverage jumps to just under 84%.  By 

contrast, the DOJ tallied only 12% of total media coverage with the DHS receiving only 

3.7%.     

2. The NSA’s Echelon program had zero media coverage from the five designated newspapers 

during the period 1988-2010 despite its reputation as a global spy network and the EU 

Parliament’s report on Echelon.  For a program reputed to be able to capture the great 

majority of global internet and wireless communications traffic, that is an astounding 

statement of either disinterest or superlative information operations on the part of the NSA.  

Maybe since Echelon has never been tied to US domestic surveillance, despite some 

suspicions, it has remained atop the fray that its erstwhile siblings have been buried in. 

3. The four active programs comprise just 3% of total media coverage with the collaboration 

between the NSA and Google being 100% of that coverage.  The remaining three programs 

that have received ZERO coverage: NSA’s Echelon, DARPA’s ADAMS, and the DHS’ 

EINSTEIN.   

4. Despite the fact that the DHS’ EINSTEIN program requires emplacing monitoring assets 

within the ISPs (similar to the NSA’s warrantless wiretapping program), there has been no 

public opinion or media response.    
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POLICY IMPLICATIONS 

 The reasons for selecting the three measurement criteria were relatively straightforward: 

all of them represented vital considerations for the policy maker when making decisions.  As a 

democracy, the will of the people is the writ of the politician.  At the same time, the judiciary 

stands as the defenders of the US Constitution – those who make the final determinations as to 

what is, or is not, constitutional.  Finally, the media acts as the magnifying glass, focusing 

society’s attention on those issues they deem important.  Rarely has the power of one overridden 

the power of the remaining collective for each represents a distinctly different body politic.  As a 

result, attention to only one of the three is insufficient to optimize the chances for success.  

Gaining support for all three might be too optimistic so the grand compromise, and potentially 

the most successful, is to attempt to gain the support of at least two of the bodies.   

 There are limited lessons learned from three of the four active programs.  Echelon 

seems to be a statistical outlier when looking at both longevity and media coverage.  ADAMS is 

the newest program and is still in its research phase.  The post-Operation Aurora collaboration 

between the NSA and Google, despite the potential perceived privacy dangers, has not really 

grabbed the public’s attention as much as it has privacy advocates.  As such, none of the three 

offers much for policy implications aside from the potential benefit of relative secrecy (such as 

has been attained by Echelon despite its 50+ year existence).   

Some of the most valuable policy suggestions can be drawn from the cases that occupy 

the extremes of the study, in terms of the measurement criteria.  Both the DHS’ EINSTEIN 

program and the NSA’s warrantless surveillance offer useful insight into reactions of the media, 

the populace, and privacy advocates and also demonstrate the potential impacts of aggressive 

public engagement.  
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The example of the DHS’ EINSTEIN program 

EINSTEIN has evolved into its third iteration and has been extensively engaged in the 

public sphere by issuing a privacy assessment for each iteration, including all the operational 

testing exercises.  Unlike all the other programs included in the study, EINSTEIN has maintained 

an aggressive public policy posture aimed at assuring as well as informing the general public 

(and privacy advocates) as to its intent and mission.  In fact, DHS has gone so far as to include 

various privacy organizations into its portions of its planning process.  Although privacy 

advocates still harbor concerns about EINSTEIN, it is arguable that the DHS’ aggressive 

information and inclusive planning campaign have help set conditions for success.   

Despite a program that requires collaboration with commercial ISPs, EINSTEIN III has 

yet to create the public and media uproar that one might expect for a program involving the 

DHS, the NSA, and the telecoms.  Herein lays another of EINSTEIN’s stepping stones on the 

path to success: gradual development.  Rather than immediately seek the holy grail of 

cybersecurity and attempt to develop an all-powerful system, DHS started at basic functionality 

and gradually improved and added on improved functions over time.  As a result, when the NSA 

warrantless wiretapping scandal broke, complete with the collusion of the ISPs, EINSTEIN 

stayed under the radar because the existing iterations didn’t involve the ISPs.  It wasn’t until the 

DHS rolled out EINSTEIN III, in 2010, five years after the NSA/ISP scandal that the DHS 

necessitated cooperation with the ISPs.  Until then, EINSTEIN existed primarily as an internal 

cybersecurity measure program and had little interaction outside of the federal walls.  This 

doesn’t imply that the DHS intentionally avoided the potential obstacle but simply attributes 

some of EINSTEIN’s success to avoiding the same problem, intentionally or otherwise.   
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EINSTEIN has benefitted, however, from the fact that it exists to secure federal cyber 

workspace and networks, one thing that everyone seems to agree is both useful and necessary.  

What happens when EINSTEIN’s reach extends beyond the domain of federal networks and 

incorporates civilian networks? That is the point at which EINSTEIN III is at right now and the 

issue that the DHS privacy planners have heavily spent the past several years developing capital 

on.  The program has finally come to the point at which it emerges from the shadows of the 

federal intranet and requires integration with the telecoms to complete its appointed task of 

protecting federal networks and systems.  In order to prevent network intrusion, EINSTEIN 

requires access to internet data destined for federal networks before that data reaches the 

networks, hence the need for ISP collaboration.        

Finally, by eschewing the aggressive sounding names of its forebears, EINSTEIN stays in 

the mainstream without bringing up fears of an aggressive government pursuit of power.  

Contrast that with names like Carnivore, TALON, and Total Information Awareness.  In fact, 

EINSTEIN’s critical infrastructure equivalent, the NSA’s Perfect Citizen, could take a few 

lessons on avoiding Orwellian names for any program that might be perceived as infringing on 

civil liberties. 

In fact, EINSTEIN’s success might be the brightest sign of the future of cybersecurity 

since it has managed to delicately walk the balance between operational security (still being 

mostly classified) and public and media appeasement.     

The NSA’s warrantless wiretapping program   

The NSA’s warrantless wiretapping program provides interesting and informative insight 

into a secretive, potentially illegal government surveillance program and the reaction by the 
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public, privacy advocates, and the media.  In some cases, the data leads to some counterintuitive 

conclusions, particularly the public polling data, whereas in others, the data intuitively makes 

sense, such as the media reporting data.  In the case of this particular program, the power of 

public opinion doesn’t necessarily measure up to the power of the media.   

Polling information immediately prior to and after the NSA’s warrantless wiretapping 

program was exposed shed important light on how the public perceives government surveillance 

programs.  Just prior to the program’s exposure, 73% of respondents to a Gallup poll indicated 

that they did not support making it easier to legal authorities to tap phones, read email or read 

personal mail whereas only 25% supported such efforts.  Yet, multiple polls conducted from 

January to May, 2006, indicate far more conflicted opinions on the topic despite the 

overwhelming media attention devoted to the “scandal”.  Despite the nearly 50% divergence in 

opinion BEFORE public exposure, once the public was made aware of an actual program that 

clearly fit into the category of “73% not supporting” – the greatest divergence of opinion shrank 

to just 8%.  Not only did almost double the number of people support the program as had 

previously indicated they would but the number of people supporting such a program versus not 

supporting it had come much closer to parity.  As a result of the conflicted poll numbers, the 

possibility that public opinion might not have been a direct factor in the cancellation of the 

NSA’s program is worth consideration.  Had the numbers retained the divergence of the pre-

exposure poll then there could have been strong correlation between public opinion and the 

chances of program continuance.  This indicates that policy makers might benefit from looking 

elsewhere for answers.     

One possible explanation for the difference in numbers can be attributed to the post-911 

effect.  Since then, American support for national security measures have increased even when in 
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conflict with civil liberties.  The polling consistently supports this.  However, the polling also 

consistently demonstrates that Americans are wary of government abuse of the increased powers 

of surveillance and protection afforded by the post-911 environment and the USA Patriot Act.
27

  

Although it might seem intuitive, the NSA’s warrantless wiretapping was not universally 

perceived by the public as an abuse of government powers.  Again, the inconsistent nature of poll 

results demonstrates the amount of internal conflict within the public by showing both a majority 

disapproving of the NSA program and a majority who felt that warrantless surveillance was 

right.
28

  Contrasted with polling just prior to 9-11, this enhances the correlation between the post-

911 environment, even four years after the attack, and a permissive public towards government 

security programs.  The policymaker, however, needs to carefully consider how long such 

permissiveness will continue and weigh the needs of security against the possibility of a public 

backlash should security measures be perceived as going too far.   

As a percentage of overall reporting as well as sheer numbers, the media clearly felt that 

the NSA’s warrantless wiretapping program was newsworthy.  Arguably the two major 

newspapers covering the political beat, The Washington Post and the New York Times, both 

combined for a total of 408 articles, a total nearly equal to the sum of all other articles by all 

other newspapers (including the WP and the NYT) from 1988-2010.  In contrast to the conflicted 

nature of the public, the media clearly chose the side of privacy rights including generally pro-

government media such as the Wall Street Journal and the Washington Times.   

                                                           
27

 Harris polling in October 2001 indicates strong support for increased government powers to combat terrorism 
but also concern about the potential for abuse of those powers.  However, 87% of respondents to the poll still 
believed that the government and law enforcement would use their newly increased powers, “in the right way.” 
28

 Even more telling is the fact that these results came from the same sample population. 
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When taken in conjunction with the barrage of FOIA requests and subsequent litigation, 

it is worth considering if media coverage and litigation might have played a more instrumental 

role in ending the program than public opinion?  From another perspective, could those two have 

played a greater part in influencing the politicians who ultimately helped end the program than 

the opinion of the American public?  Again, had the public been more unified in its opinion there 

might be no issue to discuss.  For any policymaker, the opinion of the American public cannot be 

disregarded but neither can the combined effects of a media blitz and extensive court visibility.           

CONCLUSIONS 

 Ultimately, the determination of whether the cancellation of eight out of twelve programs 

can foretell the fate of a national cybersecurity program is more complicated and nuanced than 

this study would imply.  For simplicity sake, this study did not consider the relative values of 

each program to national security.  As a result, it was outside the scope of this paper to determine 

beyond a simple binary argument whether the nation lost value when the programs were 

canceled.  However, given the initial requirements for determining the impact of privacy rights 

concerns on national cybersecurity policy, the resulting assessment is potentially grave.   

 Almost 80% of the programs that relied on the same fundamental aspect of information 

sharing as the CNCI were cancelled within two years of their public disclosure.  As the polls 

indicated, data handling, from a purely administrative perspective as well as from the perspective 

of intentions, is a serious issue and one that concerns most Americans.  How to navigate the 

intersection between public opinion on data handling and the necessity of information sharing to 

a successful CNCI is the crux of the problem.     
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 However, all is not dire, despite the stated parameters of this paper because the programs 

most pertinent to cybersecurity, EINSTEIN and the NSA/Google collaboration, have not 

generated the public and media backlash of the other programs.  Although the other selected 

cases were useful from the perspective of determining American perspectives on privacy and 

potential responses to the perceived violation of that privacy, they inherently differed in function 

and intent.   

 At its root, the NSA-Google collaboration is about sharing security-specific data to assist 

in preventing another type of cyber attack that occurred against Google.  Although privacy 

advocates are right to feel a little uncomfortable with the relationship, there is little difference 

between collaboration between the NSA and Google versus collaboration between the NSA and 

Microsoft.  Both companies dominate their respective global markets and both maintain massive 

amounts of data on the global citizenry, including Americans.  Similarly, both have become 

ubiquitous presences in the computerized way of life.  Despite that, the public outcry has been 

minimal regarding the NSA’s assistance in developing more secure operating systems (beginning 

with Windows XP and continuing for Windows 7).  Furthermore, NSA testimony before the 

Senate in 2009 stated that the NSA was also assisting Sun Microsystems, Apple, and RedHat in 

developing security measures for their respective operating systems.
29

      

All the previously cancelled programs indiscriminately sifted through massive amounts 

of data that could have simply implicated innocent people without either recourse of 

understanding of why.  EINSTEIN, however, targets only data directed to federal servers.  

                                                           
29

 Information Assurance Director, National Security Agency. "Cybersecurity: Preventing Terrorist Attacks and 
Protecting Privacy in Cyberspace." United States Senate Committee on the Judiciary. November 17, 2009. 
http://www.judiciary.senate.gov/pdf/11-17-09%20Schaeffer%20Testimony.pdf (accessed November 15, 2010). 
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Furthermore, the threat database used to profile potential cyber threats doesn’t stem from 

monitoring human behaviors but rather monitoring software and code behaviors.   

Perhaps this speaks best to the prospects for successful cybersecurity, as opposed to its 

embattled cousin, dataveillance.  Although cybersecurity requires dataveillance application, the 

intent and the target vary sufficiently from the privacy-threatening dataveillance of personal 

information, regardless of whether it is anonymized.  If the administration can continue to keep 

the attention of public opinion and the media focused on these ideas, then cybersecurity, and the 

CNCI as a whole, stands a better chance of success.  

Fundamentally, the intent of EINSTEIN, and cybersecurity in general, is not to profile 

human beings but rather malicious software code.  Although the long-term ramifications of 

potentially wrongly implicating innocent code as a threat is not well understood, it is not likely to 

ever rise to the level of concern of doing the same to an American citizen – even if the code was 

“made in the USA.”  
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APPENDICES 

PRIOR to 

1988 1988 1993 1996 1997 2000 2001 2002

LEGISLATION ECPA (1986) PATRIOT ACT

FISA (1978) ATA

Church Commission 

(1976)

EVENT
COINTELPRO (1956-

1971) SEP- 9/11

CIA Family Jewels 

(1974)

ECHELON (NSA) Global SIGINT Begins in the 1960s

ECHELON 

exposed

EU Parliament 

report

Clipper Chip (Crypto Wars) GOV Encryption access

APR.  

Announced by 

GOV

Program 

ended

CARNIVORE (FBI) Email access

OCT.  

CARNIVORE 

begins as 

OMNIVORE

JUL. 

CARNIVORE 

exposed

Name 

changed to 

DCS1000

CAPPS (DHS/TSA) Profiling database/data mining

CAPPS I 

started

TALON (CIFA) Domestic surveillance/reporting

TALON 

created

TIA/IAO (DARPA) Profiling database/data mining

JAN: IAO created

AUG: Poindexter brief 

on IAO

NOV: IAO "exposed"

NSA (warrantless wiretapping) Warrantless wiretapping

NSA warrantless 

wiretapping begins

LITIGATION Katz v. US (1967)

EPIC Cases

EPIC v. DOJ & Dept of Treasury Information sharing

WSJ article 

expose

JUL. FOIA 

request Open FOIA lawsuit

ACLU Cases

ACLU & EPIC v. DOJ Patriot Act

FOIA request

SEP.  Open FOIA 

lawsuit  

Figure 3 Litigation and program status Pre-2003 
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2003 2004 2005 2006 2007

EVENT

CARNIVORE (FBI) Email access CARNIVORE ended?

CAPPS (DHS/TSA) Profiling database/data mining

ASSR dbase 

CAPPS II cancelled

TALON (CIFA) Domestic surveillance/reporting

DEC. TALON 

exposed TALON ended

TIA/IAO (DARPA) Profiling database/data mining

IAO closed. 

TIA ended

NSA (warrantless wiretapping) Warrantless wiretapping

DEC.  NSA 

warrantless 

wiretapping 

exposed

JAN. President 

defends program

Program ended 

by President

MATRIX (FBI/State LE) Profiling database/data mining

OCT.  MATRIX 

created & exposed MATRIX ended

EINSTEIN (DHS) Internet traffic access w/ ISPs EINSTEIN deployed

SECURE FLIGHT (TSA) Profiling database

SF started to replace 

CAPPS II

SEN Kennedy fiasco

TSA Privacy 

Office 

investigates SF SF suspended

 

Figure 4 Program status 2003-2007 
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2003 2004 2005 2006

LITIGATION
EPIC Cases

EPIC v. DOJ & Dept of Treasury Information sharing Case settled

EPIC v. TSA Information sharing. CAPPS II

AUG. FOIA request

SEP. Open FOIA 

lawsuit

JUN. Decision for 

EPIC.

EPIC v. DHS/DOD Information sharing. CAPPS II

MAR.  FOIA request.

JUN. Open FOIA 

lawsuit.

NOV. EPIC settles 

suit.

EPIC v. DHS

Information sharing

ASSR.CAPPS II/SF SEP. FOIA request

JUN. Open FOIA 

lawsuit

EPIC v. DOD Information database/TIA JAN.  FOIA request

EPIC v. DHS & Dept of Commerce Information sharing

JUL. FOIA requests

SEP. Open FOIA 

lawsuit.

DoC complies. 

EPIC drops suit 

against DoC. Suit 

against DHS 

continues.

EPIC v. DOJ Information sharing. SF

FOIA request.

OCT.  Open FOIA 

lawsuit

MAR. Settled 

with DOJ.

EPIC v. DOD DIA database aggregation

MAY. FOIA request

JUL. Open FOIA 

lawsuit

APR. DIA 

relents. EPIC 

drops case

EPIC v. NSA Warrantless wiretapping

FOIA requests to 

NSA on 

warrantless 

wiretapping

EPIC v. DOJ Warrantless wiretapping FOIA request

Open FOIA 

lawsuit

EPIC v. DOJ Patriot Act

APR. Open FOIA 

lawsuit

NOV. decision 

for EPIC.

EPIC v. NSA Warrantless wiretapping

FOIA requests to 

NSA on 

warrantless 

wiretapping

EPIC v. DOJ Warrantless wiretapping Open FISC lawsuit  

Figure 5 EPIC litigation 2003-2007  
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2003 2004 2005 2006 2007

EFF Cases

Hepting v. AT&T Warrantless wiretapping

JAN. Open 

lawsuit

Warshak v. US Warrantless email seizure Open lawsuit

Shubert v. Bush Warrantless wiretapping

May. Open 

lawsuit

Al Haramain v. Bush Warrantless wiretapping

JUN. open 

lawsuit

ACLU Cases

ACLU & EPIC v. DOJ Patriot Act

May. Decision for 

DOJ

ACLU & EPIC v. DOJ Patriot Act OCT. FOIA request

Open FOIA lawsuit.

JUL. Decision for 

ACLU & EPIC.

ACLU v. DOJ Warrantless wiretapping

FOIA requests to 

DOJ on NSA 

warrantless 

wiretapping Open lawsuit

US v. Adams Warrantless wiretapping

MAY.  Open 

lawsuit.

 

Figure 6 EFF & ACLU litigation 2003-2007 
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2008 2009 2010

LEGISLATION FISA 

Amendments 

Act (FISAA)

EVENT

EINSTEIN (DHS) Internet traffic access w/ ISPs

EINSTEIN 

mandatory

EINSTEIN II in 

development

EINSTEIN III in 

development ICW NSA

OPERATION AURORA NSA-Google collaboration

CNE/CNA against 

Google

Google/NSA 

agreement exposed

ADAMS (DARPA ) Email access & data mining

Program development 

begins

LITIGATION
EPIC Cases

EPIC v. NSA Warrantless wiretapping Open lawsuit

EPIC v. NSA Warrantless wiretapping Open lawsuit

EPIC v. VSP Fusion center Open lawsuit

EFF Cases

Hepting v. AT&T Warrantless wiretapping JUN. dismissed

Warshak v. US Warrantless email seizure decision for Warshak

Shubert v. Bush Warrantless wiretapping JAN. decision for Bush

Jewel v. NSA Warrantless wiretapping

SEP. Open 

lawsuit JAN. decision for NSA

ACLU Cases

Amnesty v. Blair FISA Amendment Act

JUL. Open 

lawsuit.

AUG. Decision 

against ACLU.

Appealed  

Figure 7 Litigation and program status 2008-2010 
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The 

Washington 

Post

The New York 

Times

The Wall 

Street Journal

The Washington 

Times

USA 

TODAY Search Key STATUS

ECHELON (NSA) 1988-1989 0 0 0 0 0

ECHELON AND NSA

between AUG1988-1989 Active

Clipper Chip (Crypto Wars) 1993-1994 7 13 3 1 0

Clipper chip AND government

between AUG1993-1994 Cancelled

CARNIVORE (FBI) 2000-2001 25 25 18 13 22

CARNIVORE AND FBI

between JUL2000-2001 Cancelled

TIA/IAO (DARPA) 2002-2003 25 44 3 31 1

DARPA OR Poindexter AND Information 

Awareness

between AUG2002-NOV2003 Cancelled

CAPPS (DHS/TSA) 2003 14 0 6 6 4

CAPPS AND DHS OR TSA

between JAN2003-JAN2004 Cancelled

MATRIX (FBI/State LE) 2003-2004 2 4 1 1 1

MATRIX AND database AND law 

enforcement

between OCT2003-2004 Cancelled

SECURE FLIGHT (TSA) 2004 0 0 3 0 0

Secure Flight AND TSA or DHS

between JAN04-05 Cancelled

EINSTEIN (DHS) 2004-2005 0 0 0 0 0

EINSTEIN AND DHS

between 2004-2005 Active

TALON (CIFA) 2006 14 6 1 0 0

TALON AND military 

between DEC2005-2006 Cancelled

NSA (warrantless wiretapping) 2006 148 260 51 87 25

NSA AND wiretapping 

between DEC2005-2006 Cancelled

OPERATION AURORA 2010 7 13 5 0 2

NSA AND Google

between JAN2010-NOV2010 Active

ADAMS (DARPA - email) 2010 0 0 0 0 0

ADAMS AND DARPA

between JAN2010-NOV2010 Active

 

Figure 8 Media Reporting 
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Polling 

organization Year Month Status

Party

g=gov

b=business Topic Question

The Harris Poll 2001 October p g abuse

Concern about potential for abuse of 

such powers by FBI and LE

Between 68% and 79% express moderate 

concern

Between 32% and 44% express high 

levels of concern

The Harris Poll 2001 October p g abuse

Concerns of nationality, racial or religious 

profiling 44% highly concerned What about moderately concerned?

The Harris Poll 2001 October p g abuse

Concern that mail, telephone calls, 

emails, or cell phone calls of innocent 

people would be checked 45% highly concerned What about moderately concerned?

The Harris Poll 2001 October s g abuse

Confidence that such powers would be 

used "in a proper way" 87% are at least somewhat confident

The Harris Poll 2001 October s g abuse

Concern that non-violent critics of 

government would have their mail, 

telephone, email or cell phone messages 

captured 38% highly concerned What about moderately concerned?

The Harris Poll 2001 October s g abuse

Concern that LE would investigate 

legitimate political and social groups 32% highly concerned What about moderately concerned?

Gallup 2002 June s g balance

Bush administration in restricting 

people's civil liberties in order to fight 

terrorism 60% about right 11% too far

Public Agenda 

& National 

Constitution 

Center 2002 September p g balance

More government power intrudes on civil 

rights and freedoms is the biggest threat 

to the constitutional rights of Americans 36% agree  

Figure 9 Polling October 2001-September 2002 (Abuse of power/Balance of security and civil liberties issues) 
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Public Agenda 

& National 

Constitution 

Center 2002 September p g balance

Concern for constitutional liberties 

prevented law enforcement from doing 

their job well in preventing 9-11 10% agree

Public Agenda 

& National 

Constitution 

Center 2002 September p balance

Who is the best guardian of individual 

freedoms? 35% say ordinary citizens 31% say the government

Gallup 2003 August s g balance

Bush administration in restricting 

people's civil liberties in order to fight 

terrorism 55% about right 21% too far

 CNN/USA 

Today/Gallup 

poll 2004 February s g balance

How far does the Patriot Act go in 

restricting people's civil liberties in order 

to fight terrorism?

64% believe either about right or not far 

enough 26% believe too far

Washington 

Post/ABC News 2006 January p g balance

USGOV intruding on privacy rights in 

investigating terrorism 64% agree

Washington 

Post/ABC News 2006 January p g balance

USGOV intrusions on privacy rights in 

investigating terrorism are justified 46% said no How many said "yes"?

Gallup 2006 January s g balance

Bush administration in restricting 

people's civil liberties in order to fight 

terrorism 40% about right 38% too far

Washington 

Post/ABC News 2006 January s g balance

Priority of USGOV respecting personal 

privacy versus investigating possible 

terrorist threats 68% placed a higher priority on security 32% placed a higher priority on privacy

Gallup 2006 May p g balance

Bush administration in restricting 

people's civil liberties in order to fight 

terrorism 34% about right 41% too far  

 

Figure 10 Polling September 2002-May 2006 (Balance of security and civil liberties issues) 
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UPI/Zogby 

International 2007 April p g balance

USGOV should be allowed to suspend 

privacy laws to share terror information 53% are against this

American 

Society of 

Newspaper 

Editors 2001 April p b data handling

Concerns that a company might violate 

their personal privacy 51% very concerned 30% somewhat concerned

American 

Society of 

Newspaper 

Editors 2001 April p b data handling

Confidence that private companies use 

personal information exactly the way 

they said they would 52% said "very little" or "no confidence"

American 

Society of 

Newspaper 

Editors 2001 April p g data handling

Concerns that the government might 

violate their personal privacy 50% very concerned 30% somewhat concerned

Harris 2002 February p g, b data handling

Important to have limited access to data 

within an entity 84% say yes

Annenberg 

Public Policy 

Center 2003 August p b data handling

Trust ISP not to disclose online personal 

information 18% trust ISPs

Annenberg 

Public Policy 

Center 2003 August p b data handling

Trust banks and/or credit card companies 

not to disclose online personal 

information

18% trust banks and/or credit card 

companies

Annenberg 

Public Policy 

Center 2003 August p g data handling

Trust government not to disclose online 

personal information 13% trust the government

Harris 2003 March p data handling

Being able to control the collection of 

personal information 69% say this is "extremely important"  

 

Figure 11 Polling March 2003-April 2007 (Balance of security and civil liberties issues, Data Handling) 
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Annenberg 

Public Policy 

Center 2005 June p b data handling

Charities are barred by law from selling 

personal information without permission 72% falsely believed that statement

CNN, USA 

Today, Gallup 2006 May p g, b data handling

Telecom turn over records to 

government as part of the program

42% would not feel that their privacy had 

been violated

57% would feel that their privacy had 

been violated

UPI/Zogby 

International 2007 April p b data handling

Privacy of personal information is 

important as consumers 85% agree

PEW Internet 

and American 

Life Project 2008 September p b data handling Personal data sold to another party

90% responded they would be very 

concerned

PEW Internet 

and American 

Life Project 2008 September p b data handling

Companies providing cloud applications 

analyzed their information and displayed 

ads based on that

68% of users of at lesat one of the six 

cloud applications say they would be very 

concerned

Consumer 

Reports 2008 September p b data handling

Internet companies should always ask for 

permission before using personal 

information 93% agree

Consumer 

Reports 2008 September b data handling

Companies require consent to use 

personal information collected from 

online activities 48% incorrectly believe this

PEW Internet 

and American 

Life Project 2008 September data handling Use of  cloud computing

69% of online Americans use webmail 

services, store data online, or use 

software programs whose functionality is 

located on the web

The 

Washington 

Post 2001 November p g ID Support for a National ID 44% support

 

Figure 12 Polling November 2001-September 2008 (Data Handling, National ID issues) 
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The Harris Poll 2001 October s g ID Support for a National ID 68% support 28% do not support

Gartner Group 2002 March p g ID Support for a National ID 26% support

Gallup 2005 July s g ID

Requirement for all Americans to carry a 

national ID card 66% support 33% opppose

Business 

Week/ Harris 2000 March p g laws

Laws regulating how personal 

information is used 57% would support such laws 15% support self-regulation

Markle 

Foundation 2001 July p g laws

Rules to protect consumers on the 

internet 64% say such rules are needed

2001 June p g laws

Government should pass more privacy 

laws to ensure online privacy 66% say current laws are inadequate 33% say current laws are sufficient

Harris 2002 February p g laws Adequacy of current privacy laws 63% say current lawsare  inadequate

Business 

Week/ Harris 2000 March p g, b policies Importance of privacy notices

75% said "absolutely essential" or "very 

important"

Gallup 2001 June p g, b surveillance Concerns about internet use monitoring 61% concerned about ISP 39% concerned about business/company

The Harris Poll 2001 October s g surveillance

Closer monitoring of banking and credit 

card transactions by FBI and LE 81% support 17% do not support

The Harris Poll 2001 October s g surveillance

Expanded monitoring of cell phone and 

emails by FBI and LE 54% support 41% do not support

Gallup 2001 September p g surveillance

Make it easier for legal authorities to 

read mail, email, or tap phones without 

person's knowledge 33% support 65% oppose

First 

Amendment 

Center 2002 August p g surveillance

The government possessed too much 

personal information about individuals 62 % agree  

 

Figure 13 Polling March 2000-July 2005 (National ID, Privacy Laws & Policies, Surveillance issues) 
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Gallup 2004 February p g surveillance

Federal agents secretly search home - 

allowed by Patriot Act 26% approve 71% disapprove

Gallup 2005 July p g surveillance

Make it easier for legal authorities to 

read mail, email, or tap phones without 

person's knowledge 25% support 73% oppose

CNN, USA 

Today, Gallup 2006 January s g surveillance

Warrantlesss surveillance is right or 

wrong 50% say right 46% say wrong

Newsweek 2006 May p g surveillance NSA telephone call records database

53% say program goes too far in invading 

people's privacy

CNN, USA 

Today, Gallup 2006 May p g surveillance NSA telephone call records database 43% approved 51% disapproved of the program

CNN, USA 

Today, Gallup 2006 May p g surveillance

NSA telephone call records database 

violates law 22% say "definitely" violated the law 32% say it "probably" violated the law

USA 

Today/Gallup 2006 May p g surveillance

NSA telephone call records database 

necessitate immediate Congressional 

investigation 65% say yes. 34% say no

USA 

Today/Gallup 2006 May p g surveillance

Feelings about government program to 

collect phone records 43% approve 51% disapprove

CNN, USA, 

Gallup 2006 September s g surveillance

Warrantlesss surveillance is right or 

wrong 55% say right 42% say wrong

Consumer 

Reports 2008 September g surveillance

A court order is required to monitor 

online activities 43% incorrectly believe this  

Figure 14 Polling February 2004-September 2008 (Surveillance issues) 
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