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ABSTRACT 

 
Advances in technology are shifting the focus of privacy concerns; commonplace 

transactions can generate information that is collected imperceptibly, and easily 

manipulated by ever improving automatic processes. It has become impractical, and often 

undesirable, to prevent personal information collection, processing, and use, but these are 

just the actions that policies have targeted to prevent privacy harms.  Approaches to 

policy will need to adapt to secure privacy in an increasingly connected world.   

To determine how, I review the history of privacy theory, beginning with its roots 

in the idea of a public-private divide and tracing its development to identify useful 

conceptions of privacy with which to evaluate policy.  This discussion frames a look at 

recent and contemporary laws that protect privacy, and establishes the conceptual 

underpinnings of the prominent approaches to privacy, ‘Fair Information Practices’ and 

‘the Harm Framework.’  I trace their development through major policies and policy 

recommendations up to the present day.  I evaluate them, first in terms of their internal 

consistency, and then in light of new and anticipated technologies that are reshaping our 

world.  I identify several trends in technology that current approaches to policy fail to 

account for. 
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Based in this foundation, I present policy recommendations that realistically 

address privacy concerns.  What these technologies require is not just a modernization of 

policy, but a modernization of privacy itself.  The boundaries of public and private are 

changing, and we need to choose where we will draw the line.  Many of the privacy 

protections that we may desire are inconsistent with each other, so we must decide which 

we will sacrifice to protect the others.  I argue that, because dignity harms are dependent 

upon dashed expectations, it is dignity harms that we should learn to accept, focusing 

instead on more tangible and disruptive harms.   

This argument suggests two important changes for a successful privacy policy.  

The first is that privacy policy needs to accept and acknowledge sacrifice, explicitly 

rejecting protections against certain privacy harms in favor of others or of other social 

values.  The second is that policy laws should be flexible: highly context dependent, and 

subject to periodic review to account for the inevitable changes of technology that will 

affect them.  Ultimately, the value created by these technologies is more important than 

the short-term privacy harms that they entail. 
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CHAPTER ONE 

INTRODUCTION 

That advances in technology create privacy problems is not new.  Warren and 

Brandeis’ were prompted to write their seminal article establishing a Constitutional right 

to privacy because of the impact that the development of instant photography had on their 

lives.1  Over a hundred years later, Daniel Weitzner illustrates the continuing association 

with a hypothetical: 

Alice has a three-year old child with a severe chronic illness that requires long-
term expensive treatment.  Alice tries to learn all that she can about the illness, 
buying books about the disease online, searching the Web using AOL, and 
participating on online . . . parent support chat rooms.  One day Alice applies for 
[a] job and is rejected.  She suspects it’s because a background check somehow 
learned about her Web activities and flagged her as high risk for expensive family 
health costs.2 

 

 This short anecdote shows the promise and peril of technology.  Alice is able to 

obtain instant information about her child’s illness, undoubtedly useful to a troubled 

parent.  Even the employer, though we find the particulars troubling, was able to gain 

information about a job candidate that they found valuable.  The way the information is 

used, though, is threatening to our ideas about how the world should work, and how 

information should be used against a person. 

As information technology develops, these conflicts will become more common.  

With each of countless innocent actions taken in an average day, people shed information 

about themselves, and technology is making this information easier to collect and use.  

ISPs log transmissions searching for piracy.3  They may be subject to requests from the 
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government to track communications of suspected terrorists, drug traffickers, child 

pornographers, or other lawbreakers.4  Websites track users to improve their rate of return 

and drill-down.  They see where people come from to get to the site, and where they go 

when they leave, so that they can better advertise their services.  The advertising they 

host may also monitor traffic, to provide targeted advertising that increases their 

revenue.5   

Cell phone companies record the destination and duration of calls. Many cell 

phones contain location-tracking mechanisms, often reporting a user’s location to the cell 

phone company automatically at regular intervals.  This tracking helps to provide 

services, and to optimize network performance.  Many features of the mobile web are 

location-dependent, meaning that a third-party application is sent geographic coordinates 

from which it can provide information about a user’s surroundings.  This information 

may be stored, and may soon even be indexed for further targeted advertising. 6  Almost 

all cell phones today have video cameras, and the speed with which dramatic events are 

posted online demonstrates how often and effectively they are used to document 

everything from parties to revolutions.7 

 Furthermore, many types of information which seem innocuous – IP address, date 

of birth, zip code – and which may be innocuous on their own, when combined in vast 

databases can be used to re-identify individuals with troubling accuracy.  “Anonymized” 

medical records released for scientific study, movie rental information shared to improve 

marketing, and search information inadvertently shared online, were all re-identified and 

associated with specific individuals through data mining techniques.8  The information 
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about themselves that people transmit regularly enables marketers, potential employers, 

and governmental organizations to glean detailed portfolios on individuals from 

thousands of mundane transactions. 

The Information Age is just that: an age dominated by improvements in 

information manipulation, in which information of a growing variety, and from an 

enlarging set of sources, can be collected, processed, and distributed quickly and 

efficiently.  These advances are made because people value information, and 

technologies are designed to fulfill the desire for more.  Web and GPS enabled phones, 

for example, provide consumers with near instant access to information, making their 

lives easier and more productive.  People can navigate the web from almost anywhere, 

staying in touch with their friends and colleagues, and conducting business transactions.  

They get from place to place using internet mapping services, track their route for future 

reference, and get information about what’s going on around them as they travel.   

This rapidly increasing flow of information empowers users to do more for less, 

networking with everyone and everything that concerns them, all day, every day.  But 

this ease of transfer cuts both ways: nearly as easily as I can find out about the world, the 

world can see into my life and my actions.  Insofar as we do not want certain information 

about ourselves to be shared, this raises a daunting question: Can we protect consumers, 

allowing them to keep private the information that they do not wish to share, without 

stifling progress that has improved peoples lives, and promises so much more? 

 Policy makers have struggled to find a balance.  On one hand, consumer rights 

groups argue that current policies do not do enough, for example failing to protect users 
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from deceptive information practices.9  On the other, policy is overbearing in some 

situations, such as the EU ‘cookie law,’ under which a user must consent to every 

‘cookie’ she encounters; these small files store basic user information are used on nearly 

all websites.10  Current policies offer little real protection for consumers, but they are 

often stifling to economic progress and participation, cultural exchanges, and the 

proliferation of valuable technologies.  New and near-future advances will further bring 

these countervailing social values into conflict. 

 The goal of this paper will be to lay this problem out in detail, ultimately to offer 

forward-looking recommendations for how to shape privacy policies to deal with a 

changing technological world.  Based in a discussion of what privacy is and from where 

it derives value, these recommendations will be both practical and theoretical.  They will 

include general observations regarding how and why past policies have failed, the 

practical limitations of privacy policies that are insurmountable, and which violations will 

be best addressed by doing nothing, as well as more specific principles and concepts that 

will need to be part of an effective policy.  Before we can offer solutions, though, we will 

need to thoroughly understand the question.  First, we need to define privacy and place it 

in a philosophical and historical context, so that we know what policies are after and why 

it is considered valuable (Chapter Two).  Second, we will need to look at past and present 

policy to see what has already been tried (Chapter Three).  Third, we will need to 

examine new and anticipated technologies, to see how they cause problems for current 

policies, and to see the types of privacy harms they are likely to create going forward 
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(Chapter 4).  Only then can we make informed recommendations about what privacy 

should be, and how policy should achieve it (Chapter 5). 

 The discussion of privacy as a concept will focus largely on specifying just what 

privacy is, and what is meant when we talk about ‘privacy harms.’  Though it is used 

freely, and we may feel that we have a good grasp of what it means, nailing down a 

useful definition of “privacy” is not a trivial matter; many definitions exist, and it will be 

useful to examine the major contributions to the discussion.  John Stuart Mill recognized 

that “there is a sphere of action in which society, as distinguished from the individual, 

has, if any, only an indirect interest,” implying a divide between the “social” and the 

“self-regarding”.11   But even he had difficulty identifying the precise limits.12  Warren 

and Brandeis proposed that privacy is “the right to be let alone,”13 but since their 

introduction of a right of privacy, the courts have applied the legal concept in multiple 

ways, leading some scholars to conclude that privacy, per se, does not exist, but is instead 

a series of related-but-distinct torts.14  Some have said what relates these torts is dignity, 

arguing that the tort’s are in fact connected by their implications for human autonomy, 

liberty, and respect.  Others proceed in the other direction, denying any relation between 

the torts, and so denying a coherent right to privacy.  They look instead at specific harms 

such as fear of exposure, lack of anonymity, and other harms generally referred to under 

the umbrella term of “privacy.”15  Alan Westin calls privacy “the claim of individuals, 

groups, or institutions to determine for themselves when, how, and to what extent 

information about them is communicated to others.16  Helen Nissenbaum defines privacy 

based on social norms, suggesting that the right to privacy is best understood as a right to 
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appropriate information flows as defined by context.17  Though they differ on the specific 

meaning of privacy, many of these positions tend to give privacy an inherent value, and 

therefore treat it as an absolute right. 

 Westin’s definition of privacy as control of information is a conceptual precursor 

for the idea that there is a property right in information about oneself, leading to theories 

that plug privacy violations into various forms of economic calculus to determine the 

most efficient outcome.  Richard Posner argues that while I may value my privacy, 

someone else may equally value the information that I am interested in keeping private.18  

In that sense, a limitation of information sharing creates a cost, and this cost needs to be 

weighed against the benefits of privacy protection. These theorists put more weight in 

competing social interests, and so have particular significance for the discussion of 

privacy as it relates to technology.  Privacy has no inherent value for them, and they 

advocate that we should protect whatever type of information flow produces the most 

value. These theorists treat privacy instrumentally, valuing it only as a means to achieve 

other benefits for society; when a technology provides significant benefits, the privacy 

harms it creates are more or less disregarded. 

 These discussions will be enlightening for many aspects of privacy, but it is 

Daniel Solove’s conception of privacy through which we will examine privacy problems.  

Solove’s “taxonomy” is useful because it allows for multiple sources of privacy harms, 

and multiple values for them, focusing only on identifying what the harms are.  He argues 

that differences between issues falling under ‘privacy’ do not necessarily imply a lack of 

commonality,19 and attempting to identify a common feature of privacy can reduce it to 
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that feature.  Instead, he provides the notion of a ‘family resemblance’ between the 

disparate aspects of privacy, a similarity that does not rest on one common trait, but 

rather on a common pool of traits.  The value of the umbrella term is that certain types of 

actions will tend to create these harms, so it is useful to talk about them as a type of harm, 

even though there is no single common feature.  Solove’s conception is also useful 

because it identifies privacy harms without taking a position on the relative weight that 

should be placed on them, or whether or how they should be weighed against other social 

interests.  This flexibility lets us identify what the policies do or don’t do for privacy, 

before committing to a position on what they should or shouldn’t do. 

 Understanding privacy in this way gives us an objective vantage point from which 

to compare policies that rely on incompatible understandings of privacy.  The policies 

that will be examined fall broadly into two categories, mapping roughly to two branches 

of the conceptual roots of privacy.  The first, known as Fair Information Practices, treat 

privacy as an absolute right.  They attempt to place more control in the hands of the 

individual, and to protect privacy by empowering the individual to determine how her 

information will be used.  Fair Information Practices also include a number of limitations 

on information collection, processing, and use, but in practice they rely primarily on 

notice and consent.  They are characterized by a position that holds that anyone who 

wants to avoid what they consider a privacy violation should be able to, and that 

businesses, government, and other individuals must accommodate that desire if at all 

possible.  Most modern privacy policies fall into this category, but they are often stifling, 

costly, and unrealistic. 
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 The other view takes privacy not as a right, but as a piece in an economic puzzle.  

This idea leads to a policy approach known as the Harm Framework, which focuses on 

the tangible harms that the lack of privacy creates, not as inviolable rights, but as 

legitimate potential harms that need to be weighed against other harms, e.g. disruption of 

consumer services. Privacy is not treated as sacred, but neither is it ignored that people’s 

privacy desires are legitimate and valuable.  This approach tends to err on the side of 

increasing information flow, finding nothing inherently wrong with collecting and 

exchanging information, and so tends to be less stifling, though also less protective of 

privacy. 

These policies are developed and changed in response to new forms of 

technology, and a review of current and anticipated technology will show the flaws in 

current policies and suggest improvements. Technology is a main driver of the discussion 

of privacy.  From early in the history of privacy as a philosophical and political debate, it 

was advances in technology that brought new concerns to the fore.  The legal conception 

of a right to privacy was created in response to improved photographic technology, which 

made the personal public in new and unprecedented ways.  Later privacy ideas were 

spawned by the advent of computing, first concerned with databases that can aggregate 

and store vast amounts of information, and later with the flow of information between 

companies and around the world.  As technology evolves, this relationship continues to 

express itself, with technology rapidly presenting new challenges, and law and policy 

struggling to keep up.  Perhaps more than ever, we are now in the midst of a 

technological age that is raising questions of privacy to a prominence they have never had 
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before.  From academic, legal, and political discussions, privacy concerns have become 

commonplace in the mainstream media, growing exponentially over just the past 

decade.20  

But so, too, has the promise of these technologies grown. A thoroughly digitized 

and interconnected world offers many benefits; through these new technologies, 

humanity has empowered itself to create and communicate as never before. The more and 

more rapid collection, collation, and dissemination of data present challenges for privacy 

protection, but opportunity for many other areas of human experience.  Protecting against 

harms without undermining these powerful new tools will require a change of perspective 

in the discussion of privacy.   

The development of technologies that have privacy implications would be nearly 

impossible to stop, and efforts to do so would probably be unpopular and potentially 

harmful.  Policies that address these new challenges will need to have the flexibility not 

to inhibit progress.  They will need to adapt, both in how they protect privacy, and in how 

they understand it. The way that we understand privacy concerns must change, because 

many privacy violations created by new technologies are novel: they are not violations of 

‘the right to be let alone’, they do not violate restrictions on search and seizure, and the 

information they regard may even be freely contributed by consumers. Indeed, consumers 

appear to be forsaking many of the traditional bounds of privacy, voluntarily sharing their 

lives online for the world to see.   

Policy should address the harms of privacy violations without creating harms of 

their own, and will need to make difficult decisions when parts of privacy are at odds 
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with each other, or with other social goods.    We will be forced by advances in 

technology, including many that are already a part of our lives, to balance between the 

harms associated with increased information flow, and the value of progress which is 

achieved by the proliferation of information age technologies.   
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CHAPTER TWO 

 THE PHILOSOPHY OF PRIVACY 

To see how technology is affecting policy, we must first understand the goal of 

policy; what policy is trying to do.  To understand that, we must be clear what is meant 

by ‘privacy’, and what is its justification as a social value.  However, privacy is many 

things, and there are multiple intended referents to the word.  Common meanings that are 

unrelated to the discussion at hand must be excluded, and the discussion limited to those 

types of privacy addressed by policies and affected by new technologies, in order to make 

sense of the objectives of policy and its success in achieving them.   

Even so circumscribed, the meaning and value of privacy is not obvious, and 

according to some theories it is not even a given that it has a coherent meaning or value.  

To address these issues, I will first look to the conceptual roots of privacy, tracing the 

growth of the idea from philosophy to law, and ultimately outlining two primary branches 

of privacy theory, and one useful metric for examining them both.  The goal of this 

chapter is to define privacy in a sense that is relevant to this discussion and useful in 

evaluating policies.  I will use the background expounded here to demonstrate that 

different theoretical approaches to privacy influence the way that policies are targeted.   

The Distinction Between Public and Private 

In On Liberty John Stuart Mill makes a fundamental distinction between those 

aspects of a person’s life that concern the individual, and those that concern society.1 The 

distinction is introduced by tracing the history of political theory.2 The opposition of the 

rulers and the ruled was originally one of opposing interests.  Governments were 
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composed of elites, whose interests were only loosely related to the people; the elites 

ruled by “inheritance or conquest,” and either way their rule was all but unquestionable 

for the average citizen.3  Early conceptions of liberty involved limitations to this power.  

These limitations took the form of rights that the individual possessed against certain 

abuses of power on the part of the ruler or ruling class.  Similarly, constitutional checks 

were imposed against certain actions.  These were designed to prevent rulers from 

abusing their power, and thus to limit the way that rulers’ interests could adversely affect 

the ruled. 

With the rise of democracy, though, the thinking shifted.  When rulers and 

subjects had different interests, it made sense that the power of rulers should be limited.  

But when the state works on behalf of the people, it might be thought that these checks 

would be unnecessary; in a perfectly representative democracy, the will of the people and 

the will of the state are identical, so they needn’t be restricted in achieving their interests.  

Mill identifies this as a problem. He thinks that even in a perfect democracy, individuals 

need a realm in which they are free from government interference.  He extends this to 

society as well.  He presents a case for the importance, and the real implications for 

liberty, of the freedom-restricting tendency of custom and tradition, of tyranny of the 

majority: 

Protection, therefore, against the tyranny of the magistrate is not enough: there 
needs protection also against the tyranny of the prevailing opinion and feeling; 
against the tendency of society to impose, by means other than civil penalties, its 
own ideas and practices as rules of conduct on those who dissent from them; to 
fetter the development, and, if possible, prevent the formation, of any 
individuality not in harmony with its ways, and compel all characters to fashion 
themselves upon a model of its own.4   
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Mill’s intent is not merely to define liberty as freedom from the intrusion of 

rulers; he is writing in response to the recent development and success of democracy, and 

arguing that society itself, in its new role as ruler, must be checked.5  Mill’s argument is 

toward the general proposition, that society should not influence any other individual in 

those aspects of life that should only concern the individual.  Those aspects are private. 

The importance of this distinction for privacy cannot be overstated.  It establishes 

the existence of a realm of life that should not be subject to control by others.  Mill’s 

argument can be extended to support the idea that there are aspects of a person’s life that 

an individual is entitled to keep away from public view, from public examination, 

because to show them is to expose them to the social control that Mill is concerned to 

avoid.   

But Mill’s work also hints at the difficulty of identifying exactly where the line 

falls.  Even those who have praised Mill’s work in making the case that there exists a 

domain where the individual must reign supreme have observed that Mill failed to 

identify where exactly that domain is, and what falls within it.6  Mill argues that certain 

actions are “self-regarding,” but he himself acknowledges that there are times when that 

term is difficult to apply.7  In a discussion that echoes privacy debates that are still 

unresolved, Mill asks to what extent a person is engaged in a self-regarding action when 

he solicits action by another, or when he seeks another’s advice.  Like modern courts,8 he 

sees these acts as self-regarding, because the reasons for protecting self-regarding acts 

apply equally well to them.  But he goes on to identify acts that fall “on the exact 
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boundary” between self-regarding and social acts, indicating an unavoidable grey area in 

the application of these ideas.9 

In the century and a half since Mill’s work was published, numerous restatements 

of the same principle, and numerous attempts to identify and protect the realm of the 

individual, have illuminated the true complexity of the issue.  However, they have not 

produced agreement, and divergent conceptions of what the domain is, and furthermore 

how it should be protected, have created policies with different goals and different 

methods.  

The Right to Privacy 

 Forty years after On Liberty was published, Samuel Warren and Louis Brandeis 

articulated “the right to privacy” in their seminal law review article by the same name.10  

After the press had publicized his daughter’s wedding,11 using the new technology of the 

instant photograph,12 Warren and his former law partner decided to articulate in a legal 

article the way in which they had been violated.  In their paper, they argued that a right to 

privacy was implied in multiple aspects of US law, including the Constitution and the 

common law tradition, and that it had not been articulated only because it was so 

fundamental.  They sought to show that the transgressions that they experienced were 

already covered by common law, that “existing law affords a principle which can 

properly be invoked to protect the privacy of the individual.”13 

 Warren and Brandeis don’t explicitly define what privacy is.14  They rely 

primarily on the “obvious bounds of propriety and decency”, essentially taking the 

offensive nature of privacy transgressions and a coherent common-usage definition for 
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granted.15 But they get at their understanding of the term obliquely, by listing certain 

harms that it covers and certain cases that establish the position of common law.  Most 

significantly, they equate the right to privacy with the “right to be let alone.”  The right to 

be let alone is important, they argue, because it is something that people value.  As 

Warren and Brandeis state,16 and as their legal justification shows,17 the value of privacy 

is that people desire it, and they experience distress, “injury to feelings,” when it is taken 

from them.  This suggests that they saw privacy as a matter of human dignity.18  They 

state that their objective is to identify the steps “which must be taken for the protection of 

the person”, further suggesting that they viewed privacy as necessary for maintaining the 

very integrity of the individual. 19  In Mill’s account, the division between the sphere of 

society and the sphere of the individual is valuable because human happiness and 

betterment are only possible when certain actions are protected from the interference of 

others.20  Here, Warren and Brandeis make a stronger claim, that the very person is 

threatened by violations of privacy.  Mill sees the threat to the individual when society 

attempts to exert control, but Warren and Brandeis include mere “invasion from the too 

enterprising press,” i.e. the act of exposing certain facts or actions to public view, as a 

threat to the individual.21   

Warren and Brandeis also differ from Mill in their use of the term ‘right’.  Mill 

explicitly rejects the appeal to an “abstract right” in order to justify the type of freedom 

for which he is advocating.22  For him, a right is only justified when it is practical.  

Rather than relying on an abstract right, he seeks to justify the protection of the individual 

sphere on its tendency to utility, or happiness, the ultimate good in the utilitarian ethical 
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system.23  In so doing, he creates a positive argument for freedom from social 

interference.24  He argues that these freedoms are necessary for human happiness, 

because they allow people to be complete individuals and to progress in their lives, and it 

is these positive practical effects that require that we protect privacy.  Warren and 

Brandeis, by contrast, look at the harms that the law protects against, and conclude the 

law implicitly acknowledges just such an “abstract right.” 

The Four Torts 

Warren and Brandeis’ paper was a significant addition to legal scholarship,25 but 

there remained legal disputes about their argument and its validity.26  Because their paper 

was intended to influence law, the way these disputes were resolved by courts, and how 

the ideas in the article were applied, showed what the right to privacy that they are 

articulated means in practice.  Nearly seventy years after the publication of Warren and 

Brandeis’ paper, William Prosser analyzed this practical record and boiled the right to 

privacy down to four torts, or harms, of privacy violation:  

“1. Intrusion upon the plaintiff’s seclusion or solitude, or into his private affairs.”27 

Intrusion was not part of Warren and Brandeis’ article, but has nonetheless been 

considered a privacy tort.  It is only a privacy tort when the intrusion is into something 

that is itself private, which had implications for the “reasonable expectation of privacy 

test” first articulated in a concurring opinion in Katz v. United States, seven years after 

Prosser’s paper was published.28   

“2. Public disclosure of embarrassing private facts about the plaintiff.”29 
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Public disclosure of embarrassing facts, which was the only one of the four torts 

directly addressed by Warren and Brandeis, has three necessary aspects: The disclosure 

must be pubic, the facts disclosed must be private facts, and the matter disclosed must be 

somehow “offensive and objectionable to a reasonable man of ordinary sensibilities”.30  

These requirements have raised questions about what counts as public, what facts are 

private, and what exactly is offensive and objectionable under the reasonable man test.31 

“3. Publicity which places the plaintiff in a false light in the public eye.”32 

Prosser is disturbed by ‘false light’ as a privacy tort, because he sees it as 

“swallowing up” the tort of defamation.33  Because the tort of defamation is restricted in 

ways that the equivalent privacy tort is not, Prosser worries that privacy is being used to 

prosecute torts that established law had been narrowed to exclude. 

“4. Appropriation, for the defendant’s advantage, of the plaintiff’s name or likeness.”34 

 Recognizing the tort of appropriation gives people a certain right in their identity.  

While it excludes mere use of a name, it protects the name used as a marker of identity, a 

subtle but important distinction.35  Privacy conceptions that deal with the ownership of 

information will be covered in more depth later, but it noteworthy here that traces of the 

idea appeared in case law based on Warren and Brandeis’ article. 

 Prosser points out that there is no common characteristic between intrusion, 

public disclosure, false light, and appropriation torts. 

The first and second require invasion of something secret, secluded or private 
pertaining to the plaintiff; the third and fourth do not.  The second and third 
depend upon publicity, while the first does not, nor does the fourth, although it 
usually involves it. The third requires falsity or fiction; the other three do not.  
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The fourth involves a use for the defendant’s advantage, which is not true of the 
rest.36 

 

 This analysis is meant to reject that privacy as a coherent notion. Coherence is the 

question of whether there is a common characteristic of privacy concerns.  A second 

question that distinguishes theories of privacy is the question of distinctiveness. 

Distinctiveness is the question whether privacy interests should be defended as privacy 

issues, or whether they are better defended in terms of other recognized interests.37  It 

asks if we would lose something significant if we eliminated it from the discussion. 

Prosser’s argument is that privacy just is the four torts that he identifies, that there is 

nothing common in these torts other than that they are called privacy torts, but he does 

not suggest that we should not discuss them in terms of privacy. Prosser rejects 

coherence, but he isn’t completely rejecting distinctiveness, at least not yet.  He 

acknowledges that the torts he has identified have been “made necessary by real abuses,” 

i.e. that the right to privacy and the discussions of privacy that brought them about were 

useful. 38  Rather, he is simply trying to point out “what we are doing,” and to perhaps 

question the future usefulness of privacy, asking “where, if anywhere, we are to call a 

halt.” 

Privacy as an Aspect of Human Dignity 

 In direct response to Prosser, Edward Bloustein takes the other side of the 

question of coherence.39  Bloustein rejects that Prosser has really identified torts to which 

privacy can be reduced.  He argues instead that there is an issue involved in the torts that 

Prosser is not acknowledging: “human dignity”, which he identifies as a separate issue in 
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each of Prosser’s torts.  Intrusion, which Prosser identifies as “primarily mental”40, 

Bloustein describes as “demeaning to individuality,” “an affront to personal dignity.”41  

Similarly so for the other three cases: following Warren and Brandeis, public disclosure 

is a matter of “inviolate personality;”42 false light “involves an assault on individual 

personality and dignity;”43 and appropriation “has the tendency to degrade and 

humiliate.”44  

The idea of privacy violations as a dignitary harm is a major theme in discussions 

of privacy.  The argument is almost a return to Mill, as Bloustein sees the assault on 

dignity, individuality, and liberty as closely related: a dignitary harm is an affront to the 

autonomy of the individual, and thus to her liberty. 45  However, it is unclear that this 

justifies the right. If I inadvertently insult someone by pointing out that they are not 

allowed to do something they are doing, I may undermine their dignity, and diminish 

their autonomy, but we would not say that people thus have the “right” to freedom from 

being reminded of regulations. 

A related conception of privacy is that of Helen Nissenbaum.  Under her 

“framework of contextual integrity,” privacy is presented as a set of social norms guiding 

how we expect information to be exchanged in a given situation.46 When these norms are 

violated, people are upset and potentially harmed.  These violations subvert our “ends, 

purposes, and values,”47 and the concern is that they may threaten our “autonomy and 

freedom,” and have implications for “justice, fairness, [and] equality.”48  Though she 

does not explicitly present her framework as dealing with dignity, the concerns on which 

she focuses, and the ways that her conception identifies harm, are significantly similar to 
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Bloustein and others’ presentation of dignity.  Her explication of the idea of privacy, and 

its relationship to dignity, will have ramification that we will return to in a later chapter. 

The Rejection of the Right to Privacy 

 In her article, “The Right to Privacy,” the philosopher Judith Jarvis Thomson 

rejects both coherence and distinctiveness. This is a similar but more extreme and more 

theoretical position than that of Prosser.  In many cases, she sees privacy boiling down to 

a right to be free from annoyance.  For that reason, she rejects that a celebrity surrounded 

by paparazzi is having her privacy rights violated.  First, she states that “if you do go out 

in public, you waive your right to not be photographed and looked at.”49  Insofar as these 

actions do violate your rights, they are other rights, and nothing in particular that requires 

a reference to privacy to acknowledge and protect.  Similarly, she translates various 

privacy infractions into property rights,50 the “right to the person,”51 the right not to be 

tortured.52 

She rejects the right to privacy because there is simply nothing special about 

privacy that isn’t protected by other, more fundamental rights.53  In particular, she makes 

two points: first, that the right to privacy is simply a group of other rights, and all 

protections of privacy are in fact protections of some other right;54 and second, speaking 

of the right to privacy gives us nothing that the rights that compose privacy don’t.  The 

rights are a part of privacy, but it isn’t useful to refer to them as such, because being a 

part of the right to privacy means nothing other than just that: being a part of the right to 

privacy.55   
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Shoeman offers a counter-example to Thomson’s claim.  He proposes two sound-

collectors, one that records sound and one that converts sound into energy.  Supposing a 

neighbor has one of these devices, he asks, does it violate our rights?  The answer seems 

to be yes in the case of the sound recorder, and no in the case of the sound converter.56  I 

think that Thomson would reply that it is because the sound recorder violates a right to 

the person; she would probably not say, as Shoeman suggests, that it violates a property 

right in the sound waves.   But even if we accept that this is a violation of the person, it 

does not absolve Thomson of a veiled appeal to what appears very similar to a right to 

privacy.  Particularly when we consider that Warren and Brandeis’ initial appeal was also 

aimed at protecting the person, Thomson’s proposal seems nothing more than 

equivocation when it comes to the question of distinctiveness. 

Instrumentalist Privacy 

 Other conceptions of privacy do not turn on the right to privacy, per se.  They 

conceive of rights other than the right to privacy, or privacy protections that involve 

rights other than the “right to be let alone.”  For some, the resulting protections are the 

same, but the justifications are different and even at odds with Warren and Brandeis.  The 

distinction is between an absolute right to privacy stemming from the pure fact of the 

sanctity the sphere of the individual, and methods that acknowledge privacy harms as 

negative, but without granting an absolute right to be free of them. 

 The distinction is similar to that made in utilitarian philosophy between ‘act 

utilitarianism’ and ‘rule utilitarianism.’57  Though he rejects “abstract rights,” Mill 

ultimately espouses certain rights as the best way to protect and progress human 
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happiness.  This is rule utilitarianism: identifying certain rules that must be followed for 

the purpose of maximizing utility.  Act utilitarianism, by contrast, suggests that each act 

should be evaluated on its own merits, without strict adherence to any rule.  Since Prosser 

published his reappraisal of Warren and Brandeis, a number of theories that treat privacy 

in a more act-utilitarian manner have been expressed. 

Privacy as Control of Information 

In a major privacy work in the 1960s, Privacy and Freedom, Alan J. Westin 

accepts privacy for practical reasons, justifying its actions because of its instrumental 

value.58  But he defines privacy as “the claim of individuals, groups, and institutions to 

determine for themselves when, how, and to what extent information about them is 

communicated to others.”59  His position is very close to the right-to-privacy scholars 

mentioned above, bridging the gap between the two branches of privacy theory.  Where 

Warren and Brandeis rest a right of privacy in “inviolate personality,” Westin defines 

privacy primarily as the control of information, which in social contexts expresses itself 

as a right to withhold oneself.60  

The right he expresses is different, though, from the “right to be let alone.”  It 

provides not for the freedom from nuisance, but for the control of data.  This meaning 

stems from Westin’s objective – to maintain privacy in the face of advances of, among 

other things, database technology – and is an important definition for my present 

purposes for its emphasis on information.   

Information privacy is contrasted with decisional autonomy, and some of the 

conceptions and justifications of privacy may be better suited to defending decisional 
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autonomy.  Where Westin’s definition of privacy relies on control of information, the 

definitions of Warren and Brandeis, Bloustein, and even Prosser, are concerned primarily 

with control of the person.  Both aspects of privacy involve or require freedom from 

prying, but decisional autonomy extends beyond that.  For instance, while the fact that a 

couple is getting an abortion may be information that is kept private, protection of 

decisional autonomy might entail that even if the information is made public, it is a 

privacy violation to act on it in such a way as to restrict a couple’s choice. The issues 

involved are different from those involved in information privacy, and it is only impacted 

indirectly by technological change. 

In Westin’s view, “in terms of the relation of the individual to social 

participation”, the control of information expresses itself in four ways: solitude, intimacy, 

anonymity, and reserve.61  These ways of relating are ways of controlling information in 

a social context.  Solitude is “the most complete state of privacy,” where no information 

is shared.62  Intimacy is selective disclosure, with no other flow of information.  

Anonymity expresses itself in many ways, but all involve preventing certain information 

from being associated with the individual.  Reserve, “the most subtle state of privacy,” is 

the privacy of simply not sharing some of our thoughts with others.63 

Westin then gives four social functions that justify the control of information.  

The first, personal autonomy, essentially decisional autonomy, is necessary for the 

maintenance of individuality; Warren and Brandeis make a similar claim.  The next is 

emotional release, which includes both the ability to express or address emotions that 

may be inappropriate in public, and the ability to escape emotional stimulation.  The 
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third, self-evaluation, is similar to emotional release, but it is more focused on 

information and ideas.  Self-evaluation is the process by which individuals process 

information and integrate it into their understanding of the world, as well as a means of 

experimenting with ideas that are only partially formed and not ready for public 

consumption.  Finally, the fourth, limited and protected communication, serves two 

purposes.  The first is to allow confidantes to share information and discuss decisions that 

cannot be discussed with less trusted individuals.  The other is to protect the individual’s 

ability to choose not to communicate certain ideas to certain individuals. 

Westin’s instrumentalism is apparent here.  Though these functions justify 

valuing privacy, Westin is careful to point out that he does not intend to defend privacy 

as an “absolute right.”64  Privacy must be balanced with public life; otherwise it can be 

dangerous to democracy, pulling the individual away from responsibilities of civic 

participation.  He notes that most often the individual does this balancing internally, 

weighing social attractions with personal needs,65 but he accepts the possibility that 

society should actively bring members back.66  Here, Westin endorses a utilitarian 

balancing, weighing individual rights against social interests. This consideration is not 

idle: by rejecting privacy as an absolute right, and instead treating it as an instrumental 

right which can be revoked for the good of society, Westin paves the way for later 

theories that have raised the role of tradeoffs to more prominence. 

Economic Analyses of Privacy 

In addition to social functions, privacy has costs associated with it, and the cost to 

others of one’s privacy needs to be included in the calculation of which rights to protect.  
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In this vein, Posner argues that privacy and prying are competing economic goods.67  

People seek out both privacy and prying (or the fruits thereof), so they should both be 

considered valuable.  He rejects what Warren and Brandeis seem to take for granted, that 

some information is none-of-your-business, regardless of your stake in it.  Posner points 

out that sometimes, ‘private’ information is sought for legitimate reasons.  For instance, 

where Warren and Brandeis allege that the rise in yellow journalism created a rise in 

curiosity about the lives of the rich, Posner rejects this on the grounds of economic 

theory, which holds that supply does not create demand.68  Instead, he suggests that 

people model their lives on the rich, and they look to gossip as a source of information 

about what leads to success. He puts the right to privacy on balance with a right to know 

what rich people are up to, and instead of a clear violation of rights, he portrays this as a 

simple conflict of values.  

He similarly dismisses the right to privacy in information the absence of which 

would mislead.  People are generally not interested, he points out, in being “left alone”.  

What people want is “selective disclosure,” because controlling the facts about oneself 

that are revealed controls the way one is perceived.69  Unlike Westin, Posner rejects that 

people have a claim to such control, because others can have at least as much right to 

know certain pieces of information. 

 Instead, he argues, in some cases the economic calculus favors privacy, while in 

others it favors transparency; his theory is entirely instrumentalist. For example, while he 

does not think there is an inherent claim to control information, he does think there 

should be strong privacy protection for communications, because a lack of protected 
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communication would be detrimental for social interactions that benefit society: it could 

prevent honest communication, or it could make communication prohibitively costly 

because of the need to ensure that nothing that was said could be construed as slander or 

defamation.70  His is a calculus that puts all interests as prima facie equal, and leaves the 

determination of which interests should be protected and which can be safely ignored to 

the consequences for society. 

Property Rights and Privacy Externalities 

 Another important aspect of Westin’s definition of privacy is its mention of 

control.  Hal Varian takes this position somewhat farther, offering another economic 

theory of privacy.  Like Westin, he thinks that people have a claim to control over their 

information, but he expresses it more strongly as a property right, a claim to ownership, 

in that information.  This distinction pins down what is mean by the ‘control’ of 

information in a way Westin does not address.   

It is important to note that this property right is an “arbitrary” right, meaning that 

it is assigned as an expedient, and not an inherent part of the information or the 

individual.71  He only assigns this right because it is economically efficient to do so.  

Information flows and usage create problems when information is used incorrectly.  

When information is used correctly, such as to inform a consumer of a product that she is 

actually interested in purchasing, the flow and use of information benefits both the buyer 

and seller.  But when collecting or using information is free or extremely cheap, sellers 

are not incentivized to use information efficiently.  At the other extreme, a regulation 

banning outright the use of certain information, or banning certain types of use, is 
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inefficient when it prevents transactions that would benefit both the data subject and the 

data user. 

By assigning property rights, Varian seeks to eliminate these problems by 

increasing the cost of transactions such that only those transactions most valuable to the 

data user – or least costly to the data subject – occur.  Once the right is assigned, he 

suggests a type of negotiation between right holder and others interested in the 

information.  The strength of this position is that it recognizes that data subjects often 

want to share information with data users, and that many uses of our data are beneficial 

for the data subject as well as the data user.  By assigning the property right, it allows for 

information to be transferred, but only when there is mutual gain to be had, and when 

there is no such gain, one party must be compensated. 

 However, the problems with the position probably outweigh this strength.  First, 

the transaction costs involved in this method of privacy protection are high.  There needs 

to be a method of tracking ownership, of bartering for the use of information, and of 

paying one party or another for the use or nonuse of information.  Though Varian 

acknowledges that keeping these costs down is a necessary component of this proposal, 

his only solution is to suppose that developments in technology will eventually resolve 

this problem.  Pending such an advance, the problem is significant, and the theory may 

not get off the ground due to this practical issue.  

 Another problem, of a more conceptual nature, is the question of whether people 

should own information; should a right be arbitrarily assigned away from others?  Posner 

points this out in his consideration of the economics of privacy.  He denies that people 
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have a right to control information about themselves, because the information may be 

equally relevant to others.  Just as we think a merchant should not be able to misrepresent 

a product, people should not be able to misrepresent themselves by hiding potentially 

discrediting information.72  In some situations, assigning rights in this way will prevent 

information in which would-be data users have a significant stake from being shared. 

A Taxonomy of Privacy 

 The state of privacy to this point may seem cacophonous, but it should be 

remembered that many of these projects had different intended aims.  Warren and 

Brandeis sought to base some form of privacy protections in common law precedent; 

Prosser sought to examine how Warren and Brandeis’ article had been applied in tort law; 

Bloustein sought to show that there was more to privacy than is captured by Prosser’s 

torts; and Thomson rejected that claim.  Varian and Posner wanted to make privacy 

regulation economically efficient.  Westin’s goal was almost identical to my own, 

identifying new technologies affecting privacy and how they should be addressed, but his 

project was undertaken almost half a century ago; technology has changed, and with it 

the harms and complications of privacy.  What should be clear is the basic division 

between two general positions on the status privacy: the right-to-privacy position, which 

finds an abstract and absolute right to privacy inherent in the individual qua individual; 

and the instrumentalist position, which justifies privacy only insofar as it serves a 

practical social purpose for individuals, and even then only where it outweighs other 

practical considerations.   
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 Sidestepping this question, Daniel Solove’s Taxonomy represents perhaps the 

most complete and modern conception of privacy, and the most useful for my purposes.73  

It has many advantages over earlier theories; most importantly, it does not seek primarily 

to advance any particular legal remedy for privacy, nor to assign a right or discuss 

whether one exists.  Solove accepts that “there may be valid reasons why the law should 

not get involved or why countervailing interests should prevail,”74 and to some degree, 

this is a rejection of the absolute right to privacy, but this flexibility is necessary even 

when an absolute right is granted. Many privacy issues caused by technology will require 

engaging in exactly this kind of balancing of interests, and if privacy is presented in 

anything approaching all-or-nothing, consumers will often choose nothing.  That 

balancing will be necessary will become clearer when we look at the privacy harms that 

Solove identifies, and it will be discussed in more detail when we look at how policies 

will need to change to protect privacy.     

The goal of the Taxonomy is “simply to define the activities and explain why and 

how they can cause trouble.  The question of when and how the law should regulate can 

only be answered in each specific context in which the question arises.”75  Solove’s 

method is similar to Prosser’s, cataloguing the ways that privacy can hurt people, but 

Solove’s is not restricted to tort law, and it is significantly more up-to-date.  More 

importantly, he does not only try to list how privacy has been a problem to this point, but 

also to “provide a useful framework for its future development.”76  This scope and 

flexibility are unique to Solove, and make his Taxonomy ideal for addressing the future of 

privacy that I will be considering later on. 
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He also differs from Prosser, and even more starkly from Thomson, because he 

sees the term ‘privacy’ as useful in some contexts, and useful to future discourse; Prosser 

thinks it will eventually go too far, and Thomas thinks it already has.  Although he is 

reducing privacy harms to other harms, Solove maintains that privacy is an accurate 

descriptor for them all, that it functions usefully as an umbrella term.  Privacy harms are 

related by a Wittgensteinian ‘family resemblance’: they share no single characteristic, but 

they are related in a less specific way, and it is still necessary and desirable to refer to 

them en masse.77 

He initially notes two types of harm in privacy: dignitary harms and architectural 

harms.   Dignitary harms are what Warren and Brandeis and Bloustein meant to address: 

harm to reputation, incivility, lack of respect, and causing emotional angst.  Architectural 

harms are a more modern privacy problem, and do not necessarily involve overt 

emotional harm to the individual.  Architectural harms are harms that put a person at risk 

for dignitary harms, or that negatively affect a balance of power, or that have a “chilling 

effect”, a tendency to suppress desirable actions.  They are particularly operative in 

discussions of information age technology.  The two types of harm represent a 

“constitutive privacy”, which goes beyond mental disturbance: privacy harms affect all of 

society by “imped[ing] individual activities that contribute to the greater social good.”78 

 The taxonomy is initially divided in to four categories of harm, unrelated to 

Prosser’s four harms: information collection, information processing, information 

dissemination, and invasion.  These four categories are each broken into multiple specific 

harms, totaling sixteen discrete privacy harms:79 
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Information collection 

Surveillance – The harm of Surveillance stems primarily from its chilling effect.  

Whether overt or covert, when people believe they are being watched, they tend 

to restrict their behavior.  This is known as the Panoptic effect, based on a design 

for a prison where prisoners are always under the belief that they are being 

watched.80  

Interrogation – Interrogation makes people feel uncomfortable, and it can produce 

bad information if people lie to please the interrogator. 

Information Processing 

Aggregation – This is an important harm, especially as concerns technology.  This 

is the process of combining information from multiple sources, connecting 

separate facts to obtain new insights.  The information age has made this much 

more prevalent.  It is a problem when the information is incomplete or inaccurate, 

and in general because it decreases accountability.  It can also reveal information 

about a person that the person is unaware of having shared, decreasing a person’s 

control over their information and potentially changing power balances. 

Identification – Identification links people with information about them.  This can 

make it harder for people to change and grow, and can distort the importance of 

information by unequally representing certain facts over others. 

Insecurity – Insecurity is an architectural harm.  If the way that information is 

processed makes it easier for nefarious influences to gain access to information 

that can result in dignitary, financial, or physical harm, then the processing itself 
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is harmful.  It exposes a person to greater risk by increasing the likelihood that a 

person’s information will be used against her, such as for identity theft or other 

fraud. 

Secondary Use – This is a harm because it betrays an individual’s expectations 

and trust.  That in itself is a dignitary harm, but it may also cause other 

architectural harms, by making people less aware of how their information is used 

and thus exposing them to risk, and by discouraging their participation in 

programs that create or require the sharing of information.  Furthermore, in a new 

context, the information may not be interpreted the same way, creating distortion 

and inaccuracy. 

Exclusion – Keeping people from information about themselves is a harm in that 

it denies them access to records that may be held against them, and excludes them 

from redressing grievances with the record.  When people are denied such access, 

information in records also tends to be less accurate. 

Information Dissemination 

Breach of Confidentiality – This harm and Disclosure, explained below, are quite 

similar, but Breach of Confidentiality is distinct in that it involves a betrayal of 

trust.  Information given in confidence that is disclosed represents a greater 

dignitary harm than the mere disclosure of information. 

Disclosure – Disclosure of true information is taken as a privacy tort because it 

can damage a person’s autonomy, it can chill discourse if there is fear that what is 
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said will be disclosed, and it can distort our assessments when people are given 

too much or selective information. 

Exposure – This is a well-known privacy harm.  It involves exposure of physical 

and emotional attributes about a person.  It is evident in expressions like “private 

parts” that this is a part of the common conception of privacy.  It is harmful to 

dignity and can cause emotional anguish. 

Increased Accessibility – This is a tricky harm, because it often involves no 

change in the amount of information about a person that is publicly available.  

Instead, it is the harm of making that information searchable, or making 

obtainable online what was once only available in a public office, or the like.  

This is a structural harm, because it increases the likelihood that some dignitary 

harm will befall an individual. 

Blackmail – Blackmail has long been outlawed.  The harm might not seem 

obvious, as the information used is generally something that society would benefit 

from being told.  However, Blackmail uses that information to harm an 

individual, by intimidating them into action for fear of Disclosure. 

Appropriation – Appropriation is the use without permission of the identity of 

another.  The harm can involve an affront to dignity, and to reputation.  It can also 

be described as a loss of liberty, in that the individual does not have the freedom 

to control his own publicity.  In some cases, identity has been considered a 

property right. 
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Distortion – The harm of Distortion is the harm of having false information 

spread about a person, including such information in a dossier that has some 

impact on her life, or not taking proper steps to insure the accuracy of personal 

information.  It is a harm because it can damage a person’s reputation or interests.  

It is similar to, and would include, defamation. 

Invasion  

Intrusion – Intrusion involves the use of information, often putting personal 

information to use in a way that creates a nuisance for the individual.  It can be 

disruptive and disturbing. 

Decisional Interference – Decisional Interference is included because it often 

involves other privacy issues, such as Intrusion and Blackmail.  It is a harm in that 

it detracts from the dignity and autonomy of the individual. 

 

 These sixteen privacy harms establish what privacy harms exist, and so give a 

measure by which to evaluate policies.! It is the most useful description of privacy 

because it does not take a position on how, why, or to what extent we have to protect 

against these harms.  It doesn’t seek to place a specific value on privacy, only to 

acknowledge that there is such a value, and that people can be harmed in these specific 

ways. Without picking sides, Solove identifies the harms of privacy that policies should 

address, or explicitly ignore in the case that they are found in conflict with other values.  

                                                 
! Usage Note: This list of harms it taken to be more or less exhaustive, so it is understood to define the 

phrase ‘privacy harm.’  When a specific harm is intended, it will be capitalized, to avoid confusion where 
terms like ‘aggregation’ and ‘secondary use’ have both a distinct colloquial and a technical meaning. 
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It provides a more objective vantage point from which to examine privacy policies, to see 

how they protect against these harms, or when and why they reject them explicitly in 

favor of some other right or social good. 
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CHAPTER THREE 

ATTEMPTS AT POLICY 

In the past half-century, numerous policies have been created to protect privacy.  

As electronic databases, digital communications, and the internet have proliferated, more 

and more governing bodies have sought to proscribe actions that cause privacy harms, 

both dignitary and architectural.  Like their conceptual roots, policies fall into two broad 

categories: Fair Information Practices, and the Harm Framework.  The difference 

between them grows out of the difference between the right-to-privacy theories of 

Warren and Brandeis and Bloustein, and the instrumentalist theories of privacy of Posner 

and Varian.   The conceptual differences shape different approaches to policy, placing 

different value on specific harm, as well as a difference in the weighed placed on privacy 

when compared with other social interests. 

Fair Information Practices are sets of guidelines produced by various regulatory 

and advisory bodies to delineate basic principles about how data can be collected, 

processed, and used.  In practice, they are characteristically expressed as an emphasis on 

notice and consent, and on the right of the data subject to control over her data, rather 

than on social welfare.1  They are justified by the understanding of privacy as a right, 

which should be protected, if possible, regardless the consequences or costs.  Thus, 

economic interests, the advance of technology, and other concerns that are affected by 

privacy, are generally not considered to outweigh the individual rights involved.  

The Harm Framework, by contrast, focuses almost entirely on consequences, 

placing significant weight on the value of interests that conflict with privacy, in particular 
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the benefits of information-age technology.  Where Fair Information Practices work by 

restricting certain types collection, processing, and use and giving individuals control 

over their data, the Harm Framework focuses on cost efficiency, taking privacy harms as 

one of many costs, and encourages restrictions only on harmful uses of data.  This 

position is clearly derivative of Posner’s, weighing countervailing claims on information 

as prima facie equal, and placing the right to that information wherever it will do the 

most good.2 

Fair Information Practices 

Fair information Practices are not just one thing.  The term encompasses at least 

35 years of development, and each incarnation differs, offering different sets of 

principles, and attributing varying weight to competing social interests.3  They also place 

different emphasis on broad substantive protections, which place restrictions on the way 

information can be collected, processed, and used, and on procedural regulations, mainly 

notice and consent, which require steps to empower individuals to guard against certain 

privacy harms.  In his review of Fair Information Practices, Fred Cate suggests a 

spectrum of Fair Information Practices, from earlier incarnations that relied more heavily 

on restrictive substantive requirements, to more recent and largely procedural demands.4  

A similar spectrum would result by ordering them according to level of data subject 

control, or according to the weight placed on countervailing interests.  

The variation between different specific sets of Fair Information Practices has 

occurred as the ideas embodied in the first Code of Fair Information Practices have been 

written into laws in different countries and at different times.  The original Fair 
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Information Practices were developed before the proliferation of the public internet, and 

were and designed to address concerns with automated data systems;5 the most recent 

were developed for a world saturated with communication.  The shifting target, as well as 

the experience executing earlier proposals accounts for much of the variety in the Fair 

Information Practices.   

Though none takes instrumentalist considerations into account as explicitly as the 

Harm Framework, Fair Information Practices place varying degrees of emphasis on the 

value of interests besides privacy.  In particular, organizations designed to coordinate 

economic policies tend to acknowledge the conflict between the value of information 

flows in commercial activities and the privacy of the data subjects, and most Fair 

Information Practices are designed in part to standardize privacy protections in 

international commerce.  But the increasing data needs of commerce are the probable 

source of the trend towards procedural protections such as notice and consent, and away 

from substantive restrictions over how data can be collected and used. 

HEW and the Code of Fair Information Practice 

The original Fair Information Practices were presented in a 1973 report from the 

US Department of Health, Education, and Welfare (HEW) called Records, Computers, 

and the Rights of Citizens.6  Its goals were to “analyze and make recommendations 

about” the harmful consequences of automated personal data systems, the safeguards that 

would prevent these consequences, and the methods that would fix the harms.7  The goals 

were rooted solidly in a right to privacy, appealing to the “moral” harm that an invasion 

of privacy represented.8  Moreover, the authors drew on the same Constitutional and 
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common law justification for privacy that Warren and Brandeis use, and they cite 

Westin’s definition of privacy as a the claim of control over information.9  They do 

recognize that “privacy, as it relates to personal data record-keeping must be understood 

in terms of a concept of mutuality,” and they offer a revised definition of privacy that 

does so, but their definition requires personal choice, and proscribes any data collection 

or use that does not offer such individual control.10 

Based on this, they recommend a “Code of Fair Information Practice”, with five 

basic principles: 

• There must be no personal data record keeping systems whose very existence is 
secret. 

• There must be a way for an individual to find out what information about him is 
in a record and how it is used. 

• There must be a way for an individual to prevent information about him that was 
obtained for one purpose from being used or made available for other purposes 
without his consent. 

• There must be a way for an individual to correct or amend a record of identifiable 
information about him. 

• Any organization creating, maintaining, using, or disseminating records of 
identifiable personal data must assure the reliability of the data for their intended 
use and must take precautions to prevent misuse of the data.11 

 

The HEW report recommended legislation giving the Code of Fair Information 

Practice the force of law, and providing civil and criminal penalties for any failure to 

implement the safeguards.  Other potential recommendations that it considered but 

rejected included licensing the technicians who design personal data systems; appointing 

an ombudsperson that can mediate conflicts when they arise; and having a governmental 
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regulatory body.12  These were rejected as overly restrictive, ineffective, and expensive.  

The favored approach was intended to deter inappropriate action, rather than to force any 

specific practices.  

The Privacy Act 

Congress reacted to the HEW report by passing the Privacy Act of 1974, which 

created a Privacy Protection Study Commission to look further into privacy issues.13  The 

act also expanded the principles laid out in the HEW report, identifying eight principles 

within the HEW’s five:   

1. There shall be no personal-data record-keeping system whose very existence is 
secret and there shall be a policy of openness about an organization's personal-
data record-keeping policies, practices, and systems. (The Openness Principle)   

2. An individual about whom information is maintained by a record-keeping 
organization in individually identifiable form  shall have a right to see and copy 
that information. (The Individual Access Principle)   

3. An individual about whom information is maintained by a record-keeping 
organization shall have a right to correct or amend the substance of that 
information. (The Individual Participation Principle)   

4. There shall be limits on the types of information an organization may collect 
about an individual, as well as certain requirements with respect to the manner in 
which it collects such information. (The Collection Limitation Principle)   

5. There shall be limits on the internal uses of information about an individual 
within a record-keeping organization. (The Use Limitation Principle)   

6. There shall be limits on the external disclosures of information about an 
individual a record-keeping organization may make. (The Disclosure Limitation 
Principle)   

7. A record-keeping organization shall bear an affirmative responsibility for 
establishing reasonable and proper information management policies and 
practices which assure that its collection, maintenance, use, and dissemination of 
information about an individual is necessary and lawful and the information itself 
is current and accurate. (The Information Management Principle)  
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8. A record-keeping organization shall be accountable for its personal-data record-
keeping policies, practices, and systems. (The Accountability Principle)14 

 

These eight notably include explicit substantive limitations, on collection, use, 

and disclosure, which Congress understood to be implied by the principles in the earlier 

report.   

The Commission did not see the thrust of the HEW document, even as refined by 

congress, as a satisfactory statement of the necessary privacy measures.  They criticized it 

as ambiguously worded and over-broad.  Their version, though, does not seem to solve 

the problem.  In its report, the Commission identified three objectives of an effective 

privacy policy: “minimize intrusiveness”, “maximize fairness”, and “create legitimate, 

enforceable expectations of privacy.”15  Spelled out, these objectives were to define the 

complete privacy framework, and they are meant to “subsume and conceptually 

augment” the five principles presented in the HEW report.16  Minimization of 

intrusiveness implies individual access and participation, limitations on collection of 

certain types of information, limitations on how certain types of information can be used, 

and limitations on secondary use.17  Maximizing fairness also includes openness and 

individual access, with additional measures to ensure data quality.18  The expectation of 

confidentiality gives the data holder some right to protect itself, but also gives the data 

subject a “legal interest” in his data.19 

The recommendation was the first of many US moves towards a more use-

focused privacy policy, but also represented the “broadest array of [Fair Information 
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Practices] in a US context” because it entailed a substantial amount of individual control, 

notice and consent, and limitations on record keeping bodies.20 

 

OECD and Transborder Flows 

In 1980, the Organization for Economic Cooperation and Development (OECD), 

influenced by the HEW Principles and the Privacy Commission Study’s 

recommendation, issued a report on international privacy issues, laying out its Guidelines 

on the Protection of Privacy and Transborder Information Flows of Personal Data.  As 

the name suggests, the purpose of the guidelines is twofold: first, to protect the “human 

right” of privacy, but also to “prevent interruptions in international flows of data.”21  

“[W]ith the widespread introduction of new computer and communications technology,” 

flows of information had expanded in commercial importance, and were projected to 

continue expanding in the foreseeable future.22 As a primarily economic organization, the 

OECD was concerned that commercial exchanges would be stifled by privacy 

restrictions, and so its guidelines are set up to protect both interests. 

The guidelines are presented as a sketch of suggested protections; the OECD does 

not have any legislative or regulatory power, they only serve to negotiate and advise 

mutually beneficial economic strategies.  The guidelines are proposed as “a consensus on 

basic principles which can be built into existing national legislation, or serve as a basis 

for legislation in those countries which do not yet have it,”23 and they have been 

instructive in numerous privacy protection frameworks created since their publication.24 

They consist of eight principles: 
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1. Collection Limitation Principle – There should be limits to the collection of 
personal data and any such data should be obtained by lawful and fair means and, 
where appropriate, with the knowledge or consent of the data subject.   

2. Data Quality Principle – Personal data should be relevant to the purposes for 
which they are to be used, and, to the extent necessary for those purposes, should 
be accurate, complete and kept up-to-date.   

3. Purpose Specification Principle – The purposes for which personal data are 
collected should be specified not later than at the time of data collection and the 
subsequent use limited to the fulfillment of those purposes or such others as are 
not incompatible with those purposes and as are specified on each occasion of 
change of purpose.   

4. Use Limitation Principle – Personal data should not be disclosed, made available 
or otherwise used for purposes other than those specified in accordance with 
[Purpose Specification] except: a) with the consent of the data subject; or b) by 
the authority of law.  

5. Security Safeguards Principle – Personal data should be protected by reasonable 
security safeguards against such risks as loss or unauthorized access, destruction, 
use, modification or disclosure of data.   

6. Openness Principle – There should be a general policy of openness about 
developments, practices and policies with respect to personal data. Means should 
be readily available of establishing the existence and nature of personal data, and 
the main purposes of their use, as well as the identity and usual residence of the 
data controller.   

7. Individual Participation Principle – An individual should have the right: a) to 
obtain from a data controller, or otherwise, confirmation of whether or not the 
data controller has data relating to him; b) to have communicated to him, data 
relating to him within a reasonable time; at a charge, if any, that is not 
excessive; in a reasonable manner; and in a form that is readily intelligible to 
him; c) to be given reasons if a request made under subparagraphs (a) and (b) is 
denied, and to be able to challenge such denial; and d) to challenge data relating 
to him and, if the challenge is successful to have the data erased, rectified, 
completed or amended.   

8. Accountability Principle – A data controller should be accountable for complying 
with measures which give effect to the principles stated above. 
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Comparing these eight principles with the objectives of the Privacy Commission, 

there is substantial overlap.  Openness, Participation, Collection and Use limitation, and 

Accountability all have close parallels, with identical or nearly identical protections 

found in the Privacy Commission’s list.  In addition, the Data Quality Principle and the 

Security Safeguard Principle are suggested by the Privacy Commission’s Information 

Management Principle.  The explicit inclusion of Purpose Specification is new, and 

reflects the greater prominence of Secondary Use due to the increasing ease of 

information exchange. 

The EU Directive and The ITF Recommendations 

In 1995, two Fair Information Practice frameworks were released, one in the 

European Union, and the other in the United States.25  The coincidence of their release 

makes more striking their differences falling on nearly polar opposite positions along 

Cate’s Fair Information Practice spectrum.  The European Union Directive on Data 

Protection has been described as the “high-water mark of substantive legal protection for 

information privacy,”26 while the Principles for Providing and Using Personal 

Information is noted for the “paucity and inconsistency” of its privacy protections.27
 

The European Union Directive contains eight data principles and two enforcement 

principles.28  Many we have seen in the earlier Fair Information Practices; the first five 

each cover one or more of the OECD guidelines: “Purpose Limitation” (Purpose 

Specification; Collection and Use Limitation), “Data Quality and Proportionality” (Data 

Quality; Purpose Specification; Security Safeguards), “Transparency” (Openness), 
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“Security” (Security Safeguards), and “Access, Rectification, and Opposition” 

(Openness; Individual Participation).   

New in the Directive are principles regarding “Restrictions on Onward 

Transfers”, which prevents data holders from transferring data unless the receiver is 

subject to rules ensuring “adequate protection”; “Sensitive Data”, which introduces 

special restriction for information concerning race, ethnicity, political opinions, religious 

beliefs, health, or sexual life; and “Automated Individual Decisions”, which forbids 

automated decision making unless measures are taken to safeguard the individual 

interests, particularly disclosure of how the automated decision is reached.29  

The Directive provides more substantive restrictions on data processing than did 

earlier Fair Information Practices, and significantly more than the US equivalent 

developed at the same time.  The Principles for Providing and Using Personal 

Information, prepared by the Working Group on Privacy of the Information Infrastructure 

Task Force (ITF), reflected the current state of US privacy law, recommending few 

general restrictions, and only “ensur[ing] privacy at a basic level” in two situations: 

where there is unequal bargaining power, and where individuals have no or practically no 

choice in divulging information.30  The emphasis is heavily placed on procedural 

protections like notice and consent. 

The ITF Working Group presents eleven principles in three categories: general 

principles, principles for data users, and principles for data suppliers.31  The first two 

categories contain many of the same restrictions as seen in other Fair Information 

Practices, though they are not recommended as carrying the force of law, and data users 



 46 

are given great discretion as to how the principles should be implemented.32  The third 

category is a new development, explicitly putting some of the burden of privacy on the 

data supplier, advising that they know their rights and inform themselves of the ways in 

which their information will be used.33  The clear emphasis in these principles is on 

protecting privacy using choice, notice and consent, with few substantive regulations 

recommended. 

This difference from the EU Directive causes some problems as relates to the 

Directive’s restriction on transfers where the regulations are inadequate to protect 

privacy.  The US’s privacy policies are not generally considered to provide adequate 

protection, because they provide so little substantive restriction of data collection or use.  

Designed to standardize privacy protections within Europe, the inclusion of restrictions of 

forward transfers were meant to assure European nations of each other’s protections, and 

thus to smooth the flows of information.34  However, non-European nations can be 

adversely affected if their protections are not regarded as “adequate”. 

FTC Privacy Report 

In 1998, the same year that the European Directive went into effect,35 the Federal 

Trade Commission reported to Congress yet another list of Fair Information Practices 

very similar to those presented by the ITF Working Group, but distilled to just five 

principles: Notice/Awareness, Choice/Consent, Access/Participation, Integrity/Security, 

Enforcement/Redress36.  These reflect the FTC’s stated goal of “encourag[ing] effective 

self-regulation”, as they are predominantly procedural and apply to companies own stated 

privacy policies, rather than mandating a code of information practice.  This focus on 
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enforcing company’s own policies has been attributed to a reliance on the FTC’s power 

to prevent “deceptive” trade practices, which the principles certainly do.37  The FTC also 

has the power to prevent “unfair” trade practices, but it is unclear that this power would 

extend to substantive privacy regulation; for its part, the FTC has stated that it “lacks the 

authority to require firms to adopt information practice policies or to abide the fair 

information practice principles.”38   

Two years later, the FTC revised its principles to four: Notice, Choice, Access, 

and Security.  The elimination of the Enforcement principle reflects their perceived lack 

of authority for such enforcement, but also their emphasis on self-regulation and 

individual control.39  The FTC Privacy Principles continued the trend in US privacy 

policies of placing most of the mechanism for control in the consumer and the market. 

APEC Privacy Framework 

The 2005 Asia-Pacific Economic Cooperation Privacy Framework was 

intentionally quite similar to the earlier OECD Guidelines.40   

1. Preventing Harm – Recognizing the interests of the individual to legitimate 
expectations of privacy, personal information protection should be designed to 
prevent the misuse of such information.  Further, acknowledging the risk that 
harm may result from such misuse of personal information, specific obligations 
should take account of such risk, and remedial measures should be proportionate 
to the likelihood and severity of the harm threatened by the collection, use and 
transfer of personal information. 

2. Notice – Personal information controllers should provide clear and easily 
accessible statements about their practices and policies with respect to personal 
information . . . .  All reasonably practicable steps shall be taken to ensure that 
such notice is provided either before or at the time of collection of personal 
information.  Otherwise, such notice should be provided as soon after as is 
practicable . . . . 
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3. Collection Limitation – The collection of personal information should be limited 
to information that is relevant to the purposes of collection and any such 
information should be obtained by lawful and fair means, and where appropriate, 
with notice to, or consent of, the individual concerned. 

4. Uses of Personal Information – Personal information collected should be used 
only to fulfill the purposes of collection and other compatible or related purposes 
except: 
a. with the consent of the individual whose personal information is collected; 
b. when necessary to provide a service or product required by the individual; or, 
c. by the authority of law and other legal instruments, proclamations and 

pronouncements of legal effect. 

5. Choice – Where appropriate, individuals should be provided with clear, 
prominent, easily understandable, accessible and affordable mechanisms to 
exercise choice in relation to the collection, use and disclosure of their personal 
information.  It may not be appropriate for personal information controllers to 
provide these mechanisms when collecting publicly available information. 

6. Integrity of Personal Information – Personal information should be accurate, 
complete and kept up-to-date to the extent necessary for the purposes of use. 

7. Security Safeguards – Personal information controllers should protect personal 
information that they hold with appropriate safeguards against risks . . . . 

8. Access and Correction – Individuals should be able to: 
a. obtain from the personal information controller confirmation of whether or not 

the personal information controller holds personal information about them; 
b. have communicated to them, after having provided sufficient proof of their 

identity, personal information about them . . . ; 
c. challenge the accuracy of information relating to them and, if possible and as 

appropriate, have the information rectified, completed, amended or         
deleted . . . . 

9. Accountability – A personal information controller should be accountable for 
complying with measures that give effect to the Principles stated above. 

 

Like the OECD Guidelines, the APEC Framework’s purpose was both to protect 

privacy and to ease information flows necessary for commercial activity.   The 

differences between the two result from their twenty-year age difference, during which 
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the OECD Guidelines were put to the test.  The resultant list of nine principles is 

essentially a restatement of the OECD Guidelines, but with an increased emphasis on 

notice and choice, and with one additional principle: Preventing Harm.41  Interestingly, 

this principle is placed first on the list. 

Madrid 

Finally, the most recent major framework of Fair Information Practices comes 

from a Working Group established by the 30th International Conference of Data 

Protection Commissioners.  The Working Group met in Madrid in 2009 and released a 

draft of their privacy framework resolution the same year.  Their goals, like the OECD 

and APEC versions before them, are to protect privacy and to facilitate information 

flows.42  However, their principles are more in line with the EU Directive, placing almost 

equal weight on the rights of the data holder, and placing substantive restrictions on the 

collection, use, and dissemination of personal data.43 

The framework is presented in five sections.  The first contains six “Basic 

Principles”: lawfulness and fairness, purpose specification, proportionality, data quality, 

openness, and accountability. 44  These six principles primarily impose substantive 

restriction, with the exception of the openness principle, which focuses on notification. 

The second category defines “Legitimacy of Processing,” placing numerous 

restrictions on how information can be collected and for what purposes, what information 

should be considered sensitive, and when information can be shared with other 

organizations for processing, including internationally.45  This section includes some 
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reference to notice and consent, but again there is significant emphasis on substantive 

limitations. 

The third section addresses the rights of the data subject, identifying three: the 

right to access, the right to rectify and delete, and the right to object.46  These rights put 

more control in the hands of the subject, and suggest both procedural and substantive 

protections. 

The fourth regards security, charging data processors with the responsibility to 

take adequate measures to ensure the security of the data system and the confidentiality 

of the data they manipulate.47 

Finally, the Working Group makes recommendations to governments regarding 

compliance and monitoring.48  They suggest measures that encourage substantive data 

protection steps on the part of data processors.  They also recommend the creation in each 

member state of one or more privacy monitoring bodies, and that these bodies cooperate 

to unify privacy policies where possible.  Finally, this section makes the data processor 

liable for any “pecuniary and/or non-pecuniary damages” incurred by the data subject due 

to a failure to live up to data protection laws. 

The Madrid framework shows the experience that has been gained from almost 

forty years of Fair Information Practices.  It maintains a strong right to privacy, and a 

right to control information combined with a basic level of protection far stricter than the 

FTC Principles.  Though the Madrid Framework was developed after Cate’s suggested 

spectrum of Fair Information Practices, it is clear where it would fall in relation to the 

other frameworks.  In terms of substantive regulations, individual rights, and the weight 
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placed on countervailing interests, the Madrid framework and the FTC principles are 

opposite poles.  They reflect differences in the value given to privacy, and in what kind of 

stake individuals have in it.  The other frameworks fall between the, roughly from most 

to least restrictive as follows:  The EU directive is towards the Madrid framework, 

followed by the HEW principles, the OECD Guidelines, the APEC principles, the 

Privacy Commission, and the ITF. 

The Harm Framework 

We might be tempted to evaluate the Harm Framework as another node on the 

Fair Information Practice spectrum; it can be evaluated in terms of substantive 

regulations, individual rights, or the weight placed on countervailing interests.  The 

temptation is furthered by the logical continuation of the trend in the history of US 

privacy regulation toward sparse substantive regulation.  In fact, The Harm Framework 

contains practically no general substantive regulations.  It places great weight on 

countervailing interests, and makes few requirements about individual rights.   

However, placing it on the same spectrum as the Fair Information Practices is 

misleading.  More than simply a matter of degree, the Harm Framework is qualitatively 

different from Fair Information Practices. The description that Tim Muris and Howard 

Beales, the architects of the Harm Framework, provide in their article “Choice or 

Consequences” should begin to make clear why: 

[I]nformation exchange is valuable and that regulators should be cautious about 
restricting it.  The traditional approach to privacy regulation, based on the so-
called fair information practices (FIPs), is inadequate. Instead, we argue, 
government should base commercial privacy regulations and policies on the 
potential consequences for consumers of information use and misuse. This 
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approach focuses attention on the relevant questions of benefits and costs, and 
offers a superior foundation for regulation.49 
 

The influence of scholars like Posner, for whom privacy was valuable only when 

it encouraged the creation of value, is clear, and in fact the Muris and Beales quote his 

work in defense of their framework.50 Protecting privacy and preserving economic 

benefits are given equal weight. The Harm Framework involves not just a recognition of 

competing interests, but the “explicit recognition of the trade-offs involved in regulation” 

(my emphasis).  This includes an explicit rejection of privacy as an absolute right. 51 

The Harm Framework is solidly Instrumentalist in its justification.  The approach 

is to restrict information gathering, processing, and use only when they cause harm, 

whether physical, economic, or, to a lesser degree, emotional.  It rejects the idea that 

notice and choice is an essential element of privacy regulation,52 and this should be 

expected when no right to control information is assumed.  Instead, tangible harms are 

addressed by specific limited regulations, rather than the general guidelines of the Fair 

Information Practice model; the Harm Framework explicitly rejects general privacy 

legislation.53  The reasons for this rejection are that such legislation could be needlessly 

costly, that the knowledge of how to avoid unnecessary costs is lacking, and that current 

laws, well enforced, provide adequate privacy protection.   

The result is a patchwork of regulations tailored to specific contexts.  The lack of 

general regulations reflects the greater emphasis on flexibility, and the reluctance to make 

any strong prohibitions that could prove stifling to other interests.  Instead, it is a 

philosophy of creating many narrowly focused regulations for different types of data uses 
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and different industries to target specific harms.  The focus is on the misuses of 

information that create physical or economic harm, or unwanted intrusion.54  Two 

examples that illustrate how the Harm Framework is applied are the Fair Credit 

Reporting Act and the Do-Not-Call Registry. 

Fair Credit Reporting Act 

The Fair Credit Reporting Act (FCRA) represents a hallmark of the Harm 

Framework.  The FCRA exists to protect data subjects from harms, but without 

preventing the collection and use of the information.  The credit system could not 

function if it required individual consent: those with bad credit would simply opt-out of 

having their credit-worthiness tracked.55  The information is vital to the system, and the 

system enables almost instant credit to millions of people.  But this collection of 

information also entails a privacy risk for those it concerns.   

The FCRA solves this problem with tailored legislation, establishing both 

substantive and procedural requirements for the context of credit record keeping to 

protect consumers, without interfering with the collection of information.  For example, it 

places requirements on how information can be used, how long it can be kept, and 

implements a system for individuals to review their credit history, and contest inaccurate 

or unfair entries.   

This is typical of the Harm Framework.  Individual choice about whether to 

participate is rejected in this case because it is disruptive to implement, essentially 

undermining the whole intent of credit records, and because it does not adequately protect 

consumer privacy.56  The Harm Framework trades protection from a number of privacy 
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harms identified in the Taxonomy in favor of economic benefits, while more tangible 

harms are protected through targeted requirements on the part of data processors.  The 

FCRA is minimally disruptive to the economy, but still beneficial to the individuals and 

institutions that it is meant to serve, arguably doing a better job of protecting privacy than 

would notice and choice.  Surveys conducted by the FTC indicate that “consequences 

drive consumer concerns about privacy”, and the FCRA targets the consequences and 

affects little else.57 

Do-Not-Call 

The Do-Not-Call Registry narrow scope is typical of Harm Framework 

approaches.  It establishes only that telemarketers are prohibiting from calling numbers 

listed in the Do-Not-Call registry, which is maintained by the FTC.58  Rather than target 

the information collection that enables marketers to make these kinds of calls, the 

Registry only prevents the collected data from being used intrusively when consumers 

have chosen to opt-out.  Again, the target is specifically the harm; it employs notice and 

choice only because in this case it is an efficient method of preventing intrusive 

telemarketing calls.59  Legitimate reasons for collecting information, even of those who 

opt not to receive telephone marketing, are not ruled out. 

This narrow focus very effectively, very cheaply, and at minimal disruption of 

useful data flows, practically eliminates a recognized harm.  It rests on opt-out, and some 

governmental involvement, but its scope is miniscule relative to the scope of Fair 

Information Practices.  It illustrates that when a simple, easy to use opt-out mechanism is 

possible, it can be even more effective than an opt-in approach in protecting consumers 
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from harm.  It also illustrates the type of emotional harm that the Harm Framework 

considers.  There is no harm attributed to the collection of information, as in the Fair 

Information Practices.  It is only when that information is used to intrude into personal 

life in the form of marketing telephone calls that a harm is recognized.   

These examples show the kind of targeted legislation and regulation the Harm 

Framework entails.  These and other regulations tend to be very effective; the limitation 

of the Harm Framework is that it does not anticipate harmful consequences of data 

processing, it only reacts to them, and this reaction can be slow.  While Fair Information 

Practices can be overly restrictive, and can slow development, the Harm Framework will 

tend to under-protect privacy, and needs constant updating.  Both approaches to privacy 

protections have limitations, and new technologies are revealing new shortcomings.
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CHAPTER FOUR 

NEW TECHNOLOGY AND POLICY FAILURE 

The problems with current privacy policies are made vastly more apparent by 

numerous innovations in information collection, processing, and use.  The pace and 

direction of technical development have turned cracks into chasms, and we can only 

expect that current policies, and current approaches to policy, will be less and less 

effective as technology continues to develop and proliferate.  But many of the cracks 

were already present, and many insightful individuals have pointed out where policies 

have failed to protect against privacy harms.  This chapter will examine how privacy 

policies were, are, and will be inadequate to protect privacy. 

But first we must establish what it means for a policy to be inadequate.  Whether 

based on a right-to-privacy or instrumentalist model, policies are intended to protect 

against certain harms, and to protect them without unnecessarily impeding other social 

interests.  The most straightforward criterion by which policies can be said to be 

inadequate is by identifying what harms they intend to protect against, and showing that 

they do not do so – i.e., to judge them by their own standards. 

The other way to judge a policy inadequate is to make a normative claim, to say 

that policies should (or should not) do something and do not (or do): they do not protect 

against certain privacy harms, or they infringe other more valuable rights or social 

interests.  For this we return to Solove’s taxonomy of privacy harms identified in the first 

chapter.1  However, many of these types of question involve a subjective weighing of 

privacy interests against other values, a discussion the specifics of which tends beyond 
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the scope of this thesis.  Therefore, this type of policy failure will most often be of the 

two extremes: where policies do not even attempt to address certain types of harms 

identified by Solove; and where they do nothing but infringe other rights or interests, as 

in a restriction the does little or nothing for privacy but with high other costs.  When 

discussing new and anticipated technologies, it will be predominantly this latter extreme 

that causes problems for privacy policy.   

Problems Inherent in Policy 

We will begin by looking at the problems with policy that are not a result of new 

technologies.  They are predominantly, though not exclusively, practical issues, failures 

of policy to do anything to protect privacy in the way it was designed.  Then, we will turn 

to the new and emerging problems that technology creates for privacy. 

Fair Information Practices 

Fred Cate points out a number of problems with the general model of Fair 

Information Practices.2  His criticisms are mostly practical problems that have become 

clear over the history of Fair Information Practice policies that prevent them from 

achieving the kinds of protection they set out to achieve.  However, they hint at 

underlying general problems with the entire approach.   

A problem Cate points out for Fair Information Practices is the amount the 

specific sets vary from one another, and thus the amount the policies vary form 

jurisdiction to jurisdiction: the policies suffer, more than do other policies, from the 

global nature of data flows compared with the local nature of privacy policy. 3  Different 

Fair Information Practices protect privacy in different ways and to different degrees, and 
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are often incompatible.4  This is a problem for policies whose stated aims include the 

facilitation of information flows.  Furthermore, the inconsistent way that privacy is 

protected due to the differences in local law confuse consumers, making them less aware 

of how their information is being collected and used.  This weakens consumers’ ability to 

make informed choices, which is a severe limitation for an approach to privacy that puts a 

great deal of emphasis on individual consumer choice and control.5  For example, an 

individual in the European Union purchasing goods from a website based in Asia might 

be unaware that the APEC standards do not restrict onward transfer of data.  The data 

could be shared with data processors in non-APEC nations whose data protection laws 

are even more lax, all unbeknownst to the individual who believes she is protected by the 

EU directive.  However, this is a problem whenever the same individual is subject to 

different privacy protections, and so doesn’t apply exclusively to Fair Information 

Practice policies.  It may be more damaging under those regimes, because they promise 

so much more, but that is a problem largely due to internet commerce, and will be 

touched upon when we return to technology related problems.  

Individual control, in the form of notice and consent, is used extensively in Fair 

Information Practice policies to protect against many of the harms that Solove identifies: 

Surveillance, Aggregation, Identification, Secondary Use, Exclusion, Disclosure, and 

Intrusion.  But individual control as a sole means of protecting privacy is misguided 

because it cannot work in practice as it is intended.  Control only functions when 

consumers have real choices and a legitimate understanding of the consequences of their 
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decisions.  In the absence of either, a system that relies on individual control over 

information will fail to protect privacy, and that is just what is happening. 

Consumers are not effectively informed about the use of their information.  

Attempts to inform consumers have not worked.  In the United States, a law was passed 

that required financial institutions to send written privacy notices to customers.6  But as 

Tim Muris of the FTC pointed out, “to most consumers, they were simply junk mail.”7  

They did not effectively communicate privacy practices because consumers don’t read 

them.  Reading the notices “imposes a cost apparently in excess of the benefits for many 

consumers.”8  This assertion is support by research by Aleecia McDonald and Laurie 

Cranor of Carnagie Mellon University, who estimate that if everyone in the United States 

read privacy notices for websites that they visit, it would cost over $780 billion in lost 

productivity, or approximately 5.5% of GDP.9 

Even when they are read, the notices are generally ineffective.  In the US, the 

FTC has long enforced privacy notices as legally binding for the companies that issue 

them.11  Companies have responded by making privacy notices that are legally watertight, 

rather than notices that are comprehensible by the average consumer.  In the EU, the 

trend has been in the other direction, reducing notices to “cigarette-pack-like warnings” 

or even, somewhat ironically, allowing consumers to opt-out of being provided notice at 

all.12  As Muris points out, “drafting effective privacy notices is as much a 

communications challenge as a regulatory one,” and ultimately “[w]e cannot completely 

achieve both in a simple document.”13 
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The choice requirement causes problems besides the failure of notice.  Often, the 

choice itself is illusory, because the only choice presented is the choice of whether or not 

to participate.  If unrestricted use of data is a condition of using a service, there is not 

really any choice about how the service uses a consumer’s information.14  Alternatively, 

if the costs of consent for the use of information are prohibitive, such that it would cost so 

much to obtain consent to use the information that it would outweigh the benefits that 

could be gained from the use of the information, then consent will not even be sought.15  

This denies both consumers and data users potentially beneficial uses of information not 

because people do not consent, but because it is too costly to find out.  Finally, choice is 

illusory when the actions that are required to demonstrate consent are superficial.  This is 

often the case in ‘clickwrap’ agreements, where clicking a box marked “OK,” “Next,” or 

“I agree” on a website indicates consent, and even more so in ‘browsewrap’ agreements, 

where the simple act of browsing through a website that contains a Terms of Service 

contract is taken as evidence of consent; these trivial actions can be taken as evidence of 

consent.16 

Another problem is that multiple cases can be presented where not having choice 

benefits the consumer more than the exercise of choice.  As mentioned in the previous 

chapter, one example is the US credit system.  If it included the choice of whether or not 

to use information, the system would not work.  Similarly, Cate points out that 

agreements that make public records available for many uses depend on making them 

available to commercial intermediaries to spread the cost.17  Without spreading the cost in 

this way, all such uses of information would be impossible, and requiring consent would 



 61 

prevent this kind of sharing.  These situations require balancing one right or interest 

against another, and, for example, many countries have chosen to protect privacy over 

ensuring readily available credit.18  But because in many cases the choice that consumers 

are given is so ineffective, the balance is between the costs that requiring consent may 

create in lost opportunities, and no real benefit in terms of substantive privacy 

protections.  This is no balance at all. 

Finally, Fair Information Practices cause privacy problems by distorting what 

privacy policies are meant to do.19  The majority of the effort exerted as a result of Fair 

Information Practices is spent in complying with procedural regulations rather than 

implementing substantive privacy protections.  This shift leaves privacy harms like 

Exposure and Insecurity under-addressed, in favor of meeting the letter of the law with 

notice and consent of dubious efficacy. 

Harm Framework 

The privacy problems under the Harm Framework are fewer in number, though 

not necessarily less salient.  In many ways, though, the Harm Framework reflects a more 

modern and realistic approach to privacy controls, if only because it does not make 

impossible procedural demands like notice and choice.  Its main shortcomings are not in 

trying to protect privacy but in not trying to address certain privacy harms.20 

In particular, dignity harms are not taken into consideration.  Accessing one’s 

financial record without permissions, or quietly tracking one’s web usage, seem to 

diminish one’s privacy.  There is certainly an expectation of privacy in these types of 

information, but the Harm Framework finds nothing wrong, preferring to wait until 
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something else goes wrong (such as identity theft) before treating these activities as 

privacy harms.  Any harm with unclear immediate negative consequences is not 

considered, because it cannot easily factor into the economic calculus.  In laying out the 

Harm Framework, Muris points out physical harm, economic harm, and intrusion as the 

harms that it is intended to prevent.21  Those privacy harms, and harms that clearly lead 

directly to them, are protected against, such as Exclusion, Insecurity, Distortion, and 

Intrusion.  Other harms are not addressed by this framework, such as Aggregation, 

Identification, Secondary use, and Disclosure.  These harms are sacrificed as too costly to 

prevent, both because measures to halt them would be costly to implement, and because 

there are recognized social interests in allowing them. 

This aspect of the approach is related to the fact that the Harm Framework rejects 

that the data subject owns information about herself.22  But such a rationale does not 

explain why it should ignore privacy harms that affect dignity.  Even without appealing 

to a property right in information, there is reason to believe that people feel harmed, for 

example, by being watched.  It is difficult to place a price on this type of harm, and the 

economic particulars account for these harms being largely disregarded in the Harm 

Framework.23  But this difficulty is not a principled reason to avoid considering it.  

However, in the next chapter, I will attempt a principled defense of this position. 

Another more general problem with the Harm Framework is that it is more 

reactionary in nature.  Where Fair Information Practices place strong prohibitions on 

specific uses of information up front, erring on the side of privacy in preventing 

information exchange, the Harm Framework must identify a harm that results from the 
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use of information before prohibiting certain kinds of acts, and thus errs on the side of the 

free flow of information.  The Do-Not-Call legislation is one example where a recognized 

privacy harm took some time to address because there was no law prohibiting it.  The 

Harm Framework has been used to address certain architectural harms before they 

resulted in tangible harms, such as by identifying insecure information processing 

systems and requiring them to improve,24 but by default it does not prevent any 

information collection, processing, or use whose harmfulness is not yet known. 

Technology 

New technologies exacerbate these shortcomings and create new failures in 

current policies, by increasing the power and prevalence of information collection, 

processing, and dissemination.  As technology improves, the entire lifecycle of 

information is enhanced: data collection becomes cheaper and easier, the types of data 

collected expand, the ways that information can be processed to discover new 

information multiply, and the speed with which the information is put to use increases.  

Because information about an individual has value to others, the increasing power of data 

flows is bound to be used to gather information about people, and in ways that create 

privacy concerns for the individual who is targeted.  This data gathering is not inherently 

sinister, but it does make people more vulnerable to the harms Solove details in his 

Taxonomy. 

To see this, we must look in turn at how new technologies affect the collection, 

processing, and use of information, to see to what privacy harms they make individuals 

vulnerable.  These cannot be comprehensive lists, because the quantity of new technology 
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is too great; instead, they are an attempt at a representative sample, and one that shows 

the trajectory of technology to help anticipate future technological advances.  Having 

done so, we can identify common trends in privacy development, to help to lay out how 

policies are increasingly inadequate, and how they will need to change to cope. 

Collection 

The data collection technologies affecting privacy are of two types.  The first type 

is new technology, which makes possible data gathering practices that were not possible 

before, such as the mobile web, the smart grid, web 2.0 innovations, and biometrics.   

These technologies represent changes in how information is collected.  The other type is 

established technology that has become cheaper and, as a result, more abundant, 

increasing the volume of data collection.  Technologies like radio frequency 

identification (RFID) tags, digital cameras, and internet tracking are not new, but they are 

maturing and being implemented in new ways, and in these new uses they function to 

significantly increase surveillance.  Together with advances in data processing, even 

simple data that these devices collect can be combined to provide information where 

earlier uses could not.  Like a pointillist painting, millions of tiny points of data can form 

a complete picture of an individual. Together, these two types of technology combine to 

define information collection for the near future. 

The mobile web provides an example.  On GPS enabled phones, individuals 

access the internet, where web pages track where they’ve been and where they go.  This 

combines new technologies, such as more powerful mobile computing devices that can 

transmit location information about an individual, with established technologies like 
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GPS, the internet and tracking cookies, to produce more information. Web pages are able 

to track unique users across multiple web pages using tracking cookies.  Even when 

regular cookies are disabled, Flash cookies can track the same information, they can 

repopulate cookies that have been deleted, and most browsers can’t disable them.25  This 

information can be matched up with precise location information, contextualizing the 

browsing data and making it more meaningful and representing a practical increase in the 

amount of data captured. 

Mobile phone cameras enable similar data combinations.  When a picture is taken 

with a mobile phone camera, information about the time and date at which it is taken is 

embedded in the picture.   The embedded data may include location, compass direction, 

or even the name of the phone’s owner and how the camera is moving at the time the 

picture is taken.26  This information causes particular privacy concerns because many 

users do not know that it is included.  When the images are shared online, information 

about who took the picture, when, and where may be inadvertently included. 

Camera phones are also creating privacy concerns as they proliferate, becoming 

practically ubiquitous.  Privacy advocates have long been concerned about closed-circuit 

television (CCTV) cameras in public places, but the quantity of CCTV cameras is 

dwarfed by the number of privately owned digital cameras carried by most individuals 

almost all the time.  In Chicago, city controllers have access to an estimated 15 thousand 

CCTV cameras.27  But in the US, more than 276 million individuals, or nearly 90% of the 

population, have cell-phones, and send millions of picture and video messages every 

week.28  If that percentage holds for the population of Chicago, there are as many as 2.5 
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million cameras operated by individuals in the city; the number of cameras operated by 

individuals dwarfs the number operated by the city if even 1% of cell phones have 

cameras.29 

Many of the pictures and videos these cameras take are posted online via web 2.0 

sites that host user generated content.  Web 2.0 presents somewhat unintuitive privacy 

issues, because the users are surveilling themselves and choosing to share the information 

online.  Whether it is because users lack an understanding of the extent to which the 

information they disclose online is visible, or they simply do not consider the 

consequences of such disclosures, the information posted to these websites can be used 

against them.  A dramatic example, created for the effect, is the website 

PleaseRobMe.com, which collects posts made on Twitter about people who have 

indicated that they are at a restaurant or other business establishment, thereby indicating 

that they are not at home.30  The goal of PleaseRobMe is to raise awareness, pointing out 

that apparently innocent posts about where one is also entail announcing where one is 

not. 

The home is also beginning to collect and share more information about what is 

happening within.  ‘Smart’ additions offer increased efficiency and ease of use, but they 

also require collection technology which may reveal more than is intended.  The smart 

grid, a proposal to link the power grid to communication and monitoring technologies 

that promises to improve the way electricity is delivered and used, also creates privacy 

concerns because it involves detailed tracking of power use.31  This tracking allows 

consumers to see how much power they are using and when, enabling them to make 
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changes that improve their efficiency.  But is also lets the power company collect data on 

specifically what energy is used, when, and even what appliance is using it.32   

Smart appliances collect other information.  A smart refrigerator may track what 

products are purchased to warn a user to replace them, or may do the buying on its own.  

This technology is still a ways off, but it relies on technologies already in practice in the 

commercial realm. RFID tags and sophisticated labeling make it possible to track 

products through the supply chain, identify products past their expiration dates, and 

enable quick check-out.  If the same or similar technology were included in homes, a 

product could be tracked from manufacture to landfill. 

RFID tags are powered or non-powered circuits that can be activated by a 

magnetic field, and can transmit information contained in the circuit. They are not a new 

technology, but their use has increased to enable quick transactions across many sectors: 

credit card transactions, subway fares, building access, and highway toll payments are all 

achieved with RFIDs, enabling the time and location of the transaction to be easily 

recorded and stored.  Even children and pets can be implanted with RFID tags to help 

identify them, and in some professions people have RFIDs implanted as a security 

measure.  In the near future, many more people may be implanted with these devices.33   

However, new types of data collection may make RFIDs unnecessary for humans.  

Biometric identification – reading biological markers to uniquely identify an individual – 

is becoming easier and cheaper.  Already, fingerprint scanning and facial recognition 

software can pick out individuals, and can do so without the individual knowing.34  

Again, this provides context to data that is already collected: not only information that a 
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transaction occurred at a specific time and place, but that a certain individual initiated the 

transaction.  Combined with data processing improvements, the association of immutable 

physical characteristics with individuals allows the Identification of almost any data, and 

makes anonymity nearly impossible.   

Processing 

This increase in data collection further exposes individuals to the privacy harms 

caused by new forms of data processing.  New data processing technologies and 

techniques make aggregation more efficient; they increase the types of data that can be 

connected to each other, increasing the likelihood of Disclosure, Exposure, and Increased 

Accessibility; they even make it possible to re-identify data when personally identifying 

information has been removed. These improvements either constitute privacy harms 

themselves, or they make the data subject vulnerable to privacy harms. 

De-anonymization is an example of such a technology.  It is accomplished in 

many ways in different contexts using different types of information, but it always leaves 

individuals exposed in unforeseen ways.  Often, Identification can be accomplished with 

a high degree of accuracy from pieces of information that were not considered 

‘personally identifying’.35  In the US, 90% of the population can be uniquely identified 

with just three pieces of information – zip code, birth date, and sex – meaning that even 

these three simple pieces of information are usually enough to identify an individual out 

of a mass of data.36  This has already become a problem as the government and private 

industries have released supposedly anonymized data for research purposes, stripped of 

the intuitive indicators of identity such as name, address, and IP address, only to have the 
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data re-identified using simple data mining techniques.  In one example, AOL released 

the search history of 650,000 users, stripped of IP address and AOL user information.  At 

least one user was identified from her search queries alone.37  These failures make it hard 

for data users to transfer data to third parties as they once did, because in many cases it is 

not possible to anonymize the data without making it useless.38 

Similar techniques can be used on other sets of data that together can be used to 

uniquely identify an individual when they would not expect it.  A project by the 

Electronic Frontier Foundation (EFF) examines information that browsers deliver to 

websites, such as the operating system and browser, and what add-ons have been 

installed.39  A lot has been made of the prevalence of cookies in web pages, which track a 

user across many pages by installing a small program on the user’s computer, but the 

study being conducted by the EFF indicates that about 85% of users provide enough 

information to uniquely identify them from browser information alone.40     

Even more worrying are processes to identify users in social networks.  One study 

showed that a relatively mild malicious attack to gain the browser history of a web user 

could be combined with public information gained from social networking sites like 

Facebook and LinkedIn to discover the users identity.41  An even more powerful system 

that is nearing completion can perform biometric analysis of a voice, and topical analysis 

of emails, and identify and connect anonymous web identities just from the way they 

speak or write.42 

This last is related to another processing advance.  Improvements in artificial 

intelligence are making it possible for automatic processing of data, which can be done 
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faster and more accurately than human processing.  Where search engines once linked 

users to web pages, they can now read and report the data contained within those pages, 

making them significantly more powerful and extending their reach significantly.  Further 

advances allow search engines to recognize faces in pictures and videos.43  Combined 

with the increase in the mobile web, this could allow people to search for information 

about a person just by taking a picture of them.44   

In 1988, Roger Clarke coined the term dataveillance, defined as “the systematic 

use of personal data systems in the investigation or monitoring of the actions or 

communications of one or more persons.”45  This was meant to complement physical 

surveillance, i.e. watching and listening, but recent advances in data processing abilities 

are blurring that distinction.  Because visual and auditory data can now be understood by 

computer systems, personal data systems can include digital images, video, and audio 

recordings.  In a very real sense, all surveillance is becoming dataveillance.   

All these advances in combining information are added to the increases in data 

collection.  But the proliferation of data collection itself can be thought of as a processing 

advancement as well, because the collectors are networked to combine information.  The 

networking of data collection methods is a data processing advancement that produces a 

vast increase in information about people.  A system in Chicago combines thousands of 

cameras to create a single powerful grid that the police can use to see most of the city.46  

Significantly, this grid combines cameras installed not only by the city, but also those 

installed by private property owners, including homeowners, who have had their cameras 

connected to the network.  This networking magnifies the information collecting power 
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of the system, enabling any camera to be brought up in real-time from a central location.  

Combined with location data from phones, the system allows city officials to view the 

closest video camera to the origin of an emergency phone call.  The collection was 

already occurring; it is the networking of the cameras to one central location that 

increases the information.  Such combinations of data collectors can produce fuller 

profiles, essentially aggregating data in real time from many collection devices. 

Use 

Finally, new technologies make information use more potentially harmful in 

several ways.  Increases in information flows make more information accessible instantly 

almost anywhere.  New opportunities for Intrusion are created, and old ones are made 

more difficult to prevent, as people’s digital lives grow. 

The most obvious harms from use are those that result from the increasingly 

wired world’s ability to serve information anywhere.  Similar to the system in Chicago 

mentioned above, Google Maps’ StreetView service combines data from hundreds of 

cameras around the world.47  Mounted onto cars, the cameras take images that are used to 

create a full, street-level atlas of nearly every street in every major city around the world.  

But in taking all these pictures, many individuals, homes, businesses, and cars are 

captured and publicized online.  The harm comes from the distribution: taking pictures on 

public roads, and even aggregating them into a map, causes few privacy harms if any, 

until they are made public to everyone in the world.  

Furthermore, the internet has expanded to include mobile devices, giving users all 

the information that it contains – a constantly growing set – all the time, from nearly 
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anywhere.  This becomes a privacy problem in a number of ways.  As public records are 

increasingly digitized, more and more information about a person is available online.  

With mobile devices, this translates to increasing access to detailed information about 

friends, coworkers, and acquaintances in a person’s pocket at all times. 

The trend is not only towards information in ones pocket, but information 

constantly provided in a person’s field of vision.  ‘Augmented reality’ is the name of a 

technology that overlays information on the world.  These ‘heads-up displays’ would be 

familiar to fighter pilots, or to anyone who has played certain first-person point of view 

video games.  In the day-to-day world, these systems could provide information such as 

the name and occupation of a person sitting near you, by combining with image 

recognition and improved search technology.  Basic versions are already available, and 

are already causing privacy concerns.  Applications for smartphones that are currently on 

the market allow the user to hold up the phone like a picture frame, displaying an image 

of the scene behind it, but augmented with data from websites about restaurants, 

businesses, or public transportation options.48  Some services also allow any user to mark 

certain coordinates as a ‘point of interest,’ enabling anyone to publish any information 

about, for instance, a home.49  Combining a system like this with a social network would 

spill all the information that individuals currently share about themselves onto the street 

around their house, and even onto their own visage.  Plans to implement these devices as 

transparent screens in glasses or contact lenses make the potential problem more 

pervasive.50 
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As people spend more time online, more intrusive forms of advertising will 

become common.  Already, companies that produce mobile hardware and software are 

trying to find ways to serve advertising to mobile devices.51  But such advertising 

becomes intrusive when is embedded in a device that serves as an individual’s journal, 

camera, and mailbox.  Currently, pop-ups are a minor nuisance when browsing the web.  

Imagine the intrusiveness of such advertising when constantly wired into a mobile 

computer: every walk down the street could display a buzz of advertisements in every 

direction.  Spam will not just be pesky unwanted email that crowds ones inbox, but a 

distraction and a hazard at all times.  Spam already takes the form of text messages, 

social network communications, and email, and costs about $130 billion annually.52  

Further digitization and near-perpetual connectedness will continue to raise the costs of 

spam. 

Problems for Policy 

These new technologies raise many specific problems, but they also have a few 

common features that the current policies are unable to address, and that any policy 

recommendations must take into account.  Three features in particular are likely to be a 

growing problem, because they represent continuing trends in technology, and because 

they directly invalidate some of the main provisions in current policy approaches. 

First, many privacy-affecting aspects of new technology are hidden from 

consumer view, and the prospect of bringing them to light is daunting, and probably 

undesirable.  Technologies like tracking cookies in web sites gather tiny pieces of 

information from each website an individual visits, and generally do so silently.  If they 
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are hidden, the privacy harms become quite difficult to define, let alone prevent.  What is 

Secondary Use when the primary use for which a cookie gathers information is never 

stated?  Policies that rely on notice and consent falter in situations like these, for the 

reasons pointed out earlier: the cost of notice and consent is great in comparison to the 

privacy harm involved.  For example, a law in the European Union requiring explicit 

consent from users for every cookie that is used on a website has drawn the ire of users 

and web administrators alike, because the burden it would create would make the internet 

significantly less navigable and harder to provide.53  The law would not significantly 

protect users either, because the amount of nuisance that would be involved in using 

every website would be great relative to the amount of data gathered by each cookie, and 

few users would do more than mindlessly click whatever checkbox was necessary to get 

them to the content they are after. 

Similar arguments will be compelling for examples like the embedded data in 

camera-phone pictures, de-anonymized data, and any privacy harm that is created by a 

technology or technique that is sufficiently complex to be incomprehensible to the 

average data subject. As collection methods become more sophisticated, notice and 

choice becomes less viable, but hidden transmission and use of data will still cause 

privacy harms. 

The Harm Framework avoids these problems, but only because it does not put 

significant weight on such invisible tracking as a privacy harm.  Even if were to 

acknowledge dignitary harms, it would likely find that the benefits to consumers that this 
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invisible tracking provides weigh more heavily than dignity of the individual seeking 

anonymity on the public internet. 

The second trend, which does cause a problem for the Harm Framework, is the 

distributed nature of many systems that cause privacy harms, which will make it difficult 

to identify where to apply policy to prevent them. In the case of social networking, it is 

the user that provides and shares the data about herself and chooses to make it public.  

Can policy protect individuals from themselves?  Should PleaseRobMe be prevented 

from pointing to posts that anyone can find just as easily without it?  Similarly, the 

prevalence of cameras and the availability of photo and video sharing websites provide 

no obvious point of action to prevent privacy harms.  

The water is even more muddied in the example of de-anonymization 

accomplished by looking through public records, or by combining two sets of data to 

reveal new information.  This is an example of what Jonathan Zittrain calls 

“generativity:” “a system’s capacity to produce unanticipated change through unfiltered 

contributions from broad and varied audiences.”54  The ability for groups of individuals, 

acting alone but to the same end, to bring disparate sources together to re-identify 

information stripped of identifying details is a real problem for policy.  If no data set 

reveals compromising or personally identifying information on its own, and many 

individuals contribute small amounts to the puzzle, the Harm Framework is hard pressed 

to identify the action that should be prevented, without an overbroad approach that will 

prevent many of the commercial exchanges that most privacy policies, particularly Harm 

Framework policies, are concerned to protect. 
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And third, these privacy concerns are predominantly created not as a side-affect 

of the technology, but as a feature of the technology that motivates consumer interest.  

What makes smart grids ‘smart’ is that they record and report information of energy use; 

augmented reality applications are designed to give users information about their 

surroundings; web 2.0 sites are appealing because users can share information about 

themselves; location tracking enables benefits such as suggesting a local restaurant, 

helping to retrace your steps,55 or helping to recover a stolen device.56  Policies that seek 

to prevent these harms will run into consumer backlash whenever preventing the harm 

necessitates significant restrictions on consumer actions.  

An ongoing case in Italy highlights the extent to which technology may need to be 

restricted to protect privacy along current policy.57  The case charged three Google 

executives with privacy violations for a video that Google hosted on one of its sites of a 

group of students harassing and humiliating a classmate.  Holding the executives 

responsible could set a precedent that many experts worry will cripple the internet in 

Italy, making it too costly and labor intensive to ensure user-generated content does not 

violate privacy laws, and ultimately making such services impossible to offer.58  And yet, 

how could a privacy harm created in this way be prevented?  Google removed the video 

as soon as it was given official notice.  There was no place where the student involved 

could have been prompted to opt out before the video was posted, other than while he 

was being filmed.  Neither could Google screen all the videos that it receives for this kind 

of violation: it receives about twenty hours of new film every minute.59  Even requiring 
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that they screen only those videos that are reported to them would place a significant 

burden on Google, and they are one of the largest and most lucrative web companies in 

the world; smaller companies would be effectively barred from participation.  If even 

marginal gains in privacy require drastic reductions in access to useful technologies, 

policies will need to accept growing limitations on what they can accomplish. 

As these three traits demonstrate, modern privacy policies will need to be altered 

to salvage privacy protections in the face of new technology.  In many cases, it will not 

be possible to protect privacy as we have known it.  In those cases, policy must be crafted 

to realistically target what can be saved, so that advances in technology do not destroy the 

entire enterprise of privacy protection. 
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CHAPTER 5 

RECOMMENDATIONS FOR THE FUTURE OF PRIVACY 

 
In The Transparent Society, David Brin makes a compelling case that a society of 

the future will be faced with a decision between privacy (or a fiction or privacy), and 

accountability, democracy, and freedom.  Drawing from trends in privacy and technology 

that were already visible more than a decade ago, he argues that “the djinn [of 

technology] cannot be crammed back into his bottle,” and that “light is going to shine 

into nearly every corner of our lives” (his emphasis).1  Our choice is for either a 

transparent society, where every citizen can get information into any other citizen’s life, 

or a society where only the wealthy and powerful, corporations, and government have 

such access – there is no in between.  The solution, he argues, is obvious: to face the loss 

of traditional privacy as the necessary consequence of a changing world. 

His position is radical and deals with a far future society, but many of the 

decisions he predicts are already upon us.  In the face of changing technology, policy has 

broken down, and prescribed restrictions where they do no good, while leaving us 

vulnerable to emerging threats.  To address these challenges, we will need to adapt policy 

to protect privacy in spite of these advances.  But, in an increasingly connected world, we 

cannot maintain privacy exactly as we have known it.  In addition to reforming policy, 

we will also have to reevaluate our expectations of privacy, and the consequences of 

trying to maintain various levels of privacy protection. If we try to protect everything that 

privacy is for us now in the face of these changes, we may end up with nothing.  Both the 
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policy of privacy and the theory of privacy will need to be revisited in order to secure 

privacy in a changing world.  

This chapter will begin with a discussion of what we want, and what we can 

realistically achieve, from privacy.  It will point out incompatibilities in our current goals, 

and will introduce recent scholarship on what privacy is.  After this pragmatic review of 

our goals, we can begin to see the outline of a privacy policy that is capable of protecting 

the privacy we can protect, while sacrificing the privacy that it would be impossible or 

undesirable to maintain.   

Philosophy 

Our notion of what counts as ‘private’ has changed over time, and will continue to 

change in the face of new technology.  Multiple authors have identified the shifting 

contours of privacy, noting the differences between our ancestors and us, and between us 

and less developed modern societies.2  The recent trend is on the verge of denying that 

privacy is even still a social value, as did Facebook founder Mark Zuckerburg.3  The 

assertion is contentious, but he is not alone in making it.4   

Indeed, we should expect to lose privacy due to technological advances.  As much 

as people like privacy for themselves, they also want information about others.  Police 

want information about citizens to prevent crime and to catch criminals.  Companies want 

information about consumers to develop products that are desirable and to target them to 

individuals who are likely to buy them.  Employers want information about prospective 

employees to try to predict job performance, and about current employees to try to 

determine an employee’s value to the company.  Parents want information about teachers, 
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coaches, neighbors, and anyone else who may have prurient or otherwise harmful 

intentions towards their children.  And all citizens want information about their elected 

representatives.   

As mentioned in the previous chapter, the interest in information about others is 

often what drives the creation of information gathering and disseminating technology.  

This has long been true: the instant photograph, which sparked Warren and Brandeis’ 

privacy concerns, was a technology developed to help capture and share information, and 

it is not surprising that much of the information that was captured and shared was about 

other people.  Similarly, the modern technologies that threaten privacy do so because 

information about people is valuable to others.  As a social animal, it is our nature to seek 

information about those around us, to identify those who are trustworthy or dangerous, to 

identify mutually beneficial transactions or potential opposition.5   

This point may be compelling enough from an instrumentalist perspective to 

support reducing privacy restrictions, as it balances our interests in our own privacy 

against the interests of others in information about us.  But it will likely not be 

satisfactory from the right-to-privacy perspective, because an absolute right cannot be 

placed on balance with mere interest.  However, even giving privacy the benefit of a 

strong right, it will still be necessary to make sacrifices. 

A more general argument for balancing privacy interests in light of new 

technologies, one that applies equally strongly when treating privacy as a right, is that it 

isn’t possible to protect against all privacy harms in a world as connected as ours.  

Certain aspects of privacy are incompatible, particularly in light of new ways that 
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information is collected and shared.  An example that Solove suggests is the conflict 

between the harm of Insecurity and that of Identification.6  Identity theft due to Insecurity 

could be prevented with advances in biometric identification, which would tie bank 

accounts, social security numbers, credit history, and more to immutable biological traits 

such as fingerprints, face, or retinal pattern.  But such a step would make anonymity 

harder, tying a specific identity to information that is generated or shared about you.  

Even given a strong right to privacy, we cannot maintain the strongest privacy protections 

for both; the more readily a person is identified, the more difficult it will be to maintain 

anonymity, and the more difficult is to identify an individual, the easier it will be to 

pretend to be someone else.  Technology is forcing this conflict, by making identifying 

information easier to acquire, and digital identity more integral to a person’s life. 

The harm of Identification conflicts in the same way with the harm of Exclusion, 

as establishing identity is necessary to allow an individual to see his record without 

risking Disclosure or Breach of Confidentiality.  So too with Identification and 

Appropriation, since sacrificing anonymity to facial recognition picture searches would 

make it much more difficult to appropriate someone’s appearance.  And the harms of 

Insecurity, Distortion, and Blackmail could be minimized by Disclosure, Identification, 

Aggregation, Increased Accessibility, and Secondary Use, because combining 

information from several sources, ensuring that it is associated with the right individual, 

and making it publicly available, all make it harder to misrepresent data, to present 

oneself as someone else, and to use any piece of information about an individual as 

leverage. 
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Whether it is against competing interests, or against incompatible aspects of 

privacy itself, privacy must be put on balance.  Even it we take privacy to be an absolute 

right, when deciding policy, we will be forced to approach from the instrumentalist 

perspective: new technologies are forcing us to choose, to weigh costs and benefits of 

different privacy protections against each other, and these considerations will depend 

heavily on non-privacy factors: other values and social interests.  As we become more 

constantly connected, and we impart information to others more often, and in a form that 

is easier to record and to process, we will be less and less able to protect against all 

privacy harms.  As Brin observed, the Djinn is already out, and the decision will be 

forced.  We will need to determine which privacy to prioritize, and which to sacrifice. 

Expectation, Dignity, and Privacy 

Consider first the changing boundary of the public sphere.  There is a growing 

recognition that though it may be counterintuitive, the internet is a public space, despite 

that it reaches into our homes, and even into our portable devices.  This is clearest in 

relation to the generative internet, such as social networks, where publicly displaying 

information is the intent.  But when we access any website, we are interacting with 

dozens of other computers around the world, which someone else has set up to receive 

requests and to serve information.  People expect less privacy on the internet, because 

they no longer see internet activities as private actions, but as interactions with others in a 

public space, mediated by multiple third-parties. 

These changing expectations of privacy on the internet are an example of the 

“context-relative informational norms” that underpin Nissenbaum’s framework for how 
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privacy is best understood.7  For her, privacy is a situation where information flows 

adhere to our expectations for a given context; privacy expectations are just the social 

norms governing information flow.8  Privacy violations occur, she claims, when our 

expectations regarding the appropriate flow of information are violated. 

Such a framework predicts and explains the changing landscape of the public-

private distinction, and people’s changing attitudes towards erstwhile privacy harms.  

Thinking of the internet as a public space makes comments like Zuckerburg’s easy to 

understand: people do not expect their online actions to be private, so they do not feel 

that their privacy is violated by lax privacy policies.  By Nissenbaum’s conception of 

privacy, violations are minimized because there is no expectation of privacy to be 

violated. 

 But it is important to note that Zuckerburg and others do not refer to all privacy 

harms when they say that privacy is no longer a social value.  Some parts of privacy are 

still social values.  Surveillance is commonplace, but Interrogation is still heavily 

restricted.  Aggregation, Identification, and Secondary Use are increasingly expected, but 

Insecurity and Exclusion are still lambasted.  Disclosure, Exposure, and Increased 

Accessibility are essentially what social networks are made for, but Breach of 

Confidentiality, Blackmail, Appropriation, and Distortion are still recognized as harms.  

It is more correct to say that the traditional notion of privacy is no longer a social value.  

What has changed is the average citizen’s comfort zone, which has expanded to include 

internet sharing, targeted marketing, and GPS tracking, among other innovations.  As 
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Zuckerberg pointed out, “[p]eople have really gotten comfortable not only sharing more 

information and different kinds, but more openly and with more people.”9   

His claims are not without controversy, but they are expected under Nissenbaum’s 

framework of contextual integrity: as social norms change, so too should peoples 

understanding of what privacy entails.  If the expectation of a certain type of information 

flow governs privacy concerns surrounding it, changes in expectations actually change 

what qualifies as a harm.  Warren and Brandeis’ outrage at the prospect of a celebrity 

being photographed seems out of proportion in our modern world, where photographs of 

celebrities abound in every supermarket checkout aisle.  Similarly, we’ve come to expect 

sites like Amazon.com to know who we are and what kind of books we like, even though 

it may have been unsettling the first time we experienced it.  The shift in expectation 

defines a shift in the scope of privacy 

But Solve warns against attempts like Nissenbaum’s to translate privacy into 

some other characteristic, such as appropriate information flows.10  Solove’s project in 

the Taxonomy was grounded in his earlier work arguing against any such complete 

definition of privacy.11  The concept of ‘family resemblance’ mentioned earlier, which 

posits privacy as a group of related things with no necessary or sufficient characteristic, is 

his response to exactly this problem. Solove suggests that, “[t]o deal with the myriad of 

problems involving privacy,” we “will have to adopt multiple conceptions of privacy.”12   

So Nissenbaum’s framework should be seen as an accurate, though not complete, 

conception of privacy, one that captures some privacy harms as violations of our 

expectations regarding information flows.  Placing the framework of contextual integrity 
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as only a part of the picture of what privacy is helps to understand why only some parts 

of privacy are changing: some parts of privacy are not subject to change based on 

expectations.  Even if we lived in a world where we fully expected hackers to break into 

our bank records regularly, the economic harm that such a breach represents is not 

mitigated in any way by the expectation. 

Other types of privacy harm, though, are mitigated by expectation.  Harms that 

are primarily emotional disturbance, or feelings of disrespect or inhumanity, are 

understandably affected by changes in our beliefs about what constitutes manners, in 

understanding of how humans treat one another, and in our expectations for our own 

treatment.  These harms are the dignitary harms the Solove identifies in the Taxonomy: 

“incivility, lack of respect, [and] causing emotional angst,” 13 and Bloustein, appeals to 

the same “values,” “individuality or freedom,”14 which Nissenbaum notes as the result of 

violated expectations.15  Changes in social norms and in our expectations change what 

constitutes dignitary harms, because the way we define dignity depends on our 

understanding of what humans are and how they deserve to be treated.  Dignity harms are 

precisely dashed social expectation.  For example, look at the dignity harm inherent in 

Exposure.  Exposure, as Solove states, deals with keeping private things that “we have 

been socialized into concealing.”16  It is an affront to human dignity “as defined by 

modern society.”17  These are things that we have come to expect to be off limits, and it is 

that expectation which sets up the potential for harm.  The same acts in other cultures, at 

other times, were not considered harmful when exposed.18  Similarly, dignity aspects of 

other privacy harms are also expressed as violations of expectation; for example, 
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Disclosure is described as “the spreading of information beyond expected boundaries,”19 

and Aggregation can “reveal new facts about a person that she did not expect would be 

known about her.”20 

  Expectations are defined by experience, so new technologies will always defy 

expectations in some ways.  To be useful, technology must defy expectations.  It must 

enable people to do things that they were unable to do before.  Such changes are good.  

As we grow accustomed to new information flows, our expectations, and the harms that 

attend them, will change.  If dignitary harms are based on expectations, it is protections 

against dignity harms that we should sacrifice in favor protections against threats to 

physical or economic well-being.  Otherwise, we will end up protecting a harm that 

would not exist if we let our expectations change.   

This is not to say that dignitary harms are not worth protecting; violations of 

expectation cause emotional distress, and can lead to more tangible harms when, for 

example, people make choices based on their expectations that they wouldn’t have made 

if their expectations were more accurate.  Rather, this is to say that dignitary harms 

should not be prioritized.  When they come up against tangible harms, dignitary harms 

are less important, and potentially harmful, to prevent. 

Past Policy 

 Given this prioritization, we can craft policy to respond better to modern and 

emerging privacy concerns.  If dignity harms only attend to the unexpected, policy cannot 

firmly restrict actions that cause only dignitary harms, because these harms are not 

perpetually harmful, but subject to changing social norms.  Creating a law that prevents a 
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dignitary harm could slow or prevent technological or economic progress without doing 

any more good than would simply letting people get used to the change.  However, it is at 

least as unsatisfying to reject protections from dignitary harms outright, because for the 

people who experience them, they represent legitimate harms.  When possible, violations 

of expectation should be prevented, but they cannot be given the same weight as other, 

less fluid harms. 

 What should be done will depend heavily on what can be done, so we must first 

look to policies that have been tried.  Some earlier approaches have proven unworkable 

in practice, but there may be situations where they are still valuable.  Other approaches 

have proven more effective, and will give us an idea of the kinds of policies that work.  

This will further specify how we should prioritize between types of privacy, because 

privacy harms that simply cannot be prevented, or those whose prevention would carry 

significant cost, should be allowed in favor of focusing resources on more achievable 

protections. 

Fair Information Practices, Notice, and Consent 

 Fair Information Practices are largely insufficient to deal with modern privacy 

issues.  Most importantly, they do not make sense in a world where it is not just large 

institutions – governments and corporations – that collect and process large sets of data.  

Many smaller institutions and even individuals have access to processing power on par 

with what larger companies were dealing with when many of the Fair Information 

Practices were written; since the OECD guidelines were created, the storage capacity of 

commercial computers has been multiplied by tens of thousands, and processing power 
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has followed a similar trend.21  Data collected, stored, or used in different ways.  Often, 

individuals provide data for public consumption, where it is combined and analyzed by 

other individuals to produce new information.  In these circumstances, restrictions on 

collection or secondary use, purpose specifications, and use limitations are all incoherent. 

 Perhaps for this reasons, in practice Fair Information Practices work as simple 

notice and consent.  But as discussed earlier, notice and consent do not sufficiently 

protect privacy, because people cannot afford to keep themselves informed, and thus true 

consent cannot be established.  Instead, notice is presented as an opaque legal document, 

in the case of websites, or a notice after the fact, in the case of surveillance.  And consent 

is inferred from meaningless actions, such as hitting a checkbox, or simply continuing to 

use a service.  In the case of many new technologies, notice and consent becomes even 

more costly and less effective, as information is collected imperceptibly and constantly.  

Policy cannot rely heavily on notice and consent, at least not at the point of use.   

In situations where an established relationship already exists between the 

consumer and a service provider, notice and consent can be more effective.  Notice and 

consent can be given once and cover an extended range of time and services, decreasing 

the cost of such a transaction for both the user and the service provider.  And a service 

provider can be better held accountable when a long term agreement is established, 

because they are easier to monitor, and consumers can better assert their rights if need be.  

To be worthwhile, though, such notice and consent should be paired with real choice 

when possible.  For instance, in the case of the smart grid, more in depth analysis of 
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energy use may be offered for additional savings on ones energy bill, but the option to 

have limited inspection and less savings could also be available. 

Another form of notice that could be a part of policy would be in the form of an 

addition to educational curricula.  As information technologies proliferate, navigating 

them becomes an indispensable life skill.  Part of educating children about the world they 

inhabit is educating them about the internet and information technologies, of what these 

technologies are capable, and what it means for them. This type of education could help 

to prevent all types of harms by providing a general notice of how information can be 

collected and used, allowing individuals to make informed choices throughout their lives.  

It would reduce the dignitary harms of increased information flows by aligning 

expectations about the flow of data with the reality of tech-saturated environments, 

letting them make better choices about how to share information.  It would also empower 

them as citizens to shape the future of technology policy, and prepare them for life in a 

connected world.   

Harm Framework 

 The Harm Framework has been significantly more successful, and its approach is 

likely to remain more useful for addressing privacy concerns.  One reason for this is that 

the way the Harm Framework has protected privacy is the way that privacy is shifting: it 

largely ignores dignitary harms, and focuses instead on physical and economic harms, 

and intrusions.  These tangible harms are closer to the way that privacy is coming to be 

valued than the broad types of harms that Fair Information Practices attempt to regulate.   



 90 

 Like Fair Information Practices, though, the Harm Framework sometimes relies 

on notice-and-consent-like methods of protections.  The FTC has put a lot of emphasis on 

websites providing privacy policies, which it then treats as legal documents.  This 

encourages the sites to make the policies long and legally worded, rather than informative 

consumer-empowering documents.  A reliance on stated privacy policies does little to 

protect consumers who don’t read the policies.   

 Other practices based in the Harm Framework are much more effective.  The 

approach taken for the credit card industry in the FCRA, and the restriction on 

telemarketing made possible by the Do Not Call list, have both been very successful.  

Their specific regulations do not translate to many other areas, but the specifics are not 

what we should take away from the framework.  Rather, it is the lack of an overarching 

privacy structure that makes the approach so effective.  

Trying to articulate a set of practices that regulate all data flows cannot capture 

the subtlety that exists in new technology.  The steps taken to minimize the harms of 

tracking cookies, for instance, cannot be the same as those for the smart grid, because the 

only thing they have in common is that information is being made available. Tracking 

cookies are enabled by each individual website, and do not require any kind of business 

relationship between the website and the visitor to work; the smart grid is mediated by a 

company with whom there is a long-term contractual relationship for service.  Notice and 

consent may be possible and effective in the latter and not the former case because the 

cost-per-transaction will be significantly lower.  Or, it may be easier to implement a 
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regulatory review board for electricity providers, because there will be relatively few of 

them compared with the thousands of websites that people interact with in a year.  

Following Nissenbaum, privacy policies should vary by context, because 

expectations, and thus privacy harms, vary by context.  Attempting to define a privacy 

policy that restricts certain actions in all circumstances will inevitably fail to achieve its 

goals in some situations, or will produce significant collateral damage. Whatever the 

specifics, trying to tack the same information practices onto diverse technologies and the 

varied problems they create will probably not produce anything of worth; the way these 

different types of information are collected and used should be different. Instead, policies 

should target specific harms with specific measures. 

Future Policies 

 From these considerations, we can sketch a general idea of what policy should 

look like going forward.  The two main changes that need to be made are the recognition 

of practical limitations on policy, and an increase in flexibility to allow for a changing 

world.  These characteristics are under-considered in current policies, but their addition 

will allow policy to be more effective for a changing world, and will allow limited 

resources to be allocated usefully.   

Sacrifices 

 Policies need to be prepared to make sacrifices.  It will not be possible to protect 

everyone from all privacy harms in all contexts, and trying to do so will waste resources 

on impossible objectives.  Even if we grant a strong right in privacy, policy must take an 
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instrumentalist approach, protecting against harms that seriously disrupt society, even 

though it will entail accepting others.   

Privacy harms are inconsistent.  As mentioned earlier, new technologies not only 

exacerbate privacy concerns, but also pit one kind of privacy against another. These 

conflicts will either mean choosing between one type of privacy and another, or between 

weak protections against two or more privacy harms and strong protections against some 

harms with no protections against others.  Policy needs to explicitly acknowledge these 

tradeoffs.  Though not technology related, the FCRA provides a good model of such 

sacrifices: by accepting the harm of Aggregation, the FCRA established restrictions on 

Exclusion, and set up systems that do a good job of preventing Distortion.  Individuals 

benefit from this policy, even though some forms of privacy are sacrificed.   

The other option, of course, would be to eliminate whatever use of technology 

that is causing privacy concerns, rather than sacrifice privacy of any kind.  But there are 

at least two reasons why that is a poor choice.   

First, as a practical matter, technology is generally not easily undone.  Often, as in 

the case of many Aggregation harms, the problem is not apparent until the technology is 

well established.  In the case in Italy mentioned in the previous chapter, the technologies 

that would need to be eliminated are too entrenched to make their elimination possible, 

regardless of whether such an action would be desirable. 

Secondly, when possible, such actions are generally not desirable.  Policy cannot 

force people to value privacy.  Even if they cause privacy harms, preventing the 

proliferation of technology is often in opposition to the vast majority of the population.  
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Overly restrictive policies could result in a backlash from consumers and data processors.  

In the case of consumers, it could mean a scorn for ‘privacy’, which could be generalized 

into a blanket rejection; something similar may be happing in the case of Zuckerburg and 

others who say that people do not care about privacy, when what they mean is that they 

do not care about certain privacy harms.  In the case of data processors, it could result in 

asking consumers to waive all privacy protections, rather than trying to comply with 

complicated, conflicting, or overly stifling regulations. 

Ultimately, policy must weigh many rights and values, and must protect what it 

can using limited resources.  New technologies provide significant value, and many 

privacy concerns will be offset by the other kinds of value they create.  While this 

consideration involves balancing between privacy and other social interests, in policy that 

is to be expected, and it is something that we will have to do even if privacy is treated as 

an absolute right.  New technologies will make preserving privacy more and more costly, 

tipping the scales in favor of other rights or values that come up against privacy.  Even 

the strongest right to privacy will have to be sacrificed in some contexts, because the 

costs to society of maintaining it will simply be unsustainable. 

Flexibility 

 In The Future of the Internet, Zittrain refers to a video of a reenactment of Star 

Wars that gained internet popularity.  It was published online without the performer’s 

knowledge.  In discussing the video, Zittrain remarks that “a utilitarian might say that 

nine hundred million views is first-order evidence of a public benefit exceeding the cost 

to the student who made the video.”22  Zittrain’s point may be coldly valid, but an even 
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stronger argument can be made: of all the millions of videos posted online, only a handful 

poses these kinds of privacy problem. Certainly we would like to avoid incidents where 

an individual’s humiliation is published online, but the vast majority of the information 

published on these sites is not humiliating, but creative, artistic, informative, in a word, 

valuable.   

Policy must be flexible enough to target harms, without destroying such a 

powerful means of communication and creation. Policies must allow for differential 

practice in different circumstances.  We don’t want all instances of information shared 

using the generative internet to be treated equally, because while some are harmful, and 

others are invigorating creativity and collaboration on a global scale.  For this, the Harm 

Framework is a good model.  A regulatory body, like the FTC, can respond when 

information is used to harm people, and let information flows continue when they are not 

a problem.  They vary their action by how the information is used, not that it is used.  In 

other areas of law, this difference is obvious: rather than ban cars, we ban their use on 

sidewalks; rather than ban rulers, we ban their use for punishing children.  Similarly, 

rather than prevent information collection and dissemination, we should prevent the 

harmful uses of that information, and let the constructive uses continue. 

 In addition to flexibility across contexts, policy must also be flexible over time, 

because we cannot anticipate every dilemma to write a policy to deal with them all.  The 

privacy policies that we have now are breaking down because unforeseen technologies 

are creating unforeseen problems.  We should expect this kind of failure of imagination 

to happen at least every decade or so, as technological advances – which by their nature 
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cannot be anticipated – raise new possibilities.  Limiting the use of a technology now 

may be economically viable, but the more powerful a technology becomes, the greater 

the cost of restricting it.  This can shift the balance of social value, or, taking privacy as a 

strong right, shift the weight within deliberations about what types of privacy we chose to 

protect.  For example, if we consider Insecurity and Identification to have equal moral 

weight, in a pre-internet world we may have decided to focus our efforts on preventing 

Identification.  But now that the internet has made online commerce possible, while 

simultaneously making the transfer of ill-gotten information so much easier, we may find 

it more worthwhile to focus on Insecurity.  A change in the practical consequences of 

emphasizing different types of privacy, even without a change in the weight of rights we 

place in them, can change what we will choose to protect. 

 What’s more, Nissenbaum’s work indicates that the norms that define certain 

privacy harms change over time,23 so the policies that rely on current definitions of 

privacy and of privacy harms may not be useful for dealing with privacy in future 

generations.  Thus, the very goals of a privacy policy are subject to change.  This is true 

not only as we cease to value certain types of privacy, but also as new types of privacy 

become necessary to protect, e.g. the concept of biometric privacy was not a 

consideration of many modern privacy policies, and these policies may need to be revised 

to account for it.  A possible solution would be for privacy protections, or parts of them, 

to expire periodically, forcing the question of what society wants out of privacy policies 

to be reexamined and updated for a new world.  This would allow for strong privacy 
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protections that could be easily changed if they become too restrictive, or if, as in the case 

of many current policies, they are determined to be ineffective. 

The Transparent Society 

 David Brin’s vision of the future seems to be prescient.  In the years since The 

Transparent Society was published, we have moved towards the type of society he 

describes.  As I mentioned above, information about others has long been valuable.  

Incentives are set to encourage more information flow, not less, and technology has 

developed to fill that need.  The technologies described in the previous chapter continue 

the trend towards perpetual, ubiquitous information collection and transfer that Brin 

describes. 

 His recommendation, in light of this, is what he calls “reciprocal transparency.”24  

Drawing from the field of economics, he suggests that the best way to maintain a 

functioning society in which so much information is available is to make sure that 

everyone has equal access to it and that information flows both ways whenever possible.  

The most likely situation is that governments, corporations, and anyone of sufficient 

wealth will have access to this information even if the average citizen does not, so we are 

better off trying to ensure that those in power are as vulnerable, and as much a part of the 

Panopticon, as individuals.  Furthermore, by making every flow of information go both 

ways, so that anyone gathering information about another can be seen doing it, it will 

prevent many obvious abuses of information. 

 Solove and Nissenbaum offer objections Brin’s line of reasoning.  Solove argues 

that information alone is not enough; power is derived from the ability to process 
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information into a usable form, and bureaucracies have more access to such processing 

expertise.25  Nissenbaum makes two points: the first is that “information is a more 

effective tool in the hands of the strong than in those of the weak;” the second is that the 

type of information collected is likely to favor the strong, because the collectors will tend 

to cater to those larger entities.26 

 There are a couple ways to deal with these arguments.  The first is to reject them, 

denying some claim that is necessary for the argument to hold.  Solove’s claim rests on 

individual’s ability to process information being less powerful that bureaucracies, but 

there’s good reason to think that’s not the case.  Open source software, prediction 

markets, and the generative internet all suggest that individuals can wield vast power 

using modern collaboration tools, and it does not seem that bureaucracies have a 

particular advantage – they may even have a disadvantage: open source browsers have 

significantly more users that their corporate-produced competitors.27  The same can be 

said for Nissenbaum’s first claim, but more direct is to point out that it is not one weak 

individual against a strong corporation or government, but large groups of individuals 

against them, sharing and collaborating or boycotting. Her second claim is simply 

outdated: large data collectors aren’t necessary for collecting information, because a lot 

of the data in question is already publicly available and can be processed by cheap, 

widely available processes. 

 The stronger position, though, is to accept the claims that Solove and Nissenbaum 

make, that powerful social entities can use information better than can individuals, and 

still maintain that transparency should be maximized, because for the most part these 
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powerful social entities already have the information in question.  Cate points out that 

many privacy policies do little to prevent large companies from using information they 

collect for business processes, and instead just raise entry costs for individuals and small 

competitors and put them at a disadvantage.28  Brin provides the example of a company 

forced to stop selling CDs containing millions of people’s purchasing habits because of 

public backlash, even though the information was already available to large corporations 

and would have only leveled that playing field in terms of information access between 

individuals and small business without any increase in power for the elites.29  If 

transparency primarily increases information available to individuals, i.e. if the elites 

already have access to most of the information that such a stance would make available, it 

doesn’t matter that the same information is more powerful in the hands of the elite: the 

net gain is in power for the individual.  

 Whether or not Brin’s argument is compelling, he does not dedicate much time 

toward the problems of the day and the fact that, in the modern world, privacy is an issue, 

and it is important to protect it.  Whether Brin is right or not, we must deal with privacy 

concerns between our world and the world of the future, and policy will need to smooth 

the transition, and give time for expectations to change as technologies are introduced.  

The Transparent Society may be a goal, but it is not a workable policy for modern times.  

The best we can do is create privacy policies that protect against the worst problems of 

the day, that create as little collateral damage to progress as possible, and that are flexible 

enough to work as privacy and technology change in the future, as we can be sure they 

will.
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CHAPTER SIX 

CONCLUSION 

 Privacy protection has made sense throughout its development.  Before the rise of 

technologies like the internet and cheap, digital cameras, it was very costly, both to the 

data subject and to the would-be collector, to gather and transfer information about an 

individual. Data collection and data transfer at the time Warren and Brandeis were 

writing meant cumbersome instant cameras and laborious paper copies transferred hand-

to-hand.  Taking a picture without permission was only recently possible, and it cost the 

equivalent of nearly $250 to develop a roll of film.1  A privacy paradigm that suggested 

restrictions on all such actions, restricted very little in practice, and very likely added 

value to society. 

 At the time of the HEW recommendations, privacy concerns dealt with 

developing computer databases, which in 1973 were still large and unwieldy, storing data 

on tapes.   It was also the same year that Ethernet networking was invented, though it was 

far from commercial introduction.2  As the HEW report itself points out, the cost of 

computer systems was prohibitively high.3  Privacy harms such as Aggregation had 

become possible, but only by large companies, meaning that privacy harms presented by 

them were large, obvious, and committed by a manageable number of institutions.  A 

paradigm that sought to regulate these large, centralized databases, to prohibit where they 

got their data and how they used it, was an efficient and reasonable policy.  Westin’s 

recommendation that individuals be able to exercise control over data about themselves, 

motivated by the rise of large databases, was a brilliant and effective policy 
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recommendation for a time when individuals dealt with only a few such databases on a 

daily basis.4 

 In 1990, when the OECD recommended its Guidelines, and even in 1995, when 

the European Union enacted it Privacy Directive, the prevailing technological concern 

was the same as it had been for the writers of the HEW report, from which both 

documents drew their inspiration.  The commercial internet was still barely nascent, with 

the network itself only fully privatized in 1995.5  Text messages were only a few years 

old, and still plagued with problems.6  Google wouldn’t be incorporated for three more 

years,7 and Facebook wouldn’t exist for another ten.8  Restrictions on data collection 

techniques, on how data could be used, on onward transfers of information, all made 

perfect sense when it was predominantly restricting institutional data handlers in the early 

days of internet commerce. 

 But the technologies of today require a new privacy paradigm.  The cost of a 

photograph or video, the cost of tracking an individual across the web, or even tracking 

their physical movements, are all negligible.  The information is shared by individuals.  

It’s scavenged by automatic software across the public internet, by big corporations, but 

also by anyone with enough computer savvy to write a simple script, or even just to 

download one of a number of customizable web-crawlers.9  Information collection, 

processing, and use is pervasive, it’s fast, and most of all it’s cheap, making it accessible 

to virtually anyone in the developed world.   

Technology often makes things possible, but the implications for privacy come 

much more from what technology has made practical. It has reduced the cost to move and 
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use data, and in doing so it has made actions commonplace that were outlandish even 

fifteen years ago.  In decreasing the cost of each step of information throughput, it has 

actually put another value on the other end of the scale:  before we could just protect 

privacy; now we must choose between privacy and continued progress.  Given this, it 

should be apparent that in some situations, we would benefit more from the sacrifice of 

privacy, than from its preservation. 

 Policy that does not take this gradual decrease in cost into effect is unrealistic.  

The question of whether privacy is a right or merely instrumental is largely irrelevant to 

how policy should function in relation to it.  Policy must deal with what’s possible; even 

if we have a right to privacy, there are practical limits to how we can enforce that right, 

and those limits must change as technology evolves.  At some point, the cost of chasing a 

right to privacy, especially in terms of lost opportunities for new innovation, becomes 

significantly prohibitive.  Where that change occurs is determined by placing that right on 

balance with the enforcement costs of protecting it, as well as the lost value that would 

have been derived from the utility of new technologies.  Given the need for this balance, 

the argument here has been that some uses of information that are currently thought to 

cause privacy harms will need to be allowed.  As the cost of using information in these 

ways comes down, and the cost of preventing them goes up, the balance tilts away from 

privacy.   

Nissenbaum, who is an advocate of a right to privacy, argued that context 

determined privacy, and defined the right to privacy as the right to “appropriate flow of . . 

. information.”10  As such, she argues that privacy protections should be implemented to 



 102 

prevent actions outside of informational norms.  I’ve argued here, though, that her 

definition leads to a different conclusion. Nissenbaum’s contextual integrity entails not 

only that privacy should be different in different situations, but also that, insofar as 

privacy harms are based on social norms, privacy is subject to change based on what 

people expect, i.e. when social norms change, so do privacy harms.  Letting people come 

to expect a loss of privacy attendant to the use of certain technologies literally removes 

the harm that those technologies may initially have caused.  Technology, as it decreases 

the cost of data throughput and increases the cost of privacy protection, tends to increase 

the extent to which doing nothing and letting people adapt is the least harmful way to 

address privacy harms.   

Harms not predicated on expectation, tangible harms, will not change over time, 

and this is where we should focus our policy and enforcement resources.  Combined with 

context-relative protections, this approach is similar to the Harm Framework, where 

tangible harms are targeted in the use of information.  To a greater and greater extent, 

collection, processing, and use that do not lead directly to tangible harms should be 

allowed.  This, combined with up-to-date policies of technology education and regular 

policy reexamination, creates a targeted, efficient, and effective privacy framework that 

allows most uses of information, except when the harm is tangible or the preventative 

measure is particularly cost-effective. 

 

The line between public and private is changing.  How people relate to the new 

public of the internet and associated technologies, and how those technologies relate to 



 103 

them, are rapidly developing as new possibilities arise, and yesterday’s innovations 

proliferate.  Mill’s distinction between public and private was not hard and fast.  He 

acknowledged that there were issues that lie on the boundary between the two, a grey 

area where it was difficult to determine who had jurisdiction.  Many things that new 

technology makes possible are situated near or upon this boundary.  The internet in 

particular is a grey area: it’s a public space that people access for deeply personal 

reasons: intimate communications, sensitive financial transactions, or just emotional and 

psychological release.  The private-public status of these acts is not intuitively obvious, 

and for some it may never be. 

Changes like these are always painful, but they are probably unavoidable.  

Technology is a force, a drive in humanity to solve problems and explore opportunity.  It 

has made us the dominant species on the planet, and every day improves the lives of 

millions.  In many ways, the change is empowering: information about others can create a 

sense of community for those who might otherwise have felt alone, it can enable 

individuals to trade information about the most powerful forces in society – ultimately, 

more information gives us a better picture of the world we’re creating and those who 

inhabit it with us.  The information sharing ability of modern humans is vast, but it has 

always been our information sharing that has set us apart from the rest of the natural 

world: spoken language, written language, economies and art are all informational 

systems, enabling groups of humans to gain intricate understanding without experience.  

In the history of humanity, information sharing has on net been an extraordinarily 

positive influence. 
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When we experience a loss of privacy, we are harmed.  New technologies make 

people more exposed, and the shift is jarring when it upsets our expectations, and can be 

costly when it upsets our ability to plan for the future.  However, if the loss of privacy is 

permanent, the harm may not be.  The costs may be one-time, the growing pains of social 

advances that will makes us more productive and better informed.  If we must put privacy 

on balance, and we must, we are weighing the avoidance of a painful transition against 

the enduring benefits of better understanding of, and command over, the world we 

inhabit. 
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