
 

 

 

 

THE CASE OF THE “COMMONS” AND CYBERSPACE: 

CONCEPT FORMATION AND SOCIAL CONSTRUCTION 

  

 

 

   

 

 

A Thesis 

submitted to the Faculty of the 

Graduate School of Arts and Sciences 

of Georgetown University 

in partial fulfillment of the requirements for the 

degree of 

Master of Arts 

in Security Studies 

 

 

 

 

By 

 

 

 

 

Aaron L. Connelly, B.A. 

 

 

 

 

 

Washington, DC 

April 15, 2011



 

ii 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright 2011 by Aaron L. Connelly 

All Rights Reserved 

  



 

iii 

 

THE CASE OF THE “COMMONS” AND CYBERSPACE: 

CONCEPT FORMATION AND SOCIAL CONSTRUCTION 

 

Aaron L. Connelly, B.A. 

 

Thesis Advisor:  Daniel L. Byman, Ph.D..  

 

ABSTRACT 

 

Despite conspicuous use of the term “the commons” in the security studies literature, 

little work has been done to define the concept of “the commons,” as used in this context. Nor 

have scholars closely examined assertions of the existence of a commons in each of the five 

“domains of warfare,” the land, maritime, air, space, and cyberspace domains. This thesis 

attempts to fill parts of both of these lacunae in the literature. 

In the first section below, I will examine what is meant by “the commons” in the security 

studies, and then propose a definition of the term based on that examination. In the second 

section, I will argue that the vigorous expansion of state sovereignty into the cyberspace domain 

has enclosed the commons there, if indeed it ever existed.  

In a third section, I will make the case for the construction of a commons in cyberspace 

through the promotion of technologies and norms of access to cyberspace. These policy 

implications run against the grain of much recent scholarship on cyberspace in the security 

studies, in which a single-minded focus on tactical security has precluded careful consideration 

of the way in which technologies and norms of access support the liberal international system, 

thereby providing greater security at a strategic level. 

In doing so, my aim has been to both advance our understanding of the commons in the 

security studies, and offer a new perspective on the current debate over cyberspace governance. 



 

iv 

 

I would like to thank Chris Fair, Dan Byman, and Jeremy Menchik, as well as my thesis seminar 

at Georgetown University, for their comments on earlier drafts of this thesis. 



 

v 

 

 Table Of Contents 

 

 

Introduction ......................................................................................................................  1 

 

What Is the Commons? ....................................................................................................  3 

 

The Earlier Commons Literature in Other Disciplines ........................................  3 

 

Posen’s Commons ................................................................................................  6 

 

Toward a More Dynamic Definition of the Commons ........................................  8 

 

Defining the Commons ......................................................................................  11 

 

Is There a Commons in Cyberspace?.............................................................................  13 

 

Assertions of a Commons in Cyberspace ..........................................................  13 

 

What is Cyberspace Like? .................................................................................  15 

 

The Assertion of Sovereignty over Cyberspace.................................................  19 

 

Does a Commons Exist in Cyberspace? ............................................................  25 

 

Prospects for the Construction of a Commons in Cyberspace .......................................  27 

 

The Argument for a Cyberspace Commons.......................................................  27 

 

The Technology and Norms of a Cyberspace Commons ..................................  32 

 

Conclusion .........................................................................................................  36 

 

Bibliography ..................................................................................................................  37 



 

1 

 

INTRODUCTION 

 

 Over the last eight years, many scholars and practitioners have argued that the 

United States’ “command of the commons,” has been an important element of American power. 

These scholars suggest that the United States’ military dominance in “the commons” gives it a 

unique advantage in military engagements around the world. This argument has found its way 

into books, volumes released by influential think tanks, peer-reviewed journal articles, and the 

government’s premier strategy documents, the National Security Strategy and Quadrennial 

Defense Review. Its resulting currency in American and partner governments in Washington and 

around the world shape deliberations on military budgets and force structure, and security 

partnerships. The Department of Defense, in its 2005 National Defense Strategy, identified 

“operating from the global commons” as one of eight “key operational capabilities”.
a
 A 2008 

report issued by the Center for a New American Security named “access to the global commons” 

as one of three fundamental American interests, alongside freedom and security at home, and 

economic prosperity.
b
  

Yet despite conspicuous use of the term, little work has been done to define the concept 

of the “commons,” as used in this context. Nor have scholars closely examined assertions of the 

                                                 
a
 National Defense Strategy of the United States of America, Office of the U.S. Secretary of 

Defense, March 2005: p. 13. In the 2008 National Defense Strategy, the next and latest 

iteration of the document, the paper has been reorganized. No “key operational 

capabilities” are listed. Instead, access to the commons is named an important aspect of 

“securing strategic access and retaining freedom of action,” one of five ways that the 

Department of Defense intends to achieve the government’s security objectives. See the 

National Defense Strategy of the United States of America, Office of the U.S. Secretary 

of Defense, June 2008: p. 21. 
b
 Shawn Brimley, Michèle A. Flournoy, and Vikram J. Singh, “Making America Grand Again,” 

in Finding Our Way: Debating American Grand Strategy, Michèle A. Flournoy and 

Shawn Brimely, eds., (Washington: Center for a New American Security, 2008): p. 134.  
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existence of a commons in each of the five “domains of warfare,” the land, maritime, air, space, 

and cyberspace domains. This thesis attempts to fill parts of both of these lacunae in the 

literature. 

In the first section below, I will examine what is meant by “the commons” in the security 

studies, and then propose a definition of the term based on that examination. In the second 

section, I will argue that the vigorous expansion of state sovereignty into the cyberspace domain 

has enclosed the commons there, if indeed it ever existed.  

In a third section, I will make the case for the construction of a commons in cyberspace 

through the promotion of technologies and norms of access to cyberspace. These policy 

implications run against the grain of much recent scholarship on cyberspace in the security 

studies, in which a single-minded focus on tactical security has precluded careful consideration 

of the way in which technologies and norms of access support the liberal international system, 

thereby providing greater security at a strategic level. 

In doing so, my aim has been to both advance our understanding of the commons in the 

security studies, and offer a new perspective on the current debate over cyberspace governance. 
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WHAT IS THE COMMONS? 

 Much extant research on the commons in the security studies suffers from a lack of 

analytical rigor at the conceptual level. A more methodical effort to understand what is meant by 

“the commons” can usefully unpackage that which is unique and insightful about the use of the 

commons concept in the security studies. The effort to tease out these distinctions and insights 

forms the bulk of this section, and informs my resulting definition of the commons for the 

security studies, which is articulated at its conclusion. 

 

The Earlier Commons Literature in Other Disciplines 

 Many scholars have appropriated the terminology of “the commons” over the last 

43 years, but there are important differences between earlier uses and the way the term is used in 

security studies—differences that security studies scholars have failed to recognize. The modern 

commons literature can be thought of in three parts: the traditional ecological understanding of 

the commons, normative arguments about the merits of communal property arrangements, and 

the current security studies scholarship on the commons. Some discussion of the earlier 

literature, and its differences with the current literature, is therefore necessary prior to the 

introduction of a definition of the commons for the security studies. 
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The Ecological and Normative Literature 

The modern academic literature on “the commons” begins with Garrett Hardin’s 1968 

Science article, “The Tragedy of the Commons.”
c
 Hardin used the analogy of an unregulated 

grazing space open to all herders to illustrate a particular collective action problem: adding one 

unit of livestock to a crowded pasture increases each farmer’s utility far more than the resulting 

degradation of the pasture diminishes his utility. Hardin observes that it is in each herder’s 

rational self-interest to continue to add livestock to their herds, insofar as they are able, without 

regard to the degradation of the pasture from the resulting overuse. If the pasture is to remain 

useful to the herders, then, its use must be regulated or the growth of herds must be controlled. 

“Freedom in a commons,” 

 Hardin writes, “brings ruin to all.”
d
 

 Hardin, a Malthusian, used the commons as a metaphor for the alleged problem of global 

overpopulation—in his essay, the earth is a commons that must not be degraded by a rising birth 

rate. But the analogy was quickly adopted by other ecologists unconcerned with overpopulation, 

as useful tool for explaining collective action problems in the management of natural resources.
e
 

                                                 
c
 Garrett Hardin, “The Tragedy of the Commons,” Science, Vol. 162, No. 3589 (1968): p. 1243–

1248. Hardin cites a “little-known pamphlet” (p. 1244) written “in 1833 by a 

mathematical amateur named William Forster Lloyd” (p. 1244) as the origins of the 

scenario he describes as the “tragedy of the commons.” The pamphlet is W. F. Lloyd, 

Two Lectures on the Checks to Population (Oxford: Oxford University Press, 1833), 

reprinted (in part) in Garret Hardin, Ed., Population, Evolution, and Birth Control (San 

Francisco: Freeman, 1964), p. 37. 
d
 Hardin, p. 1244. 

e
 The National Research Council commissioned a large volume as “a review of knowledge about 

the commons at this time,” in 2002. Much of my understanding of the state of the debate 

within ecology comes from this volume. Elinor Ostrom, Thomas Dietz, Nives Dolšak, 
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In the 42 years since Hardin’s article, a debate has emerged within ecology regarding the nature 

of the commons. Much of this literature questions assumptions implied in Hardin’s initial 

description of the tragedy of the commons.
 
In particular, scholars led by Nobel Prize recipient 

Elinor Ostrom have noted that “Human motivation is complex, the rules governing real 

commons do not always permit free access to everyone, and the resource systems themselves 

have dynamics that influence their response to human use.”
f
 

The commons analogy has proved attractive to those in other disciplines, as well, 

including those focused on the emergence of cyberspace. In the mid 1990s, Indiana University 

librarian Charlotte Hess, a longtime collaborator with Ostrom, began writing about the Internet 

as a commons, using the ecological analogy to describe stresses on technological infrastructure.
g
 

In 2001, Stanford Law Professor Lawrence Lessig penned a monograph that advocated the 

construction of an “internet commons.”
h
 Lessig believed that a system of common intellectual 

property rights online, rather than an extensive system of intellectual property rights, would 

better promote innovation. 

It is important to distinguish Hess’ traditional ecological analysis and Lessig’s normative 

proposal from the “cyberspace commons” that today’s security studies scholars claim exists. The 

“internet commons” was a proposal for a regime of copyright law particular to the Internet that 

                                                                                                                                                             

Paul C. Stern, Susan Stonich, and Elke U. Weber, eds., The Drama of the Commons 

(Washington: National Academy Press, 2002).  
f
 Thomas Dietz, Nives Dolšak, Elinor Ostrom, and Paul C. Stern, “The Drama of the Commons,” 

The Drama of the Commons (Washington: National Academy Press, 2002): p. 3. 
g
 Charlotte Hess, “Untangling the Web: The Internet as a Commons,” discussion paper, 

Workshop in Political Theory and Analysis, Indiana University, March 1996. Available 

Online: citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.83.104. 
h
 Lawrence Lessig, The Fate of Ideas: The Future of the Commons in a Connected World (New 

York: Random House, 2001).  
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has been partly realized with the widespread use of Creative Commons licenses to allow the use 

of one’s work by other parties. These are arguments about property ownership. In contrast, 

security studies scholars who suggest that cyberspace contains a commons akin to those in other 

domains are making arguments about the nature of the internet and to whom it “belongs” in the 

sense of sovereign control in that place or the lack thereof. 

 

Posen’s Commons 

 The first articulation of the concept of the commons in the security studies literature 

appears in a 2003 International Security article by Professor Barry Posen.
i
 Posen argues the 

source of the United States’ hegemonic power is the American military’s “command of the 

commons”—its unique ability to obtain military superiority on the high seas, in airspace above 

15,000 feet, and in outer space.
j
 Posen traces his concept of the commons back to the work of 

                                                 
i
 Barry Posen, “Command of the Commons: The Military Foundation of US Hegemony,” 

International Security Vol. 28, No. 1 (2003): p. 5-46. 
j
 This paper is not concerned with what Posen means by “command of the commons,” but rather 

with what is meant by “the commons.” But Posen’s use of the “commons” concept is so 

clearly driven by the utility he sees in the compound concept “command of the 

commons,” rather than any utility in the concept of “the commons” by itself, that it must 

be explained here. “Command of the commons,” Posen says, “is analogous to command 

of the sea, or in Paul Kennedy’s words, it is analogous to ‘naval mastery’” (p. 8). In a 

long footnote, Posen paraphrases Kennedy in writing that “naval mastery” is “a situation 

in which a country has so developed its maritime strength that it is superior to any rival 

power, and that its predominance is or could be exerted far outside its home waters, with 

the result that it is extremely difficult for other, lesser states to undertake maritime 

operations or trade without at least its tacit consent.” (This definition, in Posen, p. 8 

footnote 10, is taken from Paul M. Kennedy, The Rise and Fall of British Naval Mastery. 

London: Macmillan, 1983: p. 9.) 
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Alfred Thayer Mahan, who described the sea “a wide common.”
k
 Similarly, Posen defines the 

commons as “areas that belong to no one state and that provide access to much of the globe.”
l
 He 

calls these the maritime, space, and air commons (but concedes that the air commons, which he 

identifies as existing above 15,000 feet, does indeed belong to the states below).  Without 

elaborating further, he then quickly turns his attention to what it will require to maintain 

command of these common spaces.  

 To illustrate how the Mahan and Posen commons concept differs from the ecological 

commons concept, take for example two “maritime commons”: fisheries in international waters 

and sea lines of communication (SLOC) in international waters. Fisheries are a typical commons 

examined by the ecological literature; they can be depleted if too many boats from too many 

countries seek to harvest their bounty. SLOC are an integral part of the maritime commons 

described by security studies. The utility of SLOC, however, cannot be depleted by overuse.
m

 

There is far less negative utility in the marginal use of SLOC, or outer space low earth orbit, or 

airspace above 15,000 feet, than there is in the marginal use of the world’s fisheries, or ozone. 

Whereas Hardin writes of his ecological model that “Freedom in a commons brings ruin to all,” 

                                                 
k
 The first chapter of Mahan’s The Influence of Seapower Upon History begins, “The first and 

most obvious light in which the sea presents itself from the political and social point of 

view is that of a great highway; or better, perhaps, of a wide common, over which men 

may pass in all directions, but on which some well-worn paths show that controlling 

reasons have led them to choose certain lines of travel rather than others. These lines of 

travel are called trade routes; and the reasons which have determined them are to be 

sought in the history of the world.” Mahan does not elaborate on the concept further. 

(Alfred Thayer Mahan, The Influence of Seapower Upon History, 1660-1783, Boston: 

Little, Brown and Co.: 1918. Available Online: 

http://www.gutenberg.org/files/13529/13529-h/13529-h.htm.) 
l
 Posen, p. 8.  

m
 Theoretically, a state could put a large enough fleet to sea that it would cover every 

conceivable SLOC, but we all understand that this is not possible in practice.   
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the same cannot be said for the spaces that Posen has identified.
n
 In fact, it is the freedom to use 

the commons that defines Posen’s concept. 

 Posen is speaking about areas which he believes it is important for the U.S. military to be 

able to deny to an adversary, in order to maintain hegemonic strength. But he is also, implicitly, 

writing about the inverse: spaces that must be kept open to all, despite an adversary’s attempt to 

shut them down. This is what makes them a commons, rather than just a strategically important 

military location. Though Posen does not articulate the latter half of this concept, others, building 

on Posen’s work, have come close.  

 

Toward a More Dynamic Definition of the Commons 

 Last year, two large studies on the commons dealt with the question of its definition in 

the security studies context for the first time, yet still neglected to produce a coherent definition. 

In the first, Scott Jasper and Paul Giarra include a section entitled “Defining the Commons,” 

which primarily serves to demonstrate the absence of a proper definition.  Jasper and Giarra cite 

the medieval meaning that Hardin drew from;
 o

 an official OECD definition that draws upon the 

ecological literature that followed Hardin;
 p

 Posen’s spare formulation; and the Secretary of 

                                                 
n
 Hardin, p. 1244. 

o
 In this they cite a passing reference in Lynn White, Jr., Medieval Technology and Social 

Change (London: Oxford University Press, 1962): p. 44, 51-55. 
p
 This definition, from the online OECD glossary, which can be accessed online: 

http://stats.oecd.org/glossary/detail.asp?ID=1120. This in turn is derived in turn from the 

Glossary of Environment Statistics, Studies in Methods, Series F, No. 67, United Nations, 

New York, 1997.  
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Defense’s 2005 National Defense Strategy,
q
 which does not define the commons but instead 

merely lists the military domains in which it supposes they exist.
r
 They note that they will use the 

Secretary of Defense’s “definition” of a maritime, air, space, and cyberspace commons, and 

choose not to address the question of its accuracy. 

 But Jasper and Giarra’s language does suggest that they have grasped the importance of 

expanding upon Posen’s awkward language suggesting that a commons “provides access to 

much of the globe.” They write that “securing freedom of access to, transit through, and the use 

of the global commons is fundamental to safeguarding the globalized system.”
s
  

 A large study on the global commons released by the Center for a New American 

Security goes further. Reviewing the literature, the study includes a few sentences on Hardin’s 

article, and the ensuing attempt by his fellow ecologists to create governance structures to 

overcome the “tragedy,” but fails to note the critical difference between the ecology commons 

and the security studies commons articulated above. It does, however, make a good first effort at 

a more considered description of the concept under discussion. Denmark and Mulvenon, in their 

introductory chapter, write that a “commons” shares “four broad characteristics”: 

1. They are not owned or controlled by any single entity. 

2. Their utility as a whole is greater than if broken down into smaller parts. 

                                                 
q
 National Defense Strategy of the United States of America, Office of the U.S. Secretary of 

Defense, March 2005: p. 13. 
r
 Scott Jasper and Paul Giarra, “ Disruptions in the Commons,” in Scott Jasper, ed., Securing 

Freedom in the Global Commons (Stanford: Stanford University Press, 2010): p. 1-2. 
s
 Jasper and Giarra, p. 3. Jasper and Giarra argue that this freedom is important as a matter of 

strategy, but neglect to note that it is in fact a defining characteristic of the commons. We 

differ in that I argue that openness is not only strategically a good strategy, but also a 

defining characteristic of the concept of a commons. 
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3. States and non-state actors with the requisite technological capabilities are 

able to access and use them for economic, political, scientific, and cultural 

purposes. 

4. States and non-state actors with the requisite technological capabilities are 

able to use them as a medium for military movement and as a theater for 

military conflict.
t
 

Though Denmark and Mulvenon do not explicitly differentiate their conception of the 

commons from Hardin’s or Posen’s, the listed characteristics make several differences apparent. 

The first characteristic is shared with the ecological literature and Posen’s concept, in that the 

spaces do not “belong” to any state—or, in Denmark and Mulvenon’s broader phrasing, “any 

single entity.” The second characteristic is shared with the ecological literature but not included 

in Posen’s definition. The third and fourth characteristics are, as I have argued above, implicit in 

Posen’s definition but remained unarticulated until Denmark and Mulvenon’s study. The policy 

community, too, seems to have come around to a more dynamic definition. In the Defense 

Department’s 2010 Quadrennial Defense Review (QDR) the global commons is described as 

“domains or areas that no one state controls but on which all rely.”
u
 

                                                 
t
 Abraham M. Denmark and James Mulvenon, “Contested Commons: The Future of American 

Power in a Multipolar World,” in Contested Commons: The Future of American Power in 

a Multipolar World, edited by A. M Denmark and J. Mulvenon (Washington: Center for 

a New American Security, 2010): p. 3-47. The list of characteristics is quoted verbatim 

from p. 11. 
u
 U.S. Department of Defense, Quadrennial Defense Review, February 2010: p. 8. Emphasis 

added. It will be important to the later discussion regarding policy relevance and original 

research to note that while the Defense Department’s definition of the commons has 

become more dynamic, its thinking about the security of the commons has not. The QDR 
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Defining the Commons 

The intuitive value of the concept of the commons, as first articulated by Posen, seems to 

have led many scholars who have written about the concept to ignore the need to define the 

commons in a careful, parsimonious way. Yet if we are to meaningfully consider the value of 

such a concept, and to make policy based upon the nature of its existence, we must define it. 

Building on the previous scholarship, I propose the following definition: 

A commons is a space a) in the international system over which states do not 

exercise the normal prerogatives of sovereignty, and b) to which norms provide 

for universal access for economic, political, scientific, cultural, and sometimes 

military purposes, for those states with the requisite technological capabilities. 

 This definition primarily expands Denmark and Mulvenon’s description of the commons 

by noting the importance of norms to the existence of the commons. Though it has remained 

implicit in much of the previous literature, the existence of the commons is absolutely dependent 

upon the existence of norms of a commons. This is readily observed in each of the domains in 

which the commons has been said to exist. Without the law of the sea, which restricts the 

prerogatives of sovereignty to increasing degrees as one travels further from shore, there would 

be no maritime commons.
v
 Without the Outer Space Treaty, which declares that outer space is 

“not subject to national appropriation,” most low earth orbit would involve regular violations of 

                                                                                                                                                             

does speak to “assuring access” to cyberspace, but only for the United States, not as a 

universal norm to be established for all. 
v
 James Kraska, “Indistinct Legal Regimes.” Securing Freedom in the Global Commons, edited 

by Scott Jasper (Stanford: Stanford Security Studies, 2010): p. 50-57. 
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state sovereignty, and there would be no space commons.
w
 Without the web of bilateral treaties 

and international cooperation providing for routine access to national airspace, there would be no 

air commons.
x
 

In both the maritime and space commons, states have explicitly abdicated the 

prerogatives of sovereignty through international agreement. In the air commons, they have 

formally reserved these prerogatives, but have concluded a web of bilateral treaties and 

international agreements that facilitate the practical precedence of norms of a commons over the 

prerogatives of sovereignty. In each case, these regimes also provide for universal access, given 

possession of the requisite technological capabilities. (The law of the sea even provides for 

access from landlocked countries). 

What, then, of cyberspace? Are there parts of cyberspace which meet this definition? 

                                                 
w
 Ibid., p. 58. 

x
 Kelly Martin and Oliver Fritz. “Sustaining the Air Commons.” In Contested Commons: The 

Future of American Power in a Multipolar World, edited by Abraham Denmark and 

James Mulvenon, 77-103. Center for a New American Security, 2010: 80-81. 
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IS THERE A COMMONS IN CYBERSPACE? 

 

The term “cyberspace” was coined in 1982 by the science fiction author William Gibson. 

Over time, scholars and journalists adopted the term to describe the virtual “place” created by 

electronic infrastructure, where interactions—for example, conversations, trade, combat—take 

place.
y
 Since 2004, security analysts have increasingly included cyberspace as a fifth military 

domain, in addition to the sea, air, land, and space domains.
z
 In conjunction with cyberspace’s 

inclusion in this conceptual set, analysts have increasingly posited the existence of a cyberspace 

commons similar to the maritime, air, and space commons. In this section, I first review the 

arguments for the existence of a cyberspace commons, before arguing that the extension of state 

sovereignty in cyberspace has discredited these arguments. 

 

Assertions of a Commons in Cyberspace 

The first to describe the existence of a commons in cyberspace was Vice Admiral (Ret.) 

Arthur Cebrowski in 2004, while he headed the Pentagon’s Office of Force Transformation.
aa

 

                                                 
y
 Dan Hunter, “Cyberspace as Place and the Tragedy of the Digital Anticommons,” California 

Law Review Vol. 91, No. 2 (March 2003): 439-519.   
z
 Posen, writing in 2003 before the elevation of cyberspace, did not include cyberspace in his 

discussion of the commons. 
aa

 James Blaker, Transforming Military Force: The Legacy of Arthur Cebrowski and Network 

Centric Warfare (Westport: Praeger Security International, 2007): p. 5, 166. A former 

president of the Naval War College, Admiral Cebrowski was close to Secretary of 

Defense Donald Rumsfeld and Deputy Secretary of Defense Paul Wolfowitz. He was 

highly influential in Pentagon debates regarding the revolution in military affairs, and 

particularly his concept of “net-centric warfare.” 
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Though Cebrowski did not seek to define the global commons, he did seek to describe it.
bb

 

Cebrowski compares the cyberspace commons to the maritime commons of the 19
th

 and 20
th

 

century, suggesting that cyberspace will be the most important strategic commons of the 21
st
 

century, just as the maritime commons had been the most important strategic venue in the 

centuries prior. He notes the importance of the cyberspace commons to trade and 

communication. But he suggests that the cyberspace commons will differ in four important ways 

from the maritime, air, and space commons: the entry fee is much lower, and thus access is 

influenced by non-state actors more than states; it is non-dimensional; it is expanding at a non-

linear rate; and “its characteristic interactions more closely approximate the human condition, 

making it an
 
enormously complex operating domain.

”cc
 Despite Cebrowski’s untimely death in 

early 2005, the “cyberspace commons” language was included by the Defense Department in its 

2005 National Defense Strategy.
dd

 

Though the scholarly community was slower to adopt the concept, over the past year the 

amount of literature on the concept has increased rapidly. In their CNAS study, Denmark and 

Mulvenon include an entire chapter dedicated to the concept of the cyberspace commons.
ee

 

Jasper includes a chapter on “Cyberspace Control,” which opens with the argument that 

                                                 
bb

 Arthur K. Cebrowski, “Transforming Transformation—Will It Change the Character of War?” 

Paper presented to the National Intelligence Council’s 2020 Project, Workshop on 

“Changing Nature of Warfare,” May 25, 2004, Washington. Available Online. 

http://www.cia.gov/nic/pdf_gif_2020_support/2004_05_25_papers/transformation.pdf. 
cc

 Ibid., p. 11-12. 
dd

 National Defense Strategy of the United States of America, Office of the U.S. Secretary of 

Defense, March 2005: p. 13. 
ee

 Greg Rattray, Chris Evans, and Jason Healey. “American Security in the Cyber Commons.” In 

Contested Commons: The Future of American Power in a Multipolar World, edited by 

Abraham M. Denmark and James Mulvenon. (Washington: Center for a New American 

Security, 2010): p. 137-176. 
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cyberspace is “a new domain of the global commons.”
ff
 Both the CNAS chapter, written by Greg 

Rattray, Chris Evans, and Jason Healey; and the chapter in Jasper’s book, written by Steven H. 

McPherson and Glenn Zimmerman, two Air Force officers; take the existence of a cyberspace 

commons for granted. 

Rattray, Evans, and Healey, while using the terminology of the “commons” in their titles 

or subtitles, are almost singularly focused on the physical infrastructure that supports the 

commons: the servers, the fiber optic cables, and the terminals at which users access the internet, 

and on the defense of that infrastructure from attack by computer viruses, denial of service 

attacks, hacks, or physical damage. And though these scholars use the analogy of the commons 

in their headlines, the dominant analogy in the texts is that of public health. Rattray, Evans, and 

Healey make an extended comparison of the H1N1 influenza epidemic and the spread of the 

Conficker computer worm.
gg

 

 

What is Cyberspace Like? 

In order to answer that question, we must first ask, “What is cyberspace like?” Though 

studies of the global commons often gloss over this question, other scholars in the security 

studies, computer science, and sociology have published extensively on the subject.
hh

 Five basic 

                                                 
ff
 Steven H. McPherson and Glenn Zimmerman, “Cyberspace Control,” in Securing Freedom in 

the Global Commons, Scott Jasper, ed., (Stanford: Stanford University Press, 2010): p. 

83-85. 
gg

 Rattray, Evans, and Healey, “American Security in the Cyber Commons.” 
hh

 For a particularly thorough exploration of this question, see Daniel Kuehl, “Defining the 

Problem,” in Cyberpower and National Security, Franklin Kramer, Stuart H. Starr, and 

Larry K. Wentz., eds., (Washington: Potomac Books, 2009): p. 24-42. 
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observations are particularly useful to improving our understanding of the domain and the 

possibility of the existence of a commons therein. 

First, cyberspace can be divided into a physical layer and an information layer.
ii
 Each 

layer operates under a different set of dynamics. As Joseph S. Nye has pointed out, the physical 

layer is subject to 

...the economic laws of rival resources and increasing marginal costs, and the 

political laws of sovereign jurisdiction and control. The virtual or informational 

layer has economic network characteristics of increasing returns to scale, and 

political practices that make jurisdictional control difficult.
jj
 

It is easily understood that the information layer’s existence is dependent upon the continued 

existence of the entire physical layer. Less easily understood is that this is not a one-for-one 

dependency. Swaths of the physical layer can be destroyed, damaged, or turned off without 

effecting the destruction of proportional value in the informational layer. This is, in part, because 

of increasingly common information assurance practices which create redundancies within the 

                                                 
ii
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series of layers or dimensions. Martin Libicki suggests conceptualizing cyberspace in 
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information layer is divided into the syntactic and semantic layer. The syntactic layer is 

the layer of interaction between machines and networks, but not the substance transmitted 

via those interactions. The semantic layer includes content hosted on those machines, and 

the content transmitted via networks (Martin C. Libicki, Cyberdeterrence and Cyberwar, 

Santa Monica: RAND Corporation, 2009: p. 12). Further, Daniel Kuehl speaks about 

“three dimensions”: a physical dimension, content dimension, and a cognitive dimension 

(Daniel Kuehl, “Defining the Problem,” Cyberpower and National Security, Franklin 

Kramer, Stuart H. Starr, and Larry K. Wentz., eds., Washington: Potomac Books, 2009: 

p. 59). 
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informational layer,
kk

 but also for another, more interesting reason related to the next salient 

characteristic, discussed below. 

Second, cyberspace’s information layer is a social construct– yet it is more than a 

“consensual hallucination,” as the term’s creator, William Gibson, wrote in 1984.
ll
 Much of the 

value in cyberspace is stored not in code on servers, but in the durable patterns of interaction that 

take place via the exchange of code between servers. For example, the value of an enterprise like 

Twitter is not primarily in the data stored on its servers, but in the way that Twitter facilitates 

interaction that result from the connection of people with similar interests around the world. The 

value These patterns of interaction, many which could not come into existence or continue 

without the aid of cyberspace, create new networks and lower transaction costs among those 

extant networks. It is thus the most efficient domain for the transmission of ideas, goods, and 

capital. If the physical layer of cyberspace is destroyed, damaged, or turned off, these networks 

on the information layer persist in the minds of those who build and use them. If they are of 

value, participants are likely to seek to reestablish them either using other elements of the 

physical layer, or to build new physical infrastructure to support them. 

Third, cyberspace is a human-made domain subject to constant and quick reorganization 

and reconstruction. This is true of the physical layer, which is comprised of human-made 
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terminals and fiber-optic of radio frequency spectrum, but it is true as well of the information 

layer. Thus, as Gregory Rattray notes, the  

. . . “geography” of cyberspace is much more mutable than other environments. 

Mountains and oceans are hard to move, but portions of cyberspace can be turned 

on and off with the flick of a switch; they can be created or ‘moved’ by insertion 

of new coded instructions in a router or switch.
mm

 

Fourth, cyberspace is a venue for martial activity. This includes a spectrum of activities 

across the political, strategic, and tactical levels—from the formation of alliances, to competition 

for superiority, to low-intensity conflict, to complete warfare. Scholars of cyberwar describe a 

range of military activities in cyberspace, from computer network attack to coordinated 

Dedicated Denial of Sevice (DDoS) attacks. Scholars of security studies have also reached a 

consensus that cyberspace constitutes a separate “domain” of warfare, alongside the land, 

maritime, air, and space domains.
nn

 The elevation of cyberspace to domain status has occurred 

gradually over the last ten years, but official Defense Department publications now list it 

alongside its older counterparts.
oo

 

Fifth, barriers to entry are low. One no longer even needs a personal computer and 

landline connection to take advantage of the benefits that cyberspace provides, given the 
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proliferation of Internet-capable phones and wireless connectivity in both the developed and 

developing world.
pp

 But barriers are not only low for individuals, they are also low for those 

interested in using the Internet for military activities. In the maritime, air, and space domains, 

barriers to entry for military applications are much higher. Building a navy, air force, or fleet of 

satellites and space weapons are all costly endeavors. In this sense, the cyberspace domain is 

similar to the land domain, where barriers to entry are also very low.
qq

 

 

The Assertion of Sovereignty over Cyberspace 

In the early days of the Internet, many scholars of the medium saw a lawless, open space, 

beyond the control of the state authority. The Internet, they believed, could be policed by its own 

users. They predicted new, dynamic regimes of conduct that would evolve with the technology. 

These cyber-libertarians, as they came to be known, were not objective observers. They were 

enthusiastic evangelists for the medium, fueled by the belief that they would realize their ideal 

political society online.
rr
 

This belief was grounded in more than just dreams. Many of these idealists saw their 

political principles mirrored in the way that the Internet was engineered by its early creators. Jon 
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Postel, one of those computer scientists who almost singlehandedly administered the early 

Internet, observed that the Internet would only thrive if programmers put interoperability first—

diverse computers had to be able to talk to each other, and be understood.
ss

 Absent a central 

authority to mandate interoperability, Postel proposed that his fellow programmers “be 

conservative in what you do, be liberal in what you accept from others.”
tt
 That is, engineers 

should strive for clarity and economy in their own code, but accept nonconformant code from 

other machines so long as its meaning could be deciphered. Adherence to Postel’s Law ensured 

interoperability, and enabled the Internet to grow at an exponential rate through the 1980s and 

1990s with a minimum —indeed, some would argue an absence —of regulation. The success of 

this decentralized architecture also encouraged the computer scientists behind it and the cyber-

libertarians benefitting from it that governments would hesitate to interfere with the system.
uu

 

In the last fifteen years, the cyber-libertarians have been disappointed. Increasingly, in 

ways both crude and subtle, states have asserted their sovereignty over the information layer of 

cyberspace. Some state reasons for interference are good ones. Low barriers to entry and the 

constant technological change in cyberspace have allowed what sociologists Ronald Deibert and 

Rafal Rohozinski refer to as “dark networks,” involved in organized crime, terrorism, or other 
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illicit activities such as the distribution of child pornography, to conceal their operations or 

mount asymmetrical attacks on their adversaries.
vv

 

Yet states, particularly authoritarian states, have also sought to assert sovereignty in 

cyberspace in order to prevent perceived threats to their legitimacy. Ungoverned spaces are 

attractive not only to dark networks, but also to civil society groups struggling to achieve their 

goals in countries where the government perceives their existence or goals to be a threat. 

 

How Governments Assert Sovereignty over Cyberspace 

Regardless of their motive, governments have a variety of means at their disposal for the 

assertion of sovereign control over cyberspace. These methods take the form of control over 

either the information layer or the physical layer. Beginning in the mid-1990s, governments 

began to criminalize certain classes of conduct in the information layer of cyberspace, arguing 

that these acts did not take place in cyberspace, but in the physical jurisdiction where Internet 

users operated their terminals.
ww

 Thus online poker games take place not at a dealer’s table in 

cyberspace, but at several computer terminals operated all around the world, including in various 

jurisdictions which hold gambling to be illegal. Speech online by dissident citizens living under 

repressive regimes is still considered speech, punishable under draconian libel laws in some of 

those jurisdictions. This extension of state jurisdiction over conduct in cyberspace put to rest 

most notions of cyberspace as a separate, ungoverned place under the law, though outside of the 
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legal profession many scholars of cyberspace continue to consider cyberspace as a separate 

place.
xx

 

State jurisdiction over conduct in cyberspace raised the costs of certain classes of conduct 

in cyberspace, but in many cases the conduct merely moved offshore. Gambling Websites base 

themselves in Costa Rica, and dissidents in Asia host their Websites offshore. The speed of 

communication over the Internet allowed those who desired to continue their activities to do so 

despite the criminalization of that activity. States generally responded to this new threat by 

seeking tighter control on the physical layer of cyberspace. In almost all cases, end users access 

cyberspace through elements of the physical layer that are already subject to sovereign control. 

End users connect through either fiber-optic cables or wireless connections to terminals that are 

hosted terrestrially. Those terminals connect to content hosted overseas through submarine 

communications cables. In many countries, these submarine communications cables come ashore 

in only a few places that form “choke points” which governments can use to filter out content 

which does not comply with its laws or preferences.
yy

 For example, China, perhaps the most 

prominent country to use filter technologies, connects to the internet at only three locations.
zz

 

Control over the physical layer allows governments do more than just block access to 

some information. Governments can shut down the Internet in their jurisdiction if they so 

desire—though often not without great costs to commerce and other valuable activities. A few 

years ago, observers predicted that these costs would prove prohibitive to all but the most 

reclusive regimes, noting that the only governments to effectively disconnect their populations 
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from the Internet, Nepal during a constitutional crisis in 2005 and Myanmar during widespread 

protests in 2007, were hardly particularly well-wired to begin with.
aaa

 The decision in Egypt to 

shut down access to the Internet during the last days of the Mubarak regime, however, suggests 

that far more advanced countries are also willing to cut off their citizens’ access to cyberspace if 

they perceive that access to threaten their hold on power.
bbb

 

Finally, as governments have come to understand the importance of control over the 

physical layer, they have sought to bring more and more of the infrastructure of the physical 

layer under their control. In 2010, national governments in India, the United Arab Emirates, 

Saudi Arabia, Lebanon, and Indonesia all demanded that the Canadian cellular phone 

manufacturer and service provider Research in Motion (RIM) allow government access to 

messages contained on its servers in Canada. When RIM balked, many countries demanded that 

Canadian firm set up local servers, or lose access to their market.
ccc

 India made similar demands 

of providers of other popular Internet applications, including Google and Skype.
ddd

 

Nor have democratic countries sat out the trend toward assertion of sovereignty. Last 

year, Australian Communications Minister Stephen Conroy proposed that his department begin 

to filter Websites that incite violence or publish pornography in much the same technology that 
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more authoritarian regimes filter their content.
eee

 Indonesia, the world’s third most populous 

democracy, with a vibrant press and electronic media, last year instructed internet service 

providers to block access to a list of pornographic Websites, maintained by the Department of 

Telecommunications and Information.
fff

 Indonesia has also blocked access to images that portray 

the Prophet Mohammed in lewd situations.
ggg

 

 

The Internet Exists by the Grace of the U.S. Government—But for How Long? 

Though governments have asserted sovereign control over the Internet in response to 

perceived threats, the authority to govern the Internet has arguably always resided within the 

state—specifically, within the U.S. government. Washington merely declined to exercise the 

prerogatives of sovereignty over the Internet until the mid-1990s. 

At the most basic level, the current system of organization of the Internet exists because 

the United States Government has permitted it to exist. The United States Commerce Department 

holds ultimate authority over the disposition of the official root zone file—simply defined as the 

file which directs the Internet Protocol (IP) address of every end user. Without it, the 

technological hierarchy that directs all traffic on the Internet would be broken, and chaos would 

reign until the international community agreed upon a replacement. The U.S. government has 
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traditionally taken a hands-off approach to this responsibility, contracting it out to either 

academic or non-profit institutions under the condition that they will do so in accordance with 

principles of openness. But this arrangement may not be sustainable.
hhh

 

In recent years American control of the official root zone file been challenged by other 

governments. Governments around the world are increasingly unhappy with the custodianship of 

the Internet Corporation for Assigned Names and Numbers (ICANN), the Los Angeles-based 

non-profit contracted to administer the file since 1998. Some of these issues are cultural—

countries which use language written in non-Latin scripts have demanded addresses in non-Latin 

scripts—but others are more plainly political—many governments of Muslim-majority countries 

have protested the possibility that domain names may soon conclude with .gay rather than the 

traditional collection of top-level domains like .com and .edu. These countries are agitating for 

greater authority over ICANN, suggesting the Commerce Department transfer their authority 

over the organization to the International Telecommunications Union, a United Nations organ. 

Multilateral control over ICANN would likely be far less laissez-faire than that of the U.S. 

government.
iii

 

 

Does a Commons Exist in Cyberspace? 

 Much of the assumption of the existence of a cyberspace commons appears to follow 

from a basic recognition of cyberspace’s network-like qualities, in combination with the 
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recognition that cyberspace constitutes its own domain of warfare, alongside the land, maritime, 

air, and space domains. But as Franklin Kramer notes, “nothing – repeat, nothing – follows from 

that conclusion alone.”
jjj

 

We must ask whether the there is anything in cyberspace that meets the previously 

proposed definition of a commons:  

A commons is a space a) in the international system over which states do not 

exercise the normal prerogatives of sovereignty, and b) to which norms provide 

for universal access for economic, political, scientific, cultural, and sometimes 

military purposes, for those states with the requisite technological capabilities. 

Given the evidence above of the assertion of state sovereignty over cyberspace, and the lack of 

any norms of universal access, we must conclude that the answer at present is a clear “no”— 

there is no commons in cyberspace. 
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PROPSPECTS FOR THE CONSTRUCTION OF A COMMONS IN CYBERSPACE 

 

None of this would matter at all if the existence of a commons were unimportant. But the 

commons is indeed important, in part for the role it plays in support of the liberal international 

system, and in part because the commons favors American military supremacy. In this section, I 

will argue that the creation of a commons in cyberspace would not jeopardize international 

security the national security of the United States, contra many scholars of conflict in 

cyberspace, but enhance it. I will then outline some of the obstacles to the creation of a commons 

in cyberspace, and offer several reasons for hope that they can be overcome. 

 

The Argument for a Cyberspace Commons 

Though discussion of the commons in the context of modern international relations 

theory is still new, the concept of the commons has been around since the first argument for the 

principle of freedom of navigation in Hugo Grotius’ Mare Liberum in 1609. Since the 

achievement of international consensus on those principles some 250 years later, the commons 

has been an important component of the liberal international system. Like other parts of this 

system, including liberalized international trading practices and multilateral international 

governance, the commons supports the free movement of goods and ideas and people. 

The extension of the commons to the air domain and space domains in the 20
th

 century 

strengthened the system by lowering the cost of movement of people and ideas across national 

borders, and by accelerating that movement. The extension of these benefits, in turn, has given 

states and non-state actors a stake in the system, and thus broadened support for liberal principles 
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upon which American economic, military, and soft power is based. The construction of norms of 

a commons in cyberspace would do so yet again. A commons would lower the costs of 

commerce and exchange of ideas by reducing obstacles to financial transactions and 

communications between individuals and organizations. A commons would open new markets to 

firms engaged in the information technology sector, such as Google and Facebook, which might 

otherwise be filtered or blocked by governments for fear that they could be used to organize 

against the state. And finally, it would permit the expansion of the public sphere in countries 

around the world where it is currently rather narrow. 

All of these dynamics have been observable in the experience of Malaysia. Despite its 

illiberal system of government and state control of the press, the Malaysian government 

generally supports the liberal international system, and seeks to benefit from free trade and the 

multilateral resolution of transnational problems. Concerned that regulation of Internet content 

would scare away investors, former Prime Minister Mahathir Mohamad went to Silicon Valley in 

1997 and pledged to leave content unfiltered and unblocked.
kkk

 Shortly thereafter, in the midst of 

a nationwide reform movement that threatened the ruling coalition’s hold on power, a free press 

came to life online. Though the reform movement was prevented from obtaining power, the free 

press remains in operation, providing a broader and more diverse set of views than those 

previously acknowledged by the government press.
lll

 The trade in electronic services and 
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commerce, moreover, has also fared well: Google recently opened a Southeast Asia office in 

Kuala Lumpur.
mmm

 

 

Commons Construction Trades Strategic Security for Tactical Risk 

There is another reason to seek the construction of a commons in cyberspace. The United 

States’ interest in the maintenance and expansion of the commons is not entirely idealistic. As 

Posen first noted, the source of the United States’ military strength is its capacity for command 

of the commons. Yet as Martin Libicki observes of the world without a cyberspace commons, “. . 

. there is no such thing as a single cyberspace, but at least two: yours and theirs. Without a 

common space, there is no such thing as supremacy.”
nnn

 The construction of a commons would 

enhance the possibilities for U.S. dominance in the new domain. The American origins of 

cyberspace, as well as American technological, economic, and military strength, all give the 

United States a strong advantage in cyberwarfare, as the ability to spend vast amounts of money 

to project power into the commons is a particular strength of the United States. 

Yet most scholars of cybersecurity argue that the vision of a commons in cyberspace is a 

dangerous fantasy best left behind. In a characteristic dismissal, James A. Lewis writes, “This 

concept undercuts both national and international security and is increasingly unsustainable as 

other governments seek technological and policy solutions to extend their control in 
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cyberspace.”
ooo

 These arguments are the result of an understandable confusion regarding what is 

meant by the commons in the security studies,
ppp

 but also a single-minded focus on the tactical 

risks that a cyberspace commons represents, to the exclusion of the support to the liberal 

international system that a cyberspace commons would provide. 

Those scholars who oppose the creation of a commons in cyberspace often cite the 

security from computer network attack that sovereign control can provide. Chris C. Demchak 

and Peter Dombrowksi, writing recently in Strategic Studies Quarterly, argue that “With 

physical borders, states that wish to be accepted internationally are obliged by law and custom to 

stop the attacking behavior of their residents or to allow the offended state to reach inside to stop 

it.”
qqq

 Yet this is not the only way to prevent criminal or terrorist networks from attacking 

government and commercial systems. In the maritime and air commons, international 

agreements designed to prevent shipboard piracy and airline hijackings have achieved broad 

support, and are frequently used to legitimize military or law enforcement operations against bad 

actors. Moreover, there is no reason that cyberspace cannot include both sovereign areas in 
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which critical infrastructure is defended from cyberattack by military cybersecurity specialists, 

and a commons full of organizations which procure only commercially available solutions and 

seek legal redress for damages resulting from cybercrime.  

It must, however, be acknowledged that the lack of sovereign control over speech in a 

cyberspace commons would necessarily mean less ability to control the spread of information 

damaging to both illiberal regimes like China’s, and democratic governments like the United 

States. Some may argue that freedom in the commons could enable actors like the Website 

WikiLeaks, which has published thousands of classified American diplomatic cables in effort to 

damage the American government’s prestige and operations, would be empowered—and they 

are correct. The choice to not exercise the normal prerogatives of sovereignty over a cyberspace 

commons is also a choice to cede power to many non-state actors, the majority of whom will be 

friendly to the United States, some of whom will be unfriendly. The same power diffusion, 

however, is relatively beneficial to the United States because American government, embedded 

in a information culture far more libertarian than even most other democracies, is far more 

comfortable with this modest degree of entropy than authoritarian states will be. Any damage 

done by the publication en masse of U.S. cables would be very clearly outdone by the damage 

done by the release of Chinese or Russian cables. 

Finally, it should be noted that the objections of scholars such as Lewis, Demchak, and 

Dombrowski, are clearly informed by ongoing international negotiations on conflict in 

cyberspace. In these negotiations, the Russian and Chinese negotiators have made clear that they 

are prepared to agree to limits on cyberattacks and cybercrime if American negotiators are 

prepared to compromise on norms of openness and governance. They have presented the choice 
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as one between a commons of anarchy and war on the one hand, and a peaceful sovereign 

cyberspace. Rather than push back against this false trade-off that Russian and Chinese 

negotiators have presented, the authors appear to embrace the utimatum, leading them to 

characterize the erection of borders in cyberspace as inevitable. As Demchak and Dombrowski 

write, “Sooner or late, good fences are erected to make good neighbors, and so it must be with 

cyberspace.”
rrr

 The further assertion of sovereignty over the Internet, however, is not as 

inevitable as they suggest. Much depends on the direction of technological change and the 

development of norms, and there is reason to believe that it is not too late to construct a 

commons in cyberspace.  

 

The Technology and Norms of a Cyberspace Commons 

Norms of a commons are most likely to succeed where the environment is conducive to 

their construction. The environment in cyberspace, at present, is not. Technological changes, 

however, could turn the environment in the favor of the development of norms. 

 

Overcoming the Technological Challenges 

As others have observed, cyberspace currently resembles the land domain in its low 

barriers to entry.
sss

 In other words, the cost of becoming a “player” in the land domain is 

minimal, both for individual activities and for martial activities. Two examples of individual 

activities, trade and expression, on land do not require extensive and expensive efforts. By 
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comparison, the costs of conducting trade or establishing a communications platform on the high 

seas, in the air, or in outer space is quite high. Likewise for military activities: a modestly 

equipped patrol can function as an effective military unit. Seapower, airpower, and space power, 

on the other hand all require extensive and expensive efforts. 

In the one environment of the land domain where a commons could be said to exist, 

Antarctica, the barriers to entry are uniquely high. Extreme temperatures and distance raise the 

costs of participation in economic, social, and military activities there to extraordinary levels. 

Given the correlation between the barriers to entry and the existence of a commons, one could 

argue that a commons cannot be constructed in cyberspace because the barriers to entry are too 

low. The costs to states of the assertion of sovereignty are too low, and the opportunity costs of 

non-participation too high. A simple cost-benefit calculation would lead most states to assert 

sovereignty over cyberspace to the extent possible, and disregard nascent norms of the commons. 

Fortunately, the cyberspace environment today need not be the cyberspace environment 

of the future. Cyberspace’s environment is mutable in ways that the environments in other 

domains are not. Technology in development may raise costs for military use while keeping 

costs for social and economic use low. One such advance is the deployment of “electric fence” 

countermeasures meant to deter cyberattacks.
ttt

 If, for example, an attack on Google’s servers 

automatically instigated a destructive response, those who object to Google’s activities might 

think twice about launching a dedicated denial of service (DDoS) or other attack on the 

applications provider. 
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Another possibility is the placement of the physical layer out of the reach of the state. 

Amidst the uproar over the Egyptian government’s decision to shut down the Internet earlier this 

year, some analysts hinted that the United States military might already have the capacity to 

provide wireless connectivity to urban centers through aircraft designed to broadcast information 

operations messages, or ships offshore.
uuu

 A less provocative solution might be found in efforts 

by a non-governmental organization called Openet to create a “civilian Internet,” which would 

bypass terrestrial networks by linking multiple local mesh networks via long-range packet 

radio.
vvv

 Unlike current mobile or wireless networks, these would not, ultimately, rely upon the 

terrestrial fiber-optic networks. 

The nature of technological change in cyberspace is notoriously difficult to predict. The 

United States can, however, fund research that develops engineering solutions such as the ones 

above that modidy the barriers to entry to cyberspace, and preserve the decentralized character of 

cyberspace. 

 

The Social Construction of Norms of a Commons 

 Regardless of any technological changes in the years to come, the United States should 

immediately begin a campaign to establish a norm of the commons in cyberspace. Other scholars 

have considered and dismissed the construction of norms in cyberspace, suggesting that such 
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considerations are premature.
www

 But Mare Liberum opened a 250-year campaign to establish a 

norm of the commons in the maritime domain. More recently, the air commons has slowly 

overcome early opposition to a norm of access. The first international agreement on the air 

domain, in 1919, declared airspace to be the sovereign territory of the state underneath it.
xxx

 Over 

time, however, the economic and social benefits of access led multiple governments to conclude 

a web of 4,000 bilateral treaties, deposited for coordination purposes with the International Civil 

Aviation Organization, that provide for near-universal access.
yyy

 The pursuit of a cyberspace 

commons may not yield immediate results, but that is not a reason for delay. 

  The construction of the norms of a commons in cyberspace would allow people all over 

the world to use cyberspace for social and economic reasons with a minimum of state 

interference. This is a goal into which the U.S. Department of State has already invested a great 

deal of time and effort in the promotion of what it calls its “Internet Freedom” agenda.
zzz

 But the 

focus by the department on making the case by appeal to individual liberties is unlikely to make 

more than token progress with regimes that regularly violate individual rights in myriad other 

ways. Many of these governments would be more susceptible to a systemic argument in support 

of the liberal international system. 

 Vietnam, for example, is an authoritarian state that tightly controls all forms of media. 

American entreaties regarding individual liberties have frequently failed to elicit a positive 
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response from the Vietnamese government in recent years.
aaaa

 The same government, however, 

considers China a fierce rival, and resents Chinese attempts to limit Vietnamese merchant and 

military ships to the South China Sea. These disputes have invested the Vietnamese with a 

surprising interest in the success of the liberal international system.
bbbb

 Extension of the norms of 

a commons from the maritime domain to the cyberspace domain would illustrate the broader 

rationale for the specific freedoms in cyberspace that we seek. Other countries may similarly be 

susceptible to arguments about the durability of the liberal international system, where they are 

not yet susceptible to domestic arguments for political liberalization.  

 

Conclusion 

The assertion of sovereignty over cyberspace has precluded the possibility of a commons in 

cyberspace for the moment. But a far-sighted American effort to construct a norm of the 

commons in cyberspace through technology and diplomacy would both strengthen the liberal 

international system, and strengthen the American position in that system. 
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